Internet

WWW
I nternet
Internet
VPN
Internet
Internet
VPN

SonicWALL generation 4 product specification matrix

I nternet

VPN

ADSL

Internet



11

Internet

Internet( )

.

WEB [lle % d

- -

WA ke 554

J

FTP fi%5 23

L

RS Rk I fh 8 (2 I

3 Internet

1.2

SonicWALL generation 4 product specification matrix



121

IP TCP

1.2.2

TCP/IP
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SonicWALL

SonicWAL L
SonicWALL 1991
SonicWALL 2003 11
PRO 3060 PRO2040 TZ 170
21 TZ 170
1) 3 (Zones)
> SonicOS (LAN, WAN,
» SonicOS ( )
2) 7
» WAN
> 5 LAN ( )
>
3) RJM5 CLI (SonicOS
4) 90 Mbps

SonicWALL generation 4 product specification matrix

SonicWALL
SOHO SME
SonicWALL 50
PRO 4060
SonicOS
WorkPort)
)




5) 30+ Mbps3DES  AESVPN
6) AES |/
7) 8MB Flash, 64 MB RAM
>
8) 6,000 TCP/IP
9) 250 (SonicOS )

2.1.1 SonicWALL TZ 170

> SonicOS

> ISP (Failover), (Policy Based) NAT

>

>

> 10 site-to-site VPN : 1 Global VPN Client ( 50 )
> SonicOS

2.1.2 SonicWALL TZ 17025

> SonicOS

>

> 25 licenses (LAN IP )

> 10 site-to-site VPN : 1 Global VPN Client ( 50 )
> SonicOS

2.1.3 SonicWALL TZ 17010

> SonicOS
>
> 10 licenses (LAN IP )
> 10sdteto-site VPN , Globa VPN Clients ( 5 )
> SonicOS
2.2 PRO 2040 / : 100-250
1) (Zones)
> SonicOS (LAN, WAN, DMZ)
» SonicOS ( )
2) 4
> 1 WAN
> 1 LAN
>
3) RM5 CLI (SonicOS )
4) 200 Mbps
5 50Mbps3DES  AESVPN
6) AES /

7) 64MB Flasnh,128 MB RAM
8) 32,000 TCP/IP

SonicWALL generation 4 product specification matrix



9) 512 (SonicOS )

10) 50 site-to-site VPN , 10 Globa VPN Client ( 100 )
2.3 PRO 3060 / 200-300

1) 6 (Zones)
> SonicOS (LAN, WAN, DMZ) B
> SonicOS ( )

2) 6 SOl
> 1 WAN
> 1 LAN
>

3) RM5 CLI (SonicOS )

4) 300+ Mbps

5) 75Mbps3DES AESVPN
6) AES /

7) 64MB Flash,256 MB RAM
8) 128,000 TCP/IP

9) 500 (SonicOS )
10) 1000 site-to-site VPN , 25  Globa VPN Client ( 500 )
2.4 PRO 4060 / 200-300 VPN
1) 6 (Zones)
» SonicOS (LAN, WAN, DMZ) N — = VW I
> SonicOS ( )
2) 6 SOl
> 1 WAN
> 1 LAN
>
3) RM5 CLI (SonicOS )

4) 300+ Mbps
5) 190 Mbps 3DES AESVPN
6) AES /

SonicWALL generation 4 product specification matrix



7) 64MB Flash,256 MB RAM
8) 500,000 TCP/IP

9) 10,000 (SonicOS )
3000 site-to-site VPN , 1009 Global VPN Client ( 3000 )
SonicWALL

SonicWALL generation 4 product specification matrix



TZ170 TZ170

Standard | Enhanced

PRO2040 | PRO2040
Standard | Enhanced

PRO306
Enhance

PRO3060
Standard

ICSA lab ICSA lab ICSA lab
SonicOS SonicOS SonicOS
2.0.0.8 | 2.0.15 | 2.1.0.0 | 2.1.00 | 2.0.0.2 | 2.0.1.
Standalone 1U 1U
CPU SonicWALL All-in-One | Intel 800MHz Intel 2GHz AS
CPU ASIC CPU CPU
RAM 64MB 128MB 256MB
Flash memory 8MB 64MB 64MB
7 4 6
LAN,
SXLAN, 5XLAN, LAN, WAN, LAN, WAN, | LAN, W,
WAN, WAN, OPT WAN, 2X DMZ 4x
WorkPort ’ DMz
10/100 Mbps 10/100Mbps 10/100Mbps
10 | 25 |
90 Mbps 200+ Mbps 300+ Mbps
6,000 32,768 128,000
DoS, DDoS
Transparent Yes No Yes No Yes No
mode
NAT
NPT
100 250 1,000 5,000
NAT 64 128 64 | 128 64 | 128

IPSec VPN

IPSec ICSA lab ICSA lab ICSA lab
VPN
DES, 3DES, AES, DES, 3DES, AES, DES, 3DES, AES,
ArcFour ArcFour ArcFour
MD5, SHA-1 MD5, SHA-1 MD5, SHA-1
IKE, manual IKE, manual IKE, manual
IKE Main, Aggressive, Main, Aggressive, Main, Aggressive,

SonicWALL generation 4 product specification matrix



Quick and Group

Quick and Group

Quick and Group

modes modes modes

IPSec IPSec
VPN VPN VPN IPSec \
Site-to-Site 2 10 10 50 500 1,00(
VPN ’

VPN 5 50 50 100 500
0 1 1 10 25

3DES (168-bit) 30+ Mbps 50Mbps 75Mbps
AES 30+ Mbps 50Mbps 75Mbps
NetBIOS
broadcast
NAT Traversal
DHCP over VPN
DH (Diffie 1,2.5 1,2,5 1,2,5
Hellman)
Perfect forward
secrecy

Prevent replay
attacks

Hub and Spoke
GroupVPN

Keep alives

DPD (Dead
Peer
Detection)

RADIUS, SecurelD,
SonicWALL

RADIUS, SecurelD,
SonicWALL

RADIUS, SecurellC
SonicWALL

PKI1/

SonicWALL generation 4 product specification matrix



SonicWALL Generation 4 Product Specification Matrix

VPN client pass
through

LOW-END MID-RANGE HIGH-I
TZ170 TZ170 PRO2040 | PRO2040 | PRO3060 PRO30¢
Standard | Enhanced | Standard | Enhanced | Standard | Enhanc
Zone Objects No 20 No 20 No 20
Address No 100 No 256 No 256
Objects
Address Object NG 20 NG 64 NG 64
Groups
Address Object NG TBA NG TBA NG 10
Group Depth
User Objects No 150 No 256 No 500
User Object NG 32 NG 64 NG 64
Groups
Service Objects No 100 No 100 No 100
Service Object NG 20 NG 20 NG 100
Groups
Service Object TBA
Group Depth No No TBA No 20
Schedule 50
Objects No No 50 No 50
Schedule 10
Object Group No No 10 No 10

PPPOE support

support

DHCP client
support
DHCP server
support

DHCH 1 64 1 50 1 255
Server Scopes

DHCP Server 1,024 1,024 2,048 2,048 255 4,09¢
Leases
L2TP client
support
L2TP server No No
support
PPTP client

No

SonicWALL generation 4 product specification matrix



128 192 256
HTTP, HTTPS HTTP, HTTPS HTTP, HTTPS
HTTPS, VPN HTTPS, VPN HTTPS, VPN

SonicWALL GMS

SonicWALL GMS

SonicWALL GMS

traceroute, TSR

traceroute, TSR

SNMP
Built-in 500 500 500
database users
Ping, trace, Ping, trace, Ping, trace, nslooku
nslookup, nslookup,

traceroute, TSR

Syslog, email

Syslog, email

Syslog, email

SonicWALL

Viewpoint

CFS (over 4.2 million (over 4.2 million (over 4.2 millic
2.0 bad sites) bad sites) bad sites)
CFS (over 15 million (over 15 million (over 15 millic
Premium bad sites) bad sites) bad sites)
N2H2
Websense

Malicious code
filtering

Java, ActiveX, proxy,
cookies, digital
certificates

Java, ActiveX, proxy,
cookies, digital
certificates

Java, ActiveX, prox
cookies, digital
certificates

Email

EXE, VBS, custom

EXE, VBS, custom

EXE, VBS, custom

SonicWALL generation 4 product specification matrix



SonicWALL Generation 4 Product Specification Matrix

LOW-END MID-RANGE 5
TZ 170 TZ170 PRO2040 | PRO2040 PRO3060 PR(
Standard | Enhanced | Standard | Enhanced Standard Enk
WAN
WAN No No No
WAN No No No
Round
robin, Round robin, Roun
WAN Spillover Spillover and Spillc
No and No Bandwidth No Ban
Bandwidth percentage perc
percentage
No No No
Active-Standby Active
No No / Mirroring No / Mi

DoS Attack

Christmas
Tree Scan
attack

Fragmented
Packet
attack

Land attack

NetBus
attack

Ping of
Death attack

Striker
attack

SYN Flood

attack

DDoS Attack

Smurf
Amplification
attack

Trojan Horse

Attack

Back Orifice
attack

SonicWALL generation 4 product specification matrix



INI Killer
attack
Net Spy
attack
Priority
attack
Ripper
attack
Senna Spy
attack
Sub Seven
attack
IP Spoofing
attack
Possible Port
Scan attack
TCP FIN
Scan attack

SonicWALL generation 4 product specification matrix



SonicWALL

3.1

SonicWALL ——" Stateful packet
inspection”

DoS DDoS
Internet SonicWALL

<>
<>
- " K IP
Sl 1o
<~ TCP UDP
<>
< ICMP
< 1P TCP
< IP TCP
3.2
SonicWALL
< TCP/UDP
< Ping Of Death Syn-Flood Teardrop DOS/DDOS
< IP IP
3.3 SonicWALL

SonicWALL 90 SonicWALL

SonicWALL
SonicWALL Sonicwall
https://www.mysonicwal l .com
SonicWALL

3.4 SonicWALL

SonicWALL

SonicWALL generation 4 product specification matrix



SonicWall SonicWall

SonicWALL
3.5 IP DHCP Client
Cable Modem Internet IP
1P
SonicWALL IP IP
3.6 ADSL
ADSL Internet  ADSL 1P
PPPoE
SonicWALL PPPoE
ADSL ADSL IP VPN
SonicWALL IP  ADSL
3.7 DDN PPTP L2TP
SonicWALL IP ADSL DDN PPTP L2TP
1SDN

ZO0E. 132512
ZO6.135.51.12
o.0.0.0

Diefault wuaas

HT TP HTTPS

1 HrTe HTTFS

3.8 NAT (Network Address Trandlation)
NAT IETF

Internet NAT 1P

SonicWALL generation 4 product specification matrix



I nternet P

SonicWALL NAT NAT
NAT NAT NAT PAT
/ NAT
IP IP
3.9
ADSL Cable Modem Internet
1P Web  FTP
DDNS Web  FTP SonicWALL
1P
SonicWALL
1P
3.10
Cisco
CheckPoint
SonicWALL
SonicWALL GUI
SonicWALL

SonicWALL generation 4 product specification matrix
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311 DHCP
SonicWALL DHCP DHCP SonicWALL

DHCP TCP/IP IP
DNS
SonicWALL DHCP Server
IP 1P
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REange End Imteriace
LFIT: Zl Lk

*

Rangs Swwm: 157 1820011

Rangis Emds 157 168 010

Inimiface; LARMN

Defzsull Gateweay: 192 166001

Swhnei Mashk: 2595 266 2550

Dwmaln Hame: Drpewes sangs vynpa e rivesdi el a5

DS Soneers: 206130812 206 11711 M
WINS Serveis:

Laaia Period: 1440

Al BOOTP Clenis b s this range: Mo

3.12
ICMP TCP UDP SonicWALL
HTTP FTP SMTP POP3 DNS PING
IKE NNTP IRC

Telnet LotusNotes PPTP IPSec H232 T120 Quicktime Filemaker RealAudio
HTTPS Authentication Gopher IMAP3 Napstar NetBios PCAnywhere Syslog
Timbuktu LPR

3.13
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>
SonicWALL

SonicWALL
VPN
8 0-7
512k A 128k
192k, 256k C 128k,

3.14

(VPN)
VPN Virtual Private Networking

SonicWALL generation 4 product specification matrix
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256k
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Internet

TUNNEL ,
VPN
DDN
IP ATM
VPN SonicWALL VPN
SonicWALL VPN
LAN Internet 1P
DDNS VPN
Sonicwall VPN I1PSec IPSec VPN
AXENT RAPTOR Check point Firewall-1 CISCO PIX 56 DES
168 3DES 56 ARC4 AES
SonicWALL ASIC CPU VPN
,PRO 3060/4060 3DES AES VPN 75M/190 Mbps
Firewall Security § [ Firewail Security
R
L AT i _ TRl
Toecomiuw  vwn [ odm Gunian

jfaklm Ml e

(albta Whntom or DAL Conneclon)

o D5l Coarac Bon)

VN Content Filtering
2= B

Cl \ =
1 --' ._ A
SoucWALL ONZ oA

Branch OFica ﬂﬂnrﬁ'ill".l{;”r'ﬁl:l witt Conbant Filier Er.mul-nr Libwrary

11 Connestion|
3.15 VPN

VPN SonicWALL
Global VPN Client P
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IP VPN SonicWALL

VPN VPN

Global VPN Client

SonicWALL IT

VPN SonicWALL

VPN SonicWALL

SonicWALL

o | T e (] o 0N
Riare Femr T
e
- ornection o Coparste AT N & Fre—— Li
Far Helo, peess Fi
3.16
Web
Web Web
Web
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SonicWALL

SonicWALL
SonicWALL

Internet SonicWALL Websense  N2H2 Websense
N2H2

3.17
Internet

ICSA 20 Internet

SonicWALL generation 4 product specification matrix
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Internet

100% -

Internet

90%

80% -

70% -

60%

E-mail and File

50% -

40% -

30%

Downloads Pose
Greatest Threat

20% -

10% +

0%

1996 1997 1998 1999 2000 2001 2002 2003
—— Email —&— Internet Dow nloads Web Brow sing Don't Know
—x*— Other Vector —e— Softw are distribution —+— Diskette
Source: ICSA Labs Virus Prevalence Survey 2003
fopen()

IP

ASlI
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,SonicWALL
, SonicWALL
SonicWALL SonicAlert

. . SonicWALL

I nternet
° . SonicWALL

( ),
e . SonicWALL

) 1Web1

SonicWALL generation 4 product specification matrix

TZ170 PRO

. SonicWALL

. SonicWALL



° . SonicWALL

e . SonicWALL

, I nternet ,

° . SonicWALL
, (IPS:1900+,GAV:24000+),

° . SonicWALL
. SonicWALL
3.18 ViewPoint

SonicWALL ViewPoint 2.0

ViewPoint 2.0

SonicWALL ViewPoint 2.0
SonicWALL

SonicWALL ViewPoint 2.0 Web syslog

SonicWALL generation 4 product specification matrix



T -

SONICHALL SonicWALL ViewPaint

3.19 SonicWALL Global Management System

GMS 2.5 SonicWALL VPN

SonicWALL GMS 2.5  SOHO Tzw

SonicWALL GMS 2.5 SonicWALL
SonicWALL
VPN
VPN

SonicWALL generation 4 product specification matrix



SonicWALL

SonicWALL

SonicWALL PRO 2040 PRO 3060 PRO 4060

3.21 ISP Failover & Load balancing—

SonicWALL generation 4 product specification matrix



Internet

|
WaNl |

| AN

TEEEE
SonieWALL
LAN
TEAEE RERSE [fEe [ R I
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SonicWALL WAN
ISP

ISP Failover active-passive”

load balancing “ active-active”

SonicWALL

EE e

ToLs
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3.22 Intrusion Prevention Service (IPS)

SonicWALL Intrusion Prevention Service (IPS)

; Nimda Code Red ; 1S ;
Spyware SonicWALL IPS 50 P2P
eDonkey  eMule ; Video

MSN 1CQ SonicWALL Deep Packet
Inspection Engine — TCP
SonicWALL 1PS
Firewall Signature Database — 1700

SonicWALL Security Zone

O
SonicWALL IPS SonicWALL TZ170 PRO 2040 PRO 3060 PRO 4060
/ VPN IDS/1PS
IPS Firewall
Internet VPN
GMS VPN

4.1

SonicWALL IP

IP
IP

4.2

SonicWALL

SonicWALL generation 4 product specification matrix



IP

4.3
SonicWALL
SonicWALL PRO 3060 & 4060
10
4.4
SonicWALL 100
4.5
SonicWALL https VPN
SonicWALL
https SSL
SonicWALL IP
https
4.6
SonicWALL SonicWALL Global Management System SGMS
SonicWALL SonicWALL
SonicWALL
SonicWALL
VPN

SonicWALL SonicWALL

SonicWALL P ADSL
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4.7 SNMP
SonicWALL SNMP
Vmonitor

SonicWALL

5.1

Internet

DNS

5.2

5.3

5.4
MTBF

SNMP

SonicWALL

Internet

SonicWALL generation 4 product specification matrix
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VPN

Siteto Site

VPN

TZ 170

6,000

90 Mbps

30+ Mbps
100
250

128

10 2

25/

10

10 5

25/

50

SonicWALL

PRO 2040
32,000

200+ Mbps
50 Mbps
1,000

192

50

100

SonicWALL generation 4 product specification matrix

PRO 3060
128,000

300+ Mbps
75 Mbps
5,000

256

500

500

PRO 4060
500,000

300+ Mbps
195 Mbps
10,000

512

3,000

3,000



SonicWall
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