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Web Identity Server
CIS Web (policy decision point)
Web Identity Server
Web
Identity Server C/S
Identity Server
SSO
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Web SSOToken
Identity Server
SSO Web
Web SSO Web Agent
Sun
WebLogic Sun ONE Application Server ~ Apache  Web Agent
4.2.3
PKI
1. NSS/JSS
2. Web Agent
3. NSS/JSSSSL  API Identity server
4. PDP Web Agent SOAP/HTTP
5.
6. Token
7.
1. Token
2. NSS/JSS  SSL API
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Web Web Channel
Portal API
NSS SSL API SSL
NSS 4.3
4.2.4 LDAP

Sun ONE Directory Server
LDAP Sun ONE Directory Server
Sun ONE ldentity Server
Sun ONE Directory Server

Identity Sever ~ Sun ONE Directory Server

Sun ONE Directory Server LDAP
9.5
AXA
NTL
Sun ONE Directory Server IT eWeek 2002 11

“e Sun Sun ONE Directory Server

Sun ONE Directory Server

SNMP

Sun ONE Directory Server
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CPU
LDAP
LDAP LDAP Consumer
LDAP Proxy Server LDAP
LDAP Proxy Server LDAP Server LDAP
Hub
Hub Hub Consumer
LDAP HA LDAP
LDAP
LDAP
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LDAP | .| LDAP CMS/PKI
CA
—
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—
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425
X509
PKI
PKI CA
CA( ) PKI
RA( ) CA
RA
CA
RA
PKI
PKI RA
LDAP

CRL

RA

CRL

CA
CA

RA

CA

PKI
RA

10

CA
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X.509
. Version X.509 0
1 2
. SerialNumber CA
CA CRL
. Signature CA
CA hash
ISO
. Issuer CA X.500 DN
. Validity
. Subject X.500
email
. subjectPublicKeylnfo
hash
. Issuer Unique Identifier 2
X.500
X.500
. Subject Unique Identifier 2
X.509 X.500
X.500
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. Issuer's Signature
CA
CA RA CA LDAP
Brai Fro=====cos

caBSE

BE W W

usER || aBun ra § —
4
''''' jT JC

wRERSE Lar RSB | | mEERsE Laor RSB

Wﬂf&iy

EHEP
12 CA
CA CA CA
1024
RA CA CA
LDAP CA

LDAP LDAP
LDAP
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Sun ONE CMS
CA
Sun ONE Certificate Server CA
CA Sun ONE CMS CMS X509
CA CA CA CA
CA CA CA CA
LDAP
CA
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13 CA

CA CA
CA CA CA CA CA
CA CA CA Sun ONE CMS
CA Sun

4.2.6

Sun ONE Portal Server

° Channel

e SSO
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SSO
Channel
Channel
Channel
Channel
Channel
I'TH
14
Channel
1 Web
Web Portal Server Http  Https
Portal
Server Http/Https

Portal Server
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e
15 Web
2 API
API JDBC/RPC Portal Server API
Portal Portal
API Portal Channel

16 API
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JCA SOAP CORBA SOCKET
Portal Portal HTTP/HTTPS
Adapter Adapter

JCATSIAT Sadked

By T T YTTrT

- ) ] - ) ]

Adapter Adapter

Portal

17

4.3

Sun ONE
Server Directory Server Portal Server Certificate Server
ONE NSS/JSS

Sun ONE

- Sun ONE 5.0
- Sun ONE Web
- SunTM ONE 6.0

Identity
Sun

2.2
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- Sun™ONE Certificate Management System
- SunTM ONE 5.0 Directory Proxy Server 5.0
- SunTM ONE Web Web Proxy Server

- SunTM ONE Web Identity Server

4.3.1 NSS/JSS

SSL  S/IMIME Internet Network
Security Services (NSS) NSS
Netscape Sun
e Netscape 6
e AOL Netscape Certificate Management System Netscape

Enterprise Server Netscape Directory Server  Netscape Messaging Server

e Sun ONE Directory Proxy Server Certificate Server Portal Server,
Messaging Server  Application Server

e Netscape Personal Security Manager

NSS
° — Sun NSS Internet
NSS
° — NSS SSL 2.0/3.0
Web Web SSL  X.509 v3 RSA
NSS Internet
° - NSS

Token  PKCS#11
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NSS/ JSS SSL

4.3.2 Sun ONE ldentity Server

Sun ONE Identity Server Sun ONE Identity

Server
Identity Server  Policy Identity Server
Directory Policy Server Web container
Agents

Identity Server
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TR IR, ITAS, Tk, OIS0, MR

Identity Server 5.1 Functional Architecture

Web Server ﬂpg"ﬁat":‘” Application
arver
S50 Agent 580 Agent SDKEs

Administrator
or End-Usear

Browser

XML over HTTPIs) XML over HTTPs)

XML ovar HTTP{s)

ThAL overr HTTPS)

Deploymeant Container - WS 6§ 0sp2 or iAS 6.5
JVM - JOK 1.3.1_02
Authentication Service Folicy Services Adrmin G
Presentation Framework =3 = - N - = = 5| = E
o ] ] ] = n = 7 E
Y o ) & o & o o = =
Authentication SPI 2| g| o o| o = = -] a5
= = — = [ ] = ) o [i=]
E ] =] o o9 3 =2 = =
sl=lslsl=]l=sl=]3 sl a2l £ 2| 2| E =1 ==
513 Il 315 =) =215 - o1 — =) L = =2 )
L - | < =] a << | << | |5 E O - =] =
wlolelslael=]=z]|2 B | = 21 ] =
slEZIBIE|2]1El5]= & | o - =
eElS|ElE|lx1l3]| "] = 215
= =8 =0 = =] =]
- = JATO
l Identity Server 5.1 Internal APls and Components l
LDAP{s)
Sun ONE
Directory Server
Deployment
18 Identity Server
Directory Server: Policy policies

not-enforced URL

Policy Services:
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o Naming Agents Identity Server SSO tokens

o Logging logging

e Authentication

e Session Identity Server SSO session
o Profile Policy
Agents: Identity Server  Agent Pack Agent Web Policy

Client

Web Server

19 Agent

Sun ONE ldentity Server

1 Sun ONE ldentity Server
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o http/html

SSO Web SSO Java
Java SSO API

Identity Server

XML DTD
Java API
Directory
Server 5.1  CoS Java
API
(
)
Agents Web
Agent Web agent for
Sun Web Server
HTML WML
Java Identity
Serve Java
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Java
Identity Server
Java API
JDBC

W2K  Solaris  Identity Server
W2K SetupSDK
Solaris

Solaris  Windows

Sun ONE Web Server | iWS Identity Server/iws

(IWS)

Sun QNE Directory Identity Server

Server (iDS) Identity Server

JSS/NSS NSS/JSS NSS SSL Java
Identity Server SSL

JAXP Java API for XML Processing XML

XSLT

Identity Server

SetupSDK Identity Server W2K
SetupSDK Identity Server
W2K
JDK Identity Server
JDK JATO

Application Server JDK

JATO Identity Server

SMPO IDENTITY SERVER admin console uses it
for its presentation.

Identity Server
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Services Description
(html/http(s)) SSO Token
Html/Http(s)
(xml/http(s))
XML/HTTP(S)
Web
(html/http(s)) Html/Http(s)
Identity Server SDKs
SDK SDK
Java API
SDK Java API
Identity Server
SSO SDK SSO Token
Java API
SDK Java API JDBC
SDK
Java API Directory Server
SDK Java API
SDK Java API
CDM SDK Java
HTML WML
SDK Identity Server Java
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Web agents URL
SSO
token Web agents Web
amadmin
4.3.3 Sun ONE CMS
Sun Certificate Management System Sun
Directory Server PKI

PKI

Sun
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—f-

Routers Publishing
directory
Data o—
g formats: E g
VPN clients
CRMF—= LD AF or
g LD APS
£ CMMF
Browsers
~4— Fp —™
S5L servers PIKCS #7 Registration Certificate
[ Manager Manager
= g PKCS #10—»
m—— HTTFS HTTFS
Database Transport
clients and methods: = g
servers
HTTFY Data
HTTES Recowery
g Manager
Other
produces
20 CMS
. (RA) CA
[ ]
[ ]
[ ]
- CRS ( / ) / VPN
- CRMF/CMMF -
- CRMF= =
- CMMF = =
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14

8.

KEYGEN tag —
PKCS #7 -
PKCS #10 —

PKCS #11 — (HSMs)
SSL

OCSP - - CA
CRL - ?

FIPS 140-1 Level 3 -
Token

Token

Token

Sun

JavaScript
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PKI
PKI

) -

End user
0 A e Motify user
Submit
form
Pletscape
Certificate oSer\nce Fegistration
Managerment request Managers
Syetern = Certificate
Manager
services
' Process
Enrocllment policies Policy
servlet modules

Authenticate
automatically

L2

Authenticate
manually

Approveireject

Authentication Fequest request .
module queue . =
ZHE
agent

21
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5.1 Sun

5.1.1

1.0 A 10 Sun Fire V880
4 900MHz CPU/8GB 6x73.4GB

1.1  |A30-WSF4-08GRF  |Sun Fire V880 4 900 MHz CPU,| 20
8 GB , 6 73 GB, 1.0", 10,000 RPM, FC-AL

, DVD, 3 (N+1 redundant)

1.2 [X1034A PCI Quad| 20
FastEthernet PCI Card (QFE) Quad FastEthernet is
a high performance, high density network interface
card. QFE provides immediate increase in
bandwidth to the user in the PCI interface format.

1.3 |X1141A PCI PCI Gigabit Ethernet| 20
Network Interface Card which provides Sun
customers with the next generation Gigabit Ethernet
product. The adapter has a single multimode fiber
interface. It is a half size PCI form factor for 5 and
3.3 volt options.
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1.4  |X3768A PGX64 24 20

PCI PGX64 24-bit Color Frame Buffer,
Software on CD, Video adapter cable Solaris 2.5.1,
2.6, 7 & Solaris 8 (PCI systems only)

1.5 |X386L 30

1.6  |X6758A Ultra 3 SCSI ,PCI PCI dual| 20
channel Ultra-3 differential SCSI host adapter

1.7  |X9628A Sun Fire V880 Sun Fire| 20

V880 19", 39" :
Rackmount kit to mount system within a standard
19" wide, 39" deep rack. Requires 17 RU. Includes
three (3) jumper/power extension cords, geography
independent, part no. 530-3096-01.

1.8 |SLS9S-120-W9YM |Solaris PC NetLink 1.2 20

HTML Solaris PC NetLink 1.2 For all
new Enterprise servers. no license required,
Unlimited Client Access, Media Kit, Documentation
in HTML. English and Localized Solaris 2.6, 7 and
8

1.9 |SOLZS-08HBY9AYD |Solaris 8 Multilingual media| 10

(CD-ROM) with Simplified Install Documentation
(latest release).

1.10 |X3582A USB --International Type 6 Country Kits| 10
Chinese with USB interface

111 |X7137A 18.1" TFT LCD ( 20"CRT ,| 10
1280x1024 @ 60/76Hz, RGB : DVI

, DVI-D, 13W3, HD15
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1.12 |X386L 10
20 |A 10 Sun StorEdge D2
8x36.4GB
2.1  |SG-XARYDB196A-1(145-GB (4 x 36.4-Gbyte 10K RPM ) Sun| 10
45G StorEdge D2 : : 2
LVD Ultra 160 SCSI , 4 , 2

--145-GB (4 x 36.4-Gbyte 10K RPM
disks) Sun StorEdge D2, rackmount, dual bus, 2
LVD Ultral60 SCSI to host ports per bus, 2 fantrays
(4 fans), 2 power supplies. Standard Configuration

2.2 |X3830B 4 SCSI 4-meter, Ultra VHDCI/VHDCI 68-pin| 20
cable
2.3 X5250A Ultra 3-SCSI D2 --Internal| 40

36.4-Gbyte, 10Krpm Ultra 3 SCSI, LVD disk drive,
1" high, with barrier plate

3.0 B 1 Sun Fire V480
4 900MHz CPU/8GB 2x36.4GB
31 |A37-WSPF4-08GQB |Sun Fire V480 4  900MHz .2
8GB ,2 360GB (1.0", 10,000 RPM, FC-AL
),DVD, 2
3.2 [X1034A PCI Quad| 2

FastEthernet PCI Card (QFE) Quad FastEthernet is
a high performance, high density network interface
card. QFE provides immediate increase in
bandwidth to the user in the PCI interface format.
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3.3 |[X1141A PCI PCI Gigabit Ethernet| 4
Network Interface Card which provides Sun
customers with the next generation Gigabit Ethernet
product. The adapter has a single multimode fiber
interface. It is a half size PCI form factor for 5 and
3.3 volt options.

3.4 [X3768A PGX64 24 2

PCI PGX64 24-bit Color Frame Buffer,
Software on CD, Video adapter cable Solaris 2.5.1,
2.6, 7 & Solaris 8 (PCI systems only)

3.5 |X386L 4

3.6 |X6758A Ultra 3 SCSI ,PCI PCI dual| 2
channel Ultra-3 differential SCSI host adapter

3.7 |SOLZS-08HBYAYD |Solaris 8 Multilingual media| 1
(CD-ROM) with Simplified Install Documentation
(latest release).

3.8  |X3582A USB --International Type 6 Country Kits| 1
Chinese with USB interface

3.9 XT7137A 18.1" TFT LCD ( 20" CRT 1
1280x1024 @ 60/76Hz, RGB : DVI

, DVI-D, 13W3, HD15

3.10 [X386L 1

40 B 1  Sun StorEdge D2
8x36.4GB
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4.1 |SG-XARYDB196A-1|145-GB (4 x 36.4-Gbyte 10K RPM ) Sun| 1

45G StorEdge D2 : : , 2

LVD Ultra 160 SCSI , 4 , 2

--145-GB (4 x 36.4-Gbyte 10K RPM

disks) Sun StorEdge D2, rackmount, dual bus, 2

LVD Ultral60 SCSI to host ports per bus, 2 fantrays
(4 fans), 2 power supplies. Standard Configuration

4.2 X3830B 4 SCSI 4-meter, Ultra VHDCI/VHDCI 68-pin 2
cable
4.3  |X5250A Ultra 3-SCSI D2 --Internal| 4

36.4-Gbyte, 10Krpm Ultra 3 SCSI, LVD disk drive,
1" high, with barrier plate

5.0 8 Sun Fire V480
4 900MHz CPU/8GB 2x36.4GB
5.1 A37-WSPF4-08GQB |Sun Fire V480 4  900MHz ,| 16
8GB ,2 3606B (1.0", 10,000 RPM, FC-AL
),DVD, 2
5.2 X1034A PCI Quad 16

FastEthernet PCI Card (QFE) Quad FastEthernet is
a high performance, high density network interface
card. QFE provides immediate increase in
bandwidth to the user in the PCI interface format.

53 |X1141A PCI PCI Gigabit Ethernet| 32
Network Interface Card which provides Sun
customers with the next generation Gigabit Ethernet
product. The adapter has a single multimode fiber
interface. It is a half size PCI form factor for 5 and
3.3 volt options.
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5.4  |X3768A PGX64 24 16

PCI PGX64 24-bit Color Frame Buffer,
Software on CD, Video adapter cable Solaris 2.5.1,
2.6, 7 & Solaris 8 (PCI systems only)

5.5 |X386L 32

56 |X6758A Ultra 3 SCSI ,PCI PCI dual| 16
channel Ultra-3 differential SCSI host adapter

5.7 |SOLZS-08HBY9AYD (Solaris 8 Multilingual media| 8
(CD-ROM) with Simplified Install Documentation
(latest release).

58  |X3582A uUsSB --International Type 6 Country Kits| 8
Chinese with USB interface

5.9 X7137A 18.1" TFT LCD ( 20" CRT 8
1280x1024 @ 60/76Hz, RGB , DVI

, DVI-D, 13W3, HD15

5.10 |X386L 8
6.0 [Sun72" 21
6.1 |SG-XARY030A 72" 72-inch StorEdge Expansion Rack w/| 21

2 power sequencers and cables The StorEdge
Expansion Rack is intended for a variety of
Products . The rack is 24" wide and 72" tall. This
rack will include power sequencers and power

cables.
6.2 X9818A 72" 21
6.3 X3859A 72" 42
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5.1.2

1.0 A 26 Sun Fire V880
4 900MHz CPU/8GB 6x73.4GB

1.1  |A30-WSF4-08GRF |Sun Fire V880 4 900 MHz CPU,| 52
8 GB , 6 73 GB, 1.0", 10,000 RPM, FC-AL
, DVD, 3 (N+1 redundant)

1.2 X1034A PCI Quad| 52
FastEthernet PCI Card (QFE) Quad FastEthernet is
a high performance, high density network interface
card. QFE provides immediate increase in
bandwidth to the user in the PCI interface format.

1.3  [X1141A PCI PCI Gigabit Ethernet| 52
Network Interface Card which provides Sun
customers with the next generation Gigabit Ethernet
product. The adapter has a single multimode fiber
interface. It is a half size PCI form factor for 5 and
3.3 volt options.

1.4  |X3768A PGX64 24 52

PCI PGX64 24-bit Color Frame Buffer,
Software on CD, Video adapter cable Solaris 2.5.1,
2.6, 7 & Solaris 8 (PCI systems only)

1.5 |X386L 156

1.6  |X6758A Ultra 3 SCSI ,PCI PCI dual| 52
channel Ultra-3 differential SCSI host adapter
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1.7  |X9628A Sun Fire V880 Sun Fire| 52

V880 19", 39" :
Rackmount kit to mount system within a standard
19" wide, 39" deep rack. Requires 17 RU. Includes
three (3) jumper/power extension cords, geography
independent, part no. 530-3096-01.

1.8  |SLS9S-120-W9YM |Solaris PC NetLink 1.2 52

HTML Solaris PC NetLink 1.2 For all
new Enterprise servers. no license required,
Unlimited Client Access, Media Kit, Documentation
in HTML. English and Localized Solaris 2.6, 7 and
8

1.9 |SOLZS-08HBY9AYD |Solaris 8 Multilingual media| 26
(CD-ROM) with Simplified Install Documentation
(latest release).

1.10 |X3582A USB --International Type 6 Country Kits| 26
Chinese with USB interface

111 | X7137A 18.1" TFT LCD ( 20"CRT ,| 26
1280x1024 @ 60/76Hz, RGB : DVI

, DVI-D, 13W3, HD15

1.12 |X386L 26

20 |A 26 Sun StorEdge D2
8x36.4GB
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21 |SG-XARYDBI196A-1|145-GB (4 x 36.4-Gbyte 10K RPM ) Sun| 26

45G StorEdge D2 : : , 2

LVD Ultra 160 SCSI , 4 , 2

--145-GB (4 x 36.4-Gbyte 10K RPM

disks) Sun StorEdge D2, rackmount, dual bus, 2

LVD Ultral60 SCSI to host ports per bus, 2 fantrays
(4 fans), 2 power supplies. Standard Configuration

2.2 X3830B 4 SCSl 4-meter, Ultra VHDCI/VHDCI 68-pin| 52
cable
2.3 X5250A Ultra 3-SCSI D2 --Internal| 104

36.4-Gbyte, 10Krpm Ultra 3 SCSI, LVD disk drive,
1" high, with barrier plate

3.0 B 28 Sun Fire V480
4 900MHz CPU/8GB 2x36.4GB
3.1 A37-WSPF4-08GQB |Sun Fire V480 4  900MHz i 56
8GB ,2 366B (1.0", 10,000 RPM, FC-AL
),DVD, 2
3.2 [X1034A PCI Quad| 56

FastEthernet PCI Card (QFE) Quad FastEthernet is
a high performance, high density network interface
card. QFE provides immediate increase in
bandwidth to the user in the PCI interface format.

33 [X1141A PCI PCI Gigabit Ethernet| 112
Network Interface Card which provides Sun
customers with the next generation Gigabit Ethernet
product. The adapter has a single multimode fiber
interface. It is a half size PCI form factor for 5 and
3.3 volt options.
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3.4  |X3768A PGX64 24 56

PCI PGX64 24-bit Color Frame Buffer,
Software on CD, Video adapter cable Solaris 2.5.1,
2.6, 7 & Solaris 8 (PCI systems only)

3.5 |X386L 112

3.6 |X6758A Ultra 3 SCSI ,PCI PCI dual| 56
channel Ultra-3 differential SCSI host adapter

3.7 |SOLZS-08HBYAYD |Solaris 8 Multilingual media| 28
(CD-ROM) with Simplified Install Documentation
(latest release).

3.8 [X3582A usB --International Type 6 Country Kits| 28
Chinese with USB interface

3.9 XT7137A 18.1" TFT LCD ( 20"CRT ,| 28
1280x1024 @ 60/76Hz, RGB : DVI

, DVI-D, 13W3, HD15

3.10 |X386L 28
40 B 28 Sun StorEdge D2
8x36.4GB
41 |SG-XARYDB196A-1|145-GB (4 x 36.4-Gbyte 10K RPM ) Sun| 28
45G StorEdge D2 : : 2
LVD Ultra 160 SCSI , 4 , 2

--145-GB (4 x 36.4-Gbyte 10K RPM
disks) Sun StorEdge D2, rackmount, dual bus, 2
LVD Ultral60 SCSI to host ports per bus, 2 fantrays
(4 fans), 2 power supplies. Standard Configuration

4.2 X3830B 4 SCSl 4-meter, Ultra VHDCI/VHDCI 68-pin| 56
cable
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4.3  |X5250A Ultra 3-SCSiI D2 --Internal| 112
36.4-Gbyte, 10Krpm Ultra 3 SCSI, LVD disk drive,
1" high, with barrier plate

5.0 26 sun Fire V480
4 900MHz CPU/8GB 2x36.4GB
51  |A37-WSPF4-08GQB |Sun Fire V480 4 900MHz |52
8B ,2 366B  (1.0", 10,000 RPM, FC-AL
),DVD, 2
52 |X1034A PCI Quad| 52

FastEthernet PCI Card (QFE) Quad FastEthernet is
a high performance, high density network interface
card. QFE provides immediate increase in
bandwidth to the user in the PCI interface format.

53 [X1141A PCI PCI Gigabit Ethernet| 104
Network Interface Card which provides Sun
customers with the next generation Gigabit Ethernet
product. The adapter has a single multimode fiber
interface. It is a half size PCI form factor for 5 and
3.3 volt options.

5.4  |X3768A PGX64 24 52

PCI PGX64 24-bit Color Frame Buffer,
Software on CD, Video adapter cable Solaris 2.5.1,
2.6, 7 & Solaris 8 (PCI systems only)

5.5 |X386L 104

56 |X6758A Ultra 3 SCSI ,PCI PCI dual| 52
channel Ultra-3 differential SCSI host adapter
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5.7 |SOLZS-08HBYAYD |Solaris 8 Multilingual media| 26

(CD-ROM) with Simplified Install Documentation
(latest release).

5.8  [X3582A usB --International Type 6 Country Kits| 26
Chinese with USB interface
5.9 X7137A 18.1" TFT LCD ( 20"CRT ,| 26
1280x1024 @ 60/76Hz, RGB : DVI
, DVI-D, 13W3, HD15
5.10 |X386L 26
6.0 [Sun72" 21
6.1 |SG-XARYO030A 72" 72-inch StorEdge Expansion Rack w/| 80

2 power sequencers and cables The StorEdge
Expansion Rack is intended for a variety of
Products . The rack is 24" wide and 72" tall. This
rack will include power sequencers and power

cables.
6.2 X9818A 72" 80
6.3 X3859A 72" 160
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5.2 Sun ONE

Sun ONE Portal Server

PSED9-LCO-JA99

Sun ONE Portal Server, License Only, pricing is per
CPU, no CPU minimum required

Sun ONE Portal Server: Secure
Remote Access Pack

PSRD9-LCO-JA02

Sun ONE Portal Server: Secure Remote Access
Pack, License Only, 5,000-9,999 users

Sun ONE Directory Server

DIRD9-LCO-JAOL

Sun ONE Directory Server, License Only,
pricing per entry, 1 - 199,999 entries

Sun ONE Web Proxy Server

PRXD9-LCO-JA99

Sun ONE Web Proxy Server, License Only,
pricing per CPU

Sun ONE Identity Server

SISD9-LCO-JA0L

Sun ONE Identity Server, License Only, pricing per
entry, 1 - 49,999 entries

Sun ONE Certificate Server

CMSD9-LCO-JA0L

Sun ONE Certificate Server, License Only,
pricing per entry, 1 - 49,999 entries

Sun ONE Application Server,
Standard Edition

SASDM-LCO-JA99

Sun  ONE Application Server Standard
Edition, Development and Deployment
License, License Only, pricing per CPU

5.3

Sun Microsystems of California Limited.
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6 Sun

Sun
6.1
Sun
SUN
Sun
SUN Sun

6.1.1
1.

[ )

[ )

° SUN

[ )
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Sun 1 50
Sun
6.2
6.2.1
Sun

o

o

o

35
6.2.1.1
Sun
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15 1 15
6.2.1.2
Sun Sun ONE Directory Server
. Directory Server
. Directory Server
. POC
Sun
15 1 <20
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1 15 DIT/Schema ,
Directory  services provisioning
Architect
IT 1 20
Directory IT HA
Architect
35
6.2.2 CMS
Sun CMS CA Sun
CMS CMS PKI
. CMS
CMS 1 20 CMS
20 1 =20
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6.2.3
PKI
SSO 90
6.2.3.1SSO Web Agent
SSO CIS SSO Web agent
2 25
6.2.3.2 NSS/JSS
C/S NSS/JSS
1 35
6.2.3.3
CIS
1 15
6.2.3.4 Identity Server
Sun Sun ONE Identity Server

Identity Server
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. Identity Server

. POC

2 25 SSO web Agent
1 35 NSS/JSS
1 15
Identity Server |1 15 Identity Server
90
6.2.4
Web TCP/IP
SSO
30
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6.2.4.1

Sun

- (SSO)

2 20 2 10

6.2.4.2

Sun ONE Portal Server

POC
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- Ul

- URLScraper  JSPProvider

2 20

1 10

30

6.3

Sun
13.
14.
15.
16.
17.
18.
19.
20.
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21.
6.3.1
6.3.1.1
Internet
TCP
Internet
Web 80 HTTP
Internet
NMAP
6.3.1.2
Solaris
Sun
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6.3.1.3

6.3.1.3.1

DMZ

6.3.1.3.2
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1 8
1 1
6.3.2
6.3.2.1
VPN
6.3.2.2
Sun
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6.3.2.3
laris |o o 7 4 Jow_y  SUN Solaris
I .
6.3.3 IDS
6.3.3.1
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Sun
Sun

6.3.3.2

6.3.3.3

e-mail Web

TCP/IP

B ——
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1 1
6.3.4
6.3.4.1
(SMTP) (HTTP) (FTP)

6.3.4.2

Sun

Office HTML
6.3.4.3
/
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1 3
0
6.3.5
6.3.5.1
Sun Web DNS
1.
2.
3.
4. Solaris
Sun Sun
Solaris
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6.3.5.2
Sun Solaris JASS JumpStart[tm] Architecture and
Security Scripts  JASS Solaris
Solaris Sun
JASS
JASS
Solaris OE 74 14
, /
74
. Apache
[ ]
o sulog
o iPlanetWS;
. jumpstart-environment
. unneeded-accounts
. user-password-reqs
. cron-log-size
JASS 40 JASS
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6.3.5.3
1. Solaris
2.
3. Solaris ,
Solaris
- IT
4. Solaris JASS

1 12 1.
Solaris
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3. Solaris

4. Solaris
JASS

6.3.6

6.3.6.1

Sun

6.3.6.2

6.3.6.3

1.

Sun
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6.3.7 (Auditing and Logging)

6.3.7.1

Sun

6.3.7.2

Sun

6.3.7.3

7><24
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6.3.8

6.3.8.1

Sun
Sun
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6.3.8.2
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1 15 1
2 3
3.
4,
1 2
6.3.9
IT 30% Sun
1.
2.
3. Telnet Ftp
4. Root Privilege
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5.

6. Cron (Command Scheduling)

7. TCP

8.

9.

10. X Window

11.

12. Web

13.

14.

15. Cisco

16.

17.

18.

19.

e ]
1 8
1 2
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6.4

1 10
1 10
1 5
1 2
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63
1.
- Solaris
2.
- PKI/CA
3. INTERNET
63
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7.1

71.1

7.1.2

7.2

@

Sun
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3. Sun

7.2.1 Sun

Sun

Sun

1.2.2

Sun Sun

7.2.3

Sun
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124

Sun Sun

7.3

7.3.1

Sun

1.
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Sun
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5.
Sun
- ( Sun )
1)
2)
3)
SSO
6.
Sun
7.
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7.3.2
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>
>

Sun

()

Sun 1
Sun

Sun 1
Chief

Application

Architect Sun
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Sun
SSO
Sun 1
Chief
Security
Architect Sun
Sun
1
- Sun
- Sun ONE
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7.3.3

Sun

7.3.4

Sun

Local Sl

Third Party

Sun Microsystems of California Limited. 136



=== [T IT IT IT IT CISCO Huawei

E ‘ - 1 o
; TER, THRE (TR 1AM, T, OIS0, Ponei
Http://www.2uMM.com
Sun
/ -
7.3.5
Sun
MOR
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Sun
Local Sl
Sun
Sun
Sun
SSO
Sun
Sun
Sun
Sun
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Local SI

- Sun

- Sun ONE

Sun
7.4
Sun Sun

1. Sun
Sun
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1
2
3 PS
4
2. Sun
Sun
B (X \
g s15 2 -y
k—— 20 1 —
cmis
Identiy server
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3. Sun
Sun
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Sun Review

Review
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Sun
1. Sun Solaris  Sun ONE
Sun
8.1
2. Sun
Sun
8.1 Sun
8.1.1
Sun Sun
Sun
Sun 4
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8.1.2
Sun
Sun One Portal serve Directory server Certificate serve
8.1.3
Sun

13 13 Sun 10 Sun

12 12 Sun 10 Sun

25 25 Internet 90 Sun
8.14
1

Solaris8 System Administration, SunOne Portal server, SunOne
directory server, SunOne certificate server, SunOne web proxy server SunOne Identity server
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. Sun NFS (NIS)
. SunOne Portal server SunOne Portal server
. SunOne Directory server SunOne directory server
. SunOne Certificate server Certificate server
. SunOne ldentity server SunOne lIdentity server
. SunOne web proxy server
. Solaris
. Vi
. internet
2
V880/V480 | SA-238 Solaris 8 I 5
SA-288 Solaris 8 I
Sun One PTL-2193 Portal Server 3.0:
DIR-2217 Directory Services: 5.X 5
CMS, Policy server, proxy
DIR-1287-90 Directory Server 5.0: 90
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(Web) | pjR-1303-90 | Identity Server 5.1:
90
8.1.5
Sun
UNIX
SUN Solaris
SUN
SUN
Java JavaBeans EJB J2EE Solaris
SUN
Java Solaris
SUN
Sun One Solaris
SUN Netscape  CheckPoint
Solaris Sun One

Sun Microsystems of California Limited. 146



CISCO Huawei

i - IT%E Tﬂtﬁ ITH% ITMS Wx 90 e AR

Http://www.2uMM.com

SUN Solaris
SUN
Solaris
8.1.6
° Sun
® Sun
)
° Sun
® Sun
8.1.7 Sun
Sun Sun Educational Services Sun
Sun
Sun ELP(Enterprise Learning Platform)
Java Sun Web Solaris
Sun 60 200
45
8.1.7.1 Sun
° 19 Sun
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] Sun

] Sun

] Sun

8.1.7.2Sun

8.1.7.2.1 Java

Java
Programmer(SCJP) Java
Java
Java

8.1.7.2.2 Solaris

Solaris/SunOS

Java

Sun
Java  Solaris
Sun

Sun Java Sun Certified Java
Sun Certified Java Developer (SCJD) SCJP
Java JDK SCJD

. Sun Certified Solaris
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Administrator(CSA) CSA Part 1  Part Il Solaris

8.1.7.2.3 Solaris

Solaris Sun Certified Network
Administrator(CNA) ,Routing and Subnet, Security, Performance
Tuning, DNS DHCP
8.2 Sun

Sun

Sun

8.2.1
IT

8.2.2
8.2.3
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Sun
8.2.4
Sun
8.2.5
1
. Directory Information Tree
. Schema
[ ]
2 CMS
CMS CMS
PKI
[ ]
. CMS
e CMS
3
Web TCP/IP
SSO
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PKI
SSO

e SSO
e C/S SSO Web Agent
e C/S

e C/S

7 Solaris
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9
9.1
SUN Sun

SUN
9.2 SUN

SUN

SUN
UNIX
SUN
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9.3
<>
<>
<>
MOR
Sun
<> N
<> N
Sun Sun

Sun
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9.4

94.1

Sun
Sun ONE
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9.4.3

Sun Sun

Sun

Sun
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9.4.4
944.1
ot 2 BT E
< iﬁllﬁﬂ;m; e
p - TR
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Sun
1.
2.
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o
o
o
o
94.4.3
[ )
° Sun ONE
94.4.4
Sun Sun Solaris
Sun Sun Solaris
SUN

»
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SUN

7. Configure Kernel

10.
11.
12.
13.

14.

Sun Sun

>
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>

v PCI

v SCSI CD-ROM DVD-ROM

> Solaris

4 NFS /

v IP NIS/NIS+ (Domain)

v UNIX
v Mount
v DNS

v (User) (Group) (Home Directory)
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v (Shut Down)
v" NIS/NIS+
v OpenWindows

v PROM

Sun

v' Sun

v RAID

v Sun StorEdge D2 storage

v Sun (Patch)
v Sun (Patch)

v GUI
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Sun ONE
Sun ONE

1 SUNONE

* ( )

L 2

L 2

L 2

2 SUNONE

2

2

2

System version Example: solaris 8

Patch number Example:

Example: /usr/temp/msg5lopt

CD
iPlanet Web

install-binaries:
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DN

Directory Manager DN Example (default):
cn=Directory Manager

Password: iP1AnEt1

Directory Manager DN:

Password:

Server ldentifier Example: budgie
Server Port Example: 389 (default)

User Suffix Example: o=siroe.com

Server ldentifier

Port

Suffix

Organization Name Example: o=siroe.com

Organization Name

Host and Domain Name Example:budgie . siroe.com

Host Name Identifier

Administration Port Example: 5000

Administration Port Number:

POP3 Server: pop3..siroe.com
SMTP Server: smpt. siroe.com

Webport: 80

POP3 Server:

Sun Microsystems of California Limited.
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CISCO Huawei

SMTP Server:

Webport:

Fully qualified example: budgie. siroe.com
Host example: budgie

Domain example: siroe.com

Server Fully Qualified Host Name:

User example (default): Admin

Password example: iP1AnEt1

Server Services User:

Password:

Delegated Administration Host and Port example:

Web
Host Name: budgie.siroe.com
Port: 8080 (default)
Delegated Administration Host Name:
Port Number:
Web Administration Server Port for Web Server Example:

Web

8000

Administration Server Port for Web Server:

Port Number:

Sun Microsystems of California Limited.
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Web Example:

Web
/usr/netscape/server4/https-budgie/config

Directory:
SUNONE SUNONE
945
Sun Solaris VTS Sun
Sun Sun

sunvts
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0J
0J
1 O
[
2.
3.
1 O
1] [
2] OBP POST
=
=
STOP A
OK
= OBP
setenv diag-switch? True
= OBP
reset
=N
STOP A
OK
3] ttya
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Sun a
b / etc / remote
tip Sun
4]
5]
2
1] root
2] format
3]
]
=
]
= analyze
= test
read
= yes
=
3
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1] root
2]
3]
mt —f start
4]
mt cvf Jetc/l* .
5] .
mt —f rew
6]
tar tvf
7]
cd /tmp; tar xvf
8]
4 (
1] root
2] CD
3] CD
5
1] root 0
2] .
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3]

fdformat fdformat -U

4] .
File ““ open floppy~~ .
5] /

1 O
1] O
2]

3]

2

1]

2l . ]

ping
3] Telnet ftp -
3
Raid0 Raidl Raid5
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4
]
]
]
]
1 Sun 0
]
2
Sun
9.4.6
Sun
[ ]
[ ]

Sun Microsystems of California Limited. 171



CISCO Huawei

i - ITEE Tﬂtﬁ ITH?E ITMS Wa 90 e AR

Http://www.2uMM.com

Sun SUN
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9.5 Sun

Sun

9.5.1

9.5.2

I T R SR SR S

Sun

7X24x365

7X24x365

SUN

SUN

SUN

9.5.2.

5x8

Sun

SUN



9.5.3

Sun Sun
7 24
Sun
Sun
Sun Sun
9 00 18 00
Sun
( ) (
( ) 2 (
)
( ) 4
“e 72 Sun 50 Sun
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1—2

Sun ONE
( ) 1
( ) 2
( ) 4
(Remote Dial-in Analysis)
Sun
(Gateway) Sun
Sun
Sun
Sun
Solaris
Solaris Sun (Unbundled)
(Patches) (Maintenance Release).
Sun ONE Sun ONE
Sun
SunSolve
SunSolve
Bugs (Patches)
(Online)

Internet
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EarlyNotifier ( )

Sun EarlyNotifier ( ) Bugs
VIP
Sun Sun
Sun
SUN Web-Based 0sC
OSC IT OSC
Sun OSC
Web Sun
OSC
IT
OSC Sun
OSC
Sun
OSsC
SR SR
OSsC
OSsC
954954
1 Sun
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Sun

2 Sun
Sun
Sun 800
1 800-810-0035
2
3
4
5
9.5.5
SUN WEB
9.6
Sun (Solution Center)
800 — 810 0035 7x24
010 - 68042508
010 - 96300 311393
010 - 68020220
E-mail ask@prc.sun.com
9.7 SUN
9.7.1 Sun
Sun
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UNIX JAVA

IT
UNIX
Sun Sun Sun
9.7.2
Sun
Sun 100
Sun
500 31
5000
Sun
() 9
Rety ‘ I S
Q R¢ City
| o 9
) @ @
ooy (D
Sun
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66 010-68035588 37
16 100045
1325 021-64661228 35
18 210031
138 020-87555900 32
4004-4015
510620
18 028-86199333 23
11 C
610016
66 800-810-0035 10
16 100045
9.7.3
SUN 4
9.7.4
Sun
SUN
SUN SUN
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9.7.5 Sun

SUN

> ( )
Sun
800 SunSolve CD
Sun
(AEC - Asia Escalation Center)
> AEC
Sun
Sun
(bug) AEC
AEC Sun (P&D
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- Product & Development)

» CTE (Corporate Technical Engineering)

Sun Sun
9.7.6 1S09002
SUN 1SO9002
9.8
Sun
1 68035588-28889
2 68035588-82648
3 68035588-28902
4 68035588-28782
SUN
66 16 100045 010 68035588

010 68035588 ext.28889
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28903

28915

28777

13 IBM SNA
MRP
DNS
DHO
X.25
EDI
HDLC
22
E10K 169
HA Cluster
PDB Cluster
E3X00

E4X00 E5X00 6X00

A5000
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28901 8 CAAC Cluster

Cluster
97
28519 12 E10K
E10K
Sun PDB
18 11 C 610016 028 86199332
028 86199333 ext.84221
84229 7 )
BOSS SF6800
CLUSTER
BO
SS SF3800 CLUSTER
84234 7 ,
BOSS SF6800
E10000 CLUSTER
84242 10 ,
BOSS SF15K
CLUSTER
1325 18 210031 021 64661228

021 64661228 ext.41080

41079 15 , 15 T
, 11
SUN
email
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Belll 163

2000
ERP
BOSS
SUN
41077 12 ,
Seagate 5
SF6800
AMD
CLUSTER
CLUSTER
41091 7 ,
163Email
F15K
F15K
F6800
41082 8 )
E10K
UTStarcom
41025 6 ,
2000 SRS
IP
GedasE10K BOSS
, SF6800 ICBC
138 4004-4015 510620 020
87555900

020 87555900 ext.58848
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58843

58870
58845
58865
9.9 PS
1.
PS
PS
PS

17 , 17T
, 9
SUN
97 IT
OA
SUN
8 k)
E10K
SF4800
9 ,
E10K

163 SF4800
: 4
cluster

E10K

Sunfire 4800
Sunfire 4800

Sunfire4800

Sunfire4800

PS
PS
PS
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13801170856

PS

MA
PS

MA

PS

PS

Sun Microsystems of California Limited.

186



