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W46 142 firewall

WL R A e CLL S 532 R R BEEALE) COM 8 15 22 429 SR )
CONSOLE [ H FIkikdle, FoE B EHLE R Lo, PRk 9600 b, DLER
IWE B GRS 53k, Ay 47 FH:

‘g SecGate — IBIHEEFR
T E) HWIEE) FE W Q) EEo BRI

SecGate firewall ttySO
firewall login: admin
Password:

Welcome to SechGate

firewall>

< >
EiEsE 0:00:0¢ Baiuill | 9800 &-H-1 mm

BEAN CLI FrififG, A AT SRt ol LU N 2, 22 42 9 G HEA T C & Hh 4%
T

TEE - REF RN G, HT%h, SHANZBREHAKS . 04, FHE
Bl AR B B IP, By i3 N 3 545

1.4. sy RATHER

W ERAE L SRR TR
W g R (dbst) BHRRA T 9
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BI1E X
add wm
del iles
set B
disp BoR

HIE AR, WB IRz AT AR N R
PEAIAE S ERIRE AR, WA N1
RN R

BT i & SRR KN SHUKEK, BT ar @ A HRE NS, AT
W W SR BT s M AT R (Hedn: 8K, &5 Sy,
PR 15 B3 A A ke K
g

(1D R HE 180 MABCAHEMTERAE, CLI Frifiex BahRH, R[5 4R
R

(2) AT P A B IC R BUR ST H A

AT HIE T 2Rl GEASHD, A .

PRI X | FRK | THFPR B ER Al
BE()
<id> F5 | 1—5 7 1—65535

<name> | &4k | 1—20 | kK. NBEXTERE, | B A TFHLARK. Gk
v, W, FRI% | oy

<comment |y | 0—255 | AT ATATENFAE, A | SRR

g WHEHIR A 1SR
WE|
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PRIR aX | FHK | THEH He B KR 1
BN
<keyword | 3¢ ## | 1—255 | fERATHTED AL, A | TCRERR BRG]
> F XN E TN R R
RGeS
<passwor | 14 | 6—16 ERVTHT BN A4, A | JCRPRR IR
d> GG AL 15 R
RGeS
<email> E- 1—64 ERWTATEN 4, A | Email kx # & KX, W
Mail BIEHES. 02 | support@secuward.com
Hodik B
<filename | 3¢ fF | 1—254 | fEREATHTEDAAT, A | TCRERR BRG]
> 4 ER . KA.

EREILE= NI TR= N
BE T KF5. /b
To. EIER. K

7
<hostnam | I HL | 1—254 | fEREATHTED P45, A | JChRER PRI
e> €4 R Rk

= |S =} r -
B9, 25, W5,

WET . K5 D

i
<number> | #7 [ 1 A LU | IER TCARE B B
-
<percent> | ¥ 1—3 IEEE 0—100
<ip> oA 731 v, M5, B, | A IP il (11400, 1P
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PRIR aX | FHK | THEH He B KR 1
BN
2 H5 oo T M W
A 1P (1.1.1.0/255.255.255.0 ), IP
it HuhEBE (1.1.1.10:1.1.1.20)
i/ NN
P
Hik B
<netmask | ¥ ¥ | 9—15 e, Ay 41 255.255.255.0
> Hefi
<port> i | 1—11 ¥y, BE AN (12345, 3 B
(1000:7000)
<mac> MAC |17 A—F K/ANGH LT | XXXXXXXXXX-XX 5k
Hogik BE, g, w5, B | XXXXXXXXXX:XX
=
<date> Hyp | 810 | %oy, wlis, R yyyy-mm-dd , aj

yyyy/mm/dd , H o oyyyy K
2000—2037 , mm H 01—
12, dd 24 01—31

<time> W] | 3—17 Wy, B9, mE ) A & hhemmiss =
hh:mm, I [A] Bt 24 hh:mm:ss-

hh:mm:ss ¢ hh:mm-hh:mm,
Hd hh  00—23, mm K
00—59, ss iy 00—59
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CPI1EH I SecGate 3600-G10 4= WEB TUIHI#EAETM), 47 T dnflil i

WEB #3454 ¥ SecGate 3600-G10 224 %,
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2. REE

AEEE REAGHER MR IERBCE Ar 2, W8 RGENE. mepIssaE. Tt

HVFar . ST REWRT . HSRS A AL IR 55 AR

2.1. ARGk systime

Thg: BWEANL R 2 AR RGN

1.

2.

WE RGN

Bk

systime set <date> <time>

SHVH:

<date> wEH, #%X4 yyyy/mm/dd, yyyy-mm-dd
<time> WEMH, %4 hh:mm:ss

ol

=S ONREICE RGP LT 2005/09/29 00:00:00.
7~

firewall>systime set 2005/09/29 13:59:59
BRAR RGN A

ks

systime disp

il

firewall>systime disp

RN R (50 AT .,
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Clock: 2005/09/29 13:59:59
2.2. RG)Bsh Az 4T HHE] runtime

Thig:

IR R GEH BRI A AT R I ]
e

runtime

il

firewall>runtime

Started at: 2005/12/28 14:42:56
Already run: 0 day(s) 00:01:28

2.3. B H B E] timeout

1. B E AR H R

ThRk:

BCE AT AT (B IN IR N R, B

e

timeout { set <number>}

SH UL

number: & @ AT AR E EE, number Y5 : 60~1800 7, H k3%
il

firewall>timeout set 1800

2. S B IR H A TE]

RN R (50 AT .
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ThRk:

SR AT AT TGN I FRY R I N 1]
i

timeout disp

il :

firewall>timeout disp
CLITIMEOUT = 1800 seconds

2.4, e RSS2 timesrv

Thfge EFH OIS L HO I B 25 25 2 AWK RS
1. WENMRSAS:

Bk

timesrv set <ip> <number>

SHVH:

ip BRI 25 A5 Y 1P ik

number TCE [ A R RE,  BRERE 2 AR R 2D — Ik, AREN 1 =
65535 (43D (Al I #4

iR

firewall>timesrv set 192.168.100.160

2. 2 PR PR 5545

timesrv on
3. AN RS ES:

timesrv off

RN R (50 AT .
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4. SLEP 5B 9H ARG 2R R
timesrv sync
5. {HERITE RS AR E

timesrv clear

el
ﬂh@%ﬁ%@mﬁmw%%%ﬁ<Mmmmm,ﬁ%%@wﬁ%%%&ﬁo
6. BN PR GARFRD R E:

timesrv disp

2.5. F+ 4 7] sysupdate

ThfE: X 4 R RAFEAT TH
1. FrRZEMREA
Bk
sysupdate <filename>
SHVH:
filename FH2f A S 44 B

el
EEV 11 4 roviile” AL S

7~
firewall>sysupdate update20050916.pkg

2. BIRZEMRITE IEFK:

sysupdate disp

RN R (50 AT ;
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2.6. RGELE syscfg

e REERGAE . WA E. FARKRE. FHRGAE.
1. RERGRE:

syscfg save

2. EWT BLE:

syscfg reset

e

= AT LE, WEEHAS eI, HE I LG, A WO E
WE ) &
3. RUARGEE:

Hk:
syscfg export <filename> [ encrypt { on | off } ]

SHH:

<filename> e T R GRCE IS4

encrypt T8 Je 03 I AR GG B SR RE T I, nTIE S, B

AT N

B 1) e o e b LB 5 b
Zmodem il C(ELll SecureCRT. Windows [ [F“BE LR o™ o T HH SCAF T isCE 1)
BB B S AR e e g g, U e AT e, M xa & E S A8l
R P ENL EAHNA B

(2) RGN E N HAE— IR RS E
7~ :

RN R (50 AT .
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firewall>syscfg export fw.cfg encrypt on

4. FRIRNCE A 2 A i
ik
sz <filename>
SHVH:
<filename> i B AL ) R GG B 44

= pes
‘?'T‘.*@ T T i 4 “syscfg export fw.cfg encrypt on” il B S0 AE, Ay
é\% ::H o
A~

firewall>sz fw.cfg

Hk:

syscfg import <filename>

SHV:

<filename> TR EREAN RGN B4

el
ﬁﬁg%E%%ﬁ&mmwﬁ%%m%iﬁﬁkﬁﬁéM%L,ﬁﬂﬁﬁﬁé,

RIGE PR ZeMKR, SAREA AR
7~
firewall>syscfg import old.cfg

Please reboot sysinfo.

RN R (50 AT y



- SecGate 3600-G10 224 W 5 ir SATHAETF Mt
A P

SECWORLD
2.7. HEAFF mngmailbox

Theg: BCEMCEMIAT . B G Pl P N R G SR I LRI, AR
S 22415 72 A o
1. WEREEFEN SMTP ik554%:

ik

mngmailbox set <email> [ smtp <ip> ]

SHVH:

email R AR WG

smtp BCEKILHBATI) SMTP JikS5 4%, RS, BN

iR

firewall>mngmailbox set support@secuward.com smtp 192.168.100.1

2. IREBRIRE A SMTP iR 5525 & -

mngmailbox clear
3. ERREHCFEAN SMTP fRs54%:

mngmailbox disp H i fili45 2% logsrv
2.8. H& k5548 logsrv

Theg: P HEWRIG, BOAE LT H B2 AW RA Nt . 224 0 St ) LKt H
BRAEE =T I H SRS a5, A BB H MRS a5 HS R S5 a8 ol LA 2 4 W 5C 1)
B M OER.

1. WE HERSGH:

RN R (50 AT y
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Hk:
logsrv set <ip> <port> udp
SH:
ip BB H RS A1 1P Mk
port WE H AR RS #5035 1, UDP B 3UF BRI 1 /2 514
udp BCE AL HAEAE AP UDP
Bl

firewall>logsrv set 192.168.100.1 514 udp
2. BRRH SRS HIE:
logsrv clear

3. ErHERSHEE:

logsrv disp

2.9. 54 Ak %54% dns

Thfg: BB RS S A M R AR
1. WEBAG RS
B
dns set ip <ip> [ <ip>]
SHBN:
ip BEE A R S5 A1) 1P 3k
7~
IAT P4 T 45 254 51 A 192.168.1.1 F1192.168.1.2, 1] LUREAT Il F 15 &«

firewall>dns set ip 192.168.1.1 192.168.1.2
A (s HRAT y
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2. TERRBA RS HMAL TN A RKE -

dns clear

3. BRBARFGHRMARLTNA:

dns disp

RN R (50 AT ;
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3. BHALE

ARTERIR S AR K B EAC By &, W FEUF FHETNL. RGN
i

i AkS . B4, b, S ERE.

m}*

3.1. ¥ 7\ mngmode

heg: WHEEATTA. BOAE T, Ar A7 SO R & o i 3 “Web & FL, JFH
WEBN. (EMAATA R, WTLUASSH B GEREH) ", Jh, SSH
ABEE A M DA, R A BRIk S B Nl ik CONSOLE Hilfs, HARE
A A o
1. ANEHERET SSH FRIHITEH

mngmode ssh on

2. & L Bt SSH AR TS

mngmode ssh off

2l
ZEUF i1 (CONSOLE 1) T /st PPP i, ARAE4 SSH R A
3. BnEHTA:

mngmode disp

3.2. EH EHL mnghost

The: WeEATMEAL. AEATE AL L, i Rl T R AR S B BE T A R
AR (st AR A i}
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A A PR AR S AUE G J5 A BE VT ) 22 W e n] B B IP, 58 N 22 45 W O F 0 4
H,
1. dIEEEM:

ik

mnghost add <ip> [<comment> ]

SR

ip BCEE P EHLR 1P ik

comment A EHLNER, WEBE, BN
ENGE

firewall>mnghost add 192.168.10.1 “this is my host”
mnghost del <ip>

mnghost disp

3.3. R4 F M4 dns

T BE LHLIL T
i
dns set sysname <name>
SH V-
name WERGEFIA
iR
firewall>dns set sysname firewall
PN R, (TEst) ARAF 24
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3.4. ¥ RMkS mngacct

MK T. fEEHEN L,

o L PR UCIE B B SR S AIE D

o TR 5 MR A B U 5 2 B TR 1P, SRt 4 B K
R,
1 B RKS

Hik:

mngacct add <name> <password> [ manager { on | off } ] [ policyer { on | off } ]
[ auditor { on | off } ]

SHR

name
password
manager
policyer
auditor

il

8 AR

Eg AT

HE RS B RG IR AR, BRI “off”

R R BB Ak AN AR, ERIA S “off”
HEH DR ARG E I (A HES AR, BRIA K “off

WIn—AEH R, HA4FCh adminname, H: 044 pwd@sys123, HBSARSE
BN R AR, B AR

firewall>mngacct add adminname pwd@sys123 manager on policyer on auditor

off

2. BHEHRKS:
mngacct set <name> { [password <password> ] [ manager { on | off } ] [ policyer
{on | off } ] [ auditor { on | off } ] }

RN R (50 AT )
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3. MEREHERKS .

mngacct del <name>

ﬁi@ﬁﬁé%ﬂ%%ﬁé&%ﬁﬁ k= admin.
4. SRS E B R R B
mngacct multi on
5. FIEZAMEHE 5 RN EH:
mngacct multi off
6. EnEHEAKSER:
mngacct disp [ online [ sort { name | time | ip | mode } ] | lock ]
SR
Online: /< 7EZAE PI O
Sort: HEFF R
Name: %4 FrHE)7
Time: %R MHET
Mode: #5577 \$F)7. £ ssh. web FlHh 155 =
Lock: {78 e 1)
7. NEHE IR S AR
LA PR B B SRR 5 IRBLE, HIBIUE XK S . a4 e VPR IS P AE
AR, O JEARAE 2 DK 5 AT 8 AR

mngacct unlock <name>+

RN R (50 AT )
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3.5. ¥ 7 04 mngpass

TheE: EOCUarE AR,
B
mngpass
7~
firewall>mngpass
Current password:
New password:
Retype new password:

Password changed successfully.
3.6. B RUEF mngcert

Theg: WEEMHUET. EEE L, W d PR IR SR B SR A E L)
Ja, AT P UK S AR RN 5 A REVT M) 2 A R OG T B 1P, SE NS 42 4 W SR FAY ]

Bt fs

HE M.
1. BSANAE Ay UE 50 22 4 B SR UE 35 -
ik
mngcert add cacert <filename> syscert <filename> syskey <filename>
SHYH:
cacert BB AUEFOUE T 344
syscert WE M OGS4
syskey W 2 M OB SR 44

RN R (50 AT _
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BYE 1) o erovler L, (2> (0 PEM HistifiE b
AEs (3D A A KA E T OUE T R 2 2 M SCET: (4) 25 AR A FFHILRCHY
EHGET; (5) S HHAS) WEB MRd54, il WEB ERa b, 75 EHsx
F| WEB Jtifiie (6) 4fR7E WEB F i G & o i 1k B O IE 15 R R0 LB HE, 7T i
1T mngcert administrator.pem on iy F J3 & B B IE 15

7~

firewall>mngcert add cacert cacert123.pem syscert fwcert123.pem

syskey fwkey123.pem
Hk:
mngcert add <filename>
SR
filename B E T SR 4

aelag:
EE!@ i 25 iy & “rovfile” EARUEI SO AR PEM RS SRS SCF
ENGE

firewall>mngcert add admin123.pem
3. MIBRE B RIE:

mngcert del <filename>

geld

U e ot s T
4. BHAEHERUE:

mngcert <filename> on
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5. ZHEMHRIES:
mngcert <filename> off

mngcert disp cacert WIRINIEH L UE T E B
mngcert disp syscert AN IRAE A B

mngcert disp admincert B RE B GAEE B

7~

firewall>mngcert disp admincert

Name: administrator.pem

Status: on

Description:

subject=
/C=CN/O=secuward/OU=firewall/CN=administrator/Email=firewall@secuward.co

m

3.7. £ & mngglobal

Thhg: WEACTEEL. TR G b AR RN TEAEE).
1. &P EHE:

B

mngglobal add snmpip <ip> [ <ip> ... ]
SH:

snmpip BEE TS F TN IP bt
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Bl

firewall>mngglobal add snmpip 192.168.10.100 192.168.10.101

Hk:

mngglobal set [snmpip <ip>] [cpu <percent>] [mem <percent>] [fs <percent>]

[rcomm <string>] [wcomm <string>] [trapc <string>] [status <string>] [principal

<string>] [telephone <string>] [comment <string>]

SR

snmpip wEAEH L IP Huhk

cpu WE CPU AR, HEA 1% 100
mem BCE N AR A A, A8 1 % 100
fs BB S RGO A R, AU 1 % 100
rcomm wE R AT, 12 32 M4
wcommon BEBEGRBIA TR H, 18 32 MEFT

trapc WHE Trap KIEFFH, 1 8 32 MFEAF

status BCE AR BLIRAS

principal WENTANES, 15 20 N

telephone WE AT, 15 30 NERF

comment BEANLELE:, 15 255 MERF

T~

firewall>mngglobal set snmpip 10.50.10.17 principal support telephone
01062978977 cpu 100 mem 90 fs 80 rcomm “public’ wcommon “private”
trapc “public” comment “firewall”

3. ERETEEMENGER:

RN R (50 AT .
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mngglobal unset [snmpip] [cpu] [mem] [fs] [rcomm] [wcomm] [trapc] [status]

[principal] [telephone] [comment]

SR -
snmpip

cpu

mem

fs

rcomm
wcommon
trapc
status
principal
telephone
comment

il

THERAE A B BN 1P Mk

HERETPE PPTBCE R CPU R ARRE WM, AR8EN 1 &
100

RGBT i B N N AR R AL, a1 2
100

T R P BB B0 I S R G R R E AR, AU 1
%100

TR BT BRI K B R 74T 85, 1 2 32 AT
R BT R B NG AR AT R, 12 32 NPT
TR TR E ) Trap RIZFRFH, 1 8 32 NEF

T PR AR BLIRES

TR BT E s A4, 1 A2 20 PR

TR BT B B M S ST T, 1 A 30 AT

TR BT BB ALV, 1 2 255 DMPRF

firewall>mngglobal unset snmpip

4. MERSEHEHEEN:

Hik:

mngglobal del snmpip <ip> [ <ip> ... ]

RN R (50 AT y
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SHYLH:
snmpip  $5 € MIFRGE A B ML 1P Huhk
A~

firewall>mngglobal del snmpip 192.168.10.100

5 FRESTEH:
mngglobal on
SV e e s s PR
E AR R BRIR 55 A L U BRI AT AR A B CRENLOG B AT %
B,
6. ZHIEHEH:
mngglobal off
mngglobal disp
8. B3N s iE

mngglobal beepalarm on|off

RN R (50 AT )
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4. WLB L E

ARFERR S MR E A, Fh: Mg, 2K 1P Hisik, S

H DHCP &% .

4.1. W20 sysif

Thge: BCEMSEE LR,

1. WEMKEOBEM:

Hik:

sysif set <interface> {[ speed { auto | 100full | 100half | 10full | 10half | 1000full |
1000half } [ mtu <number> ] [ ipmac { on | off } ] [ macpolicy { permit | deny } ]

[ mode { broute | route } ] [ sroute { on | off } ][ log { on | off } ] [ vlan { <id>+ |
trunk | off } ][ anti { on | off } ] [ nonip { permit | deny } ] [ idsblock { on | off } ] }

SHUL -
interface

speed

mtu
ipmac

macpolicy

i AR I 199 20 4 1

AT, SRS SN auto: EPRET, 100full: IR AT
1., 100half: FIKXT, 10full: +IE4 T, 10half: 1
JEF W T, 1000full: T-JK4X T, 1000half: F-JkFXLT
BB I AR AL, ARUE R 256 %2 1500 (75D

BEE T IPIMAC Hihik 46 e k2

WH IP/MAC HiibZhe ko A I seng, BE A permit I, RVFAR
4L5E 1 IPIMAC Hiht, #EE K deny I, ZE1ERGEEN IPIMAC

RN R (50 AT )
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Hohk .
Hj i
EE!@ ILEE T IPIMAC HuhAS 25 J5 4 54
mode BB M TERR, route A& LR, broute MIEAHE
iy

.
ﬁ"@ AL B B R U SR, IR0 208 422 10 0 T AR AR AN

E AR S B

sroute TCE P25 15 3 F % th D e

log L I 258 1 1 A 3R 25 57 (1 04

vlan BCE S H) VLAN gt 88 7 1D, WniiddiE 1D

1) VLAN %dlsta, #57%EA trunk, WA H VLAN £
W, FHIEN off, WA VLAN Hiffitu

jﬁE‘,@ IAEJA T vian # 1 (sysif set vianroute on) J5# %%

anti TCE 2454 112 A5 e Bt
nonip BCE 4 F: T2 A SR VR 1P PO o ad it
21

=E I Ve EANAE W 46 42 11 R AR AR O TR A BRI A Rk 2 44 T AR A
AN B A, A SRVEAE 1P PO i it

idsblock BEE W24 102 75 A H IDS BXahBE K
7~ :

e W 2 IR EE M 264 11 FE1 TARE XU TR, JREHTJT ipmac 985, A
U, W HRE, WERNEEB, FH vian, RVFEE IP i, 5H DS Bk
A B A & AT B

REF AR CEsD AR AT 34
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firewall>sysif set fe1 mtu 1500
firewall>sysif set fe1 ipmac on
firewall>sysif set fe1 macpolicy permit
firewall>sysif set fe1 mode route
firewall>sysif set fe1 sroute on
firewall>sysif set fe1 log on
firewall>sysif set fe1 vlan 100 200 300
firewall>sysif set fe1 anti on
firewall>sysif set fe1 nonip permit

firewall>sysif set fe1 idsblock on

2. W& VLAN B H:

ik
sysif set vlanroute {on |off}
SHVH:
on Ja H vian # it
off A% vian #
3. BT E MO
sysif disp WO )5 B M 24 I JE 1

sysif disp <interface> ‘i R¥q e W45z L1 g Pk
4.2. 30 IP Hulik sysip

Thge: WE LMK P bk, 24aMoCHREt 3 AATIEMZHEN (Gel, Ge2, Ge3)
8 NMHIkMLRELD (Fel, Fe2, Fe3, Fe4, Fe5, Fe6, Fe7, Fe8), iffflt—4
HAMEEE T MNG 1, M ESEE R 1P Mkl DUT/ER BE,  H A vFi BB BT
AR s HRRA 35
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ping, traceroute.

SecGate 3600-G10 %4 M S 1THR/ET M

s E TR AR, IR R AN R N 4 br, br A 1P Mk ok 4 E
7E br _EIEI 2410 1P kit
1. #inZeMox P k.

i

sysip add <interface> <ip> <netmask> [ admin { on [ adminping { on | off } ]

[ traceroute { on | off } ] | off ]}

SHH:

interface

ip

netmask

admin
A

adminping
v

traceroute

BEEVR N2 42 0 56 1P Ltk (1 199 445 1

WE 1P bk

P& L

WEEG R P b M G, ESH, BRIAAA

BEEUL IP b2 5 SRV BTN ping, FIEZAL BRUANA ST

BCE L 1P Hubbe & eV B ML traceroute, TIESEL, BRIA
HA eV

EEE =
@Eﬁﬁﬁmmmﬂmﬁﬁgﬁﬁw%%mimmmﬂﬁmmwﬁﬁ*¥wo

Bl

firewall>sysip add fe1 192.168.100.1 255.255.255.0 admin on adminping on

traceroute on

B

sysip add mng <ip> <netmask>

RN R (50 AT .



- SecGate 3600-G10 224 W 5 ir SATHAETF Mt
A P

SECWORLD

SR

ip ¥ & mng L IP
netmask W E mng K HERY
ENIE

sysip add mng 10.50.10.45 255.255.255.0

2. MkrZEM< 1P k.

ik
sysip del <ip>

SHVH:

ip i B AR BR ) 22 42 5k 1P sk

EE!@ ANEM B e A RN 5 | IR 22 4 9 OGP Hichk, AN REMI R HA JEACHD &
TR ) K P k.

iR

firewall>sysip del 192.168.100.1

3. BaRZEMK P Hiik:

sysip disp

4.3. SRS B route

Tige: WETSRE. R IP . B IP M BE.
1. IR

ik

route add sroute <sip> <dip> <nexthop>

RN R (50 AT i
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SR
sip WEE 1P udl, DU A 1P ik, 1P b/ 7 P
“any’
dip BCE H B P sudik, W RUE AN 1P Mk, 1P i/ 7 R
“any’
nexthop WE Bk 1P Hihk

B s 51 1004 s

s

W4 B IP 192.168.10.100 F[M %% 192.168.11.100 [{IHT 4 dk o
HM M SE 10.50.10.200 ¥k, w47 IR ¥ E

firewall>route add sroute 192.168.10.100 192.168.11.100/255.255.255.0
10.50.10.200

TR MARBIFR AT, DIHAEMANAIMSEEORE A IRE IP Bl (F
BE sysif #14).

- TR B -
i
route del sroute <sip> <dip>
SHUL:
sip FROAE BRI RIS L PR 1P Mk
dip i e AR AR O EL 1 H 1 1P ik
il

firewall>route del sroute 192.168.10.100 192.168.11.100

N0 H B -
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route add droute <dip> <nexthop>
SR -
dip BCE H P ik, wTLUE A A 1P bk, 1P stidik/ 7 R HERD
“any”
nexthop BE Bk IP Huhk
7~

Whn—4 Bk MILE ML 8|4 192.168.11.0/255.255.255.0 (¥ it
FHENM G 192.168.12.1 #k, WTRHATUN TR BE
firewall>route add droute 192.168.11.0/255.255.255.0 192.168.12.1
Y M H k24 0.0.0.0/0.0.0 B, s 0T B BRI R G
4. kR HBIRE -
ik
route del droute <dip>
SHUD:
dip S R 10 H 19 B e 1 () 1P ik
A
firewall>route del droute 192.168.11.0/255.255.255.0
5. BNEH:
route disp
Bl

firewall>route disp

RN R (50 AT )
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4.4. DHCP B &

SecGate 3600-G10 Z¢4= W I fit T 50 KM EHLNASECE (DHCP) k44 ife,
Al LAZE S 24 28 3R 4P 4H 2 dhep RSS2 #a (0, LA dhep HR k%%,
Thie: A HA dhep SMECE, o, Al 51k

4.4.1. DHCP HRr%%s dhcpserver

1. ¥%/m DHCP i
ik
dhcpserver add domain vpnclient { off <network> <netmask> | on <vpnmask> }

<range> [ gateway <gateway> ] [ dns <dns> ] [ domainname <domainname> ]

[ comment <comment> ]

SHUL:

vpnclient: JGIfif) off | on #iE 2 HH vpn & i, AECEN off, WIFZEHA
network 45 bl RIFEND, 54N on, I BN vpn &5 b (1 FERD o

network: ZcHihil, W20 M BehE, T ELEE 5 2 A I 0G24 AE R]— I B

netmask: PIZSHERY, L5 2 Lkl — i vk T I ki

range: HiMEIGHE, WAZRAE HhE U e UK. AR

gateway: & dhcp %5 i fic B ¥ 2

domainname: Jj dhcp &/ infL B4 GERIA HAGER" . ", A IJE 30 R8O

dns: 4 dhcp &7 ific & dns

comment: £%¥E, 0 £ 256 NMFEAF

RN R (50 AT .
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ER: AR EMRM AL TRAG BN, ASCH DHCP RS 4 IhE.

2. BCER IP it
ik
dhcpserver add static <hostname> <mac> <ip> [ <comment> ]
SH V-
hostname: F:HL4Fx.
mac: AL MAC Hihil:
ip: ZrACg L ENL IP
3. X DHCP
Thk: MIERTEE K DHCP 1
dhcpserver del domain id <id>
ZHUL ] :
|d: DHCP /7%
4. MIERFHZ 1P Mk
dhcpserver del static id <id>
5. WHE DHCP i
ik

dhcpserver set domain id <id> [ vpnclient { on | off } ] [ vpnmask <netmask> ]

[ network <network> ] [ netmask <netmask> ] [ range <range> ] [ gateway
<gateway> ] [ domainname <domainname> ] [ dns <dns> ] [ comment
<comment> ]

SH V-

RN R (50 AT .
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id: $RE I EE MU id

vpnclient: J5IRIY on | off #ix &AM vpn %/ . #HA on, WIFEEH A
vpn 7 e, EHECEA off, WIFFEHIA network [ 4% ik FlHE
fidh

vpnmask: BE vpn & P D

network: ¥ E M %% ip

netmask: & & M 4% AL

range: HihbJE[E, 2R HHETEIE R e SO A AN TC R DU A ] e

gateway: A dhcp &7 i fic & M ¢,

domainname: Jj dhcp &/ it B4, GERIA R AREE", &I 3 K80

dns: 4 dhep %7 i lid & dns.

comment: ¥, 0 F| 256 MF4F

6. WEFHAS IP it
B
dhcpserver set static id <id> [ hostname <hostname> | [ mac <mac> ] [ ip <ip> ]

[ comment <comment> ]
SH V-
id: FREPTEBE Id
hostname: #55&i# Kk 451K 0144
mac: $i7 & i KM S5 1 WL mac ik
ip: FREEHTTECI ip
comment: %, 0 F 256 MFFF

7. FFJ/25 DHCP fiR%%%

RN R (50 AT ;
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Bk
dhcpserver start

8. &1k DHCP fR%:2%
Tk
dhcpserver stop
9. 7~ DHCP & &
i
dhcpserver disp { domain | static | leases | state}
SHB:
domain: 7Rk E
static: EINERARE
leases: TR/ BLRAS

state: WoRIRS A UETIRES
4.4.2. DHCP H4t dhcprelay

Dhfig: BCE DHCP 4k, JFH ok i h 4k k55 .
1. wWHE DHCP #14t
The:
B DHCP 4k A S8l
ik
dhcprelay set server <ip> if <name>
SR -

server: it dhep fIi55 & 1P
A BRRE (s IR .



m ** SecGate 3600-G10 %4 M cdr SITHAET M

A
SECWORLD

if: F5C Wk

2. JFJE/<H DHCP gk
Lhfe:
JE B R4 1 DHCP 4k Th g
ik
dhcprelay { start | stop }

3. B/~ DHCP 4% &
ThE:
7k DHCP H 4k f)A7 HL &
Hk:
dhcprelay disp

RN R (50 AT .
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5. VPN B E.

VPN #r 2ATI84TF2)7 4 vpn, RN VPN BT EISE . Wahfe Lhlsy, it
oy LR L
ARSI, VPN B3 551k VPN & 418 8, 6 fE VPN iy
M. B3 IKE BB HL. VPN g, E PR
M AT HZWE L, B3 7 KT, BRI
vpn set: % HRIEE R VPN FE, ol DL HBRECEM G, BEiE. 485 H
P RS IRS AR T LU R E RS
vpn add: %A ARG VPN /58, mTRAAS MG, BEIE. P9 H .
vpn disp: %A AR R EM N, WLLERMOCEME. BREENE. kT
P EYE. TR aSREE. RESHRNEHE.
vpn del: i%r & HRMIERTRE RN A, ATRUMERIM G, BEE. $k5 M. ik
FaE.
vpn on/off: %A H K H 315 1k vpn DR
vpn status: %2 HKEE vpn RE.
vpn active/inactive: %4 HIK A 2 8 45 1148 2 1 g

5.1. EAZHEREHEINEZ). Fik

5.1.1. % & IPSec #EASH

WEREARZEALH 142 & vpn set default:
AR bR FHRA A 45
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ik
vpn set default [ipaddr <vpn_ipaddr>] [interface <vpn_interface>] [prekey

<prekey>] [ikelifetime <ikelifetime>] [ipseclifetime <ipseclifetime>] [vpnstatus <on|off>]

SR

<vpn_ipaddr> VPN M ) 1P
<vpn_interface>] VPN K e/ i
<ikelifetime> BRI 2R — B BUs A A7 300
<ipseclifetime> BRI S i BUA AR A7 0
<prekey> NN P
<vpnstatus> VPN 7t 5 A I 2 15 A 3
4.

wE VPN REgHbiibg 202.0.0.1, ERNHIEE—FrBesP4E e 0] 28800, ERIAMIEHE
T BeE AR 3600, JFALET 3 VPN

vpn set default ipaddr 202.0.0.1 interface ge3 prekey PleaselnputPrekey
ikelifetime 28800 ipseclifetime 3600 vpnstatus on

5.1.2. 87~ IPSec A
WCEFEARZEALH (M4 /& vpn disp default

%&”:
vpn disp default

RN R (50 AT )
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5.1.3.1% & DHCP over IPSec g &

L VPN g% 13 TR KRBT DHCP JHBEP S 1P M ROHEAL .
ik
vpn set dhcp [active{on|off}] [dhcpserver <dhcpserverip> ] [interface <interface> ]
SHYL:
active =7 H ) dhep over ipsec. EFF on, W) H DHCP over
IPSec Tifig, W LN VPN &) i a7 BCHE UL 7 1P itk
<dhcpserver_ip> J VPN % )7 a7 Mo &S 1P Huliki) DHCP JIR45 &
ik, AT AR G DHCP k45 4%, 1% fHIHE h 127.0.0.1
<interface> A K F]1L DHCP kg5 28 190 11, i g A 5 ¥ DHCP
MRegs4s, Tk e HE T2 A Hh [0 3842 11 4l0”

5.1.4. 27~ DHCP over IPSec § B
FH >k ‘27 DHCP over IPSec 3L A3 &

ik
vpn disp dhcp

5.1.5.VPN #5335, &1k

VPN 8 J5 5l 5458 1A% H IR 452 vpn on il vpn off.
Vpn off J&, vpn & T{ET bypass £
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5.2. VPN & F 43¢0

FEAE VPN 2 s fn) Ak NS R4 I, RSB RHMR 2 2. KEIp . mRedp
N, BB /I 7 SR o 2 B 5% 5 SO TX S8 T P BB S VPN 3L 2 )
B UETS o AR RE AN 7 B B e R VPN S i BCE . A3 IKE FE
. VPN S, JXFERUE I AP TAE R . A VPN 2 b o 4 E T BLIE S
X AR % B —BUE e VPN i s B IERI I 734, g DA R S KR T AR .

Bk

vpn add group name <groupname> idtype <psk|rsasig> [clientid <clientid>]

[clientcert <clientcert>] [prekey <prekey>]

SHVEH:

<groupname> VPN % F ity 43 21 44 Fx

|dtype NIEZRAY (“psk” KoRTAL %4, “rsasig” K/xiE1)

<clientid> R VPN 2 1D J3k, w2 Ay, g5 #
#Hid

<clientcert> At VPN 2 Balde, w204y, M50 #& M
FE

<prekey> At VPN & it = ek, &z +4y, HEssy

A L P A
24151

Wn—/~4 zhang, wang, zheng (K741, Witt=24% %2 zhang123,
wang4567, zheng8910.

vpn add group name groupi idtype psk clientid zhang,wang,zheng prekey
zhang123,wang4567,zheng8910

RN R (50 AT .



- SecGate 3600-G10 224 W 5 ir SATHAETF Mt
A P

SECWORLD

5.3. ;e VPN E#

XFF A2 VPN, %M VPN Fihk2iAY, B A ur 5t CREA . By s
R, UFER (FILZG . UE1), FEM AN BEEA—FE,

5.3.1.% i VPN

IR BL, IR INIEFE VPN 1453 R B i

G eyt ST RN UNTEE]
1 T3S 25 (psk)
F A (main)
2 S T IE 15 (rsasig)
3 (static) % 5 (psk)
Fyafii(aggr)
4 1k i (rsasig)
5 F A (main) ik (rsasig)
BARM
6 Tt =225 BH (psk)
(dynamic) Fyafii(aggr)
7 ilE-fi(rsasig)

FE EEAIN— AP, MRAEZIZFE VPN SR8 FEAR . 1) i 2

A LUK X Sy Ao DU I B AR a0, JL R e VPN, 8 I AR
A IETERE VPN, BB, sl VPN, S B IE s e
VPN,

— RS, VPN 2 i i B TE A S IS s A o, L i VPN, 2

RN R (50 AT .
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L IR T R BEE RS N R IR s PIERE VPN SR AE ATAIE - — A s
T AR IZRE VPN

1. WNNEEER. £ZFRHRTE VPN

A DM ] S bk e sh A k. i R VPN %3, USR] vpngroup £
#, AME remoteid. XFHE S EAG T VPN 22 s AR 1) o

ik

vpn add remote staticldynamic aggr psk name <remote_name> [vpngroup
<groupname>] [addr <ip>] [localid <localid>] [remoteid <remoteid>] [ike
{{des|3des|aes|aes256}-{md5|sha1}-{dh1|dh2|dh5}}] [nat_t {on|off}] [ikelifetime
<ikelifetime>] [dpddelay <dpddelay> dpdtimeout <dpdtimeout>] [type gw|client]

S B

<remote name> ELRNINMI LI ZAFR, BRME—, PLFEREIFSL, B e
?‘fqﬁ'“\ ”_”2E_b&;7 KEK%ﬁ 20 /I\?'/f%t

<ip> i A HIBE I, 5 25 E i VPN ik

<groupname> 4 FE VPN J& VPN % iy, nf DU Fi0e S 44

<localid> ZSEPSIbyE-

<remoteid> R VPN 14 1D s H ) 1D, Wik T vpngroup, BEIAT
UAE

lke lke vk 4014, W LA HX {{des|3des|aes|aes256}-{md5|sha1}-

{dh1]|dh2|dh5}
nat_t JET A NAT 75

RN R (50 AT 3}
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<preshared key> ZLiN M G T =28, KIEVEHY 8-128 AN T4F

<ikelifetime> AN MK ke R A B, BN B, @ AU AE
[1200,28800] ]

<dpddelay> PRI 202 A2 A7 0 4 (149 1) [1] 1] ol

<dpdtimeout>  FRIZEFE 2 75 75 L& 1¥ 6 ) JE B

type VPN it fUR2R A, gw S22 56, client s % 7 di

24

NI 4B A remotevpn [ 7 i A AL BT AR AR A P = 2 A0 fE VPN, ip Sk
4 0.0.0.0, At ID A firewall, ZfE VPN I/ ID /& zhang. Fidts2#41%
abcdefg, ike 51741114 3des-sha-dh5, ike A=y 4 7200 ¥, DPD (K% m]
M, WERAT E W UAS .,

vpn add remote static aggr psk name remotevpn addr 1.1.1.1 localid firewall

remoteid zhang prekey abcdefg ike 3des-sha-dh5 ikelifetime 7200

2. HmEFEER. EREKNZE VPN

AL A ks sh A il . AR VPN & i, TLAEH] vpngroup
W, AME remotecert. — BAERE A A HIX AT A, RO S AL, 402
gk, AT LU ERGCRHE B UGERS S .

B

vpn add remote staticl|dynamic aggr psk name <remote_name> [vpngroup
<groupname>] [addr <ip>] [localcert <localcert>] [remotecert <remotecert>] [ike
{{des|3des|aes|aes256}-{md5|sha1}-{dh1|dh2|dh5}}] [nat_t {on|off}]] [ikelifetime
<ikelifetime>] [dpddelay <dpddelay> dpdtimeout <dpdtimeout>] [type gw|client]
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SHR

<remote name>

<ip>
<groupname>
<localcert>
<remotecert>
PUAY
ke
{dh1]|dh2|dh5}
nat_t
<ikelifetime>
[1200,28800] ]
<dpddelay>
<dpdtimeout>
type
24

SecGate 3600-G10 %4 M S 1THR/ET M

TIPSR RR, EORME—, DL REIRSL, iyt fh, By
TR T AR, KEAERL 20 AN ERT

fi A HIBE I, 5 25 E i VPN ik

2 VPN 72 VPN % i, m] DU Fi0e SO 23 21

A Hb I R B 1D

TFE VPN [ 4% 1D 2 H ) 1D, WA T vpngroup, BEIHA]

lke Sk, W LLH {{des|3des|aes|aes256}-{md5|sha1}-

A58 NAT 258
TSN K ke B B, L N R, 20 HE

PRI T8 T 2 75 7 22 [V s 1) [ ol
RO 2 75 70 R 1 I 3
VPN it s5 2R, gw S22 2e, client 2% b

ININ—N2FK N remotevpn 11755 7 3 A8 Y 2R AR S i 2 3 R VPN, ip Mk
4y 0.0.0.0, AHiiEP firewall, % VPN iF15 zhang, ike #4114 3des-sha-
dh5, ike A= A4 7200 #2. DPD SR IER], WRATEITUAS,

vpn add remote client aggr psk name remotevpn addr 1.1.1.1 localcert firewall

remotecert zhang ike 3des-sha-dh5 ikelifetime 7200

RN R (50 AT 3}
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3. WMERK. HEHEHKZRE VPN

HREAERASHbE, S 7 W S0 2 TR BR TE 7 0 1 A X R F o SRR 0 1 A P 3
SEARNE 3 ST Z 18] VPN

B

vpn add remote static main psk name <remote_name> addr <ip> prekey
<prekey> [ike {{des|3des|aes|aes256}-{md5|sha1}-{dh1|dh2|dh5}}] [nat_t {on]|off}]
[ikelifetime <ikelifetime>] [dpddelay <dpddelay> dpdtimeout <dpdtimeout>] [type

gw/client]

SV

remote name  EUSIIMISCHIA IR, EORME—, BUFREIRSL, iRk, By
TR T AR, KEAERL 20 AN EAT

ip fi A HIBEIN, 5 25 E s VPN ik

prekey Tk =255 4H

lke lke 5k 401, W LA HX {{des|3des|aes|aes256}-{md5|sha1}-
{dh1|dh2|dh5}

nat_t FE75 3 H NAT 75

preshared key  ZLZSIMP KT =254H, KEEJEHE N 8-128 AN F4F

ikelifetime UMM SRR ke AR dw MW, BOAL B, b AAE

[1200,28800]  [H]

dpddelay PR 376 T s 75 A 2 10 s i) 1] o

dpdtimeout PRI ZE 2157 AE 2 1 ] ] 3

type VPN ity 5 (1287, gw /2R C, client &% ) i

24151
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WIN—A4 ¥k shanghai (0 5CEM FRAHEL =% Pl e VPN, ip Moy
202.202.202.202, i L9541k abedefg, ike Hik4114:k 3des-sha-dh5, ike iy )&
#1745 7200 #>. DPD ZHUE AL, WRATETUAS.

vpn add remote static main psk name shanghai addr 202.202.202.202 prekey
abcdefg ike 3des-sha-dh5 ikelifetime 7200

4. WiEEK., EBKERE VPN

AL A bk s A il . AR VPN &) i, TLAEH] vpngroup
%, AMfH remotecert.

B

vpn add remote staticldynamic main psk name <remote_name> [vpngroup
<groupname>] [addr <ip>] [localcert <localcert>] [remotecert <remotecert>] [ike
{{des|3des|aes|aes256}-{md5|sha1}-{dh1|dh2|dh5}}] [nat_t {on|off}]] [ikelifetime
<ikelifetime>] [dpddelay <dpddelay> dpdtimeout <dpdtimeout>] [type gw|client]

SR
<remote name> ZLR MM SCHI AR, ZORME—, LUFREITSL, m Rk BoAm
TR WG KA 20 AR

<ip> fi A HIBE I, 5 25 E s VPN ik

<groupname>  4iFE VPN & VPN %7y, o] DU P e S 204

<localcert> A KR 1D

<remotecert> % VPN {45 ID 8H 7 ID, WA H T vpngroup, it}
UAE
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lke lke H k401, W LA HX {{des|3des|aes|aes256}-{md5|sha1}-
{dh1|dh2|dh5)
nat_t JET5 5 F NAT 755

<ikelifetime> TSN Mo B ke B B H L, L7 N R, 0620 HE
[1200,28800] 2 |l

<dpddelay> PRDNE 2 A5 2 11 1 1) 1) B

<dpdtimeout>  HRIIICFE I 17 71 Lk (1) 8 I 5

type VPN i s 2R, gw ZRIOC, client J2& % 7 i
24451«

W In—A4FK A remotevpn 1% i A B AR A L = B P A VPN, ip Hithik
4y 0.0.0.0, AMUEF firewall, e VPN iE+H zhang, ike L4114 3des-sha-
dh5, ike A=fr i1 7200 #b. DPD S0 rliklfy, AT L UAS

vpn add remote dynamic main psk name remotevpn addr 1.1.1.1 localcert

firewall remotecert zhang ike 3des-sha-dh5 ikelifetime 7200

5.3.2. Xk BixfE VPN

BRI AL, SR INERE VPN,
W WESEER VPN &, SAHSCEBEE R VPN SIS HR 75 2 F g JB A2
AAEH .

5.3.3.87-M3%

BRI IC A4 4 vpn show remote ..., 1% FIK 7R e W OCIH Tl 8
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Hk:
vpn disp remote {all | <remotename>}
SHV:
<remote name> %I 7 1M 5K 1 44 FK
all M all AR R SR AR, HIK s BT (R 56
241
BRI MR R R

vpn disp remote all
SR cl_test 15

vpn disp remote cl_test

T all 2REPCRAIIKREY, FWAGEN a, al, all KAMKEwmHL, Gl
B

5.3.4. BRI 5%

IR W2 224 vpn del remote ..., iZdir & HISKRANERTE E BRI OC . AEMNBR 199 5% (1 [7)
I, ARG HAMMBRPTAT 5 HHZ M KK BEIE -

ks
vpn del remote <remotename>
SHVH:

<remote name>  EJIHI[R 1) 9 SR 44 B
245

JER 9 5K ol _test:
I RS (eSO #RAT )
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vpn del remote cl_test

T all 2RGPCRARKREY, FHAGEMH a, al, all KAMKREwmA, Flle5]
B

5.3.5. P A %%

W} 52 fir 4 vpn active remote ..., %A T SRAETE E M A 8%
Bk

vpn active remote <remotename>

SHULHA:
<remote name>  ZAE R I 44 Bk
28451

K% cl_test =%

vpn active remote cl_test

5.3.6. KR

K 5 53 IR fir 4 vpn inactive remote ..., 1% 2 FHSRAESE 5 RSS2
Bk

vpn inactive remote  <remotename>

SHUL -
<remote name> BEIRAAT I S 11 44
2845 :

W% cl_test 23K

RN R (50 AT _
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vpn inactive remote cl_test

EPSIN ) E LN PV R NE PSS ERCR VP S

5.4, i &

5.4.1. 95Nk iE

ke
vpn add tunnel name <tunnelname> local <local> remote <remote> [auth
{esp|ah|comp}] [ipsec <{3des|aes128|aes256|null}-{md5|sha1}>] [pfs  on|off

dh_group <1|2|5>] [ipseclifetime <ipseclifetime>]

SHR -

<tunnelname>  ZLININMIBEIE AR, W LHI

<local> A ip Mk, IEI

<remote> fit Yzt i B S 44 7, ST

Auth AL, esp 83 ah

lpsec H 34 AR IS 1) SRR I 88 AR SRk $E . 2T, W]
N 25N : 3des-md5, 3des-shal, aes128-md5, aes128-
sha1, aes256-md5, aes256-sha1l, null-md5, null-shal. Hi
AN EZd MU ERE S

pfs SR HIIRE, on B off,

dh_group AT pfs ), SCHF DH BE1, 2, 5. Hik.

<ipseclifetime> Ipsec A=dw A, HALHFE, HUEYEH 1200-86400

RN R (50 AT 3}
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5.4.2. WEFIE

ik

SecGate 3600-G10 %4 M S 1THR/ET M

vpn set tunnel name <tunnelname> { [local <localaddr>] [remote <remotename>]
[auth {esplah}] [ipsec <{3des|aes128|aes256|null}-{md5|sha1}>] [pfs {on [dh_group
{112|5}] |off}] [ipseclifetime <ipseclifetime>] }

SV
<tunnelname>
<local>
<remote>
Auth

ipsec

pfs
dh_group
<ipseclifetime>

TR

FEUS IR PR TE 44 FR

AHhip itk

A8l FH 28 9 0 5% 44

B EREENA, esp #i# ah

H 34 AR IS 1) SRR I 88 AR SRk $E . 20T, W]
N 25N : 3des-md5, 3des-shal, aes128-md5, aes128-
sha1l, aes256-md5, aes256-shal, null-md5, null-shal. H
AN | EZ MU ERE S

TR M F R, on Bl off.

AT pfs ), SCHF DH BE1, 2, 5. Hik.

Ipsec “Edir 5], FAA7 N, HUEEHE 1200-86400

kil

BERRE)E, 52 R HMER & R, T3 B4 s

5.4.3. B sfFiE

BoRBEIE 644 vpn show tunnel alltunnelname..., %4 MK BonTs & BRI 1
MR N AR (bR ARAF 59
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A8 P«
Bk
vpn disp tunnel {all | <tunnelname>}
SHH:
<tunnelname> 4L {g /R [ BEIE 1) 44 P
all M all AR MR IE A2 BRI, IR Son B s
2541
BRI BEE 15 R

vpn disp tunnel all
ToREIE cl_test 115 8.

vpn disp tunnel cl_test

5.4.4. MIkxFEE

WIBRBEIAT 74 vpn del tunnel .., %4 FRIBR IR (0B
ik
vpn del tunnel <tunnelname>
SHYH:
<tunnelname> L[ 1) B & 1) 44 B
2451

IHERFEIE cl_test:

vpn del tunnel cl_test

RN R (50 AT ;
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5.4.5.F% 18 %

B&iE 2E i dr 4 4 vpn active tunnel..., %4 TR AT 5 i BEE 4 23
ke
vpn active tunnel <tunnelname>
SHR
<tunnel name> SRR R TE Y 44 FR
2451
F%i cl_test %%

vpn active tunnel cl_test

5.4.6.FF1E R

B il 2 2% ) 44 vpn inactive tunnel..., %A T RAE S & B 244
Bk
vpn inactive tunnel <tunnelname>
SHH:
<tunnel name>  ZERA I BEIE 1) 4
251
F%iK cl_test k7%

vpn inactive tunnel cl_test

RN R (50 AT y
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5.5. VPN IR &H

VPN g 32 22 b 2 ) IPSec BEIE ) 51 75 3.
AL HE T E L VPN S AN, Bk MBR. EoRThg.

5.5.1. %% INSFE g
B

vpn add policy name < policy_name > tunnel <tunnel_name> sa <ip> samask

<samask> da <ip> damask <damask>

SV

<policy_name> L 11 SR 44 FR

sa 5 10 S HOE AR 5
ip faf2 B ab.cd

samask 5 A P Hb D

da B L5 0 2402 H DR ik
ip 12 E U a.b.c.d

damask R H bR Rk HERY

<tunnel_name> XV [{1F%1E 44

5.5.2. W B IKIE

i
vpn set policy name <policy_name> [tunnel <tunnel_name>] [sa ip>] [samask

RN R (50 AT &
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<samask>] [da<ip>] [damask <damask>]

SR

<policy_name> L3 11 SR I 44 Bk

sa 5 1 Z 8O R 5
ip fEIZ W a.b.cd

samask 7 2 U5 H b

da F W) J5 1 1 2202 H I ORG bk
ip fRIZE W a.b.cd

damask F5 B H b5 - HE 5

<tunnel_name> X[V [ %1 4

5.5.3. B R I&

i
vpn disp policy { <policy_name > | [all] }

SV

<policy_name> % /RBEIE 144 FR

all A all AR SRS A4 BRI, F K s A ) S
245

SR cl_test (15

vpn disp policy cl_test

5.5.4. MR KBS

Hik:

RN R (50 AT }
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vpn del policy <policy_name >
SHYH:
<policy_name> T[4 S 1) 44 FR
2451
T3 SR cl_test 15 &

vpn del policy cl_test

5.5.5. 5K B&EAE K

B
vpn active policy <policy_name >

SR
<policy_name> LA IS [ 24 FR
4.

TR ol _test:

vpn active policy cl_test

5.5.6. KB K%

A
vpn inactive policy <policy_name >

SR
<policy_name>  ZLRRL SIS 1K) 44
4.

KA cl_test:

vpn active policy cl_test

REF AR CEsD AR AT

64
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5.6. B&iE I 1%

5.6.1. 4K 3% VPN Bis M
ik
vpn disp ph2 tunnel {all | <tunnelname>}
SH V-
<tunnel_name> U ¥EEIE 1) 44 FR
2451

Wi ¥ER%iE cl_test:

vpn disp ph2 tunnel cl_test

5.6.2.4K#E VPN ZREE M1
ik
vpn disp ph2 policy {all | <policyname>}
SRR -
<policy_name> x4 5 W& ¥ 44
245

WS4 5K I cl_test:
vpn disp ph2 policy cl_test

5.7. i HEH

WET N Z s Web K5e, Ea AT 0T, Hagd AT e 151 2 os f
RN R (50 AT .
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o WEP =35 caiF. Humik1 remote FIAHLIE ) local.

5.7.1. 8/~iEF

Hk:

vpn disp cert {<ca>|<local>|<remote>|<crl>}
SHV:
<ca> BRI ca ikt
<local> BRI A R
<remote> BRI B 1S
<crl> BRI I R AIE
2541

TR A HLUE 5

vpn show cert local

5.7.2. MIBRIESS

FIR M B 52 A UE S o
PN ISRALE 15 () iy A F BEAE P I 020 S =AY, BIRRINER ca E1, XFomiE1, A
e 5.
WARFAEB SR, WITCEMER . 1 H, Q48 E 288 5 UE 45 1) 5%
PR BUASE, WICVEMBRIIE .
B
vpn del cert ca {<certname>}, %4 H T MERTRE M ca iET5.
vpn del cert remote {<certname>}, Zir& F T MR8 & (15 vt iE 17
MEa R B ARAF 66
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vpn del cert local {<certname>}, %4 H T-M 45 & (AR 15,
vpn del cert crl {<certname>}, %14 H - T-MHBRFS & 1 A4 E 1
SV
<certname> TR FRIE 15 44 B
254

TR AR HAE 15 cer:

vpn del cert local cer1

RN R (50 AT _
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6. X% E X

AT AP B 1005 SOrik, IR G SOl 2 A, A ds: k)
Ry MR, MRS dRdubb. Mk, RSSAIE . MRAsAl. ARERSS . HEPERIE. A
e JHPA INTRZIZE . 2. RS, A7 % Jeng . URLLJESS .

selag , »
El@ﬁ?ﬁﬁ%%ﬂ%ﬂﬁﬁ?ﬂﬁ%‘@mﬂ (1) AT RIS, B R B2 S
e, NEREREFHET, BARNEMEBRENS: (2) FraxSHa g
B, BFEETIARNE. ETHRAEZU ERERUT .

eV .
SR o RS, SR RS E A TR

RE T X

any RORER, AUEE IP Mk, AR

none FRAMEH

6.1. Hutik defaddr

Tife: WEMMEAIK . ATk, R, . AT

B

defaddr add <name> <ip> [ comment <comment>] A hE X 5

defaddr set <name> { [ ip <ip> ] [ comment <comment> ]} & Ut hE X 5%

defaddr del <name> I3 b o) 52

defaddr disp ok %
T ik

defaddr disp <name> 7R R E Hh ik

RN R (50 AT )
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XTI PR S

)
@-’“'!@ X HLP) P kb AT DU B 1P Mkl 1P ok X RS R 1P kil B
7~ :

firewall>defaddr add dmz 192.168.10.100 comment “web server”
firewall>defaddr set dmz ip 192.168.10.101/255.255.255.0 comment “new
web server”

firewall>defaddr disp

firewall>defaddr disp dmz

firewall>defaddr del dmz

6.2. k4 defaddrgrp

Dhge: wEMNEA.
Bk
defaddrgrp add <name> [ comment <comment> ] AN Ik 20 %) %

defaddrgrp set <name> <comment> B HEZ X 5
defaddrgrp addmbr < name> <name>+ kg M 31k ZH S N R

V&
BRI R B AR, TR R AT LR [ k£

defaddrgrp delmbr < name> <name>+ A1k ZH R
defaddrgrp delallmbr <name> THIBR I 1 e 0
defaddrgrp disp [ <name> ] ok
defaddrgrp del <name> ORI 63 Rt k441

il

firewall>defaddrgrp add trustgrp comment “inner subnet”
PN R, (TEst) ARAF 69
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firewall>defaddrgrp set trustgrp  “new inner subnet”

JEHHE trust1. trust2. trust3 JIAFIHuhEL] trustgrpt . A4 Q0 R A4
firewall>defaddrgrp addmbr trustgrp trust1 trust2 trust3

WORPTA HEEA, A LR A

firewall>defaddrgrp disp

TRk trustgrp MUTEANGE R, TAEA LU R A2

firewall>defaddrgrp disp trustgrp

MIHs3EZH trustgrp AR UL trust2, BT BAAS 40 R dr A
firewall>defaddrgrp delmbr trustgrp trust2

BRI IEAL trustgrp FF BT KO, FTRAERT A0 R fir %
firewall>defaddrgrp delallmbr trustgrp

PR WATRB PR AT, AR ML trustl, trust2. trust3 GEEN
defaddr fi54)

6.3. iR 23Huht defsrvaddr

Iifig: BB MRS A L. HT R NAT i TSR 1P BSR ) BEI i py ik, A
SICEIL A S 55 st PR S B T D) BE
A
defsrvaddr add <name> ip <ip> [ weight <number> ] [ ip <ip> [ weight <number> ]
[ ip <ip> [ weight <number> ] [ ip <ip> [ weight <number> ] [ ip <ip> [ weight
<number> ] [ ip <ip> [ weight <number> ] [ ip <ip> [ weight <number>] [ ip <ip>
[ weight <number>1]11]11111][comment <comment> ]
defsrvaddr set <name> { [ ip <ip> [ weight <number> ] [ ip <ip> [ weight

<number> ] [ ip <ip> [ weight <number> ] [ ip <ip> [ weight <number>] [ ip <ip>

RN R (50 AT ;
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[ weight <number> ] [ ip <ip> [ weight <number> ] [ ip <ip> [ weight <number> ]
[ip <ip> [ weight <number>]11111111[ comment <comment>] }
defsrvaddr del <name>

defsrvaddr disp [<name>]

SR

name WE R S5 e ik e 4

ip BB RS AR 1P Mk, AREAE B 1P Mk

weight WEMS e BGE, ARMEN 1 & 65535, Wik, ZRiAN
1

comment WA RS A bR R, WIS, BRACh

B g mssuste oo 6 S

iR

firewall> defsrvaddr add sa1 ip 192.168.100.1 weight 10 ip 192.168.100.2
weight 20 comment “server address 1”

firewall> defsrvaddr set sa1 ip 192.168.100.1 weight 10 ip 192.168.100.2 weight
20 comment “new server defaddr 1”

firewall> defsrvaddr disp

firewall> defsrvaddr disp sa1

firewall> defsrvaddr del sa1
6.4. NAT Hilikith defaddrpool

Theg. VEMbhEM. TEH T AR NAT (NAT. 3G B 1P sy rf g ik 4%
o B NAT Ml AE L 254 A 1P, Jrf7 NAT Hihikith AR 1P ik i) s AN i i
4096 ~. 1P Mtk ANRERS BB, AN R HEIE E SCZ Rl AN REA AR RN (F) 1P Mtk
AR (50 HRRA R 7
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i
defaddrpool add <name> <ip> [comment <comment> ]
defaddrpool set <name> { [ ip <ip>] [ comment <comment> ]}
defaddrpool del <name>

defaddrpool disp [<name> ]

SR

name WE NAT Hutikth e SR 42

ip BEE NAT HuhbitE S 1P ik, TRUERT AN 1P kb, 1P 3
BE/ 7 P 1P Mkl Bt

comment BB NAT Mkt e REERe, Wik s4, B

YR 41 iy 1P A S0 HA B MNG |8 1P HoSL 7
B BEAS NAT ikt SCH ) 1P k2 s A pe ik 254 4>, By NAT Mokt
AN 1P Mkl () S AN I 4096 14

7~

firewall>defaddrpool add sat1 192.168.1.10:192.168.1.20 comment  “SAT
defaddr 1”

firewall>defaddrpool set sat1 192.168.1.30:192.168.1.40 comment “new SAT
defaddr 1”

firewall>defaddrpool disp

firewall>defaddrpool disp sat1

firewall>defaddrpool del sat1

6.5. ik%% defsvce

Theg: WERSAIL. W &P (FTP/H.323/SQlnet). il HHL. ICMP il
MM AL JEsO ARAR .
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£

1. FTP fj%5
ik
defsvc add <name> ftp <port> [ comment <comment>] i ftp R4S
defsvc set <name> ftp <port> Bk ftp s
Bl
firewall>defsvc add myftp_1 ftp 2021 comment “FTP 17
firewall>defsvc set myftp_1 ftp 3021

2. H.323 JIR%5:
ik
defsvc add <name> h323 <port> [ comment <comment> ] AN h323 k%%
defsvc set <name> h323 <port> 1B h323 %
7~

firewall>defsvc add my_h323_1 h323 1720 comment “H.323 1”
firewall>defsvc set my _h323 1 h323 2720

3. SQLNET fR%:

Bk
defsvc add <name> sqglnet <port> [ comment <comment>] i SQLNET ik
%
defsvc set <name> sqlnet <port> B SQLNET AR4%
7~

firewall>defsvc add my_sqlnet_1 sqlnet 1521 comment “SQLNET 17

firewall>defsvc set my _sqglnet 1 sqglnet 2521

RN R (50 AT }
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4. ICMP fz%5
B
defsvc {add | set} <name> icmp [type {0 |3 [code{0|1]|2|3|4|5|6]|7|9
|10 111121314 [15}]1|4|5[code{0|1]2]|3}1|/8]9]|10] 11 [code
{0[1}]112[code{0]|1}]1]13]|14|17 |18} ][ comment <comment> ]
SHVH:

type WE ICMP BRLFI2RAL, mliES 4, BRA b any”
code WE ICMP L[ code, FIIESEL, ERIA N “any”
A~

firewall>defsvc add my_icmp1 icmp type 3 code 10 comment “ICMP 1”

firewall>defsvc set my_icmp1 icmp type O

5. HE XS (P #i30:
ik
defsvc add | set <name> proto { { tcp | udp } <port> <port> | <number> } [ proto
{{tcp | udp } <port> <port> | <number> } [ proto { { tcp | udp } <port> <port> |
<number>} [ proto { { tcp | udp } <port> <port> | <number> } [ proto {{ tcp | udp }
<port> <port> | <number> } [ proto{ { tcp | udp } <port> <port> | <number> }
[ proto { { tcp | udp } <port> <port> | <number> } [ proto { { tcp | udp } <port>

<port> | <number>}]1]111111[ comment <comment> ]

SR -

name BB RS E X4

protocol BB RS DU, T DAEH“TCP”, “UDP”. % CANREN
1. 6. 17)

sp S5 IR I E NS R “TCP? 8 “UDP Iy, & Y5 11, A LA ]

RN R (50 AT )
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AN L ui LB, “any”

dp R4S T E NS A “TCP 8 “UDP” I, ¢ '& H (st 11, AT LA
FEAN I i B “any”
comment BOE MRS SURTERE, WIESH, BRIARS

<elis

EHE FE— AT P PRSI Ss E e 2 T LATCE. 8 M IRs5 Tl

7~

firewall>defsvc add common1 proto tcp 1000 7000 proto udp any any proto 10

comment “common 1”

firewall>defsvc set common1 proto tcp 2000 7000 proto 10

6. MIERARSS
A
defsvc del <name>
iR
firewall>defsvc del my_ftp1
firewall>defsvc del my_h323 1
firewall>defsvc del my_sqlnet_1
firewall>defsvc del my_icmp_1

firewall>defsvc del common1

7. BEURS BIERRE R
i
defsvc set <name> comment <comment>
7~
firewall>defsvc set my_icmp_1 comment “new icmp 1”
firewall>defsvc set my_ftp1 comment “new ftp 1”

RN R (50 AT )
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firewall>defsvc set common1 comment “new common 1”

8. EmREER:

B

defsvc disp { dynamic | icmp | common | <name> }

SH:

dynamic BRI A AR E R, 4 ftp. h323. sqlnet 54
icmp I BRI iemp IRS15 5

common  fERPTAE HE RS AP 0 {55
<name> WoRTRE SRR IR SS VEAAE B

Bl

firewall>defsvc disp dynamic

firewall>defsvc disp icmp

firewall>defsvc disp common

firewall>defsvc disp my_ftp1

6.6. ik%5-4 defsvegrp

Thee: BCEMNGH. AL CE RIS

Bk

defsvcgrp add <name> [ comment <comment> ] NIE

defsvegrp set <name> comment <comment> 18 ok 25 40

defsvcgrp addmbr <name> <name>+ A IR 55 20 35 n
defsvegrp delmbr < name> <name>+ T3 e 25 2 Fh 45 7 1) ik
defsvegrp delallmbr <name> TNV A% e 25 2L v B A 14k

RN R (50 AT y
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defsvcgrp del <name> TR 45 5 Ik 2521
defsvegrp disp [<name> ] WG A
i«

firewall>defsvcgrp add sg1 comment “defsvc group 1”
firewall>defsvcgrp set sg1 comment “new defsvc group 1”
FAUARSS my_ftp1. common1 F1 my_icmp_1 MAFIARSS4H sg1 ., ATHATUI N

fiT
firewall>defsvcgrp addmbr sg1 my_ftp1 common1 my_icmp_1
BRI RS A RIAE B
firewall>defsvcgrp disp
R tRE RS AR T 5 R
firewall>defsvcgrp disp sg1
BN sg1 BRIk SS commont, AT R dir 4
firewall>defsvcgrp delmbr sg1 common1
TR R 2520 sg 1+ (1) T A
firewall>defsvcgrp delallmbr sg1
o BHELEE RS my ftpl. commonl # my icmp_1 GE&ER 30 WK
defsvc 4.

6.7. K¥ defproxy

heg: wEAIMRS .
1. %E HTTP RS-

B

defproxy set http { [ port <port> ] [ java { permit | deny } ] [ javascript { permit |
R AR (s HRA °



- SecGate 3600-G10 224 W 5 ir SATHAETF Mt
A P

SECWORLD

deny } ] [ activex { permit | deny } ]}

SR -

port BCE HTTP AR 5535 1 (TCP)
java WE &1 L Java

javascript BE e L 1F JavaScript

activex BE &1 FUUF ActiveX

iR

firewall>defproxy set http port 80 java permit javascript permit activex permit
2. WEFTP RERS:
B
defproxy set ftp { [ port <port>] [ get { permit | deny } ] [ put { permit | deny } ]
[ multi { permit | deny }1}

SR

port WE FTP ARERSSm 11 (TCP)
get WEES RV get 4

put WE AR SSVHEH put 74>
multi BCE AT UV 2 2

7~

firewall>defproxy set ftp port 21 get permit put permit multi permit

3. %E TELNET fRHE RS-

ik
defproxy set telnet port <port>

SHYH:

port WE TELNET CHE IR 253 11 (TCP)

RN R (50 AT )
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Bl

firewall>defproxy set telnet port 23

4. B SMTP RS
i
defproxy set smtp { [ port <port> ] [domain <domainname>+ ] [server

<domainname>] [maildomain <domainname>+ ][mailserver <ip>+ ][ maxlength

<number> ] [ maxreceiver <number> ] [sendinterval <number>] [sendamount

<number]}

SR

port WE SMTP LB k545 1 (TCP)

domain wCEACH 44

server BE SMTP JIR 45 4% 1 FLSE I 44

maildomain BB M 44

mailserver VR A FB AT R 55

maxlength WE B BRI E, ARUMER 1 4 10240 (TF75)

maxreceiver BEE BRI 15 2 N EL AR 1 2 99

sendinterval WERAG AW, ARIEA 1—1440 75

sendamount WA AN R AG B4, A RUEN 1—144000

Bl

firewall>defproxy set smtp port 25 domain sec.com server sec.com maildomain

sec.com mailserver 10.50.10.11 maxlength 5000 maxreceiver 10 sendinterval 10

sendamount 10

5. #%E POP3 AR :
ik

RN R (50 AT }
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defproxy set pop3 { [ port <port> ] [ maxlength <number>]}

ZH U

port W' POP3 AE R %54 1 (TCP)

maxlength WE BB IR B KK RE, ARMEN 0 22 10240 (T-4715)
7~

firewall>defproxy set pop3 port 110 maxlength 5000

6. BATUE XAREARS
ik
defproxy disp { http | ftp | telnet | smtp | pop3 }
7~

firewall>defproxy disp http

7. AP B g XAHERS
Bk
defproxy add custom <name> port <port> [ comment <comment> ]
defproxy set custom <name> { [ port <port> ] [ comment <comment> ] }
defproxy disp custom

defproxy del custom <name>

SR

<name> BCE M A RIS 1 44 7

port WE T HE RFEAR S 1 1 (TCP)

comment BCEH P B R IRSS HERE, wWIESH, BRAHS
il

firewall>defproxy add custom cp1 port 7000 comment “custom defproxy 1”

firewall>defproxy set custom cp1 port 3000 comment “new custom defproxy 1

RN R (50 AT ;
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firewall>defproxy disp custom

firewall>defproxy del custom cp1

6.8. {4t J€ defmail

Theg: XU KB X OfefE AL RN BESESE) EAT SR it uE,  AEA
O DX 3 A5 A R IS A0

on RN R R T AT UL
off BRIRAS R I R T AN EAT VL T

1. RIEEAHIAAE AN

defmail set smtp sender [ <keyword>+ ]

defmail { on | off } smtp sender

2. FIB A RIBAEN -

defmail set smtp receiver [ <keyword>+ ]

defmail { on | off } smtp receiver
3. BIAXHR AR

defmail set smtp subject [ <keyword>+ ]

defmail { on | off } smtp subject
4. RIREHHI AR
defmail set smtp content [ <keyword>+ ]

defmail { on | off } smtp content
5. K& A B
defmail set smtp attach [<keyword>+]

defmail { on | off } smtp attach
AN AR (50 AR .



‘ SecGate 3600-G10 %4 M S 1THR/ET M
SECWORLD

6. BACHRAERI A AN

defmail set pop3 sender [ <keyword>+ ]

defmail { on | off } pop3 sender

7. BCHR R -

defmail set pop3 receiver [ <keyword>+ ]

defmail { on | off } pop3 receiver

8. HEWTHRAF A £

defmail set pop3 subject [ <keyword>+ ]

defmail { on | off } pop3 subject

9. BRUCHRAF I B -

defmail set pop3 attach [ <keyword>+ ]

defmail { on | off } pop3 attach

7~

firewall>defmail set smtp sender “keyword 1” “keyword 2”
firewall>defmail on sender

firewall>defmail set smtp receiver “keyword 1” “keyword 2”
firewall>defmail on smtp receiver

firewall>defmail set pop3 attachment “keyword 1” “keyword 2”

firewall>defmail off pop3 attachment

10. BrRERHFAFLIERE:
defmail disp smtp R/ AR LM it 98 1
defmail disp pop3 SRR o 8

RN R (50 AT ;
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6.9. B8] deftime

Thee: BCEMNEE o WA — RPEI TR ORI 8] 5 3o e T2, 2242
LM P gsi .
1. — KM X
Bk
deftime add <name> once < date> < time> < date> < time> [ comment
<comment> ]
deftime set <name> once { [<date> <time> <date> <time> ] [ comment
<comment>] }

deftime del <name>

deftime disp [<name>]

SV

name i & I ) 7 S 447

date Faa I, %04 yyyy/mm/dd
time FrUGETE], 4%k hh:mm:ss
date g HE, #%0h yyyy/mm/dd
time g ], K% 8 hh:mm:ss

comment  JEiEINIE IMEERE, MRS, R hA

B nrimmsn T,

iR

firewall>deftime add rest_time once 2005/10/01 00:00:00 2005/10/03 23:59:59

comment “guoqingjie3tian”

firewall>deftime set rest_time once 2005/10/01 00:00:00 2005/10/07 23:59:59
PN R, (TEst) ARAF 83
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comment “guogingjie7tian”

2. FATEFARTTE) X
i
deftime add <name> week { [ sun <time> ] [ mon <time> ] [ tue <time> ] [ wed
<time> ] [ thu <time> ] [fri <time> ] [ sat <time> ] } [ comment <comment> ]
deftime set <name> week { [ sun <time> ] [ mon <time> ] [ tue <time> ] [ wed

<time> ] [ thu <time> ] [fri <time> ] [ sat <time> ] [ comment <comment> ]}

SER -

name Fi 7€ IN W) 72 SCH 4477

sun fee M H A B, A% 304 hh:mm:ss-hh:mm:ss 2{ hh:mm-hh:mm
mon fRE A —NTE B, #% 508 hhimm:ss-hh:mm:ss & hh:mm-hh:mm
tue FeE H A B, A% 34 hh:mm:ss-hh:mm:ss B¢ hh:mm-hh:mm
wed faE M =1 A B, A% 304 hh:mm:ss-hh:mm:ss B¢ hh:mm-hh:mm
thu faE VU TR B, #% 58 hh:mm:ss-hh:mm:ss & hh:mm-hh:mm
fri fa e A AL A B, #55h hh:mm:ss-hh:mm:ss 5% hh:mm-hh:mm
sat fa e B NHIR TR B, A% 304 hh:mm:ss-hh:mm:ss 2% hh:mm-hh:mm

comment  FEEREE SR, WESH, BT

EE!@ THAR IS )6 25U T S5 RN R) o R R E I 1) B AR H 7R 2 i

iR

firewall>deftime add work_time week mon 09:00-18:00 tue 09:00-18:00 wed
09:00-18:00 thu 09:00-18:00 fri 09:00-18:00 comment “work time”
firewall>deftime set work time week mon 10:00-18:00 tue 10:00-18:00 wed
10:00-18:00 thu 10:00-18:00 fri 09:00-18:00 comment “new work time”

3. BRI 1A] E 3

RN R (50 AT .
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deftime del <name>
4. BETTE]E X
deftime disp SR ]2
deftime disp <name> SRR E I TA)E SCH TG A 2%

6.10. Hf[EI4 deftimegrp

Bk

deftimegrp add <name> [ comment <comment> ] IS TN Ta) 41
deftimegrp set <name> comment <comment> (CE GGk
deftimegrp addmbr < name> <name>+ A ST ) 2 L8 0 ok 7
deftimegrp delmbr < name> <name>+ NGRS AA
deftimegrp delallmbr <name> ] 5% BT 1) £ 7 1 BT A
J 5

deftimegrp del <name> O3 s ) 2
deftimegrp disp [<name>] SN N ETEE
SR

name pa RS

name T I [ P 1V 4

comment  BCEINHALE LR, AIIESHE, BANSE

7~ :

firewall>deftimegrp add timegroup1 comment “time group 1”
firewall>deftimegrp set timegroup1 comment “new time group 1”
BRI 1. 12, t3 BB 4L timegroupt, AR AT F fird:

RN R (50 AT .
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firewall>deftimegrp addmbr timegroup1 t1 t2 t3
FEAFA] t2 M timegroupt IS, A4 A A0 T A4

firewall>deftimegrp delmbr timegroup1 t2

firewall>deftimegrp del timegroup1

Bor: MARBIFHRGLSZH, VDAL E XHEXMER t1, 2. t3 (GEEHR

deftime 474,

6.11. % KIS bandwidth

TheE: BCETRRIESIR . O BHIA S PR SRS A

i

bandwidth add <name> priority <number> minbw <number> maxbw <number>

[ comment <comment> ]

bandwidth set <name> { [ priority <number> ] [ minbw <number> ] [ maxbw

<number> ] [ comment <comment>]}

bandwidth del <name>

bandwidth disp [<name>]

S

name
priority
minbw
maxbw

comment

B 98 AT

BRI A, ARME 0 Rttt g & 3 (R4
B 96 SRR %8, A RUfE ) 50 %2 102400 (kbps)

B 96 SRR 98, A RUE ) 50 %2 102400 (kbps)

BEE A 568 SCERE, IESHL BN

el L .
BRI o i ik T TRE N S (A8 2 AR T4 159

RN R (50 AT y
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iR

firewall>bandwidth add bw1 priority 0 minbw 1000 maxbw 7000 comment
“bandwidth 1”

firewall>bandwidth set bw1 priority 2 minbw 100 maxbw 200 comment “new
bandwidth 1”

firewall>bandwidth disp

firewall>bandwidth disp bw1

firewall>bandwidth del bw1

6.12. URL %13 defurl

Theg: WA URL RfJERUN. Q5. abugsins CRAA R, ykm . i ncm

o

?‘\

FEA AR H k55

A

defurl add <name> type { blacklist | whitelist } port <port>+ log { none | permit |
deny | all } [ comment <comment> ]

defurl set <name> { [ type { blacklist | whitelist } ] [ port <port>+ ] [ log { none |
permit | deny | all } ] [ comment <comment> ]

defurl addkey <name> <keyword>+ ] URL 3 S0 I8 in G B

defurl delkey <name> <keyword>+ AN URL S 5 A0 ) e e 5 B

defurl del <name>

defurl disp [<name>]

ZH A -
name BEE URL oy I i 42 5
type WE URL REIEHNKZEAL, blacklist 75 8 7 U0 LA BT,

RN R (50 AT _
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whitelist 7~ fL VR 5 8 7 ULHC A J5 A e il i

port WE I A URL b 38 0 () 3 1
log WE URL R38N H &, none AL HE, permit Jicsi it

VFUi IRl URL, deny JAid sk vi ) URL, all hidsk i URL
comment & URL b yERUU AR, WESEL BN
keyword KEEy, Az A
7~
firewall>defurl add huangse1 type blacklist port 80 8080 log all comment “URL
filter 17
firewall>defurl set huangse1 type whitelist port 88 8888 log none comment “new
URL filter 1”
firewall>defurl addkey huangse1 “sex” “xxx” “huanse”
firewall>defurl delkey huangse1 “huanse”
firewall>defurl disp
firewall>defurl disp huangse1

firewall>defurl del huangse1

RN R (50 AT .
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7. B

ARFEHR S 2 MR E S, W 2N, HhkgEE. IDS ks,
P

7.1. ZA2FN policy

TheE: BCE LRI KRR I AE HIN 5 e SOh 2 LHT N4

1. ¥hn“ RV 2 A
ik
policy add permit [ id <id> ] [ name <name> ][ from { any | <name> | <ip>}][to
{ any | <name> | <ip>} ] [in { any | <interface> } ] [ out { any | <interface> } ]
[ service { any | <name> } ] [ time { <name> | none } ] [ bandwidth { <name> |
none } ] [url { <name> | none } ][ p2p {on | off } ][ auth {on | off } ] [ log { on |
off } 1 [ hostprotect {on | off } ] [ svcprotect {on | off } ] [ hostlimit {on | off } ]

[ svclimit {on | off } ][ active { on | off } ]

SHVH:

name BCE LM, TESHL BOANE

id BCEZEMWKFES, AAMEA 1 & 65535, kS, EA
N

from BCEUEHAE, LA RAS 1P sk, 1P Mk RIS ik
X bk E X “any”, RESEL, BN h“any”

to BOE H Mk, wTRAEHI A 1P sk, 1P kb RS . M

RN R (50 AT .
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out
service
time
bandwidth

url

p2p

auth

log
hostprotect
svcprotect
hostlimit
svclimit
active

ENGE

SecGate 3600-G10 %4 M S 1THR/ET M

hhE X HhbALE . “any”, ATIESEL ERIA A “any”
BCEMAM I, AR 48 1 “ha" s “mng”, & S4B
K “any”

BRI, ASREAE T 48 1 “ha” sl “mng”, &S 4L, B
N H“any”

BE MRS, WRMERRS . R4, “any”, WESHL BRIAK
“any’

VB I )R], A DA RIS A L a2 € SCL “none”,  H
S, BN A I )45 61

BCE A AN, AT LM A E L. “none”, WAL, BRIA
A AN 7 5 45

WE URL i3E, LU URL €M, “none”, Wik%
o, BRAHAE A URL it

wE p2p MR, WIESE, BRUCHAE H p2p MR
BCE M FOAE, WESEL BRI AN H e

wE H&R, TS, B AExHE

BRI N, RS H, B E R N RE
BWERT RS, TTESH, B E AR RS Dk

VR BRI L. TS, BRA A E BRI 3= HL ) e

BOE RIS, TIESE, BRIA A E FH BRI S5 D fe
WERTAN, WIS, BRI

N
g

firewall>policy add permit name “policy permit 1” id 1 from trust to dmz service

http time none bandwidth none url none p2p off auth off log off hostprotect off

RN R (50 AT .
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active on

SecGate 3600-G10 %4 M S 1THR/ET M

R VRIIRBIR RO AT, 655 XURSS http (EE defsve fr4).
2. AR IR AR

ik

policy add deny [ id <id> ] [ name <name> ] [ from { any | <name> | <ip>}][to

{ any | <name> | <ip>} ][ in { any | <interface> } ] [ out { any | <interface> } ]

[ service { any | <name> } ] [ time { <name> | none } ] [ bandwidth { <name> |

none } ][ url {<name> | none }][p2p {on|off}][auth{on|off}][log {on |

off } ] [ hostprotect {on | off } ] [ svcprotect {on | off } ] [ hostlimit {on | off } ]

[ svclimit {on | off } ] [ active { on | off }]

SR -
name
id

from

to

out

service

BCEZERNNY T, WESEL BRI

B ZEMWKES, ARMEA 1 & 65535, mikZH, Bk
e

BCEYEH AL, DA RAS 1P itk 1P Mk RS ik
€S HihEAE XL “any”, WIESHL, ERIA A “any”
BE H M, vUAEH A 1P bk, 1P bk RIS H
bl . b4 S, “any”, AIIESE, EKIACh“any”
BCEWA M L, ANBEAEH] 4% 1 *ha” s mng”, WTES 4, K

A A“any”
PR MO, AN Mg O “ha’si“mng”, n[iE sS4, R
A A “any”

BCEMSS, WTLME RS« IRSS4L. “any”, WIESEL ERIAA

uanyn

RN R (50 AT y
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time VR IN ()20, AT DA I ) g L I TR 4 € . “none”,
S, BN AE H I )42 1]

bandwidth BCE A AN, AT LM A R E . “none”, WA AL, BRIA
R AN Ay 5 4

url WE URL ofJE, alLMEH URL &L3EXU. “none”, Wik
e, BRUCHAMER URL i &

p2p WE p2p MR, WIESE, BRUCKAE H p2p MR

auth BCEH FIAE, AESHL BRI AME R GE

log wE &, ESE, U AR HE

hostprotect WERY TN, RS, AR R VL RE

svcprotect BCERY IS, FIESEL B ANE I RIP IR S5 D fE

hostlimit BCE MG L. ATESEL B AN BRI =01 g

svclimit BCEMGIRSS, AESHL BRI AN A R BRIk 55 2 g

active BRI, ESHL BRIAHAER

ZNE

firewall>policy add deny name “policy deny 17 id 2 from dmz to trust service

http

B W EI RN Z 5T, 4% XHbk4 dmz, trust FIRSE http GF
&% defaddr i34 defsve 4.

- IS ARER” 2 R .

Hik:

policy add proxy [ id <id> ] [ name <name> ] [ from { any | <name> | <ip>}][to

{ any | <name> | <ip>} ][ in { any | <interface> } ] [ out { any | <interface> } ]

service <name> proxy <name> [ time { <name> | none } ] [auth {on | off } ] [ log

REF AR CEsD AR AT
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SecGate 3600-G10 %4 M S 1THR/ET M

{on | off }] [ active { on | off } ]

SHR

name

id

from

to

out

service

proxy

time

auth

log

active

BWEZEMNN AT, RS, kA
WEZAMNMITS, A8EAN 1 4 65535, nES4, ik
vaETd=

BEEPERAE, WTRDMER S P ik, 1P Huhb/ - EERS . bk
E S, bk E X, “any”, AIESE, BRIACh“any”

VE H bt wr DT A 1P bk, 1P bk AR, M
bl . shhkEAe X, “any”, ATIESEL, BRI Ch“any”
BWCEMAM I, AR 48 1 ha" sl “mng”, &S 4, 2R

A\ K “any”
BCE M, AR 453 L “ha” s “mng”, "S54, B
A A any”

BEEMRS, WTDMERIIRSS . RS54

BUEACBE AR 5288, W] DU e SUAREE R 45+ P B E AR
55

BRI ) ], ) U N ) S Il 5E 0L “none”, 1)
ESHL, BRI AN I 1) 5 1

BCE M AL, WS, BRACY AN AIE

BOE HAS sk, rESHL BUA ALK HE
BB, WESHL BOAN AR

el
EEE e g 0 PRI, 6 0 O S SR s (R
26 KT 1P SURTRAR A, Mk 65 BA 1P Mk

REF AR CEsD AR AT 93
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Bl
firewall>policy add proxy “proxy1” id 3 service http1 proxy http active on
Rm: BIap b AR 57, BASEE XS httpl MAZE http GEEH
defsvc fl defproxy iy .

4. FRIN“NAT” 24N
Bk
policy add nat [ id <id> ] [ name <name> ] [ from { any | <name> | <ip> } ] sat
{ <name> | <ip> } [ to { any | <name> | <ip>} ] [ in { any | <interface> } ] [ out
{ any | <interface> } ] [ service { any | <name> } ] [ time { <name> | none } ]
[ bandwidth { <name> | none } ] [ url { <name> | none } ][ p2p { on | off } ] [ auth

{on]off}][log{on|off } ][ hostprotect {on | off } ] [ svcprotect {on | off } ]

[ hostlimit {on | off } ] [ svclimit {on | off } ] [ active { on | off } ]

SV

name BWEZEMNK LT, RS, B

id WEZRMNET S, A8EN 1 & 65535, niES4, ik
NG

from WE PR AL, TR AN 1P bbb, 1P bk RS ik
XL kgl X, “any”, EESHL BRIA h“any”

sat WA EE A, AT DME R e A MO0 1P Ml O 440
“ha” Fl“mng” L7 1P Hudik ). Hudikith s X

to WE ML, w LR A 1P bbb, 1P bk AR, H
hbse X HuhEZH 5 X “any”, WIESEL, BRI A “any”

in WEMAM L, ARl H ML E N ha”si'mng”, Wik Z4, 2R
A “any”

RN R (50 AT y



A P

SECWORLD

out

service
time
bandwidth

url

p2p

auth

log
hostprotect
svcprotect
hostlimit
svclimit
active

il

SecGate 3600-G10 %4 M S 1THR/ET M

BCETH M, ASRRAE T 482 1 “ha” s “mng”, TIIES 4, B
K “any”

WEMRS, ATRMEA RS IRSS41. “any”, FESE, ERIAN
“any’

VCE N A, W] DU I R E S, I 4 5E X “none”, W]
ESHL, BN AIHT I T4 )

BCE A R, T DI R A 9 E L “none”, WIIEZ A, BRIA
R AN Ay 5 48

WE URL ofJ€, aTLM# URL RL3EXU. “none”, WikZ
K, BRI AMER] URL i &

BCE p2p MR, wTIESEL BRUCHA R p2p BRI
BCEH PIAE, AESHL BRI AMER A GIE
wE &S, ESH, BRUCAAERHE
BRI, ESE, BRIAAE RS =51
BWER RS, RS H, B E R IR D)
BB BRI TS, BRI AN A B 3= L)
BB RIS, FTES L BRI AS A BRI R 45 )
WEEMAR, TESH, BIAAEM

o> am>  odmd>  amd
[aYay [aYay ayay

[aYay

firewall>policy add nat “nat1” id 4 from any sat 192.168.10.100 to a1
P IIRBITRE NAT 2287, s e Xt al((§&%F defaddrgrp fir

).

5. IS0 S H R 22 AR

ik

RN R (50 AT .
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policy add portmap [ id <id> ] [ name <name> ] [ from { any | <name> | <ip>}]

[ sat { <name> | <ip> | none } ] pa <ip> ia { <name> | <ip> } [ in { any |

<interface> } ] [ out { any | <interface> } ] ps <name> is <name> [ time { <name>

| none } ] [ bandwidth { <name> | none } ] [auth { on | off } ] [ log { on | off } ]

[ hostprotect {on | off } ] [ svcprotect {on | off } ] [ hostlimit {on | off } ] [ svclimit {on
| off } ][ active { on | off } ]

SH V-
name
id

from

sat

pa

out

ps

BWEZEMNEA T, RS, ks
WEZAHMMET S, A8EN 1 & 65535, iS4, ik
Hh )G

BEEP b, AT DUE A 1P Huhk 1P bk 7 MRS . Mk
€. HihEZE X “any”, FIESHL, ERIAN“any”

BB LA, AT DM e 00 1P il OV R 24 1
“ha”Fl“mng” L1#) 1P Hikib) . Hubibitie . “none”, WIIESH4L,
ENIIRN S

WE AL, ACREAEH AW OE 1P Mkl CRLEE R 242 1
“ha”F1“mng” L [¥) IP Huhl)

BB N R, AT DU A 1P bk, g5l X
BEERMAM IO, AN Mg O “ha’si“mng”, #[iE S48, 2k

A A “any”
BEEMH M, ANEMER M4 10 ha" s “mng”, IS4, 2k
A A“any”

BEEXTAMRSS, ATUMERIIRSS, ASREAE A RS54l
BEEWHIRSS, ATLMERIIRSS, ASRERE A RS54l
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time VR IN ()20, AT DA I ) g L I TR 4 € . “none”,
S, BN AE H I )42 1]

bandwidth BCE A AN, AT LM A R E . “none”, WA AL, BRIA
R AN Ay 5 4

auth BCEH AL, AIESHL BRI AME R H e

log wEH&R, TESH, ALK HE

hostprotect WEARY ENL, WESEL USRS EPL6E

sveprotect WERY RS, WESEL RIS HRY RS kg

hostlimit BB BRI TS, B A A BRI =P D e

svclimit BB RIS, WS, B A E BRI D e

active WERNAEN, WIESH, BN

aﬁ!‘%’}Xﬂ‘ﬁ]\ﬂb’c%%ﬂW%BH&%%ZD‘MX@%%?MH@E‘JiJJ%&TJJ\iS(\ TCP . UDP
PG L s 1 A ]

zNiE

firewall>policy add portmap “portmap1” from any sat 192.168.100.1 pa
192.168.100.1 ia http_server ps http is http

Ren: B Inzs] o s O R IR Z B, A5 B R4 Attt http_server
% http GEZER defsrvaddr 1 defsve 74 ).
6. BRI IP B 22 R
Bk
policy add ipmap [ id <id> ] [ name <name> ] [ from { any | <name> | <ip>}] [ sat

{ <name> | <ip> | none } ] pa <ip> ia { <name> | <ip>} [ in { any | <interface> } ]

[ out { any | <interface> } ] [ time { <name> | none } ] [ bandwidth { <name> |

RN R (50 AT _
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none } ] [auth {on|off}][log { on | off } ] [ hostprotect {on | off } ] [ svcprotect
{on | off } ] [ hostlimit {on | off } ] [ svclimit {on | off } ] [ active { on | off } ]

SR

name WEZEHNN AT, WIESH, R

id WE RN, ARUEN 1 % 65535, LS4, BRIk
H )G

from VEEPHAE, WL RS 1P Hihk. 1P Muhb/ 7 ROHERS . Mk
SESCL MhEALE X fany?, ATESELL BRAAN“any”

sat BB IS4, T e AR O6 1P il CAVELHS I 4 11
“ha”fl“mng” -1 1P sthlib). Huhibith. “none”, TIiES%L, ZRA
AN A

pa WE A IFHLEE, AREAE A 2R OC 1P Hihl OGR4 4z N
“ha” F1“mng” L1 IP Hitik)

ia B N TR HIE, DS SRS 1P kb, R S5As bk e L

in WEWAM L, AR ML ha’ s “'mng”, kS48, R
A “any”

out BCE T P, AR 453 L “ha” s “mng”, WS40, B
A “any”

time B I A, AT DA RN ) L IR 41 5E L “none”, Tf
S BRI AN Ik a) 4 11

bandwidth BCE A AR, AT DM A A R E . “none”, WA, BRIA
R AN iy 5 42

auth BCE M FOAE, FESEL BRI AN H e

log WEH&SR, ESH, AN EKHE
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hostprotect WERS N, RS, RO S R BN RE

svecprotect BCE RIS, TESEL BRAAA R IR S5 DI g
hostlimit BEE RGN TESHL BOA AR AR = HL D RE
svclimit BB RIS, WS, BRIACIAS A T BRI AR 55 D fig
active BEEAEEAEN, WESHL BOAN AR

N iR

firewall>policy add ipmap “ipmap1”sat sat1 pa 192.168.100.1 ia http_server
Wam: WA R P BN Z 8T, AR L NAT Hbhk i AR 55
http_server GE#&E [ defaddrpool 1 defsvc #74 ).

7. BEEEHN:
ik
policy set id <id> [ type { permit | deny | proxy | nat | portmap | ipmap } ] [ newid
<id>] [ name <name> ] [ from { any | <name> | <ip> } ] [ sat { <name> | <ip> |
none }][to {any | <name> | <ip>}][ pa <ip>][ia { <name> | <ip>}][in {any |
<interface> } ] [ out { any | <interface> } ] [ service { any | <name> } ] [ proxy
<name> ] [ ps <name> ] [ is <name> ] [ time { <name> | none } ] [ bandwidth
{<name> | none } ] [url { <name> | none } ][ p2p {on | off } ][ auth { on | off } ]
[log { on | off } ] [ hostprotect {on | off } ] [ svcprotect {on | off } ] [ hostlimit {on |

off } ][ svclimit {on | off } ] [ svclimit on | off ][ active { on | off }]

S

id i 58 BRAG U 22 AR 75

type & 522 A R (2 7Y

name B s s AR 1) 48

newid B NS, ARUEN 1 42 65535
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from

sat

to

pa

out

service

proxy

ps

is

time
bandwidth
url

p2p

auth

log

B dEhl, TLME R A 1P duhk. 1P Huhb/ RS . bk
B X bk . “any”

B i b3, AT DA T e A G 1P ikl CANELHE I 242 1
‘ha” f“mng” L[4 1P Hihk) . Hihkith. “none”, AT RL{E
by_route, ZhAIKI AW SCM Rl B T2 2ROk
WK ik adsl 355 5% DHCP SRH 1 Mk (15 5 .

B H fhl, TR A 1P Huhik, 1P Huhb/ 7 RS, He
hhe X, kgl . “any”

B A TFHE, ALRRAEH 224 OC 1P Hihl CANELHE 9 45 452 1
“ha” f1“mng” L [1 IP Mtk

B EB kW DTS 1P ik IR 45 s ik g
PSRN R, AR M 2642 11 *ha” 5 “mng”

PESER L R 1, ANREAE ] M 2642 11 *ha” 5 “ming”

BEURS, ATLME RS IRss4l

BB RSS2, W] DU e SCAREE AR 95« I B AR
Bk 55

BB ARG, AT LTI IRSS . k4541

BN ER RS, AT IRSS . RS54l

B ], Ay DM TN A)5E SO, T2 E X\ “none”
e s, Ay U] % 2 . “none”

B URL 138, AR URL 3R, “none”

BCE p2p R, ATk E, BRUCH AR p2p B

(LG PRRINTIR

B H &l

R (5O AR 100
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hostprotect B3 E L
svcprotect & R iR 5%
hostlimit (CEASIES)N
svclimit B BRI AR 55
active B EORT AR

EE!@@&;?%%M\UB@%EH, AR Ay FCVERIZE 1 1R 22 4 N AT DL A 4
FoLE SR A RE AL I AEAH DI (1 22 A U s FEAN [R) 2R ) 2z A I o, AR TR £
ZHOTRE A AR IUE 2K .
7~
firewall>policy set id 1 deny time timegroup1
Br: MATRP PGS ZHE, LA %E XK EA timegroupl (iF £
deftimegrp 4.
8. MERFrA M-
policy del all
9. MIERTEE 5 IR EMN:
policy del id <id>
10. R ZEMN .
policy disp IR T A R R A
policy disp id <id>  WoR45E LA R I A B

11. BN

policy refresh

%1%
B pgont s SR, BRI T DLk 5 AU IS AR 000 %5 X
A ERNREE (s B2 101



SecGate 3600-G10 %4 M S 1THR/ET M
‘. SECWORLD

7.2. #ikSBE ipmac

ige: W& IPIMAC Hbdibghe, JEnf AT IP/IMAC HisIbXt 2RI . G 22 4 10 SCHE o
CRCE TP/MAC Huhkghse JH R ZhAg". “IPIMAC Huhkgp e () BRIA Sfemg (o vrokids
1) 7, i SR AL, R AR A P U 1P ik U8 MAC Mk, G A A
HAW LA IPIMAC Huhbghe k. B ibhkgh e £ b Er gk mlh,  VOECIU fe v s
R, ASUCEC AR R A sE . R AR, s s (i AR L) Hh
17

1. M IP/MAC Huhk Xt

Bk

ipmac detect if <name> Fi 72 BRI 9 28 2 1 HEA T35

ipmac detect ip <ip> F 2 MRS 1P Hbhk B W B . A AR 1P
HubE B, DU 25 2 A P SCH I/ 1% 9 B

ENIE

firewall>ipmac detect if fe1
firewall>ipmac detect ip 192.168.1.0

2. ¥NhN IPIMAC Btk
ik
ipmac add <ip> <mac> [ if { <name> | none} ] [ unique { on | off } ]

SHR

ip FRE 1P Huhik
mac f85E€ MAC Hhilik
if TR N 23210, wIESEL BRI AR E a0
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unique fRE AN UAT MAC MUl ME— P A, nlIES4, BUAh AR
£
ENIE

firewall>ipmac add 192.168.1.1 00:23:45:00:12:34 if none unique off

3. B IPIMAC Huhk%t:

i

ipmac set <ip> { [ newip <ip> ] [ mac <mac> ] [ if { <name> | none } ] [ unique

{on|off}]

SHUD:

ip B 1P ik

mac Bk MAC Hbik

if BB M 283 1, ATESHL BRIA AN E M &4 1

unique BCE AT MAC Sl e VER: &, WIESEL BRI A
i

Bl

firewall>ipmac set 192.168.1.1 00:23:45:00:12:34 if any unique on
4. Mk IPIMAC Hitikx
ipmac del <ip>
5. &7~ IPIMAC Hihikxe
ipmac disp
#oR: BHUTEMRM DK IPIMAC #ilk4R2Thae GEEE sysif 1<), MK
IP/MAC #hhtxt A4 & 4E .
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7.3. DS F= i BEB) ids

Thee: W'E IDS Feiniksh. 5 FER IDS ;7.

1.

WE SUIP Bt5h:

Bk

ids suip <ip>+ <portt>

SR

ip % & SUIP IDS ) IP Mkt

port W& SUIP IDS [t 1 (UDP)

)

TEMP G F S (firewall Uniform IDS Platform) A2kl & a5, P H
HES3930°h 192.168.200.1 1 192.168.200.2, K 4% 2% 13424 5000

firewall>ids suip 192.168.200.1 192.168.200.2 5000

. B\ SUIP BEShiE -

ik
ids suipcert <filename> <password>

SHVH:

filename SUIP N2kl R Geik 153 44

password TR UE T A B 14, AR 9 AN AT

il
e FEE I A A roviile” L ABIE TS0 . E TS0 AR 4 AT BUA SUIP A

BN G2
N iR

firewall>ids suipcert suip20050101.dat 123456789
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3. &5 IDS ARG EBLE:

ids on { suip | venus | netpower | safemate }
7~
T Y suip REEES):

firewall>ids on suip
EE!@ WRZh R G AH N ZH L A 4R € 1R
4. {21k 5 DS RLEELSD:
ids off { suip | venus | netpower | safemate }
5. WwE" KIE" HK3h:
ids venus <ip>+ <port>
6. WE" KIR"EXz):
ids netpower <ip>+ <port>
7. RN RIR BRBHIE P
B
ids netpower cacert <filename> consolecert <filename> consolekey <filename>

SHR -

cacert WHE CAFH 44
consolecert BRI GRS 4
consolekey WE G %4

1%
EEUR st 4 rovBle” EAGTE 15300 ATV 15,2 SURUATI 9 R 0
L.

Bl
R ClEsO HHRA 105
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firewall>ids netpower cacert cacert123.pem onsolecert on_cert123.pem

onsolekey on_key123.pem
8. W& SafeMate Bk3:

ids safemate <port>

9. B A SafeMate BXaEh 4 -
ik
ids safematekeyfile <filename>
SHVH:
keyfile BB B4
HEHEMR:
B A & “reviile” AL S
7~

firewall>ids safemate keyfile mysafemate.dat

10. B3hPEEH IP Hbk.

M ICH IDS REGHE), BN, , K ESIHETE IDS RGN BANR

TR CERARD) 11 1P ik, PIE A A 400k 1P sk Bktik, AT B3

BELIBT, ORIFIEH o

ke

ids ignoreip <ip>+

)

bk 192.168.100.1 Al 192.168.100.2 [ &S LML LisdT 7RSS, SET
IDS RGLiAT, A H 2 AW SCBHINHX AN 1P Mok, mTREAT N BEE

firewall>ids ignoreip 192.168.100.1 192.168.100.2
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B
ids ignoreip none
7~

ANBREATAT 1P Huhl, RIEHWT A1 1DS Rl oA A 4247 0 Bk, ArsbATan 3

firewall>ids ignoreip none
BRI E

ids disp

7.4. Hi¥ & anti

Theg: BELEMKCRGETEEIIRE, AN AR 2 0 T3 .

1.

E YIRS

ik

anti synflood <interface> { <number> | on | off } SYN flood % &, 1 —

65535 CHudlitu/#)

anti icmpflood <interface> { <number> | on | off } ICMP flood % ii, 1—65535
CHis B/

anti pingofdeath <interface> { <number> | on | off}  Ping of Death X, 1—

65535 (F71)

anti udpflood <interface> { <number> | on | off } UDP flood X i, 1 —

65535 (Hdls /)

anti pingsweep <interface> { <number> | on | off }ping sweep X ii, 1—65535
(), A AVF 10 DNAE] P Hibik (1) ICMP A B ][] b
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anti tcpportscan <interface> { <number> | on | off }TCP ¥ 1494, 1—65535 (=

B, RARVE—AN 1P Hilk ) 10 ANAS ]S 1) TCP A 1 s ][] g

anti udpportscan <interface> { <number> | on | off}  UDP i 1434, 1—65535
(=), RHARVF—A 1P Mk 10 SAS R 1) UDP A K i [R] [a] Bg

anti loosesourcerouteip <interface> { on | off } A G 4% R B
anti strictsourcerouteip <interface> { on | off } TR YR % i Bk
anti winnuke <interface> { on | off } Win Nuke H(i;
anti smurf <interface> { on | off } smurf %it;

anti securityip <interface> { on | off } IP 2z A1k i ity
anti recordrouteip <interface> { on | off } [R5 % P B
anti streamidip <interface> { on | off } IP Bty

anti timestampip <interface> { on | off } IP ) [ kBt
anti land <interface> { on | off } land Hiti

anti teardrop <interface> { on | off } TR Bt
SR

interface Fi e AR 1 W) 25 452

on FEFE E P 4845 1 B SER I e AT b AT A )

sela
-

off FEFR E W25 3% 1 AN Bz ) i Mok
number BCEBIE, X REER SR By, 1% B A R
N iR

firewall>anti synflood fe1 on

firewall>anti icmpflood fe1 off

R ClEsO HHRA 108



- SecGate 3600-G10 224 W 5 ir SATHAETF Mt
A P

SECWORLD

firewall>anti synflood fe1 200
firewall>anti icmpflood fe1 1000
firewall>anti pingofdeath fe1 800
firewall>anti udpflood fe1 1000
RR: MARBIPaSZH, BDAEHNMEED EFREREIR GEEEN
sysif 4 ),
2. BT M OB RE:
anti disp SR g L BT SIE TS 5 I S
anti disp <interface> W.ox MW 454% 1 EPLBCHDIREM FEANE S, MM S 2 A
s SEREAT AL DN (B 5% o

7.5. f£3 EH1 hostprotect

Tige: WEMRY FHNSH. W W IP Hilik. B 1P Mk, JEEEEE B BHEr
INRLTE
1. WhIEREP EHL:

i

hostprotect add <name> sa <ip> da <ip> { [ newconn { on { type { each| share}

<connect> <period> <block> } | off} ] [ concurrent { on { type { each | share}

<connect>} | off } ] } [ comment <comment> ]

SHV:
name BCE R B4 T
sa BCE DR LRI IP Mk, W RUZ A 1P ik s 9 B
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da BEE DR EALR H 1) 1P Huhk
newconn  JFJA FREHT A& DA
type T AR B =

connect BCEAE NI T DL e R R, A AMEY 1 % 65535
period WE M, A81ER 1 %4 3600 (7))

block WE AN A, 2K 145 T period

concurrent I i BRI A& H2 1K) L g

comment  BCELRY EHLIERE, WESE, BUAASE

Bl

firewall>hostprotect add webcnct sa 192.168.10.1/255.255.255.0 da 10.50.10.1

newconn on type each 100 60 70 concurrent on type share 100 comment “new
WEB protection”

2. BRI EN:
ik
hostprotect set <name> { [ sa <ip> ] [ da <ip> ] [ newconn { on { type { each |

share } <connect> <period> <block> } | off } ] [ concurrent { on { type { each |

share } <connect> } | off} ] [ comment <comment> ]}

SV

name WA EHL ST

sa BCE ARG LR 1P Mk, wTRUZE A 1P Hdik B B
da BCE RS EHLR H I 1P ik

newconn  JT A FRAIHT AR ) D fg

type T A i e = A 5

connect BEEAE NN T D2 e R, ARUEN 1 2 65535

R ClEsO HHRA 110



- SecGate 3600-G10 224 W 5 ir SATHAETF Mt
A P

SECWORLD

period WEM, A%EHN 14 3600 ()

block BB BTN [R], 620K T-45 T period

concurrent I BRI A &2 1 Ll g

comment  BCERS EHKIVER, kS, BUAANAS

7~

firewall>hostprotect set webcnct sa 192.168.10.1/255.255.255.0 da 10.50.10.1

newconn on type each 100 60 70 concurrent on type share 100 comment “new
WEB protection”

Bk

hostprotect disp [ <name> ]

SHH:

name TRAP EHLHI 47
Bl

firewall>hostprotect disp webcnct
B

hostprotect del <name>
S

name PRI NI4T
Bl

firewall>hostprotect del webcnct
Hk:
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hostprotect clean
il

firewall>hostprotect clean

7.6. fRP7 RS sveprotect

Difg: WEMRYIRSGSE. WfE: Y IP Hibk. HE 1P Mkl Hegsm o, dE s,
JA31L BEITIN )45

ik

svcprotect add <name> sa <ip> da <ip> dp <port> { [ newconn { on { type

{ each| share} <connect> <period> <block> } | off} ] [ concurrent { on { type

{ each | share} <connect> } | off } ] } [ comment <comment> ]

SR

name BRI RS 45

sa BB RS I 25 (05 1P btk ] DU —AN 1P Hudikals i B
da BCE R RS (¥ H 1 1P Mk

dp BCE DR S S, ATRE ) 1 % 65535

newconn  JT ) FRAGIET At (1 D g

type BB A LR

connect BCEAE AN I AT DA S e R, A AME ) 1 4 65535
period BE W, ARMEN 1 % 3600 (7))

block W LRI ], 250K T4 T period

concurrent  JF i PRI A& R 1K) g

comment  BCEMRYIRS TR, WIESH, BAHT
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i
firewall>svcprotect add webcnct sa 192.168.10.1/255.255.255.0 da 10.50.10.1
dp 80 newconn on type each 100 60 70 concurrent on type share 100 comment

“new service protection”

2. BRI IRS
i
svcprotect set <name> { [ sa <ip>] [ da <ip>] [ dp <port>] [ newconn { on { type
{ each | share } <connect> <period> <block> } | off } ] [ concurrent { on { type

{ each | share } <connect> } | off} ] [ comment <comment> ]}

SR

name aiRvS iSRS

sa BCEORY R4S (05 1P ik, o] DU —AN 1P ik sl i) B

da BCE RS IS5 H I 1P ik

dp BRI S, ATRE R 1 %2 65535

newconn  JT )5 BRI A& R K D fig

type TR AR B A

connect BCEAE NN T LA e R, AAE N 1 %2 65535
period WE Y, AMMEN 1 52 3600 ()

block WE PHITI A), 24200 K F45T period

concurrent  FJ& PRI A& 1K D g

comment  BEMRTIRS TR, WIS, BT

7~

firewall>svcprotect set webcnct sa 192.168.10.1/255.255.255.0 da 10.50.10.1

dp 80 newconn on type each 100 60 70 concurrent on type share 100 comment
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“new service protection”
3. BaRIIRSS:
Hk:
svcprotect disp [ <name> ]
SH:
name TRAF RS54
7~
firewall>svcprotect disp webcnct
4. WIS RS
i
svcprotect del <name>
SHV:
name TR IRST )44
7~
firewall>svcprotect del webcnct
5. I Z R IRS
ks
svcprotect clean
i

firewall>svcprotect clean
7.7. BR4IEHL hostlimit

Tife: BOE MRS ENSEC O U P Mk JEECE . L BEMWTIN 4.
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1. A0 PR I EML:
Bk
hostlimit add <name> sa <ip> { [ newconn { on { type { each| share} <connect>

<period> <block> } | off } ] [ concurrent { on { type { each | share} <connect> } |

off } ] } [ comment <comment> ]

SR

name e SRS IN e

sa Ve R EHLRE 1P itk v DU —AN 1P Hudika kY B
newconn  JFJF BRI A EEE K D fg

type R R A L

connect BCEAE AN AT DL (R RHcs, A RUE ) 1 %8 65535
period WE M, A8ER 1 %2 3600 (7))

block BE BHWTIS ], WA 200K T-4T period

concurrent  JT 3 BRI A4 1) D BE

comment  BCEMREITEHTR, WS, BUAASE

Bl

firewall>hostlimit add webcnct sa 192.168.10.1/255.255.255.0 newconn on type

each 100 60 70 concurrent on type share 100 comment “new WEB limition”

2. BEPRH T
Bk
hostlimit set <name> { [sa <ip> ] [ newconn { on { type { each | share }

<connect> <period> <block> } | off } ] [ concurrent { on { type { each | share }

<connect> } | off} ] [ comment <comment>]}

SER -
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name BEE BRI AL 4 7
sa BEE PRI AR IP bk, ATRUE AN IP Huhb s B
newconn  JF A BRI ELE B ) e
type T AR B

connect BCEAR AN N AT D2 e B R, A AUE R 1 42 65535
period WE M, A8ER 1 %4 3600 (7))

block BB FHIBTIN TR], 20K F45F period

concurrent I i BRI A& H2 1K) D g

comment  BCEREI AR, WESH, BRhE

Bl

firewall>hostlimit set webcnct sa 192.168.10.1/255.255.255.0 newconn on type

each 100 60 70 concurrent on type share 100 comment “new WEB limition”
3. BRI EN:

ks

hostlimit disp [ <name> ]

SHVH:

name USRI

A~

firewall>hostlimit disp webcnct

Bk

hostlimit del <name>
SHVH:

name BRI AL 447
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Bl

firewall>hostlimit del webcnct
5. B4 PRI A

B

hostlimit clean

7~

firewall>hostlimit clean

7.8. FRHIARSS svclimit

Theg: WwEMEINSS . O WP Ml B o, E8ue. AW, BT

farey
~J o

1. 750 PR AR S5 -
ik
svclimit add <name> sa <ip> dp <port> { [ newconn { on { type { each| share}

<connect> <period> <block> } | off} ] [ concurrent { on { type { each | share}

<connect> } | off } ] } [ comment <comment> ]

SV

name B BRI R 25 1 44 7

sa Ve BRI R S5 (8 1P Mk, W R A 1P Hbdik B ) B
dp B RIS iR (5 1, ARUE A 1 42 65535

newconn  JT A FRAIHT AR 1) D fig

type BB AR A LR

connect BEEAE NN T D2 e R, ARUEN 1 & 65535
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period WE M, A%EHR 1 42 3600 (7))
block B FELIBTIN [A], 200K 45T period

concurrent I i FRIJT A& R D) HE
comment  BELRYIRS IR, WikSE, BOIAAS
7~
firewall>svclimit add webcnct sa 192.168.10.1/255.255.255.0 dp 80 newconn on
type each 100 60 70 concurrent on type share 100 comment “new service
limition”

2. BB HIAR S
ks
svclimit set <name> { [ sa <ip> ] [ dp <port> ] [ newconn { on { type { each |
share } <connect> <period> <block> } | off } ] [ concurrent { on { type { each |

share } <connect> } | off} ] [ comment <comment> ]}

SR

name e BRI R S5 44 7

sa T PRI 25 (5 1P ik, T DU —AN 1P Hidikals i B

dp VR BRI VT I (R0 S, AR 1 % 65535

newconn  JFJi5 BRI A EE K D fg

type BB AR A LS

connect BCEAR AN AT D2 e B R, A AUE R 1 42 65535
period BCE A, ARMEN 1 5 3600 (F2)

block BB BHWT IS ], A Z500K T4 T period

concurrent T3 BRI A IEF ) D fg
comment  WERPIRSHIER, WESE, BRIANT
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Bl

firewall>svclimit set webcnct sa 192.168.10.1/255.255.255.0 dp 80 newconn on

type each 100 60 70 concurrent on type share 100 comment “new service
limition”
3. BRFRBIARSS
Hk:
svclimit disp [ <name> ]
SH:
name BRI e 25 1) 44 7
7~

firewall>svclimit disp webcnct

4. T I PR A1 e 55
ik
svclimit del <name>
SHV:
name B A R 55 1 4 7
7~
firewall>svclimit del webcnct
5. B2 PRIk
ks
svclimit clean
zNiE
firewall>svclimit clean
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8. mu] HM HA
8.1. ha (HA EAZ¥D

ThRe: WEEHELASH
1. WEMKED HA K 1P Hidk:

ik
ha set ip <ip> netmask <netmask>
SR -

ip WE P Hihk
netmask P& AL
HEEHEMR:

ARE 1P HuhEAGE 5 H e Mg 0 B P bk slb ik e 75X
JA ARG AN BEAE B 245 11 HA 1 1P Sk

7~

ac>ha set ip 192.168.1.1 netmask 255.255.255.0

2. WEEH:
ik
ha set mode { backup | cluster | dualpath } haid <number> nodeid <number>

syncif { <interface> | none }

SH U
mode WE SR LV, backup AL, cluster Sy fi &k Kl pk

3, dualpath Jhy BU5E B A5 2
RN L0 HIRAT 120
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haid WEERID S, AEN 1% 255

nodeid BEEP KR NS, ARE N1 24

syncif TR E M F T, Agefd H“ha”ai“mng”
HEEFEI:

R T KA AR A F 1D
ENEE S HIERN AT S e
7~
ac>ha set mode cluster haid 1 nodeid 1 syncif fe1
3. WEMOREM
ks
ha set ifmode { unicast | multicast }
SRV
ifmode WE M HEYE, unicast X ¥4k, multicast 4 £ #%
7~

ha set ifmode unicast

4. JA &R
ks
ha on
iR

ac>ha on

5. {F1E&ER:
Bk

ha off
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Bl
ac>ha off

[l 20 SE Rt
Hk:

ha sync
7~

ac>ha sync

HERERRE:
ik

ha unset
HEHEM:

JA FHERRE A AN RETR BR
7~

ac>ha unset
BrRERRE:
ik

ha show config
iR

ac>ha show config

Enable: on
IP Address: 192.168

PRFRLE

A1

Netmask: 255.255.255.0

Mode: cluster
HA ID: 1

REF AR CEsD AR AT
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NODE ID: 1
Sync Interface: ge1

Interface Mode: unicast

9. BrERRE:

B

ha show status

7~

ac>ha show status

ID Priority IP_Address Sync
1 1 192.168.1.1 vyes
2 2 192.168.1.2 no
3 0 192.168.1.3 no

8.2. hadetect (HA A¥=M O IP)

Thee: WEERHRN
1. WEERRERUBE:
ik
hadetect set threshold <number>
SHYH:
threshold BCE AR R LB, A RUEA 1 % 100
TEEEM:
MEEREP R BB KER, AS R
7~
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ac>hadetect set threshold 100

AN ISR IR 1P sk

Hk:
hadetect add ip <ip> weight <number> if <interface>

SH:

ip BCEARRII 1P Mk

weight BCE I 1P HuhE RO, ARE N 1 £ 100

if BRI [P HIhEXS B 24 1, ANBEAE ] “ha” B “mng”
Bl

ac>hadetect add ip 192.168.1.1 weight 10 if ge1

ik

hadetect del ip <ip>

SH -

ip R WAMMBR 1 1P ik
ZNIE

ac>hadetect del ip 192.168.1.1

NI IR IE M 45 O

i

hadetect add if <interface>

SHV:

if BCEABRI M5 0, AR “ha” 5 “mng”
7~
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ac>hadetect add if ge1

5. MIERERRIZMERED.

B

hadetect del if <interface>

SH:

if frE AMBR I M 25 E: 1, AR “ha” B “mng”
7~

ac>hadetect del if ge1
6. BRI RBBIME:
ik
hadetect show config
7~

ac>hadetect show config
Failure Threshold: 100

7. BN IP Hbk IR EOR A
B
hadetect show ip
7~
ac>hadetect show ip

Failure Threshold: 100
Failure Deteted: 30

IP_Address Weight Interface Status
192.168.100.1 10 gel on

REF AR CEsD AR AT
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192.168.100.2 20 get
192.168.100.3 30 get

BRM D RERE:
ik

hadetect show if

Bl

ac>hadetect show if

Interface Alert Status

ge1 yes on
ge2 yes on
ge3 yes off
fe1 no off
fe2 no off
fe3 no off
fe4 no off
feb no off
fe6 no off
fe7 no off
fe8 no off

on
off

BIRERPH R k3G EF IP HhE RS

B
hadetect show remoteip <ip>

SHR -

remoteip T SR LBy KRR R 2545 1 “ha ) 1P btk
N iR

REF AR CEsD AR AT
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ac>hadetect show remoteip 192.168.1.2

Failure Threshold: 100
Failure Deteted: 30

IP_Address Weight

192.168.100.1 10
192.168.100.2 20
192.168.100.3 30

Interface Status

10. B R H B P k3 ERM &R O REIRS:

Hik:

hadetect show remoteif <ip>

SR

remoteip o SRR L e B KBS I 45422 L1 “ha” ) 1P Hihlk

ENGE

ac>hadetect show remoteif 192.168.1.2
Interface Alert Status

gel yes on
ge2 yes on
ge3 yes off
fe1 no off
fe2 no off
fe3 no off
fe4 no off
feb no off
fe6 no off

REF AR CEsD AR AT
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fe7 no off
fe8 no off
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9. H FIAIE

9.1. FH PIMEAR % 28 authsrv

Theg: wWE M IAMERS 7%

ks

authsrv local < port > <port >

SHV:

port BOE AR B NIE R - (TCP)
port BOE 2 AR BRI s 1 (UDP)
7~

AR IE IR S5 2%, 72224 W OC B A kS 0k 9998/TCP, {144 ok k(1)
Wi dsi 11k 9998/UDP,  FIREAT 4 % B :
firewall>authsrv local 9998 9998

2. RADIUS fR%528:

Hk:

authsrv radius <ip> < port > < port > <key>

SH:

ip E RADIUS HIJ T AIERSS 45 1) 1P kit

port B 'E RADIUS HI /" UIER S5 2 KNk S - (UDP)
port BLE RADIUS JH 7 AIEAR 554 1) 8 -3 1 C(UDP)
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key WCE 2 A M OGHAE N Y], WK 6 4 156 M PAT
zNiE
firewall>authsrv radius 192.168.100.1 1812 1813 abcdefg

3. JB A P IAE R S5 45

authsrv on local

4. JEH RADIUS fiR%-28:

authsrv on radius
5. BH P NIEIRS A5

authsrv disp

9.2. A defuser

hig: WEM L. o U4l e S o an R J& v A0 4L 1 A= o
R, UUHP B AR, wR—AH P ENE T2 A, 1808 A R G A
R, WO ORI BTRAES), ABER .

i

IEEDRE

defuser add <name> password <password> [ active { on | off } ] [ comment

<comment> ]

(LR Y NN

defuser set <name> { [ password <password> ] [ active { on | off } ] [ comment

<comment>]}

S PRV IWNESIEEDRE R

defuser addgrp <name> < name>+
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T AL A R -

defuser delgrp <name> < name>+

gy P s ez R

defuser addpolicy <name> {[ sa { any | <name>}][time {none | <name>}]}
T P F)  A R

defuser delpolicy <name> {[ sa { any | <name>}][time {none | <name>}]}
TR 2

defuser del <name>

ZosH

defuser disp [<name> | online ]

BoRTEE R E R

defuser disp online

PHITIEZ H

defuser block {ip <ip> | all }

SHVL:

name wEMHP AT

password  WEM NS, 6 2 15 MERF

active WEM RGN, S8, BN

comment  BCE MR, WESHL, BN

name P By Ja i 28

sa WOE PR AL, AT DA ek . HihkA e . “any”, WIESHL,
BRIN A

time BRI ], aT DAE I R e S I dlE 3, iE S, BRI
hs
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firewall>defuser add u1 password 123456 active on comment “Defuser 1”
firewall>defuser set u1 password 12345678 active off comment “new Defuser 1”
7 ut IAFIH ugl. ug?2 Flug3 H:

firewall>defuser addgrp u1 ug1 ug2 ug3

fEH P u1 4L ug2 Al ug3 IR, BIH P AN E T ug2 F1ug3 4l:
firewall>defuser delgrp u1 ug2 ug3

SR ul A, R VEAE 1 INTRBAE at HUMEREAT S SeIE, AT
B IV &

firewall>defuser addpolicy u1 sa a1 time t1

TR ut B2 22 R

firewall>defuser delpolicy u1 sa a1 time t1

MR

firewall>defuser del name u1

FEITK [ 1P Hhhl 192.168.100.1 1M ) :

firewall>defuser block ip 192.168.100.1

BHLIST BT AE L] 7

firewall>defuser block all

Por: MAREI TS, Wk EXHFA ugl, ug2, ug3 FIRFEIXY &
t1 GGE#& M defusergrp Al deftime #r4).

9.3. F "4l defusergrp

TiRe: WCEM . AR CE . e KM P A, s . iR E
PERA R R B b s, DU P @ e, Wik — A RN & T2 A, 2 mi)E
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PEARECE Ao, WOERIUE ORI, HHK, &5, AaeR.

1. HP4A:
A
defusergrp add <name> [ auth { pap | skey } ] [ traffic { <number> | none } ] [ time
{ <number> | none } ] [ acctexpire { <date> | none } ] [ pwexpire { <number> |
none } ] [ active { on | off } ] [ reset { weekly <number> | monthly <number> |
none } ] [ comment <comment> ]
defusergrp set <name> { [ auth { pap | skey } ] [ traffic { <number> | none } ]
[ time { <number> | none } ] [ acctexpire { <date> | none } ] [ pwexpire
{ <number> | none } ] [ active { on | off } ] [ reset { weekly <number> | monthly
<number> | none } ] [ comment <comment>] }
defusergrp del <name>
defusergrp disp [<name>]

defusergrp disp <name> member

SR -

name WE AR 4

auth BWEWIET X, TESH, Bk PAP

traffic WEMERA, 144194304 (KBytes), "ESE, BRI KA
time BRI AIBRAL, 1% 65535 (4341, mESHL, ERIAKA PR

acctexpire  WEMKS KAMHM, WESH, BRIANAKRIL
pwexpire  WEHEEREL, 152999 (O, Bl ALH
active WEH P RTES, WIESH, B AR

reset WERAES F, ks, BRANAEE
comment  WEHIER, WIESEL, BRIUANT
7~ :
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firewall>defusergrp add usergroup1 auth pap traffic 100000 deftime 600
acctexpire 2010/01/01 pwexpire 30 reset weekly 1 comment “user group 1”
firewall>defusergrp set usergroup1 auth skey traffic none deftime none
acctexpire none pwexpire none reset none comment “new user group 1”

B R 41 usergroupt HIFTE R, AW N 4

firewall>defusergrp disp usergroup1 member

B

defusergrp addmbr < name> <name>+

defusergrp delmbr < name> <name>+

defusergrp delallmbr < name>

SR

name e I 44

name FRE RIS IR AL B 7 44
7~

firewall>defusergrp addmbr usergroup1 u1 u2 u3

firewall>defusergrp delmbr usergroup1 u1

firewall>defusergrp delallmbr usergroup1

B WARBIFRaSZH, LAEEXHT ul, u2, u3 GEEN 67 HH
defuser 474 ).

3. H K.
i
defusergrp addpolicy <name> { [ sa { any | <name> } ] [time { none | name } ]}
defusergrp delpolicy <name> { [ sa { any | <name> } ][ time { none | name } ] }

defusergrp delallpolicy <name>
PN R, (TEst) ARAF 134



- SecGate 3600-G10 224 W 5 ir SATHAETF Mt
A P

SECWORLD

SR

name Fe 5T SRV N SRS T T P 21K 44 7

sa VOB AE, W DL T ke . HibkgH e X, “any”, RIS
Bk

time VEE I (R, T LS R ] . gl X, ik, BRA
7

il

F 41 usergroupt W P o] LLZE t1 BFAJBEA M a1 HuhbdbdT G 40, Al
DL R4

firewall>defusergrp addpolicy usergroup1 sa a1 time t1

SEM BRI AR D AR BRI, T A DA R iy 4

firewall>defusergrp delpolicy usergroup1 sa a1 time t1

s WARBIT RS2, SR X NAT Hilikith al MEEXYS 11 GF&

% defaddrpool fl deftime 474 ).

4. HP RS
ik
defusergrp addsvc <name> { [ da { any | <name> } ] [ service { any | <name> } ]
[ time {none | name} ]}
defusergrp delsvc <name> { [ da { any | <name> } ] [ service { any | <name> } ]
[ time {none | name] ] }

defusergrp delallsvc <name>

SHYH:
name R BRAS I 55 IR T P ALK 447
da BCE H Al , W DO ke SO, s hE A E X "any”, Wik S
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B, BRI AE
service BB MRS, TP RS & X Rgs41e . “any”, w[iES%, B

time B I TR, AT E I ) X I dE X, RS EL BA
N7

7~

H P4l usergroupt [ AFE L SN IELLS, W CAZE t1 I (Rl BN =252 dat 2

BEi) 1 IRk55, ATLAMER LU R A2

firewall>defusergrp addsvc usergroup1 da da1 service s1 time t1

FEMER LB IR SS, IAE LA | dr

firewall>defusergrp delsvc usergroup1 da da1 service s1 time t1

Wm: WARBIP RIS 20T, e SOk dal, MRSy s1 MRS t1
(iE& M defaddr, defsvc fl deftime #y4).
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10. AR4Gh#E

AEMBWATH RGN IRE, i REEE. MRS, ¥R
& HEER fEZM ) ARP K5,

10.1. &%if5 R sysinfo

Tige: DR RGE LIEPRES. Wb EEHAAECH: WEHRAER. MIDREA. CPU
FA A7 BRI 248
1. BERREEALER:
Bk
sysinfo disp WORRGAIR BRI S . FPh 5355 5
2. BIRPTR W& ORPRES:

Bk
sysinfo disp if ORI W& DR SIRAS WOR EEAE
3. BInTEE M8 O PR
TV

sysinfo disp if <interface> Z/RFi i WAE: 1 YT ELRES
4. 87~ CPU FH .
B

sysinfo disp cpu
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sysinfo disp memory

10.2. FHE log

JjJﬁE: ﬁ%ﬁélxﬁa\%z'gﬂﬁkllu\{mzu\c

B
log disp
2. BEiseRABHE:
ik
logdisptype {1]2]|3|4|5|6]|7|8|9]|10]|11}
SHYH:
type EERREt TN = P it
1: A HE
2: RHHE
3: IDS Hi&
4: VPN Hi&
5: MM IEH R
6: A uEH &
7: A EH &
8: BIAREHE
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9: WAEIHE
10: SEREHE
1M: PREHE
3. BfrE g IHE:
ik
log disp priority {0 |1]2|3|4|5]|6|7}
SHV:
priority fREM R H R
S s
. IR
fER AT
BRI
faE
RN AF
HEDSSE RS
RENE S

- O

N O o b~ W DN

4. HRRAX:
ik

log clear

el
&ﬁgﬁﬁﬁéM%L%ﬁWEﬁo

REF AR CEsD AR AT
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&

10.3. ipsec FiE

TRe:
R BEIE PR
B

vpn disp ph2 tunnel {all | <tunnelname>}

SHU:
%

=

#

<tunnel_name>
A~ -

kR IE cl_test:

M A A ) A4 R

firewall>vpn show ph2 tunnel cl_test

10.4. fEZH - defuser

i

defuser disp online

10.5. &F ARP % arp

Theg: &F. Bk, HkreeM ok LK ARP &,
1. B8 ARP :

ik

arp disp

REF AR CEsD AR AT
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2. KrzeMK ERPTE ARP BHEAFHE ARP:
ik
arp static

3. il EMK EX ARP:
ik

arp clear

ECT
‘@' B RSINEE A ARP NS R
10.6. IP il ping

Bk
ping { <ip> | <hostname>} R4 IP Huhk sk 4 A4 2R -1

10.7. 4 #r i) dnssearch

Bk

dnssearch <ip> iR IP Huhik i EHL4
dnssearch <hostname> A ifjf 5 EHLI IP Hulik
7~

firewall>dnssearch 192.168.100.1

server1

firewall>dnssearch server1
192.168.1.1
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10.8. B& AWM traceroute

Tigg: ML 1P bk sl N LA BRI O 2242 W X B F LA (8

B

traceroute { <ip> | <hostname> }

7~

firewall>traceroute 192.168.200.1

traceroute to 192.168.200.1 (192.168.200.1), 30 hops max, 38 byte packets
1 192.168.1.254 (192.168.1.254) 0.100 ms 0.100 ms 0.100 ms
2 192.168.2.1 (192.168.2.1) 0.100 ms 0.100 ms 0.100 ms
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11.1. W revfile

B 111 ZMODEM HhsUBalc i 7 - HLA LAY P
Hik:

rcvfile

‘@ i B B AL L) 285 5 FF ZMODEM Hp%
Bl

firewall>rcvfile
11.2. B4 disppage

Iheg: WE CLI 1 sl oRfe.

Bk

disppage on AN =R IR NP
disppage off K5y BRI e

disppage R HT o LD RE R ST A

11.3. WERZRKF prompt
Tife: BCEIRR TR
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1. RERSFRE:
ks
prompt <string>
i

firewall>prompt youname

youname>
2. KB RRFIT &
ik
prompt
il

youname>prompt firewall

firewall>
11.4. B Har4T5H quit

B
quit

REF AR CEsD AR AT
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12. XYy

AT S LR T Re

? 4 RAF TR SOMIRI S Bh A5 R

TAB#  AzMem S, A AR, WA H Tk
ERHESk BRI A 4, WA IR 100 S S
CTRL+C  HRIEEHAT M2 .

[E1 0 S T B

FEAT AT FHIDE P & (iR A &, JLEhaesdn -

— JOhRHTR 4%

— Jebr e —H%

CTRL+A b BT

CTRL+E S BT R

CTRL+D TR AR AL IR SR 1F

CTRL+H TR AR BT IR SRS 1F

CTRL+U BT AT

CTRL+C WG UHT AT AT, 6 F AT BB i S 4R
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13. W& &5|

S &

p=i|
&

anti synflood <interface> { <number> | on | off }
anti icmpflood <interface> { <number> | on | off }
anti pingofdeath <interface> { <number> | on | off }
anti udpflood <interface> { <number> | on | off }
anti pingsweep <interface> { <number> | on | off }
anti tcpportscan <interface> { <number> | on | off }
anti udpportscan <interface> { <number> | on | off }
anti loosesourcerouteip <interface> { on | off }

anti anti strictsourcerouteip <interface> { on | off }
(B> | anti winnuke <interface> { on | off }
anti smurf <interface> { on | off }
anti securityip <interface> { on | off }
anti recordrouteip <interface> { on | off }
anti streamidip <interface> { on | off }
anti timestampip <interface> { on | off }
anti land <interface> { on | off }
anti teardrop <interface> { on | off }

anti disp [ <name> ]

arp static
arp

o

arp clear 140
(ARP %)
arp disp
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authsrv authsrv local <port> <port>
s authsrv radius <ip> <port> <port> <key>

P P~ sport>=p y 129

authsrv on { local | radius }

k554 :

authsrv disp
bandwidth add <name> priority <number> minbw
bandwidth <number> maxbw <number> [ comment <comment> ]
s bandwidth set <name> { [ priority <number> ] [ minbw
Criy i 7€
) <number> ] [ maxbw <number> ] [ comment| 86
<comment>]}
bandwidth del <name>
bandwidth disp [<name>]
defaddr add <name> <ip> [ comment <comment>]
defaddr | defaddr set <name> { [ ip <ip> ] [ comment
(MAEE | <comment> ]} 68
) defaddr del <name>
defaddr disp [ <name> ]
defaddrgrp add <name> [ comment <comment> ]
defaddrgrp set <name> <comment>
defaddrgrp | defaddrgrp addmbr <name> <name>+ 59
(Huhk41) | defaddrgrp delmbr <name> <name>+
defaddrgrp del <name>
defaddrgrp disp [ <name> ]
defaddrpool defaddrpool add <name> <ip> [comment <comment> ]

(NAT Hi ki defaddrpool set <name> { [ ip <ip> ] [ comment 1
i <comment>]} T
MY

defaddrpool del <name>
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defaddrpool disp [<name> ]

defmail set smtp sender [ <keyword>+ ]

defmail { on | off } smtp sender

defmail set smtp receiver [ <keyword>+ ]
defmail { on | off } smtp receiver

defmail set smtp subject [ <keyword>+ ]

defmail { on | off } smtp subject

defmail set smtp content [ <keyword>+ ]

defmail { on | off } smtp content

defmail defmail set smtp attach [<keyword>+]
CHEFERL | defmail { on | off } smtp attach 81
Vis9) defmail set pop3 sender [ <keyword>+ ]

defmail { on | off } pop3 sender

defmail set pop3 receiver [ <keyword>+ ]
defmail { on | off } pop3 receiver

defmail set pop3 subject [ <keyword>+ ]
defmail { on | off } pop3 subject

defmail set pop3 attach [ <keyword>+ ]
defmail { on | off } pop3 attach

defmail disp {smtp | pop3}

defproxy set http { [ port <port> ] [ java { permit |

deny } ][ javascript { permit | deny } ] [ activex { permit |

defproxy
d
Cemp | 2 HI 77
s defproxy set ftp { [ port <port> ][ get { permit | deny } ]

[ put { permit | deny } ] [ multi { permit | deny } ]}
defproxy set telnet port <port>
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defproxy set smtp { [ port <port> ] [ domain
<domainname>+] [server <domainname>]

[maildomain <domainname>+] [mailserver <ip>+]
[ maxlength <number> ] [ maxreceiver <number> ]
[sendinterval <number>] [sendamount <number>] }
defproxy set pop3 { [ port <port> ] [ maxlength
<number>]}

defproxy set socks port <port>

defproxy add custom <name> port <port> [ comment
<comment> ]

defproxy set custom <name> { [ port <port> ]
[ comment <comment> ] }

defproxy del custom <name>

defproxy disp { http | ftp | telnet | smtp | pop3 | custom }

defsrvaddr add <name> ip <ip> [ weight <number> ][ ip
<ip> [ weight <number> ] [ ip <ip> [ weight <number> ]
[ ip <ip> [ weight <number> ] [ ip <ip> [ weight
<number> ] [ ip <ip> [ weight <number> ] [ ip <ip>
[ weight <number> ] [ ip <ip> [ weight

defsrvaddr
<number>]111111]1][comment <comment> ]

(R 55 4 Hh 70

defsrvaddr set <name> { [ ip <ip> [ weight <number> ]
b [ ip <ip> [ weight <number> ] [ ip <ip> [ weight
<number> ] [ ip <ip> [ weight <number> ] [ ip <ip>
[ weight <number> ] [ ip <ip> [ weight <number> ] [ ip
<ip> [ weight <number> ] [ ip <ip> [ weight

<number>]1]1111111]1[ comment <comment> ]}
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defsrvaddr del <name>

defsrvaddr disp [<name> ]

defsvc add <name> ftp <port> [ comment <comment> ]
defsvc add <name> h323 <port> [ comment
<comment> ]

defsvc add <name> sqlnet <port> [ comment
<comment> ]

defsvc add <name> icmp [type {0 |3 [code {0 ]|1]2|
3|141516]17]9]10]11|12[13|14]15}]]4]5
[code{0]1]2]3}1]|8]|9|10|11[code{0]|1}]]
12[code {O|1}]|13]|14 |17 | 18 } ] [ comment
<comment> ]

defsvc add <name> proto { { tcp | udp } <port> <port> |

defsvc
<number> } [ proto { { tcp | udp } <port> <port> |

Q&5 72
<number> } [ proto { { tcp | udp } <port> <port> |
<number> } [ proto { { tcp | udp } <port> <port> |
<number> } [ proto { { tcp | udp } <port> <port> |
<number> } [ protof { tcp | udp } <port> <port> |
<number> } [ proto { { tcp | udp } <port> <port> |
<number> } [ proto { { tcp | udp } <port> <port> |
<number>1}]1]1]11111[ comment <comment> ]

defsvc set <name> ftp <port>

defsvc set <name> h323 <port>

defsvc set <name> sqlnet <port>

defsvc set <name> icmp [type {0 |3 [code {0 | 1] 2|
3|141516]17]9]10]11|12[13|14]15}]]4]5
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[code{0]1]2|3}]1|8|9|10|11[code{O0|1}]]
12[code {0 |1}]]13|14|17]|18}]

defsvc set <name> proto { { tcp | udp } <port> <port> |
<number> } [ proto { { tcp | udp } <port> <port> |
<number> } [ proto { { tcp | udp } <port> <port> |
<number> } [ proto { { tcp | udp } <port> <port> |
<number> } [ proto { { tcp | udp } <port> <port> |
<number> } [ protof{ { tcp | udp } <port> <port> |
<number> } [ proto { { tcp | udp } <port> <port> |
<number> } [ proto { { tcp | udp } <port> <port> |
<number>}]]]]1]]]

defsvc set <name> comment <comment>

defsvc del <name>

defsvc disp { dynamic | icmp | common | <name> }

defsvcgrp add <name> [ comment <comment> ]
defsvcgrp set <name> comment <comment>

defsvcgrp addmbr<name> <name>+

defsvcgrp
R4 defsvcgrp delmbr<name> <name>+ 76
defsvcgrp delallmbr <name>
defsvcgrp del <name>
defsvcgrp disp [<name> ]
deftime add <name> once <date> <time> <date>
deftime <time> [ comment <comment> |

(INTA%E | deftime add <name> week { [ sun <time> ] [ mon | 83
o) <time> ] [ tue <time> ] [ wed <time> ] [ thu <time> ] [fri

<time> ] [ sat <time> ] } [ comment <comment> ]
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deftime set <name> once { [<date> <time> <date>
<time> ] [ comment <comment>] }

deftime set <name> week { [ sun <time> ] [ mon
<time> ] [ tue <time> ] [ wed <time> ] [ thu <time> ] [fri
<time> ] [ sat <time> ] [ comment <comment> ] }
deftime del <name>

deftime disp [<name>]

deftimegrp add <name> [ comment <comment> ]
deftimegrp set <name> comment <comment>

) deftimegrp addmbr <name> <name>+
deftimegrp
) deftimegrp delmbr <name> <name>+ 85
CINFTa) 2

deftimegrp delallmbr <name>
deftimegrp del <name>

deftimegrp disp [<name>]

defurl add <name> type { blacklist | whitelist } port
<port>+ log { none | permit | deny | all } [ comment
<comment> ]

defurl set <name> { [ type { blacklist | whitelist } ] [ port

defurl
<port>+ ] [ log { none | permit | deny | all } ] [ comment

(URL T 3E 87
<comment> ] T
D)
defurl addkey <name> <keyword>+
defurl delkey <name> <keyword>+
defurl del <name>

defurl disp [<name>]

defuser defuser add <name> password <password> [ active

(HPE {on | off } ] [ comment <comment> ]
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) defuser set <name> { [ password <password> ] [ active
{on| off } ] [ comment <comment> ]}

defuser addgrp <name> <name>+

defuser delgrp <name> <name>+

defuser addpolicy <name> { [ sa { any | <name> } ]
[ time {none |<name>1}]}

defuser delpolicy <name> { [ sa { any | <name> } ]
[ time {none |<name>}]}

defuser del <name>

defuser disp [<name> | online ]

defuser block { ip <ip>| all }

defusergrp add <name> [ auth { pap | skey } ] [ traffic
{ <number> | none } ] [ time { <number> | none } ]
[ acctexpire { <date> | none } ] [ pwexpire { <number> |
none } ] [ active { on | off } ] [ reset { weekly <number> |
monthly <number> | none } ] [ comment <comment> ]

defusergrp set <name> { [ auth { pap | skey } ] [ traffic

{ <number> | none } ] [ time { <number> | none } ]
defusergrp

acctexpire { <date> | none wexpire { <number> 132
R 4D [ pire { I }1[ pwexpire { || 132

none } ] [ active { on | off } ] [ reset { weekly <number> |
monthly <number> | none } ] [ comment <comment> ]}
defusergrp addmbr <name> <name>+

defusergrp delmbr <name> <name>+

defusergrp delallmbr <name>

defusergrp addpolicy <name> { [ sa { any | <name> } ]

[ time <name> | none ]}
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defusergrp delpolicy <name> { [ sa { any | <name> } ]
[ time <name> | none ]}

defusergrp delallpolicy <name>

defusergrp addsvc <name> { [ da { any | <name> } ]
[ service { any | <name> } ] [ time <name> | none ] }
defusergrp delsvc <name> { [ da { any | <name> } ]
[ service { any | <name> } ] [ time <name> | none ] }
defusergrp delallservice <name>

defusergrp del <name>

defusergrp disp [<name>]

defusergrp disp <name> member

dhcpserver add domain vpnclient { off <network>
<netmask> | on <vpnmask> } <range> [ gateway
<gateway> ] [ dns <dns> ] [ domainname
<domainname> ] [ comment <comment>

dhcpserver add static <hosthame> <mac> <ip>

[ <comment> ]

dhep dhcpserver del domain id <id>
(EHLEIAR | dhepserver del static id <id> 40
") dhcpserver set domain id <id> [ vpnclient { on | off } ]

[ vpnmask <netmask> ] [ network <network> ]
[ netmask <netmask> ] [ range <range> ] [ gateway
<gateway> ] [ domainname <domainname> ] [ dns
<dns> ] [ comment <comment> ]

dhcpserver set static id <id> [ hostname <hostname> ]

[ mac <mac> ][ ip <ip>] [ comment <comment> ]
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dhcpserver start

dhcpserver stop

dhcpserver disp { domain | static | leases | state}
dhcprelay set server <ip> if <name>

dhcprelay { start | stop }

dhcprelay disp
disppage
(&W77r | disppage [on | off ] 143
)
dns dns set ip <ip> [ <ip>]
B dns set sysname <name> 21
. dns clear
) dns disp
dnssearch
($k 4 JIk %5 | dnssearch { <ip> | <hostname> } 141
LR Ecwiiip)
hostlimit add <name> sa <ip> { [ newconn { on { type
{ each| share} <connect> <period> <block> } | off } ]
hostlimit [ concurrent { on { type { each | share} <connect> } |
O off } 1} [ comment <comment> ]
B hostlimit set <name> { [sa <ip> ] [ newconn { on { type | 114

{ each | share } <connect> <period> <block> } | off } ]
[ concurrent { on { type { each | share } <connect> } |
off} ] [ comment <comment> ] }

hostlimit del <name>
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hostlimit disp [ <name> ]

hostlimit clean

hostprotect add <name> sa <ip> da <ip> { [ newconn
{ on { type { each| share} <connect> <period> <block> }
| offf 1 [ concurrent { on { type { each | share}
<connect>} | off } ] } [ comment <comment> ]

hostprotect set <name> { [ sa <ip> ] [ da <ip> ]

hostprotect

R newconn { on { type { each | share } <connect>
R [ { { type { | } 10
W) <period> <block> } | off } ] [ concurrent { on { type

©

{ each | share } <connect> } | offf ] [ comment
<comment>]}

hostprotect del <name>

hostprotect disp [ <name> ]

hostprotect clean

ids suip <ip>+ <port>

ids suipcert <filename> <password>

ids venus <ip>+ <port>

ids netpower <ip>+ <port>

ids ids netpower cacert <filename> consolecert <filename>

(IDS B consolekey <filename> 104
B ids safemate <port> o

g ids safematekeyfile <filename>

ids ignoreip { <ip>+ | none }

ids on { suip | venus | netpower | safemate }

ids off { suip | venus | netpower | safemate }

ids disp
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log disp
log logdisptype{1]2|3|4|5|6|7]|8]9]|10]11} 138
(HZF log disp priority {0 1]2|3|4|5|6]|7} —
log clear
logsrv logsrv set <ip> <port> udp
(H&EMSS | logsrv clear 20
By logsrv disp
ipmac detect if <name>
ipmac detect ip <ip>
ipmac ipmac add <ip> <mac> [ if { <name> | none } ] [ unique
ff
(mAC skt | Lo 10M}] 102
i) ipmac set <ip> { [ newip <ip> ] [ mac <mac> ] [ if | =
IhrE
{ <name> | none } ] [ unique {on | off } ]}
ipmac del <ip>
ipmac disp
mngacct add <name> <password> [ manager { on |
off } ][ policyer { on | off } ] [ auditor { on | off } ]
mngacct mngacct set <name> { [ password <password> ]
R manager { on | off olicyer { on | off auditor
ey g | L ger { on | off } ] [ policyer { on | off } ] [ 25
B {on|off}]}
)
mngacct del <name>
mngacct multi { on | off }
mngacct disp
mngcert add cacert <filename> syscert <filename>
mngcert
U syskey <filename> 27
(B HIE
mngcert add <filename>
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+) mngcert del <filename>
mngcert on <filename>
mngcert off <filename>
mngcert disp { cacert | syscert | admincert }
mngglobal add snmpip <ip> [ <ip> ... ]
mngglobal set [snmpip <ip>] [principal <string>]
[telephone <string>] [cpu <percent>] [mem <percent>]
[fs <percent>] [rcomm <string>] [wcomm <string>]
mngglobal [trapc <string>] [status <string>] [comment <string>]
(A mngglobal unset [snmpip] [principal] [telephone] [cpu] 20
[mem] [fs] [rcomm] [wcomm] [trapc] [status] [comment]
) mngglobal del snmpip <ip> [ <ip> ... ]
mngglobal on
mngglobal off
mngglobal disp
mngglobal beepalarm on|off
mnghost mnghost add <ip> [<comment>]
(BRI mnghost del <ip> 23
B mnghost disp
mngmailbox | mngmailbox set <email> [ smtp <ip> port <port> ]
CHR 22 s mngmailbox clear 20
D mngmailbox disp
mngmode | mngmode ssh { on | off }
(FHH mngmode disp 23
O
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mngpass
CEPLRET | mngpass 27
4)
ping
(EHHE | ping { <ip> | <hostname> } 141
yup
policy add permit [ id <id> ] [ name <name> ] [ from
{ any | <name> | <ip>}][to { any | <name> | <ip>} ]
[ in { any | <interface> } ] [ out { any | <interface> } ]
[ service { any | <name> } ] [ time { <name> | none } ]
[ bandwidth { <name> | none } ] [ url { <name> | none } ]
[p2p{on|off }][auth {on|off } ][ log {on | off }]
[ hostprotect {on | off } ] [ svcprotect {on | off } ]
[ hostlimit {on | off } ] [ svclimit {on | off } ] [ active { on |
policy off }]
At policy add deny [ id <id> ] [ name <name> ] [ from { any 89
0 | <name> | <ip>}][to { any | <name> | <ip> }] [ in
{ any | <interface> } ] [ out { any | <interface> } ]
[ service { any | <name> } ] [ time { <name> | none } ]
[ bandwidth { <name> | none } ] [ url { <name> | none } ]
[p2p {on|off}][auth {on]|off }][log {on | off }]
[ hostprotect {on | off } ] [ svcprotect {on | off } ]
[ hostlimit {on | off } ] [ svclimit {on | off } ] [ active { on |
off }]
policy add proxy [ id <id> ] [ name <name> ] [ from
{ any | <name> | <ip>} ][ to { any | <name> | <ip>}]
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[ in { any | <interface> } ] [ out { any | <interface> } ]
service <name> proxy <name> [ time { <name> |
none }J[auth{on|off}][log {on| off } ][ tunnel
<name> | none ] [ active { on | off } ]

policy add nat [ id <id> ] [ name <name> ] [ from { any |
<name> | <ip> } ] sat { <name> | <ip> } [ to { any |
<name> | <ip>}][in { any | <interface>} ][ out { any |
<interface> } ] [ service { any | <name> } ] [ time
{ <name> | none } ] [ bandwidth { <name> | none } ] [ url
{ <name> | none } ][ p2p {on | off } ] [ auth { on | off } ]
[log { on | off } ] [ hostprotect {on | off } ] [ svcprotect {on
| off } ][ hostlimit {on | off } ][ svclimit {on | off } ] [ active
{on]off}]

policy add portmap [ id <id> ] [ name <name> ] [ from
{any | <name> | <ip>} ][ sat { <name> | <ip> | none } ]
pa <ip> ia { <name> | <ip>} [ in { any | <interface> } ]
[ out { any | <interface> } ] ps <name> is <name> [ time
{ <name> | none } ] [ bandwidth { <name> | none } ]
[auth {on | off } ] [ log { on | off } ] [ hostprotect {on |
off } ] [ svcprotect {on | off } ] [ hostlimit {on | off } ]
[ svclimit {on | off } ] [ tunnel <name> | none ] [ active
{on]off}]

policy add ipmap [ id <id> ] [ name <name> ] [ from
{any | <name> | <ip>} ][ sat { <name> | <ip> | none } ]
pa <ip> ia { <name> | <ip>} [ in { any | <interface> } ]

[ out { any | <interface> } ] [ time { <name> | none } ]
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[ bandwidth { <name> | none } ] [ auth { on | off } ] [ log
{ on | off } ] [ hostprotect {on | off } ] [ svcprotect {on |
off } ] [ hostlimit {on | off } ] [ svclimit {on | off } ] [ tunnel
<name> | none ] [ active { on | off } ]

policy set id <id> [ type { permit | deny | proxy | nat |
portmap | ipmap } ] [ newid <id> ] [ name <name> ]
[ from { any | <name> | <ip>} ] [ sat { <name> | <ip> |
none } ] [to { any | <name> | <ip>} ][ pa <ip> ][ ia
{ <name> | <ip>}][in {any | <interface>}][out {any |
<interface> } ] [ service { any | <name> } ] [ proxy
<name> ] [ ps <name> ] [ is <name> ] [ time { <name> |
none } ] [ bandwidth { <name> | none } ] [ url { <name> |
none}][p2p{on|off}][auth{on|off}][log {on |
off } 1 [ hostprotect {on | off } ] [ svcprotect {on | off } ]
[ hostlimit {on | off } ] [ svclimit {on | off } ] [ svclimit on |
off ][active {on|off}]

policy del all

policy del id <id>

policy disp

policy disp id <id>

policy refresh

prompt
(EHR | prompt [ <string> | 143
£
quit _
X quit 144
GEH CLD
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rcvfile
W | reviile 143
7
route add sroute <sip> <dip> <nexthop>
route route del sroute <sip> <dip>
(i Z# | route add droute <dip> <nexthop> 37
g route del droute <dip>
route disp
runtime runtime
(1247 15
[] )
svclimit add <name> sa <ip> dp <port> { [ newconn
{ on { type { each| share} <connect> <period> <block> }
| offf 1 [ concurrent { on { type { each | share}
<connect>} | off } ] } [ comment <comment> ]
svclimit svclimit set <name> { [ sa <ip> ][ dp <port> ] [ newconn
(BRHIME | { on { type { each | share } <connect> <period> | 117
25) <block>} | off } ] [ concurrent { on { type { each | share }
<connect> } | off} ] [ comment <comment> ] }
svclimit del <name>
svclimit disp [ <name> ]
svclimit clean
svecprotect | sveprotect add <name> sa <ip> da <ip> dp <port>
€Al { [ newconn { on { type { each| share} <connect>| 112
£ <period> <block> } | off} ] [ concurrent { on { type { each
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| share} <connect>} | off } ] } [ comment <comment> ]
svcprotect set <name> { [ sa <ip> ] [ da <ip> ] [ dp
<port> ] [ newconn { on { type { each | share }
<connect> <period> <block> } | off } ] [ concurrent { on
{ type { each | share } <connect> } | off} ] [ comment
<comment>1]}

svcprotect del <name>

sveprotect disp [ <name> |

svcprotect clean

syscfg save kit
syscfg reset ]
syscfg syscfg import <filename> EE_%
(R syscfg export <filename> [ encrypt { on | off } ] NED
) sz <filename>
.
9
sysif set <interface> {[ speed { auto | 100full | 100half |
10full | 10half | 1000full | 1000half } [ mtu <number> ]
sysif [ ipmac { on | off } ] [ macpolicy { permit | deny } ]

2 4 [ mode { broute | route } ] [ sroute { on | off } ][ log { on | 33
off } ] [ vlan { <id>+ | trunk | off } ] [ anti { on | off } ]

o [ nonip { permit | deny } ][ idsblock { on | off } ]}
sysif set vlanroute { on | off }
sysif disp [<interface>]
sysinfo sysinfo disp

(R%if5 | sysinfo disp if [<interface>]
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)9 sysinfo disp cpu
sysinfo disp memory
sysip sysip add <interface> <ip> <netmask> [ admin { on |
A K off }] [adminping { on | off } ] [ traceroute { on | off } ] 35
IP Hitik) sys?p dél <P
sysip disp
systime systime set <date> <time>
(R4 | systime disp 14
0
sysupdate | sysupdate <filename>
(LT sysupdate disp 17
90
timeout timeout { set <number> }
(GEEIHE | timeout disp 15
i i)
timesrv set <ip> <number>
timesrv timesrv clear
s | eSO 16
. t!mesrv off
timesrv sync
timesrv disp
traceroute
(EHI#R | traceroute { <ip> | <hostname> } 142
D)
vpn vpn set default [prekey <prekey>] [ikelifetime | 46
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(ERIEH | <ikelifetime>] [ipseclifetime <ipseclifetime>] [vpnstatus
P <on|off>]

vpn disp default

vpn set dhcp active{on|off} dhcpserver <dhcpserverip>

interface <interface>

vpn disp dhcp

vpn on

vpn off

vpn add group name <groupname> idtype <psk|rsasig>

[clientid <clientid>] [clientcert <clientcert>] [prekey

<prekey>]

vpn set group name <groupname> idtype <psk|rsasig>

[clientid <clientid>] [clientcert <clientcert>] [prekey

<prekey>]

vpn del group <groupname>

vpn add remote staticldynamic aggr psk name

<remote_name> [vpngroup <groupname>] [addr <ip>]

[localid <localid>] [remoteid <remoteid>] [ike

{{des|3des|aes|aes256}-{md5|sha1}-{dh1|dh2|dh5}}]

[nat_t {on|off}] [ikelifetime <ikelifetime>] [dpddelay

<dpddelay> dpdtimeout <dpdtimeout>] [type gw]client]

vpn add remote staticldynamic aggr psk name

<remote_name> [vpngroup <groupname>] [addr <ip>]

[localcert <localcert>] [remotecert <remotecert>] [ike

{{des|3des|aes|aes256}-{md5|sha1}-{dh1|dh2|dh5}}]

[nat_t {on|off}] [ikelifetime <ikelifetime>] [dpddelay
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<dpddelay> dpdtimeout <dpdtimeout>] [type gw|client]
vpn add remote static main psk name <remote_name>
addr <ip> prekey <prekey> [ike
{{des|3des|aes|aes256}-{md5|sha1}-{dh1|dh2|dh5}}]
[nat_t {on|off}] [ikelifetime <ikelifetime>] [dpddelay
<dpddelay> dpdtimeout <dpdtimeout>] [type gw]client]
vpn add remote staticldynamic main psk name
<remote_name> [vpngroup <groupname>] [addr <ip>]
[localcert <localcert>] [remotecert <remotecert>] [ike
{{des|3des|aes|aes256}-{md5|sha1}-{dh1|dh2|dh5}}]
[nat_t {on|off}] [ikelifetime <ikelifetime>] [dpddelay
<dpddelay> dpdtimeout <dpdtimeout>] [type gw]client]
vpn add remote staticldynamic main psk name
<remote_name> [vpngroup <groupname>] [addr <ip>]
[localcert <localcert>] [remotecert <remotecert>] [ike
{{des|3des|aes|aes256}-{md5|sha1}-{dh1|dh2|dh5}}]
[nat_t {on|off}] [ikelifetime <ikelifetime>] [dpddelay
<dpddelay> dpdtimeout <dpdtimeout>] [type gw]client]
vpn disp remote {all | <remotename>}

vpn del remote <remotename>

vpn active remote <remotename>

vpn inactive remote <remotename>

vpn add tunnel name <tunnelname> local <local>
remote <remote> [auth {esp|ah|comp}]

[ipsec <{3des|aes128|aes256|null}-{md5|sha1}>] [pfs
onloff dh_group <1|2|5>]
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[ipseclifetime <ipseclifetime>] proxy_localip
<proxy_localip> proxy_localmask
<proxy_localmask> proxy_remoteip
<proxy_remoteip> proxy_remotemask <

proxy_remotemask>

vpn disp tunnel {all | <tunnelname>}

vpn del tunnel <tunnelname>

vpn active tunnel <tunnelname>

vpn inactive tunnel <tunnelname>

vpn add policy name < policy_name > tunnel
<tunnel_name> sa <ip> samask <samask> da <ip>
damask <damask>

vpn set policy name <policy_name> [tunnel
<tunnel_name>] [sa ip>] [samask <samask>] [da <
ip>] [damask <damask>]

vpn disp policy { <policy_name > | [all] }

vpn del policy <policy_name >

vpn active policy <policy_name >

vpn inactive policy <policy_name >

vpn disp ph2 tunnel {all | <tunnelname>}

vpn disp ph2 policy {all | <policyname>}

vpn disp cert {<ca>|<local>|<remote>|<crl>}

vpn del cert callocal|remote|crl <certhame>
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