NetScreen #f.2 5514
ScreenOS =Z715Z

F1%E&:#t

Screen0S 4.0.0
‘m= 093-0519-000-SC
hRZK F




Copyright Notice

NetScreen, NetScreen Technologies, GigaScreen, and the NetScreen logo are
registered trademarks of NetScreen Technologies, Inc. NetScreen-5XP,
NetScreen-5XT, NetScreen-25, NetScreen-50, NetScreen-100, NetScreen-204,
NetScreen-208, NetScreen-500, NetScreen-1000, NetScreen-5200,
NetScreen-5400, NetScreen-Global PRO, NetScreen-Global PRO Express,
NetScreen-Remote Security Client, NetScreen-Remote VPN Client,
NetScreen-IDP 100, NetScreen-IDP 500, GigaScreen ASIC, GigaScreen-I|
ASIC, and NetScreen ScreenOS are trademarks of NetScreen Technologies,
Inc. All other trademarks and registered trademarks are the property of their
respective companies.Information in this document is subject to change without
notice.

No part of this document may be reproduced or transmitted in any form or by
any means, electronic or mechanical, for any purpose, without receiving written
permission from

NetScreen Technologies, Inc.
350 Oakmead Parkway
Sunnyvale, CA 94085 U.S.A.
www.netscreen.com

FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. Ifit is not installed in accordance with NetScreen’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

» Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
+ Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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Bt 2-40
Bt 2-34
IG5 2-41
Queue size (BAFIKJE) 2-43
source threshold (Il A8
Timeout GEHK) 2-43
Syslog (R%&H&E) 3-56
=Ji#ETF 2-40
— 1 DES
172 /ii 3DES
W
fRf7 2-398
FA 2-398
k4% 2-398
T4 2-398
i 2-210
SRS 3-18
ef 2-403
F3h % 4-59, 4-127
HH 4-9
VPN 3-43
FrhEPIH P 2-328 —2-334
X 2-329
JIR g5 s s FF 2-250
4, wX 2-332
Hol I b
172/ DES
HFmE 7-39
Hre 4-24
e Bt 2-39

2-44

T

TCP
¥ 3-78
SYN fridfki#r 4-219
=ZiEF 1-AIX
TCP Packet Without Flag (Ghr=& TCP 341D
2-35
TCPAP, &3 1-A-ll
Tear Drop Attack (#i8Tdi)  2-36
Telnet 3-11, 3-25
TFTP k%545 2-398, 2-400
trace-route 2-149, 2-151
Transparent mode
drop unknown MAC (ZEFARA1H MAC)
addresses 2-44
Y
1B 4-1
F2HE 4-13
Wi 2-72, 2-86, 4-204
X 1-A-X, 2-86
FETORmE Y NAT 2-86
AN, ZAWIE 2-86
MWIER 4-5
WIEX 1-A-X
HEXE 4-202, 4-204
4he 4-125, 4-127
TH T X 3k
EX 1-A-X
HE 1-A-X
WFR
49, ETIP 6-28
2, FTF VLAN 6-17
HEFL, vsys 7% 6-10-6-11
SRR
MiRAAH 2-184
J7 152 i Mtk

ik 2-179
%H 2-179
Bl 2-180
Bkl 2-185
2 2-181
HWHAZTE 2-263
BB 2-144 —2-159
ARP/trace-route 2-146
ik 2-146
unicast L1l 2-146
Kl br
qmg 2-230
ENX 2-230
K2, pisids 2-227

U

UDP
EX 1-AXI
NAT-T &f3% 4-17
KA 4-19
UDP Flood (UDP i) 2-34
URL i€
HHH URL W ERAL 2-397
R4 weikAs 2-396
NetScreen &8 URL & 2-397
HAEER 2-396
Websense /45 #3uii 1 2-396
Websense [i5-# %7K 2-396
URL, &3 1-A-XI

\'%

VIP 2-12
BHRMER 2-114
G 2-117
ML EXBTEE 2-115




X 1-AXI Main mode (FHx) 4-12 USGA

SEMIRSS, Rl 2-114 TN 4-213 — 4-231 KR 1-A
SEHIMZ 0 O ds 2-118 —2-124 JLRA. WEMR 4-216 CoE X 1-A-X
Global X8 2-115 SA 4-10 USGA Gl il %24 W etk R 4544
T IETH O NAT X B 2-161 FHhas] 3-43 WK 1-AX
AcE 2-115 W 2-72, 4-204 VS| 7-5, 7-23
HEULRZ 6-9 WX E 2-45, 4-202 SAEn 7-28
Bhk 2-118 MK B, Y 4-125, 4-127 3/ VSD 4 £4 VS| 7-60
VLAN Wi, X 1-AX BE X 1-AXIl
Frid 2-4, 6-19, 6-20 VPN 41 4-213
?’!’*j :"?XT""”’ FI T4  3-43 .
= o o H3) % 4] IKE 3-43, 4-9 ol B S @
T VL{-\N MRS 6-17 “Untrust_Tun” JHiEX B 4-125, 4-127 xz:; gg:i;i;k 33
B 6-18, 6-19 VR 2-61-2.73 1 WebUI
55— VLAN iiif5  6-24 —6-27 QLS VR 613 W =y \We
gk 6-18 o ebAuth 2-250
THEO 6-19 X 1-AXII AHU 14 2-291
VLAN1 L= 6-12 SEESHTUGIESERE 2-226, 2-276
B0 2-145, 2-152 fijfr 2-5-2-6 SMEBF L 2-204
MGT [X 5 3-42 Hl& 2-6 5 SSL (AMII4D  2-298
B 2-145 BT 2-6 Websense 2-396
VLAN G Rlm ) Ml 2-61 WebTrends 3-56, 3-63
Fric 1-A-XIl Mgr 2-62 hn# 3-43, 3-63
VPN 1-xv Bk 2-61 W 3-64
Aggressive mode ( EZIMt ) 4-12 VRRP 7-68 WebUl 3-3, 3-42
KA ScreenOS [k 4-49, 4-204 VSA 2-259 WebUl, 255 1-xxi, 2-viii, 3-iv, 4-vi, 5-vi, 6-iv,
geng 2-223 Attribute Name (4> 2-259 7-iv
Diffie-Hellman 2% 4-13 Attribute Number (BIt4i5) 2-259 Wildcard GEESF)  4-184
Diffie-Hellman 41 4-13 Attribute Type (J@PERAL)  2-259 WinNuke Attack (WinNuke %) 2-38
B 4-11 Vendor ID ({7 ID)  2-259 WINS
92 B 4-13 VSD 4l 7-5, 7-23 - 7-27 EY 1-AXI
£ 1-AXII MR 7-24, 7-68 L2TP &'E 4-240
Mgt R 4-14 V8D, tiEX 1-A-XIl AMARRE S thEE 1-A-XI
RT3 NAT  4-202 DEkEYS 7-18, 7-25 AR, X 1-AXI
hifE 3-86 W 7-53, 7-57 SE4IF {5

I HE TR ) NAT X B 2-161 MsEggm s 7-23 W& PFS




B 1-A-XI W 3-64 REAY 1P

WIS, X 1-AIV e 3-63 IFZ NP
Mg E ARG R 1-A-XI EHL 3-63 REAUL 2 A4
46 I e (NAT) 3-79 EHLLFR 3-64, 3-65 2P VS
%S5 4-234 A%, B 2-369 - 2-404 R 22 4 A A
WL HEhy 2-222 HE iEZINSD A
X 1-AXI 1-AXIN iR 3-57 R 11 2%
g 2-91 i 3-57 BE 2-61
M4, Wi 2-354 Lt 3-57 iFZ VR
AN Unicast 3£ 2-146 — 2-151 %4 357 JERIEACA  2-308
ARP 2-148 —2-151 w357 £ 1-AXI
ZUE 2-147 —2-148 R 3-57 MEMARS 2-10, 6-1-6-34
trace-route 2-149, 2-151 WA 3-57 admin  6-iii
AR 2-37 WebTrends 3-64 admin %70 6-3
T H 1-A-XI =H 3-57 admins 6-1
e A Vsys X% 6-3
X CHAP 4-237 FAFLEE 6-16
XAuth NSRP 7-1 T‘?)‘\%IEED 6-15
£ 1-AXI
auth Fiisht 2-322 NSTP 7-33 G 7-60
N A e
AW auth 2-310 PAP 4-2%7 F g admin (15T 6-3, 6-33
AT 4L auth 2-312 PPP 4-235 JE= VR 6-12
Huhi-EEI 2-309 N VRRP 7-68 S KB 6-12
Hulik 43 2-308, 2-309 @E 1-A-XI SEH 328
NIF 4 2-308 fis B SRR 6-3
SMEFIT auth 2-314 itk 2-227 HT 1P MSEE A K 6-28 — 6-32
SN 4 auth 2-317 T 2-227 LT VLAN HIE A2 6-17 — 6-27
ML LA 2-308 thoegkh 2-229 Bl 6.7
FFPAE 2-309 HIY 2-354 MIP 6-9
XAuth fi/* 2-308 —2-328 EREAEE 1-xv, 2-353 —2-368 NSRP 7-60
s 28 HF 2-250 5ok 2-361 KE: 6-7
NIES 2-273 Hzh 2-354 B 6-12
5 L2TP 2-342 Az 2-360 WEWSE 6-9-6-14
& “AE ALY BA 5 EYIRE 6-18
YAV 3-64 i 2 MD5 VIP 6-9

fn# 3-43, 3-63 R HA $: 2-85, 7-49 VR 6-6




DB A 6-29
Hg g s 3-28

R 6-21, 6-29

WETM 6-21
REFLE M
12/ NPN

Y
LR, o X 1-A-XII
WL 1P
172 MIP
P
ZNEEAS 3-27
IKE 2-303 -2-307
IKE, 41 2-306
41 IKEID 4-180—4-201
M, M ILEF 2-250
HFAIE
IEZVAE, P
', admin 2-340 —2-341
auth i 2-341
HiN 2-256
M, IKE
X 2-304
IKE ID 2-303
40 2-303
M, L2TP 2-335-2-339

FHr, TEhsy] 2-328 —2-334

P, XAuth 2-308 —2-328
o giHEs) 2-361
L4 4-9, 4-163
B RS

152 /%] DNS

RN IESR 5 (WA P k%
1724 RADIUS

WiH 3-79

JRPHRE 1-A-

245

CLI 1-xxii, 2-ix, 3-v, 4-vii, 5-vii, 6-v, 7-v
WebUI 1-xxi, 2-viii, 3-iv, 4-vi, 5-vi, 6-iv,

7-iv
BATINIE 2-275
IBITIHAE 2-225

Z
i 4-10

A 4-30

CA 4-26, 4-30

By 4-29, 4-43

hn# 4-34

itk 4-31

Wi I 4-30
PATH S

152 RTO
JHHRFAE Y

1524 CHAP
gkl 6-19

FahikE 6-18

cE X 6-18
gk, w3 1-A-XII
EHAEL 1-A-Nl
EHHESIER 1-A-ll
mE

£ 3-25

2 A 3-36
1EIERI 4-4, 4-237, 4-243, 4-250

REAGE 2-34

Hzh#4] IKE VPN 3-43, 4-9
B 4-9

TP 2-4, 6-19
B (vsys) 6-19
il (R&E% 2-95
EX 6-21

% vsys LIIZATHEIT 6-19

fii' & (vsys) 6-19
M 2-96
2 X 1-AXI
T HED
E X 1-AXIN
HA RS
2 X 1-AXI
HE RGa Ak has 1-A-XII
Hif R&kE 1-AXI
4
ik 2-181
k% 2-206
40 IKE ID
it =54 4-193 — 4-201
i 4-181-4-192
70 IKE ID f1)" 4-180 — 4-201
WAz 4-193
iEf 4-181
ik 2-343-2-350
5545 FF 2-250
Hudkikl 2-344
M 2-343
R4l 2-343
BHF 2-343
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