NetScreen #f.2 5514
ScreenOS &%15=

Screen0S 4.0.0
‘m= 093-0520-000-SC
hRZK F




Copyright Notice

NetScreen, NetScreen Technologies, GigaScreen, and the NetScreen logo are
registered trademarks of NetScreen Technologies, Inc. NetScreen-5XP,
NetScreen-5XT, NetScreen-25, NetScreen-50, NetScreen-100, NetScreen-204,
NetScreen-208, NetScreen-500, NetScreen-1000, NetScreen-5200,
NetScreen-5400, NetScreen-Global PRO, NetScreen-Global PRO Express,
NetScreen-Remote Security Client, NetScreen-Remote VPN Client,
NetScreen-IDP 100, NetScreen-IDP 500, GigaScreen ASIC, GigaScreen-I|
ASIC, and NetScreen ScreenOS are trademarks of NetScreen Technologies,
Inc. All other trademarks and registered trademarks are the property of their
respective companies.Information in this document is subject to change without
notice.

No part of this document may be reproduced or transmitted in any form or by
any means, electronic or mechanical, for any purpose, without receiving written
permission from

NetScreen Technologies, Inc.
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FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. Ifit is not installed in accordance with NetScreen’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

» Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
+ Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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WebUI

1. Network > Zones > New: AL FH%, K5 H T OK:
Zone Name: Finance
Virtual Router Name: trust-vr
Zone Type: Layer 3: (&£
2. Network > Zones > New: ¥t AL F %, #RJ5 . OK:
Zone Name: Eng
Virtual Router Name: trust-vr
Zone Type: Layer 3: (EH)
3. Network > Zones > New: i ALL A%, RJGHd OK:
Zone Name: Mall
Virtual Router Name: untrust-vr
Zone Type: Layer 3: (&£

4. Network > Zones > Edit (¥ T Untrust) : 7F Virtual Router Name 4% k¥ untrust-vr, X550
oK.

5. Network > Zones > Edit (X} - DMZ) : 7 Virtual Router Name F#i#)|#£HFi%¥ untrust-vr, X5
OKO

CLI

set zone name finance

set zone name eng

set zone name mail

set zone mail vrouter untrust-vr
set zone untrust vrouter untrust-vr
set zone dmz vrouter untrust-vr

N ok~ DN =

save
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WebUI

0 ethernet3/2
1. Network > Interfaces > Edit (X} ethernet3/2) : i ALL FAZE, AR5 Hd: Apply:
Zone Name: Trust
IP Address/Netmask: 10.10.2.1/24
Management Services: WebUI, Telnet, SNMP, SCS  (i&#¢)
Other Services: Ping (&#)
O ethernet3/2.1
2.  Network > Interfaces > Sub-IF New: #IALL F %S, KRG Hd OK:
Interface Name: ethernet3/2.1
Zone Name: Finance
IP Address/Netmask: 10.10.1.1/24
VLAN Tag: 1
Other Services: Ping (&£

#0 ethernet3/1

3. Network > Interfaces > Edit (X} - ethernet3/1) : i ALL FH%, K5 Hd OK:
Zone Name: Eng
IP Address/Netmask: 10.10.3.1/24
Other Services: Ping (&)

0 ethernet1/1

4. Network > Interfaces > Edit (X} T ethernet1/1) : HWIALLFHNZ, RJ5HT OK:
Zone Name: Mail

IP Address/Netmask: 210.10.1.1/24




#0 ethernet1/1.2
5. Network > Interfaces > Sub-IF New: & AL F N7, AR5 Hdi OK:
Interface Name: ethernet1/1.2
Zone Name: Mall
IP Address/Netmask: 210.10.2.2/24
VLAN Tag: 2
0 ethernet1/2
6. Network > Interfaces > Edit (X} T ethernet1/2) : #IALLFAZ, AR5 Hd OK:
Zone Name: Untrust
IP Address/Netmask: 210.10.3.1/24
Management Services: SNMP (&£
10 ethernet2/2
7. Network > Interfaces > Edit (X} T ethernet2/2) : ¥iALLFANZ, Ri5Hd OK:
Zone Name: DMZ
IP Address/Netmask: 210.10.4.1/24

ClLl
0 ethernet3/2

set interface ethernet3/2 zone trust

set interface ethernet3/2 ip 10.10.2.1/24
set interface ethernet3/2 manage ping
set interface ethernet3/2 manage webui
set interface ethernet3/2 manage telnet
set interface ethernet3/2 manage snmp
set interface ethernet3/2 manage scs

N ok~ DN =




0 ethernet3/2.1

8. setinterface ethernet3/2.1 zone finance

9. setinterface ethernet3/2.1 ip 10.10.1.1/24 tag 1
10. set interface ethernet3/2.1 manage ping

0 ethernet3/1

11. set interface ethernet3/1 zone eng

12. set interface ethernet3/1 ip 10.10.3.1/24

13. set interface ethernet3/1 manage ping

0 ethernet1/1

14. set interface ethernet1/1 zone mail

15. set interface ethernet1/1 ip 210.10.1.1/24

0 ethernet1/1.2

16. set interface ethernet1/1.2 zone mail

17. setinterface ethernet1/1.2 ip 210.10.2.2 /24 tag 2
0 ethernet1/2

18. set interface ethernet1/2 zone untrust

19. set interface ethernet1/2 ip 210.10.3.1/24

20. set interface ethernet1/2 manage snmp

%0 ethernet2/2

21. set interface ethernet2/2 zone dmz
22. setinterface ethernet2/2 ip 210.10.4.1/24
23. save
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Trust Untrust
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DMZ
210.10.4.1/24
eth2/2, %

Eng —t
10.10.3.1/24 m'
ethd/1, NAT =K

I £ FEH 73

WebUI

Network > Routing > Routing Table > untrust-vr New: #iALLFA%, )5 Hd OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (GEFF)




Interface: ethernet1/2
Gateway IP Address: 210.10.3.254

CLI

1. set vrouter untrust-vr route 0.0.0.0/0 interface eth1/2 gateway 210.10.3.254
2. save

NetScreen w2 HaGlat LR (R .

trust-vr

Bk fERED: GBS
0.0.0.0/0 n/a untrust-vr
10.10.3.0/24 eth3/1 0.0.0.0
10.10.2.0/24 eth3/2 0.0.0.0
10.10.1.0/24 eth3/2.1 0.0.0.0
untrust-vr

Bk fERENO: ISR
210.10.4.0/24 eth2/2 0.0.0.0
210.10.3.0/24 eth1/2 0.0.0.0
210.10.2.0/24 eth1/1.2 0.0.0.0
210.10.1.0/24 eth1/1 0.0.0.0

< JEE: HAEEMFEH
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WebUI
AR 55 ¢H
1. Objects > Services > Group > New: #ALLFHN%Z, X5 Hd OK:
Group Name: Mail-Pop3

YEFE Mail, 40 << K55 M Available Members #4453 Group
Members #=.

Pt Pop3, FIFH40 << #4455 M Available Members #2351 Group
Members £%.

2. Object > Services > Group > New: HiALLFANZ, K5 Hd OK:
Group Name: HTTP-FTPGet

P HTTP, FHH44 << ¥4 M Available Members #5531 Group
Members £%.

&P FTP-Get, FIHF%4H << #5155 M Available Members #1221 Group
Members #*.

B&
Policies > (From: Finance, To: Mail) > New: #iALL FH%, AR5 Hd OK:
Source Address:
Address Book: (iE£#) , Any
Destination Address:

Address Book: (i£#) , Any
Service: Mail-Pop3

« M

Action: Permit
4. Policies > (From: Trust, To: Mail) > New: #ALLFANZ, R)5%d OK:
Source Address:
Address Book: (iE£#) , Any




Destination Address:
Address Book: (iE£#) , Any
Service: Mail-Pop3
Action: Permit
Policies > (From: Eng, To: Mail) > New: #iALLFHZE, K5 Hd OK:
Source Address:

Address Book: (i£#) , Any
Destination Address:

Address Book: (iE£#) , Any
Service: Mail-Pop3
Action: Permit
Policies > (From: Untrust, To: Mail) > New: i ALLFH%E, K5 Hidi OK:
Source Address:

Address Book: (i£#) , Any
Destination Address:

Address Book: (iE£#) , Any
Service: Mail
Action: Permit
Policies > (From: Finance, To: Untrust) > New: #iALLFA%Z, REHd OK:
Source Address:

Address Book: (iE£#) , Any
Destination Address:

Address Book: (iE£#) , Any
Service: HTTP-FTPGet

Action: Permit




8. Policies > (From: Finance, To: DMZ) > New: #iALL FAZ, K55 OK:
Source Address:

Address Book: (iE£#) , Any
Destination Address:

Address Book: (i£#) , Any
Service: HTTP-FTPGet
Action: Permit
9. Policies > (From: Trust, To: Untrust) > New: #iALL FAZ, K550 OK:
Source Address:

Address Book: (iE£#) , Any
Destination Address:

Address Book: (i£#) , Any
Service: HTTP-FTPGet
Action: Permit
10. Policies > (From: Trust, To: DMZ) > New: #iALLFHNZ, K551 OK:
Source Address:

Address Book: (iE£#) , Any
Destination Address:

Address Book: (i£#) , Any
Service: HTTP-FTPGet

Action: Permit




11. Policies > (From: Eng, To: DMZ) > New: $iALLFH%, AR5 Hd OK:
Source Address:

Address Book: (iE£#) , Any
Destination Address:

Address Book: (i£#) , Any
Service: HTTP-FTPGet
Action: Permit
12. Policies > (From: Eng, To: DMZ) > New: % ALL FH%, RJGHd OK:
Source Address:

Address Book: (iE£#) , Any
Destination Address:

Address Book: (i£#) , Any
Service: FTP-Put
Action: Permit

13. Policies > (From: Untrust, To: DMZ) > New: #iALLFHZ, K551 OK:
Source Address:
Address Book: (iE£#) , Any
Destination Address:
Address Book: (i£#) , Any
Service: HTTP-FTPGet
Action: Permit




CLI
lft

© ® N oy ALN S

o

%48

set group service mail-pop3 add mail

set group service mail-pop3 add pop3

set group service http-ftpget add http

set group service http-ftpget add ftpget

set policy from finance to mail any any mail-pop3 permit
set policy from trust to mail any any mail-pop3 permit

set policy from eng to mail any any mail-pop3 permit

set policy from untrust to mail any any mail permit

set policy from finance to untrust any any http-ftpget permit

. set policy from finance to dmz any any http-ftpget permit
11.
12.
13.
14.
15.
16.
17.

set policy from trust to untrust any any http-ftpget permit
set policy from trust to dmz any any http-ftpget permit
set policy from eng to untrust any any http-ftpget permit
set policy from eng to dmz any any http-ftpget permit
set policy from eng to dmz any any ftp-put permit

set policy from untrust to dmz any any http-ftpget permit
save
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R 5) NetScreen ¥4I, A LLE ST XX B . 8 WebUI t, P 2 MsZ 52 (¥ Network > Zones.
7E CLI 1, f#H] get zone 7% .
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Network = Zones ns5200
: ~
SCREEN'
Scalable Security Selutions
NS5200 1D Name Yirtual Router | VSYS Default IF Type Attribute | Configure

] Mull Untrust-wr root gthernetz/1 Mull Shared
2 Trust trust-wr root ethernet2/2 Security(L3) Edit
1 Untrust trust-wr root ethernet2/3 Security(L3) Shared Edit
4 Self trust-vr root self Function
10 Global trust-vr root rll Security(L3)
3 DMz trust-vr root rll Security(L3) Edit
5 MET trust-wr root magt Function
& Ha trust-vr root hal Function
12 Y1-Trust trust-vr root v1-trust Security(L2) Edit
11 Y1-Untrust trust-vr root wl-untrust Security(L2) Edit
13 Y1-DMZ trust-vr root vl-dmz Security(L2) Edit

DHTML Menu
16 [ Untrust-Tun trust-wr root null Tunnel Edit

NetScreen #f

rAS I EA

fl-%2%. EXRE
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get zone 1y

2 [ A

ns500-> get zone

Total of 12 zones in vsys root

ID Name
0 Null

1 Untrust

2 Trust

3 DMZ

4 Self

5 MGT

6 HA

10 Global

11 V1-Untrust
12  V1-Trust

13 V1-DMZ
16 Untrust-Tun)

Type / Attr \
Null (Shared]
Sec(L3)\ Shared
Sec(L3)\ /
Sec(L3)

Func

Func

Func

Sec(L3)
Sec(L2)
Sec(L2)
Sec(L2)

Tun

VR
untrust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr

Default-IF VSYS
null <—Root
ethernet1/2 Root |~
ethernet3/2 Ro/oi/
ethernet2/2 oot
self R

mgt Root
ha1 // Root
null Roo
v1-untrust ot
v1-trust Root
v1-dmz Root
null Root

RE X B ID 5 7-9 1 14-15 L4

FeoRALE

AN, VPN IE
X Bt A Untrust I:Ex

X B )

FIEHGE X Ben] 73 0 =i AN RS
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Untrust-Tun
Self. MGT. HA
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BT — i AT HIR A Ml 55 2%

/ Untrust \.
(™ "/

T
(= )

YEB: HHROVERP I ST FIG B, FSp 7 7 5, 215 W L) “aFns”

1.

HeL NetScreen BL ) I 1 B 1) k427 SRS A 45 408 A7 Nl B AEL AR VR BT AT L st A L U o




g Gy AT M1 % 4, NetScreen B (] T —Flah &b i Wiy i, B H BT B R A R A AR 3%,
NetScreen i # 7t TCP 3k FFiC A S BIAF (145 S o0 — AT H 1 1P Mkt PR A 1% 5, LB S —
JFARES 5 BB KBEIOREAS TOP T HRAS . (NetScreen 1 &MU L IMIEH, WIBA I AL A R& L, Skibh
LTI ) IR TCP B[RS, NetScreen ¥t 2l H A Sk A TO(E K15 K A K A7 I SO IRS
BT LRSS . WSS, VR N A LB kRS . WA, WEF %R,

NetScreen 7 J i T T4 X Bl e A, FUMR 026 6 K SR 2830 36— 2 11 B0 FF AN B 121 B0 10 47 e 3
W, SRR T DAMEVREAE A, i ok F1 L X B ek, T LLS A EHLRACK I FEF LU N 3 LI it %)
RS T RAT BRI B CXEERIUANE T 7 HH) . SYN Attack (SYN Xtili) . ICMP Flood (ICMP iZ

D

UDP Flood (UDP 3Z3%) 1 Port Scan Attack Cifi L1F9$52id:) &

SYN Attack (SYN Bii) : B4 7gil T 23 ok S8 K IE IR R K SYN B, DA T M4 Toik b
BEAIRNDERAE R, I FEELRSS (DoS) I, #iAL T SYN iZilidid.

ICMP Flood (ICMP Zit) : 4 ICMP ping j /& (K KR PN SR H T RN S KB, LA T R GEAE 2k
P BEIEOR AT Wi . L A8 AR JCVR A B AL I M 28 A5 R, @tk ZE T ICMP 23l 248 i T ICMP 22l
ORI ERY, ATRABCE — M AHE, — B st & A ICMP 2 MG R Thfe. BRI A5 00
AP 1000 L. ) WREERE T %G S, NetScreen 4% 72 % FD A I AR R —F phy 25 2005 Ho e 1)
ICMP [R5 ZE5K

UDP Flood (UDP Zii) : 15 ICMP iz AN, 4 il R 4eid 800 H ) [ i% i 3% UDP B, DUIE TR
SR JCVE A BT R I, kAR T UDP JZil. MR T UDP iz AR DI RERS, AT LLRE AN
i, — HEd st St A UDP 2 B BGEAR Y DI RE . (B (I S N RS 1000 L. D AR —
ANELE AN R AN F RAGE TN UDP Bl 1 Ukl 7HE,  NetScreen B /Ei% 80 4% T M [ AR —F2
= BIgHE 2% H bR UDP 4.

Port Scan Attack O DFE#EBE) = 29— ANE IP HbhEAE e SR ) )R P9 (B ik 5,000 FFE) 67
A F AR 1P ahik 10 SRS 1 0% 1P B, wbas A B DR St . X7 S0 H K2 3l
W5, A B —A v F R, PRI BUINH AE 8 B AR IS5 . NetScreen B a7 P L SR WAL — T FEYEb AT
U AN ) 3 1 ECH o A s BeE, W RE R L HLAE 0.005 B4 T 10 A3 (5,000 AR
Ne*tScre?@n %ﬁﬁ~‘f§%ﬁiﬂﬁaﬁ%ﬂ%ﬂfﬁlﬁzaﬁ, JHAEIZAD AR P TR AR 4R Bz R e E (iR
H A% IP bl f) .




A% NIRRT ] RAT P E LR 732 1 B

Limit session (fR#|<x1E) : NetScreen ¥ #& ] Bl AN 1P k@ 4 ihdcE . wlln, W AF—%
P RIRTS 2 K, BLREFE/S Web Ir 55 #% a1l T8 Lk e T Bp#0 4 NetScreen 145 1] LA HL
AP bk B R ST EE .. (BB I AUE A B 1P Mk &RFD 128 4if. )

SYN-ACK-ACK Proxy f5#7: 4l S 4444k Telnet 5% FTP #40), HI /4y SYN £33 Telnet 5 FTP
45 %% . NetScreen 44~ #HEf, Wit Proxy ¥ SYN-ACK kb H . HH ACK Hawm v,
BRI, WG = J7 48 Tl L8 NetScreen W as b Lotk @ i H, FFm 2 kiE 8 x4 tr. Wi
PR BRI ANE S, (445 5)) SYN-ACK-ACK 41, NetScreen 413l ] REIHE B ANFERE, bk #%
FRURIE L Byl I IE R 2R

PRH P IX R, LA A SYN-ACK-ACK Proxy 139" SCREEN £, MAHE 1P Huhk e H 2k
syn-ack-ack-proxy Ilfi 755, NetScreen WAt HH4aK H 1% IP Muhk it — DR Bk . o, K
H L 1P Mtk I S S 512 e & nT DUE MOX /Mg FHYE Ch 1 3] 2,500,000 2 (AT 50H ) LA
U M IS A P 28 PR35 1) 7 R

SYN Fragment (SYN # 5D : SYN W B HAs ENARZEL R SYN B . R RIX L Fr
b SRR A B Bk D I E A A Ak . W 1) R4S B B AL HERR R e R, EAL A
R XA 0. P ERLEIT, I TRES IR BRI R G . U7 BHE <2 ICMP
HA, JFH AW SR E N 1 8 d8H T M (ER, NetScreen % &4 %3¢ ICMP H4,

SYN and FIN Bits Set (SYN f1 FIN {7 f38) : Wl ASLER—Ha A EE%E SYN Il FIN frd. H
e, B AT DU 2 R AL N bR B I B R A S IR e R RGN, AT R T RS
PFRE . ey, Bk vl AR O R G imik SLitidt— D i ki . 3 HIE T NetScreen % % 57
ARG T B [E) I 3 & SYN A FIN AL 8.

TCP Packet Without Flag CE##i2i TCP 3H8) « %, 4 AIXN TCP Bauitr & 7B h & /046 11
B . HETUE T NetScreen W Z 70 7 Bibr /b o A4 1) TCP HH1,.




FIN Bit With No ACK Bit (5 FIN fizJE ACK £i7) : 1% | FIN 5k TCP Bl i th & & ACK . Ut
IR A NetScreen B Z i FBUH A T FIN bk, {HBA BAE ACK ALHIE .,

ICMP Ff:agment (ICMP B R : KR E T “HH2 W tni&, SEmE 2BP iR T M (E
ICMP i,

Ping of Death: TCP/IP iyt £k ] T £t AL 4 i 30 00 L U A e 8 R/ V2 ping SEBL ALV P
MR 7 B 45 ORI B R/ I KH) ICMP B2 51k — RII I RGN, WHE4 RS (DoS). &
%Eﬁﬁ%\ FEHLLASHBT IS 8. WR AV NetScreen Beas AT IG#RAE, & AT LA I 45 4 28 5 R BAN R
JEM,
Address Sweep Attack (HibHE#XE) « S R SGEERAL AN 1P Huhl7e e SO E] )R (B
A1E N 5,000 L) N AR ALK L ICMP B 225K (5 ping) I, mlias A A bk f 4 Bty o XA
(K H ¢ Ping 20 F0L, A A Ao BIEmN, DUEF AT AR H PRl . NetScreen ¥ £ 75 N ¥l
sk FRYE ping WA FEIMEEECH o AFHEE W, WA EHLAE 0.005 72 (5,000 TFb) A
ping 7 10 MHbtik, NetScreen 24X —15dibnic HHbbE AR KT, FEEZM A PN TMAIEL R A TZ%E
HLE) ICMP [B] 3 Bk
Large ICMP Packet (K ICMP #43) : NetScreen ¥ L7 K& KT 1024 (1) ICMP .,

Tear Drop Attack (HiSH) « Wi UEAH T IP BMEMAMENAS . £ 1P akd, EIZ — A
fHo Y— MO PWBEES KN ZFART N —am e, SakEES, JFHIRSSHZAERAE
HANS5E RGBT WH NetScreen 7E R WM RIL T ZMA—HIMG, BEEFEER .

Filter IP Source Route Option GIJE IP JEEFHIETR) : IP WkfE BA A&, LR & diE Bl
i 2 500 S VR B P AN R O B Pl o e P b T e A T A R IR I 1 IP S R . YR ik
T ] VB DRI P ke A M2, I8 B2 (o] 21 HL B E (R

Record Route Option (it3EMEHIET) : NetScreen 4B IP LI 7 Geg& i) M, ki
FAoF B . DRI H i — RS R R %, AR LI T RT DL T R 4 1R R 2% f e ik
SR G5 R T7 T IS R




IP Security Option (IP ZA&MET) : METCN ENILME T —FFB, nki%YS DOD ZRIEAM L4
PE. rFE. TCC CHEATFFH 4 LK “AbBEFREMRAS”

IP Strict Source Route Option (IP Z#IEM L) : NetScreen B44EM IP XEIHY O W A% % ik
) B skl B RSt T AT B, wIAE ) H PR SR IR R O BT S I B S R . ik
Tk PR YR G bh BRI W SC B FEAL 1P DA 200K 8l Ao 4 B A3k RIS BG eh  i  —thok, JF H A gEE I R —
bk FR /R I H S B 24 A BE A B B 4e e (1 N — M OCE =ML,

Unknown Protocol CRANMY) : NetScreen ¥ #¢ EF 7Bk E A 101 B KAE B4, HAy, XLe
B BIRAR T, WIRE o

IP Spoofing (IP k%) : Xt il kR B A 0% 5 i 1P kR et By KGR I, 2R T 1K
Yo WRB AT IP K YmPiHHLHl, NetScreen ¥ #&a A H LW (HRXT IP ik EAT 08,  SKRHCAEIX P
o R IP HbEATERK 3R, WA VR B 115 Bl NetScreen W& #HATI S, JFHSEF K
EREA/ i) E= KO

7E CLI v, W] LA 7R NetScreen e 25 A7 B & V6 b a0t & AR BEUE IP Mtk CARNRTER E 1K), 491 2
127.0.0.1) H$: set zone zone screen ip-spoofing drop-no-rpf-route.

Bad IP Option (3R[JIP BT : Y IP Hd Atk i IP EIA R A SEIE TR ERIN, 25 fil & ik 1.

IP Timestamp Option (IP BJEKET) : NetScreen ¥ &8 IP LI 5| R h AL FEEIT 4 CHECMRED 1)
B,

Loose Source Route Option: NetScreen ¥ #5401 IP T4 3 (MABUERS HD (R0, Ik I 4 B A k42
BT R FB, ATAE ) H AR A A I PR A I DG BT EEAE () 2% S S o IO AR S Bk . RA SRV R
B AL P A AT e s (1) L e o 1R 9 G AT ART 2% ph ok 21058 2% ph R 6 R — il

IP Stream Option (IP J#iETH) : NetScreen ¥ #5E4M IP JE N 8 (il ID) (M. BRIt 7 My
%, HTAEA SRR M 4 th ik 16 7 SATNET Jibr R4




WinNuke Attack (WinNuke B#i) : WinNuke J&—Fif Wi AR, 0k — H gt 28 T FATA
24T Windows [ 1F ML 5t . WinNuke ek O 37 19 3% 42 ) = WL 1% 45 41 (OOB) Hdls — 18 ik |
NetBIOS i 1 139— Jf 51l NetBIOS # v H &, LR Z ST A, SBRFIUER,
fRRBah Ca kA

An exception OE has occurred at 0028:[address] in VxD MSTCP(01) +

000041AE. This was called from 0028:[address] in VxD NDIS(01) +

00008660. It may be possible to continue normally. (00008660. £ AJ B4k 4L IF Hia4T . )

Press any key to attempt to continue. G AE a2 gk EH21T. )

Press CTRL+ALT+DEL to restart your computer. You will lose any unsaved information in all
applications. (3% CTRL+ALT+DEL W] 224k 821817 # RPra N R R TRAAE S )
Press any key to continue. (JZ(F8E4k4E. )

R B H T WinNuke BB EIHLE], NetScreen ¥ &2 T #EA ) “Microsoft NetBIOS £ ifi k45

i 11 139) HH. WiH NetScreen ¥ £ KA B F'E T TCP URG U447, stk e mis . Mk
W BB PR 5 B Al IE M AS A LA 1E K 2E OOB 4%, RJGit&id B ErEimnt, e “HHEm” H
Hd g — WinNuke ik HE4H S

Land Attack: “[lith” Bdpkt SYN Bodifin IP W2 & 48 1, HUGE AOR S 3257 1P ik (115
PE SYN B4, CREHAEDY H AR IP bk, wik b 1 RishId . Bl R gadnd m B DA% SYN-ACK 4D
RIEAT R, RN AU D2 HERE, ZIERK & HIRFFRIE R W I b [ REGEHEAR L 2 (13 ol
PIER AR ARG TR, T2 DoS. WKk SYN Z M B EALHIAN 1P I /47 i it 45 575 —&, NetScreen
BEAR 2 BB AT S I A




e Malicious URL Protection: )iif] “%& URL £:ll” K, NetScreen &4 ML HTTP EHra il
H5#HTH P e XA TR MHICS R AR B . &S A E 7 s,

*  Block Java/ActiveX/ZIP/EXE Component: Web [ 7 n] fgjm 5 % & 1) Java o ActiveX ZfF. F5E
LG, X4 applet 2 7E B HOTHEHL L2 i i R T #5 . [AIRE, R U AP AC T 005 5.2t nJ DABSRAE s 46 3¢
- Can zip) AT Cexe) XA, R4 X HE HIX L4 R BHZE R, NetScreen i % &4 A &A™
FIAGE 2 BNZ I O ) HTTP (k. SR A Sk 1 1 9 25 28 0 2 A FR v BB Sy A 0] H 121
. Gn BN KA ActiveX. Java. .exe X .zip, 1fj H.%5 % NetScreen ¥ £ fic & b BH %€ iX S8 41 {4},
NetScreen ¥ & FHFEE L. WHER N ARSI < )LD ” » A SRR E 44281, ) NetScreen
WAL A v ) SRR an RS2 ActiveX. Java. .exe B{ .zip, i H#% NetScreen % %At
B O FHLZEIX LA 1, NetScreen X £2BH ZE 411,

e Deny Fragment: G0l i A ] (1 I ZE I, A7 I 06 250 3 9 24 11 e KA B sr. (MTU) 44 3560 43 s B /N 1T 38
gy WD o Blg wRESFIA 1P M B SEIL R B FF A AR s, I IP R T B . M H
PR RGO BIX BB, R EE RN BTV AL B, KBS RS, WA U YF NetScreen ¢
g X B B IP WA BB 0 %I BB LA B B I BT A 1P B0 s

2. FRRPPRSINER MR, WORBOME R S L, AR AT DL E A R G L.




Sef5l: SYN iz

MM =T5 B, ME BN =748 T, @ —4 TCP iE#: A [ B &ix SYN &u; B ] SYN/ACK H w4y
N SRJa A X ACK B IEATmA N . SYN JZ i Bl & A th3E K ¢ “Hkw 7 ) 1P Jthl (AN AE BN W] 2ITE 1
HED H9 SYN /0 280 A —uk il 7 K] SYN/ACK S AR axX Se il HEAT W N, AR5 4547 i B K] ACK 40, KA
SYN/ACK 4 A3k BIANAFAEEA T BIL 1) 1P Hudil,  Fr LUBATI AN 243 20 Wi . T i 24 I

. B IP st % 201.10.24.6 )
bR 1P ikl A LA S 7 ) 90 3t
201.10.24.6 == 245.20.26.80 Ji% SYN 1.
LR BIA
IP Hizhit 245.20.26.80 [sw]

snck]—— U R
NetScreen ¥ £ [n] W9 P 1135 1P #h
HE &% SYN/ACK 3t G 3E 47 W WY,
FEEEAF I N, B 22 2B

=

SRV ES N N S e ]

ML R B 55 e BCE W LHERRICTR S8 NI, Mok B B R s G AL A G X e — HLEpi X OR i JovA gk st it
1SR, JF HnlREROA EHUIRIE RS, JORRFN AR, Behi CAEENUR B, JC# AT IEH 3R E. SYN iZ K
it MR R4 55 (DoS) i




SYN Z i B Ry

NetScreen % 7% nJ LUK REFP B soVFd ok By kB8 1) SYN EaE0m AR Sl ik 3% ﬁﬁlﬁ NetScreen % % FF4H 1Y

HFEAN SYN B4, b HLA % SYNIACK W [3 46 o 56 ) JE S A7 A 70 JE R A o A 58 I JE H A ¥ AE BA )
o HLRDERSE R EUE K .

R RERY, ST SYNIGAE, NetScreen w25 C& - HCHEE SYN H44.

R B
YU ‘
B .

svn ]
b SYN .
> —
— . —— a2

(EPSSkiizes
Wil LAN.

. [F2k NetScreen-1000 fCHIFTAHEA R SYN HH43, AT AT 5 3 B i S E .




2N AR, BRI O 5e i,  mdEgesrki SYN 4.

ARELE RIS

\-5 — X
N==_ LSV \> &
SRR
SYN 5. BrivfE B
Jo: 35 LAN.

N A T2 I 2% L, AR s = R T
VERB: [CHIE B E W SR A1 T 5535 SYN £ 221900 FER G H TG WS TS B0 . IR FEWE N (5 B 18
[ 5) EFF.

WebUl: B /F SYN ;Z 4 RiA

Network > Zones > Edit O T-ZHLMISH X B ) > SCREEN: ¥ A\LLFiE, RJ5Hd: Apply:
Deny SYN Attack: i%#%
SYN Attack Threshold: 20,000/Sec .

YEB: Wil WebUI, #n] Ll & NetScreen i #7441 CEE A i I i i 77 A - .00 CLI, 5 ] L i &
BAIYK S B IT 1 LA AR TR 1




1.

ClLl: 5/ SYN ;Z B TR ENK SH

o H SYN iz il Bt R4

ns-> set zone zone screen syn-flood

BT ARCE TS HORAEUR 5E B SYN 4%

Attack Threshold (KIS HMED - Wud SYN AEEHLHI P A& R PR SYN B %, B LUK I 58
WE AT, BT T el fOB R, DI HBCE & i e B, e — AN o
Pl 20,000 /> SYN B HE 3R 50l i, AR M FHE B 30,000/ B2 2 — Nl AR o i 2
20 > SYN HAL) /sl i, W APRE I FHE N 40,

ns-> set zone zone screen syn-flood attack-threshold number

Queue size (BAFIKEE) : KGRI IEBAE K AT, ARHEIEB PSS RAT R IEE . A
FEEBRR, NetScreen 5 £ 5t 77 22 HE KK IS TR ARG L A, LAk 25 AQH I 7 SK VT AL 145 2% ACK M Y. o
XM ORI IRIER AT HE, i T IR AR S R I TR AR AT iz i KT N AT AR T 32 IR 50 /N ) S 38 1
], Fr A P A 2 B AEA BR R AN ]

ns-> set zone zone screen syn-flood queue-size number

Timeout GEF) : EFFIP TR IERZ AT EACK ] . G 20 B2, AT LKZE INE B E R
0-50 #b. %rr LURHE ga ke, HBIAIEIER K &0 NI A ER g L. 1 (20) X T =J54
T ACK MMM 5, AR T N E .

ns-> set zone zone screen syn-flood timeout number




Alarm Threshold CEiRIEAE) « SEMPMCBLI o8 USRS, BN SE “HPER” HETIMA—&%E
o R SR E, SRR AR 58 OB HHOR LB N, il . i, Wi SYN IR
FHE W A REFP 2000 4> SYN 40 HZ R 1000, JIEEF B SYN S0 S e 778 2 3001 I, A oxfilik
WIS ANHE . TR

1. RERDAR P L SRS ELR (1T 2000 > SYN J5b40 ] i ik By ks o

2. fEF—®W, B kKEEARES I 1000 /> SYN Ef £,

3. % 1001 MR (HUZAP A EIEE 3001 MR KD 2l B4R
WRBG AR EE, W) “FAPEAR” HER A — AN Bel SR E B B ik H SR 2
ns-> set zone zone screen syn-flood alarm-threshold number
Source Threshold (JRIlEFE) : M\ IA—Y8 1P dhhl kb KB sl LR IESIE — H 1 IP Mk, #tnr

AEK L DoS Hiili. BEILIRAVFIEIRE1E NetScreen B &A1 SYN ACHHLHEIRYT, MU IP ik 21 1
SYN Bt . (Bl FE AN AR IP ik REFP 4000 4> SYN B4, )

ns-> set zone zone screen syn-flood source-threshold number
Destination Threshold (HIGFME) : M FE-—J5 IP Hubik k26 K EHH sk R 26 20 [F— H 11 1P Huhik

i, BT AES &R DoS Biidi. MR fa Vi Hi 2 71 NetScreen 4 #14T SYN FREEHLHIFT, MEHAH K IP
Hunib e 2K SYN B (B IG A8 B4 H 1 IP dthkAEF> 4000 4~ SYN & 2. D

ns-> set zone zone screen syn-flood destination-threshold number

Drop Unknown MAC (EFRE1H MAC) : 4 NetScreen &4kl 5] SYN Bdiif, ‘&S A TCP
R K . HE, R H P MAC sl AFEH MAC 3RF1E T, W4 TE W HiUK) NetScreen e # A REACER
TCP &b K. BATHOL T, FIE] SYN Uik HAb 1T3& W11 NetScreen &4 ¥ L VF A7 K 41 MAC H:
iijLEKJ SYN Eftuidit. &l A IR/~ & 5 3 5 A AR50 H I MAC Hihikff) SYN B4, A & ik Ham
i,

ns-> set zone zone screen syn-flood drop-unknown-mac




HiE X B
HHIE X B AN e AN RIE R O TR B, TIE X By 2 X BRI, JRE S E ARSI, NetScreen
g A R A R A A B X BOR A5 R 5 | 1) il i 1 ST I TE X B Untrust-Tun, &5 Untrust X Bl SCK .
s rT DL LI X BT K LR B3 e e X B, AR R G LI R EIX Bl K e — MBI B

BT, SEINIK B trust-vr B e TR BRI, (L th T DUKSI A B R B B B R B

4. WRESIHEM RS LIS Untrust X Bt {HE, S RGHA B CHIT Untrust-Tun X B,




EEREXERMBERXEK

Layer 3 (25 3 ) 8 Layer2 (32 2) X BGHIEX BAIE . & SORIMIBR 17 AH1RL .
TER: A BEWNG: TE X T2 X B TIE X NTHE X, A 7] LG e

B XE

LA Layer 3 (38 3 J2) ki Layer2 (5 2 J2) LAXBEGMiEX B, #HH WebUl 5% CLI:
WebUI

Network > Zones > New: #i AL W%, K5 5T OK:
Zone Name: X Bt 4 Fk°.
Virtual Router Name: 3% £ 22 7F i 1 358 38l b s X B R #0034 i #8 o

Zone Type: i+ Layer 3 i —/NMX B, wILLKEAL T NAT sl b X i o
ghw BhzX B, L Layer 2 G —NX By, nl DU AL T B AR B2 O 48
B RZIX B, A8 IE X B IR LY e B A B, 1 IE$E Tunnel Out
Zone, #RJ5 N FHFIFR IR R AR R EIX B

Block Intra-Zone Traffic: 145t 126 10w 3 8 [7] — 22 4= X B AL 18] 1945 5
Wilo SRETDOL L, ZEHIX BN 81
CLl
set zone name zone [ 12 vian_id_num’ | tunnel sec_zone |
set zone zone block

set zone zone vrouter name_str

5. Layer2 (3273 Z&REMAFMBHLL “L2-7 JFk; i, “L2-Corp” & “L2-Xnet” .
6. g Layer2 (52 )2) w4XE, VLANID 5408 1 GfF VLANTD .




2 el X B
PG e A X B EEIE X B 44 R, Bl OB X B IR R IX B, ISR ERZ X B, AR5 T LUME S R B e
15 AT LA SO DX B PR DX B P R SR R DA% P 25
WebUI

e X B B

1. Network > Zones: H.i7 Remove ] -5 M HAA BRI 22 45 X B alal i X B, mlon T80 0 2 H R 38 X BT
THIEXBD .

2. YR, R MIBREAE AT RN, #d Yes.

3. Network > Zones > New: #iANH KGR EKE, RinHd OK.

BB o4 [X B PR ER 1401178 101 2l B A% FH 2%
Network > Zones > Edit (& T2E M B « BIALLTNZ, K559 OK:

Virtual Router Name: M Rz, EREDR X B 8l 31 H i i e B3 1)
R 28

Block Intra-Zone Traffic: JA I, & ILEENE. 2EHE, BHER.
ClLl
1B X EE & FR

1. unset zone zone
2. setzone name zone [ 12 vian_id_num | tunnel sec_zone ]

7. MBRIXBLRT, AUGARER T 90 E B E kI .
8. HAIXBUAREILR th#s 1T, A ZUEMIRIRE S X BU T A # 1




5 O (X B P B 4178 T B E FOA B FH 2%
{ set | unset } zone zone block

set zone zone vrouter name_str

AR (X B
TR A K B B, T B A
WebUI

1.  Network > Zones: il Remove CHf TR KX B &
2. YR, R MIBREAESAT AR, #id Yes.

CLI

unset zone zone

9. MBRD<BLAY, ZUSEHRERITATI0E B E M 1. SRR O S BRI RE, 2% 89 vl B R LG E R XBL” .




Ihee X B
SR THERC B, A NUll. MGT. HA i Self., 55N B (eI T F R, 1 F .
SEE: LY MGT I HA (XL BHELT, (/3805 U S R AT Y

Null [X EZ

BEIX B H IR I A7 i B 90 s 2T e X B 1 .
MGT [XE%

X B A AME FIRE O MGT 11 EIX B
HA XEg

BB IX B 2 ] F R 1T HA F1 HA2 17945 = X B,
Self [XE%

PR B S T PR B B L 4E E X B, 24k HTTP. SCS 85 Telnet i#£$3: %1 NetScreen ¥ &1, mtai&ER:3| Self
X B,







IS FIE R RS

5 IR IP A5 BN AL B2 AL B IR . B2 AE OSI AL M4 )2 (Layer 3 (5 3 )2) ) b T
VER 28 B % o KRS T 2% 2 AT % HHE T RE M) ScreenOS 44, A/ 47 i th e 356 1) 3L AHE & I kiR NetScreen
WHADRs 2% PR PR R SR e B L 7= i h
ENEROE T WP
o B2 UL LM “HRHERLRE”
— A 56 U L “EghR”
— R 57 TR “ESHIERML”
- H57T LM “BRHER”
— 57 WM “ESHPtiER”
e 58 T LM “CLI HHHIIAEIM KL
— 58 Ul R “ar g
e 561 1 LM “NetScreen %+ 1K) L s ”
— 61 U R CRLE RS
e 651 LM “HihR”
— 65 T kM “ESHEREE”
o  FT7ATLLM “HEBFEHHE”
— HHT4AT LM CPEER K
— 76 UM “EEHFHAITAN
— T UL CEE AR
— ZH 80 U LY “UEE M HmIES”




fzg=shvid 2 PuK s

AR —FEHLAL T ARG S — 5 EPUIERQR, SRS A H LR hE . = d 2 Y B,
SRz H Pk i 2 b 1 B AT ik REA T LA . S i SRR L R P R B IL Rt L, e e B ik th &
iy 4k

A MBNZS PR R IE RS ISR A LRI, IS B O 0T Zh e B R i3 it th . XK
IR, AR T TR E YLD i b2 A VISCPR 10 o Bh7SHE T FE PR S0 VR 25 A5 A Hh X 2590 D 254 L Ae 1
AR SR T A T T AL M 4 A AR AR, A S B e AT B K




MR EE S T AR EESES fER et . o TAET U], BN 1 2R E B AR RINL 2, I al T
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nfLM#EH “NetScreen Web PHFE’?E” (WebUI) 5 “NetScreen iy 2471”7 (CLI) SRS & MERLES th 8. AT KR
vt 5 AU th A Bl & A S CLI e SRR ot .

HIxRAEH CLI (1 EgifE ., 12 NetScreen CLI Reference Guide.

S IR 7
7E NetScreen CLI H, 0] DL 2B 110 R AN AS TR 0] SR AT fy 2 AN B 4% i1 B S 8. v N T A AN o)
e

o WY MHZAwmL
o IR, {EHIA RS

EREIITHS
U RGHORFE A 8 L (I “ns200->7 ) I, AL THRGE. TERRLEEA Ay A 0L BRI B e
RS TR TP PR S L

SAEMRP BN A2 JfFTiMT e, AR b B O AR R W R R S L AR G a4 B, NetScreen
WA TCIE B R X 2 %weT“ N SEZ B0 S Ban, ARSI E A X 10 HRATR AR X SR A () OSPF
D, 2B e A AN BL R i

ns-> set vrouter trust-vr protocol ospf area 10 stub




AEINERPITH L

I R i 2 P IR B B a2 BEANTEZL S G, St vl DA B Bl A B FZ R AN DS S P s . wiltn, 8 n] DAE N R
FLRS tB 25 A5, 5100 trust-vr 8% untrust-vr [3R5S . 2E1% R0 B 28 I3RS A, S8t vl DARE N B F 3 B S A 55—
OSPF =% BGP.

EILIEE SR INE

A DO AEAR AR AT T BT B i A SR E N REAUL IS T A5
ns-> set vrouter vrouter

Bl

ns-> set vrouter trust-vr
ns (trust-vr) ->

F AT N THRAT (ns->), A4 (set vrouter trust-vr). % AT MHUTEIR, R CUEN T M
IR FSSEREE  (FERIT, A trust-vr JEPIEK FHASEREE) o W5, 765 471, BREGERG, B8R Bk
HES IR BRI, TR WA SRk vT LU 2 i i A (348 5%

= abri 2 nISEY Vi

E REALARR FH A8 PRI T A LAE i ) DLRE N HH e 46 00 A B3
ns (trust-vr) -> set protocol {OSPF | BGP}
i

ns (trust-vr) -> set protocol ospf
ns (trust-vr/ospf) ->

AT T RS A8 (ns (trust-vr) ->), JaERfT4 set protocol ospf. 5% 47 &M CHEA Tk Hk ¢
PSR (OSPF).
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ns-> set vrouter trust-vr protocol ospf area 10 stub
rAT 2 GRS 1% i FEph SOA5)
ns (trust-vr/ospf) -> set area 10 stub
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-4t NetScreen W4t FLVFHSIR T A8 I PIANTIE SUHI RS th o 4h, 67T LLAIZE [ 2 ORI 2. 1A LU 8
SO AL 2 K BT A 7 B T M. X T FiE XK trust-vr F1 untrust-vr, &SRR H2s ID. Kb H . &%
FCIEIAE, DL (T trust-vr)  — J5 FHERAE A % p A= C B 1982 11 B 3l 1) untrust-vr 5 H R H
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HOPTAIEE .

S DL 52 D B AR 11— SO 53— A, LR, D AUGRSIR A BT . R G152
AR B MRS E T AN, B0 2 %, IR Py B0 i)

$ REMBRTIE AT untrust-vr R trust-vr SRR 48, (EE ] DUNBRATAR] FH P e SR REFLS 28

&nf uuﬁf@?l%ﬂﬂ%&TEﬁE%EE%%EPX%%EI’JBE'W(E%EE%&O IR REA B T BB AU th A i P BE, U HOERS R
ﬂé FEIRXPF RS, e R AU A ) e T KR i

effl: tIEBEXERKBES
EZMZEP BRI —N 400 trust2-vr 1 B SUBPUE i #%, R4 HAEh 10, 1 H 3 M T 1 untrust-vr 53l
5

WebUI

Network > Routing > Virtual Routers > New: i AL F%Z, K5 OK:
Virtual Router Name: trust2-vr
Maximum Route Entry:
Set limitat: (%&£ , 10
Auto Export Route to Untrust-VR: GEH)
Use system default: GEF)

CLI
1. ns-> set vrouter trust2-vr
2. set max-routes 10
3. ns(trust2-vr)-> set auto-route-export
4. ns(trust2-vr)-> save




SEfl: ZUUEMBE AR
FEAMI, 5 trust-vr FOBCRBE 4 FLAISECY 20.

WebUI

Network > Routing > Virtual Routers > Edit (X} ¥ trust-vr) : HIALLFNZ, RJ5HT OK:
Maximum Route Entry:

Set limit at: G&EF , 20
CLI

1. ns-> set vrouter trust-vr
2. ns(trust-vr)-> set max-routes 20
3. ns(trust-vr)-> save

e BEMIEHSIHER XE
TEAGF, IS4 h “Xnet” B & XX B4 5E 3] untrust-vr,
WebUI

Network > Zones > Edit (X} T- Xnet) : M Virtual Router Name | $7 %1 % 77 1% £ untrust-vr, %X 5 55
oK.

CLI

1. set zone Xnet vrouter untrust-vr
2. save




SEfl: HEREMBEHES
EABIR, EEM 2 “trust2-ve I SR B .

WebUI

1. Network > Routing > Virtual Routers: *J7 trust2-vr, #.i; Remove .
2. HHPEER, EREMUMBRERIER, Hd OK.

CLI

1. unset vrouter trust2-vr

2. YHBHER, WESRE UM ER/ERS (vrouter unset, are you sure? y/[n]), A Y.
3. save
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trust-vr F1 untrust-vr % i % mH B A 45 5 H 0 R 25 kR0 28 4565, LUK ¢ 1P Mkl 43 11° i 75 B, NetScreen #%
Bl E AT B g R A1) H ER:

untrust-vr

NI ETR A S

3.3.3.0/24 - (s AR A 2
DMZ [X Bt 111 2.2.40.0/24 -
DMZ [X Bt 111 2.20.0.0/16 -

frust-vr

5. HRAE trust-vr s 20 Fra bk A6 N ) untrust-vr
Trust X B H11#) 10.10.0.0/16 1%
Trust X B H11#) 10.20.0.0/16 1%
Trust X B H11#) 10.30.1.0/24 1

roobd =

© N O

YEB: P TAE #2250 ethernet! 2552 Trust X EF. /4 ethernet2 252 DMZ [X B¢, J% ethernet3
7 Untrust X BE. B2 IP Hitil50 2 10.1.1.1/24, 2.2.10.1/24 £ 2.2.2.1/24.

3. XFRE B RS H, WEAEEAY. WSEIRE TG WAt v, Mgl TR A 2 A 4 H I, NetScreen B K R A
RANEREMEMAH. WAEO, THROUGEER Db, 2 Asied RS H, RSEHEEEE SR 0, MHI 2 st i sas AL 1.
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WebUI

Untrust-VR

1. Network > Routing > Routing Table > untrust-vr New: i A LLF A ZAIE B A a5 MG, KRG %8 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (EF)
Interface: ethernet3
Gateway IP Address: 2.2.2.2

2. Network > Routing > Routing Table > untrust-vr New: #i A 51} 26 NetScreen %477 £ 1 R GRS kAT
WREH, RJEHE OK:

Network Address/Netmask: 3.3.3.0/24
Gateway: (EF)
Interface: ethernet3
Gateway IP Address: 2.2.2.3
3. Network > Routing > Routing Table > untrust-vr New: #iALLFR%, K55l OK:
Network Address/Netmask: 2.2.40.0/24
Gateway: (iE#%)
Interface: ethernet2
Gateway IP Address: 2.2.10.2
4. Network > Routing > Routing Table > untrust-vr New: #iALLF A%, R)5H1 OK:
Network Address/Netmask: 2.20.0.0/16

Gateway: (iE#%)
Interface: ethernet2
Gateway IP Address: 2.2.10.3




Trust-VR

5. Network > Routing > Routing Table > trust-vr New: #iALL FAZ, K554 OK:
Network Address/Netmask: 0.0.0.0/0

Next Hop Virtual Router Name: (G£$#¢) ; untrust-vr

6. Network > Routing > Routing Table > trust-vr New: #jA\LLFH%, K5 Hdi OK:
Network Address/Netmask: 10.10.0.0/16

Gateway: (iE#%)
Interface: ethernet1

Gateway IP Address: 10.1.1.2
7. Network > Routing > Routing Table > trust-vr New: #iALLFH%, K55 d OK:
Network Address/Netmask: 10.20.0.0/16
Gateway: (iE#%)
Interface: ethernet
Gateway IP Address: 10.1.1.3
8. Network > Routing > Routing Table > trust-vr New: ¥ ALLTF A%, ARJ5Hd OK:
Network Address/Netmask: 10.30.1.0/32
Gateway: (EF)
Interface: ethernet
Gateway IP Address: 10.1.1.4

YEE: ZEBRAH, 5910 Remove. =T —4% “ZGWE", FENEBEHUBGEE. Hid; OK 24,
a1 Cancel 1 HEF .




CLI

© © N Ok 0N

set vrouter untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.2

set vrouter untrust-vr route 3.3.3.0/24 interface ethernet3 gateway 2.2.2.3
set vrouter untrust-vr route 2.2.40.0/24 interface ethernet2 gateway 2.2.10.2
set vrouter untrust-vr route 2.20.0.0/16 interface ethernet2 gateway 2.2.10.3
set vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr

set vrouter trust-vr route 10.10.0.0/16 interface ethernet1 gateway 10.1.1.2
set vrouter trust-vr route 10.20.0.0/16 interface ethernet1 gateway 10.1.1.3
set vrouter trust-vr route 10.30.1.0/24 interface ethernet1 gateway 10.1.1.4
save
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FEABH, FEE*ML?%MVH%DTIT]EI’J?I_JEP FTP g5 a%iiid VPN SE RS B B EBE ik
HT, RS BT IS AR LA 5 | 1) JEAT R 55 e i £ 1 9 80 P4 i e o

Trust 11 Untrust $% 1 FTP Hi455#%
ethernet1 ethernet3 172.16.1.5
10.20.1.1/24 210.20.1.1/24

Untrust [X B

B KM

[ O ‘
VPN Tunnel -

Tunnel.1
10.30.1.1/24

Ay
210.20.1.2

WebUI

1. Network > Routing > Routing Table > trust-vr New: #HALL FH%Z, K5 Hd OK:
Network Address/Netmask: 172.16.1.5/32

Gateway: (EF)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0

YEE: 7 tunnel.1 {11 F# Interface F #7011 #&H, HELZ05E6)E tunnel. 1 £517.




CLI

Network > Routing > Routing Table > trust-vr New: #iALL FAZ, RJ55¥d OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3
Gateway IP Address: 210.20.1.2

set vrouter trust-vr route 172.16.1.5/32 interface tunnel.1
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 210.20.1.2
save
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ehl. REEE
ARG R, B AE trust-vr ERIEE B 2S EEIEE N2 “tmap1” &% HEE, ©MFESh 1, dESSHRCE
111111111111 (WEE TR ERL, IREBRCE 5 N H FILA ZAs iC A8 1 E AL .

WebUI

Network > Routing > Virtual Routers > Route Map > trust-vr New: #iALL FAZ, K550 OK:
Map Name: rtmap1

Action: permit (i£F%)
Sequence No.: 1
Match Properties:

Tag: 111.111.111.111
Set Properties:

Weight: §
CLl
1. ns-> set vrouter trust-vr
2. ns(trust-vr)-> set route-map name rtmap1 permit 1
3. ns(trust-vr/rtmap1)-> set match tag 111.111.111.111
4. ns(trust-vr/rtmap1)-> set weight 5
5. ns(trust-vr/rtmap1)-> save
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PP REE UL 1 2 2 T P 5 R8T 20 e 32 PSR- RT3 AR o S4at 28— R UL e s v i) LR UL e 2 3
YT, B ZIUEAT S RN (R AOLE 25 ) AT S AU, 32 e ik Lt A n 2 it e b o iR
AV R A AT S AN, 0] e S P AT it e IR s o B FC i R b

%Hﬂﬁﬂaﬁﬂﬂ JEFDLS HH R AR VR ALK A T ARSI L. NS EHIN, AL S s TR I R UMK AR
W Z A5 DL o

B TEOLF, AE trustvr FJREG h2H. dbn] IRCE M€ SO RIS th &, DU B 30 1) F e 40U h 4 3
B H o ME%r E EBGEREBIAL T NAT U4 1 AN T

TER DABC & — AN AL 2, A n) DU AN e R A0L 8 bl #5311 % 1
sefhl: IR ES H AN
EARGH, BB AE “rtmap1” IR BGP 1E i I EML, G —A M trust-vr 2] untrust-vr 1S 2%
¥ 5 R
WebUI

Network > Routing > Virtual Routers > Export Rules > trust-vr New: #iALLFHZ, K5 %d OK:
Destination Virtual Router: untrust-vr
Route Map: rtmap1
Protocol: BGP

CLI

1. ns-> set vrouter trust-vr
2. ns(trust-vr)-> set export-to vrouter untrust-vr route-map rtmap1 protocol bgp
3. ns(trust-vr)-> save




seffl: FBrREEHSH N
EARGI, B MERE HE “rtmap1” M trust-vr 2] untrust-vr 115 H R

WebUI

1. Network > Routing > Virtual Routers > Export Rules: X} & rtmap1, #.i; Remove.
2. YHIER, WEREUMERERER, i OK.

1. ns-> set vrouter trust-vr
2. ns(trust-vr)-> unset export-to vrouter untrust-vr route-map rtmap1 protocol bgp
3. ns(trust-vr)-> save

e SIERBESATN
EARYI, FEHKBEE “ospf-to-trust” Fl OSPF #i8i% & —/N M untrust-vr 2| trust-vr 4005 25 10 % B S AR
M (ARHMER & CEAIE T “ospf-to-trust” K. )

WebUI

Network > Routing > Virtual Routers > Import Rules > trust-vr New: AL A%, AR5 Hd OK:
Source Virtual Router: untrust-vr

Route Map: ospf-to-trust
Protocol: OSPF

CLI

1. ns-> set vrouter trust-vr
2. ns(trust-vr)-> set import-from vrouter untrust-vr route-map ospf-to-trust protocol ospf
3. ns(trust-vr)-> save




el MIBREEAS AN
FEAG R, BB IHER A untrust-vr 3] trust-vr FLI% IEh “ospf-to-trust” (1) i1 S A FN).

WebUI

1. Network > Routing > Virtual Routers > Import Rules: %} T M\ untrust-vr 1| trust-vr H.% &4
“ospf-to-trust” . BHCh OSPF [FiE% 2 AHN, Hi; Remove.

2. AR, WREFIANERERAIER, Hd Yes.
CLI

1. ns-> set vrouter trust-vr
2. ns(trust-vr)-> unset import-from vrouter untrust-vr route-map ospf-to-trust protocol ospf
3. ns(trust-vr)-> save




= EIELES
Vi) F3 R — 21808, T8 %0 NetScreen ¥ #% U VFEAE 4MB L8 rh o 2 C &7 i) 5126 DL o/ sl 40 % v 10 4 2F
I, AR E VTR 1% ID.
seffl: FEFIREE
FEARB, BBEAE trust-vr EAIEE— N5 R F)3R . 1% ) 5138 HAG LN RRE:
o ID: 2
o HRRA: permit
o L VE IP Ml FIN 28 Fehd: 1.1.1.1/24
e JF5:5

WebUI

Network > Routing > Virtual Routers > Access List: > trust-vr New: #iALL FANZ, RJGH 4 OK:
Access List ID: 2

Sequence No: 5
IP/Netmask: 1.1.1.1/24
Action: Permit

CLI

1. ns-> set vrouter trust-vr

2. ns(trust-vr)-> set access-list 2 permitip 1.1.1.1/24 5
3. ns(trust-vr)-> save




B RHRMIER
H R LIE g I 2%t R EOBCE, e fs R EIETL HARP M S AR g . S BRI, R0 i as
ARz IR BN b MR DA — mak gzt th i B » R S e T ke 4Ulitg h ke DL 56 i
RN e IRILIERAE (HE 0 %D AUOE Tt gl Gz 0 ED .

I DL LR RAE, R B s B L%,

YEB: X TFAEM BRI ] (UIERES IS ), UIEREE HIEER KA T, BRG] B i 6177, (HAEE

FrFHNZEE 12 (X TR EE /) BRI RN, #HILER S = A5

e wERBMIER

TEAM T, B M ATAT “connected®” B 3G UL N 4, X6t ALV N3] untrust-vr 118
WebUI

Network > Routing > Virtual Routers > Edit (for untrust-vr): # AL FH 2, SR)5%di OK:
Route Preference:

Connected: 4

CLI

1. ns-> set vrouter untrust-vr
2. ns(untrust-vr)-> set preference connected 4
3. ns(untrust-vr)-> save

o B AN 1P HHEAE B BRI S LR D, i AR .




R ATES R O TN AL X B A TS B AEM AR B 2 e X B, 0k — AN
HgE Fh X B, WiRe 2 Layer 3 5 3 20 KB, e 0Bl —A IP Mtk SRJ5, 20 E VS R URAE X B Z 1A]
N AR 356 2R T Sk . Al 2 RIR G — DX B, (HEARRR N L i 2 X B
ARFEAFE DL B4
e H83ULLM “RriZAy”
- 83U B “AeXEEN
- H85 L B “IiReX B
— 86 L Ly “uiEEn”
e 87 UHLLI “EFEEN”
e B8O LM “WEXRAEXBREN
— 3589 U LY “HEOYE R B
— 90 WL L “HL3 (FF3)2) wAaXBHM e Uihhk”
— 93 W R e BREREE g
- FH 94U LW “BdEn”
— B 95 L B “Algrin”
— 396 ur B MR
e  HO7 WL LM “TZIP HhhL”
— BT W L “ gt IP HuhbJE Tk
e ZH99 Ul B WG IP Huhk”
— 5100 WL L) “MIP 1 Global [X E”
— %110 1 LK “MIP-Same-as-Untrust”




o H S UL “HUIP Huhk”

- {115 7 L) “VIP A1 Global [X Bt ”
o B 125 WU ER “BhE 1P Mk

— 55126 GO L “m bl

— 9129 s By “PEFE IR DIP”

- 137 i Ly “DIP A4

— 2141 GUER) “FAT DIP ik




EORE
AT FE %A X B DREX BOABIE S H o AT R UM R PHT IXE L R, W25 87 il ki) “&FHEN” .

ZEXEEO
WER A VR0 F R0 TF 11, TS 5 LR S0 X B 09730
Y3

NetScreen %45 14N L R x — M EEEE I, HOZ e A FOR TSE E . WIEE: I AR AR SR T L 4kl
T O THELE NetScreen W 5) M 1S4, #ltn, ethernet3/2 u% ethernet? (il 3 7L LI “ 4 X B
07 ) o a0 90 B AN DR 2 X B, (5 Bl iz AN X B . a5 R iEy
) Bl H X B

TESCRENT “H B XEhe” 71550 NetScreen w45 [, =/ MBE LUK W2 B TG0 5 21545 2 Layer 2 (58
2 )2) X B — V1-Trust. V1-Untrust #1 V1-DMZ., /™42 109652 20N X B R B g . (A RZ X B
PITVEAME R, ESH 2 10 R “Z2AZEXE” o)

FHO

TREO, 5YMEEOMN, B4 RRE R e X BN O, B, B O s R RE O . BN R
FHOMILE TP SR TR se, FIbemare e QA ey, #lin, ethernet3/2.1
ethernet2.1. (WS 3 W BN “weXEBdEN” o)

ALK 4 V9008 BT X B 3B K4 L1908 BI04 LR AR IR X By, B L8058 BRI Br. (A OCTESIE
B IS 89 UL “CRERIRE B B A 6-19 TR “& XF4% AT VLAN #7127 . )




REEO

2R A TX

NetScreen-5000 R 5ISCHFR G H . BEHLEWASZ MR D RREE, bR MRl L2470 FH i ) 58
HRO P bk fE R . Wl SR G, T RIS A 1P sk r R gE . R, W RS —A
DRI, LR D AT AR S A AT R — EAR AT R 11ty i b BT 2D

YEE: HHRFELSE NG E, 1720 NetScreen-5000 F 41 %3552 P46 o

— A4
LREO

AU AN B Q4R e A iR DNURTEE D, REFER I e 2 e X B, WA ZE O M EOR
MEREO, FFAERFIURZEOMETAE B. 59— MR 0 78 5 B 0 DA s R & e D . an i)
ﬁi%ﬁ%, ?JﬁﬁﬁiiﬁﬂB‘J%Eﬁ;ﬁ@]?ﬁ%ﬁﬁﬁﬁ%lﬂ, R D B . TUAR T A IR AL T A B & P
FE DRI AT U4

HER: HRILRIZNTHEN T, 1GSPFE 7-41 T LR “ZEXBIURZ .

EilrEEO

Mefl e 0 (VSI) 2 E sl HE (HA) B0E1T, P9 NetScreen i & T2 i RE L %2 42 1 £ (VSD) 2 11 i fild5%

Mo MZA VPN {5 BAEH VSI 6 1P HulibFl RSl MAC sk, #RJ5, VSD B B i 21 2w C 20K 1% VSI 452

P O FEOSIUAED . 1 NetScreen W44 7E HA BT, AU BEAE B 2% & 2B WU 1) o B

ﬁfﬁﬂ‘%ﬁﬁ&%ﬁ‘]ﬁ%&%&% L0 2 — Ak 2 NIl 4 & (VSD). K 048 2] VSD J&, stam Rl Eile 4
1 (VSI).

Note: 775 VSI XA 41175 HA 2R VSD — & EH T i#E76, 207 7 25 “NSRP”.




hee XEx3E O
DREX BR BT, fltn, “ASR” M HA, BN EE LB,

EEEO

7E—LE NetScreen ¥ #% b, W LA ML) BE: L — B (MGT) #e ) — S RIRE, 35 B B H LI 45 1
FUE R e R DA R Zs F S R ot ORI T B e, IR OR TR E I B B

TR ARIEEHREN G, FZh7 3-1 J LA “EH.

HA ##0

HA £ 026 1 HA Dhfef 8t 0 o AR AT LM “wmn] FPE” (HA) 2 1¥) NetScreen 8245, nlRE A ik s ik
e, ABUURABER . AILRAY, ~DRsaB Tk, IATMgi K. VPN FIE BB Ihbe, oy
BT LR B, WH AR BER A MR B K Ba T . IXE RS [ ERCE . IR ORI P K
AR E B R A ) e o I MBS/ BENECE . XFACEAES 7 &, “NSRP” HAG R UL

JEBIHA O
TR HA #1016 NetScreen 4 [, Bl vl FIME (HA) ¥ 4R FE I Th RS . T 3%H HA 5%
L H B SE B 1, DR 0 Rl HA” 2 V058 B4 B LUK 3 12— A FH R I 48 2 1 495 5 3
AR BARRII T, B 040 ] HA X B GES I 89 1T 11 “KEngr e fl s X E” ) .

YER: HHK HA EELRIIFEAEE, 152045 7-37 7 _LH “XXHA #2107,
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Bz

HIEE 7R VPN JEIEPN D, 5 BAE L EE R 03k VPN J#iE .

W O 40E 3] VPN, g N VPN GlIEZr 5. X AE, (il —/NMliE, JEE X2 e 4afs Bk
T 2 R SR o G R I R 4R e 3 VPN s, AR SR e e VPN IE JFE £ tunnel 1 R EEAE .
KA EEE tunnel EIEAE RVF, AT DUREERAAFE 4R B VPN J#iE 1915 B .

A AP A 42 AR R 5 RO R 202 1P (DIP) ikt Ab 1) sl Ay 1) 5 SR AT 38 TS 1K) NAT . I IE 82 1A
FHEE TSR M 1) NAT 1) =22 g K2 1 3k G |P Mk 7R VPN g N B R A i 5

L GLRs T B 1 G e B IE X B, WIS T DU AR [R) @ TE 2 R DIP 24 VPN J8IE . T8 fd S 26 [A)— s 1E %
L BIAA R HUHE R, IR S AP R g th 38 2 ANEIK) VPN 818, (5 B3 A M — M EE A2 A VPN i,

TR AREEZ NG, ES07 4-48 LA “HiEZ L.




BEEO
A4 H NetScreen % LATH#: MR . BUMWIEEE R H0E LI, FTUANE R ARE, eyt T
THEOFEE R kU, RA7ERER N & 5 A 7
E WebUl WA 42 0%, i Network > Interfaces . n15:E 4% 11257 M List Interfaces T 4735 7R
FE CLI A FH: K, W TH get interface v 4.

ZEOX

B3R WoR B H I R AIE R
e Name: IFBfE AR
e IP/Netmask: 7 Befific #2  1P il A g 28 FE i Hhik o
e Zone: I B E R NG B X B

e Type: WFBIGRHPAZEA. Layer2 (52 2). Layer3 (5 3)2). tunnel (ilii&) . redundant
(JU4Y) « aggregate (E4H) . VS,

e Link: MFBfER RS ANES) (Up) 8dEE3) (Down) .
e Configure: 7B AVHE NI BRI,




% 4FED

E5#%NO

WebUI #3421
MrEN0%

—

Network = Interfaces

st [ALLE2T) T | Interfaces

ns500:NSRP(M] B

New || Tunnel IF 52

CLI Wiz

NETSCREEN:
5

Scalable Sucority Selutions
NS500

a]
s

DHTHL Menu

Name 1P /Netmask Zone Type Link Configure
ethernetif1 0.0.0.0/0 Unitrust Layers inactive Edit
etherneti/i.1 10,2.1.1¢24 Trust Layers inactive Edit Remove
ethernetl/1.20 20.20.2.2/24 Trust Layerd inactive Edit Rernove
ethernetl2 2.2.2,107/24 Unitrust Layers active Edit
ethernetzi1 200.1.1.1/24 wz Layers inactive Edit
ethernet2/ 2 0.0.0.0/0 Unitrust Layers inactive Edit
ethernet3f1 0.0.0.0/0 HA Layerd dawn Edit
ethernets 2 10.1.1.107/24 Trust Layers inactive Edit
ethernetd/l 0.0.0.0/0 Hull Unused inactive Edit
ethernetd/2 0.0.0.0/0 L3-usys-zane Layerd inactive Edit
hat 0.0.0.0/0 Ha, Layers down
haz 0.0.0.0/0 HA Layers down
rngt 0.0.0.0/0 MaT Layerd dawn Edit
redundantl 0.0.0.0/0 Trust Redundant inactive Edit
redundant2 0.0.0.0/0 Unitrust Redundant inactive Edit Remove
redundantd 0.0.0.0/0 Unitrust Redundant inactive Edit Remove
tunnel.1 30.2.2.2/24 Unitrust Tunnel inactive Edit
vi-dmz 0.0.0.0/0 W1-DMZ Layerz down Edit
wl-trust 0.0.0.0/0 W1-Trust Layerz down Edit
vi-untrust 0.0.0.0/0 Wi-Untrust Layerz down Edit
vlani 0.0.0.0/0 MaT Layers inactive Edit

I 8 CAWINNT' System32 telnet.

IR AREY

Interface:
Mame

wlanl
vl-trust
vl-untrust

nsh@@-> get interface

THAOY

wi—-dmz
ethernetl 1
ethernetl”
ethernetl 2
ethernet? 1
ethernet? 2
ethernetd 1
ethernetd. 2
ethernetd. 1
ethernetd.s2
mgt

thal

thaZ
tunnel.1

IP Address

EEFIEEE
=
e
=

18.18.1.8-24
18.18.168.1-24
18.280.18.2-24
A.8.8.08-8
A.8.8.08-8
A.8.8.68-8
192.16.18.2-24

Zone

MGT
U1-Trust
Ui-Untrust
U1i-DHZ
Hull

Trust
Untrust
Hull

DHMZ

Hull

Trust
Trust
Other_Zone
MGT

HA

HA

Untrust—Tu™

MAC

A81@.dbAd . 4dd5
A81@.dbAd . 4dd5
A81@.dbAd . 4dd5
A81@.dbAd . 4dd5
A81@.db#Ad . 4ddb
A81@.dbAd . 4ddb
A81@.dbhAd . 4ddd
A81@.dbHAd . 4dda
A81@.dbAd . 4ddc
A81@.dbhBAd . 4dd?
Al1@.dbHAd . 4dd?
A81@.dbAd . 4dd6
A81@.dbAd . 4dd8
A81@.dbhAd. 4ddB8
A81@.dbAd . 4ddl
A81@.dbAd . 4dd2
N-A

ULAN Status

1 doun
-  down

VLAN #5id

NetScreen #5566 - £ 2 &:. EXKFE
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EZEXEEO
ARy s T e e 4 X BB L BATR 7 1 :
o HEOYE B e X B RBRIR
o Kb L3 (3R 3 )E) wAeR B
o BEWHEOM TN
o fEETEO
o MHBRTHE:N

TR ARYBELORETERTEINGE, EZFE 9 5, “ITEREIE . AKEEREL A E PR
E RS LT 7, iE S 3-25 WL “EEERLET .

BEOSEZEXE

AP B R B L2 (55 2 J2) 8k L3 (5 3 2) wAaXB. MO P Mk, Kbk 8048
EEIL3 CF 3 J2) wAaXEL. KEnghe L3 4G, ARk IP Hilikfseain.
seffl: #EiEO
HEARFIF, # ethernets 485E 5] Trust [X B,

WebUI

Network > Interfaces > Edit (%] ethernet5) : M Zone Name 4% ik Trust, )5 ¥ OK.
CLI

1. set interface ethernet5 zone trust
2. save




AL (F 3B wEXEEOREXMI

EXL3 5 3 J2) eXBHR ORI, A2 E /il IP bR 2 HERY . 3R 42 1 9058 21 trust-vr H X
B M wT R % LAY NAT s . CanORE% 1 905 2 IX BHE untrust-vr 1, % DB SUIR 262 B . )

YEB: A NAT FIES it =CHIBL & 152 pd 5 5 55, 45 143 W )7 “# 07 .
AT H Db/ B, B2 FE I P AP SEACRAY 1 IP shhban R -

o RAJTHuME, TR SIRMEE (ISP) St rgshl, T AMRS CAnEERRD) I Has 25 ME—
o RAfrdbhib, mIASHUMSRE B ES, HTAAE g 0T HL A H G mg o E T RA 2%

NFFIP Hbdik
PER BN TF IR 132 D20 AT IP Hihik. AR, @R untrust-vr (1) Layer 3 (55 3 J2) 24X BOER A M

2%, I H trust-vr X B4R OB B8 i, B4 trust-vr (X B T il CRUFEEE OO AL HEE) Heah g kA
Tk, ATF IP #ukk2r =25, A, BHIC', SRl F:

Hu stk 2R Hu ik Hl HEER 0 Hhhik v

A 0.0.0.0 —127.255.255.255 10.0.0.0 — 10.255.255.255,
127.0.0.0 — 127.255.255.255

B 128.0.0.0 — 191.255.255.255 172.16.0.0 - 172.16.255.255

C 192.0.0.0 — 223.255.255.255 192.168.0.0 — 192.168.255.255

1.

& DM E Rk, REOVEH.




IP ik by PUAS AL A S, BN A A AK A 8 fi7. 72 A SRHhbibrh, i 8 7R /xM % ID, J5 24 73K/~ EHL ID
(nnn.hhh.hhh.hhh), & B Z&ttlbA, 6 16 AR/~ ID, J5 16 A7~ EHL ID (nnn.nnn.hhh.hhh), 7 C &bk,
W 24 f7RRM %% 1D, J5 8 77~ FHL ID (nnn.nnn.hhh.hhh).

RN H] T RS (B 2R , IR DRI Mg, SiBs b, RS T L ID iy, DA )
HRAN R M 1D [T M. B, Hudik 10.2.3.4/24 ) 24 4R $EOR, BT 8 A (RIESE—AN 8 frfi4l — 010) #isE
It A RN BB 2555y, 5 16 47 CRPSE —ANFIEE =/~ 8 fifi4]l — 002.003) fiffi & Mkl (1) 7 M 4454y, fefa 8 1
(a8 ALAZA — 004) A Uk TWLER 2o AL 5~ DRE K I g 3ttt 2= TRl 4 /N BN R 7800, IXFERR
BE5R T 1P R KA Ao o

A IP ik

WA DGR BIRAT IS, I A W 2887 BE O3 nDRAL T ok o) PO e, ERLARIE 2 1 Atk £ P 90 ) 3
hl: —10.0.0.0/8. 172.16.0.0/16. 192.168.0.0/16, 41 RFC 1918, “Address Allocation for Private Internets (A%
LR R s L VR A=

W K untrust-vr FSE 3 2w X BOERLFIATFME, JIF H. trust-vr 4R e B % X B &4 DAL NAT, A4
trust-vr X BP Tl CEASE IR =L AL AR AT FA A k.

2. 24 P HER -1k ) Aips U2 R 265.255.255.0,




. YmitiEC
LEAWI, W4 ethernets 4310 IP Hitlk 10.1.1.1/24. “4 3 IP” #ifl 10.1.1.5. GEEE, “&HIP” Hhlbwais
X B P ML EA R M F . D) BE, BRI E N NAT, BETE AT IP bk Fe i 240w 21 H e 24X

BB B .

WebUI

Network > Interfaces > Edit (X} T ethernet5) : #ALL FNZ, ARG H T OK:
IP Address/Netmask: 10.1.1.1/24
Manage IP: 10.1.1.5

CLI

1. setinterface ethernet5 ip 210.1.1.1/24
2. setinterface ethernet5 manage-ip 210.1.1.5

3. save

3. AW BRI BNZX B — AN . EAIBA R X B MGE BN, 15 WebUl F1#%F Network > Zones 71+ [f) Default IF #2, skt
CLI H#F get zone iy & it N & [¥) Default-If 4.




Nz 2 XERERRIZEOYE
WISRBE LRSS, AT L) X BIOSNE, WIRINER S e KB, IR DS, WS
K 1P HBAL RIS HE RS 0 0.0.0.0. 4R, PIARKRICE] i X BIOSNE, WIRYE RIS A B, JF (]
T SRR IP i / AR
Sefl: MEFREOSEE

EARHIH, ethernet3 [ IP Hukik &y 210.1.1.1/24 Jf B4 98¢ 2] Untrust X Bt K H 1P Hiuhik 1 2 #E0d v % 4 0.0.0.0/0
FEks H 4 52 2] Null X B .

WebUI

Network > Interfaces > Edit (X} T* ethernet3) : AL FNZ, ARG H T OK:
Zone: Null
IP Address/Netmask: 0.0.0.0/0

CLI

1. setinterface ethernet3 ip 0.0.0.0/0
2. set interface ethernet3 zone null
3. save




(B EEIN
CEEE O, FEO. JUREN. B8O BP0 (VSI) J5, F5EEm vl B N FMT] k&
o IP HuhlFN M £ HERY
o ET P Huhl
e (L3 (B3F) ML2 (5F2)2) KB EHMMKARS
e (I T8O ID S VLAN brid 5
o (trustvr FEERI L3 (55 3 2) AXEMEN) OB — NAT 88 “BhH”
o (WEEID FREMAWRKE GESMHE 95, 5 353 il L “fFHREE” )

efl:. EdEO LR E

AR, % ethernets BT —20& 04, B2 —NPES] Trust XEM#E, ¥ “&H IP” bk 10.1.1.2 %A

10.1.1.12. N THRE FE B4 24, i 7RSS ED, J5H SCS Fil SSL H#:25H] Telnet il WebUI.
WebUI

Network > Interfaces > Edit (X} T- ethernet5) : 17 LL F&tk, AR5 H T OK:
Manage IP: 10.1.1.12

Management Services: (i£#%) SCS, SSL ; (i) Telnet, WebUI
CLI

set interface ethernet5 manage-ip 10.1.1.12
set interface ethernet5 manage scs

set interface ethernet5 manage ssl

unset interface ethernet5 manage telnet
unset interface ethernet5 manage web
save

R




BIE &N

IR A S O R T (AT 14 R T . TR AT VLAN BRIEIR 1405 B0 1015 7 55 4 51 4
THE O B, W R R T OOV B ABERE 1, SRS RIICT B0, (ELR D TR I ST K B, A4
RN G B KB, BEAL, PR 1P MR AN R T T e M LR £ L 1P Ml ()
ol 1

SEf: ERAGREETFIED

EARIR, BAEWRRG PN Trust XEGE FR 0. Bl E 40 2 Trust X B ethernetb 17810 . K T 405E 3
H e XWX B, 44 “accounting” (fE trust-vr ) . HHECF#:0 ID 3. 1P Hidik 10.2.1.1/24 F1 VLAN Frid
ID 3. Iy NAT.

WebUI

Network > Interfaces > New Sub-IF: # AL N2, AR5 Hdi OK:
Interface Name: ethernet5.3
Zone Name: accounting
IP Address/Netmask: 10.2.1.1/24
VLAN Tag: 3

CLI

1. setinterface ethernet5.3 zone accounting
2. setinterface ethernet5.3 ip 10.2.1.1/24 tag 3
3. save

4. EAEEILR THOM VSE B0 . AREEICRIE D B0 mdl, 205 7-60 5 LK “RILRGSHE




PR 7+

ANBESTHP A B 1P Mokt (MIP). JEFU 1P sl (VIP) 8% “ZhZS IP” (DIP) Huhibyth ()45 =78 0 o MIBRAT )X Lo kit
(18 EF T, DATE e MIBR I A 5 ST SR 5 IKE 6. AR5 4T R 14611 B MIPL VIP Fi1 DIP b

sefil: MfrEEXEEA
TEARGIF, KR+ 1 ethernet5:1.
WebUI

1.  Network > Interfaces: ‘f.i; Remove CX}J- ethernet5:1) .
SHI—KARGHE, PFOREBIAERE.
2. i Yes MR R0,

1. unset interface ethernet5:1
2. save




2% 1P Hbik

4~ NetScreen 4 ITHH —ANME—1) 2 IP bk, (B2, FASRGHESR—ANZOE 24 P Hohk. B, BT EEsr
BCARAME) 1P Hudl, (EARFS RN thse ke id v g5 2L . Ak, WA 1 M 28 45 m] AE LG 7 N B AR 3 (R B %
WHZT 254 & ENEED LAN. BAEYUXAER R @, v =22 IP #ihbys in 2] Trust. DMZ s e X B )
B,

YER: AFES Untrust X BETTHTEE LT 8 B 1~ 2 IP #ifif.

%% IP B
Tt h R R v, X SR PRy S AT St St E  IX LS PR
o AT IP bk MRREH TN HEE TS . AL, NetScreen e L 2% IP R BLA -+ M [A] AN RE
TR

o T IP Ml H NetScreen ¥ &), iZibb B2 A5 F P MubbAH R BEE . Bk, AReh =2
IP Hiuhik 45 e A7 ) A

o ANREN T2 IP bR E Mk,

o QUEUHIIN g IP HuhliF, NetScreen ¥ &4 HaAIEA N KM HIEFELR S H . MR 2 1P HubbRy, ®&%
H 20 BRI ik R & H .

JE I BAE PP AS 2 1P kit 2 [ (10 % P G2 6 AN S A pROE PR A AR A o i, G SRR P A S il 2 8] 1) 6 1
#%FE, NetScreen B EF N MR R G —MRORAETE L, (HI2E kPR BT AL .




Sefhl: IR IP etk

TEARWEIT, K ethernet! & E — %% IP #ulik — 192.168.2.1/24, %11 ethernet1 (1 IP itk % 10.1.1.1/24 3 H4 ¢
F| Trust X B,

WebUI

Network > Interfaces > Edit (X} T* ethernet1) > 2IP: % ALLFNZ, K5 Add:
IP Address/Netmask: 192.168.2.1/24

CLI

1. setinterface ethernet1 ip 192.168.2.1/24 secondary
2. save




MRSt IP Mk

WL 1P (MIP) & —A IP bl 3] 55— IP Huhl i —%F— Efemt . NetScreen %40 H 4 MIP [ ) {5 S 5
KW MIP $g bl B0l s2br b, MIP 258 B ki, “shZ4& IP” (DIP) #% IP @4k ik IP
Hohl#645k DIP v rp BEHLIE PR AL, 11 MIP %% IP M ESLrR 1 B i 1P bk st o4 55 —ANE & IP Huhlk, (F52%
DIP fif5 &, iS5 125 7 ) “shA IP #ulk” . )

MIP o N itifs B 3k S NAT X R I AA G Hidik . MIP 385845 fift el VPN 18 32 22 1) P Ak 1 2 [)
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In—2k# i, $i81m) Untrust DCBAZR 1K, DUE A R B AE R L MIP.




ER: 2L NetScreen iz [, MIP i (/15 7% A9 4L (8 MIP 1l Afg 7k DIP 7ti 1. if sy “ it
Pl " B BT KR EX T ME T B P BB, BT IP 7 MRS IP T Y A A Y 2
7.

MIP #0 Global [X kg

AR DX B R 4% i & MIP #CRAE Global X BOE 4 1% MIP AL BGE R4 H o« Global X BOl Gk O/ B B A7 % 11
(143 MIP, ANE R L8 TR X B, al Al X LS MIP ik 78 4 g s AR P AN X B 2 TA) ) H ik, DR GE SO
Global [X Bt #IAE T H e DX BU S I (1 s ik o

TR ARG (7 R BTEN T 51/ MIP [ 50, B3 SEBR ISR BRI 194X B¢ (il 7F Global X EEAT
I X B Z I F . G Global X B A HEITIEL, B 17 M.




SEf5: 4% MIP A0Z] Untrust X EZ3E O

TEARWEIT, ¥ ethernet! 4552 2 Trust X B KA IP #uhl 10.1.1.1/24. ¥ ethernet2 4§52 | Untrust X Bt 314 3
YEC IP Hikik 210.1.1.1/24. 3RJ5, BCE MIP, 4 H (9H Untrust X Bt 210.1.1.5 (I [ HTTP {5 251 5 & Trust
X Bt bl 10.1.1.5 1) Web 4525 . e, QU —AN3nS, ARVF HTTP {5 B Untrust X BLii ) Global [X Bt
(1) MIP. T3 % 4 X BCARTE trust-vr 2% L B3+

YEBL: WU IP AN Bl il 45 H
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/f Untrust XEE  ——
4 I R ‘\
s . ' MIP 210.1.1.5->10.1.1.5
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Untrust X Bt Interface B e

ethernet2, 210.1.1.1/24 | HET o
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Trust [X B Interface G o AR e -@- ...... p [ Global [X Bt >

ethernet1, 10.1.1.1/24

11k 210.1.1.5 15 R EIL eth2.

Web Jl}z 45 22 \ @ NetScreen % &7F eth2 |24 MIP £ 4k it Kt
210.1.1.5 f##r ] 10.1.1.5,

10.1.1.5

/ (3) NetScreen i fHHLill{k 10.1.1.5 i R4
L BIRFE R etht,




WebUI
O
1.  Network > Interfaces > Edit (%} T ethernet1) : HALL FNZ, AR5 Hd OK:

Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24

2. Network > Interfaces > Edit (¥} T ethernet2) : #IALLFAZ, SRJ5 %1 OK:
Zone Name: Untrust
IP Address/Netmask: 210.1.1.1/24

MIP

3. Network > Interfaces > Edit (X} ethernet2) > MIP > New: #iALLFHNZ, RJ5Hd OK:
Mapped IP: 210.1.1.5
Netmask: 255.255.255.255
Host IP Address: 10.1.1.5
Host Virtual Router Name: trust-vr

B&
Policies > (From: Untrust, To: Global) > New: #iALL FHNZ%, X5 Hdi OK:
Source Address:

Address Book: (&) , Any
Destination Address:

Address Book: (£#) , MIP(210.1.1.5)
Service: HTTP
Action: Permit

Sl




CLI

O

1. setinterface ethernet1 zone trust

2. setinterface ethernet1ip 10.1.1.1/24
3. setinterface ethernet2 zone untrust
4. setinterface ethernet2 ip 210.1.1.1/24

MIP
5. set interface ethernet2 mip 210.1.1.5 host 10.1.1.5 netmask 255.255.255.255 vrouter trust-vr®
R

6. set policy from untrust to global any mip(210.1.1.5) http permit
7. save

FATEUUT . MIP [ 2% HERE Oy 32 47 (256.256.255.255), Kbtk s 2 AT L. 38 A 4 EANEEI N bk E CMIP. filtn, 25 CLI, # 210.1.1.5
EX R C KT 10.1.10.129 — 10.1.10.254 ) MIP, % {#i I LL Fi&ik: set interface interface mip 210.1.1.5 host 10.1.10.128 netmask
255.255.255.128. /N0 U 2704l FH AL FE B2 11 Bl b A Hbhk (1t bk Y 1

B4 I R 8 0 trust-vr. ASDAFEE IR 128 4 trust-vr 28 MIP 7 32 A7 M40, Bhir A &ix s34, LMERT WebUI it & 55 F .




SEfl: WA E X ELE)iE MIP
o R 7 B £ B4 MBS SO (g s 4 L8 MIP (94 11D B3 MIP. i 2 302 A B B I o
A LB B, KA BV BT B D IP Hakk, DAELE MIPY.

TEA T, K57E Untrust X B (ethernet2, 210.1.1.1/24) w1 ##: 1 ERCE MIP (210.1.1.5), AU TrustX B (10.1.1.5)
HHIR) Web JIk%5#5. 46 2] Trust X BLI#E: 2 1P Hiulikoh 10.1.1.1/24 [ ethernet1.

BIEES N X-Net 114X B, 4 ethernetd 4F @ 21X B, AR G453 0 IP Huhtk 220.1.1.1/24. 5 210.1.1.5 & X
— ANk, DLRTSERS, %5REE Ao HTTP {5 B M X-Net X B E ] Huhik 7 17 Untrust X B MIP. KR E —
i, VP HTTP {5 A%\ Untrust X B3 2 Global [X Bt . g 42X By #AE trust-vr Btk 8edkh

YER: WA X-Net [XBETES 1 #5 g A\ — 4851171, 715 HEgH 29 210.1.1.5 (MIP) /915 K 77 /7 220.1.1.1
(ethernet2 /7 IP #i4f) .

9. W MIP 50 (R0 ERCE MIP) FEMFRIFT M, ARG R T8 B A [ 4 O 2E MIP, 1% %] NetScreen B4 1k . {HAZ, WL
MIP 5 Hofz L 1P b AR R 7 (O Untrust (X B P42 00 B MIP AT BE R BLX RS0 ) . T 0A 2500 — 45 AR th %3 I 45 NetScreen % ik %
#. 1/l set vrouter name_str route ip_addr interface interface fiy% (5 WebUl % [F 4D , H, name_str 2455 #: 1 BT 0 62905 h 4%,
interface J£#F 1L FICE MIP [F#% 1.




/ - x-NetLZ&_)( YERL: ZEFA 210.1.1.5, DAL UEEEHT
( IS —A75)7 220.1.1.1 H9E5 7
Jf//) MIP 210.1.1.5->10.1.1.5

ST ({£ ethernet2 -fid'E)
T ~ .
- -.’;/- = = Bt GIobal@

— —

(1) i 210.1.1.5 £ HUREIX eth2 1 eth3.

Untrust E&
G -
Untrust X E% Interface

ethernet2, 210.1.1.1/24

X-Net X E Interface
ethernet3, 220.1.1.1/24

Trust X B Interface
ethernet1, 10.1.1.1/24

eth2: NetScreen i%#7F eth2 4 MIP #x 3k B i If0
i 210.1.1.5 fi# 475 10.1.1.5.
A eth3: 7¢ eth3 |4 MIP SH4T 108 B A i TC 4R .
NetScreen K& H 821, 7 eth2 F3kE] MIP, #R)5
o TrustiKBE B Rk 2 eth2, MIP fEIAENT A 10.1.1.5.
- NetScreen ¥ % A #k38/E 10.1.1.5 [0 th IS B
R eth1.
WebUI
FEOMXES

1. Network > Interfaces > Edit (4] T ethernet1) : #ALL N, ARG HT OK:
Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24

2. Network > Interfaces > Edit (%fT ethernet2) : AL FHNZ, Ri5Hd OK:
Zone Name: Untrust
IP Address/Netmask: 210.1.1.1/24




3. Network > Zones > New: % ALLNINZ, #8554 OK:
Zone Name: X-Net
Virtual Router Name: untrust-vr
Zone Type: Layer 3
4. Network > Interfaces > Edit (X} - ethernet3) : I ALL A%, RJ5Hd OK:
Zone Name: X-Net
IP Address/Netmask: 220.1.1.1/24

ok
5. Objects > Addresses > List > New: #iALL FH%Z, K5 Hdi OK:

Address Name: 210.1.1.5

IP Address/Domain Name:
IP/Netmask: (I£#¢) ,210.1.1.5/32

Zone: Untrust

MIP

6. Network > Interfaces > Edit (X} ] ethernet2) > MIP > New: #iALL N, ARG OK:
Mapped IP: 210.1.1.5
Netmask: 255.255.255.255
Host IP Address: 10.1.1.5
Host Virtual Router Name: trust-vr




R Mg

7.

8.

Policies > (From: X-Net, To: Untrust) > New: #iALLFAZ, K554 OK:

Policies > (From: Untrust, To:

Source Address:

Address Book: (&) , Any
Destination Address:

Address Book: (iE#) ,210.1.1.5
Service: HTTP
Action: Permit
Global) > New: Hi ALLTFH%, SRJ5Hd OK:
Source Address:

Address Book: (Z£#%) , Any
Destination Address:

Address Book: (I£#5) , MIP(210.1.1.5)
Service: HTTP

Action: Permit




ClLI
EOMXE

1. setinterface ethernet1 zone trust

2. setinterface ethernet1ip 10.1.1.1/24

3. setinterface ethernet2 zone untrust

4. setinterface ethernet2 ip 210.1.1.1/24

5. set zone name X-Net

6. setinterface ethernet3 zone X-Net

7. setinterface ethernet3 ip 220.1.1.1/24

ik

8. set address untrust “210.1.1.5” 210.1.1.5/32
MIP

9. setinterface ethernet2 mip 210.1.1.5 host 10.1.1.5 netmask 255.255.255.255 vrouter trust-vr'
R

10. set policy from X-Net to untrust any “210.1.1.5” http permit
11. set policy from untrust to global any mip(210.1.1.5) http permit
12. save

10. BRATEHL N, MIP (L5 HERS A 32 {7 (255.255.255.255), 44 REFE th & A trust-vro AN7EATA PR e A5 IX LS5y, IR WebUI BE & X FR.




SEf5: 4% MIP iR An2| Tunnel 0

LEA Y, Trust X EEd M%7 IP Hidk 251824 10.20.1.0/24, i#iE#:0 “tunnel.8” (1 IP #utl % 10.20.3.1. Trust X
Berp 4 B ARSS 2 I EE IP sy 10.20.1.25. 4 T Ao — N RE Ml (HLZSEE Trust X B fiH B S Hhk=S
[f), L VPN BIE V) ) AHURSS 8%, 7F tunnel.8 2 1 FTAE A R 7 Al MIP. MIP sl l 10.20.3.25/32. (5
FeM A IERE O MIP (52 85046, 525 4-204 v by “Safd: 245 MIP 1 DIP [#) Tunnel #5117 . )

WebUI

Network > Interfaces > Edit (¥} T tunnel.8) > MIP > New: #iALLTFH%, R)5Hd OK:

Mapped IP: 10.20.3.25

Netmask: 255.255.255.255

Host IP Address: 10.20.1.25

Host Virtual Router Name: trust-vr

CLI
1. set interface tunnel.8 mip 10.20.3.25 host 10.20.1.25 netmask 255.255.255.255 vrouter trust-vr''

2. save
YER: UCFEE P G oy RZ- A5G 1125 2 9 Untrust [X BEE i R, DA A MIP (10.20.3.25), 712 RZ-4517
HFE IP Mt (10.20.1.25).

VL FEE P 7 3 77 NS S VPN K TE RS- AT S ] £ 6 07 T H T e w5 19 NAT - (& DIP) , - LYK 1 P 57 1] 245 17
LK H Trust X BEHEHFA I ZEET Untrust X EEHEDE. 770, 14 Ji] ZE 05 10 i > L7 Trust X B,

1. BATEOL N, MIP L5 HERS 4 32 {77 (255.255.255.255), §44 RS th & A trust-vro AN7EATA PR e A 5 IX e S5y, LUERT WebUI Bt & X FR.




MIP-Same-as-Untrust

T IPv4 bk >, ISP BORIBANE =TS % 2 T— N 1P Huhk. @085 7485 21 Untrust X B (45
SE ) Trust X B DR, “ MR (NAT)) Bz, A —A 1P Hhik, v Untrust X BHZ I IP i
HE7E 4w 1P (MIP), DA 3 N 3B AR 45 28 5k EHLA NS DT i) o MIP K 313E — N ik (045 S0 s 1) 55— AN Hb ik,
I, A Untrust X B2 1P #7824 MIP, NetScreen % £ #+4% F Untrust X BBz B BT A\l & e st 51
faE s
TS A — AN ENE, EiZsEng R, H bl S A ] Untrust X B3 11 1P #ihk [ MIP, 3 BI85 HTTP 78 41% 5 0g
HIARSS, AR ok 2248 i 4% 10 %) NetScreen ¥ #5347 Web & B EE 1 (RN iz bk i BrE Al HTTP {5 &
THB A RIS 21 Py B AR A5 g ek B AL o JE I 2 Web B FE 5 5, 758k a] LU WebUI i@ Untrust [X Bz & #E
%W . B Web & H H5, EHATLL N AR

1. Admin > Web: 7t “HTTP Port” B A\ 115 (M 1024 2] 65,535) . S5 Hid: Apply .

2. F—WEER) Untrust [X BofE L FZ & 0, TRt -5 B 2] 1P st — @i,

http://209.157.66.170:5000.




J&45): Untrust =085 MIP

LEAWIR, %EFE Untrust X B 3211 (ethernet3, 210.1.1.1/24) ¥ IP #Hitlh 754 Web JIRZ-H11 MIP, %R 45 2211 52 B
IP itk 4 Trust X B 10.10.1.5. T2 4% 8 %) ethernet3 [ Web &5 B3 1], XK web 45 R 115 56 ok
8080. #RJGaNg:—/ Mm%, fVFEM Untrust X B F| Global X EiH MIP (¥ HTTP k%5 -

YEE: AP E L ethernet3 28 2] Untrust [X BEFF 50T IP -2y 210.1.1.1/24. (/% ethernet1 28/ #) Trust [X
B IP 025 10.10.1.1/24 (&G NAT) . JFH 2 5% 845 i BRI 1 5 117 -

WebUI

1. Configuration > Admin > Management: 7 “HTTP Port” Etf# A\ 8080, KJ5 4.t Apply.
K2 HTTP &2,
2.  HPrERF) NetScreen Bi4, K5 8080 [N web 58 URL Huhlb 7B IP kb, (R4 2wy (- ik
untrust 2 D& H %45, WEHA http://210.1.1.1:8080. )
3. Network > Interface > Edit (X} ethernet3) > MIP > New: #ALLTFH%, RJ5Hd OK:
Mapped IP: 210.1.1.1
Netmask: 255.255.255.255"
Host IP Address: 10.10.1.5
Host Virtual Router Name: trust-vr

12, AN EE 1D 1P Mtk i) MIP [ X 25 FE RS DA 20k 32 437




4. Policies > (From: Untrust, To: Global) > New: #ALLFNZ, K5 Hd OK:
Source Address:

Address Book: (&) , Any
Destination Address:

Address Book: (i%£#) , MIP(210.1.1.1)
Service: HTTP

Action: Permit

CLI
R K pgiiil WebUl 220/ 7 Web B 22119 HTTP Zig L.,

1. setinterface ethernet3 mip 210.1.1.1 host 10.10.1.5 netmask 255.255.255.255 vrouter trust-vr'
2. set policy from untrust to global any mip(210.1.1.1) http permit
3. save

13, BRATEOL N, MIP (L5 HERS A 32 {17 (255.255.255.255), 44 RS th &% A trust-vro AN7EATA PR e A5 IX e S5y, LUER WebUI BC B X FR.




EHL P bt

R4 TCP B UDP Jy Btk ity H i 15, KB4 1P (VIP) HihREAE—AN 1P ik bl 8 1) f5 S 21 5 — A He

hko i,
H il 210.1.1.3:80 CHF, [P Hulik 2l 210.1.1.3, #1024 80) [ HTTP b0 n] fEme st # ik 4 10.1.2.10 1

web k%525 o
. Hii ok 210.1.1.3:21 1) FTP S0 m) e 2k 10.1.2.20 1) FTP k45 #s .

N H i 210.1.1.3:25 1) FTP 3 m] gEm 2l 10.1.2.30 () FTP fil55#s.

H I 1P shbAH R . H A M 566 2 NetScreen ¥ #6445 S & 20 L.
Web Ik %523
Untrust [X Bt Global X Et Trust X Ek 10.1.2.10
l-u =] FTP %5#%
N 2.20
= TTP (80) '\L"W
D TURTP 21)
' SMTP (25) ‘
VIP
210.1.1.3 / \ V
. @220 O =
AR
Untrust X Bt Trust X Bz T
eth3, 210.1.1.1/24 eth1, 10.1.2.1/24
BEPLIP #ER
Untrust Zone Global Zone O HRE Trust Zone
D IP T VIP HFEIENL IP
210.1.1.1/24 210.1.1.3 80 (HTTP) — > 10.1.2.10
210.1.1.1/24 210.1.1.3 21 (FTP) — > 10.1.2.20

210.1.1.1/24 210.1.1.3 25 (SMTP) — > 10.1.2.30




AT DA AT 5 50 16 AR 45 A R Pl 115 A s 22 4k o o, G SR 188 AR SR VR SE LA ) i R e w) Wk 1 ) F TPl
2545, WILIREM 1024 5] 65,535 [HvE M 5 78 24 W 18 FTP /5 87 15 . NetScreen ¥ &30 4T 22 A8 3L
ﬁ@?g%ﬂ%ﬁﬁ”ﬁm% (21) 23k FTP RSS2 1015 B . FUE F05G 403 i F0m 1 5 K7 LB o 2 B8 3k i N B2 A RE T 1)
PG
LU NME Bk X “BHRLIP” .

o VIP [ IP Hbuhil, ‘&b Ak A B B IX B #e DAEA A7 b (a5 D 1P kb A A])

o ANEUER ARG AR IP Huhl

e i NetScreen %M VIP #: % 2 4L IP Huhil 1) il 452 74

YEE: HEED Untrust [X 22T - 2 VIP,

PLR A —2545 ¢ NetScreen VIP [F)7EF::

o Il 64 UKL MK VIP b B — ek A4 .

o AW E SRS AN P E SIS -

o AN VIP iR E A A RIE A H Mg 15 AL S T AN R R 52 IR 5

o EMIIRSS P ATAT H B 5 B S ya i, A1 B 32,767, 1 AUE MM 1024 F 32,767

o JEMERA VIP FEIEZAMRSLH, A VIP Al SRR A 20 104 B e diliR g OIS id At 1 4
HPE VIP 5 NA — MRS H) « SREREOR, vI7E VIP FAd F fi RS » EEAE VIP HR A 220 AR %S
I Sk CLI v 4> set vip multi-port, 285 &5 & NetScreen 7. GEZ R 118 vl L1 “Jufl:
BA e A 2 0w RS0 VIP” )

o WA M trust-vr 2JI& NetScreen x4 VIP {3 VLGS 2 FHL. WIHIZFHIALE trust-vr (195 H R
2 SCETA B

14, ECRE I NetScreen ¥ #% &, AN VIP i Z AT HLE 8 Hifk4s .




VIP #0 Global [X kg

jJ Untrust X B 42 1 %8 VIP KA7E Global X Bl il A li— 44 H . AR TN X B, Global X B it
SR B BT A B2 45388 VIP, Al X 4 VIP Hiuhilk 78 44T (o] AN X B 2 TR) SR & 1) H sl

Sefl: EcERE IP BRS5 25

LEAFI, H8:10 ethernet! 45 5E 21 Trust X B2 EC 1P #Hidik & 10.1.1.1/24. 442101 ethernet3 455 £ Untrust [X B
HArHC 1P Hbdikk 210.1.1.1/24.

RIE, 1F 210.1.1.10 Bi2'E VIP, LU AL HTTP {5 Sii#e K £ bk 4 10.1.1.10 ) Web JIkR%52%, F+ HAJH—ANSE0K,
VHE B Untrust X B 211k Global [X B[] VIP,

i1 VIP 5 Untrust X Bt4% 11 (210.1.1. 0/24) FEAAIER T/, BRI TG 75 A Untrust X B S48 T (045 R ik ™.
AL, VIP 5 Bt R B WA TFEENE K H . A <X BUATE trust-vr 2%tk $e .

ﬂm
HTTP (80) P
VIP
210.1.1.10

=
{  weseey

\

Trust [X &

Untrust [X B

[

( I

Web Jid5# | | V

10.1.1.10

Untrust X E Interface Trust X B Interface
eth3, 210.1.1.1/24 eth1, 10.1.1.1/24

15. WIRAHE HTTP 5 B MK B Mk Untrust X B 2IE VIP, WIAZEZ X B thes 1ok 210.1.1.10 W& B, IERIERhzX B 0. fila, &
A8 ethernet2 #4053 — N IR IX B, IF H Ol Bz X BRI 2%, B A 210.1.1.10 15 BiR &% 3] ethernet2. % i #d¥ 5 B &% %) ethernet2
): NetScreen ﬁ%*ﬂ’]ﬁ?’ﬂﬂ%% VIP ZffF ethernet3, ‘E¥(5 Bmiid 2] 10.1.1.10 JERI%EH ethernet1, Fik Trust X Bt i RS 58 104 70 LY “3u
Bl: MWARFIXBEE MIP? RRGARIZEAL, BEAh, BUNFEE NSRS, U HTTP (5 A7 LS X B Global X BiH 1 VIP,




WebUI

ZE&XEEO

1. Network > Interfaces > Edit (X} 7" ethernet1) : IALL FH%, K5 Hd: Apply:
Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24

2.  Network > Interfaces > Edit (X T ethernet3) : HALL FAZ, R5HT OK:
Zone Name: Untrust
IP Address/Netmask: 210.1.1.1/24

VIP

3. Network > Interfaces > Edit (X}T* ethernet3) > VIP: #H A LI FHuhl, SX)5 g Add:
Virtual IP Address: 210.1.1.10
4. Network > Interfaces > Edit (X} T ethernet3) > VIP > New VIP Service: #ALLFHNZ, RJ5Hd OK:
Virtual Port: 80
Map to Service: HTTP (80)
Map to IP: 10.1.1.10

REE
5. Policies > (From: Untrust, To: Global) > New: #iALL FH%, X5 Hdi OK:
Source Address:

Address Book: (i%#¢) , ANY
Destination Address:

Address Book: (i%#¢) |, VIP(210.1.1.10)
Service: HTTP

Action: Permit




ClLI
EXEEN

=7

1. set interface ethernet1 zone trust

2. setinterface ethernet1 ip 10.1.1.1/24
3

4

set interface ethernet3 zone untrust
set interface ethernet2 ip 210.1.1.1/24

VIP
5. setinterface ethernet3 vip 210.1.1.10 80 http 10.1.1.10

R Mg

6. set policy from untrust to trust any vip(210.1.1.10) http permit
7. save

Sefl: 4wiE VIP BCE

ARG T, BAEUALE E—Jaf R aIEE) Rl IPY ARSS2SHCE . A T FREIXT Web ARZS 2510170, # HTTP {5 BRI
el 15 A 80 (B (ED HHCh 2211, BlfE, HAGHRLLIER: Web Al 55 2% i 400 1 F i 15 2211 19N R A fEVS
[ERE
WebUI
Network > Interfaces > Edit (%] T ethernet3) > VIP > New VIP Service: #iALL FHZ, AR5 Hd OK:

Virtual Port: 2211
ClLl

1. set interface ethernet3 vip 210.1.1.10 2211 http 10.1.1.10
2. save




Sefhl: #BER VIP BCE

TEAGIH, MR LLRT G I M VIP BCE . 20 E e B 5 S0 ST A 560, A RefE kR VIP. fE5% 115 1t
Ry s ECE L IP RS RO SRS ID 5k 5.
WebUI
1. Policies > (From: Untrust, To: Global) > Go: J} %% ID 5, #.i; Remove.
2. Network > Interfaces > Edit (X} ethernet3) > VIP: . Remove.
CLI
1. unset policy id 5

2. unset interface ethernet3 vip 210.1.1.10
3. save

o). BEEEHIZiEOBRSEEY VIP
ELLURIEEIh, 75 210.1.1.3 BLE VIP, 4L F RS R% B F o1y kL

H5 %5 ik R L 05 KRR 05 EHL 1P Mtk
DNS TCP, UDP 53 53 10.20.1.3
HTTP TCP 80 80 10.20.1.4
PCAnywhere TCP, UDP 5631, 5632 5631, 5632 10.20.1.4

LDAP TCP, UDP 5983 389 10.20.1.5




Web JIk%5#%: 10.20.1.3
DNS 53 -> 53

'3::-

Global X £ Trust <2z | u\ DNS [l #: 10.20.1.4
=N \L"*”L PCAnywhere
3 5631, 5632 ->
VIP e B u/
210.1.1.3 ¥

Untrust X E&

WL Admin (!
220.1.1.5 1 —

5631, 5632

YK,

S 2202w ||
N LDAP E&%%%: 10.20.1.5
Untrust [X B Interface Trust X B Interface LDAP 5983 -> 389
eth3, 210.1.1.1/24 eth1, 10.20.1.1/24

TR XTIV #8119 NetScreen i a N HFEET VIP £ 78 1Njif 1. A FHEHT A5 [ RSP E RS VIP
TSR PN EL -

VIP % DNS %5 &k %3] DNS Jli45#% (10.20.1.3), ¥ HTTP 15 B &K %3] web k4% (10.20.1.4), B JGERE K
%% LDAP %578 (10.20.1.5) LK%t ZE . 7T HTTP. DNS #1 PCAnywhere, KUl 15 5 Szprif 50—,
X1 T LDAP, [l 145 (5983) I T4 44N 1 A= gl N 2] LDAP AEE Bt -

jJTJE%”’“*IE HTTP AR5 2%, & X—ANE IS I Hav 4 4 PCAnywhere. PCAnywhere J&— 0 2 i AR SS, & &K%
JEMEWT TCP i 1 5631 1%k LL & UDP i [ 5632 KRS A

AR Untrust X BB EE RN “ I FE Admin” (220.1.1.5) bl 37 H oA 2440 VIP )45 B AL & A\ Untrust
X B¢ %] Global [X Btf#)5Em .

T A X BCARAE trust-vr 2% FRIEREIE .




WebUI
ZEXE#EO
1. Network > Interfaces > Edit (%} T ethernet1) : A LL FHNZ, RJGHd: Apply:
Zone Name: Trust
IP Address/Netmask: 10.20.1.1/24
2. Network > Interfaces > Edit (X} T ethernet3) : M ALLFNZ, K55 OK:

Zone Name: Untrust
IP Address/Netmask: 210.1.1.1/24

ikl

3. Objects > Addresses > List > New: i ALL FH%, K5 OK:
Address Name: Remote Admin
IP Address/Domain Name:

IP/Netmask: 220.1.1.5/32

Zone: Untrust

RE IR 5%

4. Object > Services > Custom > New: HALLFHZ, )5 Hd OK:
Service Name: PCAnywhere
No 1:
Transport: TCP
Source Port Low: 0
Source Port High: 65535
Destination Port Low: 5631
Destination Port High: 5631




No 2:

Transport: UDP

Source Port Low: 0

Source Port High: 65535

Destination Port Low: 5632

Destination Port High: 5632

VIP b3k FIAR 55 '
5. Network > Interfaces > Edit (X} T ethernet3) > VIP: i tAb#ATHCE : £F “Virtual IP Address” 7B
BN 210.1.1.3, A5l Add.

> New VIP Service: i ALLFA%, A58 OK:
Virtual Port: 53
Map to Service: DNS
Map to IP: 10.20.1.3"

> New VIP Service: fii ALLFWZE, AR5 54 OK:
Virtual Port: 80
Map to Service: HTTP
Map to IP: 10.20.1.4

> New VIP Service: i ALLFA%, AJ5Hd OK:
Virtual Port: 5631
Map to Service: PCAnywhere
Map to IP: 10.20.1.4

16. B VIP S22 LRSS, mhab 2 N CLI 714 set vip multi-port, {#f7FCE, G EHIH &,
17. 3T HA R ThEER) NetScreen ¥ 4%, i M Load Balance T #7%1# F1i%#% None, #RJ57F Server Weight ‘B4 1.
18. XFZum RS, NS r A& 15 Vb M 15




> New VIP Service: AL FHZ, K554 OK:
Virtual Port; 5983"
Map to Service: LDAP

Map to IP: 10.20.1.5

R Mg

6. Policies > (From: Untrust, To: Global) > New: #iALL N7, K5 Hd OK:
Source Address:
Address Book: (Z£#%) , Any
Destination Address:
Address Book: (i£F) , VIP(210.1.1.3)
Service: DNS
Action: Permit
7. Policies > (From: Untrust, To: Global) > New: i AL NN %, K5 #d OK:
Source Address:
Address Book: (Z£#%) , Any
Destination Address:
Address Book: (i£#%) , VIP(210.1.1.3)
Service: HTTP
Action: Permit

19. AEHTAEbRAESR 5 AT 55— e 4z, BHES AT R TRtk 15 55 i i




8.

9.

CLI

£
1.
2.
3.
4,

Policies > (From: Untrust, To: Global) > New: #iALL FH%, RJ5Hd OK:

Policies > (From: Untrust, To:

EXEEN

Source Address:

Address Book: (i£#%) , Any
Destination Address:

Address Book: (IZ#%) , VIP(210.1.1.3)
Service: LDAP
Action: Permit
Global) > New: #iALLFA%, ARJ5Hd OK:
Source Address:

Address Book: (i£#%) , Remote Admin
Destination Address:

Address Book: (i£#%) , VIP(210.1.1.3)
Service: PCAnywhere
Action: Permit

set interface ethernet1 zone trust

set interface ethernet1 ip 10.20.1.1/24
set interface ethernet3 zone untrust
set interface ethernet3 ip 210.1.1.1/24

ikl

5.

set address untrust “Remote Admin” 220.1.1.5/32




E Il AR 55
6. set service pcanywhere protocol udp src-port 0-65535 dst-port 5631-5631
7. set service pcanywhere protocol tcp src-port 0-65535 dst-port 5632-5632

VIP 31k 1 AR 55

8. set vip multi-port
9. save
10. reset
ML TRE BB A SN R, TR Y B
11. set vip 210.1.1.3 53 dns 10.20.1.3/1
12. setvip 210.1.1.3 + 80 http 10.20.1.4/1
13. set vip 210.1.1.3 + 5631 pcanywhere 10.20.1.4/1%
14. set vip 210.1.1.3 + 5983 Idap 10.20.1.5/1

15. set policy from untrust to global any vip(210.1.1.3) dns permit

16. set policy from untrust to global any vip(210.1.1.3) http permit

17. set policy from untrust to global any vip(210.1.1.3) Idap permit

18. set policy from untrust to global “Remote Admin” vip(210.1.1.3) pcanywhere permit
19. save

20. X 2un LIRSS, ARSI A 15V D e Ul 115
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iy [ 10 2iE 3% 36

R “um kR (PAT), 26 FHT IR — IP Hidik, NetScreen W #4E Ol 5 (A3, DL
AR TR AL R PAT J5, 5% 64,500 & LRI AL 54 1P Hik.

—UN ], 1 “NetBIOS 7 4211”7 (NetBEUI) F1 “Windows HIEM @ 44 %~ (WINS), 755 FAR IR 115,
W PAT NH e, BB EEIEREIT. X TXMNH, N DIP N, wJfie AT PAT CBF, {4 [ 2 b
1) o X F [ s 1 DIP, NetScreen ¥ #8517 ih 1 AL IP sutilk, IF8 & RAAEL EHESI LS, Wi e
NetScreen 1 2K -6 11 2 1l 5 RS EHIAH K

. BliET A PAT 89 DIP i

LEAAIH, B A A HB 3l 4 FH 2 G VPN JEE, DLETAIZRE Mk i) FTP g #s. (HA, XAk ) P 30 90 24 A
FHEIRAAG Hlik 2% 8] (10.10.1.0/24) . A T iy ESHhER )8, 78 AHL NetScreen ¥4 f] Untrust-Tun 1818 X B
HREEEE R, 25 eI IP Mtk 10.20.1.1/24, SR 5K e SHblkysFE oy 10.20.1.10 — 10.20.1.20 Ck H H PEHuIESS
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TEZCAE W3l (e A admin, 2G4 1P sihlAE rh stk 25 (e (3 3E 42 1, 40 10.30.1.1/24, RJ5 s E 213 FTP Ik
G-ty “CWUR 1P (MIP) $idil, fn®] 341 10.10.1.5 ) 10.30.1.5,

VEB: 1 KM T ) G B 7 3570 1, i 2 7 4-204 T 119 “TEB) 27 MIP #1 DIP 19 Tunnel #1177 .




WebUI

1. Network > Interfaces > New Tunnel IF: i ALLFNZ, R)55d OK:
Tunnel Interface Name: tunnel .: 8
Zone: Untrust-Tun
Fixed IP: GE#6)
IP Address/Netmask: 10.20.1.1/24
2. Network > Interfaces > Edit (T tunnel.8) > DIP > New: $ALLFA%, 5 #Hd OK:
ID: 5
IP Address Range:
Start: 10.20.1.10
End: 10.20.1.20

Port Translation: G&E#%)

ClLl
1. set interface tunnel.8 zone untrust-tun
2. setinterface tunnel.8 ip 10.20.1.1/24
3. setinterface tunnel.8 dip 5 10.20.1.10 10.20.1.20
4. save

YER: BN T, A PAT, RUERGEHENIZH. ZaES LR DIP ik PAT (K1, (&4
PEG 5D s 15 AT L T E#RA1F:
e (WebUl) Network > Interfaces > Edit (X/7 tunnel.8) > DIP > New: &/ Port Translation G4/,
A7 il OK .,
e (CLI) set interface tunnel.8 dip 5 10.20.1.10 10.20.1.20 fix-port

21, AR R ID S, e R R AT S, B




el &4 DIP itb

TEA K5 —~3A DIP it (ID 8) fHhhkyuH, A 10.20.1.10 — 10.20.1.100 % 10.20.1.10 — 10.20.1.20. It
DIP i1 5 tunnel.2 FHCHK. EER, 28k CLI Bgk DIP Wi, WatEethr (el A dip i, AR50

it .
TER: KA TEHIEIFIE DIP JBHIH NS . WIR A FMs, I i ZEM e 7 s 2 £ 2 s 17 AN (T UL DIP 7

WebUI
Network > Interfaces > Edit (X} T tunnel.2) > DIP > Edit (¥} 71D 8) : #iALL FNZ, ARG8T OK:

IP Address Range End: 10.20.1.20
CLI

1. unset interface tunnel.2 dip 8
2. setinterface tunnel.2 dip 8 10.20.1.10 10.20.1.20

3. save
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JAH NAT, JF HARE DIP i, ZiBfE ] RSy 3% 0 _Eal.

Sefl: EARFMR{EA DIP

FEARB R, AT SCHUIRILAT T 2R S 2l o S ZERABATT AU A S A 0 BC 2 A AT AR 1P k. SRiu, 3X7
A3 A NEE ISP AL 3 T AR A T BRI AS B 1P ik 5 1 5 BTl iR, A0y R4 L ik i &
ANIrSZHLRIIK NetScreen B4, RG22 BRI IYR 1P sk R g S Bt . 73 SCHLR AR B IR 73 i
(¥ 1P bk an R

SECH) 1P Huhk PR 1P Huhik
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SR A 195.1.1.1/24 211.10.1.1/24
NN B 201.1.1.1/24 211.20.1.1/24

PG ) NetScreen %4 #84 Trust X BEAI Untrust (X B . T 224 X BEERLE trust-vr % I E88 T . K ethernett
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HHLA )
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@7k up) CHyFERz )
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(P BRI (P EID
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WebUI ( %32 H]#A)
#EO
1. Network > Interfaces > Edit (X} ethernet1) : AL FHZE, AR5 Hdi Apply:

Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24




2. Network > Interfaces > Edit (X} T ethernet3) : #IALLFH %, R)5Hd OK:
Zone Name: Untrust
IP Address/Netmask: 195.1.1.1/24
3. Network > Interfaces > Edit (X}T* ethernet3) > DIP > New: #iALLFANZ, RJG5H 0 OK:
ID: 5
IP Address Range:
Start: 211.10.1.1
End: 211.10.1.1

Port Translation: (i£#%)
Extended IP/Netmask: 211.10.1.10/255.255.255.0

skl

4. Objects > Addresses > List > New: i ANLL %, SR % OK:
Address Name: HQ
IP Address/Domain Name:

IP/Netmask: (i£#¢) , 200.1.1.1/32
Zone: Untrust

fizg=e]
5. Network > Routing > Routing Table > trust-vr New: #i AL FHN%, K5 Hd OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (GEF)
Interface: ethernet3

Gateway IP address: 195.1.1.254




P
6.

Policies > (From: Trust, To: Untrust) > New: #iALL FH%, K5 Hd OK:
Source Address:

Address Book: (&) , Any
Destination Address:

Address Book: (&) , Any
Service: ANY
Action: Permit
Policies > (From: Trust, To: Untrust) > New: #iALLFAZ, S5 #d OK:
Source Address:

Address Book: (Z£#%) , Any
Destination Address:

Address Book: (iE#%) , HQ
Service: ANY
Action: Permit
Position at Top: (Z£#%)

> Advanced: #IALLFINZ, A5 HS Return, WH S Z0L IR [FIFEA
P

NAT: GEF
DIP On: (i&#%) ,5(211.10.1.1-211.10.1.1)/X-late




WebUI ( %32 #]#4 B)
E=O
1. Network > Interfaces > Edit (X} 7" ethernet1) : WAL FA%, K5 Hd: Apply:
Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24
2. Network > Interfaces > Edit (X} T ethernet3) : #IALLFH %, K5 Hd OK:
Zone Name: Untrust
IP Address/Netmask: 201.1.1.1/24
3. Network > Interfaces > Edit (X}T* ethernet3) > DIP > New: #iALLFANZ, RJ5Hd OK:
ID: 5
IP Address Range:
Start: 211.20.1.1
End: 211.20.1.1

Port Translation: (i£#%)
Extended IP/Netmask: 211.20.1.10/255.255.255.0

skl

4. Objects > Addresses > List > New: i ALL %, AR5 %0 OK:
Address Name: HQ
IP Address/Domain Name:
IP/Netmask: 200.1.1.1/32
Zone: Untrust




iz

5.

> #

F

i

Network > Routing > Routing Table > trust-vr New: #iALLFAZ, K554 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: GE#)
Interface: ethernet3
Gateway IP address: 201.1.1.254

Policies > (From: Trust, To: Untrust) > New: #iALLFAZ, S5 #Hd OK:
Source Address:
Address Book: (Z£#%) , Any
Destination Address:
Address Book: (Z£#%) , Any
Service: ANY
Action: Permit
Policies > (From: Trust, To: Untrust) > New: #iALL FHZE, AR5 Hdi OK:
Source Address:
Address Book: (Z£#%) , Any
Destination Address:
Address Book: (i%E#%) , HQ
Service: ANY
Action: Permit
Position at Top: (3E#%)
> Advanced: I AL N INZE, SR )5 i Return, B2 S 2k DR [FIFEA
Pick L
NAT: GEF
DIP On: (%) |, 5(211.20.1.1-211.20.1.1)/X-late




CLl [ #3ZH[#A)

O

set interface ethernet1 zone trust

set interface ethernet1 ip 10.1.1.1/24

set interface ethernet3 zone untrust

set interface ethernet3 ip 195.1.1.1/24

set interface ethernet3 ext ip 211.10.1.10 255.255.255.0 dip 5 211.10.1.1

o DN =

ik
6. set address untrust hq 200.1.1.1/32

&
7. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 195.1.1.254

by

R
set policy from trust to untrust any any any permit

set policy top from trust to untrust any hq any nat dip 5 permit
0. save

8
9
1




CLl ( #Z#]#/B)

O

set interface ethernet1 zone trust

set interface ethernet1 ip 10.1.1.1/24

set interface ethernet3 zone untrust

set interface ethernet3 ip 201.1.1.1/24

set interface ethernet3 ext ip 211.20.1.10 255.255.255.0 dip 5 211.20.1.1

o DN =

ik
6. set address untrust hq 200.1.1.1/32

&
7. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 201.1.1.254

by

R
set policy from trust to untrust any any any permit

set policy top from trust to untrust any hq any nat dip 5 permit
0. save

8
9
1




DIP 2H
MK S NetScreen WA 41— AN TUASERE, PURALS TSN E i mnl FHYE (HA) 1, PN & AR L= [m— il &
H RIS A FEAE Bt & XAEH DIP yth (f72F—N VSI B $AT R hik 84 (NAT) [OSmg I, m] AE4s I Ha)
HANAE NetScreen % 4% 76 24455 VSI ) VSD A E1%e41E, 1% VSI AWESh, I T & 1% %) H & NetScreen & %%
(78241% VSD g4 ) 1O SR LA H % DIP w45 % 5% .

£ NSRP SEfE Ny, A48 DIP i S -
set policy name out-nat from trust to untrust any any any nat dip-id 7 permit

thernet1 ethernet1:1
Untrust X B VSI e
210.1.1.1/24 210.1.1.2/24 DIP it ID 7

210.1.1.101 -210.1.1.150

- A NN
uuggguu VSD 1

NSRP fE#¥F VSD 4: 0 VSD 4: 1

: ... EERTES
TR

ethernet3 ethernet3:1
Trust X B VSI 10.1.1.1/24 10.1.1.2/24

T+ DIP yifii T VSD 4 1 (k4% B 2 E i)
1] Untrust X Bt VSI, Rt A (VSD 41 1
#E%) EFHAE ethernet3 (10.1.1.1/24) 4%
W), 55mg “out-nat” VLRI B .




TR UG L, G S DIP e (—/NEREA VSD 41 Untrust X B VSI E) , JER 4> DIP b4 & pi—4> DIP
41, CAESgmgh I . BMEsEegdE € DIP 41, &4~ VSIAMEHH H S VSD .

7t NSRP AEREINy,  Semgh DIP 20 7 IV
set policy name out-nat from trust to untrust any any any nat dip-id 9 permit

DIP i 1D 8 DIP i ID 7
210.1.1.151 -210.1.1.200 210.1.1.101 - 210.1.1.150

ethernet1:1
210.1.1.2/24

ethernet1

% B VSI
Untrust X B VS 210.1.1.1/24

Fiks - B E
i N L R ..

NSRP fEHF VSD 4: 0 VSD 4: 1

ey B > ... IR
VO (B  EETE oo VSR

ethernet3:1
10.1.1.2/24

ethernet3
Trust X B VSI 10.1.1.1/24

TERPEAL T A Untrust X B VS (T VSD 41
0 f1 1) 1 DIP jths & pi—A> DIP 4, “i4 A”
H B H a4 H 55 mE  “out-nat” FHULHEL KM= B
i g%%l%%m%ﬁﬁ’ﬂ DIP i, T2tz
DIP 4.

YEB: H KA HA & NetScreen B4 119iEA 1 B, #2144 7 2%, “NSRP”.




Sef5l: DIP ¢H
ARG, EXGEST HA XTI NetScreen ¥4 (154 A F1 B) 424t NAT AlR%5.
B P DIP i — ethernet3 [ DIP 5 (210.1.1.20 —210.1.1.29), ethernet3:1 -f#) DIP 6 (210.1.1.30 —
210.1.1.39). R M4l E M —A DIP 4 3FFr1R4 DIP 7, eI+ 51 H .
VSD 41 0 Al 1 11 VSI 41 R
e  Untrust X B VSI ethernet1 210.1.1.1/24 (VSD 41 0)
e  Untrust X B VSI ethernet1:1 210.1.1.2/24 (VSD 41 1)
. Trust X B VSI ethernet3 10.1.1.1/24 (VSD 41 0)
. Trust X Bt VSI ethernet3:1 10.1.1.1/24 (VSD 41 1)
ABE B C W E NSRP EREF 34 A F1 B, G VSD 41 1 CE 4 B A\ NSRP £E#£f, NetScreen [ 5hf1#: VSD
H0), JFE Bk, (555 NSRP il & NetScreen W& M55, &I 27 2 “NSRP”.)
WebUI

1. Network > Interfaces > Edit (X} T ethernet1) > DIP > New: #iALLFNZ, K554 OK:
ID: 5
IP Address Range:
Start: 210.1.1.20
End: 210.1.1.29
Port Translation: (i£#%)
2. Network > Interfaces > Edit (XfT ethernet1:1) > DIP > New: #ALIFA%, A5 #d OK:
ID: 6
IP Address Range:
Start: 210.1.1.30
End: 210.1.1.39

Port Translation: G&#¢)




TR AR, HpEdied CLI EX DIP 4.

3. Policies > (From: Trust, To: Untrust) > New: #ALL FH%Z, AR5 Hd OK:
Source Address:

Address Book: (Z£#%) , Any
Destination Address:

Address Book: (Z£#%) , Any
Service: ANY
Action: Permit

> Advanced: HIALL TN Z, KRG Hd7 Return, % & 0 1R ] LA
P

NAT: GE£5)
DIP On: G&# ,7

CLI

set interface ethernet1 dip 5210.1.1.20 210.1.1.29

set interface ethernet1:1 dip 6 210.1.1.30 210.1.1.39

set dip group 7 member 5

set dip group 7 member 6

set policy from trust to untrust any any any nat dip-id 7 permit
save

U o




fff7& DIP it
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filtn, A “AOL BIEFWE” (AIM) &y, 2N uli A P Mk E2E . Fpbialg—Nal, i
AR 5 — A T RAWR 05 0 TERUEF R & TIAUEH - 1 AIM IR4548, Ui S s i i 1Ptk 5
IR 251l (Y8 1P HhhEAHVCHAD . W EAIAS R — n] P A 270 NAT IR A N DIP it BEHL 2 BL ) — AIM JiRSs #5440
YR 21

ZLfi & NetScreen ¥ 7% M\ DIP MR AHF ) IP Hubil 7yl gs EALM Z AN FIR 251, nl% A CLI fiy % set dip sticky, /o
il “Ii%” DIP #uhkzhfE.







MR

PR LL =R RIBERABAT, 20 00e: MEkHihbE:He (NAT). B ImALE . Rgse 3 Layer 3 (5 3 2) XELHIH%
FEA 1P Mk, W)y iZds e S NAT sl iR, g5e 3 Layer 2 (55 2 J2) IXBr CInTiE U v -trust,
vi-untrust 1 vi-dmz, s /e XIF) Layer 2 (5 2 J2) XBO 020 E WA o 7R R0 S #  E Se e /e A,
ZNEROE D W
o 144 T LI “IEWIRI”
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- 162 i b “EhixE”
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- 168 W L “EOwE”
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Network > Interface > Edit (% T- VLAN1) : X} T 7 #&iL 50, 1E$¢ Flood, AJ5 . OK.,

ClLl
1. set interface vlan1 broadcast flood
2. save
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1. setinterface vlan1 broadcast arp
2. save
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WebUI

1. Network > Interfaces > Edit (X F- VLAN1) : BiALL T, AR5 OK:
IP Address/Netmask: 209.122.30.254/24
Management Services: WebUI, Telnet, SCS (i&F#%)
Other Services: Ping (&)

2. Network > Interfaces > Edit (X} V1-Trust) : &L AR, AR5 OK:
Management Services: WebUI, Telnet, SCS
Other Services: Ping

3. Network > Routing > Routing Table: i Remove, i[5 trust-vr | untrust-vr. $5 875155
IP/Netmask 0.0.0.0/0 [#){45 % 1 .

4. Network > Routing > Routing Table > trust-vr New: #iALL FHN%Z, X5 Hd OK:
Network Address/Netmask: 209.122.20.0/24
Gateway: (i£#%)
Interface: vlan1(trust-vr)
Gateway IP Address: 209.122.30.1
Metric: 1




CLI

set interface vlan1 ip 209.122.30.254/24
set interface vlan1 manage web

set interface vlan1 manage telnet

set interface vlan1 manage scs

set interface vlan1 manage ping

set interface v1-trust manage web

set interface v1-trust manage telnet

© N OOk ®N =

set interface v1-trust manage scs

9. setinterface v1-trust manage ping

10. unset vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr

11. set vrouter trust-vr route 209.122.20.0/24 interface vlan1 gateway 209.122.30.1 metric 1
12. save
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h T HREE A B e, WebUI & HEK HTTP 5% H 5 M 80 Btk 5555, ¥ CLI & FE[N Telnet i 5 M 23
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Bl (F209.122.17.253 ), LUE NetScreen 4% fig [n) Hok 3% il VPN {5 Bt.  (VA-Trust X B ATy i 4% 11
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V1-Untrust [X B
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i Il 5555
VA1-Trust £ H V1-Untrust 211
ethernet1 ethernet3
0.0.0.0/0 0.0.0.0/0
WebUI
BB EMEA

1. Network > Interfaces > Edit (X F- VLANT $#:11) : AL FAZ, AR5 #id OK:
IP Address/Netmask: 209.122.17.252/24
Management Services: WebUI, Telnet (i£#%)
Other Services: Ping G&#%)
2. Configuration > Admin > Management: 7 “HTTP Port” B, % A 5555°, 4RJ5 Hiid7 Apply -

6. BRI 80, RIS IIEN 1024 FI 32,767 FIVEC, LAMLILA FIRASER 1. LUR SRLUTA A0S, 157E Web Y4400 URL [KHIALL
FAZ: http:/209.122.17.252:5555.




3. Network > Interfaces > Edit (%} T- ethernet1) : BIALL FNZ, AR5 H 5 OK:
Zone Name: V1-Trust

IP Address/Netmask: 0.0.0.0/0

4. Network > Interfaces > Edit (X} T ethernet3) : HIALLFH%, K54k OK:
Zone Name: V1-Untrust
IP Address/Netmask: 0.0.0.0/0

5. Network > Interfaces > Edit (X7 vi-trust) : EFLLTFHZE, K58 OK:
Management Services: WebUI, Telnet
Other Services: Ping

6. Network > Routing > Routing Table > trust-vr New: i ALL A%, AR5 Hd OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (iE#%)
Interface: vlan1(trust-vr)
Gateway IP Address: 209.122.17.253
Metric: 1




ik
7. Objects > Addresses > List > New: $ALLFHZ, AR5 %0 OK:
Address Name: Mail Server
IP Address/Domain Name: IP/Netmask: 209.122.17.249/32
Zone: Trust
8. Objects > Addresses > List > New: i ALLFHZ, K5 %d OK:
Address Name: FTP Server
IP Address/Domain Name: IP/Netmask: 209.122.17.250/32
Zone: Trust
B
Policies > (From: Trust, To: Untrust) > New: #iALLFHNZ, ARJ5HT OK:
Source Address:
Address Book: (i£#) , Any
Destination Address:
Address Book: (iE#) , Any
Service: Any
Action: Permit
10. Policies > (From: Untrust, To: Trust) > New: AL FHNZ, ARG8T OK:
Source Address:

Address Book: (iE#) , Any
Destination Address:

Address Book: (i&#%£) , Mail Server
Service: Mail
Action: Permit

M




11. Policies > (From: Untrust, To: Trust) > New: AL FHNZ, ARG8T OK:
Source Address:
Address Book: (i£#) , Any
Destination Address:
Address Book: (1£#¢) , FTP Server
Service: FTP-Get
Action: Permit

CLI

BRI EMED
set interface vlan1 ip 209.122.17.252
set interface vlan1 manage web
set interface vlan1 manage telnet
set interface vlan1 manage ping
set admin telnet port 5555’
set interface ethernet1 ip 0.0.0.0/0
set interface ethernet1 zone v1-trust
set interface ethernet3 ip 0.0.0.0/0
set interface ethernet3 zone v1-untrust
. set interface v1-trust manage web
. set interface v1-trust manage telnet
. set interface v1-trust manage ping

© N o gk wN =
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7. ;'glgn?tzgﬁﬁ%%gg ?5?'? 23, FEBCAIL ST 1024 H1 32,767 [8]AOEE, LAH LEXTRCE KR BAL T 1) o UG &3k Telnet AATBL BT, H A LL T bk




&
13. set vrouter trust-vr route 0.0.0.0/0 interface vlan1 gateway 209.122.17.253 metric 1

skl

14. set address v1-trust Mail_Server 209.122.17.249/24
15. set address v1-trust FTP_Server 209.122.17.250/24

R
16. set policy from v1-trust to v1-untrust any any any permit

17. set policy from v1-untrust to v1-trust any Mail_Server mail permit
18. set policy from v1-untrust to v1-trust any FTP_Server ftp-get permit

19. save
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EOE
S NAT B, & XL N & E, H jp_addr1 #1 ip_addr2 {03 1P 3l %07,  mask 83 M 25 Huht o 1) %
%, vian_id_num 3 VLAN Fric g%, zone REX BLAHK, number fR3E LA kbps g FRAT 1) 55 55 K/

X BN wE XEFHEN

i/ NAT BIf51E. DMZ R e L IX B | IP: ip_addr1 IP: ip_addr1
Netmask: mask Netmask: mask
Manage P : ip_addr2 VLAN Tag: vian_id_num
Traffic Bandwidth™: number Zone Name: zone
NAT*: G NAT™: (%#%)

Untrust™ IP: ip_addr1 IP: ip_addr1
Netmask: mask Netmask: mask
Manage P ip_addr2 VLAN Tag: vian_id_num
Traffic Bandwidth': number Zone Name: zone

© AR L RS LB AT IP Hbdik. 3 A0 AR A IR R A B R A BT BRI 1P dhhi. MR E R R
PR, Al A A R 1P kRS E .

T TS R T R
ke NAT ke DR 2 SO0 NAT. B8 “Bsih” nliae miale SO “Bih” .
™ RS e NAT 154652 51 Untrust X B (F195 DB, HZ, NetScreen ¥ A 7E1%45% 11 FHUATATAT NAT #4k:.




SEf5: NAT 23K

PLRYEEI B T Trust X BT Bl 1) LAN F 1R SARCE . LAN 52 NAT BixC R ) NetScreen & &R . TRIE fRVF
Trust X Bt A FEHLAISR A5 SRR AR 4548 00 9 ) 344 o PN 1) BB 28 5e RE 00 1P bk R 26 B MR A4 ik 55 4% - Trust
F1 Untrust X BFRAE trust-vr B P34

YER: FULIEHI S 7 169 WL 55 i FRECHI T I 5

8 2%
200.2.2.1/24
S 62 . . o~ ‘
VIP 200.2.2.3 TR .
NAT 172.16.10.253 / ethernet1 ethernet3 »
172.16.10.1/24 200.2.2.2/24
Trust X Bt Untrust [X B
WebUI
O

1. Network > Interfaces > Edit (X} 7" ethernet1) : AL FHZ, A5 Hdi Apply:
Zone Name: Trust
IP Address/Netmask: 172.16.10.1/24

MANLL N2, ARG el OK:
NAT:® (EF)

COBEEUT, g8 Trust X BT R D #ALF NAT 20, Fit, XHF46E 3 Trust KB L, HIEEZ S .




2.  Network > Interfaces > Edit (¥} T ethernet3) : #ALL FA%Z, SRJ5 % OK:
Zone Name: Untrust
IP Address® /Netmask: 200.2.2.2/24

VIP

3. Network > Interfaces > Edit (X} T- ethernet3) > VIP: % ALL A%, K5 H4 Add:
Virtual IP Address: 200.2.2.3

4. Network > Interfaces > Edit (X} T ethernet3) > VIP > New VIP Service: #ALLFHNZ, RJ5Hd OK:
Virtual Port: 25
Map to Service: Mail
Map to IP: 172.16.10.253

fggzs
5. Network > Routing > Routing Table > trust-vr New: #iALLFHNZ, K554 OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (EF)
Interface: ethernet3
Gateway IP Address: 200.2.2.1

9. I NetScreen &4 L Untrust X ELrR i IP ik ISP 3hZ&40BC, WIAEE IP HihibAl netmask 7B b s, JEik$% DHCP. W13 ISP 48/ “ LUK ST mifk
L, WIER: PPPOE %1 N\ & FrFl 251




R B
6. Policies > (From: Trust, To: Untrust) > New: HiALLFAZ, K55 OK:
Source Address:
Address Book: (iE#) , Any
Destination Address:
Address Book: (i£#) , Any
Service: Any
Action: Permit
7. Policies > (From: Untrust, To: Trust) > New: AL TFANZ, A58 OK:
Source Address:
Address Book: (i£#) , Any
Destination Address:
Address Book: (iE£F:) |, VIP(200.2.2.3)
Service: Malil
Action: Permit




1. setinterface ethernet1 zone trust

2. setinterface ethernet1 ip 172.16.10.1/24
3. setinterface ethernet! NAT"

4. setinterface ethernet3 zone untrust'’

5. setinterface ethernet3 ip 200.2.2.2/24

6. setvip ethernet3 200.2.2.3 25 mail 172.16.10.253
&
7. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 200.2.2.1

by

R
set policy from trust to untrust any any any permit

set policy from untrust to trust any “vip 200.2.2.3” mail permit
0. save

8
9
1

10. set interface ethernetn nat 475 NetScreen #% #&7F NAT #: T iz47.

11. 41 NetScreen %% I Untrust X Bt 11 IP bk ISP 205000, NWMEAH LU R 74 set interface untrust dhep. Wi ISP A« LUK 2506 s A& Hr b
B, N set pppoe Fl exec pppoe 4. 4115 B2 NetScreen CLI Reference Guide.




BT

20 4 4% B, NetScreen 1 & 7EANA] X B 0] 8 K A5 BB APAT NAT 5 B, 415 B g id NetScreen %451,
IP 003k b B bk A SR FEANAE . 5 NAT A, ANFEEN T VA GGE TG RIE AU 2 i L
WSS FTRE L 1P bk . 5@ BHAECANA],  Trust X B 94 1R Untrust X B 0 DAEAN A G 1 H

210.45.30.3

210.45.30.2 210.45.30.4
210.45.301 ./

210.45.30.5

_—— 3'..,:?3-‘-:
pe .
= e ﬁ

—

AL g r/- %{j

Trust X Bt
210.45.30.10

Untrust X Bt 11

\’ 209.122.30.10

®— Untrust X B

LERERE

L Ras AT e A U, TR SRS QR FEVE BT NAT, A AERE IV NAT - G A H A e £ S
FITAT IR L AR A o B R ) 1P k) o T Dy A R Ak 45 R B SR e YRR G R T NAT RISk, nl
il 5 L0 5 B PR IR P28 AT VPN AR LR, BUOROR IR BT NAT . ST R4 i, mI Al




IP Mkl 525 IP (DIP) w1 H ML IX Be L b R $UAT NAT, 317 1P s H b X B f D E A — 7 M i %7+ VPN
SR, TR H M X Bz O IP Mkl AR SC DIP wh gk, sl d s O IP kel HAR OS¢ DIP i bhl, ok
HAT NAT.

TR KTHIETETHMET NAT B G, 152075 173 LA “FE T 7T NAT 7 .

EORE
SRR, & XA FEOEE, Hd ip_addr! 1 jp_addr2 183 |P Hulib (80,  mask 436 W48 4 i %
%, vilan_id_num f83E VLAN Fric %5, zone AKX B &K, number fL3RLL kbps S BLAT 177 56 K /)N

X BN WE X BN

Trust. Untrust. DMZ fl1H J e XX B |IP: ip_addr1 IP: ip_addr1
Netmask: mask Netmask: mask
Manage P : ip_addr2 VLAN Tag: vian_id_num
Traffic Bandwidth': number Zone Name: zone
Route’: (iE#) Route”: G&E#H

© AR L S R E AT P Hdik. 3 A0 AR A IR R4 B R A BT BRI 1P Hhdik. MR E R g
AAPERCERS, A AR P sl T .

TR T B R I
kR Bl iR SO ‘B h 7 . PR NAT IR LB SUh NAT.




SEfl: AR

1 b —yalEs 163 vl B “Jufl: NAT #1207 o, Trust X B LAN I EHLEAFAG 1P Mk FIRB LR 55 25 00 e
IP. 7ELLRARIAIM S (ZisqT7E s HA T i) NetScreen SO/ BOVEWIh, 20EE, TEHLHRA LI P Hilk, H
HEAF IR 55 s AT 2 MIP . BT & 4 X BGHRAE trust-vr B B FElrb

7
200.2.2.1/24
WS 252 . o ‘
240.9.10.45 ' R .
/ ethernet1 ethernet3 >
240.9.10.10/24 200.2.2.2/24
Trust X Bt ' Untrust [X B

WebUI
#EO
1. Network > Interfaces > Edit (Xf " ethernet1) : HALL FHZE, AR5 Hdi Apply:

Zone Name: Trust
IP Address/Netmask: 240.9.10.10/24

ML FNZ, ARG OK:
Route: (ZE#)

12. i%&# Route, ffiZ NetScreen ¥ #&7E s izt TIE4T, MAXTEEE Trust X B BWHAT NAT,




2.  Network > Interfaces > Edit (¥} T ethernet3) : #ALL FA%Z, SRJ5 % OK:
Zone Name: Untrust
IP Address™ /Netmask: 200.2.2.2/24

ik
3. Objects > Addresses > List > New: #iALL FHNZ, K5 Hdi OK:
Address Name: Mail Server

IP Address/Domain Name: IP/Netmask: 240.9.10.45/32
Zone: Trust

B FH

4. Network > Routing > Routing Table > trust-vr New: #iALL FHN%Z, X5 Hd OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)

Interface: ethernet3(untrust-vr)
Gateway IP Address: 200.2.2.1

13. % NetScreen %4+ Untrust X B IP ik ISP 3h7870 1, WIERES 1P Mol netmask 7B, JFk$% DHCP. WiE ISP 3 “ LUK A% mifk
L, WIEE: PPPOE %1 N\ & FRFl 251




KRB
5. Policies > (From: Trust, To: Untrust) > New: #ALL FHN%Z, AR5 Hd OK:
Source Address:
Address Book: (i£#) , Any
Destination Address:
Address Book: (i£#) , Any
Service: Any
Action: Permit
6. Policies > (From: Untrust, To: Trust) > New: #iALL FHNZ, RJ58d OK:
Source Address:
Address Book: (iE#) , Any
Destination Address:
Address Book: (i£#%) , Mail Server
Service: Malil
Action: Permit




1. setinterface ethernet1 zone trust

2. setinterface ethernet1 ip 240.9.10.10/24
3. setinterface ethernet1 route'

4. setinterface ethernet3 zone untrust

5. setinterface ethernet3 ip 200.2.2.2/24

ik
6. set address trust mail_server 240.9.10.45/24

&
7. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 200.2.2.1

by

R
set policy from trust to untrust any any any permit

set policy from untrust to trust any mail_server mail permit
0. save

8
9
1

14. set interface ethernetnumber route #ir 471 E NetScreen 4471 i i Fia1T.




H T 5REGEY NAT
AEBAT R T HT W NAT LLACE W “sh4s IP (DIP)” Al “mif IP (MIP)” bk, BARYEFE 1 2l SR
e HERT N L ik B (NAT) 7, AEASER 20 AN B 6] 55 % 22 3 FH o

JEBG: ST NAT BRI A H, #5005 160 7 L1 “NAT B#al” . G5 MIP J915 6. #2045 99 7
LR B P A
4815 B AT R & T SR EE R NAT

A AEH] Untrust X BLH 2 1) DIP s, Kb i) b2 45 Bl Edsshit. A 1P sihibit ) NAT 248 Untrust [X Bt
TR LS 1P HUREXE TR U, B8N 7 AR AR FLAR D Moty H AR IR HE R

YEE: T VPN (5 E a5 T ms i NAT 15 BR800, 15245 4-202 U1 [ “Tunnel X BERIZE T w51 NAT 7,

15, X T B Bk NAT BN ) NetScreen B4, mI A & TS0 (1) NAT. >4 NetScreen B¢#4bT- NAT BLxUN, HEmgZ NAT ZH0k UL 140 NAT 4.
i1, NetScreen Bi# 4 NAT B, AIESNE iR — AN IFARBERR BIA AT 5 2 1 1 DIP .




SEf: ShE RIS 2 ERY NAT

FEAG R, Bl Untrust X B 10 E 1K) DIP Jtsd 4h in) 2845 S #4T NAT . Untrust X B+ NetScreen %4511 IP
Mk 4 215.3.4.11/24., DIP whp gbhikya FE o 215.3.4.12 % 215.3.4.210.

i

B EM

i

DIP 6: 215.3.4.12—
215.3.4.210

Untrust X E%
eth3, 215.3.4.11/24

Trust X B — Tl
eth1, 172.16.40.11/24 ainS \\

N ' }" \\I NE !
gy | (1 - \g‘./ A
Z

172.16.40.1 = | ,
i 1P M
172.16.40.10

WebUI

1.  Network > Interfaces > Edit (4} ethernet1) : AL FNZE, AR5 HT OK:
Zone Name: Trust
IP Address/Netmask: 172.16.40.11/24




2. Network > Interfaces > Edit (X} T ethernet3) : #ALLFH%, K55 OK:
Zone Name: Untrust
IP Address/Netmask: 215.3.4.11/24
3. Network > Interfaces > Edit (X}T* ethernet3) > DIP > New: #ALL FAZ, SRJ5Hd OK:
ID: 6
IP Address Range
Start: 215.3.4.12
End: 215.3.4.210
Port Translation: Enable
4. Policies > (From: Untrust, To: Trust) > New: AL FH%, A5 Hd OK:
Source Address:
Address Book: (i£#) , Any
Destination Address:
Address Book: (i£#) , Any
Service: Any
Action: Permit
> Advanced: fii AL N2, ARJE L Return, 1525 5 % IR [R] A L 0
NAT: On
DIP On: (i%&$) ,6(215.3.4.12-215.3.4.210)




CLI

set interface ethernet3 zone untrust

set interface ethernet3 ip 215.3.4.11/24

set interface ethernet3 dip 6 215.3.4.12 215.3.4.210

set policy from untrust to trust any any nat dip 6 any permit
save

o DN =




A REGFEE IR

AT M I P (VPN) ™ AR . e A L s
. W78 ULLM it
— RATO LY “Hubl A
— 1815 E “Hht”
o 186 UL %
— #5190 LM “IP IEFHELE0 H.323 B
~ 5208 5T LAY “HZAL
o FE210 L LY “HfEFER”

TR AR TUNUENIGE, ES 67 8 5, 75 249 WL LT “H/ kil ”




ik

NetScreen ScreenOS I i v B FT W L4 HE AL %) Fr A e e b ik 3647 40 28 . AN IX BEER B B S bk fn ik 20
I

A EHUE SR P Mk B AL 20 B AT Rl 255.255.255.255 (1) M4 Ay CEHERERZ AL EASH
P B %D

T A P bl A g HERS (i,  255.255.255.0 1% 255.255.0.0)

ACAEFEIX BRI NetScreen HhE A1 rb  Hokid 4 H . A BERCE ACVF S SR80 [ N S EH LA 7 B A5 B

TER: Ay “Any” FEHALFH o LR F S SE R LB T E T H X BRI 5 o




it 5 B
TR AE— A a2 AN bl e bk, A RE i T2 NetScreen [y k. VPN FlE BMIL TGS, 224X B I
HuhEZ) b5 EHLEL T R 1P Mk i 42", X e T Y s B SO VR BELZE . s EHEAT L BRI .

el Ahnibit

ARG, K IP Hihikh 192.10.10.0/24 [ 1% “Santa Clara Eng” 7snh Trust X Bk, ¥t
www.firenet.com 73 4 Untrust X B k.

WebUI

1. Objects > Addresses > List > New: i ALLFEE, AR5 OK:
Address Name: Santa Clara Eng

IP Address/Domain Name:
IP/Netmask: 192.10.10.0/24
Zone: Trust  (GEF)
2. Objects > Addresses > List > New: fiiALLN{EE, AR5 %0 OK:
Address Name: FireNet
IP Address/Domain Name:
Domain Name: www.firenet.com

Zone: Untrust (EF)

1. AAZICA NetScreen B HLE “IHA4 R 4E (DNS)” ids, A B HuhkA¢ H K44 . Ak DNS FLERIE R, S5 370 i L “HH4 RG0SR .




CLI

1. set address trust “Santa Clara Eng” 192.10.10.0 255.255.255.0
2. set address untrust www.firenet.com 255.255.255.255
3. save

seffl: it
EARGI, KM ENL “Santa Clara Eng” fulihlb4cH, DUkttt =ML #2302 Dallas, FF ¢ E g€ 1P Hitik
192.10.40.0/24.

WebUI

Objects > Addresses > List > Edit (%} Santa Clara Eng) : F &A1 IP bSO LR NZE, KRG
Hif OK:

Address Name: Dallas Eng
IP Address/Domain Name:
IP/Netmask: 192.10.40.0

CLI

1. unset address trust “Santa Clara Eng”
2. set address trust “Dallas Eng” 192.10.40.0 255.255.255.0
3. save

TERG: 1GE K II I A L MR I 7> N FEFFHALAL B PR EIXEE (P11, M Trust X BZE X E]
Untrust X B o ZLEXEHINLE DA BT ILAFIEM IS R M T 77 o




Sefil: BRI
EABIT, R TR “Dallas Eng” k4 H .
WebUI

Objects > Addresses > List: ft Dallas Eng ¥ 4%, #iidi Remove.
CLl

1. unset address trust “Dallas Eng”
2. save

s ka4

T AT B ORI A LR TR I 4 H KR IS SIS , AR s b T
WML H . NetScreen FLVFAIEEMIILAL . BORE T LI B HO04L, 115 F AT R Ot 2 H o XL T
O I FE U T A B B 4% H

TR HE 1 AN SR FEA AL 1 S

Name Access
Address Policy

Access
Policy

T HH

Name U Access
Address Policy

v

Name Access
Address Policy




kA IRHEAT N 2Dy RE:
o ARMEAEMT X Berb gtk A
o ATUAGUEA AT ROHBIEZ, AT LG A i bk 4 AR LUS AR T R AT
o MUBEALZ H DU RANE NGRS H AR

e NetScreen IHIL7E N AREAN R 3B EE AN TEMS, B SRS FH BN RN R 01 . TR A 2B — AN SR,
NetScreen SZfr b2 i AR L (LA R AN T BC B AR IR SS D #0101 — A A B skms . 2

o WGRIREEF IR NI H I, M S A R e R
M 415 P LA B

o LA ASEE R T K B ML

o HHAFOREE SN AT . WRATK “Paris” T HAHIEES H, IS A AL 44 F

o HURHHLBOETES I, WRAERS R A (R T DA AT S

o CBIAFIRIIRAHIL AN, SRS N B AR B, 9 L NetScreen ¥ %44 i il k151 (ACL)
R REAN L A o WA RSN, ] A 2 bt T P M VeI R, O E A A B A ) b
M A S 20, 1T FLES S MRS 2 2L

. AR e bk “Any” . “All Virtual IPs” 1 “Dial-Up VPN” ¥ in 2|20 .

. H17 NetScreen Bt H 3lpR SF0E N B RE AN UBEAL B 01, BIILTEH A A B b QU SR . b4k, NetScreen MKEIX£45E% 5 A\ ASIC, A Erify (fis Tk

BEARH PR




Seffl: fIEHbutie

Tt HAelE4N “HQ 2nd Floor” 1141, %41tu$5 “Santa Clara Eng” fl “Tech Pubs” #/Mibtik, ©ATHEC
BN Trust X B IR THE

WebUI
Objects > Addresses > Group > (X} Zone: Trust) New: HiALLFA4FK, BahLl FHht, K5
i OK:
Group Name: HQ 2nd Floor
i ¥ Santa Clara Eng, Jffii ] << #Z44¥Huli ) Available Members %% 3))
# Group Members ¥,
i #% Tech Pubs, Jf{fi Hl << %415 il A Available Members #=# Z) £
Group Members £,
CLI

1. set group address trust “HQ 2nd Floor” add “Santa Clara Eng”
2. set group address trust “HQ 2nd Floor” add “Tech Pubs”
3. save




el migAi & H
EARHIH, ¥ “Support” (i ANIEHE ) NHhb) W% “HQ 2nd Floor” #itik4l .

WebUI

Objects > Addresses > Group > (X} Zone: Trust) Edit (X}T- HQ 2nd Floor) : #zhLl Fiht, AR5
Hifi OK:

P Support, I << 4% b Available Members #2553 Group
Members £2H1,

CLI

1. set group address trust “HQ 2nd Floor” add Support
2. save




. FFERitbE4A B 5 F0ZE
ARG, N HQ 2nd Floor Mulib 4l A Bk it “Support” , JEMIERSCHET CL8IE K “Sales” Hidil-4l .

WebUI

1. Objects > Addresses > Group > (Xf T Zone: Trust) Edit (X} HQ 2nd Floor) : £z L FHhk, RJ5
Hifi OK:

EH support, FAiTH << A hE M Available Members #2531 Group
Members #:H1,

2. Objects > Addresses > Group > (X}F Zone: Trust) : 7t Sales [f] Configure £, H.i; Remove.

1. unset group address trust “HQ 2nd Floor” remove Support
2. unset group address trust Sales
3. save

JEE: NetScreen ##5 1 2> H 5k CEBERH A Hr -4 B4 -




£ 6 B ARMAER

AR 35

M g5 2 \P A5 B ISRAL, AT AN K B R . BRI SSRGS 5 2 AHSCHR, U FTP 3w 1150 21,
Telnet 13 11504 23, AT T RS MR, I HANRA U R BE—30 (5 190 T ERg “IP il 1) H.323

PR BRAM

MUY T AN ScreenOS S I TIE SOIRSS B JRy AL K o

—

NETSCREEN®

Scaleble Secority Selutions

NS500

DHTML Menu

Objects > Services > Predefined

ns500:NSRP(M)

Name Type Comment Configure
ANY other Any services
A0L EgRemote | america Online Edit
BGP other BGP is an exterior/interdomain routing protocol Edit
DHCP-Rela Bainfosesk Dynamic Host Configuration Protocol allocates network addresses and Edit
¥ delivers configuration parameters from server to hosts =
DNS BJinfoSeek | Domain Mame Service translates domain names into IP addresses Edit
FINGER BJinfoSeek | 4 UNIX program which provides information about the users Edit
FTP E#Remate File T_ransfer Protocol allows sending and receiving files between Edit
machines =
FTP-Get EgRemote | Receiving files from another machine using FTP protocal Edit
FTP-Put EgRemote | Sending files ta another machine using FTP protacal Edit
InfoSeek | Gopher arganizes and displays Internet servers' contents as a .
BOPRER B3 hierarchically structured list of files Edi
H.323 is a standard approved by the International Telecommunication
H.323 EgRemote | Union (ITU) that defines how audiovisual conferencing data is Edit
transmitted across netwarks
InfoSeak | H¥pertext Transfer Pratocal is the underlying protocol used by the .
AT B3 Warld Wide Wb (WWW) Edi
HTTPS [FESecurity Hypertext Transfer Protocol with SSL (Secure Socket Layer) is a Edit

protocol for transmitting private documents via the Internet

| v

NetScreen #tZ25Efl - 5 2 &: EKEFEIE

186



G SREMS I, AR e e M dS o nT DA IR 25§85 b e B — AN TC B e 2%+ B e IR S5 B 4 A . it A A
Policy Configuration X1 HEH [] Service 7513 (WebUl), mi{fi [ get service #iv4 (CLI), n] LA GEWLAE Sk
PSR IS

R T AR Mk 55 LA LB A ORI 5 ik 55 A
SEhl: BEREHE
A, R A k55 G R T E SORE iR 5

WebUI

1. Objects > Services > Predefined
2. Objects > Services > Custom

CLI
get service
CLI By s B~ pros A AR AL
FATIR 55 -
Name Proto Port Group Timeout Flag
ANY 0 0/65535 other 0 Predefined
AOL 6 5190/5194 remote 0 Predefined
BGP 6 179 other 0 Predefined
DHCP-Relay 17 67 info seeking 0 Predefined
DNS 17 53 info seeking O Predefined

FINGER 6 79 info seeking O Predefined




Name Proto Port Group Timeout Flag

FTP 6 21 remote 0 Predefined
FTP-Get 6 21 remote 0 Predefined
FTP-Put 6 21 remote 0 Predefined
GOPHER 6 70 info-seeking O Predefined
H.323 6 389 remote 0 Predefined
--- more ---

:;HE',-1§IJ :/J\\ﬂHKEr&EIJHER
TR IR S I InB R S5 Wb, AR 2L E B
o REWHIK, AHIHA “corp”
o RS HIAE AN B H S YEH . #ltn,  1500-10000.
o PR SSIE KIS S yu i, 15000-25000.
o JIRGATH TCP Whiltads 28 FH UDP s, At A ELI0E I R 8 S e — 28 il EA T, S TCP #1i%s

WebUI

Objects > Services > Custom > New: #iALL A%, K5 Hdi OK:
Transport Protocol: TCP  (3&3%)
Service Name: corp
Source Port Low: 1500
Source Port High: 1500
Destination Port Low: 15000
Destination Port High: 15000




CLI

1. set service corp protocol tcp src-port 1500-1500 dst-port 15000-55000
2. set service corp timeout 30°
3. save

el B ESIBRS

TEA T, K e IR SS corp. AEHTTMYN TCP Bk UDP,  HL S 1 YE HIBE 5k 1 3] 1000,

i /| set service name_strclear %, EAMRSFEHREERRS IO T, BERE RIS 1 E X:
WebUI

Objects > Services > Custom > New: #HIALLFAZE, K5 Hd OK:

Transport Protocol: UDP  (G&F#%)
Service Name: corp
Source Port Low: 1
Source Port High: 1000
Destination Port Low: 15000
Destination Port High: 15000

CLI

1. set service corp clear

2. set service corp protocol udp src-port 1-1000 dst-port 15000-15000
3. save

R B WORBAT RS, WE IS5 I E Y 180 3Bl WERAARUIRSHERT, T never .




Sefl: BBREHIARSS
EAI, KB E RS “corp” .

WebUI
Objects > Services > Custom: 7 “corp” ) Configure #:7', H.i; Remove.
CLI

1. unset service corp
2. save

IP iEZFB{EHY H.323 #1¥

h T SEIR S LA 24 IP 155 (VolP), NetScreen %4530 H.323 Ml BT RS, R R&EH
WY yE M. F AR VoIP FEIY PR A o SR5F iR & AT BE R E P ANIF X By, B 3E B AE [ — X BL .

Trust X B




. Trust XEEHAIRTIEE GERASGEERET)

LELLRIam b, 5 E A S o X e ms A A H.323 (5 B AE IP HLE ML 5 Trust X B OGS 345 LA A Untrust
X B 1P HLE ML (209.16.2.2) RSN . fEAEIH, NetScreen ¥4 if 4b T-i%& B # X sk A=, Trust il Untrust

22X BEHRAE trust-vr B g1,

Untrust [X B

LR )

]

Trust X B

3\%?&%’ o 12

.

IP Hith
209.16.2.2

WebUI
1. Objects > Addresses > List > New: #ALL A%, A5 Hd OK:
Address Name: IP_Phone
IP Address/Domain Name:
IP/Netmask: 209.16.2.2/32
Zone: Untrust




2.

3.

CLI

roobd =

Policies > (From: Trust, To: Untrust) > New: #iALLFHZE, &5 ¥ OK:
Source Address:
Address Book: (i£#) , Any
Destination Address:
Address Book: (i%F¢) , IP_Phone
Service: H.323
Action: Permit
Policies > (From: Untrust, To: Trust) > New: #iALLFHZ, &5 ¥ OK:
Source Address:
Address Book: (i) , IP_Phone
Destination Address:
Address Book: (i£#) , Any
Service: H.323
Action: Permit

set address untrust IP_Phone 209.16.2.2/32

set policy from trust to untrust any IP_Phone h.323 permit
set policy from untrust to trust IP_Phone any h.323 permit
save




5. Trust XEEAAYRSFIZE (NAT )

NetScreen £ A4bT NAT Bz, Je57be e ol i & 5E B AE Trust X B, #EA N2 H A1), HEAE Untrust
X BRI B A & 25 FF 1. ¥ NetScreen 4 46 58 & 2 NAT BisUHE, D408 — AN A48 1P sl w2454 A 1% 45
ZEAAIF, Trust < B e ()6 4 03530 4 ML (10.10.1.2/32) FISE5F ¥4 (10.10.1.10/32). IP_Phone2 (200.20.1.2/32)

7t Untrust X Btb. [CE NetScreen 15 4 LA R VIHE B UL v il E AL IP_Phone1 #1 Trust X Bt F) 0 sF &, BLK
Untrust X Bt 5 2 =41 IP_Phone2 (210.10.1.2) [k . Trust A1 Untrust 224X BEERLE trust-vr % fidsg

Trust X & ethernet3 Untrust [X B

ethernet1 210.10.1.1/24

10.10.1.1/24 % 210.10.1.2
IP_Phone2

200.20.1.2/32

KT B
10.10.1.10/32

W

IP_Phone1
10.1071.2/32

MIP 210.10.1.10 -> 10. 0

10.
MIP 210.10.1.2 -> 10.10.

1.1
1.2

WebUI

O -=2XE

1. Network > Interfaces > Edit (%} ] ethernet1) : AL FHZ, RJGHd: Apply:
Zone Name: Trust
IP Address/Netmask: 10.10.1.1/24

EINCLUF N2, R OK:
Interface Mode: NAT




2.  Network > Interfaces > Edit (¥} T ethernet3) : #ALL FA%Z, SRJ5 % OK:
Zone Name: Untrust

IP Address/Netmask: 210.10.1.1/24
ok
3. Objects > Addresses > List > New: #ALLFHNZ, K55 OK:
Address Name: IP_Phone1
IP Address/Domain Name:
IP/Netmask: 10.10.1.2/32
Zone: Trust
4. Objects > Addresses > List > New: AL FANZ, AR5 Hd OK:
Address Name: Gatekeeper
IP Address/Domain Name:
IP/Netmask: 10.10.1.10/32
Zone: Trust
5. Objects > Addresses > List > New: HiALLFH%Z, K5 Hd OK:
Address Name: IP_Phone2
IP Address/Domain Name:
IP/Netmask: 200.20.1.2/32
Zone: Untrust




BRET IP ik
6. Network > Interfaces > Edit (X} T ethernet3) > MIP > New: HALL FHZ, K55 OK:
Mapped IP: 210.10.1.2
Netmask: 255.255.255.255
Host IP Address: 10.10.1.2
Host Virtual Router Name: trust-vr
7. Network > Interfaces > Edit (X} T ethernet3) > MIP > New: % ALL NN, AR5 HT OK:
Mapped IP: 210.10.1.10
Netmask: 255.255.255.255
Host IP Address: 10.10.1.10
Host Virtual Router Name: trust-vr

fggzs
8. Network > Routing > Routing Table > trust-vr New: i ALLFHN%, K55 OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (iE#%)
Interface: ethernet3
Gateway IP Address: 210.10.1.2




i
9. Policies > (From: Trust, To: Untrust) > New: #ALL FH%ZE, 2RJ5Hd OK:
Source Address:
Address Book: (%) |, IP_Phone1
Destination Address:
Address Book: (i£#) , Phone2
Service: H.323
Action: Permit
10. Policies > (From: Trust, To: Untrust) > New: AL FHNZ%, A5 Hd OK:
Source Address:
Address Book: (i£Ff) , Gatekeeper
Destination Address:
Address Book: (i£#) , Phone2
Service: H.323
Action: Permit
11. Policies > (From: Untrust, To: Trust) > New: #iALLNHN%, K58k OK:
Source Address:
Address Book: (i£Ff) |, IP_Phone2
Destination Address:
Address Book: (i&EFE) , MIP(210.10.1.10)
Service: H.323
Action: Permit




12. Policies > (From: Untrust, To: Trust) > New: ¥ALLFHNZ, AR50 OK:
Source Address:

Address Book: (i£Ff) , IP_Phone2
Destination Address:

Address Book: (i&#%) , MIP(210.10.1.2)
Service: H.323
Action: Permit

CLI

#O-g2XE

1. setinterface ethernet1 zone trust

2. setinterface ethernet1 ip 10.10.1.1/24
3. setinterface ethernet1 nat

4. setinterface ethernet3 zone untrust

5. setinterface ethernet3 ip 210.10.1.1/24
ik

6. setaddress trust IP_Phone1 10.10.1.2/32
7. set address trust gatekeeper 10.10.1.10/32
8. set address untrust IP_Phone2 200.20.1.2/32

ARGt P Hiik

9. setinterface ethernet3 mip 210.10.1.2 host 10.10.1.2
10. set interface ethernet3 mip 210.10.1.10 host 10.10.1.10




&

11. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 201.22.3.20
R
12. set policy from trust to untrust IP_Phone1 IP_Phone2 h.323 permit

13. set policy from trust to untrust gatekeeper IP_Phone2 h.323 permit

14. set policy from untrust to trust IP_Phone2 mip(210.10.1.2) h.323 permit
15. set policy from untrust to trust IP_Phone2 mip (210.10.1.10) h.323 permit
16. save




Ef5: Untrust XEE R AYRTFIKE (Trust XEZALFIiERAE BE IFET)

FH 132 WA R I P AR 2 T AT 28 (g ik e ), ERIIHGAE Untrust [X B 5657 %5 1) NetScreen WAL &, W%
5 Trust X B 965715 45 ) NetScreen V45 Hc B AH 7]

E R, BEWNA Y H.323 /5 8 7AE Trust XEEF 1 IP liEENL (FI5ESF%45) , 5 Untrust X B IP Hulikhy
209.16.2.2 [ IP HLi5 [A] ¥ 8l 1 S o e 2% m) PLAL T3 B ki A 20 . Trust A1 Untrust 224 X BLARTE trust-vr i sk,

Untrust [X B
B
: »

IP_Phone

Trust X B

IP_Phones

209.16.2.2/32

WebUI

1. Objects > Addresses > List > New: #iALL A%, K59 OK:
Address Name: IP_Phone
IP Address/Domain Name: IP/Netmask: 209.16.2.2/32

Zone: Untrust




2. Policies > (From: Trust, To: Untrust) > New: #ALL FH%ZE, 2RJ5Hd OK:
Source Address:
Address Book: (ZEF£) , Any
Destination Address:
Address Book: (i%£#%) |, IP_Phone
Service: H.323
Action: Permit
3. Policies > (From: Untrust, To: Trust) > New: AL A%, RJ5 8 OK:
Source Address:
Address Book: (i%£#%) |, IP_Phone
Destination Address:
Address Book: (ZEF£) , Any
Service: H.323
Action: Permit

CLI

set address untrust IP_Phone 209.16.2.2/32

set policy from trust to untrust any IP_Phone h.323 permit
set policy from untrust to trust IP_Phone any h.323 permit
save

roDd =




JE5: Untrust XEZHPAYESFIZE  (Trust XERALF NAT #3%)

A, G iesE (210.10.1.10/32) M EAL IP_Phone2 #}7E Untrust X B, Jf H 341 IP_Phone1 7t Trust X B
fic & NetScreen %% LA 45 ELIAE Trust X B AL IP_Phone1 fil Untrust X B 58 7 & I k. Trust il

Untrust 24 [X BLABLE trust-vr i disH .

ethernet1 ethernet3
10.10.1.1/24 210.10.1.1/24
NAT #5K > 210.10.1.2 Untrust X B

Trust X B

i

IP_Phone1 210.10.1.10/32

0.10.1.2/32

MIP 210.10.1.2 -> 10.10.1.2

WebUI

EO-w2XE

1. Network > Interfaces > Edit (%} T ethernet1) : AL FHZA, RJGHd: Apply:
Zone Name: Trust
IP Address/Netmask: 10.10.1.1/24

2. Network > Interfaces > Edit (¥} ethernet3) : #IALLFNZ, K5 M1 OK:
Zone Name: Untrust
IP Address/Netmask: 210.10.1.1/24




ik
3. Objects > Addresses > List > New: #iALL FH%, RJn i OK:
Address Name: IP_Phone1
IP Address/Domain Name: IP/Netmask: 10.10.1.2/32
Zone: Trust
4. Objects > Addresses > List > New: #iALLF %, R OK:
Address Name: Gatekeeper
IP Address/Domain Name:
IP/Netmask: 210.10.1.10/32
Zone: Untrust
5. Objects > Addresses > List > New: #iALL FH%, AR5 OK:
Address Name: IP_Phone2
IP Address/Domain Name:
IP/Netmask: 200.20.1.2/32
Zone: Untrust

AR5t IP bt

6. Network > Interfaces > Edit (%} ethernet3) > MIP > New: #IALL FANZ, K558 S OK:
Mapped IP: 210.10.1.2
Netmask: 255.255.255.255
Host IP Address: 10.10.1.2




fggas
7. Network > Routing > Routing Table > trust-vr New: i ALLFHN%, K55 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (iE#%)
Interface: ethernet3
Gateway IP Address: 210.10.1.2

R Mg

8. Policies > (From: Trust, To: Untrust) > New: ¥ ALL FH%E, RJ5Hd OK:
Source Address:
Address Book: (%) |, IP_Phone1
Destination Address:
Address Book: (i&F¢) , IP_Phone2
Service: H.323
Action: Permit
9. Policies > (From: Trust, To: Untrust) > New: ¥ ALL FH%E, RJ5Hd OK:
Source Address:
Address Book: (%) |, IP_Phone1
Destination Address:
Address Book: (iE#) , Gatekeeper
Service: H.323
Action: Permit




10. Policies > (From: Untrust, To: Trust) > New: AL FHN%, K550 OK:

11.

Source Address:

Address Book: (i£Ff) , IP_Phone2
Destination Address:

Address Book: (i&#%) , MIP(210.10.1.2)
Service: H.323
Action: Permit

Policies > (From: Untrust, To: Trust) > New: #ALLFH%, R)5Hd OK:

Source Address:

Address Book: (i£Ff) , Gateway
Destination Address:

Address Book: (i&#%) , MIP(210.10.1.2)
Service: H.323
Action: Permit




CLI

O -=2XE
1. set interface ethernet1 zone trust
2. setinterface ethernet1 ip 10.10.1.1/24

3. setinterface ethernet3 zone untrust
4. setinterface ethernet3 ip 210.10.1.1/24

skl

5. set address trust IP_Phone1 10.10.1.2/32
6. set address untrust gatekeeper 210.10.1.10/32
7. set address untrust IP_Phone2 200.20.1.2/32

BRET IP thiik

8. set interface ethernet3 mip 210.10.1.2 host 10.10.1.2

HE

9. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 210.10.1.2

R Mg

10. set policy from trust to untrust IP_Phone1 IP_Phone2 h.323 permit

11. set policy from trust to untrust IP_Phone1 gatekeeper h.323 permit

12. set policy from untrust to trust IP_Phone2 mip(210.10.1.2) h.323 permit
13. set policy from untrust to trust gatekeeper mip(210.10.1.2) h.323 permit
14. save
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Sefil: EIEMRSSE
TEASEE A4 h Wiget IIRSS4, 4 fE IKE. FTP Hil LDAP R4 .
WebUI
Objects > Services > Group: HIALLFAHLFR, BAILL TS, A5 Hd OK:
Group Name: Wiget

W IKE, FH1H << % 40K Rk 45 M. Available Members %5 5/ 3] Group
Members 4,

P FTP, Ml H << #4108 i 45 M\ Available Members % 5} 2| Group
Members £,

& PE LDAP, Jffif H << $%8Fs Bt %5 M Available Members % ) 3| Group
Members =M1,

CLl
1. set group service Wiget
2. set group service Wiget add ike
3. set group service Wiget add ftp
4. set group service Wiget add Idap
5. save

YER: ARG IRE TS MEIN A A NIR A4 1, NetScreen i # GG Z 4 . [fE, AR THHE B4 194 A5
FEH E X G35 AT P T




el 18R S54H
EARNEH R, B S Wiget RS A1 IR R, AL RS [crossref: 25 207 Wi “Jufl: #ZARSS AL 161
. EINER IKE. FTP A1 LDAP k%5, JE¥sin HTTP. FINGER F1 IMAP.

WebUI

Objects > Services > Group > Edit (X T Wiget) : Bzl FIkS:, 55t OK:

W IKE, FAH M >> %480 R 45 M. Group Members £ # 2 21| Available
Members $2H71,

kP FTP, JH4EH >> #4106 k% M\ Group Members #47# 5 3] Available
Members #:H1,

P LDAP, JEEH >> #H0K B 45 M. Group Members #: % 53] Available
Members £:H1,

P HTTP, JFfH << % 40K IRk %5 M Available Members % ) 2| Group
Members =1,

EF Finger, JHHH << $241% Mk 55 M Available Members % ) 21| Group
Members %t

EFE IMAP, JEAi H << #2514 Il 55 A\ Available Members % 5)) £ Group
Members £2H1,

CLl
1. clear group service Wiget
2. set group service Wiget add http
3. set group service Wiget add finger
4. set group service Wiget add imap
5. save




Sefhl: FPRARSSH
TEABEF, 4 IER R 25 4 Wiget.
WebUI

Objects > Services > Group: #.i7 Remove (XF Wiget)
CLI

1. unset group service Wiget remove http

2. get service Wiget
3. save
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Schedule Name: L1t Policy Configuration XJi&HE[") Schedule 475 44 FK. 15 IEFERE A M 1) 4
FRUAFE PRI () o SRR IS ME— (1), JF HBRHIZE 19 MR AN .

Comment: ZS AT EIME .

Recurring: &4y BN [A] 45 i) 55550 I Je LI

Start and End Times: 0L & T4 A 45 RIS R o [F]—R N 5 22 ol 4 o P A B ] B
Once: 7y BN (1) T AR 45 o — UK IR IR ] B0

mm/dd/yyyy hh:mm: D200 A FFER TS 1 1 AT TR .

Sefl: fRIRET(E)SR

ARG, A0 Tom KR AP, AbAe N HES A 2w (IR B T AA NG ) o QAR _E 3R IR 8] (18 I Th)
o, G ORIRSEMS, LAEZE R FXBR A THEAL (10.10.4.5/24) (1), 1E%H FIER A LA Hh TCPAP 15 Bt

WebUI

1.

Objects > Schedules > New: fIALLNH%, 255k OK:
Schedule Name: After Hours
Comment: For non-business hours

Recurring: (GE#%)




Period 1:

Week Day Start Time End Time
Sunday 00:00 23:59
Monday 00:00 06:00
Tuesday 00:00 06:00
Wednesday 00:00 06:00
Thursday 00:00 06:00
Friday 00:00 06:00
Saturday 00:00 23:59
Period 2:
Week Day Start Time End Time
Sunday 17:00 23:59
Monday 17:00 23:59
Tuesday 17:00 23:59
Wednesday 17:00 23:59
Thursday 17:00 23:59
Friday 17:00 23:59
Saturday 17:00 23:59




Objects > Addresses > List > New: HiALLFNZ, )5 OK:
Address Name: Tom
Comment: Temp
IP Address/Domain Name:
IP/Netmask: 10.10.4.5/32
Zone: Trust
Policies > (From: Marketing, To: Untrust) > New: #iALL NN %, Rt OK:
Name: No Net
Source Address:
Address Book: (E#) , Tom
Destination Address:
Address Book: (iE£#) , Any
Service: HTTP
Action: Deny
Schedule: After Hours




CLI

set schedule “after hours” recurrent sunday start 00:00 stop 23:59

set schedule “after hours” recurrent monday start 00:00 stop 06:00 start 17:00 stop 23:59

set schedule “after hours” recurrent tuesday start 00:00 stop 06:00 start 17:00 stop 23:59

set schedule “after hours” recurrent wednesday start 00:00 stop 06:00 start 17:00 stop 23:59

set schedule “after hours” recurrent thursday start 00:00 stop 06:00 start 17:00 stop 23:59

set schedule “after hours” recurrent friday start 00:00 stop 06:00 start 17:00 stop 23:59

set schedule “after hours” recurrent saturday start 00:00 stop 23:59 comment “for non-business hours”
set address trust tom 10.10.4.5/32 “temp”

set policy from marketing to untrust tom any http deny schedule “after hours”

0. save
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B¢ tunnel
i, e RA CLI iy 4 A B I 5Eng VF FTP /5 5N Trust X B (b4 bk 7] DMZ X Beh 4k “server1”
1 FTP k4528

set policy from trust to untrust any server1 ftp permit
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A DURE AN B2 A S N H] 2 CRC B AT “58 2 )20 I8 Bl (L2TP)” JliE. £ WebUl ', L2TP &I (71X
SEIEIE ) M izAI& . £E CLI ., LU get 12tp all sy &7 Fr 1 ] JHIKGEIE . th ] LUK VPN SEIEAN L2TP JiIE4 &
FERE AR P #EAT AR i =), QIS SR B IE R IR EIE . IXFRN IPSec LI L2TP.,

YEBE: HEWHRCH A L2TP.
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ATDAFERE 2 (R3] Untrust X BRIHE D BRAN) BRAESRIE N NAT. AR T 56mE 1 NAT,  A] DAFE 3y [m) B4k
) 254 KT VPN A5 B FR stk . By bt vl Dok B “BhZ&R IP” b, SOk E “BUE IP” O P 1a) 4845 B A
KN T FIAR ) VPN {5 B -




A RIAE
PEFR LI TUE R Y H AL 1 auth H P, 7B SUVFHE B s kB sk dk N VPN JEE T, B P 2R, DUAE
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WebAuth TAEF R

1.

2.
3.
4

auth 41775 WebAuth lk55#s @573 1P Hidik iy HTTP 4.
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M “xyz” ) “abc” [P AN . PN ARE P sthhl, SO UEEAT H bk s . MR TR, SR
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PEABIR, FEQUEEFIA NS . 5NN AR VE RS54 Mail-POPS3 #9755 %k NetScreen Bk, M “LHLA” %
i CURPEIRS B0 AN VIR UBPE ST KR “UBREIRS B EIE < EHLAY

WebUI

1. Policies > (From: abc, To: xyz) > New: #iALLFHNZ, RJ5Hd OK:
Source Address:
Address Book: (i##:) , Host A
Destination Address:
Address Book: (1£#) , Mail Server
Service: Mail-POP3
Action: Permit
2. Policies > (From: xyz, To: abc) > New: #iALLFANZ, K5 Hd OK:
Source Address:
Address Book: (i£Ff) , Mail Server
Destination Address:
Address Book: (i#%#:) , HostA
Service: Mail
Action: Permit

4. BOIEMRSYL, SR 206 1T LT RSl .




CLI

1. set policy from abc to xyz “host a” “mail server” mail-pop3 permit
2. set policy from xyz to abc “mail server” “host a” mail permit
3. save

seffl: XEzERERIZE
A EBQXEEETi’EiJHﬂﬂ%E%EB AR B LI T R, 1525
BERHITEAE R, ESEE 51 0 E “BRE AR Es” — &,
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e T CGEXHuhEA “Engineering” )
o QNFEIMHRES Ce ikl “Office” ) .
1L Web FHBAFIR S 45t —4 DMZ X Bt
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e “Engineering” A AT Huhi(E B A k%, FTP-Put. IMAP. MAIL 1 POP3 [r4b.

e “Office” T@ﬂﬂ HLF BB AT I “ IR /\% bﬂ]l_ Bid WebAuth AIEH . (5% WebAuth [ 7 IAE
fE R, SIS 274 5O R “Auth JHP AL

e K H Trust fil Untrust X Bt AE H Y, #-n] V51 DMZ IXE"EPEI‘J Web FIHEAY AR 55 %5 o
o WEH HRGEPL (& XA “Sys-admins” ), X DMZ X B 10 R 45 2% H AT 438 B 7 RV PR ) AR

= Ty
/ ’ﬁ Untrust [X Bt
r
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E%EE X
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TR FOIEHIRS A . HROEUTEANIGH, 5S04 206 LR “RFA 7 -

M B (JFHa) FIXE (HRHI) R4 ;ME
Trust - Any Untrust - Any Com (JlR454H: FTP-Put. IMAP. MAIL. Deny
POP3)

Trust - Engineering Untrust - Any Any Permit
Trust - Office Untrust - Any Internet (Hli%541: FTP-Get. HTTP. HTTPS) |Permit

(+ WebAuth)

MIX B (JEHE) FIX B CHRHI) k%5 ik

Untrust - Any DMZ - mail.abc.com MAIL Permit
Untrust - Any DMZ - www.abc.com Web (R%&41: HTTP. HTTPS) Permit
M B (JFHa) FIXE CHRHI) R4 ;ME

Trust - Any DMZ - mail.abc.com e-mail (J]R%-41: IMAP. MAIL. POP3) Permit
Trust - Any DMZ - www.abc.com  |internet (fi%541: FTP-Get. HTTP. HTTPS) |Permit
Trust - Sys-admins DMZ - Any Any Permit
MIX B (JEHE) FIX B CHRHI) k%5 ik

DMZ - mail.abc.com Untrust - Any MAIL Permit

TER: IR Ry £ A2




WebUI

MIEME, 2 Untrust
1. Policies > (From: Trust, To: Untrust) > New: AL FHNZ, AR5 Hd OK:
Source Address:
Address Book: (i%£#) , Engineering
Destination Address:
Address Book: (i£#) , Any
Service: ANY
Action: Permit
2. Policies > (From: Trust, To: Untrust) > New: #iALL FAZ, K550 OK:
Source Address:
Address Book: (%) , Office
Destination Address:
Address Book: (i£#) , Any
Service: Internet’
Action: Permit
> Advanced: FIALL NN, )G RS Return, WCE & ZuE IR HI3EA
PiCEL 0L
Authentication: (3EF%)
WebAuth: GEF

5. “Internet” EHBLUTRRMRSA: FTP-Get. HTTP fil HTTPS,




3. Policies > (From: Trust, To: Untrust) > New: #iALL FH%Z, AR5 Hd OK:
Source Address:

Address Book: (i£#) , Any
Destination Address:

Address Book: (i£#) , Any
Service: Com®
Action: Deny

Position at Top: (&%)

YERL: XM Untrust X 7] Trust X BEHIIG B0, G- HIHEZE TG 20076 17 R0

M Untrust, %] DMZ

4. Policies > (From: Untrust, To: DMZ) > New: #iALLFNZ, R)5Hd OK:
Source Address:
Address Book: (iE£#) , Any
Destination Address:
Address Book: (i£Ff) |, mail.abc.com
Service: MAIL

Action: Permit

“Com” ZHALUFH M MMRSGA: FTP-Put. MAIL. IMAP #i1 POP3.




5. Policies > (From: Untrust, To: DMZ) > New: #iALL FNZ, K5 Hd OK:
Source Address:
Address Book: (i£#) , Any
Destination Address:
Address Book: (i%#f) , www.abc.com
Service: Web’
Action: Permit
M Trust, %] DMZ
6. Policies > (From: Trust, To: DMZ) > New: #iALLNH%, SR5 8k OK:
Source Address:
Address Book: (iE£#) , Any
Destination Address:
Address Book: (iE#) , mail.abc.com
Service: e-mail®
Action: Permit
7. Policies > (From: Trust, To: DMZ) > New: #HALLFH%Z, K5 Hd OK:
Source Address:
Address Book: (iE£#) , Any
Destination Address:

Address Book: (i%#f) , www.abc.com
Service: Internet
Action: Permit

7. “Web” ZRAFLLFHOIHIMFEA: HTTP A HTTPS.
8. “e-mail” RHALLFKAMMEA: MAIL. IMAP FI POP3.




8. Policies > (From: Trust, To: DMZ) > New: #ALL FH%Z, AR5 Hd OK:

M DMZ, % Untrust

Source Address:

Address Book: (iE#) , Sys-admins
Destination Address:

Address Book: (i£#) , Any
Service: ANY

Action: Permit

9. Policies > (From: DMZ, To: Untrust) > New: #iALL A%, Ri5Hd; OK:

Source Address:
Address Book: (i£Ff) |, mail.abc.com
Destination Address:
Address Book: (iE£#) , Any
Service: MAIL
Action: Permit




CLI

M Trust, | Untrust

1. set policy from trust to untrust engineering any any permit
2. set policy from trust to untrust office any Internet® permit auth webauth
3. set policy top from trust to untrust any any Com'® deny

M Untrust, %] DMZ

4. set policy from untrust to dmz any mail.abc.com mail permit
5. set policy from untrust to dmz any www.abc.com Web'" permit

M Trust, Z| DMZ

6. set policy from trust to dmz any mail.abc.com e-mail' permit
7. set policy from trust to dmz any www.abc.com Internet® permit
8. set policy from trust to dmz sys-admins any any permit

M DMZ, % Untrust

9. set policy from dmz to untrust mail.abc.com any mail permit
10. save

10.
1.
12.

“Internet” JEEATLUT OIS 41: FTP-Get. HTTP A1 HTTPS.
“Com” 2 HALL A MRS 4l: FTP-Put. MAIL. IMAP fil POP3.
“Web” f& BATLL N MRS5S 41: HTTP R HTTPS,

“e-mail” ZHA LU GRS MAIL,  IMAP Fil POP3.
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EAG R, BN AR B, R4 Ui ) Trust XECHRAE LAN _EIOHLESE RS 25 . 1 50 F ethernet 4752 3
Trust X B, 3455 IP Hitlk A 10.1.1.1/24. SRJ5F% ethernet2 455 2 Trust X B, FF35UE IP #uhilkk 10.1.5.1/24, )5
I Trust XECPIX BN EBHZE . 255, @ AN HRE, — MEN A R A 5510 R PR SS se bt 55— MEN ST
R ENUTEAL B 1T k. ARG BN X B S SRms, O VR IX L =ML ) IR 554

WebUI

Trust (X fg — #& O FAPH 2=

1. Network > Interfaces > Edit (X}T- ethernet1) : #ALL FHNZ, K5l OK:
Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24

2. Network > Interfaces > Edit (X}T* ethernet1) : #ALL FAN%, X5 Hd OK:
Zone Name: Trust
IP Address/Netmask: 10.1.5.1/24

3. Network > Zones > Edit (5§ Trust) : HALLFNZ, &5l OK:
Block Intra-Zone Traffic: (i£$%)

ikl

4. Objects > Addresses > List > New: i ALL %, AR5 %0 OK:
Address Name: Hamilton
IP Address/Domain Name:
IP/Netmask: &+t , 10.1.1.100/32
Zone: Trust




5. Objects > Addresses > List > New: #iALL FANZ, S5 Hd OK:
Address Name: accounting

IP Address/Domain Name:
IP/Netmask: (i£#) |, 10.1.5.0/24

Zone: Trust

i

6. Policies > (From: Trust, To: Trust) > New: #iALL FAZ, RJ55d OK:
Source Address:

Address Book: (i£F¢) |, accounting
Destination Address:

Address Book: (i£#%) , Hamilton
Service: Any
Action: Permit




CLI

Trust XEg — O FAPE 3

1. setinterface ethernet1 zone trust

2. setinterface ethernet1ip 10.1.1.1/24
3. setinterface ethernet2 zone trust

4. setinterface ethernet2 ip 10.1.5.1/24
5. set zone trust block

H ik

6. set address trust Hamilton 10.1.1.100/32
7. set address trust accounting 10.1.5.0/24

R Mg

8. set policy from trust to trust accounting Hamilton any permit
9. save
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TEATAEVF 2 2 A X B, A 4 R S e — Pl s = ZEAI, — /N R aimg BRI SEE n AN DX B ) S BT SEIR AT

% (i n= XBHD .
WebUI
1. Objects > Addresses > List > New: i ALLFAZ, &5l OK:
Address Name: server1
IP Address/Domain Name:
Domain Name: (iE#) , www.netscreen.com

Zone: Global
2. Policies > (From: Global, To: Global) > New: AL FH%, AR5 Hd OK:
Source Address:
Address Book: (i£#) , Any
Destination Address:
Address Book: (1E#) , serveri
Service: HTTP
Action: Permit
CLI

1. set address global server1 www.netscreen.com
2. set policy global any server1 http permit
3. save

13, EHBAIMAE IP Hutlk, NAf{AAE NetScreen ¥ 7% L. E DNS k%5,
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CUEE SN o, WA HR W] LLIR [P B)iZ s BE T 5 2. 8 WebUI wf, B35 1 2 (1) S5 ) Configure #2ri) Edit #59% .
FEIZ IS H B Policy configuration Ui - TR, 4R )5 #idi OK. 7E CLI H1, {{iH] set policy 4.

ScreenOS AL i FANZEE FH SR 117 77 1
B TERR, SRESHE . EASRRHS, IHHAT LT AR

WebUI

g MEEAE T 504 1Y Configure #2H, {1 K& Enable &Lz,
B A5 SRS 1R SCAA T LUK B B

CLI

1. set policy id id_num disable
2. save

TER: FEHLK G NS, 1725 I % s Configure #4477 Enable (WebUl), Z;#A unset policy id
id_num disable (CLI).




E T HEF RS

NetScreen ¥ [ 7 5 LI J B 19240 5 s AT X B 5, WBIAEATREZIZE GBS 219 B LM “emsd1 51
27 WHIALR 0 — TR, JFR AT SIS, 1T NetScreen e 14 s ik MBI R B 532 h 45— M
LK) SR, DRI, 402 NS R B — AR 2 HE SR o CREIR S ANHEISR: 091 2 ) S — A S 1 o7
P ARk A ) — AR SR 27 e SRR

BTN IL T, ST O 1 S5 EH LA SR 1 5109 R 7 — A A0 VA T I ) S S 4 510 (A T
WebU! ] Policy configuration Jifi*}, i ff Position at Top SULHE. £ CLI . (4T top 7 i# set policy
fir4: set policy top ...

LR RIS B S RIS R P I AFLLE, THHRATEL MRAEZ

WebUI
7t WebUI H7 pffJy vk SR HE - S . 7EZEAZ B I S 1) Configure #2rf,  Fly B R i Sk ol 14 2k
U R R T 1

I User Prompt % 4GHE o
LUV SRS BB R I R i, TERIA <-1>. ZORSRES I B, AN ER SR H AT SRS ID .
i OK, $ATHE).
LIPS i R
H I Policy Move Ui, W7~ 28 80 (1) SR DL A S 7 HL 8 SRS TR A%

TR R H S S MMk, 25—+ (Move Location) 348 ARG E I Sk, K SIS A )i LU 47
o HLidR A SR RS B B A1 & AL B Rk

L Policy List Uiifi, #2315 LB AL &




CLI

1. set policy move id_num { before | after } number
2. save

IR

5%1@8&@%%#? AL, B AT UM ER SEmS . 7F WebUI H, 5 B85 5 1) SR (1) Conflgure Firp il Remove. MR
GoUY AR R S T ARSI N, 2ty Yes. £E CLI Y, {#/H] unset policy id_num 4.
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AIEIEE 2. W e SRng . “ AN IKE” W56, “F-5h25%8] VPN JiEM L2TP it | M 4. A
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2. set auth-server Local timeout 30
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WebUI

1. Configuration > Auth > Auth Servers > New: HiALLTFA%, A5 OK:
Name: radius1
IP/Domain Name: 10.20.1.100
Backup1: 10.20.1.110
Backup2: 10.20.1.120
Timeout: 30
Account Type: Auth. L2TP. XAuth
RADIUS: (&£
RADIUS Port: 4500
Shared Secret: A56htYY97kI

2. ¥4 NetScreen ] #L 3/ hn# 2] RADIUS Az %545 o

YEE: 5 NetScreen im ML 1FHTiF#01E.6, EZ0d4 259 Wi 117 “NetScreen il X 1" » HFUITIF
1 F 2 RADIUS IR #5950, 13 S A KR 55 #5419 X FF




CLI

set auth-server radius1 type radius

set auth-server radius1 account-type auth 12tp xauth?
set auth-server radius1 server-name 10.20.1.100

set auth-server radius1 backup1 10.20.1.110

set auth-server radius1 backup2 10.20.1.120

set auth-server radius1 radius-port 4500°

set auth-server radius1 timeout 30

set auth-server radius1 secret AS6htYY97kl

save
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y = N SecurlD 55 %
L Name: securid1
IP: 10.20.2.100

Port: 15000

Encryption: DES
Client Retries: 3
Client Timeout: 10 seconds
Idle Timeout: 60 minutes
Account Types: Admin
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WebUI

Configuration > Auth > Auth Servers > New: i A\LLFHZE, #R)5Hid OK:
Name: securid1
IP/Domain Name: 10.20.2.100
Backup1: 10.20.2.110
Timeout: 60
Account Type: Admin

SecurlD Server: (GGE#%)
Client Retries: 3
Client Timeout: 10 seconds
Authentication Port: 15000
Encryption Type: DES
User Duress: No

CLI

set auth-server securid1 type securid

set auth-server securid1 server-name 10.20.2.100
set auth-server securid1 backup1 10.20.2.110
set auth-server securid1 timeout 60

set auth-server securid1 account-type admin

set auth-server securid1 securid retries 3

set auth-server securid1 securid timeout 10

set auth-server securid1 securid auth-port 15000
set auth-server securid1 securid encr 1

set auth-server securid1 securid duress 0

save
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Account Type: Auth




WebUI

Configuration > Auth > Auth Servers > New: i A\LLFHZE, #R)5Hid OK:
Name: Idap1
IP/Domain Name: 10.20.3.100
Backup1: 10.20.3.110
Backup2: 10.20.3.120
Timeout: 40
Account Type: Auth
LDAP: (iEFE
LDAP Port: 4500
Common Name Identifier: cn
Distinguished Name (dn): c=us;o=netscreen;ou=marketing

1. set auth-server Idap1 type Idap

2. set auth-server Idap1 account-type auth

3. set auth-server Idap1 server-name 10.20.3.100

4. set auth-server Idap1 backup1 10.20.3.110

5. set auth-server Idap1 backup2 10.20.3.120

6. set auth-server I[dap1 timeout 40

7. set auth-server Idap1 Idap port 15000

8. set auth-server Idap1 Idap cn cn

9. set auth-server Idap1 Idap dn c=us;o=netscreen;ou=marketing cn
10. save




E X IRE Auth AR5 28

S TEOUY, AR P BT S RS auth BRS5 4% . ST B0 ARk 2 B 2R, $R e 4 auth il
K VE 4 auth filids 45

e Admin
e Auth

e L2TP
e  XAuth

XRE, LRSS, L2TP iliE . ot IKE M e EeE I UENT, A 2 AR P 2848 F B4y auth iRZS2%, WA DLAESE
AMHCE HERYE 2 auth RS 4%. NetScreen ¥ &2 51 HIJGHT CL8 € A HAE IR 4525 A VY. auth AR 5545 .

sefil: BEoERE Auth BRS5 88
A, AL Se R YE ] 602 ) RADIUS.  SecurlD it LDAP auth Jil 4% 2% %6 % -
e radius1 (%264 51 L) “Jfl: 4 RADIUS & X Auth IRGS #8447 )
e securid1 (%267 7t Ef¥) “Jufil: & SecurlD & X Auth x5 4% D
e Idap1 (%i269 il Ly “Jufl: S LDAP & X Auth iIRF5 25057 )
WRIG, TREAMEIEZE. radius1. securid1 Fil Idap1 £ % T2 ;2570 (B4 IR 25 4% «
e radius1: admin [ P UEE auth JilR4s 4%
e securid1: L2TP /84 auth IkR55 28
e Idap1: auth |/ H4 auth Jx%5 4%
e Local: XAuth Jl/" 45 auth fifR452°

O BRETEOUY , AHEE PR AT D LB auth kS5 A . DI, BRARSEET LM XAuth 7 R EANES auth AR5 SN B ST A8 1 AN EAT IR RCE




WebUI

1. Configuration > Admin > Administrators: M Admin Auth Server | H751% 1 %k#$¢ Locallradius1, &) ¥
Apply .

2. VPNs > AutoKey Advanced > XAUTH Settings: M\ Default Authentication Server 7413 1% $ Local,
KRG Apply .

TER: X T A auth /777 Ak 26 IKE P19 XAuth H 77 i, A pgr WebUI 17 & 717/ [ ##4 auth
MRZ5% . AT TEZIH A UEHI P FIERIREAS IKE PKBLE T, MR 271> auth [R5 -

CLl
1. set admin auth server radius1
2. set auth default auth server Idap1
3. set [12tp default auth server securid1
4. set xauth default auth server Local’
5. save

7. SRETHOUT, AR PRI D RS auth IR As. AL, BRARSEET TN XAuth F P FREANE auth Ak S5 S AE B kS5 a4 1 WAL EAT IR RCE




NEZEE K W
DR #4341 0] LAGURE IR R B A  ALRI P, DLRET B S IKE W56, “ Fah@ s JmidAn L2TP Wi
e fif F e AT s
o FF 274 ji LY “Auth FH P AIH F4L”
e F 303 i ) “IKE FH PRI 4l
o 5308 W LM “XAuth I/ 4
o EE 328 L LMY “FEhEPIH A4
e {335 i fY “L2TP P FIH 4l ”
e 340 W LMY “Admin /7

NetScreen % 75 75 &E 2 ik FE I AN R B BES AN R R H P 347 AE. A RER 2 IPSec L1 L2TP VPN i i& 1 7]
IKE. XAuth. L2TP #1 auth AUEFARBATHIR ), EHZ0 K-

1F IPSec F(f) L2TP i & & Al B 31 1)
IKE. XAuth. L2TP F1 auth F /A & 48 () A B

IKE ID XAuth L2TP Auth
M B 1 ) i1 f2 2 0m IPSec i#IEHE .2 )5, TH e T R IR I R
Main Mode: Msgs 5 fll 6 L2TP @& iRl 23X NetScreen B k15
Aggressive Mode: Msgs 1 1 2
Auth/IKE/L2TP/XAuth i
\ﬂ% F
, | .
& i_q _ { e
R
b1 b 2
IPSec i@iE
L2TP ifiE
5 B

s

VE: B XAuth A1 L2TP #E2 L] AUEAIHBIE /3 BE, SOl ST RG] o AR i [ B, SO T 4] VPN
THLIE ) 4 9 ) 45 AR S AR A A (R I 1)




Auth BRFfnF P 4E

auth B — AN, BEhi@ i B kB RERy, A 1 AR P 4 B T IAE . T auth Pk
AEABAE AR Hh PR 7R B RADIUS.  SecurlD B¢ LDAP JIl45%% 1.

APk Z A auth F ik P AR B — L ARk auth P4, P 40T DUAE i e A 25 s 22 5 RADIUS w55 #% b a2 7E
RADIUS JilR45 2% oAb 41, s Z5ife NetScreen % AN —MHIE (HSED) B4, #ltn, 5
%0 “rs1” [F) RADIUS fR45 4% g —N 4%k “au_grp1” (1) auth FH 741, HAEZLH AN 10 ANk ii, WAE NetScreen
W bt L—A40 “au_grp1” (1 auth 4L, B HARRANEH A, BEAREAEH PRI . WR7ER
g A 5| AN auth 40 “au_grp1” 1 auth ARSS2% “rs1” , W24 5% S mE UGS 10 15 B 51 & YOIE R 2 1,
NetScreen %45 1] LLIERA A )45 € 1K) RADIUS AR%5 2%

AR5 A Auth B A

€ S auth I E, nl g 2SR Pl A IR 7 R 22— 3T IR SR o 26— Fh 7 RAE S ZRUGIE I S g T
B FTP. HTTP B¢ Telnet {5 E i 1A NetScreen % &, X AT INIE. R Ry Zevp, JH ) AE R IE N FH 32
K P VAR SRS S B EA2RAY, ARBET FTP. HTTP 2 Telnet) Z AT INE.




IEATRTIAGE

M 2288 OV HESRIFATUGERSEE 1) HTTP. FTP 8 Telnet &2k I, NetScreen ¥ £+ 2x#HiZiEKk, I
PR PN GRS (SIS 225 50 LI “HPIAE” ) o EfbMEIE K217, NetScreen & #2204 7 42 Fls
15 AR M 5 s PE B/ auth R S5 25 LI P 2 At i A7 teag, DA A LA 20

- | BT 22 @ ‘ G iLE L 'ﬁﬁ! Sh Auth HH H ik
i 22

J IR 2% e 220.2.1.1
5!%%\': **
@ B ww

S — @

auth H /7% FTP. HTTP ¢ Telnet ¥1f1 k%3] 220.2.1.1.

NetScreen & 2 AL, 10 FLSR IS Bk A HLE P ZEER auth RS540 3RAFE, IEE BN ZE M IX
NetScreen %+ H#7~MH Silid FTP. HTTP 5 Telnet f#ii A\ & 545 5.

P UL P s f s i nl &

NetScreen ¥ #5 /EH A H i 2 EAS A auth P K -, BI0REE SR AR B R IL 2 SaE 48 2 AT auth JIkRS54%
A UCHI (B MANT auth JR45 g0 2 RUCRL B S ) f5, NetScreen #2338 41 FH F & il
NetScreen &4 = WL Gzl X B 4 23 H (18 220.2.1.1,

o

w

Q)

N O~ ®N =




RESBIHEEINIE (WebAuth)

Pl Hm AL BT H 2 1, auth H 7 RS A it 1P ik HTTP 245  CE WebAuth ZhEEAS i NetScreen #¢
%FE) , I A CUATIAMIE. NetScreen k%ﬁﬁﬁ)ﬂlﬁﬁﬂ\ﬁ}ﬁ, FH P al AR HE 22 5k 38 ik WebAuth AT DIE ) S0 1]
Yrnl, BE BRAEH ., CHXTEAME R, 1ESE 274 7 B “Auth FHP R 417 .

1 -5 auth M P43 WebAuth IP Hili 10.1.1.21, FFLh

k. (NetScreen 7Efiw B (AR 840 auth

HTTP %1 10.1.1.21 °
- ([T TR

N EENEO
B, 77 \/

- Al — st — = | b Auth
T O s
iy *% s
- - o 220.2.1.1

<« mama |5) =
(6) sgons | —( 7 -1

6. auth ) 335 Huhk 7. SRS RO SN T %45 B B SR Sk il i WebAuth i
220.2.1.1 (3% . AFNIE. EREL N8R, THHED S9mese

L WebAuth JEATIIE, R SR AL 2L H s .

£ 5% WebAuth [ — L5 7E41 35 B «
o N {REAAHOEHE EAE 4 WebAuth auth AlR45 4%, A 2 S FEAME auth RS 28. ©F 4 WebAuth auth Al
KA AR R A auth RS 280020 A auth H bk 285,
e WebAuth Huhit 20052 A SR ITE b )32 DA TR F R A . Blan, w422 auth H 7 iE il ethernet3
(IP itk 210.1.1.1/24) 5 WebAuth #Hi%, WK WebAuth 1) IP k45 € 7E 210.1.1.0/24 M,
e 1 WebAuth Hulili% B4 SEEHE L. TROBE 240 (VS MIFERFME . CFRARRZA R
LR, WSS 81 L L “FH” o)




o WREAEWI B I WebAuth, 7K WebAuth Hilik i B A5 VLANT IP ik AH R K1~ A
e H¥f WebAuth Ml & T2 M .
o WMRTER—ZAXEL w2 AL, WA WebAuth Hilik & T RANE L B, % B [F— X BARAE AN [ 1

(s A AT Bk % A
ERIEF S| A Auth FH P4

B2 auth A7, @14 auth A 4], IR PG AE AL NetScreen 12748440 RADIUS 454t bo &m0k
P GG AL, A b gl S i AT An) B8 SO T BT B2 5, T AS 43 ) 8 BRAEN P o

4~ Auth H P A Auth 141
1 AT 1 ARG
: ™
o st | Access
m&; Policy
T -
| ]
Alice
D
‘/“\
= Access
o ==t | Access L Policy
@ *::u::EJ Policy
>
Bob
L |
¢ [
D st | Access
ﬁ ";'":J&k Policy




Eehl: BITEHAE (KA

LEARG T, B X— 4K louis FIAHN auth H 7, H%00 % iDa84rNk, 7F Trust X BCiE 1A F bk 44 4 “host1” .
SRIGIC E PN ) S — MBI A b s B, 55—k H host1, 3K louis #ETIMIE. (Louis 2R BT E
K H host1 ¥ 345 SR . ) NetScreen & &< 4>k B H e i Mo bk (1) H kv i K LR B “host1” IR £ IE

(EPES
WebUI

itk Auth F P #Rte it

1. Objects > Users > Local > New: i ALLFAZ, K5 Hidi OK:
User Name: louis
Status: Enable
Authentication User: GE#¢)
Password: iDa84rNk
Confirm Password: iDa84rNk

2. Objects > Addresses > List > New: HiALL A%, Ri5Hd; OK:
Address Name: host1
IP Address/Domain Name:

IP/Netmask: (IE+f) ,10.1.4.1/32
Zone: Trust




i
3. Policies > (From: Trust, To: Untrust) > New: #iALL FH%Z, AR5 Hd OK:
Source Address:

Address Book: (&) , Any
Destination Address:

Address Book: (&) , Any

Service: ANY
Action: Deny

4. Policies > (From: Trust, To: Untrust) > New: i ALLFHAZ, AR5 Hd OK:
Source Address:

Address Book: (#£#¢) |, host1
Destination Address:

Address Book: (Z£#%) , Any
Service: ANY
Action: Permit
Position at Top: (Z£#%)

> Advanced: #IALLTFINZ, A58 Return, WE SR [F5EA
i B T

Authentication: CGEFf)
Auth Server: (i%£$#¢) | Local
User: (%) , Local Auth User - louis




ClLI
it F P A0b ik

1. set user louis password iDa84rNk®
2. set address trust host1 10.1.1.4/32

by

R
set policy from trust to untrust any any any deny

3.
4. set policy top from trust to untrust host1 any any permit auth user louis
5. save

8. GRETHILT, N ZAREHMIIH YIS auth .




Sefil: BITERHAME (KRt P4

FEARGIF, K X400 auth_grpt (AU 4. #5260 K auth I louis 1 lara s INEZ4H°. SRS
B 5 H auth_grp1 (K 5mg . IS K auth_grp1 #2848 FTP BUSBR, 4 H:PL Trust X Bt “auth_grp1” Huhil44
(IP Huht 10.1.8.0/24) Vjjln) DMZ X Bt 440 “ftp1” (IP Huhtk 220.1.1.3/32) 11 FTP k5575 .

WebUI
Atk P ERFA R B
1. Objects > User Groups > Local > New: 7 Group Name FE{H 4 auth_grpl, FATLL F#4E, RIGH
i OK:
¢ louis, 1 << #%41% H M Available Members #4# 5) %] Group
Members #4H1,
IE$E lara, flH << 40K Available Members #4553 Group
Members #=H1,
bk

2. Objects > Addresses > List > New: fiiALL A%, SR %0 OK:
Address Name: auth_grp1
IP Address/Domain Name:

IP/Netmask: (i£$f) , 10.1.8.0/24
Zone: Trust

9. FEARMEREE I E A A, ERA PRI 2w, AP P RS L AR PG, AP USSR SR TH R P AR, @Rk
i auth, IKE. L2TP A XAuth PSRRI G2 28R 4. RSk “ T35 B f Admin F P2 S5HS AR PR BVA 4




3. Objects > Addresses > List > New: #iALL FANZ, )5 Hd OK:
Address Name: ftp1
IP Address/Domain Name:

IP/Netmask: (JE+%) ,220.1.1.3/32
Zone: DMZ

REE
4. Policies > (From: Trust; To: DMZ) > New: #iALL A%, R5Hd OK:
Source Address:
Address Book: (£F) , auth_grp1
Destination Address:
Address Book: (iE#%) |, ftp1
Service: FTP
Action: Permit
Position at Top: (3E#%)

> Advanced: HIALL TN, ARG Hd7 Return, 5% & 0 1R | LA
P

Authentication: £
Auth Server: (Z£#%) | Local
User Group: (i%£#%) , Local Auth Group - auth_grp1




ClLI
At A RLRFORYL R

1. set user-group auth_grp1 location local
2. set user-group auth_grp1 user louis
3. set user-group auth_grp1 user lara

ikl

4. set address trust auth_grp1 10.1.8.0/24
5. setaddress dmz ftp1 220.1.1.3/32

R B
6. set policy top from trust to dmz auth_grp1 ftp1 ftp permit auth user-group auth_grp1
7. save




Sefl: BITERAE OMBRAP)
FEAMI, H55E XA R “x_srv1” [195hHS LDAP auth % 8, SURMEL T

* Account type: auth * Authentication timeout: 60 minutes

* |P address: 10.1.1.100 * LDAP port number: 14500

* Backup1 IP address: 10.1.1.110 * Common name identifier: cn

* Backup2 IP address: 10.1.1.120 * Distinguished name: c=us;o=netscreen

PLafd eTeS114u ¥ auth 7' “euclid” InZ&k B4 auth fiigs#s o SR)5, MAMBH T euclid Fid & EoRAE auth Ak
2% x_srvl BT UGIE A1 7] SRS

WebUI

Auth PR 5% 2%
1. Configuration > Auth > Auth Servers > New: #iALL FH%, AR5 Hd OK:
Name: x_srv1
IP/Domain Name: 10.1.1.100
Backup1:10.1.1.110
Backup2: 10.1.1.120
Timeout: 60
Account Type: Auth
LDAP: (iEF
LDAP Port: 14500
Common Name Identifier: cn
Distinguished Name (dn): c=us;o=netscreen




AR
2.
bt
3.

i

Sl

AR
74N LDAP auth iiz%5%% x_servl 5 X auth HlJ/* “euclid” , %144 eTcS114u.

Objects > Addresses > List > New: i ALLFNZ, K5 OK:
Address Name: euc_host

IP/Netmask: (i£#¢) , 10.1.1.20/32
Zone: Trust

Policies > (From: Trust, To: Untrust) > New: #iALL FH%, K5 Hd OK:
Source Address:

Address Book: (Z£#%) , Any
Destination Address:

Address Book: (&) , Any
Service: ANY
Action: Permit

Position at Top: (3E#%)

> Advanced: i ALL NN, ARG Return, % 2%k T JF IR ] 5 A i
B

Authentication: (E#¢)
Auth Server: (GE#) |, x_srvi1

User: (%#%) |, External User
External User: euclid




CLI

Auth PR 5588

set auth-server x_srv1

set auth-server x-srv1 type Idap

set auth-server xsrv1 account-type auth

set auth-server x_srv1 server-name 10.1.1.100
set auth-server Ix_srv1 backup1 10.1.1.110
set auth-server x_srv1 backup2 10.1.1.120

set auth-server x_srv1 timeout 60

set auth-server x_srv1 Idap port 14500

set auth-server x_srv1 Idap cn cn

= © o N ok wh=

0. set auth-server x_srv1 Idap dn c=us;o=netscreen

SNERF A

11. 7E4Mi# LDAP auth Jili%s#% x_serv1 g X auth ) “euclid” , #i4°4 eTcS114u.
kil

12. set address trust euc_host 10.1.1.20/32

R

13. set policy top from trust to untrust euc_host any any auth server x_srv1 user euclid
14. save




seffl: BITEHAME (HMERF F4R)D
ARG, HEEA K “radius1” ' ({41 RADIUS auth fiR45#%, & X 40 “auth_grp2” (K46 auth /4. 78
FHIENLE & XA auth F P4 auth_grp2:

1. 4Mi% RADIUS auth k5545 “radius1”

2. NetScreen %%

HA7F RADIUS fili%5#s 4% auth 7 3N auth 7740 “auth_grp2” 7, 1fi# NetScreen ¥4 FIIAREE W25, It
ZH PR Rl B SR T 1A) TP HiEE 10.1.1.80 AbJIRSS A Bk S . iz ik Bl — AN EIRES H, R by 4
1 “midas” . ARJEHCE NN ERX BURRS, H AYF e ERE B auth_grp2 i 7 midas, X &AL T Trust
XEH . (RN BRI IRENE B, WSIH 7 3 “5RIg” . )

RADIUS [R5 22
1. ¥ NetScreen A i3 {44 n#. 2 RADIUS JiR45#s L.

TR 5 NetScreen i 1= E, 152445 259 Ui 1) “NetScreen i X1 . 5 Fel5 a1
W#F RADIUS JRZ5-#5174i 1], 15 = 04 RADIUS R4 #5 X 1.

2. 7F RADIUS Jlz%5 %% [ SC auth H 7K )5, 18 NetScreen H 720 VSA G 41 “auth_grp2” , K
N TR ENZ41H 6 auth kP

10. RADIUS auth RS- 28 HIBCE 555 264 70 R “3af]: 25 RADIUS & X Auth RS 25%1 %7 d KB, (HAEIHAGEE “auth” 15 ik 258,




WebUI

Auth BR %528
1. Configuration > Auth > Auth Servers > New: AL T A%, A5 Hd OK:
Name: radius1
IP/Domain Name: 10.20.1.100
Backup1: 10.20.1.110
Backup2: 10.20.1.120
Timeout: 30
Account Type: Auth
RADIUS: (&£
RADIUS Port: 4500
Shared Secret: A56htYY97kI

SMNERFR R 4R

2. Objects > User Groups > External > New: ¥ ALLFH%, RiGHd OK:
Group Name: auth_grp2
Group Type: Auth

ik

3. Objects > Addresses > List > New: HiALL A%, )5 Hd OK:
Address Name: midas
IP Address/Domain Name:

IP/Netmask: (i£#¢) , 10.1.1.80/32
Zone: Trust




R Mg

4. Policies > (From: Trust, To: Trust) > New: ¥iALLFHNZ, RJ5Hd OK:
Source Address:

Address Book: (&) , Any
Destination Address:

Address Book: (i£F#%) , midas
Service: ANY
Action: Permit
Position at Top: (3E#%)

> Advanced: B AL F A2, AR5 Return, % E &2k IR A1 HEA
P

Authentication: (3EF%)
Auth Server: (ZEFf) | radius1
User Group: (i£#%) , External Auth Group - auth_grp2




CLI

Auth PR %528

set auth-server radius1 type radius

set auth-server radius1 account-type auth

set auth-server radius1 server-name 10.20.1.100
set auth-server radius1 backup1 10.20.1.110
set auth-server radius1 backup2 10.20.1.120

set auth-server radius1 radius-port 4500

set auth-server radius1 timeout 30

set auth-server radius1 secret AS6htYY97kl

© N OOk ®N =

5MNERFH PR

9. set user-group auth_grp2 location external
10. set user-group auth_grp2 type auth

btk
11. set address trust midas 10.1.1.80/32

R
12. set policy top from trust to trust any midas any permit auth server radius1 user-group auth_grp2
13. save




JE{5): WebAuth (A& P4E)

AR, AEJE S ) B ) s R R, SR P WebAuth 75 UHE T FIAE . 7E NetScreen 145 A
s ZEp I 44 4 “auth_grp3” MUFH 4. SR, Sk Trust X Bob AN G5 608 auth FI bk, 8RN g
“auth_grp3” .

Trust X Btz L H] ethernet1, 1P Huhik ok 10.1.1.1/24. 552 10.1.1.50 /£ WebAuth IP i1k, F£% B8 AR E s e
1E B4 1) WebAuth iR 45 2%, Rk, H P76 8 shim ) B M (5 B 2 85, 240 46 L HTTP U7 o0& & 3
10.1.1.50, FFLLH P A AEME K. SR)5, NetScreen WK1 H 7 44 A i B LA FE I N B AT LA, DAtk
AR YT SR o a0 e HEIZAE SR, AR S A 60 20 B I A) B Shin im) BB s S . KR B4 n
Ji, 1F NetScreen ¥ & Zk H P B HHAIEZ |, FH P XA 60 438 I 8] 8 8 55— 21

WebUI
WebAuth

1. Configuration > Auth > WebAuth: M WebAuth Server F#741%Hik#% Local, K550 Apply-

2. Network > Interfaces > Edit (X}J* ethernet1) : #%#% WebAuth, 7t WebAuth IP 7B #i A\ 10.1.1.50.
3. Configuration > Auth > Auth Servers > Edit (%} Local) : 7 Timeout 7B A 30, #RJ5Hd: Apply.
FR4H

4. Objects > User Groups > Local > New: 7f Group Name 7Bt 14N auth_grp3, $HATLL F#AE, K55
OK:

1k $¢ user name, 1 << 1% H ¥ % H /7 M\ Available Members #= %% 3 3|
Group Members £,

FEPEERE, SN auth 7, HRNZA RO IR,




R Mg

5. Policies > (From: Trust, To: Untrust) New: % ALLFHZ%, K59 OK:
Source Address:

Address Book: (&) , Any
Destination Address:

Address Book: (&) , Any
Service: ANY
Action: Permit

> Advanced: HIALL TN, ARG Hd7 Return, 1% & i J0E It | FE A
P

Authentication: £
WebAuth: GE#)
User Group: (i%£#) , Local Auth Group - auth_grp3




CLI

WebAuth

1. set webauth auth-server Local

2. setinterface ethernet1 webauth-ip 10.1.1.50
3. setinterface ethernet1 webauth

4. set auth-server Local timeout 30

P4

5. set user-group auth_grp3 location local

YER: NetScreen i # RIS T- A1 /7 2 7191 53 FE 7 e 2 957 . 2217 auth_grp3 /&% auth /1]
Y, WA 1 auth /.

6. AEFHLLT i AH auth BP0 20 ] R 6 gt 0) 2
set user-group auth_grp3 user name_str

R Mg

7. set policy top from trust to untrust any any any permit webauth user-group auth_grp3
8. save




. WebAuth (JMERFHF4ED

WebAuth & —7ff 176 H 7 A 28l b7 K88 A5 SR AT OAGE R 7% . ZEAR] K G — AN BSR4 )
5 BB L WebAuth J5 134T IAIE SR

7t RADIUS k554 “radius1” H1 NetScreen ¥ A% 44 4 “auth_grp4” [f] auth H /" 41. 7 RADIUS lx%54% [,
M Trust DX B RSN R AR Pk, IR SIS “auth_grp4” .

YER: MEAEHTHT RADIUS JR%-#5 % 75 45 264 T [19 “JEH): 7 RADIUS & X Auth JRZ-ZX1R 7 1 A2 ],
HEHIFRIZE “auth” 1E4 1) K287,

Trust X B4 114§ ethernet1, 3L IP #ihl A 10.1.1.1/24, $55€ 10.1.1.50 {E & WebAuth IP #hu ik, 3 1d FH 44
RADIUS auth 4525 “radius1” £ 444 1] WebAuth 5545 . I, H 2 7E A shim 1a) BB 45 St 2 8, D20
Sl HTTP Jy a0 R3] 10.1.1.50, FELLH P 4 M55k, 285, NetScreen W44 “radius1” FIZi 8 k(1 FH F
2 a4k T WebAuth F 1 AIE 1 SR A2 i .
RADIUS AF 5558
1. #% NetScreen i 4L 3 N4k 2] RADIUS 5525 1.

YEE: K NetScreen i ML X 1E1E6, 152G 259 11 [/ “NetScreen i i) . H FJFia M 1F
W#F RADIUS 5575819, 15214 RADIUS MR- 45 XY

2. fF auth %54 “radius1” LEIAF 40 “auth_grp4” , RJE4EH A3 N auth K.




WebUI

Auth PR %528
1. Configuration > Auth > Auth Servers > New: #iALL FH%, K5 Hd OK:
Name: radius1
IP/Domain Name: 10.20.1.100
Backup1: 10.20.1.110
Backup2: 10.20.1.120
Timeout: 30
Account Type: Auth
RADIUS: (GEF)
RADIUS Port: 4500
Shared Secret: A56htYY97k

WebAuth

2. Configuration > Auth > WebAuth: M WebAuth Server T 1741 %& % £ radius1, X5 ¥ Apply .
3. Network > Interfaces > Edit (X} ethernet1) : #%#% WebAuth, 7& WebAuth IP FE4iA 10.10.1.50,
VLT 0] ¢
R RP4H
4. Objects > User Groups > External > New: ¥ ALLFH%, RiGHdi OK:
Group Name: auth_grp4
Group Type: Auth




R Mg

5. Policies > (From: Trust, To: Untrust) > New: #iALL FH%Z, AR5 Hd OK:
Source Address:
Address Book: (&) , Any
Destination Address:
Address Book: (&) , Any
Service: ANY
Action: Permit
> Advanced: i ALL N2, A5 TE Return, W S 0L IR [FEA
PiC E O
Authentication: (E#¢)
WebAuth: GE£F)
User Group: (&%) , External Auth Group - auth_grp4




CLI

Auth PR 5588

set auth-server radius1 type radius

set auth-server radius1 account-type auth

set auth-server radius1 server-name 10.20.1.100
set auth-server radius1 backup1 10.20.1.110
set auth-server radius1 backup2 10.20.1.120

set auth-server radius1 radius-port 4500

set auth-server radius1 timeout 30

set auth-server radius1 secret AS6htYY97kI

WebAuth

© N OOk ®N =

9. set webauth auth-server radius1

10. set interface ethernet1 webauth-ip 10.1.1.50

11. set interface ethernet1 webauth

R4

12. set user-group auth_grp4 location external

13. set user-group auth_grp4 type auth

R

14. set policy top from trust to untrust any any any permit webauth user-group auth_grp4
15. save




JE45): WebAuth + SSL (4pERFE P 2R)

FEARGIH, ¥ WebAuth 5“2 72" (SSL) HiAR4LE, KO H /G N AL 4 F %45 . WebAuth )
FHAH R AE P SR 5937 17 NetScreen ¥ #4 (IE BAS JER (LB WebUI #H T8 ) . (5% SSL IIH LIS E, 15
B5E 3-9 i B “wEHTET )
WebAuth + SSL L E L HELLF YA D IE:
1. & XAk RADIUS auth fIlR452% “radius1” , 7 RADIUS JIR%5 %5 F11 NetScreen 4% F @I 444
“auth_grp5” 1] auth 1)"41. 7€ RADIUS iii45#% L, 4 Untrust X B RIFTA auth F 76U H ik o,
B RIS “auth_grp5” .

YER: WAERT ) RADIUS JR%-#% 8 &5 55 264 11 119 “7t): 2 RADIUS & X Auth JRZ-7#5X15 7 A
A, HAFIF K IEE “auth” 1E29/1 K/ 1282,

2. Untrust X B3z 104 H ethernet3, I IP #ulik 4 210.1.1.1/24. 55%€ 210.1.1.50 1F 5 WebAuth IP #uhik, Jff#
40 RADIUS auth JIR45%2% “radius1” E 54417 WebAuth JIR45 2% .

3. %%} NetScreen SSL %%, f5Es5CHT Nz 2] NetScreen %4 FiEP" 14 IDX 5 (RHIHH 1) |
DES_SHA-1 %15 F1 SSL ¥ 15 2020, IbAbh, idbAZifE ethernet3 )5 A SSL v 4 #i1:, LU ethernet3
ANSHR T )% 1 SSL iEREZ4R .

4. RJE, BE—NERXTM Untrust X B2 Trust X B AT 15 AL WebAuth + SSL 7 VA T IAUEI A 17]
%lﬂgo

DRI, FH 6 I3 shi 1n) IR B9 (s B 2 0T, 420 26 L HTTP 5 U349 https://210.1.1.50:2020, LU 441
B . PRJG, NetScreen % 47E “radius1” FI2RE 1 H P 2 (A1 Fh 4k T WebAuth P DA IETE Sk K A

1. R UUTERIE T UE B IS N3] NetScreen W& HIE R, WS HE 4% “VPN”,




RADIUS fF% 2%
1. #% NetScreen i 4L 3 N4k %) RADIUS 5525 1.

YEE: K NetScreen i ML X 1E1E6, 152G 259 11 [/ “NetScreen i i) . H FJFia M 1F
W#F RADIUS JR%5-#5174 1, i#=0d RADIUS JR %545 X1,

2. fF auth %54 “radius1” LEIAF 40 “auth_grp5” , RJE4EH A3 N auth K.
WebUI

Auth PR %528
1. Configuration > Auth > Auth Servers > New: #iALL FN%Z, K5 Hd OK:
Name: radius1
IP/Domain Name: 10.20.1.100
Backup1: 10.20.1.110
Backup2: 10.20.1.120
Timeout: 30
Account Type: Auth
RADIUS: (&£
RADIUS Port: 4500
Shared Secret: A56htYY97k

WebAuth

2. Configuration > Auth > WebAuth: I WebAuth Server F$741% Fhik £ radius1, RJ5 5.0 Apply.
3. Network > Interfaces > Edit (%} T ethernet3) : i%&$% WebAuth, 7& WebAuth IP %A 210.1.1.50,
R G i OK




SSL

4. Configuration > Admin > Management: % A\LLFH%, AR5 Hd OK:
HTTPS (SSL) Port: 2020
Certificate: CGEFSGHTINAIIUEF)
Cipher: DES_SHA-1
5. Network > Interfaces > Edit (X} T ethernet3) : 7& Management Services XIkHik$e SSL, )5 Hii
OK.
P4
6. Objects > User Groups > External > New: HiALLTFA%Z, K5 Hd OK:
Group Name: auth_grp5
Group Type: Auth

R Mg

7. Policies > (From: Untrust, To: Trust) > New: #iALL FAZ, K550 OK:
Source Address:

Address Book: (&) , Any
Destination Address:

Address Book: (&) , Any
Service: ANY
Action: Permit

> Advanced: BT ALL N A%, SRJEHd7 Return, % & ek It i ] e A
P

Authentication: £
WebAuth: (E#)
User Group: (i%£#%) , External Auth Group - auth_grp5




CLI

Auth PR 5588

set auth-server radius1 type radius

set auth-server radius1 account-type auth

set auth-server radius1 server-name 10.20.1.100
set auth-server radius1 backup1 10.20.1.110
set auth-server radius1 backup2 10.20.1.120

set auth-server radius1 radius-port 4500

set auth-server radius1 timeout 30

set auth-server radius1 secret AS6htYY97kI

¥ NetScreen ] #iL X/ N7 2 RADIUS iz 5525 L.

© 00N O ODN-=

YERE: K NetScreen i L X 1L 156, 152G 45 259 11 [/ “NetScreen i i) . H FJFia M 1F
W#F RADIUS 5575819, 1521 RADIUS MR- 25 XY

WebAuth

10. set webauth auth-server radius1
11. set interface ethernet3 webauth-ip 210.1.1.50
12. set interface ethernet3 webauth

SSL

13. set ssl port 2020

14. set ssl port cert 1

15. set ssl encrypt des sha-1
16. set ssl enable




R4
17. set user-group auth_grp5 location external
18. set user-group auth_grp5 type auth

R
19. set policy top from untrust to trust any any any permit webauth user-group auth_grp5
20. save




IKE A RFIA AR

IKE H & B30 00 1P Hibki 2 VPN . B CGERr F 2R IR ) £ “BrB 1”7 5 NetScreen 1% %
Wi sE), I Kk IKE ID AR e it == 2540, KX B S 34T Ak,
IKE ID AT LU L TR EEHdit . 1P ik, 304458 ASN1-DN ‘245 52, 43t IKE I/ &% LL R A%, NetScreen 4%
B IKE
e {5, M+ Distinguished name (DN) (U2 FK) FBEL SubAltName Bt H [ — AN Ek £ ME 5 NetScreen
W ERCERA P IKE ID A7 .
o FHEZEHFM IKE ID, NetScreen 4 n] MU IKE ID A He A7 I FUOL S22 Rl (1 e A6 At 171 1
AL = A
£ “HBEH” IKE MCEE S5 IKE H M 4l 575 24 R W SCRE IS E 1 IKE H 62— A4l s,
T A HZA M GFI—A 5 HZM ) VPN 835D , A & IKE F 7 5E SC—AN R SR
WY, RPN R RATRER . XFMESL R, Al B — AR 1) IKE A, R —A 4
IKE ID H1/7. iZH /1 IKE ID & — 410 BESR 5 IKE H P IKE ID 52 X . WiaEfEiks IKE 7 i
IKE ID 541 IKE ID H i) IKE ID #HULHC, NetScreen ¥ NIz Fe 7 ARTVELE R, 1HS W % 4-180 1 LIH)
“4 IKEID”,

YER: IKE /7771 IKE JH/7 20K/ GE 1 A R A2 1%L o

12, ffi ] “IMBIERR L7 A 11— IKE ID 7”61, 5 ZFK (ASN1-DN) # 3 4: CN=joe,OU=it,0=netscreen,L=sunnyvale,ST=ca,C=us,E=joe@ns.com.




SEfl: EX IKE AR
FEARB R, K XDYAS IKE 77, Amy. Basil. Clara fil Desmond, AN HA AT IKE ID 257,
o Amy— HFHEAFHBEE (P S8 A R4 8 U-FQDND : amy@ns.com
. Basil — IP Hifil:: 211.13.1.1
e Clara - %24 &M 4 (FQDN): www.netscreen.com
e  Desmond — ASN1-DN F£fHi: CN=des,OU=art,O=netscreen,L=sunnyvale,ST=ca,C=us,E=des@ns.com

WebUI

1. Objects > Users > Local > New: i ALLFAZ, K5 Hidi OK:
User Name: Amy
Status: Enable
IKE User: GEF
Simple Identity: (&%)
IKE Identity : amy@ns.com
2. Lists > Users > Local > New: #iIALL IR, R)5H 1 OK:
User Name: Basil
Status: Enable
IKE User: GEF
Simple Identity: (GE#%)
IKE Identity : 211.13.1.1




3. Objects > Users > Local > New: i ALLFHZE, RJEHd OK:

User Name: Clara

Status: Enable

IKE User: (£

Simple Identity: GEF)

IKE ldentity : www.netscreen.com

4. Objects > Users > Local > New: #IALLFNZ, 2R Hd OK:

User Name: Desmond

Status: Enable

IKE User: GEH#)

Use Distinguished Name for ID: (i%£#%)
CN : des

OU: art

Organization: netscreen
Location: sunnyvale
State: ca

Country: us

E-mail: des@ns.com

CLI
1. set user Amy ike-id u-fgdn amy@ns.com
2. setuser Basil ike-id ip 211.13.1.1
3. set user Clara ike-id fqdn www.netscreen.com
4. set user Desmond ike-id wildcard CN=des,OU=art,O=netscreen,L=sunnyvale,ST=ca,C=us,E=des@ns.com
5. save




Sefil: €I IKE 4R

FEAG R, R4 ike_grpt IHI A LA IKE HI Amy I, B R1ECA IKE 4l R JR#3n E sl
55 304 vi b “yuhl. @ SCIKE I g RS =AS IKE .

WebUI

Objects > User Groups > Local > New: 7F Group Name F-Et N ike_grp1, $UATLLFHEAE, KRG
Hidi OK:

R Amy, fiTH << $%40K L Available Members £ %5 3)) 3 Group
Members £,

¥ Basil, ] << &4 H M Available Members £ 3/ % Group
Members 1.,

&Pt Clara, i << &4\ Available Members £ 2 21 Group
Members =M1,

1Fe Desmond, 1 << ¥ H I Available Members #:# 3l %l Group
Members £,

CLI

set user-group ike_grp1 location local
set user-group ike_grp1 user amy

set user-group ike_grp1 user basil

set user-group ike_grp1 user clara

set user-group ike_grp1 user desmond
save

2 o




FEMXH5|H IKE AR
5B IKE I8 IKE R 41)s, M e IKE WO —ANES P 8l 5 AR, ol fe IKE WOCRE g e
DLF A9 76 WO E R 5 1 IKE L 19

o ¥ 4-163 UL LW “yuf. FET NS E] LAN (1 VPN, B34 IKE”

o ¥4-186 WL LMW “yupl: 4 IKEID GiF1)”

o 4195 T Ly “Yufl: 41 IKEID (FdLmEg) 7




XAuth F R #1F R 4H

XAuth J&—ANE R 7, eili “H 331%47” IKE VPN j#iE 5 NetScreen % £ AHi% . XAuth f0 35PN 620 F A
UEAT TCP/IP Hidil- 23t . NetScreen sz 45 Hrb— 1 sl o 33 5] i) 13 FH

IKE FH 7 DGESZBR XA B 45 UE, 11 XAuth B I AE 5 NMA B 5 FRAIE

TCFE TCP/IP & 18 43 BE AT A Fe P 3 — AN LS B A8 S, FH P 78 k3% VPN {35 S U IR A FH s R DL G I B, b
T-4E VPN {Z B A ] ISP B85 W 25 45 B 2t TCP/IP M4 G i ae ik B . Wk e Fe ] P 40 e 240 1P Hukik,
S SO A i 1 BA LM HE S . 2R )5, NetScreen £ 1] LA IR [B] 3% fal if VPN 838 1 S S 22, 3
IEEREF ) 1P Mkl . Mk Sy ECIE SO VE R IR kb G 3 S i 5] A X e i hl-

EM XS] XAuth A

NetScreen £ XAuth fiiA 6 (v6). itk “BiE 17 IKE Hhig o (K007 #3CKF XAuth v6, ‘B I7ERTFIAS “Brit 17
R R ) 65 7 kA% DA R AR N T ID: 0x09002689DFD6B712, AL R ID 575 XAuth e 5L %
draft-beaulieu-ike-xauth-02.txt 1135 .

“UYBE 17 BhRseE, NetScreen % 4% [l s Rk st XAuth FH J R85 F3x . WS XAuth H 78 FH IE#I H F 4
FES R TS 5%,  NetScreen W & iz H F 0 lic TCPAP i, XUygkastit “BrBt 2”7 Wi,

13. ERUGEE #2 TCP/IP #E  (IP Hihl. DNS Jlk4s2hhl. WINS R&5#sitl) , &1 NetScreen ¥ &4 Eegh @ fe ', LAYE VPN Gl I8 &R R4 ]




XAuth 73ACHT 1P Hihk7EFR 2 19 XAuth hbE N )R T 5 H 7. RSB RS, A SEECH T 1P ik, &l ke
5 SeF b A, AT REAN . AP XAuth BBISHME E X KT IKE “BiBt 17 A A7 o) (e, DLk S 2
TEHANE] 1P Mkl = A o

ik IKE “MrBE 1”7 MG, IKE SBE—D “BrEe 17 mEs, SRE7E “BrEE 27 Uhid FFG e i cde s XAuth
F PR IR WAL XAuth Huhb R HIR, XAuth FFORAE I 8 % JG B R R R R ) 1P bk, IKE “PrB
17 4G, JFRE T XAuth H FAIE. XAuth stk 2 Be 7 H P 8 sk e DG #E4T,  TiAE XAuth ke iy i)
PN R IT G . X P UCERVEAE e T
NetScreen ¥ #% nJ UL XAuth F /7 BENLAEC 1P Hitik. DNS il 28tk f1 WINS k45 #s Hibik . NetScreen 32 £F XAuth
AL 7T -

o RHh XAuth F ) FIAREE XAuth P BIAGIE

o KHb XAuth F /7 ZHATANH XAuth I P VGE  Cn A7 4% 4E RADIUS auth I 45 4% 1)

o M IP Huhibyh A XAuth H S A1 RADIUS auth 5528 ARG AN XAuth H 720 IP. DNS 4523 A1
WINS Jik 45 %5 i h1k:

14, BRI FA T 38 28y BOAR TR 1P Mudik, I RT/E ] O & PR e Hahik. Mt NetScreen i< rFLitdbhit, 1AVZ M IP i BEHL M HC— AN kb 157
B IZFEIHEANREAE IP b, I, BRI RS RS LB, ARG SN TEIA A .




ef5: XAuth IAE (R#FH A

TEAMI, FAEARME A e X0 x1. %52k aGgb80L0ws (1) XAuth /.

RIG, 7E IKE PSGHCE F5F IP 220.2.2.1 A4 51 . BafE M “gwl”, 4 “BrEi1” thigds
& Main mode (FE#E) FI77 % pre-g2-3des-sha, H-fi it 2% 4 “netscreen1” . 4 VPN iy 44 “vpn1”,
HOC“WB 27 Wi fe e T € g2-esp-3des-sha. iEFF Untrust X Bid% 1 ethernet3 15 4 4h %11,

WebUI

1. Objects > Users > Local > New: i ALLFAZ, K5 Hidi OK:
User Name: x1
Status: Enable
XAuth User: (Z£#%)
Password: iDa84rNk
Confirm Password: iDa84rNk

VPN

2. VPNs > AutoKey Advanced > Gateway > New: i ALLFHNZ, RJ5Hd OK:
Gateway Name: gw1

Security Level: Custom
Remote Gateway Type:
Static IP Address: (i£#%)
IP Address: 220.2.2.1
Preshared Key: netscreen1
Outgoing Interface: ethernet3




> Advanced: i AL N @Rk E, RJ5 ¥ Return, iR [PEIEEA “ R
P B L.

Security Level: Custom: (IE#%)
Phase 1 Proposal: pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
Enable XAUTH: G&#)
Local Authentication: (G£F%)
User: (¥
Name: x1
3. VPNs > AutoKey IKE > New: $iALL A%, RJ5HT OK:
VPN Name: vpn1
Security Level: Compatible
Remote Gateway Tunnel: gw1

CLI

XAuth A A

1. set user x1 password aGgb80L0ws
2. unset user x1 type auth™

VPN

3. setike gate gw1 ip 220.2.2.1 main outgoing-interface ethernet3 preshare netscreen1 proposal
pre-g2-3des-sha
4. set ike gateway gw1 xauth server Local user x1

15. CLI #i74 set user name_str password pswd_str #5815 /1 288 auth Al xauth [ ). A xauth Z8EIG 7, SO SN fr4 unset
user name_str type auth .




5. setvpn vpn1 gateway gw1 sec-level compatible
6. save

el XAuth tAE (AP

A, AGTEA IR E FAIEE— %K xa-grpd [ 4, RIS 310 T M “3afil: XAuth A (A
FIPD 7 sl XAuth 2 “xA7 o K P IR N, S EHBI O XAuth FH 4L

SRIG, 7E IKE 2GR0 E fd 1P 220.2.2.2 At 25775 %A . FHafeiedms s “gw2”, & “WrE 17 thisies

137
RS

Main mode (FE#iX) Fl1J7% pre-g2-3des-sha, FFAFH L% E] “netscreen2” . ¥ VPN i 44 “vpn2”,
h BB 27 WhR R E TR g2-esp-3des-sha. EF% Untrust [X Bf% 1 ethernet3 1E R #h 4% 11 .

WebUI

XAuth F F4A
1. Lists > User Groups > Local > New: 7F Group Name B4 A\ xa-grp1, $UTLL Nk, K58 OK:
WP x1, Ml << %40 H M\ Available Members #2555 Group Members
A
VPN

2. VPNs > AutoKey Advanced > Gateway > New: #ALL FH%Z, K5 8Hd OK:
Gateway Name: gw2
Security Level: Custom
Remote Gateway Type:
Static IP Address: (i£#%)
IP Address: 220.2.2.2
Preshared Key: netscreen2




Outgoing Interface: ethernet3

> Advanced: it AL T R BCE, A5 Hili Return, GR[FEHEA “RS5CT il
B
Phase 1 Proposal: pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
Enable XAUTH: G&#)
Local Authentication: (G£F%)
User Group: &+
Name: xa-grp1
3. VPNs > AutoKey IKE > New: $ALLTFHZ, SRJ5HT OK:
VPN Name: vpn2
Security Level: Compatible
Remote Gateway Tunnel: gw2

CLI

XAuth BB F4H

1. set user-group xa-grp1 location local

2. set user-group xa-grp1 user x1

VPN

3. setike gate gw2 ip 220.2.2.2 main outgoing-interface ethernet3 preshare netscreen2 proposal
pre-g2-3des-sha

4. setike gateway gw2 xauth server Local user-group xa-grp1

set vpn vpn2 gateway gw2 sec-level compatible

6. save

o




5. XAuth AE (APEREE )

TEARGI, ¥e5 | H5EHTnZ 21484 SecurlD auth ilkg5#% L) XAuth 7, HF 40 “xa-17, %554 iNWw10bdO01.
AB 4 E SecurlD auth IRZS2SHCE 558 267 1 LY “Vufil: A SecurlD 52 X Auth RS #:XF %7 A LR EUH
[d], (HILARREBK 27 52 oA XAuth,

LR IKE WG E Pt IP 220.2.2.3 ALHI%H25 7551 F XAuth FI ™ xa-1. B M4 “gwd”, o “BrBEi1”
hifE € Main mode (FHX) FIJ7% pre-g2-3des-sha, -l ML E% 4 “netscreen3” . ¥ VPN EiE 4 K
“vpn3”, b “BYBt 27 BhETRE T & g2-esp-3des-sha. %% Untrust X Bt42 1 ethernet3 {1 A 4h ) #21 .

WebUI

5MNER SecurlD Auth R 5588
1. Configuration > Auth > Auth Servers > New: ¥ ALL FH%, AR5 Hd OK:
Name: securid1
IP/Domain Name: 10.20.2.100
Backup1: 10.20.2.110
Timeout: 60
Account Type: XAuth
SecurlD Server: GEFE)
Client Retries: 3
Client Timeout: 10 seconds
Authentication Port: 15000
Encryption Type: DES
User Duress: No




XAuth Fi A
TEANES SecurlD auth fli %5 #% securid1 _Fsg &5 24 iNWw10bd01 1] auth FH f* “xa-1” .

2.
VPN

3.

4.

VPNs > AutoKey Advanced > Gateway > New: #iALLFHZE, K5 Hdi OK:

VPNs > AutoKey IKE > New:

Gateway Name: gw3
Security Level: Custom
Remote Gateway Type:
Static IP Address: (i£#%)
IP Address: 220.2.2.3
Preshared Key: netscreen3
Outgoing Interface: ethernet3

> Advanced: fiANLL N @SB E, K50 Return, iR [EIJEAC <Rk
P B L.

Phase 1 Proposal: pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
Enable XAUTH: G&#)
External Authentication: (i) , securid1
User: (E#8)
Name: xa-1
WALUN N, SRR OK:
VPN Name: vpn3
Security Level: Compatible
Remote Gateway Tunnel: gw3




CLI
4MER SecurlD Auth BR %% 28

set auth-server securid1 type securid

set auth-server securid1 server-name 10.20.2.100
set auth-server securid1 backup1 10.20.2.110
set auth-server securid1 timeout 60

set auth-server securid1 account-type xauth

set auth-server securid1 securid retries 3

set auth-server securid1 securid timeout 10

set auth-server securid1 securid auth-port 15000

. set auth-server securid1 securid encr 1

10. set auth-server securid1 securid duress 0

XAuth A A

11. ZE4ME SecurlD auth k%5 % securid1 |5 X0 5 iNWw10bd01 [#) auth F )" “xa-1” .
VPN

© ® N gk wbh-=

12. set ike gate gw3 ip 220.2.2.3 main outgoing-interface ethernet3 preshare netscreen3 proposal
pre-g2-3des-sha

13. set ike gateway gw3 xauth server securid1 user xa-1
14. set vpn vpn3 gateway gw3 sec-level compatible
15. save




Sef5l: XAuth IAUE (SMERFFR4ED
FEARG T, KHEEA N “radius1” ™ (14T RADIUS auth fIR%: %8, & X440 “xa-grp2” AN auth HI 4. 76K
FIW AL B 2 AN XAuth B P 41 xa-grp2:

1. 4pE RADIUS auth filk%5#% “radius1”

2. NetScreen % %

H7E RADIUS filR %5 4% oK XAuth H P25 N XAuth 4] “xa-grp2” H, 1K NetScreen % & F IR A2 H .
AL IR R A R AT AR B R, TR AR LAN i) FTP R4S %%. 78 Untrust X BOE R, S EA IP M
t 192.168.1.0/24. %k “reseller1” W@ fEul s in—AN4cH o Al {E Trust X Bo@ iR, 4 1P ik
10.100.2.11/32 [¥] FTP 45%% “rsl-srv1” g N—/ ik

¥ VPN BB E A 211.1.1.1, DUEXS 41 xa-grp2 H1i1) XAuth F /7 AT IAIE. HEEMKmah “gwd” , N
“BRBL 17 thide € Main mode (T FJ7 % pre-g2-3des-sha, Jfli I =554] “netscreend” . ¥ VPN i
BT A “vpnd”, S “BrE: 27 Thisfa € i & g2-esp-3des-sha. £ Untrust X B 1 ethernet3 15 4 4h a2 .

e, AN, SUUF FTP {5 B Untrust X B ) resellert T8k vpnd 3] Trust X BT rsl-svr.

RADIUS fF% 22
1. ¥ NetScreen A i3 144 n#. 2 RADIUS 45 %8 L.

TR 5 NetScreen i 1= E, 15245 259 Ui |19 “NetScreen ii 1) . B Fef im # 1
W#F RADIUS JR%5-#5170i 1], 15204 RADIUS JR %575 X 1.

2. {E4hH auth k2548 “radius1” Ef A\ auth F P4 “xa-grp2” , SRJEEL3e N XAuth F K~

16. RADIUS auth RS 28 HIBCE 555 264 70 ERG “yufil: 25 RADIUS & X Auth IRZS #4154 ” T KEBUHTE, (HAEIHIEE “xauth” 1E5H ik 258,




WebUI

Auth PR %528
1. Configuration > Auth > Auth Servers > New: #iALL FH%, K5 Hd OK:
Name: radius1
IP/Domain Name: 10.20.1.100
Backup1: 10.20.1.110
Backup2: 10.20.1.120
Timeout: 30
Account Type: XAuth
RADIUS: (GEF)
RADIUS Port: 4500
Shared Secret: A56htYY97kI

SMERAR P 4E

2. Objects > User Groups > External > New: #iALLFH%, ARGl OK:
Group Name: xa-grp2
Group Type: XAuth

ikl

3. Objects > Addresses > List > New: HiALLFH%Z, )5 Hd OK:
Address Name: reseller

IP/Netmask: (i£#) |, 192.168.1.0/24
Zone: Untrust




4. Objects > Addresses > List > New: #ALL A%, R Hd OK:
Address Name: rsl-svr1

IP/Netmask: (i%$#¢) |, 10.100.2.11/32
Zone: Trust

XAuth F
5. 7E4ME SecurlD auth ili45#% securid1 [ 5E 54 iINWw10bd01 (1) auth HHF “xa-1” .
VPN

6. VPNs > AutoKey Advanced > Gateway > New: i ALLFNZ, RJ5Hd OK:
Gateway Name: gw4
Security Level: Custom
Remote Gateway Type:
Static IP Address: (i£#%)
IP Address: 211.1.1.1
Preshared Key: netscreen4
Outgoing Interface: ethernet3

> Advanced: fi NUL N Rk E, KGR Return, R[B[FEAS <Rk
P L

Phase 1 Proposal: pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
Enable XAUTH: G&#)
External Authentication: (i£+%) , securid1

User Group: GE#%)
Name: xa-grp2




7. VPNs > AutoKey IKE > New: HiALL A%, SRJ5HRT OK:
VPN Name: vpn4
Security Level: Compatible
Remote Gateway Tunnel: gw4

R Mg

8. Policies > (From: Untrust, To: Trust) New: #iALLFA%, Ri5Hd OK:
Source Address:

Address Book: (i£F#%) |, reseller1
Destination Address:

Address Book: (ZE#5) | rsl-svr1
Service: FTP-Get
Action: Tunnel
Tunnel VPN: vpn4
Modify matching outgoing VPN policy: G&RR)
Position at Top: (Z£#%)




CLI

Auth PR %528

set auth-server radius1 type radius

set auth-server radius1 account-type xauth

set auth-server radius1 server-name 10.20.1.100
set auth-server radius1 backup1 10.20.1.110
set auth-server radius1 backup2 10.20.1.120

set auth-server radius1 radius-port 4500

set auth-server radius1 timeout 30

set auth-server radius1 secret AS6htYY97kI

© N OOk ®N =

5MNERFH PR

9. set user-group xa-grp2 location external
10. set user-group xa-grp2 type xauth

ikl

11. set address untrust reseller1 192.168.1.0/24
12. set address trust rsl-svr1 10.100.2.11/32

VPN

13. set ike gate gw4 ip 211.1.1.1 main outgoing-interface ethernet3 preshare netscreen4 proposal
pre-g2-3des-sha

14. set ike gateway gw4 xauth server radius1 user-group xa-grp2

15. set vpn vpn4 gateway gw4 sec-level compatible




R Mg

16. set policy top from untrust to trust reseller1 rsl-svr1 ftp-get tunnel vpn vpn4
17. save

JE5: XAuth IANEFOHELE S BEC (AHFH FA4R)

FEA Ry A H K P _EAEA% ) \IKE/XAuth 7 4887 IERT IP. DNS iR45 28 K WINS IR 25 2% 1P #ihik i .
IKE/XAuth /7 ULk 5 VPN %3505 R 22X % 4% NetScreen % 45157, NetScreen % £-<37F “HrB: 17 Whia WELE ] IKE
ID Al RSA GEBX /7 (EI% i 45 ) $E4TIMIF. R)5, NetScreen ¥4 4F I /7 & Ms it XAuth 117 (B
& &AM BHTIE, JFE “BYBL1” F “BrBE 27 thig 2[4 B IP. DNS A4 25 H1 WINS %545 IP Mtk

GEAH A P4 ixa-grp1. RJGE X4 N “ixa-ul” (1. ccF1m84s) il “ixa-u2” C#iE:. C113g1tw)
1 IKE/XAuth 7, B e AT 2, Ak 28 8 e S IKE/XAuth,  CAS I HolE AN 1) 4 vh 5 A s i e
IKE/XAuth ). )

B3 44 4 xa-pool1 [¥) DIP ith, Hihibya#I A 10.2.2.1 F] 10.2.2.100. NetScreen %454 XAuth /7 20 fc 1P Huhkisf, B

Mt h RO L
YERL: DIP 155 XAuth /1] /7 K28 5 R I HT H B IX BASHE A NI AL 5], L 2 ] B 172 7 i R L 7
EE,

17. WA EHISES RADIUS auth JIR45#8 % XAuth HI 7 #EATIALE AL S AiC . {HAMEE SecurlD B LDAP auth 4523 K e H T XAuth tAIE CRBEZEATHbE3C) -
X IKE P GIE, el A g e




B & LA XAuth 48 3

¥ XAUTH Hbtil A8 15 5 Sk 480 4>41

TE A MBI PR 54 auth RS 4%

JAH CHAP (it 42 F-IAUF MO »  NetScreen 5 &R M LM 0] I AR 25 /7 i A& — AN k) I 2 80) ,
VR g FH A L A o) 6 s 44 RV R A T &

IEF xa-pool1 1E 444 DIP .

¥ 4l DNS 4548 IP Ml 4 5l Sk 10.1.1.150 F1 10.1.1.151.

¥ Bl WINS JIRgs4% 1P Hubik 5300 5e X4 10.1.1.160 F1 10.1.1.161,

SIHH 4 ixa-grp1 F4# 54 XAuth auth IR55#31 &, BLEXZ AN “ixa-gwl” ) IKE M5, KRG, BCESH
“ixa-tun1” ) VPN 8 f1 fo 2045 BiiE s VPN JBiE ixa-tun1 M ixa-grp1 3t lf) Trust X B S0 .

WebUI

IKE/XAuth A R#0 A R 48

1.
2.

Objects > User Groups > Local > New: 7f Group Name FEtHiE N ixa-grpl, A5 OK.
Objects > Users > Local > New: #iALLTFHN%, R)5H T OK:
User Name: ixa-u1
User Group: ixa-grp1
Status: Enable
IKE User: GEF
Simple Identity: (GGE#%)
IKE ID Type: Auto
IKE Identity: u1@ns.com
XAuth User: (Z£#%)
Password: ccF1m84s
Confirm Password: ccF1m84s




3. Objects > Users > Local > New: i ALLFHZE, RJEHd OK:
User Name: ixa-u2
User Group: ixa-grp1
Status: Enable
IKE User: GEF
Simple Identity: GEF)
IKE ID Type: Auto
IKE Identity: u2@ns.com
XAuth User: (£
Password: C113g1tw
Confirm Password: C113g1tw

IP ith
4. Objects > IP Pools > New: AL FHZ, RJ5Hd OK:
IP Pool Name: xa-pool1

Start IP: 10.2.2.1
End IP: 10.2.2.100

54 XAuth Auth BR %% 28

5. VPNs > AutoKey Advanced > XAuth Settings: #ALLTFNZ, S5 Apply:
Reserve Private IP for XAuth User: 480
Default Authentication Server: Local
Query Client Settings on Default Server: GGEF%)

CHAP: (i&EF5
IP Pool Name: xa-pool1

DNS Primary Server IP: 10.1.1.150




DNS Secondary Server IP: 10.1.1.151
WINS Primary Server IP: 10.1.1.160
WINS Secondary Server IP : 10.1.1.161

VPN
6. VPNs > AutoKey Advanced > Gateway > New: i ALLFNZ, RJ5Hd OK:
Gateway Name: ixa-gw1
Security Level: Custom
Remote Gateway Type:
Dialup User Group: (i£#%)
Group: ixa-grp1
> Advanced: it ALL sk, AR5 Return, i [A[BEAR “07
LWl
Phase 1 Proposal: rsa-g2-3des-sha
Mode (Initiator): Aggressive
Outgoing Interface: ethernet3
Enable XAUTH: G&#)
Use Default: (£
User Group: GZEF)
Name: ixa-grp1
7. VPNs > AutoKey IKE > New: #iALL NN, 2R)5HT OK:
VPN Name: ixa-vpn1
Security Level: Compatible
Remote Gateway Tunnel: ixa-gw1




R Mg

8. Policies > (From: Untrust; To: Trust) > New: #iALLFH%, REHd OK:
Source Address:

Address Book: (i%£#¢) , Dial-Up VPN
Destination Address:

Address Book: (Z£#%) , Any
Service: ANY
Action: Tunnel
Tunnel VPN: ixa-vpn1
Modify matching outgoing VPN policy: G&RR)
Position at Top: (3E#%)




CLI

IKE/XAuth A R#0 A R 48

set user-group ixa-grp1 location local
set user ixa-u1 type ike xauth

set user ixa-u1 ike-id u-fgdn u1@ns.com
set user ixa-u1 password ccF1m84s
unset user ixa-u1 type auth

set user ixa-u2 type ike xauth

set user ixa-u2 ike-id u-fqgdn u2@ns.com
set user ixa-u2 password C113g1tw
unset user ixa-u2 type auth

© © N Ok 0N

IP it
10. setippool xa-pool1 10.2.2.1 10.2.2.100

£hes XAuth Auth BB %% 28

11. set xauth lifetime 480

12. set xauth default auth server Local chap
13. set xauth default ippool xa-pool1

14. set xauth default dns1 10.1.1.150

15. set xauth default dns2 10.1.1.151

16. set xauth default wins1 10.1.1.160

17. set xauth default wins210.1.1.161




VPN

18. set ike gateway ixa-gw1 dialup ixa-grp1 aggressive outgoing-interface ethernet3 proposal rsa-g2-3des-sha
19. set ike gateway ixa-gw1 xauth server Local user-group ixa-grp1
20. set vpn ixa-vpn1 gateway ixa-gw1 sec-level compatible

R Mg

21. set policy top from untrust to trust “Dial-Up VPN” any any tunnel vpn ixa-vpn1
22. save

F T4 A A
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sefhl: FahEHAR

TEARG T, ¥w XK mk-ul [ “FIhEH” 1P, ©BRELL N TE:
o GABHRSG!I(SPI): 1000 CAH), 1001 G
o A% ethernet3 (Untrust X Bf% 1)

e {fiJll DES-CBC fE 4 na vk (3hh: W1goAciM32) . MD5 { M IIFETE (#8%: TmoR104iVs) ) “&
ettt (ESP)

RIS, FESCVEVIIA] Trust X B FTP RS 2% (448K ftp-svrl ; IP Huhl: 10.1.1.55/32) [ A smg 5] H mk-ul.
WebUI

FHEARR

1. Objects > Users > Manual Key > New: AL FAZ%, ARG Hd OK:
User Name: mk-u1
User Group: None
Security Index: 1000 (Local); 1001 (Remote)
Outgoing Interface: ethernet3
ESP: (i&#
ESP-Encryption-Algorithm: 3DES-CBC
Generate Key by Password: WW1goAciM32
Authentication Algorithm: MD$5
Generate Key by Password: TmoR104iVs




ikl

2. Objects > Addresses > List > New: #iALL FHN%Z, )5 Hd OK:
Address Name: ftp-svr1
IP Address/Domain Name:

IP/Netmask: (J£+%) , 10.1.1.55/32
Zone: Trust

R Mg

3. Policies > (From: Untrust; To: Trust) > New: AL FHZ, R5HT OK:
Source Address:
Address Book: (i%£#%) , Dial-Up VPN
Destination Address:
Address Book: (GGEFE) | ftp-svr1
Service: FTP-Get
Action: Tunnel
Tunnel VPN: Dialup User - mk-u1
Modify matching outgoing VPN policy: G&RR)
Position at Top: (3E#%)




CLI

FHEHRAP

1. set user mk-u1 dialup 1000 1001 outgoing-interface ethernet3 esp des password W1goAciM32 auth md5
password TmoR104iVs

ik
2. set address trust ftp-svr1 10.1.1.555/32

by

R
set policy top from untrust to trust “Dial-Up VPN ftp-svr1 ftp-get tunnel mk-u1
save

3
4




seffl: FaEHRAPA
TEARGI, Kl —M4H “mk-grp1” KWH 4. R, #4484 mk-u2 1 “FZh%H” HPamaiza , Nnihe
HAEMNy “Fh%H” . P mk-u2 B LR ITE:
o ihBMEE](SPD: 1100 A, 1101 GEF
e AHMNA$EM: ethernet3 (Untrust X B 1)
e ffiJi] DES-CBC {F M a5y (#5f: 1L2hCr89) . MD5 {E M NIEE: (3505 Ukpb8p13) ff) “hffkacs:
PEfiti” (ESP)
(AR A A S ahms L e “FahEH” H )
RIG, FESCVFVIIA Trust X B FTP RS 2% (4 FK: ftp-svrl ; IP Huhl: 10.1.1.55/32) [ 0] Smgh 51 H mk-grp1.

WebUI

FhE AT P
1. Objects > User Groups > Manual Key > New: 7 Group Name ““BH A mk-grp1, A5 H & OK.,
2. Objects > Users > Manual Key > New: $iALLFH%, )5 %0 OK:
User Name: mk-u2
User Group: None
Security Index: 1100 (Local); 1101 (Remote)
Outgoing Interface: ethernet3
ESP: (&£
ESP-Encryption-Algorithm: 3DES-CBC
Generate Key by Password: 1L.2hCr89
Authentication Algorithm: MD5
Generate Key by Password: Ukpb8p13




ikl

3.

Sl

i

Objects > Addresses > List > New: %I ALLFN%, AR50 OK:
Address Name: ftp-svr1
IP Address/Domain Name:

IP/Netmask: (&+%) , 10.1.1.55/32
Zone: Trust

Policies > (From: Untrust, To: Trust) > New: #iALL A%, A5 Hd OK:
Source Address:

Address Book: (i%£#%) , Dial-Up VPN
Destination Address:

Address Book: (GGEFE) | ftp-svr1
Service: FTP-Get
Action: Tunnel
Tunnel VPN: Dialup User Group - mk-grp1
Modify matching outgoing VPN policy: G&RR)
Position at Top: (i£#%)




CLI

FEhEAA R

1. set user mk-u2 dialup 1100 1101 outgoing-interface ethernet3 esp des password 1L.2hCr89 auth md5
password Ukpb8p13

2. set dialup-group mk-grp1 + mk-u2

3. set address trust ftp-svr1 10.1.1.555/32

set policy top from untrust to trust “Dial-Up VPN” ftp-svr1 ftp-get tunnel mk-grp1
save
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Sefil: ZAHhFNSMER L2TP Auth AR 5525
TEAEF, ¥ i B /M SecurlD auth k45 #3x) L2TP H 8T AUE, FEAFR AR EE 4 L2TP H /4B IP. DNS
%5525 F0 WINS Il 4525 Hiil .

AN SecurlD auth Aik55#% 4 securid1. Auth R4 #IRECE 556 267 vl LR “Jufi: & SecurlD & X Auth k%5 4%
KNG AR, R IEALDK 2R, L2TP.  SecurlD auth k453 800 F -

* Name: securid1 * Client Retries: 3

* IP Address: 10.20.2.100 * Client Timeout: 10 seconds
* Backup1 IP Address: 10.20.2.110 * Idle Timeout: 60 minutes

* Port: 15000 * Account Type: L2TP

* Encryption: DES

L2TP g W &
* IP Pool: I2tp1 (172.168.1.1 - 172.168.1.100)  * PPP Authentication: CHAP

* DNS Primary Server IP: 10.20.2.50 * WINS Primary Server IP: 10.20.2.60
* DNS Secondary Server IP: 10.20.2.51 * WINS Primary Server IP: 10.20.2.61

DL EiR % B 5 NetScreen WA THCE G, Q4N “12tp-tun1” ) L2TP i#iE, ‘& 51/ securid1 FEATINIE, Fffd
FHER A e B AT Uk 7 B
AL, EZihn ERTR % E SecurlD R4S 2E, FEEHAEEN L2TP H .

YEE: (K L2TP H & E AN EHT. g T X L2TP IR, i FFH S IPSec iE (424l F Transport #z()
ZEEEN, W1 4-250 T LG ) A IPSec [T L2TP” 1 H .




SecurlD Auth IR4-%8iEE

N S e Name: securid1
AP AR S 5 1 IP:10.20.2.100

; - Port: 15000
;@% - = Backup1: 10.20.2.110
\ Encryption: DES

| Client Retries: 3

L2TP ¥ 8 securid1| Client Timeout: 10 seconds
. Idle Timeout: 60 minutes
IP ib: 12tp1 W .
(172.168.1.1 — 172.168.1.100) ; -~ Account Types: L2TP
DNS1: 10.20.2.50 ‘
DNS2: 10.20.2.51 EREIL!
WINS1: 10.20.2.60 2tp-tun

WINS2: 10.20.2.61

L2TP ili: I2tp-tunt L2TP A"

WebUI

Auth PR %25
1. Configuration > Auth > Auth Servers > New: #iALLF %, K5 % OK:
Name: securid1
IP/Domain Name: 10.20.2.100
Backup1: 10.20.2.110
Timeout: 60
Account Type: L2TP
SecurlD Server: GEFE)
Client Retries: 3
Client Timeout: 10 seconds
Authentication Port: 15000
Encryption Type: DES
User Duress: No




IP ith

2. Objects > IP Pools > New: #IALLFNZ, K5 Hd4 OK:
IP Pool Name: 12tp1
Start IP: 172.168.1.1
End IP: 172.168.1.100

L2TP SR&E R E

3. VPNs > L2TP > Default Settings: % ALLFHN%, KRG H& Apply:
IP Pool Name: 12tp1
PPP Authentication: CHAP
DNS Primary Server IP: 10.20.2.50
DNS Secondary Server IP: 10.20.2.51
WINS Primary Server IP: 10.20.2.60
WINS Secondary Server IP: 10.20.2.61

L2TP &8

4. VPNs > L2TP > Tunnel > New: HIALLFAZ, Ri5HT OK:
Name: 12tp-tun1

Dialup User: all-I12tp-users
Authentication Server: securid”

Query Remote Settings: (i)




CLI

Auth AR %588

1. set auth-server securid1 type securid

2. set auth-server securid1 server-name 10.20.2.100
3. set auth-server securid1 backup1 10.20.2.110
4. set auth-server securid1 timeout 60

5. set auth-server securid1 account-type 12tp

6. set auth-server securid1 securid retries 3

7. set auth-server securid1 securid timeout 10

8. set auth-server securid1 securid auth-port 15000
9. set auth-server securid1 securid encr 1

10. set auth-server securid1 securid duress 0

IP it

11. setippool 12tp1 172.168.1.1 172.168.1.100

L2TP R & iIx &

12.
13.
14.
15.
16.
17.
18.

set 12tp default auth server securid1
set 12tp default ippool 12tp1

set 12tp def ppp-auth chap

set 12tp dns1 10.20.2.50

set 12tp dns1 10.20.2.51

set 12tp wins1 10.20.2.60

set 12tp wins2 10.20.2.61

L2TP i&3&

19.
20.
21.

set 12tp 12tp-tun1
set 12tp 12tp-tun1 auth server securid1
save
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RADIUS auth JIR%#% 604 7 auth /741 “sales” #1 “marketing” , JFZE & TH . G Sl il & 406
RADIUS auth IRg5#3vu ], 1505 264 11 i “yufil: & RADIUS & X Auth RS20 %7 ) KRG, TENTRIX
BRSRmg™® A %20 AT, SR TP B UAIE SR 20 SR J B S AN YL R, A REVT IR 4% “projectt” (IR
2 3%(10.1.1.70) LN N Z

WebUI

1. Objects > Addresses > List > New: #iALLFHNZ, SRj5Hd; OK:
Address Name: project1
IP Address/Domain Name

IP/Netmask: 10.1.1.70/32

Zone: Trust

2. Objects > Group Expressions > New: AL FHZE, RiEHd OK:
Group Expression: s+m
AND: (£ |, sales AND marketing

18. TEAE N PR BORIE R TAE, YA AR kb 207 AN R 5 e, 3 S e 28 5 ) F)— X B4 11 744% 71 NetScreen #2#%. F NetScreen ¥4
Gb, JEARAT e A AANREAE PN HIHE 5 A R A RN B BORIS IO TR R, TS BER 215 BT R “3ng7 o




3. Policies > (From: Trust, To: Trust) > New: AL FAZE, AR5 Hd OK:
Source Address
Address Book: Any
Destination Address
Address Book: project1
Service: ANY
Action: Permit
Position at Top: (Z£#%)

> Advanced: B AL FNZE, R)5Hd Return, 1% & Sk iR | HE A
i B T

Authentication: (%)
Auth Server: (ZEFf) | radius1
Group Expression: (i%£#%) , External Group Expression - s+m

CLI

set address trust project1 10.1.1.70/32

set group-expression s+m sales and marketing

set policy top from trust to trust any project1 any permit auth server radius1 group-expression s+m
save

oD =




seffl: ¢AFRix3K (OR)

TEAM F, KAl — KRN “amy OR basil” IR EX “ab” . EEACES N “radius1” 14K RADIUS
auth R4 28 LI T auth H ik “amy” F1 “basil” . (f5 [ id & 456 RADIUS auth RS 25 K766, &2
55264 i L) “yufi: S RADIUS 5 X Auth IRZ#305” o ) SRJGTEM Trust X BLE] DMZ (1) 560 HAf iz 41 3204
Ko MG IANETL /> EK P b2k amy 8% basil, A Vi 210.1.1.70 &b 44 “web1” (1] Web k5545

WebUI

1. Objects > Addresses > List > New: #iALL %, SRi5Hd; OK:
Address Name: web1
IP Address/Domain Name
IP/Netmask: 210.1.1.70/32
Zone: DMZ
2. Objects > Group Expressions > New: HiALL FNZ, RJGHd OK:
Group Expression: a/b

OR: (&) , amy OR basil




3. Policies > (From: Trust, To: DMZ) > New: #iALL FHN%Z, AR5 Hd OK:
Source Address
Address Book: Any
Destination Address
Address Book: web1
Service: ANY
Action: Permit
Position at Top: (Z£#%)

> Advanced: B AL FNZE, R)5Hd Return, 1% & Sk iR | HE A
i B T

Authentication: (%)
Auth Server: (ZEFf) | radius1
Group Expression: (i£#) , External Group Expression - a/b

CLI

set address trust project1 210.1.1.70/32

set group-expression a/b amy or basil

set policy top from trust to dmz any web1 any permit auth server radius1 group-expression a/b
save

roDd =




sefil: 2H3Rix3K (NOT)

AT, G0l N “NOT temp” MIZIEILR “temp” . KEC/EL N “radius1” [I5h 4 RADIUS
auth fl 22 |-G A auth 1741 “temp” . (A Yl g 7 44 RADIUS auth fIk 2561001, #5205 264 01 L
9 “Sfol: Jy RADIUS & X Auth Ji% 556747 . ) 4KJG, 76 M Trust [X B8] Untrust (X B IR 50 i 22 ik 2t
2SR 0 VR TN 2 )T LLAM O FFAT LR 3 7 ) L0 S 0 UCIE 98 B8 A Trust X B2 “temp” sl
AT A BUIEAE, 545 “temp” TP 7B Untrust B 2.

WebUI

1. Objects > Group Expressions > New: #ALL FAZ, RJ5Hd OK:
Group Expression: -temp
OR: (i&#%) , NOT temp
2. Policies > (From: Trust, To: Untrust) > New: #iALL FAZ, RJ5H¥d OK:
Source Address:
Address Book: Any
Destination Address:
Address Book: Any
Service: HTTP
Action: Permit
Position at Top: (G£#%)

> Advanced: B AL FNZE, R)5Hd Return, 1% & Sk iR mlHE A
i

Authentication: (iE$%)
Auth Server: (£#%) | Local
Group Expression: (i£#¢) , External Group Expression - -temp




CLI

1. set group-expression -temp not temp
2. set policy top from trust to untrust any any any permit auth server radius1 group-expression -temp
3. save




Frel B E X
Bl 2 FRAE DA ST 5 55 A TR) 7 B 10 R Z1A7 65 B PR v AL«
e Admin H/"IEH G % F| NetScreen W4, 7 Telnet Bl & B as M TR 2R
o Auth H )ik 3] WebAuth Ml J5, 76 Web 331 % 2% 57 He 1 1035 2w
e X[T auth I/, 7F Telnet. FTP 8 HTTP M8 ¢4, Rl BT & @R

E%ﬁ%fﬁﬂé%ﬁ%ﬁ%ﬂ%, PITAT b AR B AT WA 1 o SR LB SCHE AR B R IR, AL & &1 NetScreen i
(R 4 A5

. BEN WebAuth BLIIE 2

AR, R SUE R WebAuth BI85 HBLE Web 382 1034 8, HLUR S auth H 7 sl Al . #
JHJEh “Authentication approved” .

WebUI

Configuration > Banners > WebAuth: 7F Success Banner “FEH', % A\ Authentication approved, #X/5
#i Apply .

CLI

1. set webauth banner success “Authentication approved”
2. save
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Kz RS B ER

5 BRI 2 45 B O g aE— 07 7 SRR e 49 E 385 24 1 X 4 5 5 B0 . 30 24 1O o 500§ 0 2R AIE IR 45
(QoS) E’JHU%TE_EMM& SR A o T I G S R IE 2 IR s I Y B U 28 NetScreen 15 7% 1B —FE B
A, el {fi ] NetScreen ¥ 4 X B gt 4T3 IE

TER: AL H HIIX B AT G 2T Y 5 A LA e R D BT o

AR EET

SRS B r IS, Al MR BRI B I DR By 98 ﬂij( 0 S ARSE AT R SR o B LK B
TEHR I B4 PITAT 3K lﬂ%ﬁﬁf%l?%%zi%& ﬁﬂ%ﬁ TERIA, AIEIEA R BRI, BRSO ) A B R R
IR T HAUE IR AR A 0 (HARTE %UE—E&KW%M%H‘J[‘E%J

5 B REEIE D e FH T P SR 0045 B . an RS — ﬁfilﬂﬁﬁ’ﬂ*%bm BOVAR e S s SR I I, T
RGN I S N FH R A8 A S R T SR S, BORF AT 0808 O SRy i ePR . el 7 (AR /e 4
EO) L WA R B B SIS SR IR 4 © ¢ M S B B (1 s, T i CLI v 4 set
traffic-shaping mode off < 4134 R E BB . nE B BIE W E N H3): set traffic-shaping mode
auto. X VT RGEAEHME T L RS DAY, (R RmE AT EL N R H oG A

1.

14 7] J3 Fl NetScreen 1:5:4¢ %) DiffServ 15 s5ibric KRG MWL . % “DS MSbiic” MIBEANME B, SR 228 TL L “fF BErR” .




Sefil: ERAER

EARIR, B8 T3 #2000 FRI4 45Mbps )7 55, HA gk DA TR —F M =561 1208 . ethernet $2 111441
SEF) Trust X B, 1M ethernet3 #4565 3] Untrust [X B¢,

| ] —————
“-' ~-/ & T Trust [X Bt Untrust [X Bt
Marketing: 10 Mbps i A, 10 Mbps i ! T3-45 Mbei-"./ —

- @ & 7 e DMZXE
Support: 5 Mbps it A\, 5 Mbps ¥i i V!--//

WebUI

1. Network > Interfaces > Edit (X%}T- ethernet1) : #ALL FHNZ, RJEHdi OK:
fe B %8: 45000

2. Network > Interfaces > Edit (X} ] ethernet3) : #ALLFNZ, SR)5Hdi OK:
5 B i 45000

C O WAREARIRE R O S RCE,  NetScreen KA I I Al HI (I H #1758




3. Policies > (From: Trust, To: Untrust) > New: #iALL FH%Z, AR5 Hd OK:
Name: Marketing Traffic Shaping Policy
Source Address:

Address Book: (i£Ff) |, Marketing
Destination Address:

Address Book: (i£#) , Any
Service: Any
Action: Permit
VPN Tunnel: None®

> Advanced: HIALL F N, KRG Hd7 Return, % & 0 It | FE A
P

Traffic Shaping: &)
Guaranteed Bandwidth: 10000
Maximum Bandwidth: 15000
4. Policies > (From: Trust, To: Untrust) > New: #ALLFHN%, RJGHid OK:
Name: Sales Traffic Shaping Policy
Source Address:
Address Book: (i) , Sales
Destination Address:

Address Book: (iE£#) , Any
Service: Any
Action: Permit

3. el YES 2% VPN W8 fses s G RREETE .




> Advanced: HIALL F N, KRG Hd7 Return, % & 0 o1 | FE A
P

Traffic Shaping: &+
Guaranteed Bandwidth: 10000
Maximum Bandwidth: 10000
5. Policies > (From: Trust, To: Untrust) > New: % ALL FH%, RJGHd OK:
Name: Support Traffic Shaping Policy
Source Address:

Address Book: (i£$%) , Support
Destination Address:

Address Book: (i£#) , Any
Service: Any
Action: Permit
> Advanced: I AL TN, ARG HTE Return, BCE M ZUg F IR [RIEEA
PiC s O
Traffic Shaping: %+
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 10000
6. Policies > (From: Untrust, To: Trust) > New: #iALLFAZ, RJ5H¥d OK:
Name: Allow Incoming Access to Marketing
Source Address:

Address Book: (i£#) , Any
Destination Address:

Address Book: (iE#) , Marketing
Service: Any
Action: Permit




> Advanced: HIALL F N, KRG Hd7 Return, % & 0 o1 | FE A
P

Traffic Shaping: &+
Guaranteed Bandwidth: 10000
Maximum Bandwidth: 10000
7. Policies > (From: Untrust, To: Trust) > New: #ALLFHN%, RJ5HT OK:
Name: Allow Incoming Access to Sales
Source Address:
Address Book: (iE£#) , Any
Destination Address:

Address Book: (i%#%) , Sales
Service: Any
Action: Permit

> Advanced: B AL FNZE, R)5 50 Return, 1% E Sk iR ) HE A
P

Traffic Shaping: (i£#%)
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 10000




8. Policies > (From: Untrust, To: Trust) > New: #iALL FAZ, RJ55d OK:
Name: Allow Incoming Access to Support
Source Address:

Address Book: (iE£#) , Any
Destination Address:

Address Book: (%) , Support
Service: Any
Action: Permit

> Advanced: B AL FNZE, R)5Hd Return, 1% & Sk iR | HE A
P

Traffic Shaping: (i£#%)
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 5000




CLI

-3l
1.

w N

9.

LSS JE S SR, T PAT B R 4AE

set interface ethernet1 bandwidth 45000*
set interface ethernet3 bandwidth 45000

set policy name “Marketing Traffic Shaping Policy” from trust to untrust marketing any any permit traffic
gbw 10000 priority 0 mbw 15000

set policy name “Sales Traffic Shaping Policy” from trust to untrust sales any any permit traffic gbw
10000 priority 0 mbw 10000

set policy name “Support Traffic Shaping Policy” from trust to untrust support any any permit traffic
gbw 5000 priority 0 mbw 10000

set policy name “Allow Incoming Access to Marketing” from untrust to trust marketing any any permit
traffic gbw 10000 priority 0 mbw 10000

set policy name “Allow Incoming Access to Sales” from untrust to trust sales any any permit traffic gbw
5000 priority 0 mbw 10000

set policy name “Allow Incoming Access to Support” from untrust to trust support any any permit traffic
gbw 5000 priority 0 mbw 5000

save

o, B OYUR E BREIE, IEHATEL M R,

1.
2.
3.
4.

set interface ethernet1 bandwidth 45000
set interface ethernet3 bandwidth 45000
set traffic-shaping mode auto

save

C IR R L s, NetScreen KeAf H T A R H (R B0 0 o




WERFZMER

it NetScreen & SCRFI{E BIREIEThRE, R ATXE AR 2> Bo 4 PRy 5 1 ER O AR UFAE A AR FH 145 58 AT AR S8 L HE A
WSCAHEHN T RE S VF BT ) RN, FHRE P A6 75 B AR e Uy o) ) e 5, RIS SR AR B M5 B nT LR, AR
e LU VR A R IGA o A . Bk HEAIThBE, NetScreen RS LL )\ Fh A (K41 56 e H 5 35 B b 47 22
Mo X )\FHES A

e High priority (Eifs640

e 2nd priority (25 2 f5C40)

e 3rd priority (25 3 f5C40)

e 4th priority (25 4 5840

e 5thpriority (%5 5 5640

e 6th priority (%5 6 L5640

e Tthopriority (ZF 7 05E40

e Low priority (default) (f&AE564 (B4 D
S (R0 e PR B RS AR 2 C 45 0 SR (1 ATy i 56 T s D0 Se R AE A AR S 20 A 5 () S EAT 7491 . HAA AR R
SERBCE I AR LU W) 7 e 4l i . NetScreen 4% H 6P AT s L SE JRms M I 45 5, AR5 PRAR PR
Eg%%%%?g%%%ﬁﬁ,W%%ﬁ,Eﬁ%@%%ﬁ%%%ﬁﬁioW%%Eﬁﬁiﬁﬁﬂ%%%,W%%ﬁ

LA AR AR S

APl DT EANR LG B T S FFRE 1 e ML B FEAR G A GERE I QYA SEFFHY ML 2L e DI 7
FrAME T LRI 11 TG L 7 T L B B I I T T FE 2R E o

U AR BCAT A PR A 58, AT AR Se SR A RAS B 2 1) B A7 A B o Rl U, A Z0UFE AR e il DL S 2
fH LG, A fEA0E 2nd priority (5 2 L5G40) 15 B, WIESRHE. HA7EAB S BT (5 Bt 2 5, NetScreen
B A AL PRARAL S A5 D




Sefl: R HT

ARG, =17 (Support. Sales 11 Marketing) it & ffe il v Al A 55, 41 N Fin:

H N HEW ek
RERRAE RIEKEKE RIENERKE
Support 10 10 20 =2
Sales 5 7 12 2
Marketing 5 8 3
Mt 20 20 40

" JERLAEES (Mbps)

R =N A A ik NetScreen By k% &6 FE S B, 84 NetScreen 1% % A 2041 40 Mbps 1715 5 Al A2
LRAE RIS ESR . 42 F 5 Mbps 1] 77 %%, H:A ) 3 Mbps #0ficss Sales DL A& Hods K7 9 /0Bl 25Kk . Marketing 15
SR H %, EBHH 8 Mbps s S SR, [AIHE415 2 42 ik 5 2 Mbps 17 B o1 KR8 A2 Hodse Ay 98 40
[

ethernet1 3 11954552 2 Trust X Et, 1] ethernet3 #%4% 3] Untrust X B .




B s ~— Trust [X Bf

e T3 (45 Mbps)
Support: 10 Mbps #fitt, 10 Mbps HiA, #HtkEL% '//\:’
\
= /

7%
7 Mbps A, 2 2 4l

Sales: 5 Mbps i,

Web Ul

1. Interfaces > Edit (X} ethernet1) : ALV RN, RJ5HT OK:
{5 B % : 40000

2. Interfaces > Edit (T ethernet3) : #IALLTFNZ, ARG Hd OK:
Traffic Bandwidth: 40000

3. Policies > (From: Trust, To: Untrust) > New: #ALL A%, K5 Hd OK:

Name: Sup-out
Source Address:

Address Book: (i£$¢) , Support

Untrust X B




Destination Address:
Address Book: (i&#8) , Any
Service: Any
Action: Permit
> Advanced: fii ALV N N2, AR5 Hiih Return, BCE & BOIE DU IR (AR A
fic 7
Traffic Shaping: (i£#%)
Guaranteed Bandwidth: 10000
Maximum Bandwidth: 10000
Traffic Priority: High priority
DiffServ Codepoint Marking®:  (%#%)
4. Policies > (From: Trust, To: Untrust) > New: #ALLFHN%, RJGHid OK:
Name: Sal-out
Source Address:
Address Book: (i) , Sales
Destination Address:
Address Book: (iE£#) , Any
Service: Any
Action: Permit

5. ZE5I%s (DS) RAMIEH R RA T IS LS (8 “HocS”) R RSE. DS i xibricks NetScreen [¥5EISIL /G 21 IP B Lk DS 7
Beh i i iR =AL. AKX “DS Mnibric” MTEMEE, WS 228 1L LK “fFEIREIE” .




> Advanced: HIALL F N, KRG Hd7 Return, % & 0 o1 | FE A
P

Traffic Shaping: (i£#%)

Guaranteed Bandwidth: 5000

Maximum Bandwidth: 5000

Traffic Priority: 2nd priority

DiffServ Codepoint Marking: Enable

5. Policies > (From: Trust, To: Untrust) > New: % ALL FH%E, RJGHd OK:

Name: Mar-out
Source Address:

Address Book: (iE#) , Marketing
Destination Address:

Address Book: (i£#) , Any
Service: Any

Action: Permit

> Advanced: B AL RN, K55 Return, ¥ & 2405% 10 IF R | 3L AT
B

Traffic Shaping: &+
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 5000
Traffic Priority: 3rd Priority

DiffServ Codepoint Marking: &%)




6. Policies > (From: Untrust, To: Trust) > New: HiALLFANZ, K55 OK:
Name: Sup-in
Source Address:

Address Book: (i£#) , Any
Destination Address:

Address Book: (i£$%) , Support
Service: Any

Action: Permit

> Advanced: BT ALL TN Z, KRG Hd7 Return, W8 i 2% I FIR [H] A
i B

Traffic Shaping: %+
Guaranteed Bandwidth: 10000
Maximum Bandwidth: 10000
Traffic Priority: High priority
DiffServ Codepoint Marking: (i%£#8)
7. Policies > (From: Untrust, To: Trust) > New: #ALL FHN%Z, K5 Hd OK:
Name: Sal-in
Source Address:

Address Book: (i£#) , Any
Destination Address:

Address Book: (i%#%) , Sales
Service: Any
Action: Permit




> Advanced: HIALL F N, KRG Hd7 Return, % & 0 o1 | FE A
P

Traffic Shaping: (i£#%)
Guaranteed Bandwidth: 7000
Maximum Bandwidth: 1000
Traffic Priority: 2nd priority
DiffServ Codepoint Marking: &)
8. Policies > (From: Untrust, To: Trust) > New: #ALLFHN%, RJ5HT OK:
Name: Mar-in
Source Address:

Address Book: (iE£#) , Any
Destination Address:

Address Book: (i£Ff) |, Marketing
Service: Any

Action: Permit

> Advanced: HIALL TN, KRG Hd7 Return, 1% & i J0E 1R | FE A
P

Traffic Shaping: &+
Guaranteed Bandwidth: 3000
Maximum Bandwidth: 5000
Traffic Priority: 3rd priority
DiffServ Codepoint Marking: &%)




CLI

set interface ethernet1 bandwidth 40000
set interface ethernet3 bandwidth 40000

set policy name sup-out from trust to untrust support any any permit traffic gow 10000 priority 0 mbw 10000
dscp enable

set policy name sal-out from trust to untrust sales any any permit traffic gbw 5000 priority 2 mbw 5000 dscp
enable

set policy name mar-out from trust to untrust marketing any any permit traffic gow 5000 priority 3 mbw 5000
dscp enable

set policy name sup-in from untrust to trust any support any permit traffic gbw 10000 priority 0 mbw 10000
dscp enable

set policy name sal-in from untrust to trust any sales any permit traffic gbw 7000 priority 2 mbw 10000 dscp
enable

set policy name mar-in from untrust to trust any marketing any permit traffic gbw 3000 priority 3 mbw 5000
dscp enable

save
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BB B Ge SHF

NetScreen B8 T “Y4 24”7 (DNS) 3 r, SRR 1P Mokt vl IR ok IR0 S . DNS 5528
PR SR AH IS IP Huhk . BTT@PHTE%EBB’J IP il (3544 www.netscreen.com %N [#) IP HihlJ&
209.125.148.135) K5I HALE LSS, v LlEit DNS 3844 (W www.netscreen.com) K5I E . FAIFrETE
355 45 DNS HHt.

o bl

s A%

o HLTHIE

e WebTrends
e \Websense

o LDAP
. SecurlD
o RADIUS

. NetScreen-Global PRO

FEK DNS I T4 / bk f# b 2 fir, 27E NetScreen ¥4 A\ DNS flud5#s (32 DNS iR 55 &A%l DNS Hr554%)
H1Tp:1ER 1|8

YEE: 74/ NetScreen i #-1F% “zha& VI E iR 7 (DHCP) jR%4 (i =g 45 374 Wi [/ “DHCP” )
#f, dwh ﬁf WebUI /9 DHCP i 4 A DNS JR%-#817 IP #idf, 4 7] LLEH] CLI 1/ set interface interface
dhep 775




DNS &k
21 NetScreen 1755 DNS RS #8142 LIEATI A4 1 b st iy, 20804 H A7 AG e DNS IR&ER . £
75 DNS &% K 31— st HAK A 25
e {f WebUl tf', —HES ¥ DNS (1% ~ Apply &% OK it 47 DNS #r#k. 7 CLI |, #i A2+ DNS
P2 )a, KAt DNS &k
e Y DNS &¥RFIZNKHEHN, @RESESHAELH. L e s RgEgsE —14%H.
o i F WebUI H7ff] Refresh iz 5% A\ exec dns refresh CLI iy 24 flEr £ £k 5, 115 NetScreen ¥ £ & L
WAARPANERE T, B E P 22T R .
e U5 DNS RS2k, NetScreen #&4STEmH Br HITH N Z .
o HIRAEFRIM, NetScreen WA F M i 27 47 2 Hp B M S
o UIERAE A E TS Itk I 4 A R 2, NetScreen 454 s — 4 E B, A ORI Nk, (2
#& DNS £ £ $k KW
NetScreen W25 W AiAaE KRBT —UCHT I Ar 3R, 187 DL 22 HE NetScreen W44 7E+E /€ IN [RJUEAT & 4k

WebUI

Network > DNS: AL TN, RJ5 54 Apply :
DNS refresh every day at: & &k HE T 55 A 8] <hh:mm>

CLI

1. set dns host schedule time_str
2. save




DNS X753

DNS RAR SR AR B P44 . AN 1P Mkl AR LU EAL NIP ik BRI BRI T) o i 3s
a0 B B

Name IP Address Status Last Lookup

www.yahoo.com 204.71.200.74 Success 8/13/2000 16:45:33
204.71.200.75
204.71.200.67
204.71.200.68

www.hotbot.com 209.185.151.28 Success 8/13/2000 16:45:38
209.185.151.210
216.32.228.18

WA DNSIREE, W% N ML — 5 ikt T84k
WebUI
Network > DNS > Show DNS Table
CLI

get dns host report




Sefl: EX DNS R S5 sR it F 2 H B it L

2SI DNS Jifg, 7t NetScreen W 414 24.1.64.38 1 24.0.0.3 L[] DNS JlRg-#85 A IP Hulik, R3S AwE
V5 L. B NetScreen 45 2 HE M IERERIG I 11:00 BRI A7 E DNS ARZE&ERH 1) DNS W H .

H DNS %5 %%
24.1.64.38

Trust X B Untrust X E% + DNS fiiss4s

WebUI

Network > DNS: i ALLF W%, AR5 5d Apply :
Primary DNS Server: 24.0.0.3
Secondary DNS Server: 24.1.64.38

DNS refresh every day at: (i£#) , 23:00

ClLl
1. setdns host dns124.0.0.3
2. setdns host dns2 24.1.64.38
3. set dns host schedule 23:00
4. save




DHCP
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AN[F ) NetScreen % 32 £ AN[F] (K] DHCP i (.

e DHCP &/ 4% 1% NetScreen ¥4 1] LL/EN DHCP % /i, M ISP Zb4%U A Untrust [X BE 4% 115 A48 58 1
IP Hiutik

e DHCP JR%%%: 154 NetScreen %0 LI{EN DHCP IR%:2%, A Trust XEEN I ENL (fE4 DHCP %/
Ut rECEhES IP Hubk. .

HER: 18/ DHCP 2 Trust XEEAHI LN (U LIFZERIFTHIBL) 2B ALERS BI85 7] LAY ] B pl 4%
CUIHE TR 55 5 71 WINS R 55-% ) (&7 1A17E IP H41

e DHCP #3#EMH. J:1Y NetScreen &£t n LL% 24 DHCP Fr4kitF, ik 1 DHCP k454511 DHCP 13
B, IR B Trust X BN K ML,

e DHCP &/ %/ IR%%%: #c)o, NetScreen ¥ 4 nJ LLREIIAE ) DHCP %/ 5ifll DHCP 5% . sk, #thnf
LI E DHCP % /7 i b e 31K TCPAIP 5 & %5 k1) DHCP R4S #sibidle, |n) Trust X B TCP & &
Y% DHCP % /7 sty it E A LI A




DHCP il dill: I TALI8 5 BN KM TCPAP BC & v & A U] T2 B 1P #aik g HLHl. = NetScreen i3
#7824 DHCP fiR&5 4t EafetE— EHUR SN AR N ) TCP/IP BE::

o WVEFIC IP MEERIAHERS . KX £ B (R 0.0.0.0/0, DHCP g #bibiss (1 28 11644 Trust
DX B2 1 1P Hbobik 0 o) 2 4, !

o NIIRSS AR 1P ik

WINS 45 %% (2): > “Windows TIEMIfr 4% 457 (WINS) 45 %4 Windows NT [ 2% PR35 4 H] 1)
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DHCP PR35
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XTARRE R IR P AN BT RIS R T CLI A2, AR 02 (1) DHCP 2} BCHE B[R]0 :  set nsrp rto-mirror sync.
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Sef5l: NetScreen % #%1E/ DHCP BR5525
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X
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WebUI

1. Objects > Addresses > List > New: AL %, K5 Hd0 OK:
Address Name: DNS#1
IP Address/Domain Name: IP/Netmask: 172.16.10.240/32

Comment: Primary DNS Server
Zone: Trust




2. Objects > Addresses > List > New: $ALLFHZE, AR5 Hd OK:
Address Name: DNS#2
IP Address/Domain Name: IP/Netmask: 172.16.10.241/32
Comment: Secondary DNS Server
Zone: Trust
3. Objects > Addresses > List > New: AL FH%, K5 OK:
Address Name: SMTP
IP Address/Domain Name: IP/Netmask: 172.16.10.25/32
Comment: SMTP Server
Zone: Trust
4. Objects > Addresses > List > New: #iALL A%, SRi5Hd; OK:
Address Name: POP3
IP Address/Domain Name: IP/Netmask: 172.16.10.110/32
Comment: POP3 Server
Zone: Trust
5. Network > Interfaces > Edit (X} " ethernet1) > DHCP: %%t DHCP Server, X5 #H.il; Apply. *

4. WIRTCK Gateway Al Netmask “FBifg 04 0.0.0.0, DHCP Jli 55 dsfillior )ik ethernett 1) IP Huhil Al 4 45 fE At 241 21 1% o CAYE il 172.16.10.1 il
255.255.255.0) . #Xifi, WG A DHCP % umfbit LU & TCP/P 5 % DHCP [R5 #efith (25 389 T L[ “TCP/P W EAL#” ), WLAHF
Z)7F Gateway il Netmask Bt #i A\ 172.16.10.1 fl 255.255.255.0.




Network > Interfaces > Edit (X}F* ethernet1) > DHCP: #iALL FN%Z, K5 %4 Apply:

Lease: Unlimited (%3)
WINS#1: 0.0.0.0

DNS#1: 172.16.10.240

> Advanced Options: fii AL~ N2, AR5 5 Return, ¥CE S g0k i FF ik [H]
FEAPCE VL

WINS#2: 0.0.0.0
DNS#2: 172.16.10.241
DNS#3: 0.0.0.0
SMTP: 172.16.10.25
POP3: 172.16.10.110
NEWS: 0.0.0.0
Netinfo Server #1: 0.0.0.0
Netinfo Server #2: 0.0.0.0
Netinfo Tag: (fREFZB )
Domain Name: dynamic.com
Interfaces > Edit (Xf T ethernet1) > DHCP > New Address: #iALL FAN%, )5 OK:
Dynamic: (G&#%)
IP Address Start: 172.16.10.10
IP Address End: 172.16.10.19

Interfaces > Edit (Xf T ethernet1) > DHCP > New Address: i AL FAN%, )5 OK:
Dynamic: (Z%£F)
IP Address Start: 172.16.10.120
IP Address End: 172.16.10.129




9. Interfaces > Edit (Xf¥ ethernet1) > DHCP > New Address: #iALL FNZ, RJ5Hd OK:
Dynamic: (G&#%)
IP Address Start: 172.16.10.210
IP Address End: 172.16.10.219
10. Interfaces > Edit (X} T ethernet1) > DHCP > New Address: i ALLI FH%, SR Hd OK:

Reserved: (i&F¢)
IP Address: 172.16.10.11

Ethernet Address: 1234 abcd 5678
11. Interfaces > Edit (/T ethernet1) > DHCP > New Address: #iALL T %, R)5Hd OK:

Reserved: (i£#)
IP Address: 172.16.10.112

Ethernet Address: abcd 1234 efgh




CLI

set address trust dns1 172.16.10.240 255.255.255.255 “primary dns server”
set address trust dns2 172.16.10.241 255.255.255.255 “secondary dns server”
set address trust snmp 172.16.10.25 255.255.255.255 “snmp server”

set address trust pop3 172.16.10.110 255.255.255.255 “pop3 server”

set interface ethernet1 dhcp server option domainname dynamic.com®

set interface ethernet1 dhcp server option lease 0

set interface ethernet1 dhcp server option dns1 172.16.10.240

set interface ethernet1 dhcp server option dns2 172.16.10.241

9. setinterface ethernet1 dhcp server option smtp 172.16.10.25

10. set interface ethernet1 dhcp server option pop3 172.16.10.110

11. set interface ethernet1 dhcp serverip 172.16.10.10 to 172.16.10.19

12. set interface ethernet1 dhcp serverip 172.16.10.120 to 172.16.10.129

13. set interface ethernet1 dhcp serverip 172.16.10.210 to 172.16.10.219

14. set interface ethernet1 dhcp serverip 172.16.10.11 mac 1234abcd5678

15. set interface ethernet1 dhcp serverip 172.16.10.112 mac abcd1234efgh

16. set interface ethernet1 dhcp server service

17. save

© N OOk ®N =

5. HWUREBABOE MSCH IP ksl M 2% HEfY, DHCP Jik 55 g o X ethernett () IP ML hEAN W) et ith 25 12 i (A 172.16.10.1 Al A
255.255.255.0) . #Aifi, Wi H DHCP & )i LU & TCP/P B %) DHCP JIR45- 238t (V2520 389 L 1y “TCPNP W B AL4%" >, W7
TFINIXLEETN: set interface ethernet1 dhcp server option gateway 172.16.10.1 fiI set interface ethernet1 dhcp server option netmask
255.255.255.0.




DHCP Hr k{8
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JE5: NetScreen & &1EH DHCP Hrgk{tIE
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2 JG. 10 ethernet1 9552 3 Trust X B, L IP #ulikh 180.10.10.1/24, Ff HAN TR A= . $:11 ethernet3 45 & 2|
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WebUI

1. Interfaces > Edit (X}T ethernet1) : HIALL FNZ, ARG Hd: Apply:
Zone: Trust
IP Address/Netmask: 180.10.10.1/24

A LU N, RJEHE OK:
Interface Mode: Route




2. Interfaces > Edit (¥ T ethernet3) : #ALL FAZ, K5 Hd OK:
Zone: Untrust

IP Address/Netmask: 201.10.10.1/24
3. Network > Routing > Routing Table > trust-vr New: #iALLFAZ, K554 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3
Gateway IP Address: 201.10.10.2°
4. Objects > Addresses > List > New: HiALL %, AR5 Hd; OK:
Address Name: DHCP Server
IP Address/Domain Name:
IP/Netmask: 194.2.9.10/32
Zone: Untrust
5. VPNs > AutoKey Advanced > Gateway > New: #ij AL FH%E, SR Hd OK:
Gateway Name: dhcp server
Security Level: Custom
Remote Gateway Type:
Static IP Address: 194.2.9.1
Outgoing Interface: ethernet3

B,  NetScreen ¥ %K [l IX AN % HH 3 K IE L8 B 4E 11

6. BCHE B E A KIS A R, 06T st VPN R 28 05 B R U A A 20 . (EASBI T, N 1
» A2 AR TE, U] T R

VPN {583, BAiZE ik i 2 fE NetScreen 45 1K1 NMEkER . 78 A1 (1) 7 i [ o




> Advanced Options: i ALL N 2%, R85 Return, 158 5 20 103k [H]
YNNI

Security Level:
User Defined: Custom (i%#%)
Phase1 Proposal: rsa-g2-3des-sha
Mode (Initiator): Main (ID Protection)

VPNs > AutoKey IKE > New: #IALLFNZ, 257 OK:
VPN Name: to_dhcp
Security Level: Compatible
Remote Gateway:
Predefined: (%) , to_dhcp

> Advanced Options: i ALL R %%, SR)5 5 Return, 158 5 2% 10 3k [H]
YNNI

Bind to: None

Interfaces > Edit (%} ethernet1) > DHCP: #iALL FANZ, ARG Hdr Apply:

DHCP Relay Agent: (¥

Relay Agent Server IP or Domain Name: 194.2.9.10

Use Trust Zone Interface as Source IP for VPN: (GE#%)
Policies > (From: Trust, To: Untrust) > New: H#iALLFAZ, RE%d OK:

Source Address:

Address Book: (%F) , Any
Destination Address:

Address Book: (i%&$#¢) , DHCP Server




CLI

© N Ok ®N =
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Service: DHCP-Relay
Action: Tunnel
Tunnel VPN: to_dhcp

Modify matching outgoing VPN policy: G£$#%)

set interface ethernet1 zone trust

set interface ethernet1 ip 180.10.10.1/24

set interface ethernet1 route

set interface ethernet3 zone untrust

set interface ethernet3 ip 201.10.10.1/24

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 201.10.10.2

set address untrust dhcp_server 194.2.9.10/32

set ike gateway “dhcp server” ip 194.2.9.1 main outgoing-interface ethernet3 proposal rsa-g2-3des-sha
set vpn to_dhcp gateway “dhcp server” proposal g2-esp-3des-sha

. set interface ethernet1 dhcp relay server-name 194.2.9.10

. set interface ethernet1 dhcp relay vpn

. set policy from trust to untrust any dhcp_server dhcp-relay tunnel vpn to_dhcp
. set policy from untrust to trust dhcp_server any dhcp-relay tunnel vpn to_dhcp
. save
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WebUI
Network > Interfaces > Edit (%] - ethernet3) : i%&#% Obtain IP using DHCP', X5 . OK.
CLI

1. set interface ethernet3 dhcp
2. setinterface ethernet3 dhcp settings server 222.33.44.55
3. save

>

el WebUl §i55E DHCP g5 a5 1P Huhil; (Ha2, ATl CLI 57 .
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4746 NetScreen %4 1] LIER T8 EHLECE MY ] (DHCP) %/ 3, MAME DHCP R4 #5805 Untrust X B3 111
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Sefil: %% TCP/IP iR &

EAVEHH, LS NetScreen ¥ #5 LLIRIIHE & Untrust #2210 _F) DHCP % /7 i Al Trust 4 11 1) DHCP k%525 .
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e,
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— POP3:211.1.8.172

T2l e DHCP R4S 2 il LUK 26 R 3R N DHCP % /7 it A R 2 i 3111 TCP/IP ¥ &'
e T WINS ilR452%: 10.1.2.42
e JREE WINS Jlk4s#s: 10.1.5.90

i, BEICE DHCP RS 43 BAHL LL R 41 1P ks IP Mhb 8 € 257E Trust X B 104 DHCP %/ i) 24k 10.1.1.50
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WebUI

CLI
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YEE: 7 ScreenOS 4.0.0 17, HHGE@ I CLI #HE XTI GE.

set interface untrust dhcp-client settings server 211.3.1.6

set interface untrust dhcp-client settings update-dhcpserver
set interface untrust dhcp-client settings autoconfig

set interface untrust dhcp-client enable

set interface trust dhcp server option gateway 10.1.1.1

set interface trust dhcp server option netmask 255.255.255.0
set interface trust dhcp server option wins1 10.1.2.42

set interface trust dhcp server option wins2 10.1.5.90

set interface trust dhcp server option pop3 211.1.8.172

. set interface trust dhcp server option smtp 211.1.8.150

. set interface trust dhcp serverip 10.1.1.50 to 10.1.1.200
. set interface trust dhcp server 222.33.44 55service

. save
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WebUI

1. Network > Interfaces > Edit (X}T- ethernet1) : #ALL A%, K5l OK:
IP Address/Netmask: 172.16.30.10/24

2. Network > Interfaces > Edit (T ethernet3) : #ALLTFH%Z, 2RJ5Hd OK:
Obtain IP using PPPoE: (i£#8)
User Name/Password: < %5 >/< {4 >

3. Network > Interfaces > Edit (%} T ethernet3) : i PPPoE i%$%, i i Connect.

YEBE: ] PPPOE ## )7, ISP £ Az AN 15#% 10/ “t#5R5 "7 (DNS) JRZ5#L21E IP Hitif

IRA ] (7 2 I (EHT s IP i, S8 577 DNS JR %5 7519 IP ik, S8 )7 - H-Fz) %A NetScreen
KA il (E2 DL o

4. Network > Interfaces > Edit (X%} ]* ethernet1) > DHCP: i+t DHCP Server, XJ5¥.i; Apply.

5. Network > Interfaces > Edit (XfJ* ethernet1) > DHCP: i ALL FH%, RJ5d: Apply:
Lease: 1 hour

Gateway: 0.0.0.0
Netmask: 0.0.0.0
DNS#1: 0.0.0.0




10.

> Advanced Options: #i ALL NN, #AJ5 . Return:
DNS#2: 0.0.0.0
Domain Name: (£ %511)
Network > Interfaces > DHCP (X} ethernet1) > New Address: #iALL FHNZ, RJ5Hd OK:
Dynamic: (Z%£F)
IP Address Start: 172.16.30.2
IP Address End: 172.16.30.5
1 DSL I A 2% . NetScreen & #5F1 =& T A5k 1 HLJS
FTFF DSL A 25 o
F1JT NetScreen ¥ £ .
NetScreen % #% 5 ISP 37 PPPoE %4z, Jfiulid ISP 3k DNS e 5s2% 1 IP Mkl
FIF L AES .
TAFuS A 34 DNS 252510 1P #ikik. 72 eAT122 T TCPAP JEH, el 3k5 B O 1P ik,

YEBE: 6 DHCP (5 (E 2 193 H1 0 IP Hidilirf,  NetScreen #4519 5744 M ISP Z4ii) DNS JR4-2419
IP #3656 28 15 1 0]

WIRAE L DHCP 2725 7 B AL IP #4), HAEE 2 EHL T 5) g A DNS JR 7519 IP Hi it

Trust X EF ) 4L Untrust X BT KRS TCP/IP M43 A 5143 PPPOE $1 AR FE




CLI

set interface ethernet1 zone trust

set interface ethernet1 ip 172.16.30.10/24

set interface ethernet3 zone untrust

set pppoe interface ethernet3

set pppoe username name_str password pswd_str
ZA PPPoE % #:

exec pppoe connect

get pppoe

7. setinterface ethernet1 dhcp server service

8. setinterface ethernet1 dhcp server ip 172.16.30.2 to 172.16.30.5

9. setinterface ethernet1 dhcp server option lease 60

10. save

11. <] DSL I #5. NetScreen B4 1 =& TAFEuG K H .

12. 77+ DSL fHlf# 25 .

13. #IJF NetScreen ¥ % .

14. FTJF LRSS
TAEuh B3 DNS k451 1P #uhl. 7R el 2ildiaT TCPIP SHEmy, eI 3k-1F 5 O 1P ik,
Trust X B 24155 Untrust X BS54 TCP/IP &84 B 3205 PPPoE H % ibFi.

o gk wdh ==




URL FEEC &

NetScreen F| ] Websense Enterprise Engine 3 #7 URL i 3%, AR¥Eu6 51 URL. 14 F1 IP #ulik, Websense
Enterprise Engine 1] LARH (k8% VU7 ) AN [ sk i o A B #k A1 NetScreen [J5 k35 1) Websense AP,
NetScreen %4 1] L5 Websense URL-blocking Il 45 #s & 37 B # i %

I Websense &3 #%, NetScreen & H &1 0] LAFHAT K H1 454k
*  {EXC URL-blocking ¥ /7, LARH 1EEG SR VF i Bk A4 A 3 £
o A= RIS A HEAS R URL I 8RS
o NEMEBIEAE Y URL ) Websense Reporter H ik

YER: K Websense H7iF4115 £, 151y /H www.websense.com.
P E URL 3of gk
WebUI

Configuration > URL Filtering: ¥ ALL TN %, K5 M4 Apply:
Enable URL Filtering via Websense Server: (GE#)
Websense Server Name: 21T Websense 452514 5EHLK) 1P Mk

Websense Server Port: Websense [1)%t45 i 172 15868, WK H g T
Websense 55 45 11644 i 1, 3B 20145 55 250 NetScreen 15 4% L 11 [
HIREHEAE R, 1S Websense SCRS .

Communication Timeout: NetScreen i% %251 Websense 3 & 5 i 1 (1] i 7]
MBIk CLARP R Bafr) o WniR Websense 75 1% 8] [6] bg N B A i N, 8 n] LLik
#il NetScreen B4 PHIEEL RV IZiER (B TF30

Current Server Status: NetScreen ¥ 75 Websense IR 5525 FPIRAS . BB
kAR, iE . Server Status Kl #r.




CLI

o D=

If connectivity to the Websense server is lost: #1!ft NetScreen %45
Websense /il 55 a5 K2R, AT LT E Block 2 Permit T HTTP K.

Blocked URL Message Type: 4 Websense 4l J-uf ik, i) s &8
W. Wik E: Websense, Websense JI4s #5425 KRikiZH B a0 Rk
NetScreen, NetScreen & KILIZIHE, %27 NetScreen
Blocked URL Message 7B Wi A ).

JEE: WSS NetScreen, Websense 72141 —LET a5 #5251, 1
JE ] DY E

NetScreen Blocked URL Message: It 4b 24 B8 5l £ J5 NetScreen ¢ %1k
[l 25 F 7 B 6. #AT LU AL Websense &M B, AT LAIEE—4%
P NetScreen 525 KIEMHE (B2 220 NMFERF) .

set url config { enable | disable }

set url message “string”

set url msg-type {0 | 1}

set url server { dom_name | ip_addr} port_num number
set url fail-mode { block | permit }

YER: B set url ig SR, LU NIRRT Fm <, 72 /d NetScreen CLI Reference Guide.




T8/ LR EFERY

Al L1 NetScreen ¥ 4% AL FI M P R 2000 B WO B . EAAR T 80047 B AP R B e T188 2 F WebUI 38 J2 i
CLI SRFAT ZERME. W BAF FH WebUI Fil Web 3] % 8% 52 88, #6807 DLMATATT A H 5% A% 5l T 3000 & e & DL B
ScreenOS . WS Zmnt CLI, ®uJ Ll TFTP IR4-2%8k PC R _EALFI M 2035 8 A At

REMSANRE

TERE R BB ) S A 3 B2 — PR B I . 1t WebUl, &) LUK BCE RSB AH H 3%, i &
firo KT 44 NetScreen %%, AU CLI Bd & Fai 2 TFTP Aig#sak PC kb, —HFERAN &M E, R
T AL 3] NetScreen W4 HIH] .

AR R E DR T KR K BRI TTE
N

WebUI

1. Configuration > Update > Config File: #.i; Save to File.
SHIM—F RGN E, BTz 8ol HAor A7 20 EAL E.

2. i Save.
3. WRNELAFRCE TN E, SR G Hd Save.
ClLl

save config from flash to { tftp jp_addr| slot } filename [ from interface ]

YER: 7548 NetScreen 4117, #1755 slot 1 5 slot 2.




B EAREE
WebUI

Configuration > Update > Config File: % ALLFH %, RJG¥d Apply:

R EOR BT B Y AL E S &, 15E$E Merge to Current
Configuration; WIRZI G E 5 AL E, 15k+¢ Replace Current
Configuration.

> New Configuration File: i ANBLE 17 B 5l i Browse &2 &,
Pz, AR5 H Open.

CLI

save config from { tftp jp_addr | slot } filename to flash [ merge [ from interface] ]

YER: - R4LE NetScreen 4117, A5 slot 1 2 slot 2.




LRI HRGE

™ NetScreen ScreenOS £iE KRG HAT T HF N, &7 vl DS94 FAL 2 5 (U1 NetScreen ¥ 45 H1 . X -t
NetScreen ¥ 4%, 1] LU WebUI M ASHE H 5% FAE&4:. @it CLI, AfLLM TFTP R4 #s8k PC K _bAL&4):, FfHnl
DI NS TFTP IS 25 .

YEBE: HEHR S, 15 E S50 NetScreen 4. Ui FEFEHEIL 20411 1],

WebUI

Configuration > Update > ScreenOS/Keys: i ALL FNZ, RJGHd: Apply:
Select what you want to update: Firmware. Image Key &% License File.

> Load File: % N\ S5 Jr (1 SCAF AL B B o Browse KB SCA &, EF%
A, AR5 Open.

CLI

save software from { tftp jp_addr | slot } filename to flash

YER: 7548 NetScreen 4117, #3175 slot 1 & slot 2.

A LB CLI K F s TFTP IS4, {EHLL T save fiv4:
save software from flash to tftp ip_addr filename [ from interface ]




AT

MAVEr %9 ThaE, Joiikt NetScreen B TN AR B BRI S, BIRr Jeae kAT 9 i . S8 mT LA s —A
YRS OO e ThRe, e b iX LT b

. PR
o BIMRL. XBORUERL b
e HA

Bt 6 NetScreen ¥ttt INHSCA ] T AnHELhRESE, 10 H ] BES SCRAus vl 1L Dh REBER Ry LA ZhREMIRE J) . 2 1 /4
A MRLETh RE W LLEATTH 2, 152 NetScreen [ 1 3Lk -

ANV o # A S AR R
1. S48 NetScreen &4 IH(EH 81 (VAR) KR, i HEE S NetScreen Technologies % .
2. PRI R A1) S Ul W AR D) RE T
Az RV AT, T e F IR R A A
3. JEiT WebUl 5% CLI BN iZ%4H. (S WLLFR#. D




sefil: I RARBE

RN AFEH T 5.5 NetScreen &, & R EAGHEN N 10 CH WV, BEAFMKE, BIAERE
P EAZ GV . BB, NetScreen & P 5 KR —/NMAKREIH P 2 H A%, By & Ee)) .
VFr] %4515 4 6a48e726ca050192, %55 {E C:\netscreen\keys H % K44 “A2010002.txt” [ SCA A

WebUI

Configuration > Update > ScreenOS/Keys: AT F7#4E, R )5 H.d Apply:
License File Update: (&£
Load File: C:\netscreen\keys\A2010002.txt
%
¥t Browse %% C:\netscreen\keys, #£# A2010002.txt, X5 #.il; Open.

CLI
1. exec license-key capacity 6a48e726¢ca050192

2. reset




Rt oh

£k NetScreen W — RGN B, ARG ILICE A BRI X o mT LS H] WebUI 5 CLI KT & 24 Hiy 1 I B i

NetScreen B45 7] LI “ BRI TR E 7 (NTP) 1 RGN 40 5 NTP RS s abla) b o 1XARE, B8] DL i 5 5 M
CLFi 5 [P ][] [ B PR R R G B[R] 20 . B I X, 224832 NetScreen £ 24 i ) FL T BUME T “MEAR G bt )
[B]” (GMT) /NN %, B, Wi NetScreen W& 1K S I X & “ACEVERRAERTR]” , W ZE L GMT I[A] i 8 /)
. M Set Offset TH75|RKHIEF -8.

nl LUt WebUI Al R 8 5 THSHLIN IR 20
1. Configuration > Date/Time: %+ Sync Clock with Client £
SRR, ROREIRE RS CAE T EAUN B EJE A T B A Ik,
2. iy Yes /0 AZINBHELD, ifdi No HUH#:AE.

FBhl: ZE RS
RG], BEYREREE N CAREEERRERTE” , JF HoB NetScreen 3440 & @i IP Huhl
211.1.10.10 1) NTP k%545, GRS 5 2-8h s Hr— k2.

WebUI

Configuration > Date/Time: #HIALL NN, X5 HH Apply:
Set Offset hours minutes from GMT: (hours) -8, (minutes) 0

Automatically synchronize with an Internet time server (NTP): (&)
Server IP/Name: 211.1.10.10

Update system clock every minutes: 5




CLI

o DN =

set clock ntp

set ntp timezone -8 0

set ntp server 211.1.10.10
set ntp interval 5

save
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Address Sweep Attack (Hhit3#i%d:) 36
admin A /7 340-341
auth 72 341
I 256
M55 4% 3k 250
2k H RADIUS [fAL [ 340
ARP 146
AN IP ikt 148
attacks
ICMP fragments (ICMP 7% 4 36
large ICMP packets K[ ICMP #f41) 36
SYN and FIN bits set (SYN F1 FIN {71
) 35
SYN fragment (SYN #}) floods 35
unknown MAC addresses 44
auth filk%-4s 250
# kg5 2565
Hgrh 272
A 255
Wik 255
E X 264-272
%4 255
X% &M 255
R R 251
Uik ¥ 250
ID 5 255
IKE R 272
LDAP 262-263
LDAP, & 269
25 255
By 271

RADIUS 257-259

RADIUS, & X 264
RADIUS, MBI Hr 258
MBI R 254

SecurlD 260-261

SecurlD, EX 267

AN 254

BRI RF 250

wRHE 251

auth ' 274-302

JMEHT auth 276

HMEHTIAIE 226

Fmg 274

#8255

JR %545 3 FF 250

NIE A 273

WebAuth 226, 276

WebAuth + SSL (A1) 41) 298
WebAuth CAHBHI 14D 291
WebAuth (AMEH P4 294
BATINIE 275
BATHRYGEL R 225, 275
BATH R 41D 281
BATH (K D) 278
BT (M) 284
PATHAIE 225

PATHS (R 4D 287
4 274,277

ZeX B 2,62

Global 2
0 3,83
HIM X BifiE 12

YRR 83
e i 2
WX BEE 12
FHO 83

B
Bad IP Option 3R[1) IP #£1) 37
i
I MH 228
A ER I 252-253
A 253
IKE fi 7 303
CHFIH AT 252
Y
g 245
Hihk2H 184
X B 47
Fril, il 351

C

CHAP 323
CLI
save 400
set traffic-shaping mode auto 360
set vip multi -port 114
CLI #4458 ix
Fng 3,7,217
i 228
KIEA LR 219
W 219
deny 223
DIP 41 138




Hohl 222 g AP E K {H 354

Huhk4l 222 Hutk4 183 o4 361

SENLETRHG 224, 246 4540 207 Loe itk 361

i 223 MIP #1071 Bk 228, 362

k45 187 X B 46 E%j(;y‘lbjrg’354

%51 186, 222 W JLSCAE 259, 340 ikl

4541 206 A7 semsrh 222

WARY 220 12 ] SR X 222

EE% 245 D HWHELAE 179

Thig 215 Hihk41 181, 222

230 DHCP 164, 170, 392 it 184

ST E 354 HA 376 g 183

W 227 % i 374 LT 182

HiE % 228 gk 374 BksH 185

L2TP 224 DiffServ X

permit 223 124 DS 5 R X B 46

X Bl 219, 231, 232 DIP 125-141. 168 A P i

KBNS 219, 231, 241 it 224 12 DIP

4o J7 219, 231, 244 Wi DIP 141 s,

i 225 S0 127 WITE 122

XU VPN 223, 230 PAT 126 S UL 3t

W 246 fE DIP it 128 %209 PAT

Wi 223 4l 137-140 LA 342

Wk 230 Distinguished name CHF|4Fx) 263

) i DN

VPN #5241 222 § 370 E

o 231 ik 371 N

Tgﬁ\\ﬁ \aﬁA 227 H&%%& 393 %%‘E\ URL 39

Fl/‘\\(JIL[/ K )Utl—/é‘(v& 372 :ﬁ IP f@,iﬂ: 97

IBHIRS 220 DoS 36

FAI%S N

Bk 247 DS i ik7ic. 354, 364, 365 F

FHHEY 246 DSL 387,393 [ i :

. i Filter IP Source Route Option Gy IP 5 rh

KR 182 W 228 T
KRS 229 " g w36
E-N iz 228 FIN Bit With No ACK Bit (47 FIN {75 ACK /) 36
f . RIEf) 354, 362 firewall

admin 1 f7 256 L 354 drop unknown MAC (EFHFARAH MAC)

auth f{ 255 At 361 addresses 44




ICMP fragments (ICMP #)}) 36

large ICMP packets (K[ ICMP #1) 36

session limiting (FR#I2i5) 35

SYN and FIN bits set (SYN F1 FIN {1
) 35

SYN fragment (SYN f# ) floods 35

Bls K i

Address Sweep Attack (Hiht39#id:) 36

Bad IP Option (¥R[f IP ¥£3) 37

&= URL 39

Filter IP Source Route Option il IP 5 %
B 36

FIN Bit With No ACK Bit (5 FIN f7.¢
ACK fii) 36

431 JavalActiveX/.zip/.exe A1} 39

ICMP Flood (ICMP izili) 34

3R HE T 36

IP Security Option (IP “4=1Eikmi) 37

IP Spoofing (IP k) 37

IP Stream Option (IP ki) 37

IP Strict Source Route Option (1P &5 % i
LI 37

IP v Bt 39

IP Timestamp Option (IP IH#im) 37

4% 36

Loose Source Route Option (FAHLIEE
LD 37

Fiib X 38

Ping of Death 35

Port Scan Attack Ciii I i) 34

SYN Attack (SYN %) 34

#H 33-44

TCP Packet Without Flag (Chr:&H) TCP
HA) 35

Tear Drop Attack (iS5t 36

UDP Flood (UDP izili) 34

WinNuke Attack (WinNuke %) 38
ARENHNL 37
PiFE 79
fidE 79
B 11-13
B4 JavalActiveX/.zip/.exe A1} 39
A% 186
g 222
EX 222
ThiFI%R 187
i &
4 (CLI) 187
JE RS 187
SE IR (CLI) 188
MR44H (Web /7 i) 206
WIS 188
B4 H (CLI) 189
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BBr%H (CLl) 190
THRC & k% 187
4521 206-209
fzt 207
MkR 209
& 208

G

Global X B 115

e Al
12 HA

Yook
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Bad IP Option 3R[1) IP i&£51) 37
= URL 39

Filter IP Source Route Option i3 IP 5 %

I 36
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ACK 1) 36
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WinNuke 38

R 37

Wrihidksl 44
UfeX BN 85
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12 VSA
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H.323 Hpi 190
HA
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|
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fragments (ICMP /i) 36
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ix 227

ISR B EHE T 36

T 227

T T-SRIE I NAT 167, 173-176, 224
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