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permission from
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FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. Ifit is not installed in accordance with NetScreen’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

» Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
+ Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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NetScreen ¥ #& $#2 7~ 4 A H )7 44 A1 f . (AT BLAT ] BLR fiw 4 9 i) admin 2l H PKA J77%: set admin scs
password disable username name_str. ) JoiefEEE B AT A AIE TV, AT 0E AR B bk S, AT
SR U, RIS A TP B P GZERS A LR S

Sef5l: SCS £ PKA #iTH SR

e, EE (EAR admin) b Hshis TR ZFE E N E SCS A TFEHIAIE (PKA). iz 2 EHLVG )
NetScreen 54 HME— H W& R RN L FERCE X BT BT IAIE, Bt SSH % /i & sk 2 NetScreen %%
I IEN A

e T —/> admin MK, 204 cfg, %04 cfg, A EERR. nJ7EH: 1 ethernet1 (#4031 Untrust X B
3 SCS W R,

LA O & AE SSH 2 i b AY FH i B A A2 BORE e LLAE BC RSA AT 1 RT3 AAT, /40 “idnt_cfg.pub” (R4
TEYPIC s8] TETP kdsas B H b, RJeisfT TRTP Rf. TFTP kgssi IP sl 10.1.1.5,
WebUI

1. Configuration > Admin > Administrators > New: #iALL FH%, K5 Hd OK:
Name: cfg
New Password: cfg
Confirm Password: cfg
Privileges: ALL (iE#8)
2. Interfaces > Edit (X}T ethernet1) : #%#¢ SCS, )5 #.il; OK.

JEE: HH ajii exee scs i S M TFTP JRE-25 117 SCS A TFZ X1 .




CLI

set admin user cfg password cfg privilege read-write

set interface ethernet1 manage scs

exec scs tftp pka-rsa username cfg file-name idnt_cfg.pub ip-addr 10.1.1.5
save

BITIEH &
AU ERE R AR AT R (B G i N B Y AR %R NetScreen &) & i NetScreen 45, A H]HELH
AL HBER, HZWIR NetScreen W& 8 il 7& 241, A X P B2l 2 8 B A& I 2 1 7 1
R4 NetScreen &AL G FATIE R B L N B2 —
e [tk DB-9 FFH 1 DB-25 FLil 47 H1 4%
e [It DB-9 FfH: DB-9 Eid HiAT S
e [k DB-9 F|FHE: MiniDIN-8 H AT HL4R
o 577 RJ-45 F| RJ-45 FLIE LK W LR RJ-45 JERLASAHE FI B P DB-9 Hi4i
B B T A, b Mo ” WA (B —R VT100 ZumbliiBias) , “HR & ” b B E s W k.
— HATIEAE 9600 bps
- 811
— AR
IR A
— TG
HEB: HHM “EGRA5” 1iFEd 56, 15244 NetScreen CLI Reference Guide /9 “Getting Started ” —#(
LRSI “Initial Configuration ” — 7,

roDd =




NetScreen-Global PRO
‘LA E AR YT % ¥ NetScreen-Global PRO R 41 FH AN = i 4L Ak, AT IHE A R Y7 B OO HIRRTE B NetScreen 4%
A TC B R I 8 e
. NetScreen-Global PRO
e NetScreen-Global PRO Express

1§ [} NetScreen-Global PRO, 1] )\ [{)fii B FEZ A 10,000 /> NetScreen %45, Policy Manager 211} o #54%
HIETC E 3] NetScreen ¥ 4. Report Manager 4114 #2112 48 F 44 RN Bl ) 1 S i 5 7 s 4R35

il NetScreen-Global PRO Express, ]\ H.—[{{/ & B2 15 100 4> NetScreen % . NetScreen-Global PRO
Express ¥ Policy Manager 552 i 45 2451 Report Manager ) SZ IR 15 44140 & 78 —itE

NetScreen-Global PRO X HFETAL4- M BT 5, AE15 A 2 PR 200 Ry in) BLRR 1) 22 AN 585 B B3 n b 4T 22 4 1
FER PV . XL B AT 5] NetScreen-Global PRO 248 I AH S5 X 45 UL B (4 it B - Y B4R & FI i1t

YEB: K E, 15204 NetScreen-Global PRO X #%.




NetScreen ik 58 pitid 201 (NACN)

NetScreen-Global PRO Policy Manager -4l (&% “PM 41" ) & NetScreen ¥ %, WZiH1 NetScreen %%
FEYHT 1P k. W NetScreen W& R H IR LA 42 1 A —/NERSI 1P ik,  WIXAEALN 25 5 26

{H1&, NetScreen B4 1) AL A AL Al GG — AN shA SRR 1P Hulik, % IP HuhbAE ] “ LUK St i ” (PPPOE)
i “BhATHUACE L (DHCP). fEXLEfENL R, NetScreen ¥4 {#/1] “NetScreen ik 55 %1~ (NACN) LA
FRE M GESH IO “IREsEEn” ), AR Sinids 8 0 1P #hhlk 3, W NetScreen-Global PRO it -

W7 NetScreen %% (NetScreen-Global PRO PM E£#1°) F 5 H NACN, %% &4 LE{T PPPoE 5§ DHCP 4}t
fEr bk B 317 NetScreen-Global PRO 11/, iX #4705 NetScreen-Global PRO 5 NetScreen & £ [a] (138 {5 17 i .

6. #UAITE NetScreen-Global PRO PM E#1 %1 A\ NetScreen ¥ % [¥)/3% 415 #1 NACN %515, G PE411E &, 12174 NetScreen-Global PRO 344,




NetScreen B4 “ B4 (SSL) LLINZ 5 NetScreen-Global PRO ¥l A5 AT Heidl Bt BA T Bt T 7

NACN

DHCP Ji4 44 Wbkl Iﬁ DHCP 5% 2

4y ECE) Untrust Ey
NetScreen-5XP /

NetScreen -Global PRO
Policy Manager 41

PM THLAIE AT . NetScreen i CA GiF h
PEARHDD IEBIIE, SR8 SSL k. H

NetScreen i ] SSL i##%.

y

A@ @ir

NetScreen %1% NACN 15, Fpal'5. g *SCS EHLE P H 1
YRR I e fli 2 iEid SCS H
@ B SCS EHUHHAMIEINFAFH *, NetScreen-Global PRO &
| > | VEER

PM EHLIAE NetScreen & £& F 1 H Bk 5587

A@

@ PV 3 HL RS (7] 52—l Ty e 3% 30 L

HR: HK SSL HHEHEHE, FSMH 9 W LN “ZEEETFE .




R 7 ECEAS ) NACN 246, B Z5E A M55

#i \ NetScreen-Global PRO —%% (#l—%%) Policy Manager (PM) T-HLI¥) IP Hidi-F1 NACN %574,
TEZ3E O e s 2 0 OF B SCS 8 Telnet”  (BLH#E) MR BETE

7f NetScreen ¥ LIE KRG 41,

7t NetScreen ¥ & & 5L 2361 CA IE TS,

(ATIE)) 7F Global PRO fli4s#% LA\ X.509 {iF 151 32 8 44 Bk AR #4820t

el ixE NACN
FELL Y, n] 5 H NetScreen ¥ % L) NACN Jf-AC'E T 41 NACN % & :

—4¢ PM AL IP Ml J % f5: 210.3.3.1; swordfish

—2% PM EHLIP Huhk: 210.3.3.2; trout

— M 2% PM ML E RIS deptd

W41 Untrust

Ui e 11122

PM SEALAIE I A HIE 5 1) 3 44 FR -
CN=Marketing,OU=Marketing,O=Ajax,L=Chicago,ST=IL,C=US,Email=jdoe@ajax.com

ffilf] CLI, 7F NetScreen &% Fum#ist 235 NetScreen CA iFP5 “phonehomelcal” . 4 NetScreen ¥ 4%}
NetScreen-Global PRO PM EHLJA A SSL #4:0), 1t CA UE B HAE PM N IEFIELE A HIE TS .

24 NetScreen ¥ #5 F (R ga 422 1K) IP Hubl 52 0%k, NetScreen #454E—2% PM 4L (IP #ulikk 210.3.3.1) A
A NACN 1pisUa H 25 2 11122 1) SSL &EH# .

1] LAFE NetScreen %7 LA H SCS k%5 4%, REAEMNEITLFE O G H SCS & #:,

7. NetScreen-Global PRO F[{ ] “Zz4xiyA4h7” (SCS) B Telnet e & 1) 5 L 4 75 K 1% 2 NetScreen ¥ #%. o T 24 M, NetScreen #illf& M SCS.




WebUI
—RFIZZ PM EH1

YEE: njiliil CLI @< exec pki x509 install-factory-certs phonehomeical (X% it <4619 CA ilF 13
“phonehomeical”.

1. Configuration > Admin > NACN: #iALLRNZE, SR 50 Apply :

Enable NACN: CGi&#8)

Primary PM Host
Hostname/IP Address: 210.3.3.1
Password: swordfish
Policy Domain: dept1®
Monitored Interface: Untrust
Port: 11122
Selected CA: OU=(c) 2001 NetScreen Technologies

Cert Subject Name:
CN=Marketing,OU=Marketing,O=Ajax,L=Chicago,ST=IL,C=US,Email=jdo
e@ajax.com,’

8. ENXEMGIIFA R MEN, HREIXFE T/ Global PRO ¥ FEvE £ 1 kB s ms da b il #h 3 R #1) NetScreen % 4%«
9. HifR7E Cert Subject Name F4F #4125 . MiE A FRS Policy Manager #iil 15 %5 5% 2| Policy Manager AL A IF B AR —2. A KE411E
K., 1% NetScreen-Global PRO 4%,

(ih




Secondary PM Host
Hostname/IP Address: 210.3.3.2
Password: trout
Policy Domain: dept1
Monitored Interface: Untrust
Port: 11122
Selected CA: OU=(c) 2001 NetScreen Technologies

Cert Subject Name:
CN=Marketing,OU=Marketing,O=Ajax,L=Chicago,ST=IL,C=US,Email=jdo
e@ajax.com,

SCS

2. Configuration > Admin > Management: 1%L Enable SCS K IEHE, X5 ¥4 Apply .
3. Network > Interfaces > Edit (X} untrust) : #ALLFAZ, K5 Hd OK:
Management Services:

SCS: (&E#)
ClLI

1. exec pki x509 install-factory-certs phonehome1CA1

YEE: LU, getsslca-list, (25255707509 CA il 15, LURENIHNTID 5. AU pIF, #8251 H 1
CA UF 157 — 1l 1519 1D 52 2.

2. get ssl ca-list




—Z% PM E#]
set global-pro policy-manager primary ca-idx 2

set global-pro policy-manager primary cert-subject
“CN=Marketing,OU=Marketing,O=Ajax,L=Chicago,ST=IL,C=US,Email=jdoe@ajax.com,”10

set global-pro policy-manager primary outgoing untrust
set global-pro policy-manager primary host 210.3.3.1

set global-pro policy-manager primary password swordfish
set global-pro policy-manager primary policy-domain dept1

Z%% PM E£#
9. set global-pro policy-manager secondary ca-idx 2

10. set global-pro policy-manager secondary cert-subject
“CN=Marketing,OU=Marketing,O=Ajax,L=Chicago,ST=IL,C=US,Email=jdoe@ajax.com,”

11. set global-pro policy-manager secondary outgoing untrust

12. set global-pro policy-manager secondary host 210.3.3.2

13. set global-pro policy-manager secondary password trout

14. set global-pro policy-manager secondary policy-domain dept1

SCS

o

© N O O

15. set scs enable

16. set interface untrust manage scs
17. set global-pro policy-manager nacn
18. save

10. HWif#{E “Cert Subject Name” T4 RN FE S . HIFHEA4FRYS Policy Manager %1 & & 5% % Policy Manager =L I UE B AR5 G RIEH
f5 )5, %27 NetScreen-Global PRO # ¥},




Vo> A 1)

BEIEEEOIEIN
)% NetScreen W44 H0 & 0 AUVFIE L — ANk 2 AN DO B £ 3T B . (i, nlal bR 45 2 Trust X B
AT AR H Y51, S n] I8 D48 ) Untrust X BEX & T FEE # . 7E NetScreen W LA 2N 4%
MENEHED (HE2EATHERELD , BaLlk— MR O SHTEH, DUEEHRESMWSH P RE

FEAI .

YEB: (BWFE) R EP G ERPIE VLANT, B4 VLANT B0 71055 0 5 & PR B A o UL EA
VLANT p9#17 (V1-Trust. V1-Untrust, V1-DMZ., /)& X FE - Z282500) |7 B A ZEE) B P

LAl —MED LLAVHE ] 2 F0 i BT VA8 WebUL F1 CLI 258028 1, 3 HhAT DL 4k
WebUI

Network > Interfaces > Edit Cof T-EBEgw 8 01) « YER NS A E IR E T, AR5 50d oK™,
WebUI: ¥ £ 00 % 10 DL o ¥ 32 13l 3 Web FH 7 S 1H (WebUl) 432 0 BE 1)
HTTP Ji=.
Telnet: & TCP/IP M5 & i BLRE, Blan, FEHCM . Telnet J& iz FE il
WR 28 15 55 LK 7 2. JERR IR T ] J5 ] Telnet m] & ¥k .

SCS: n[ffifl 5 SSH e “waxmA4h5e” (SCS) it “LUIKM” IEHEL
5 255 P NetScreen &% . WA EA 5 SSH Wil il A 1.5 Jf %
1) SSH & F iy, 1X46% P it il T Windows 95 A H: o iy 1) iR A
Windows NT. Linux 1 UNIX. NetScreen ¥4t & [#) SCS iK% s 5
SSH & Pl s, ZRS Stk &l E 58 RS . Rtk jE H
SCS nJ & Fi M,

11. it CLI, A1 NetScreen W& 7EME TR EFA W N4 E I I A 2 I FL . set timer date_str time_str action reset.




SNMP: NetScreen ¥+ £F RFC-1157 TR 1) “ iy B 28 B PRl AR
1.5 (SNMPv1) Al RFC-1213 Tk ({1 B A D0 45 B4 JLE 117 (MIB 1)
2H. BEPEIIEIATJE ) SNMP n] 45 #PE:

SSL: EFULEI Ll RV L ik WebUI 25 NetScreen % £ 224> PRI
HTTPS i .
NS-Global PRO: E#: izt n] R iF#: M #:0% NetScreen-Global PRO i .

Ping: JEFFIIED 017 NetScreen 2451 % ICMP [ 1K “ping” , ‘EH
SE ST ] DUAE R 2% B I Re 2 14 1Ptk

Ident-Reset: ZSMUKIEFRULERIG “HBLE” 5k FTP ARSS . W RABA18 A U
PN, AT TR RILE R . AFRIESRE, Gl AT U i) . Wi
JAF “Ident-reset” #%15, NetScreen i% & i% TCP ¥l &1 LLA| & K i%
Fo 1 113 (1) IDENT  GhRifD &K, SRJEVRE IR FR IRTE KAk 8 e
A5 1]

ClLI
52 A & PR S K ping (HEANE H ident-reset) -

set interface interface manage

R R R R B A M 48 R 55«

set interface interface manage { global-pro | ident-reset | ping | scs | snmp | ssl | telnet | web }




EIE IR 7
NetScreen &5 L 2 NMEBH 7 o X T HE U gHAT AT ML E W %, NetScreen W &1l x UL E B -
o RMTEE U B 44
o HHTHEKR IP Hikk
o FHIITIH

AIAE BRI o 3K a] LT NetScreen W& B, BURE4» 41 H T FiA7 1) admin 220, LA
LeAq— G RAB AXH admin FIATRU T A ATE S I Sk a , A REVE I LERF R

REIER
MR H B A e M BN, 44 NetScreen B4 WA — MR BE G . MO FE G BLAT LA AUR :
o HI NetScreen W& MR R 4E
o UNIN MHERANE BT A HLAD R A P O
o HEENHEHRILRSGE, RN EAT B B R
o Q. MHBRANE EERIE B (VR)
o WS MMERAEE A X B
o EEOF|AXE

o QIEBIUARGIFAEDN RGN MM RGE P 5
o RFEMEMRS
o RERZUT CMEMARGUE H ARG




pinl
Sl
i
[
o
/D
Jm

HEA M WebUl HHT & F AR, bR fe%& H get il ping CLI fy4. HELEF B 5 HAT LU R BUBR -
o EMRARGTRAREAR, WAEHLUT M4 enter. exit. get il ping

o ERMARGH AT R

EREWEETER
46 NetScreen W& X HFi RS MR RS (vsys) & ME— 2418, HAINNHT vsys BRI EHL RS
P28 A5 T Y AT BRI R SE . R RSB T B IR CLI B WebUI BhS7 i 4Dl R HEAT A B, fE4E4 vsys |,
FERL AR 48 W 4 5 HE 53 AT DL R BURR -

o A4 auth. IKE. L2TP. XAuth F1 “T-zha540” )™

o QYIRS

o QEIFguiH AN

o QI guiE Ik

o GEIgmi VPN

o WBHUBILARS L H 5 (1) 5 S D
N e e X B

EH ARG X EER

ARG R 0 HAA S R SRR, (HRNIR THRE MBI R G . BIRG R B o A
WebUI A& 45 € 1) veys AR, fib K BELEML vsys H & H! enter. exit. get Fl ping CLI #iv4.

TR : AREMFITHFN G, EShF 6-1 T LA “WEURL” .

Em

-]




ENX Admin R

AR B O ME—n] LLEUEE . ORI ER admin B 0 PR GY . AERL Ryadil b, ATt e i 2

el AN RIE Admin

RS, IE—1E A admin —I—N 444 Roger H. %1554 2bd21wG7 (1) H B2 1L i o
WebUI

Configuration > Admin > Administrators > New: #iALLFHZE, K5 OK:
Name: Roger

New Password: 2bd21wG7"?
Confirm Password: 2bd21wG7
Privileges: READ ONLY

CLI
1. set admin user Roger password 2bd21wG7 privilege read-only
2. save

12, BEIRK TN 31 FHIE LK AAS.




A &2 Admin
e, B—E R admin —# Roger AR A s s O T s 1 5.
WebUI

Configuration > Admin > Administrators > Edit (XfJ- Roger) : AL FHZ, )5 M OK:
Name: Roger
New Password: 2bd21wG7
Confirm Password: 2bd21wG7
Privileges: ALL

CLI
1. set admin user Roger password 2bd21wG7 privilege all
2. save

sefdl: MiBR Admin
Ea g, B—1E R admin —H%: admin ) Roger.
WebUI
Configuration > Admin > Administrators: £ “Configure” 7% Roger i Remove.
CLI

1. unset admin user Roger
2. save




FEEERENTE
PR BEE WAL NetScreen B4 11224, HPATLL N
1. & Web F[fl, 5o g .
WHSE 32 U1 B« S
2. WHHSUH A RERY, DMEE B
WS 33 U1 R T Admin Bk RIEGL 7
3. 4 admin H7 o SUEELR P ) 1P HhE
WS 37 UL B CPREIE RN .
4. RPATAT AN B 1 A B R 45 T
WS 25 TU R AR IR
5. ZHE:O L1 ping Fl ident-reset A 451, W EB I N AR FN7 KA KGR, IFRE R A R MZTIE R -

WebUI

Network > Interfaces > Edit (6 T2 4wai 142 11) = 25 Folix &1L, S8 )5 i OK:
Ping: ZEHILIET R NetScreen ¥ &M, ICMP ANk B “ping” ,
EHE 2 ] MR BIA R 2 10 1P Huhl,
Ident-Reset: 4/R5s (tn “Hpf:” 2t FTP) KEFRIRGE K ITF L EA W R & E
NN, EEREEER REEREITH, HE2E P U m AR
“ldent-Reset” HiEHE)S I, NetScreen W 4¢ H3WKE H 7 Ui M AR o




CLI

unset interface interface manage ping
unset interface interface manage ident-reset

ElinOS
WY NetScreen B4 T (03 115, LR HTTP S EIIERR 05 2 bE, GRATICFL A0 11 80, & & HTTP JLRtAbRfE
i WO TSR, E FUCEUIR NetScreen B4, 247172 Web SIUL2 0 URL “7BCHBEA BTN 115
ChlH, B A2 http://188.30.12.2:15522. )

Seffl: BoumAS

ZEAMF, 483 Trust X BB 1P Huhilh 10.1.1.1/24 . E3m s b8 10 E 1) WebUI 452 NetScreen #£4%, b
WA HTTP., X HTTP #1224, N HTTP Sig -5 ) 80 (BE{EH) H Ml 15522,

WebUI
Configuration > Admin > Management: 7 “HTTP i 11”7 FEBH, A 156522, K)5Hdi Apply.
ClLl

1. set admin port 15522
2. save




B Admin & EZF1Z8L

B HL T, NetScreen WA WIUAI S 544 4 netscreen. ¥1UG25 4 netscreen. B T EAT 1T A B4, RN A7
R EE MOG S A4 VA, 5 S B RV AR X oy KNS o RENARL 20U — /N i), AR, (HREAREA T 5. HZ4m
J7 AL SEHT Y admin & sk 44 1,

B KL RTNTE NS YRGB, WA NetScreen &4 HEFIH) K E, HHGZRITAHIIE. 7
KW G, 1EZI7 36 KL “HEEREPH) R E”

A5 P B P B A UGIE IR 2% 2 UAIE NetScreen ¥ 456 Admin /7™, admin f] )7 & 5% 3 NetScreen ¥ &I, &
EER A AR N B R, DUEATIIE. WERAAESH, IFHIER TAMBIIERS %5, W'EESMTER S 8 25L
P e R A UL AC 4% H o admin H 7 RS B AMBUIEIR %5 %% )5, NetScreen ¥ £ A Ry B 22 7K H AMHUUIE R 25 4%
1% admin & S0RE. 24 admin B iEE WebUI 4 FREk 5 15 NetScreen w4, £524 admin B s — AN
i, R AT B E AT HTTP ER FE SRR A Wi 2% A m# 2% 17, NetScreen i 7% A4 H 4k H
JAORTAMHAAE IR 25 e 0] (R UERS A, DR o] DA F 7 84 14 5 PR i

TR K admin [/ AR EN G, S0 T 27 TR “EHRIRA” « BRI B A UER S a5 B
B IFZPF 2-254 JL1G “HfEE Auth [R5 .

23 admin 5 2 admin H 7 A AR @ 2 —H 1 44 . 60 SR PR I —admin 2457 F AT admin 2516 3 3120k
WHAR admin 24 B O MOX L JE PR ATAT — A4, sE AR /5 admin 88 vsys 2/ 5 admin B H O
i, U Y RTHT TR admin 2315 4Ok, BREET S IR 2515 Ak .

13. NetScreen 4 admin 7 iAE) RADIUS. SecurlD fil LDAP 4538, (ARG R, 1S IHH 2-340 LK “Admin FI/7 . ) R admin ik

14.

AT AE A M EAR FErf,  ER m LLEE AN IE IR 25 35 AP AR 20 1 'S FIAR U 52 admin 7. BAEAMBIAEIR S %% EAEAEIRZLAN vsys 2% admin T/ 95
WABLATRIRR, R4 2854002 RADIUS, I HAAZAE RS %% E Iz netscreen.dct 0. (%8 2-259 T Ef “NetScreen i i 0447 . D
HTTP ok HTTPS 2 ifi ] WebUI 1577 SN o B HTTP ASCRFFFAES:, IUxT A D S DA MRS, R B S % 2 1A 1T T

HesiE.




SE5): T Admin B PRIV FEZFERL
FRA B G4 e S B 4 B DA 1) 8 55 44 1 John BBk Smiith, 25H5 il xL7s62a1 5l 3MADb99j2™°.

TR AKEPLAANFAIAIG A, i5ZSh T 27 T LR “EPEIR .

WebUI

Configuration > Admin > Administrators > Edit (X John) : #IALL NN, )5 HH OK:

Name: Smith

Old Password: xL7s62a1
New Password: 3MAb99j2
Confirm Password: 3MAb99j2

CLI

1. unset admin user John
2. set admin user Smith password 3MAb99j2 privilege all
3. save

15, 3G A TS PRl DA i, DR by b e o ] i G g 2 A B 0, w] DU 5 RER T AUR I BEHL 47 th o ZERIEEXAR 5 TC 12 345 8

APAEFEAE AN AR — A T8, i, “Charles will be 6 years old on November 21”7 ZZ % “Cwb6yooN21” .

WS




SEfl: BB CRER
JEALE P LU AT U B B, (R AR S A4 o (AR, 4 “starling” M43
TR b R 5 S N 3MAD99j2 B il ru494Va5.

WebUI

Configuration > Admin > Administrators > Edit Gif T25—1M4H) : WIALLTNZ, K51 OK:
Name: starling
Old Password: 3MAb99;j2
New Password: ru494Vq5
Confirm Password: ru494Vqg5

CLI

1. set admin password ru494Vq5
2. save




EEREZFLH REIRE
W FE 5 admin 205, WA LS H T 720 5% NetScreen 4% & B8 B VS K B« BUEWESR, (HIEXT BRIV bR
W . BT EAE, e TS ER:, 78 NetScreen CLI Reference Guide Flz 45 g b wf k4T T VR4 Hiik .

BB BN, R EHF#EN. B A unset admin device-reset i 25/ 2. [alf¥, WFE
NetScreen #5407 FIPS #:(, MR HFIEH H )52 -

1.
2.

RN T, ARSI,
FEEME IR T, PRI .
HELLL R A

Il Lost Password Reset !!!ll You have initiated a command to reset the device to factory defaults, clearing all
current configuration, keys and settings. Would you like to continue? y/n

(NI g B W I T s A ) R 1S, BIFEr =i e B0 E . 2
EEGRLE ? yin)
%y .
LU &
Il Reconfirm Lost Password Reset !! If you continue, the entire configuration of the device will be erased. In
addition, a permanent counter will be incremented to signify that this device has been reset. This is your last

chance to cancel this command. If you proceed, the device will return to factory default configuration, which
is: System IP: 192.168.1.1; username: netscreen; password: netscreen. Would you like to continue? y/n

N FFA LB H AN YIRPEE, a7 )£ B BRIk o T8¢ KA Mt Zas s i, Ll
SR HEOWEE . BRI S HIRIGHL S WIRIREE, &SGR A, Hl: F41P:
192.168.1.1; ////7 % : netscreen; Z14: netscreen. &5 ZZ¥4E? y/n)

Ty g, HERE.

BAE R LA netscreen 1E Ry as 1 7 4 R R EAT 5%




PR I & I8 17 o]

AL —ANERZ AN 1 I HhE 35 P NetScreen . SATEOL T, Al R0 LA =LA 0] 5 2 NetScreen % %% .
BERRBT Ry e TAEU I BERE Sy, DA & S L P i 1P Mk,

TEBL: EFE 1 IP M35 7 KT A 3% jﬁ%@dﬁ%@%ﬁ %ﬁff R, L AEG AN IS AR,
] NetScreen i #5-7 FlIZ& 11 25 i 577, H-HANFEREM iZ T A1ELL B P i 75

SEf: BRI B—T AR EIE
FEADIT, P il 172.16.40.42 ) T ARSI AL E B30 NetScreen 4 {IME— L 5.

WebUI

Configuration > Admin > Permitted IPs: % ALL A%, R)5Hd Add:
IP Address/Netmask: 172.16.40.42/32

CLI

1. set admin manager-ip 172.16.40.42/32
2. save




el BRI X F M aY &I
LEAG Y, 172.16.40.0/24 1 i —4H TAE 5 # R 36 2 4 7 NetScreen %45 .

WebUI

Configuration > Admin > Permitted IPs: % ALL FA%, RJ55d Add:
IP Address/Netmask: 172.16.40.0/24

CLI

1. set admin manager-ip 172.16.40.0 255.255.255.0
2. save




=18 P
FFART R 58 3] 224 X B I I B & /b ] LR PEAS 1P Hudik
o —ANERBIMLINEL P Hubl,
o AMNHTEWEHRENZHSHE P bk,
NetScreen Bi#5h “mal HE (HA)” TURA T HRI& 0% &R, nRE WA RS E P thht (—AakZAuht) 4715
i) FIC o
YEB: B IP #5f-7 LUF 177 ji S VLANT 5 A :
e NetScreen & 4r7 “iFEH” FECH, VLANT IP Hidif o] LUE VPN i 1157, (HAZE 1P Hl)
NGEAE VPN 38 11957 15
o W LUEXZNEPEIP Ml FEINZEEEIT—T N (HEN TN FZLZ N GEE X —71 VLANT IP -

Sl wEZMEAOMEIEIP

EABIH,  ethernet2 #7452 DMZ X Bt, 1M ethernet3 #4621 Untrust X Bt ZERFANE D B B HED, DLAgfit
A PN 0 s AP BRIV 18] . foF HTTP. SNMP Fll Telnet 7 ethernet2 )5 DMZ [X Bt [ —4 A
M FE 5, NetScreen-Global PRO 7t ethernet3 - M2k s i [n] Fh L9 . Ethernet2 fll ethernet3 #545 — M #E
IP Huhil, 5 AR AP R B &




Untrust [X B
Ethernet3

IP: 211.1.1.1/24
P, 211.1.1.2

NetScreen-Global PRO

114 211.1.1.250 ED

DMZ [x B
Ethernet2
IP: 210.1.1.1/24
&P, 210.1.1.2

Trust X B

YEE: WFZE B 174 561 NetScreen-Global PRO Ji - Ef 1245 11 2)1¢ /1] ethernet3, LIZI IP Hitil
211.1.1.250 }5) 56 Hi#5 . 1+ B 17417 SNMP Ji; 78 £ 11 2] DMZ [X BEH7HT SNMP 2N L E A28 22, A g 25 3T
AR 7T TP




WebUI

1.

Q

© ® N gk w0

Network > Interfaces > Edit (ethernet2): #iALLFANZ, R)5Hd OK:

Zone Name: DMZ

IP Address/Netmask: 210.1.1.1/24

Manage IP: 210.1.1.2

Management Services: WebUI, Telnet, SNMP:  (iE£F¢)
Network > Interfaces > Edit (ethernet3): #IALLFHNZ, R)5Hd OK:

Zone Name: Untrust

IP Address/Netmask: 211.1.1.1/24

Manage IP: 211.1.1.2

Management Services: NS-Global PRO: (GE#)

set interface ethernet2 ip 210.1.1.1/24

set interface ethernet2 manage-ip 210.1.1.2
set interface ethernet2 manage web

set interface ethernet2 manage telnet

set interface ethernet2 manage snmp

set interface ethernet3 ip 211.1.1.1/24

set interface ethernet3 manage-ip 211.1.1.2
set interface ethernet3 manage global-pro
save




EIEXELIEL
BT, BWAEOY s “EH (MGT)” XK.

e VLAN1: DL “i#EH” #1217 NetScreen W& i), A 0 HE B S VPN JEIE. PL “iBH” #i
BRI, ¥ T NetScreen B44HL B N ALV E T VLANT f22 AT P,

e MGT: J:i& NetScreen 4t HA — M O—&H (MGT) — L H TR &, UL NAT B0 “BRi” Bt
1217 NetScreen B, A H b2 145 BRI &

PURFF B W22, NetScreen Z PRI B E L H VLANT 88 MGT 4211, 1~ s T H e X B0 A
W28 FH P e B PR R ORI N T B2 ek, JFRADR T AS0E IR BT 96
Seffl: @i MGT #ZEO#{TEIE
FEAHIH, F MGT 4201 IP HuE¥ & 10.1.1.2/24, 1530 MGT 4% L14%Hr SCS Al Web & #ii & .
WebUI
Network > Interfaces > Edit (X}F mgt) : BALL FAZ, AR5 Hd OK:
IP Address/Netmask: 10.1.1.2/24
Management Services: WebUI, SCS: (iE#¢)

CLl
1. setinterface mgtip 10.1.1.2/24
2. setinterface mgt manage web
3. setinterface mgt manage scs
4. save




R ERM

Al LU AL I (VPN) alliE, ARIE M shA 5 B il il 2 (1) 1P Hiuhib Xt NetScreen 1 #5 2E 47 e P24 BRI $23 1) 22 4=
Mo ffi ] VPN dliE n] RS EATFh 2 &, T NetScreen-Global PRO. HTTP. Telnet it SNMP.,
NetScreen Y+ =Fh 614 VPN i# i
o Fry#&f: nJUENNEE R TFIREE X LB (SA)” MI=MitsHR: £S5 R (SPl). %3
FAIEZE . B27E SA W ST JT 28, 200 I 38 119 WY b ELTF- BN .
o AFHIFEEDN ) EY] IKE: — BN EE—— AL, 55— s —E M EE
IKE iU B e AT AR T T 10 P v 77 2R — 2N BR8] s B, A5 R A R 38 B AT I 8 FAd % o 6 T L IR) B, 31X
e B B B F AR Al
o AHIFBIEZIE IKE: R “ATFAER (PKY” , @IEMmKIS5E54H—ANEFIED (HTAD
Fl—A RSA A FHIFAA BN CHF ) o IS AXTFR ;s BESEX i — NH T, 55— M.

TEB: 5 VPN BE w5, 520 VPN =, %7 NetScreen-Remote HI i1 .6, =y
NetScreen-Remote User's Guide.

3% NetScreen W44 E (WMHRSH LR . NetScreen-Global PRO #2788 SNMP [4HF) it VPN i %
153 Untrust X BB RO, DAY E ] Trust X BLEAE £ L F8 0 b S sl . OXE R &L br LT
NetScreen ¥ 25 H &, (HZAIUKGE ) Trust X BEEE L $8 @ Ay dsistibl. )

S R E B X BU R — AN L . ], SRR TISESR e 31 Trust X B Fe M. Wi 2 AN 1 962 21 Trust
X B, WITseghe M DR AN A 0. RIS MRS e Trust X B, N NetScreen % £ 1 FH 1 2 2l
Trust X B e O — M 0. BEAEmiAN 02X B Eg 0, & %E WebUl | Zones > Zone TTH [
“Default IF” ¥, mifE CLI FEEN get zone i 4.

YER: ZEL kT NetScreen 4577 19 & PR i A 19U, SR 0 9 8 2l Trust X BII#HA B, I H H
HF A A Untrust [X 7,




. 18T IPSec BiE&1% SNMP 1R FZ HEIRSE

TEAF, NetScreen m%FfﬁH’J@%DMIEJ\JEL “Hzh#H IKE IPSec” i, MY —% NetScreen ¥ £ #2
SNMP BB £ 40 H G5 "0, Gl F Pt 52254 (CiSy0a1aAG) 1E M EdR I AGE, JF HLABCEB B 1 A B 2 1)

GAGRTE L “Compatible” .

YEE: AT, ethernetl #6487 Trust X EE, 7 ethernet3 #4982 Untrust [X Eé. #25 MIEHT IP Hidif
210.2.2.2. [ X B8 trust-vr £5 1511,

ethernet1 ethernet3 ZEFER 5% ARG HERM
Trust X B Untrust [X B¢ 3.3.3.3 SNMP F#L
10.10.1.1/24 210.2.2.1/24 10.20.1.2
‘ E ﬁ TLIM . Y )
&5 . - — ] = ’
VPN i il —
Trust X B Untrust X E%
ﬁ}%é ZBS
210.2.2.2

WebUI

EO-w2XE

1. Network > Interfaces > Edit (X} ethernet1) : AL FNE, Rj5Hd OK:
Zone Name: Trust
IP Address/Netmask: 10.10.1.1"" /24

16. A miE admin D R4 H B IRSS 2 SNMP & H4%, EFE admin 75 NetScreen %4 Fi%E VPN @&, {4 210.2.2.1 fEREEM G, i
10.10.1.1 1624 H f s hk.
17. FE admin fC'E SNMP B HIZ50, WA207E “Remote SNMP Agent” B+ A 10.10.1.1. ‘& & SNMP & #1451k A i) (1) ik,




2.  Network > Interfaces > Edit (¥} T ethernet1/2) : AL FNZE, ARJEHT OK:
Zone Name: Untrust

IP Address/Netmask: 210.2.2.1/24

ik

3. Objects > Addresses > List > New: i ALL FHZ, ARG OK:
Address Name: trust_int
IP Address/Domain Name: IP/Netmask: 10.10.1.1/32
Zone: Trust

4. Objects > Addresses > List > New: i ALL %, SR %0 OK:
Address Name: remote_admin
IP Address/Domain Name: IP/Netmask: 10.20.1.2/32
Zone: Untrust

VPN

5. VPNs > AutoKey IKE > New: AL FH%, K50 d OK:

VPN Name: admin

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: (i%£#8)
Gateway Name: to_admin
Type: Static IP, IP Address: 3.3.3.3
Preshared Key: CiSy0a1aAG
Security Level: Compatible
Outgoing interface ethernet3




Z 4t HEF0 SNMP
6. Configuration > Report Settings > Syslog: i ALLFHNZ, RJ55d: Apply:
Enable Syslog Messages: (i£#%)

Use Trust Zone Interface as Source IP for VPN: GEH%)
Syslog Host Name/Port: 10.20.1.2

7. Configuration > Report Settings > SNMP > New Community: % ALL FH%, RJ58d OK:
Community Name: remote_admin
Permissions: Write, Trap: GE#%)
Hosts: 10.20.1.2

8. Configuration > Report Settings > SNMP: %£# Use Trust Zone Interface as Source IP for VPN, #AJ5 .
o Apply -

fggzs
9. Network > Routing > Routing Table > trust-vr New: % A\LLFH%E, K5 Hd OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (iE#%)
Interface: ethernet3

Gateway IP Address: (i£#) 210.2.2.2




i
10. Policies > (From: Trust, To: Untrust) > New: AL FHNZ, ARG8T OK:
Source Address:

Address Book: (iEFE) | trust_int
Destination Address:

Address Book: (i) , remote_admin

Service: SNMP
Action: Tunnel
Tunnel VPN: admin
Modify matching outgoing VPN policy: i)
Position at Top: (&%)

11. Policies > (From: Trust, To: Untrust) > New: #iALLFHN%, RJGHid OK:
Source Address:

Address Book: (iEFE) | trust_int
Destination Address:

Address Book: (i) , remote_admin
Service: SYSLOG
Action: Tunnel
Tunnel VPN: admin
Modify matching outgoing VPN policy: GEFR)
Position at Top: GZEFE)




CLI

O - 22X
set interface ethernet1 zone trust
set interface ethernet1 ip 10.10.1.1/24

1.

2.

3. set interface ethernet3 zone untrust
4. setinterface ethernet3 ip 210.2.2.1/2

ik

5. set address trust trust_int 10.10.1.1/24

6. set address untrust remote_admin 10.20.1.2/24
VPN

7. setike gateway to_admin ip 3.3.3.3 outgoing-interface ethernet3 preshare CiSy0a1sec-level compatible
8. set vpn admin gateway to_admin sec-level compatible

4% HEF1 SNMP

9. set syslog config 10.20.1.2 auth/sec local0

10. set syslog vpn

11. set syslog enable

12. set snmp community remote_admin read-write trap-on
13. set snmp host remote_admin 10.20.1.2

14. set snmp vpn

fEadzs

15. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 210.2.2.2

R

16. set policy top from trust to untrust trust_int remote_admin snmp tunnel vpn admin

17. set policy top from trust to untrust trust_int remote_admin syslog tunnel vpn admin
18. save




SE5: M Trust (XEGi@3d VPN BEHITE IR

TEARF, BeE VPN lIE DAL B R 1 2 2 WL . T3 28] VPN JiiE ) TAE3s (10.10.1.56) ¥ e 21452
iﬁmw}um1mmm®mﬁm T AEff ] NetScreen-Remote. WAIEFA “Other” X B, ImE—H12&

AR RE VPN G 1 S 24t H 1 DXCBON H it

Other X %

Other [X B
ethernet4

2.2.2.1/24

Trust X B S
ethernet1
10.10.1.1/24
F-By#H]
LAN - VPN J#iE

Trust [X Bt
Admin_Tunnel

- Admin
—_— 10.10.1.56

-ﬁ—-

WebUI

FEOMXER

1. Network > Interfaces > Edit (ethernet1): #ALLTFHNZ, ARG Apply:
Zone Name: Trust
IP Address/Netmask: 10.10.1.1/24




2. Network > Zones > New: ALl FHNZ, AR5 HE OK:
Zone Name: Other

Virtual Router Name: trust-vr
YER: Trust X B TEH E . S EIEE

3. Network > Interfaces > Edit (ethernet4): A LL FH%, RJ5Hd OK:
Zone Name: Other

IP Address/Netmask: 2.2.2.1/24
kil
4. Objects > Addresses > List > New: HiALL %, AR5 H.d; OK:
Address Name: Admin
IP Address/Domain Name:
IP/Netmask: 10.10.1.56/24
Zone: Trust
5. Objects > Addresses > List > New: HiALLFH%Z, K5 Hd OK:
Address Name: Other_Interface
IP Address/Domain Name:
IP/Netmask: 2.2.2.1/24
Zone: Other




VPN

6. VPNs > Manual Key > New: #i AL FN%ZE, AR5 Hd OK:
VPN Tunnel Name: Admin_Tunnel
Gateway IP: 10.10.1.56
Security Index: 4567 (Local) 5555 (Remote)
Outgoing Interface: ethernet1
ESP-CBC: (EF)
Encryption Algorithm: DES-CBC
Generate Key by Password'® : netscreen1
Authentication Algorithm: MD$5
Generate Key by Password: netscreen2

> Advanced: i ALL NN, X5 il Return, BE m 2k O [ A
Pic . 0 :

Bind To: Tunnel Zone: (i%£#) Untrust_Tun

18. 11T NetScreen-Remote %A 2 %4, T AR[A T H& NetScreen 7=, KILERCEWIE G, NIHTW FERAE: (1) RFE] “FshBHARE " SiGHE
G F “Admin #@iE”, fid “Configure” #2H Edit) ;  (2) EHIA RIS dkh%4H;  (3) AEMLE B 1) NetScreen-Remote ] il H 7Sk il %48




R
7. Policies > (From: Trust, To: Other) > New: i ALLFAZ, RJ5Hd OK:
Source Address: Address Book: Admin
Destination Address: Address Book: Other_Interface
Service: ANY
Action: Tunnel
Tunnel VPN: Admin_Tunnel
Modify matching outgoing VPN policy: G£$#%)
Position at Top: GZEFE)




CLI
EOMXE

1. setinterface ethernet1 zone trust

2. setinterface ethernet1 ip 10.10.1.1/24
3. set zone name Other

4. setinterface ethernet4 zone Other

5. setinterface ethernet4 ip 2.2.2.1/24
ik

6. setaddress trust Admin 10.10.1.56/24
7. set address Other Other_Interface 2.2.2.1/24

VPN

8. setvpn Admin_Tunnel manual 4567 5555 gateway 10.10.1.56 outgoing ethernet1 esp des password
netscreen1 auth md5 password netscreen2

par

R
9. set policy top from trust to Other Admin Other_Interface any tunnel vpn Admin_Tunnel

10. set policy top from Other to trust Other_Interface Admin any tunnel vpn Admin_Tunnel
11. save







I=4+= NetScreen 1% %

ARERIER T FHKT W NetScreen 1 £ 11 3= i .
e 56 L B “AAfiEHEF R
o EEB57 LM “HHEK”
- 58 L B “HAFEFMHER”
e 60 bW “FRMHE”
e 627 k) “SELF HE”
e 63 EM “RGEHEKR”
- 63 1 L1 “WebTrends”
e 66 Ul L[ “SNMP”
— 68 i L “PATMEL”
— 71 B “VPN g7
o T4 B TR
e 81U EM “HHIHMEHRER”
e 582 U B “UnERE”




ﬁﬁ% H FTIXY |=|:L.\

Pt NetScreen Wil AUVEAEN S (I FDCH) MISHIE (CEVEZ AT AEIHEE R R H AR, RATEPY i
fif F R BRI (8, (H P IO ROROR AT PRI 249 ARG 2 1L 56 4 5 I, NetScreen 462 BTG H i3 4% H
SN TG4 H o WCRAERAT FS B 2 BB R Y (FIFO) MURIREIE I, M Bk Micdin. B/ b m S i &,

FA SRR SR A7 e A1 R 48 FSER WebTrends flis5#3 1, 5k NetScreen-Global PRO $chi i .

PURNFIHE 1 H &5 0l BeA7 6 H 1

Console (?’ﬁfﬁﬂ“‘) L & X NetScreen B2 BT HERR N, & e vl LB /RTA H &4 H A H I
AREE . g, Bk AR B REREE (G, 25 BE20 , W R o A A8 f- e 18
S, & EﬂTﬁﬂﬁgi‘E’a

Internal (#F) : NetScreen Be#% 1 N B e A7l H B S B 7 H i, (H23 AR .

Email CHFHBE) «  [nz B BE O3 &2 S A B H B — Moy (8712

SNMP: [T %1 SNMP FaBiE2 7, NetScreen &t nPB24RE & (fa &, 284, B0 MNHFHHER
%F] SNMP A3t4],

Syslog (RZHE) : NetScreen ¥ & 1] WilA7-fits T A FAFRUE B HE W T RIEB R HERS 2.
T 28 H & RS 25 L NetScreen 3% 4% L1 ST INAF ALt 28 B A B RIAAfERE S, Dk, BB RIZERI RS
H 5 AR S5 28 T e/ H 75 4% H O S B K P S A fids 25 1) ) BT R AR IR B0 4 2k o

WebTrends: AU EFESRGHE (FETIARMTE) MEENEBARGR. 25 FS 29001
HAk,

NetScreen-Global PRO: [ T £ &% &M E T H4N, NetScreen-Global PRO it$itfit T 5 & FH MAEGIR 54
I LR W S e

CompactFlash (PCMCIA): It H ¥t fUZ M 74547 . 7 CompactFlash < FA-iEdajE, nl
NetScreen %45 FBERIZ &, PRG35 5 — w44 L.




E2HEE

NetScreen $# it 7 H T ¥ KRG G gt m G4 Hik . NetScreen W &K R G Fi4 4% LR ™ B L ) 4 25
e Emergency (B3 : &K T SYN (FPZNTFR) Kiti. Tear Drop %ili & Ping of Death Xt 1)
Bo RFIREHRM PG R, SRS 2-33 70 ER “Bi KBk ” .
o Alert (E7R): BRI IAIERERE I B S I e R AL S0 S 20 (1 Bl KBS Bk 1 B
e  Critical (GS88): /R URL FHZE. WiEE S, vl JUTE (HA) RSB R A0 5 1 B
e Error (5% : hk admin i g &S
Warning (Z4%) : 4k admin G RAEE . S SRRSO KL PN IERE . s Sh AR I i S
* Notification (G : ApFEEARENCR. i H & LI E SR RHE R
e Information (§R): AT —FRIEHLEINHFa e rE &
e Debugging GHRD : ERIIHHE.
HHE B RGN RFEFHFPIHI BT g Lt . wEd WebUI 5% CLI & F 17t 4 NetScreen ¥ & [ LA A7

fiie I RE— IO R G HE . Bl fEdR e B AT ITEUIRAF SO, S8JA T ASCIl SCAR g 4% (1 Notepad =X
WordPad) KE&EFIZICAF. BalikFer e AL BISMRAE ] GES IS 56 i LM “fefil HASEE )

YER: KT H &SP I 0 BT 7 6, 152/ NetScreen Message Log Reference Guide.




SEEHHE

Al g O Bos H &4k H DL 3 OCHE - 7E WebUI A1 CLI sty H k. I A CLI K ™ F1 1 2 ) R OG- &5
ﬁé%fﬁﬁﬁﬁi’ﬁﬂo LRSI AR A A ] LV EEY ID S AT O T, A EURT AR . Bl A TR 2k,
o get event level notif type 00037 start-time 07/18 end-time 07/19 include “zone trust” exclude block
L EEGON Bon G, AT N R
WebUI
Reports > System Log > Event: M Log Level 7513 % £ F ML)
ClLI
get event level { emergency | alert | critical | error | warning | notification | information | debugging }
TR T AW EHE, WHAT Tz —
WebUI
Reports > System Log > Event: fE&r il 7B PN E 15 NERK I R sl iE, 85 #idi Search.
ClLI

get event include word_string




sefl: THXREEBHMEGHAE
LEAB R, oA H & PN RSB R 38 A H 5% “C:\netscreen\logs” (WebUI) % IP il 10.10.20.200
(1) TETP 45 a5 MAR H & (CLI). fn 4 3CfFh “crt_evnt.txt07-02.txt” .

WebUI

1. Reports > System Log > Event: f& Search 5%, 4 Log Level & &%\ Critical, #X)5 i Search.
ML “oRBEFE g RmE. fdi Save.
File Download [i] S/~ ST I3 (] ASCII et ) BORe LR A7 2 Hh 4%

2. 1kF% Save this file to disk L3, )5l OK.
File Download |n]‘F4¢ /=1L H 3%

3. R C:\netscreen\logs, v % {4 “crt_evnt.txt07-02.txt” , 2R ¥iili Save.

CLI

get event level critical > tftp 10.10.20.200 crt_evnt.txt07-02.txt




=HZH=*t
R /SN JIL H ey

NetScreen $2 0t 115 Fift H AR I C s SRS R vFE R B ks 045 Bit. 15 Bt H &l sk TR im i Bl R o
o EBITIAM H IR )
o JEHbhEFN 1S
o HERRGUREHbIEA R LS
o HyHbhik A LS
o ULFFEEINTA]
o SUWPEAIARSS
LR NetScreen ¥ W21 BT A 5 B ASIC A H A, 2504 P A Sk i D sk e ZOR0Rs e 5 RIS A H &, mrEk
SO IE I 1245 B R SR o I Sk o BN SR o D SRk I, R AT EL M B2
WebUI

Policies > (From src_zone, To dst_zone) New > Advanced: i£¥¢ Logging, .7 Return, AJ5 #.d: OK.
CLI

set policy from src_zone to dst_zone src_addr dst_addr service action log
niEE CLI 5 WebUl & i/t NetScreen ¥ #4 I N A7 A7 fifi & 71 105 B H & o BT FES AL B AT IT BLfRAF AT

SRJEH ASCIH SUARYw4EA: (41 Notepad 2% WordPad) K& F %A, sk, dnl Ak 2SN E s m GES
55 56 0L B “AEigHEMGE” ) o Wl E B HERM S HE—EH B IR & 24 admin.,




efl: THERRARE

FEARGIH, R ID 4i's 12 SRS B H & T WebUl, I FEEIARH % “C:\netscreen\logs” .
XFT CLI, AL R3] IP Hbtik o4 10.10.20.200 1 TFTP IR&28 MM H X T F 344 “traf_log11-21-02.txt” .

WebUI

1. Reports > Policies > |8, (1 1D 4y 12 (505 i Save.

File Download [r]##2/~FT iz (EH ASCII g a5 ) Bk HOR A7 B EA .
2. 4% Save this file to disk £, )5 ¥ OK.

File Download [ ‘T4 /=8 1EF: H 3%
3. I8 C:\netscreen\logs, #ir# A4 traf log11-21-02.txt, #X)5 i Save.

CLI
get log traffic policy 12 > tftp 10.10.20.200 traf log11-21-02.txt




SELF Hi&

SEf:

NetScreen $21it | self H&, KNFEIF IR EFMEA (g EA R4 EH) LLATE NetScreen
W L EATZOEPE B (B BE B « S6 R HEMLL, % self HE R RN EFFUERZ LT
NetScreen W4 41 H H 8. A Yidbhlb /om0, Bk /5w 10 Frazi R AR S .

At CLI B, WebUl £ & 7% 1E NetScreen ¥4 b [HINAFA-ME 28 (1) self H &,
WA TR B A B H SRR SO S, AR5 ASCIl SCAR Ym# %% (4 Notepad 5{ WordPad) k2 & i%

A
T % Self HE

ARG, ¥ self H & N4 34 H% “C:\netscreenVlogs” (WebUI) 55 IP #1314 10.10.20.200 (¢ TFTP
RS FPMRH KT (CL). #3Cfdr 44 “self_log07-03-02.txt” .

WebUI

1.

CLI

Reports > System Log > Self: ¥.i; Save.

File Download [f] 42747 JFiZ 3 (] ASCIl i) BoRe LR A7 2 Hh 4%
1% Save this file to disk £, &5 i OK.

File Download |n]‘F4¢ =1L+ H 3%

fgi& C:\netscreen\logs, #1444 self_log07-03-02.txt, X5 Hiii Save.

get log self > tftp 10.10.20.200 self log07-03-02.txt




AGH G VPR ARG E LA P, DMELUR &S . NetScreen Bt LLTIE E LA™ BAESU0 A R Gr gt
ERAGHEHE (Z% 57 i B “H0FHE” pi™EmEgoi 512 , Jridd UDP (514 b ) CREXLETH JUk
ZRI2174E UNIX/Linux 248 EMARGEH G TN B nIAEH RS H S B0 RG0S H R G T iR E7r,  sie i
UNIX R4 H GBS 4R € EALZETRE EBoRiEE .

YER: 7 UNIX/Linux V5[, 15201 fete/re.dfinit.d/syslog, X124 H. & sl BEM ZEFE I (syslog -r) 11 &7 6.

WrlEd VPN GERIL MDD lERIERGEH &N E. £ WebUIl #, %+ Use Trust Interface as Source IP for
VPN. 7t CLI 1, {#i}i set syslog vpn 4.

ARG H SR IRALGUH R, Wi s B GO N e Bz o S IL L pr A 90 . B, SR B B8R AL B s i S0
s T B 2 AR T SO R R

TR T RE N R H ST BT s

WebTrends

WebTrends #¢4it 75 WebTrends Firewall Suite [1177 5, VR HE X8, 2R S FH BN ARG HER S, U
gﬁgf%%%%%%%o APEIEEE B kBB CERBANFELE) T E 2 g h k. ZoRAIE AN TE
: I—i’:l o

YEE: WebTrends Syslog Server £ WebTrends Firewall Suite £ =17 7 /7]— Windows NT F45 L. ARG E
P PR A BEHTTHEE

A VPN JiE &% WebTrends W E.. 7 WebUI ', #%#¢ Use Trust Interface as Source IP for VPN. 7¥ CLI
i, fififf] set webtrends vpn 4.




effl: BERBEEH RS HEF WebTrends

ELLRYaHd, @7 R H & wees, Rl Eny B AIE 2T 172.10.16.25 At WebTrends 54t H & k5548 L1 514 iy
Ho 2R MEsHn B E A Locald. 7ERGFHATN B0 SAHE H&.

WebUI
RARBpABRE
1. Configuration > Report Settings > Syslog: %A LL FH%, RJGHd Apply:

Enable syslog messages: (i£#8)

Include Traffic Log: GEF)
Syslog Host Name/Port: 172.10.16.25/514"

Security Facility: Local0
Facility: Local0

WebTrends & &

2. Configuration > Report Settings > WebTrends: #iALL FAZ, XG5t Apply:
Enable WebTrends Messages: (i%£#%)
WebTrends Host Name/Port: 172.10.16.25/514

. RGHE TN S 4205 WebTrends i 5 JLAC .




3. Configuration > Report Settings > Log Settings: #iALL FHNZ, RJ55d Apply:
WebTrends Notification: (i%£#)
Syslog Notification: (E#)

YER: ML “iFH” (A NetScreen i #5 [-iz 7719 2 25 [ &1 WebTrends #, LAHIH & F# &SI 17 -
IFZH A 2-65 VI [/ “ES I EIIE .

CLI

REHERE

1. set syslog config 172.10.16.25 local0 local0
2. setsyslog port 514

3. set syslog traffic

4. set syslog enable

WebTrends & &

5. set webtrends host-name 172.10.16.25
set webtrends port 514

6.

7. set webtrends enable
ZER 5

8. setlog module system level notification destination syslog
9. setlog module system level notification destination webtrends
10. save




SNMP

NetScreen B45 1 “ TR PR A F M7 (SNMP) AR A W0 245 1 53 0] DA B O T M 4% e H 8 g 8, BLA
P T TR ) R G A 40
NetScreen Y #F RFC-1157 HH i) SNMPv1 ti, “faj 5 454 B ” » NetScreen 13 HF RFC-1213 H ¢ X1
P AR B PAE B IL(MIB I 2, “JET TCPAP 1) B M M 2% 5 #L 0 4 PRAE B ZE: MIB-II” . NetScreen I8 ik
TAHK MIB S0, R Ln#& 2] SNMP MIB 3l 45 . B+ 4475 NetScreen MIB %)% . (EZ =% A, “SNMP
MIB 47 . )
IR & AR R, NetScreen SNMP AL H 23 FH N Hb A= 5 DL [ R 3 01
o ABIMEBE: JT)3 NetScreen ¥ & 2 AT T EAEIRASHS, A2 )8 B FEEH
e SNMP \FHEPERE: ISR AR R I A L T 27753, U SNMP 57 H 28 fir A DA IE Wb FE B
o REMEMEE: NetScreen i & HA S EFIEG K BG4 AR i ke R . 78 LT =4~ NetScreen ML
F6 T 50 2R e . (ST KB A PN E B, ES A 2-33 TR “Pi kR
TEI” FIEE 82 L L “UWEHRE” )
o MEREMBE R RS BE B S I AR, R . G TRC A RIS R S, 1SS
2-215 71 ) “sRmg” . )




NI TR T A R AN ORI T

eqsistoal | 4R
100 B A1 ) 50
200 7 K ik i 850
300 A 1)
400 it ) R
500 VPN )

VERL: MR A SNMP £ RE 20 7, 41 HP OpenView® 2§ SunNet Manager™,  LUf73 % SNMP
MIB Il ZH57EM T (5 B AN 7 (RGBT B e 1 ) M 2L B3 IR L FAE T 4 271G SNMP £ E 2% 1 H 27 o

NetScreen %45 KIS AN HLA 1) SNMP S H L E . Bl E NetScreen % 45111 SNMP, W sG i A JLdl, & X
FERIBE I EHLIF O IOAR s B L) .

2. HTZAeRKE, BEEERIRM AL K AT i NetScreen 15 % 111 sysContact I sysLocation 45 &,




PATHER
A4 HHEE T 4nf7E NetScreen % %47 SNMP:
o MZEE REZ A A AH, BNARARZ )\ G N EVLDIRIAIH . AGedE TR 2 FHL.
o FEAAILYHAX MIB I Hed (19 H i el 5 AU .
o W] AVFEEEIEREA A S BB
o H[IETEMEFE ViR MIB I BRI B
o XTWEANBWIAPHN AN A LA P RS ML, ARG SR ) NetScreen 4 SNMP [l
o AJHBN I LATHEE | AT RS B RIS BB E I BB A S N BT ML L
o IR AILATEE trap-on, L AESE ARVFR ERE

trliEN VPN RIS D ijyili SNMP e, 7F WebUI ], 1%£F¢ Use Trust Interface as Source IP for
VPN. 7E CLI #1, fliH] set snmp vpn 74,




Sef5l: i E SNMP 2 1t4H

EARGIF, WAL 5K “JICarney” Fl “TCooper” H)/ASLAIFLE SNMP. 55— Jhdlrh,  Hopl 5 v 32
MIB Il Eds I Bl e ARS8 Ao dhdivh, Hol il eSS MIB I Bdis . Bl A 4R &, BER A “Miami”
] “John Fisher” . JCarney A 3:2H F 41 IP kA 172.16.20.181. 172.16.40.245 F1 172.16.40.55. TCooper A It
AL IP Hihk ok 172.16.20.250.

YEB: MIB Il %4:4]%# sysContact., sysName (% NetScreen 4 /)T HI L M) ik G R, ihH e
fg)‘l’7/ﬂ\i§é’;o
WebUI
1. Configuration > Report Settings > SNMP: #i ALL R &, RJ5 i Apply:
System Contact: John Fisher
Location: Miami
2. Configuration > Report Settings > SNMP > New Community: i ALl Fi&E, RJ5Hd OK:
Community Name: JCarney

Permissions: Trap: (£
Hosts: 172.16.20.181
172.16.40.245
172.16.40.55
3. Configuration > Report Settings > SNMP > New Community: #iALL N E, Rj5Hd OK:
Community Name: TCooper
Permissions: Write, Trap: (G&#%)
Including Traffic Alarms: (GE#%)
Hosts: 172.16.20.250




CLI

© © N Ok 0N

set snmp contact John Fisher

set snmp location Miami

set snmp community JCarney read-only trap-on

set snmp host JCarney 172.16.20.181

set snmp host JCarney 172.16.40.245

set snmp host JCarney 172.16.40.55

set snmp community TCooper read-write trap-on traffic
set snmp host TCooper 172.16.20.250

save




VPN Mt
NetScreen ScreenOS 1] LLffi ] SNMP VPN Wi #25% % F A BIF A 2 15 30 VPN RPIR S R84

JERL: 1t SNMP E R0 /PRI VPN 5 # MIB (B REEE)7) . 411 NetScreen L/ MIB /€ X 14
A B IFEF . Bl AkE NetScreen i 4 K1 7719 NetScreen X 12 CD ' #62) MIB 7/ X 1.

FAE TP B “ A IKE VPN GBS VPN Wi hhE, NetScreen ¥ #4ik AEISOE . SNMP VPN
PTG, XSO G DL S
o I%Zh VPN £if 3
o BASIEMITFLAITH
o FASURN “LABM (SA)” JLE:
— ESP (H¥:2e4tififr) n# (DES mf 3DES) FIAIES: (MD5 & SHA-1) 257
— AH 51255 (MD5 1 SHA-1)
— EHHAM CAZEY IKE STFah% 8D
— BB VAR (ISP aEE )
— VPN BR (P 5800 %)
— XA AR HLNSC 1P ikl
- XPEETT MAHLM G 1D
- EZHEG| (SPI) 5
o SIHRESH
— VPN lifikaEs GERsih i
— JEERA CEELRED
— BB R 2RSS AEEShEGES))
— BB R 2 AP (GEESHRr RS BB 2 AR A A T e S R A 0 R A TR D




JiH VPN i#% )5, NetScreen & 7EFa & WIS [R] [A]F% (RTHZAPRCE) PWIBlIE >k ping A2 M 5¢, BAIEIEPIAS VPN
90 5 22 T (10 X 4 S P i o B e300 308 32 i W 46 (02K 8 I AK Ml NetScreen ¥ # /284745 Layer 3 (35 3 J2) (NAT
) I8 fE Layer 2 (5 2 J2) GEWIBERD , AXH: NetScreen 4% F ok & 3% FIEIK ping i/ K (U 4% 11 &4 B ANk

(41 NetScreen-Remote) , M|

Layer 3 (3 3 J2) R AT L2 BAT IP ik 4b T MGT X Bz JGikda @ A, NetScreen wat #5111

AMEREIX BOh AT 0 AR R IR A
Layer2 (32 2) ANBEAE ] VPN I 2 3hfit . TR AR, NetScreen 1 £ #B il H
AN AR IR 1T .

C ORI DA T A X B (B WA X BOR I T X AR ), M ARG SN, VP IE VPN SEIE AT ping.

YERG: DBE P 7 119 VPN 8 RE 15 VPN 1577,
VPN Hif5 MIB I, RFCs% ping #AERE A 51 A N . SELSLNIF- 2 e Dy mi N« i W S5 A5 I 1) AR e 30 IR 3K~ 1
Wi 87 545 F T o

W ping ShFEFR H VPNOIRES sl (i A EELE I B AR 1 ping 1 SREGEE AP Al s SIS 5 1) NetScreen
WAL SNMP [EBF 2 —:

e UptoDown: VPN @it THEHARAS, (HAEde e B H MIESLE k)G, ping WsRIFARGE N
e Down toup: VPN #ig& Tk, {H ping iEK5E T M.

3. FEMAT ping I iE)fE] kg, Al LLT CLI 4 : set vpnmonitor interval number. S 1{E N 10 B2,
4. FEAE ping MG FUE, FIAESHLLT CLI fir4: set vpnmonitor threshold number. 4518 10 N&ES: ping 1K




LA M VPN IRH%, TG HAT DL N AR
WebUI

VPNs > Manual Key > New : [t & VPN, #.i; Advanced, i VPN Monitor % it #E jf )\ Source
Interface FHudlEpikH—#10, #di Return JZ[HJEA VPN FCE 1T, SR . OK.

e

VPNs > AutoKey IKE > New : fit & VPN, i Advanced, i£#% VPN Monitor % i%#E Jf . Source
Interface FHzp&E ks 10, #idi Return iz[AIEA VPN LE 11, X5 8T OK.

ClLI
1. set vpn name_str monitor [ source-interface interface |’
2. set vpnmonitor frequency number®
3. set vpnmonitor threshold number’
4. save

5. WURAEFEEFLN, NetScreen Boarfili HAM 2 AR R Bag 1.
6. VPN Wit LLRD A
7. VPN IEFEIn S BOL S R MR 1T ping W RE  BfE Tl VPN JHE A5 7] ik S B 5%




g
NetScreen 201t T hi%E. TR i Bk iyt . THEES M HE e B DR AEAC FEAS L, JF 345 Bh AR 56 BT 5 S W 1)
Bl E .

NetScreen #2fit | LUT BEf it s,  HOR MR MBI K855 3l S A 76 52 4 7 SR 52 i R U & S 4
e Block Java/Active X Component — BHZE((] Java &\, ActiveX 21 %1
e ICMP Flood Protection — 1E2% ICMP (PR 42 il (5 R B SL) 3Z il — 8 23 (1) LB 28 ICMP B[40 %%
e  UDP Flood Protection — {: 4 N1 {5 UDP 2 i ff)— 843 1M 5 77 (1) UDP 3%k
e WinNuke Attack Protection — £ 5 AN i) {5 WinNuke Z5Caki i — 38549 1 k6 i 5 40 %
*  Port Scan Protection — il &% BH & [ sty 1 $71 31 5%
* IP Sweep Protection — il A& FHZEM) 1P F4 Boahi b £ 5%
e Tear-drop Attack Protection — 1£ 4 Tear Drop Bl ()54 1M PH. 2 ) 35 €151
e  SYN Flood Protection — 11: /R 1] {5 SYN iZ i f)—3 43 Mkl i) SYN 4%k
* IP Spoofing Attack Protection — {17 IP 3Bt ()& 53 i PHLZE 1K) [P il %
*  Ping-of-Death Protection — K X EGAHLU KA 1] {5 FT A 48 ICMP 3503
e Source Route IP Option Filter — i 3£ IP Y5 %k
e Land Attack Protection — 1 A AN w45 [ B0k 1 — 35 23 1 BH 2 (1) B €0 5%
e  SYN Fragment Detection — /-5 ANrJ {5 SYN 1 Fy Braks () — #7010 2 78 A v 4L
e  TCP Packet without Flag — 773 6l ¢ SR B bR i 5 B I O 25 RV 4
e Unknown Protocol Protection — 1F 4 A< S50 I —5 43~ i BH 2 (1) 350 6. 55
e Bad IP Option Detection — -5k Gt al A 5 311 1P 326 i 25 57 (1 mi %k
e IP Record Route Option — & fl T “ic & H1 7 328 100 (1) RS Il o £
e IP Timestamp Option — & T “HIBEMIE” EEN CEF IP B4l
o IP Security Option — % & | “IP 4" RN & F 5%




e [P Loose Src Route Option — j3 1 T “FAii th” eI A 1P 31405

» |P Strict Src Route Option — & I T “ A5 7 JE 0 1) CAS I 30 50

e |P Stream Option — W& T “IP ii” briRfFEM O EF A

e ICMP Fragment — % ¥ | More Fragments #ric S8 7E e B b da T W A% =11 ICMP ik

e Large ICMP Packet — IP KJ it 1024 ¥ LR ICMP %

e SYN and FIN bits set — iy 5 dEiL AR A 214 11 CUR I A0 5

e FIN bit with no ACK bit — 7 7 ik brid 44 1 SR IR O 25 5 Bk

e Malicious URL Protection — [ Z£ [ AN i) {55 3% = URL %

e limit session — ik 215 15 B il 110 A eIk 1 02

e SYN-ACK-ACK-Proxy DoS — i1 T- SYN-ACK-ACK-proxy DoS SCREEN 32 11 ifij BH 2& [ 35 19, ¢
NetScreen $&4it 7 DU MR T Sl sk i 4z il AF 1 g A B 1 A

o inbytes — I F| 1514k

o outbytes — KIXH T

* in packets — W FI ¥ EH I EL

e out packets — KX EH0 %L

e inno buffer — i T- & X AN v i el i 3 (0 4k

e out no buffer — fH T2z X AN 0] H IR K IE 1) 35404k

e inoverrun — CUEHIFEE B AL AL

e inunderrun — CAEH R B35

e incoll err — P58 E

e outcoll err — 45805

e incrcerr— EMIURILE: (CRC) HEE 1 P ) B0 5L

o inalign err — LRI B AL AR 1) N ) L 4K




e in short frame — {77t in short frame error [1J [N [n] B {5

e out bs pak — i K% MAC Huhik N AEAE T 5 & A2 28 b 1 34k
o early frame — H T LLK SR FE 722 i X 08 45 5 38 1) U1 8

e late frame — F - LUK 9K SR e 22 i DX ks 5745 BRI U1 2

* inerr— 2/ ANERIGN In) B EL

e inunk— I ARmNE L

e in misc err — fF{EIRAE R I ) AL 5L

e out misc err — fE{EIR AT TN ) B EL

e indma err — fE7F ELAF i 2 A7 DURE 1R 1R A ) 40 2

» outdiscard — EF14hrEHLEL

e out defer — ZEIR 14} ) B AL

*  out heartbeat — 4} ) LB 5 B AL

e re xmt limit — 3 [ DL 00T S AT I HE =034 B i i 25 77 19 B e 2

e drop vlan — 62> VLAN Frid s AK€ 742 8 T NetScreen W& 7E “i&E W7 Bl AR 2 H VLAN
ST RE T TEE ROy
o outcslost— [T “ZHilREIANT/ b5l ” (CSMAICD) Wil E K T 155 1T EFEHIA ) EHu3°

8. X “ZERVI MBI 1 A7 (CSMA/CD) Ut #41{5 5., 152 http://standards.ieee.org F424L[1) IEEE 802.3 #5#k.




NetScreen it #2447 LU NV THE0RS®, FH R M FAE B0 Uit 240 2 (1 B 5
e in bytes — W H| 1514k
* out bytes — KL F I EL
* in packets — I F 1 EH 5L
e out packets — K%M B %L
e invlan — ) vian E5L
e outvlan - 4[] vian F L
e inarpreq— W1 arp iEKEREL
e inarpresp — %M arp iR EMEL
e *inun auth — £ZZHK TCP. UDP FIl ICMP P Jiv 40 %k
e *in unk prot — {5 F A% LUK P 3L P 1) 6 5
e inother — L& UK 3 AN 054
e nomac address — (f{[l{ NetScreen-5000 £%1)) J5EL HAx IP Ml ALE/E MAC Hubik (1) 45 054
e mac relearn — f MAC il k24 T U A 3 MAC k2% 3] W20 1524 2] MAC Hiutik AR ICHZ 1 R 3L
e *slow mac — MAC Hblil it 2248 ik
e synfrag — 1% R R E 57 SYN B2
e *misc prot — f{i/l TCP. UDP 5 ICMP 2 #hH e Wit ity B %k
e mal url — KAEHfE &R URL 11 2 FHZEE 5L
e null zone — £ ATEE5E 2] Null X B 11 2 E 5 B2k
e  *no xmit vpnf — 1% )7 J5L R & 5011 VPN 35004k
*  *no frag sess — NSRS THEGE L RN NAT 203808

9. T T TR A AR R A AT I AN AT, 4628 B 0.




no frag netpak — netpak Z/[X ¥y ] 2= [\ [ 42 70% LA R [R5
sessn thresh — I K< 1A (1 im FHE
*no nsp tunnel — k1% R 402 4] VPN BIE B E R O EY 2 EFEEE
ip sweep — i H455E ip 4 Im S 1) SR & % 57 Bk
tcp out of seq — /741 5kt n] 52 6 I (1) L TCP 1404k
wrong intf — ({{[ NetScreen-1000) M ib#H 2845 H 7 326 3] T 4b FH 3 H (1) 235 G it v 8 5
wrong slot — ({{[R NetScreen-1000) 45 Hh A 2% 2 AN IE A AL B 23 B 1) FH40 40
*icmp broadcast — /i ][] ICMP )~ #§%L
mp fail — ({XF NetScreen-1000) 7 1= 4L B AR TER AN AL S BT ) A3 PCI I VRS HY 3 1) Rk
proc sess — ({{[[! NetScreen-1000) AbFRASAIEL b 12 08 BV EGER H 5 K SHE I 8L
invalid zone — AT JCA % 4 X B 3 104k
inicmp — BN “ R EIE B PL” (ICMP) 3453
in self — %11 NetScreen & F |P Hihik )3 fu %k
in vpn — W H 1) IPSec  CHIECMI PRS2 40E) S5
trmn drop — # i &5 L 5 EA L
trmng queue — 7ERAFIH SRR 1B EL
tiny frag — W BRI 1) /N B0 4
connections — F k5|35 @74 154k
loopback drop — T3 U AN BE [R5 1M Z 55 1 B 50
tcp proxy — H Tl ] TCP ﬁ@ (41 SYN iz M PR3 sk P UGiED) 1 5 1 B2
no g parent — T JGiEHk RIS HIE R Z 5 1 B R0 3




no gate sess — [ ARFEME; KA LT W IR 2505 2

no nat vector — 11 AN IR “RIg bl #63”  (NAT) SR E F 5
no map — 1A 2 RTAE 77 1w 1 25 57 1 B 2

no conn — 1 “M&EHibEFEH” (NAT) IEFAN AT H &3 EH o 2L
nodip — 1T “ZA& IP” (DIP) bl AN ] H i 25 3 1) 350405

no gate — 113 A N 1 25 55 1) A0 2k

no route — W2 KA AT B HH (1) 3 £ 5K

no sa— T ARE X “Z4BME” (SA) EFMEREL

no sa policy — H1 7% 5 SA AHICIK) S i 2 77 1) 3 %

sa inactive — 1 T-3E7% 3 SA 1 257 1 E 4

sa policy deny — 4 SA Fm 4 ) B0 4L

policy deny — 4 i (1) A4 44 1) 355 105k

auth fail — 417 TAIIE 2R L

big bkstr — %545 MAC 2| IP ¥y bl Ag AT iy b T3 K G2 8 A7 21 ARP 5 28 A7l s 1) B0 0.5
land attack — i 21| (1A 7] {5 il 2t 3 R0 5k

no route — W 2 KA AT B HH (1) B £ 5%

tear drop — £ 5 A 1[{F Tear Drop Bt — 4> 1My FH 2E 1 9.5

src route — T Y5 B F B 0T 25 5 0 R 4

pingdeath — i 2[4~ 1] {55 Ping of Death X5 #1044

address spoof — (¥4 i] {5 Mk 1k B M 60 4

url block — BHZEY) HTTP ik 4k

nvec err — T NAT [r) S5 5611 2 57 10 B 2

enc fai — U1 s SOEE P (PPTP) 5404k

illegal pak — /-T2 3Rk E M 2 5 (MR 4L




effl: EEREMREITESE
EARHIH, K& ethernet! F2 1) NetScreen J#HF A vh402s .
WebUI

1. Reports > Interface > Screen Counters: M Interface K741 i+ etherneti.
2. Reports > Interface > Statistics: M Interface 4741 H %+ ethernetl.

CLI

1. get counter screen interface ethernet1
2. get counter flow interface ethernet1




FFEWmE BE
NetScreen $&4it 7 %I H&, BIRBE— RS H TR R AR Rk LG8 W B A E R GESIYE 36 1L
B CEERARIH) BB ERE”) . BT s WebUI 5% CLI & A RIS H A, el 7EHR e & T T B8R A7 1%
. fEH ASCIl SCAYwEE2s (U1 Notepad) KA1

SEfl: TE “REHRERE”

FEAGI, R H & 44 Hs% “C:\netscreen\logs” (WebUI) 55 IP #idi: 4 10.10.20.200 ) TFTP ik
-8R H SR (CLI). fr&SCfEd “sys rstixt” .

WebUI

1. Reports > System Log > Asset Recovery: i Save.

File Download [f] 42747 JFiZ 3 (] ASCII et ) Bk LR A7 2 Hh 4%
2. j%&#% Save this file to disk i, )5 ¥l OK.

File Download |n]‘F4¢ =1L+ H 3%
3. 18 Ci\netscreen\logs, 4 3Cf4h sys_rst.ixt, #A)5H:f; Save.

CLI

get log self > tftp 10.10.20.200 sys_rst.txt
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e fRE
T AR SRS R s IR AME R,  NetScreen 14 S Frifi %, 7]l % NetScreen ¥ 4%, % NetScreen %%
AR R, Re G DL —FRhEk 2 O VR R AR

. PbA

e N (FHHHI

o HTHRAE

e SNMP

e ARGHE

. WebTrends

o NetScreen-Global PRO
BB B I FE DRI S s 8. B T R e W TG B R B, WA IS RS E R TG B S . A Y 28I A X ) S
#HE, DA — B TRl N A . AN A, FEE TIMA R IEF R ER )G, nE & A ES e, B
HiZim SHE R E S bk — AN, DA R S 38 ME e R . RE RIS S, #e s SR, DU
55 B BT 8 DL AR R N
Wl R EIRE, FAT R RGO T SRS P NAZ A FE &0 . L T a8 2IX s B 1 4 FH i e i) Ju il
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SEf: BT REEEINEEN

ARG, 75— DMZ X BN IP #ihikh 211.20.1.5 (ZFh “web1”) 1) Web Hiigs#s . AR M Untrust [X
BLE i Telnet 151n)i% Web JIRSS85HIFT A 223k, ZESZBUBL H Y, G0 —EmE, 4t Untrust X B AT shhl &1
DMZ X Bt N 4 4 web1 1] Web k55451 Telnet Wik, JEAJBE 64 M EREIG A hTH/mIP EaR
64 771, BE R — MK E M Untrust X BEATE Web it 452517 Telnet B0, #RSfil i 4 ,

WebUI

1. Objects > Addresses > List > New: i ALLFANZ, K5l OK:
Address Name: web1
IP Address/Domain Name:

IP/Netmask: (i&#) ,211.20.1.5/32

Zone: DMZ
2. Policies > (From: Untrust, To: DMZ) > New: AL FA%Z, K5 5d OK:
Source Address:

Address Book: (iE£#) , Any
Destination Address:

Address Book: (GE#) , web1
Service: Telnet

Action: Deny
> Advanced: A LL F N2, X5 8 Return, LLi5 ' & 200k 10 91 % [F] L A
i B

Counting: GEF
Alarm Threshold: 64 Bytes/Sec




CLI

1. set address dmz web1 211.20.1.5/32
2. set policy from untrust to dmz any web1 telnet deny count alarm 64

3. save

SEfl: IRARGIEH

ARG, AR REIRE R IR RGN . 47— 545 DMZ X B 1P Hiht o 211.20.1.10 (4 FK4 ftp1) 1)
FTP iR554%. AvBResevr il FTP ZREUUR B AERIA LRSS 5. AN BEAT R A L FTP 55 & AR MR . Wik
PLXA N B RGO L, aigie S NIMDA Sk s AL # BT 380, 1£ Global XBINE X FTP g5 as it
fik,  JXFE AL AE A P A A SR

WebUI

1. Objects > Addresses > List > New: #ALL A%, K5 Hd OK:
Address Name: ftp1
IP Address/Domain Name:

IP/Netmask: (iEF) ,211.20.1.10/32

Zone: Global
2. Policies > (From: Global, To: Global) > New: AL FH%, AR5 Hd OK:
Source Address:

Address Book: (i£#) , Any
Destination Address:

Address Book: (iE#8) |, ftp1
Service: FTP-Get

Action: Permit




3. Policies > (From: Global, To: Global) > New: % ALLFHN%, RGHd OK:
Source Address:

Address Book: (iE#E) | ftp1
Destination Address:

Address Book: (i£#) , Any

Service: ANY

Action: Deny

> Advanced: I ALLF N Z, ARG Hd Return, DLWCE m O 0 FE IR Bl A
fic L 0L

Counting: GEF
Alarm Threshold: 64 Bytes/Sec

CLI

1. set address global ftp1 211.20.1.10/32

2. set policy global any ftp1 ftp-get permit

3. set policy global ftp1 any any deny count alarm 64
4. save




SEfl: RIEBRFHMEER

TEA Y, W RS, W IR R R R B S . BB SSER L T 172.16.10.254, 38 S0 1 25— FL 1 S
Huht Ay jharker@netscreen.com, & — ANtk 4 driggs@netscreen.com. NetScreen 1% & (U 45 /& H & M Id i H -7 HiF
PEREI AT H

WebUI

Configuration > Report Settings > Email: i ALl 5, 2R)5 %4 Apply:
Enable E-Mail Notification for Alarms: (i£#f)

Include Traffic Log: (i£#%)
SMTP Server Name: 172.16.10.254"°

E-Mail Address 1: jharker@netscreen.com

E-Mail Address 2: driggs@netscreen.com
CLI

set admin mail alert

set admin mail mail-addr1 jharker@netscreen.com
set admin mail mail-addr2 driggs@netscreen.com
set admin mail server-name 172.16.10.254

set admin mail traffic-log

save

L

10. WIREH T DNS, WIA] A R4 45 #5468 H EHL4, W mail.netscreen.com.




SNMP MIB 3214

NetScreen #2fit MIB S, MV FHFLRF1 NetScreen 45 “SNMP Agent” 2 [a]f#) SNMP {5 . B3R5
BoH g MIB 3CA, i M www.netscreen.com/support 4.

G H T ScreenOS i A MIB 5 ScreenOS B RAH 1) SNMP fLEE5E 43 %% . NetScreen MIB LA 72 LA
L2 Z IR, WHWTE
o N LR “—Z MIB ST
o IV ILLM “ g MIB Xk
- IV LR “netscreenProducts”
- VI LR “netScreenlds”
— VI LM “netscreenVpn”
- VI LM “netscreenQos”
- VI LR “netscreenSetting”
— VI LR “netscreenZone”
— VI L L “netscreenPolicy”
— VI L L “netscreenNAT”
— FH VI L L “netscreenAddr”
— VI T L “netscreenService”
— VI 7L Eff) “netscreenSchedule”
— VI 5L B “netscreenVsys”
— VI 11 B “netscreenResource”
— F VI 5L E¥ “netscreenlp”




— 4% MIB #3043k

MIB SCAfa DL IR SO G5 RS . — 4 MIB SCPEedn b

=[] netscreen
-0 netscreenProducts
-] netscreenTraplnfo
-] netecreenlDS
-] netscreeniipn
-] netscreenoz
-] netscreenMap
-] netscreenSetting
#-[] netscreerZone
#-(0] netscresninterface
-0 netscreenPolicy
-] netscreenhAT
-] netscreendddr
#-(] netscreenService
&0 netscreenScheduls
-] netscreenisys
-2 netscreenFesource
-] netscresnlp

A SR A28 MIB 3CF

netscreenProducts XA ) NetScreen 7= i R FIFRIR “XZARIARF” (OID).
netscreenTraplnfo & X NetScreen % % &Kk 1MLk

netscreenlDS & X NetScreen ¥ #412 ARl %5 (IDS) AL .
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