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any means, electronic or mechanical, for any purpose, without receiving written
permission from
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350 Oakmead Parkway
Sunnyvale, CA 94085 U.S.A.
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FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. Ifit is not installed in accordance with NetScreen’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
+ Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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WL LR 2 —> Diffie-Hellman 41,

YEE: 7K Diffie-Hellman 211199015 &, #2045 13 w119 “Diffie-Hellman 5#” . 7 5¢ PFS [IiF415 .6, 7
ZIFE N4 TN R IE T RE

AELESR 1 B TR, 5 2 Y BORURAE Pl BEhise T, R =4 Bass .

3. “DHA 1”7 &Mt E4L T, NetScreen U E.
4. WEFCEZA RPN 1 BRI 1T MR AR AR R Diffie-Hellman 20, 4 [RIFEIOHAEN N H F25 2 By Bebh i it 22 N2




NetScreen 4 5 % % RIS 2 BB DRI IR, AoV S TT LUBESZ M — A1) 22 A B 0 BRI
NetScreen &S B M i ORI Dhfie . AEFH DI REATTEE MR, PSR MPPI S — i kiL . BAARKFY S
BRI P91 5 R . (A RIS R R AE B, TE S0 R 30
NetScreen #2417l 2 2 BB slan -

e Standard: g2-esp-3des-sha fll g2-esp-aes128-sha

e  Compatible: nopfs-esp-3des-sha. nopfs-esp-3des-md5. nopfs-esp-des-sha Fil nopfs-esp-des-md5

e Basic: nopfs-esp-des-sha fil nopfs-esp-des-md5

tnr BloE SCA 5E LR ER 2 BBl

SEEIE [A{R %

CREAIER RS (PFS)” & —FiH FIRAEH S 2 YBUS I SRS IR k. IeAh, 5 1 B B U a1 st % 4H
(SKEYID_d #4) , MiZZHPEIRAE B FTA S 2 BrBi&4H. SKEYID_d %48 LUH & /N CPU AbFERE 2 24E Jli 26
2 YER . RIS IE, W RS RT3 SKEYID d B85 kL, Kt BT i inss 347

PFS it 6 RFAN 2 [ B i ot k) = 42 87 11 Diffie-Hellman 25548 Sk il vt 22 4 W . & 7E B H PFS J5, 45 2
B B i e I R T BE S T RS K RS TR], (B PFS B 224,

[l 7 T T R 7

MH NI RV EUIFE UG IZE B KB REHE R S FEUELR S (DoS). sl et N T (5 AT M 45 i) 2 kA [
B . PRSP Th RERE NetScreen W44k & fE—A IPSec £, LIAFEUIAT & G2 thE o, an R0 5]
IBTEE TGS, NetScreen 5 #5146 4 it 141, .




HEelm: ETREEY LAN 2 LAN VPN

LRFESIAL, XL AHAR R B Y IPSec &, A7 BRI/ 3 it W IE 1) 77 2.

SR AR B A A AE BT T — 003, #i28ilid IPSec lIERIERLIX ANl il ZIEIETH “F3h%iH” . ESP
P, 1] 3DES fia LA H] SHA-1 AAEE.

NetScreen & 24 fR4 195Nl fi AT NAT B~ Huhbdn k.
o Kl
— AhAlgEE (ethernet1, Untrust X)) : 201.22.3.14
— Trust XEt: 10.1.1.0/24
o HE.
— AhAaldEE (ethernet1, Untrust [XE%) : 203.3.3.10
— Trust XEt: 10.2.2.0/24

G‘

AR
eth1,201.22.3.14
\ Untrust [X B
fg‘ﬁ%,i% . o ¢ %
11 S B ) LAN
. IPSec HiE > TR
P EEAE]

eth1, 203.3.3.10

Untrust [x B

oy, ( Trust X Bt
LAN ‘ 3 IPSec Td 10.2.2.0/24
by SIS a4




MK A 10.1.1.10, &1F 10.2.2.20, it IPSec Wil fAE, a1 Fpridk:
1. 1£10.1.1.0/24 7 W L) ENUK B k1% 5] 10.2.2.0/24 T M LIRSS 2% -
2. BRIEILMOE, e 4 5L Netscreen 1% £ o
3. LI Netscreen %4 AT UL FHRAE:
— BRI “DinEsdzlE (ACL)” Il FHYEHbEEFN H Axdhil) gl VPN G I g K 3% 5
BRI A
— ERINEBAN R (RS RAE IR TR sk . RSB SLR, YR IP Mk
201.22.3.14, H#x IP Hulil & 203.3.3.10.

— BRIz EM k% #) 203.3.3.10, L ETE AR NetScreen 44 40 )42 11 IP Hidik,
4. [P Netscreen W &FHAT UL FHRAE:
— fliH SPI. Hix IP Huhk, QESZEAMTE AL IPSec hill, ©H¥E] SA FI%H.,
- e E, IR EH .
— eRRE CUimEHIZIER (ACL)”, EXERAET U SRS, BRIt EM R R B H k.




IPSEC NAT ZFiE

“PLHIE R (NAT)” I RIS 1 EE40 (NAPT)” W ILREBRAE, & SOV R (LAN) 4541 1P HikFl T 14
FL, KSR AL AN . NAT Bea AT UK 1P Sttt 2 pld S6 41 A sl

TEBCE IPSec G, WiAFEAR AR L NAT B AN IAEE 1 B BOAISE 2 BrBU IKE Phig, el #oks IKE B Elf
1 P EURR I (UDP)” B tur. H2, FE5EHEH 2 MHBLO S, 04T IPSec B 11 NAT £ E0# 8 K .
1 NAT X} IPSec &l h TR Z 5 e, Hrh—AN SR, AT <R bl (ESP)” K, NAT B A
REVUR e Layer 4 (25 4 O BSKIIAE (BOYE CE0NE) o X T IRk (AH)” B, NAT B4 ]
LG ity 5, (EASAT DMESOMIERL A, TR XA IPSec B AL IER: At o R

LI i) 3T, NetScreen 145 (ffiff] ScreenOS 3.0.0 53 =it A ) Fil NetScreen-Remote % )7 i (6.0 MRASER B 15
A nf AR NAT 283% (NAT-T) Jifig. NAT-T 4255 1 B Bl fe b, o o sl s — a2 A NAT &
e, Fusn—)= UDP Hf%¢.

5. 5% IPSec/NAT AR5, 15204 Bernard Aboba it 5 draft-ietf-ipsec-nat-regts-00.txt.




iE NAT & &

FECL NI, RS LAN I NAT i 8le—A ok B VPN 345 34, 3L 1P Mtk 200.1.1.1 (i
ZE ISP F85E) XT?F)T%&JE/ME, NAT m%ﬁﬁ%ﬁf@ﬂt 210.2.2.2 ARk I RIE (P JEHhE. 7E55 1 By
BEh R FET, VPN %7 55 f1 NetScreen 2Kl 275 VPN 2 53 X005 #3525 NAT-T, NAT 25958 BRI

A KB AT VPN 2 i R i T o

L
| ST
M T > ] ==

VPN 45 % ¥

VPN jfiiE
¥ 1P 200.1.1.1 ->210.2.2.2

¥4 IPSec HALE AT UDP Htur (VPN % )7 i Al NetScreen W& #8 s AT) 1T DU AERL 25 2RI ) . NAT
BeARHAT ) UDP B A2, St UDP kb fiim 1, AME AH B ESP 11 SPI k. VPN 2545 4
UDP JZJF AL 2 IPSec B 40, XAFAL Bl AR &, R4 X IR (8 P B B0 AT BE 2




AH NAT-T i) IPSec #4,

> AR 1P AH 1k ESP w e AH 1k ESP
3% 1% Hedls i sy R
SIS A LR FS L

B T\ 50 5 51 (55
ESP 5t AH) 7% 500

(UDP) ¥ LASD.
{# NAT-T i) IPSec $£1
HhE 1P uDP NAT-T | AH 5 ESP 5 AH o, ESP
3k i3k i3k 3k i A Ny

YER: S/ NAT-T #/, NetScreen i #IX7F i ZH/ 4 MW, 514225 B we F2 - §LFT NetScreen i #1117 NAT
I AAFEN D

UDP 58 FA
4 UDP B #E & —A> UDP & E M, — s UDP By A Lt iR 141t . NetScreen ¥ £5 AN SRk X

NAT-T 1] UDP t£56A1, K, WebUl A1 CLI K BEE FME  rl BE VS . WIflidnit, 3ot NAT &85 E R 5,
FrlE nl g A A S FH LI & -

O TES

2 NAT B 1P dhb o3 Bess LN, NAT SR € 76 31U A AR N AN B ik ] LR REAT R0 0T B 45,
NAT & n] R AR AR, TR B 20 FbTRAEH I 1P HidikJok. Ak, 1PSec 2 518 75 2@t 1] NAT %
e POREWROE R (UDP B4, IXFEm AT 200 2 NAT Wb, ELRI2E 1 BrBorish 2 BB SA 1.




ER: NAT i iRIGHIE I G HIA I, RGN i EE0 1 kG . 5E NAT 545 #9/1115 LA AE i1 g P i B
BOTIF N T 7 B

IPSec NAT ZFiEFN A& #2 /5 / Mo fz 5 33 FR

P NetScreen i 7E¥A NAT B GO0 @ —DNRIE, A& #l I /E 0 Aok s vy . {Hag, 4N
R —ATHUAE NAT B ()i, AN nlBEREII AT [ WA AR . 5524 NAT BE& a4 1P bk il o &
IO o

YEBE: LU I )24 X B2l
NetScreen B Y275,

Untrust X B Trust [X Bt

NetScreen A

EHLA -_
= ® i i

7t E B, NetScreen B 7647 T NAT ¥ % Jq 1 ()£ B rho 4n B NAT 1 £ M\ 1P i kbt v 20 25 28 50F 1P ik
(210.1.1.1), NetScreen A #iASfE i i1 1t NetScreen B. [k, NetScreen A AN thih k2 5 NetScreen B
Z Al ff)ifiE . NetScreen A D22 77, NetScreen B W4 Kt i, X7 ZifE Aggressive mode ( Ea#HL)
NHATEE 1 BB

{HI2, WF NAT &AL 1P (MIP) ik sl H g —x— G- k077 AE OB IP Hitik, NetScreen A vl LLBAffiHi iR

S NetScreen B, [Hitt, NetScreen A 1k NetScreen B #5 1] L& A& J5, 1 H XU & a LIE S8 1 BB Main
mode (TFiz) mk Aggressive mode (EFFIAD .




YTEB: WA 77 NAT-T AT E, LS5 G 0 BB KA s, 4 UL FEZH I s At
HIHTAHG P1 #25K -

o HAGFYEFHIP Bl 77

« %% VPN fij/"

o HFFAIP ol 7 T NAT-T JIXtE

. B NAT ZFiE

FECU Rl B LAN R ) NAT 3 &80 — N ik 45 it Michael Smith (S in& i ias 8 1) Al ) VPN
5 . Michael Smith ZEAHIE 45 VPN liEH#: N A E] 1 LAN, giszifs H NAT-T, LA T-7E NetScreen 1
2% LR B FE M 2 (msmith), LAAAE VPN #5557 it it & I FE 5% . B0 20UH F NetScreen ¥ & it H 4

5 UDP 46 A1, DLACKAGS AR B E ) 8 7

JiRAH

o Hip= ERRE
h’ T Y ! -_1‘::: =N

VPN #0525 ) it
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WebUI

VPNs > AutoKey Advanced > Gateway > New: HiAZESS 3 %%, 2 47 i B “IE T A1 VPN 8
94w, BB 123 TR IR TR VPN r IR (R E P OC K L SR, AU NE, RS R
OK:

> Advanced: i ALL Rk, ARE S OK IR\IFEAR “RSC” FHl'E .
Enable Nat-Traversal: GEF)
UDP Checksum: Enable

Keepalive Frequency: 8

YER: NetScreen &4 4 5 VPN Ez)/7/H NAT %,

CLI
1. set ike gateway msmith nat-traversal
2. set ike gateway msmith nat-traversal enable-udp-checksum
3. set ike gateway msmith nat-traversal keepalive-frequency 8
4. save
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NI ZEHBEBAREIT
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Aol LRI N R ] (DT B RV RFA IFIMLARYD B4R . Biltn, Wk Alice 4y Bob A& I friH &,
Alice 1] Bob A TFE PRI LI R, A%, ), Bob HI B CMAAA = PIRF LI S .

[ ZIRR o WU, HIFAAT ST St FHARR 1 22 TP PR A i o o Rl 03 P Ui ) B i Al v 28 44 . il
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NI S, IS IE T Alice #fiSiE KX T

INTF I A S AHE R AR B R 7 S AR . 2800 (R BB , RIS (R
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XEIEH

1. RAGEDTE “UEREAW (CA)” HEEHEE: (SHA-1 8t MD5) #FUETs, DLUAE G 22,

2. G CA “Z57 i, HiEHERARHMEME, RN REFEY.

3. CA TRALHIFMNN N RIEE FZ B TR

g 1ok g 22

1. BWESAFERE, SRS W8, JridoeEiEBeard, NHR-—§)H: (SHA-1 8¢ MD5) .

2. BACEAEH CA EI’J/\FFTZ%EJ%%I%AQ%% o

3. BRMCE R (V0 AN AR K AT BB A R IX PN ZEUL IS, ol B b ERfN CA 240 5e4, Bt
BN T A NAIE S ) S8 B L




1. CA i /il MD5 5 SHA-1 HiA 510 A AZAIE 5 A il 22
2. CA AT PR ISR EE A P RREE P22 4 2 B
3. CA 45 HUFIEB A N AR K7 235 ES

1. BalE i MD5 5 SHA-1 AZIE 1524 B 22 Ao
2. B A CA B A TR IR 2 B il

3. MR EE A RS B HEAT LR, W RULHS, o BAG A
EAS AR PR

%3%77 (CA) ©
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e

[BEZIEFS
(MD5 1% SHA-1)
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L (MD5 £ SHA-1)

(2) CAMAITEY]

7t IPSec 21l , WS 5E 2 W AGEEU 7228 M SRR AL LR AR Z AL
FIETT AN CAUEASE 2, i A IP R i o (1 et A i
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PKI

AR “CATPEPIEEA (PKI)” 245, I ATHE SR, rifNEERRE . ERARIEB R ERL, 02
RERRER CINIERT CA HIESAE  (HUREASHBAE APl 45 CA BRIIRABLIR ) CA JHaR) .

A5 PKI 2 — CA 15 ROOT CA |
Certificate
FR4% CA #EHE F 2% CA. .
T4k CA Sitifk ca | ca | ca
NRGAN Eertificate Certificate Eertificate
: Hor
AHE AL E CA. - a -
LOCAL ca ! ca |
Eertificate Eertificate Eertificate
ﬁ i ﬂ [
o
R LOCAL LOCAL LOCAL
AHUEF AL H P AT @rrﬁf{mllgg @m:ﬁf{mllgg &'rfif{rallgg
o o= o=




WAL — RN PR HE S, WRZZA e 9 H A O CA I, BN, A CA fE il Trp kA e 5. an
KA n A LG TRES 57— CA NI R T (n, ARG A O CA BN 7y — AP 7 1D AAHAES, N
XA CA BEITAASSCUEFS o B, AT RS AR 7 AR . AEBE DL K, PRI S5 R K- SE I AN IR FLSEf

CA g —A CA 1, - B
CA | CA |
Certificate -4 - Qertificate
s A XAET |
ECEAT, LOGCAL LOCAL LOCAL
Eertificate Eertificate Eertificate Eertificate
Q= - Q= =

H1 773X 48 CA AHELIMHEAT TAZSCIAIE, CA M A gty
CA 1k B ({7l il F LIRS A s R

FOTERISZH, 2 PKI BT EHE BERISE . ik 2L H AR, NetScreen ScreenOS it T LU R TAE:
1. QIESEPHER, AR TE ARG =N
2. AT AR VERNUET B A TR, Mg R CUEBAIENUR (CA)” , BEATUE
(PKCS10 ) .




3. CFREAMAET (CAIETD AE T s (CRL) kg% .
T IRIE LR CRL (IR IAIRE . CF CRL I TEANME S, THZ 5 29 T LK “ik4541 CRL” .

4. 57 \PSec M R ALIE P AL
5.  SCEEE PKIZREE R ) EaE ik )\ CA FZBUHAAIIIE B AR I

6. 7 Hr PKCS #7 hnsikrie, %9 NetScreen ¥4 ftf%% X.509 iE5 & PKCS #7 B/£ M H1uf) CRL®. PKCS
H7 CREER PKIISRN, ARVFRAEZ AN X509 UE5. BLLE, vk PKIBCE 4 A I EHE AT MR AT CA $
iﬁﬁiﬁ%

7. SZEp#E LDAP Bf HTTP 1764k CRL #r 2.

1. “UEPEAMK 7 BEHFO CRL. REAEH CRL N3 NetScreen %4, (EAREEMEFX HEE .
2. NetScreen SZH5 % 7 7715 K/N 1) PKCS #7 31




WEHF1 CRL
BB M 7 2, FH R o AT AE A58 = 5 SR IS AE B (KRR, RIS BTG K “UE B AR (CA)” . 4 K] CA
R S5 7] il a7 CAER 48 [ T ZH S (FEBAS LR, 8ok A TR CAD S 44k .t SBAE ST CA, A5
AR, $REL CA A1 CRL ARSS 28 il (LU SRAFUE P AAE PR 418 , FHFE3RBFEASAS NUE B IS AT i 1015 S . 16
RIE H O CA B, il AAT 00 e fs .
PR FE AT 24 VPN JEFE A F B 7AE TR S S bR UL, D205 E 4T DL B A
o M\ CAFREUA AGE CH REGE 3 BT Ui 1 A4 0EP) , 35 IIE P N5 NetScreen ¥ 4% L.
o PRHURANNUETH CA ) CAUET (FZEA R ERUEER CA K54 , IR 2] NetScreen ¥ %
o AT PATIESS, sl “ R B i (SCEP)” Sk H 3T .
o WRZIFBEAWEU P A (CDP) g4, JFHAREE LDAP &t HTTP Hahf& CRL, Wn[FshiiR
CRL, Jf#H in#k3| NetScreen %4+,
R G R, LA FA LR RO UE 5 o a0 PR EEIE P A RR, s UE B & I A |, w] GEAS BRI IR
oo AR AR SE BUE PSR AN B )8 B (o SZ BRI T ), 8 S CA 1 CRL CRT 445K & A sl A H 1
IF 1) ) B i g2 CA 8 & IR G4 I 18] 1) B E shAE 261 1) i CRL)

3. NetScreen S #:LLF CA: Baltimore. Entrust. Microsoft. Netscape. RSA Keon Fl Verisign.




F X BUE
P T T RIS B O AR B, A% LR R 58 B LI 45«
1. BUESE RS E.
2. AT R X
3. B,
4. R HiERACR|PTIE CA.
5. WRIZEHWIEE G, LAUKHS CA Ui n# 3| NetScreen ¥4 .
AR T R A& LR IE |
e NetScreen ¥ & AR, XHFANIEIE IE B30 UE 48 bR IR
o CAIFT (LATFHYD , HREAEX ST AE 15
o IR “YUEBRINAIIZE (CRL)” fIE/E CA S o, W CRL ki & AL HIE

W B e GEP e B9 B4 cer, 1 CRLIEW BBV B4 oD J5, HLUFE R0 i FEk e,
#| NetScreen 7.

YER: WIRITE T ISR HEESE PKCS10 XfF, LIZFF U4, A IEWGHCE NetScreen i &', R FFELAES 74
B G KX TFHEF. 0% BT DNS JRZ#5F14 DNS Ji 5578, H- 75 SMTP JRF5#5 K i T M fF 4l i 2

4. CA iIEPWRgM A —1 CRL, - HUAiG(E NetScreen i . #HA)iEul, CA IFE DA &7 CA MEWRAFEFTM CRL 1 CRL URL (LDAP &%
QT%P )q:%ﬂfﬁﬁ%ﬁ}ﬂi%ﬁﬁ%yﬁﬁ CRL, TJ7E NetScreen &4+ F3hji A\ CRL URL [P g Ak B, ansh 36 1L iy “yufil: 4 CAEPBELE CRL
wHE” A




. FEIhEEIER

HEUE TS, NetScreen & E BCGRHA o AT EHEIFAEHRIEY, I HERAEIFEN CA WRI I ETF 25 2 P A HIE
B,

NI, 224 B inAAE JE F Santa Clara (1) NetScreen Technologies JT % #f#) Michael Zhang A= BGiiE 5 Hiii
IAE 4 IP Hidik ok 10.10.5.44 (1) NetScreen %451 . & 3 1 #6578 NetScreen W &% Hil5 5 N — 30, Ria¥
BESCAFR ARG 2] CA BUE 573 M 9t o (Pl S H s SCR B . sepaEME RS, CA Il H 1~ B ik 5
RIE B LG,

YEB: EIRUF R, iEL DR E T REN P, IS IS 4% T NetScreen i #5. (4142
NetScreen & #7- NSRP ZE#EH, WHERE EHITHE . FENGHE, ESha3E 7-17 W L “EHESH . )

WebUI

1. Objects > Certificates > New: i ALLFHAZ, RJ5H 1 Generate:
Name: Michael Zhang

Phone: 408-730-6000
Unit/Department: Development
Organization: NetScreen Technologies
County/Locality: Santa Clara

State: CA

Country: US

E-mail: mzhang@netscreen.com®

5. U CA RZFFUEP A A F IR bk QAR A AR S F i T AV B MR, R A BhART ST LS NetScreen ¥, wlh ANEERE: Ha 7 B £kl FH
YEAH IKE (PRIRFRS RS ID. ATSCAAE e Gk I8E  CRTEARHIE ), B 4H ID FBCA 2. NetScreen WA IR T RIEH
hostname.domainname (EHLA . 34 o WRATEEBhENFE T FIAM ID, WA 1D B, i\ IPSec i 7 —iifi bt ¢ L X255
hostname.domainname.




IP Address: 10.10.5.44
Write to file: (GE#)
RSA: (G&E#)
Create new key pair of 1024 ° length: G%#%)
NetScreen 4:jit PKCS #10 X1, 43T SO/ s/ A7 245 I
2. TSR I, AN IR N, EARFESCARTTE MRS EH. OFS T “—-—-BEGIN
CERTIFICATE REQUEST----- Y, R Ceeee END CERTIFICATE REQUEST----- 7))
3. & CA MU LMAEBHEUN, TN, ¥ PKCS #10 TR 21E 107 B .

4. JEILHEEAE N CA WCRIE AT, B H A R SCAR SO, I ERAF RIS 0 AR, (B f5 2 imit WebUI i 21
NetScreen #+%) , BiFA23] TFTP R4-#% (Bt 5@t CLI hn#) »

CLI

set pki x509 dn country-name US

set pki x509 dn email mzhang@netscreen.com

set pki x509 dn ip 10.10.5.44

set pki x509 dn local-name “Santa Clara”

set pki x509 dn name “Michael Zhang”

set pki X509 dn org-name “NetScreen Technologies”
set pki x509 dn org-unit-name Development

set pki x509 phone 408-730-6000

set pki x509 dn state-name CA

© ® N gk w2

6. i 1024 firth AR AR . AT SSL MIETS (Z W58 3-9 BU LR “wRBHRTE”) , i Web 3 W SCRFRIA K.




10. set pki x509 default send-to admin@netscreen.com’
11. exec pki rsa new-key 1024

TH L HL - BRI D H Y 0% B admin@netscreen.com.
12, ZHIHFERINE, DNOESIENSCRNE, ARSI EER . OFE T “-—--—--BEGIN
CERTIFICATE REQUEST----- Y R e END CERTIFICATE REQUEST-----", )
13. 4% CA Ml EUE B WG UL, FFER, K PKCS #10 ST RE 2 1 7B
M LA N CA W BRI, K AT B SOAR S, I ORAF B AR, (B 5 <1l WebUI I # NetScreen
W), BURAER] TFTP RS 4 (Bt CLI g .

7. R EEE AR, BE B4 SMTP R4S SsBCE T IP Huhik: set admin mail server-name { ip_addr| dom_name}.




sef5l: AnEIERF0 CRL
CA HTERIAILLF =A 3, LLn# 2] NetScreen ¥ 4 :
e CAIiFT, & CAMATFEH
o TEAHNLASIAMIET  (EEATFEED
e CRL, #Hi#k CA RN M TAIED
S WebUI a4, ¥ 0fE R as) T80 TAEsL 44k Ccerts\ns [ H k. Xt CLI ], Fa T IP Huhkhy
198.168.1.5 1] TFTP ix5s#% L1 TFTP 4R H =% .
YEE: /1] ScreenOS 2.5 2 @ Hi ik AL &'/ NetScreen i #r (L475EM Z ) 3L+ M AT CA Wi# Z 1K i 15

IR B G feT N 4> 4 A auth.cer (CA iE5) F1 local.cer CIEIIATFEE) fRE 304, LA 4 A distrust.crl 7]
CRL 34

WebUI

1. Objects > Certificates: £+ Load Cert, #X)5 5.7 Browse.
2. $kF Cicerts H, %+ auth.cer, SX)5#.ii Open.
H ki 12 M1 3044 (C:\certs\ns\auth.cer) 2 757F File Browse 7B
3. H.ifi Load.
g T auth.cer i 3CA:.
4. Objects > Certificates: i£#¢ Load Cert, %A/ #.ii Browse.
5. 3 Ci\certs H3%, #%## local.cer, #XJ5#.il; Open.
H sk 12 A1 3044 (C:\certs\ns\local.cer) {2 7~7F File Browse 7B,




i Load.

In#& T auth.cer UE5 3.
Objects > Certificates: i%#% Load CRL, #XJ5 ¥idi Browse.
k5 C:\certs H 3%, 1£F% distrust.crl, #&)5 .7 Open.
#ifi Load.

hn#k 1 distrust.crl CRL 3¢ {4

exec pki x509 tftp 198.168.1.5 cert-name auth.cer
exec pki x509 tftp 198.168.1.5 cert-name local.cer
exec pki x509 tftp 198.168.1.5 crl-name distrust.crl




Jefil: A CAIEPECE CRLIKE

B 1 i, 5% KA CRL ZIK, & & IKE A2 #IH A 2 FE 12 088 2% Wi CA IE B ¥ i CRL,

I H AR IN#% %) NetScreen ¥ e, ] NetScreen %4424l i LDAP 5§ HTTP® CRL A2 ({E CA L& 3
¥rZZ CRL. Wi ARZE CAE P X URL Hulik, NetScreen ¥ 42 fifi F Jyi% CA i 1558 I AR 241 URL. Ui %
A oNF R CAIET 5 X CRL URL, NetScreen ¥ #4x51 #t4 CRL URL #ulikff) CRL K45 %5

YER: W# CRL i/, r/1¢/ ScreenOS 2.5 K ik A K22 11:X) CRL #1785 1t 2re (4, 2211 CRL il 15572
25207 NetScreen 4 119241

ARG, SR E Entrust CA IS #s, LIAERKGA CRL, Jiv @bl b 2.2.2.121 1) LDAP R4 5%, vk
CRL . #RGHE BRI B w s, LAMEAE ]l 4 10.1.1.200 1A &) 1K) LDAP AR%5%%, A RK A CRL.

YEE: Entrust CA il 151174 5] (IDX) 529 1. Z &4 N# 2] NetScreen 4 /777 CA LEFHIE 7| 57174, gt
HLLR CLI 74 get pki x509 list ca-cert.

WebUI

1. Objects > Certificates (Show: CA) > Server Settings (X} NetScreen) : #ALL FAZ, RJ5Hd OK:
X509 Cert_Path Validation Level: Full

CRL Settings:

URL Address: Idap:///[CN=Entrust, CN=en2001,CN=PublicKeyServices,
CN=Services,CN=Configuration,DC=EN2001,DC=com?CertificateRevocat
ionList?base?objectclass=CRLDistributionPoint

LDAP Server: 2.2.2.121
Refresh Frequency: Daily

8. X509 iF i) CRL 434 iy 84 (.cdp) A LLJE HTTP URL ¢ LDAP URL.




2. Objects > Certificates > Default Cert Validation Settings: ALl F A%, RJ5Hdi OK:
X509 Certificate Path Validation Level: Full
Certificate Revocation Settings:
Check Method: CRL

URL Address: Idap:///CN=NetScreen,CN=safecert, CN=PublicKeyServices,
CN=Services,CN=Configuration,DC=SAFECERT,DC=com?CertificateRev
ocationList?base?objectclass=CRLDistributionPoint

LDAP Server: 10.1.1.200

CLI

1. set pki authority 1 cert-path full

2. set pki authority 1 cert-status crl url “Idap:///CN=Entrust, CN=en2001,CN=PublicKeyServices,CN=Ser
vices,CN=Configuration,DC=EN2000,DC=com?CertificateRevocationList?base?objectclass=CRLDistributi
onPoint”

set pki authority 1 cert-status crl server-name 2.2.2.121
set pki authority 1 cert-status crl refresh daily
set pki authority default cert-path full

set pki authority default cert-status crl url “Idap:///CN=NetScreen,CN=safecert, CN=PublicKeyServices,CN=
Services,CN=Configuration,DC=SAFECERT,DC=com?CertificateRevocationList?base?objectclass=CRLDi
stributionPoint”

set pki authority default cert-status crl server-name 10.1.1.200
8. set pki authority default cert-status crl refresh daily
9. save

ook w

~




B s 3R BVt IE

BAEHEAT 224 VPN RIS FH B Ul PR B B AR IR, /e ib AT AT #4%
SEFT SR FRAFAS NAE P IFAE B HEAHLAL (CA) WETS, RJEH% CA IET gk 2] NetScreen ¥4+ .
MIERTEZm# 7 CAIET A CA Fh3REUCAHIIES  CHIEH BTt i AIET) , ARG %A IE 45 N 28 5
NetScreen & 25 Al FRIPATICATSS, BAEH W PUEBE MM (SCEP)” K A BT .
%%i@$%$ﬂﬁ%%ﬁ&ﬁ%*@tﬁ%@ﬁ%%%‘ﬁ%,Eﬁﬁﬁﬁﬂ%%ﬁo%%ﬁﬁ%ﬁ%,ﬂﬁﬁﬁ
B 1k
YER: 1€/ SCEP Z i, WHHITLL F1EF:

o MBI DNS (2[5 2-370 W L1 “HHE4 FZ4 %547 .

o WEZRZWE (ZpIFE 2-408 W LH) “FGHE) .
% NetScreen &4 M T HIE 5. (41 NetScreen %747 NSRP £, JIHAER L B M THI 5 .
WG, ESFE 7-17 7L “EBEH . )




Sef5l: BahBRIEARMIESR
EAGIY, FBzh 8 SCEP M Verisign CA HiFiE4. &% LI N CA KE:
o SEELEPESARKAE
e RA CGI: http:/fipsec.verisigncom/cgi-bin/pkiclient.exe®
e CA CGIl: http://ipsec.verisigncom/cgi-bin/pkiclient.exe
o =g R e IS IR TRD O AA: A (R E A b A 2
*  HIMIANIZ CA ik SCEP W2 1k 1o s ik
o IR DY IR 38 0 S A HE
ﬁ)’lﬁﬁ%ﬁk RSA XS, $5€ 1024 15 HK S, JF0Iintk SCEP 4, LMEH ik CA & M Verisign CA HIiEA
UEFyo
i H] WebUI Inf, 42485511 CAE+:. ] CLIT, %% 5] (IDX) 5511 CAiE1. fEAH|H, Verisign CA 1% 5]

Fh 17, BEER CAIEBHRGS, HEHLLFar4: get pki x509 list ca-cert. fiiH P & Bon & AMER KRGS
MID 5. W FR5S, HFHEGSTE5IH CAUERMNEH IR 5.

9. XMBRASEAR UL, T REE T (CGI)” ek ™ H A% 3 2 N T RE e AR WOR [P B AR HE 775 . CGLE “HBSCAE R (HTTP)” —#7r. RIE
AEAE RA, MA%045E RA CGI 1%, WA RA Arfe, {EHIN CA CGI $i5E MI1H.




WebUI
CA R &HRE
1. Objects > Certificates > Show CA > Server Settings (X} Verisign) : #iALL FNZ, ARG Hd OK:
X509 certificate path validation level: Full
SCEP Settings:
RA CGIl: http://ipsec.verisigncom/cgi-bin/pkiclient.exe
CA CGil: http://ipsec.verisigncom/cgi-bin/pkiclient.exe
> Advanced: FIALL N EmHRE, AR5 HdT Return, IX[EPJEA “CA k%5 4%
WE” &
Polling Interval: 30
Certificate Authentication: Auto
Certificate Renew: 14
A HIE S BiE
2. Objects > Certificates > New: #ii AL FNZ, X5 5.1 Generate:
Name: Michael Zhang
Phone: 408-730-6000
Unit/Department: Development
Organization: NetScreen Technologies
County/Locality: Santa Clara
State: CA
Country: US
Email: mzhang@netscreen.com
IP Address: 10.10.5.44

Create new key pair of 1024'° length: (i%£$%)

10. fH 1024 $5H B AR A WA SSL UEFS, E#IAMEH Web %25 L HrKf7 K.




NetScreen % #5/E il PKCS #10 U, FFHRHAT UL FiAEZ —:
— Ri% PKCS #10 k5 g SO 2] —A L1 B 2R btk
— R IAARAE B
—  REZSCHFRISCRE “RERE MM (SCEP)” ¥ CA, DL ABEM .
1% F Automatically enroll to £, % Existing CA server settings £, RJ5 M\ Ny ik
Verisign.
W5 Verisign BcR, BB IIET 5 & 20404 1. D IEABAI R BUAE P ik 5, A4 e R e .




CLl
CA R &FHRE
set pki authority 1 cert-path full
set pki authority 1 scep ca-cgi “http://ipsec.verisign.com/cgi-bin/pkiclient.exe
set pki authority 1 scep ra-cgi “http://ipsec.verisign.com/cgi-bin/pkiclient.exe”'?
set pki authority 1 scep polling-int 30
. set pki authority 1 scep renew-start 14
A HIE S BiE
set pki x509 dn country-name US
set pki x509 dn email mzhang@netscreen.com
set pki x509 dn ip 10.10.5.44
set pki x509 dn local-name “Santa Clara”
set pki x509 dn name “Michael Zhang”
set pki X509 dn org-name “NetScreen Technologies”
set pki x509 dn org-unit-name Development
set pki x509 phone 408-730-6000
set pki x509 dn state-name CA
exec pki rsa new 1024
exec pki x509 scep 1
WS NZ CA HIE I —MEH, SR, B CAIEBRTREUE. ©ily CABKR, UM HA
IEf) CAUETS.
12. 55 Verisign BCR, B IIE B & 50404 T, D AEAT IR AUIE oIS f5, A R N 3R

»11

R

T2 00N RrON =

- O

1. RS Ss a1 (CGI)” SR TP F s A 2 N R P R OR [P B IR TT i, CGLUZ “HESCAARF M (HTTP)” (K %) .
12. BMEAAELE RA, tZidi € RA CGlHfe. Wik RA AfrAE, flilh CA CGI & EHIfH.




{5/ OCSP #&E#HiH

EﬁlﬂjetScreen WAAPAT— ME IR AR, w] A 75 B A FR0H E o W B B IE B IR S 1B ik
CRL,

“ELAFTIRSTMY (OCSP)” J& —Fik & B UE BARS K J5. OCSP fEffit e FiE B H e 5 B . B LLHIE
i1 5 AT PR A

NetScreen 45 1di ] OCSP I, #¢Fk K OCSP % /4l (Sig k) o %% HURILIAEE K BIFR Ky OCSP 45y 77 1
M4 2o v 4t . 2 AL IS SR AL & SR 25 (0F PFR IR 0 2070 0 LB Sk B AR 5 OCSP mi N 7 (R4 & 2 ),
NetScreen %454 HEAT/E R OCSP #1f .

eGSR, OCSP W 7 AE B HPIRASE BT, R UanIR&SIRFIA R WL B TIEBRRTEIRAS 248, 4
S ) M 1 S AL Wi N 5 R A2 B, B R A I PR A 25 TR TR B o o A i 1 — 4 Al A B, 75 I, g A P Wi 187 g
BB RZ N . OCSP % HLIG UE Wi N A= 5 ) IR

B & OCSP

Al CLI iy 2 KACE NetScreen 4%, i 7ZHF OCSP #:fE. £ 4L CLI e A{EHIRA51E, HHHS% URL 5
CAIEPXEE. WAH LT CLI fiy 4 k3k Mtk ID 5
ns-> get pki x509 list ca-cert

YEE: Jit CA iF 151, NetScreen i #- )7 ID S5y 77 Fi45 CA il 15, 152CHF 1517 g 757, 7 8 2Lut 515,




f&7E CRL = OCSP LI THEEE
%2#—?% CA HJIE-BHRERUHR & 775k (CRL. OCSP. A X PN ik B AE X P AN 9%, 1A CL
THVA:
ns-> set pki authority id_num cert-status revoc { CRL | OCSP | all | none }
b, id_num JEEP S 5.
DL Fyufilfia & OCSP HiH AL £
ns-> set pki authority 3 cert-status revocation-check ocsp
ID 5 3 i CA k1.

ERIERRIEREREME
LW R CA RO A &, A BN CLI iR
ns-> get pki authority id_num cert-status
Hrh, id_num & CA R AR BIUE 5 IR 565
LW ORKAT TR 7 1) CA WIS @ 1, WA B N5k

ns-> get pki authority 7 cert-status

EEIEFH R “OCSP MLz~ URL
ERERFAE TS OCSP MR J7 () URL #4575, 15T LA CLI Ei%:
ns-> set pki authority id_num cert-status ocsp url url_str
Ege CA (HAEPBEZRS 5 4) 11 OCSP mify J5 (http:\192.168.10.10) ] URL 458, A LT CLI iEvk:
ns-> set pki authority 5 cert-status ocsp url http:\\192.168.10.10

T ERIET 5 1) CRL Ak45#51 URL (http:\192.168.2.1), i&fFH LL R ikvk:
ns-> unset pki authority 5 cert-status ocsp url http:\\192.168.2.1




MIBRIEBEIHRERE 14

TMER CA  CkAn THERUET) PTE Sk BROER A EYE, 15 LU Ek:
ns-> unset pki authority id_num cert-status

TR ST 1 SRR T A RO kS AT LR

ns-> unset pki authority 1 cert-status







ZETi&HAE VPN

HESLE HTB (VPN) SCRFIK) NetScreen BE# IRBCE (- R G . 7E 3.1.0 Z 1T ScreenOS R A, VPN JEIE 4 4 1FxT
F (RS S BHAR RS RIEE R, 4R avr VPN SRS, (5265 1, VPN SEISS){E A tunnel
GBI , Ha R HI, NEZIE permit (S21F) . ) 7 ScreenOS 3.1.0 Hr, VPN llilf & A& 4 T 4% k. %3
ZHIVE IR SR SRS IR IE R 4h  GiE S5 4 55, 55 123 GUER “JL THme ) VPN ), el R i 154 1]
HALL P LS PR . RIIE, AR — AN S AR A RIS B 2 [ AR it i (K55, [ I — AN SR 24 1 Ao v sl
difbi iz m N k. WiRHUl, ScreenOS 25 T K yH BRI -5 HAL 4 7 A I AH B 52 ma 1% 5 /o
AR AL LR BT i 1) VPN RS 1 Ja ) -
o 48 L LMW “HiEdA”
— 49 T MR “Yupl: ghE IR O R
— 57 UL Y. MERIEERE
e 558 7 Fff) “LAN % LAN [#) VPN”
— /59 LMK “yudl: FETEH LAN 2] LAN [¥) VPN, Fzh%48”
— 700 ER “Yufl: FETEE R LAN 2] LAN ) VPN, H3zh#%4] IKE”
— 76 LK “yuml: EETE A% LAN 3] LAN (¥ VPN, Shsxasr”
o EO2 0 LM “¥k5F LAN [ VPN, BhAXET
— 93 L “yuEpl: TIPS ] LAN ) VPN, AT
e 103 L iy “HErp AR VPN
— 104 vi by “Yufl. AR VPN
e AN T EM “YXEH VPN
— B2 0 bR Y. EXE T VPN

1. 3.1.0 ZJ5 K ScreenOS Wi A4k 457 5 ScreenOS 3.1.0 2 Hif i) VPN B B M &A1 51 .




g O

e E VPN T (R e FE R0 e (R TRl I, 3R b G0 — AN 22 4 X e I8 52 AR HBIM %, 78 VPN G 2 1k A CRHb AT i
W) b, A2 4 X Byl Tunnel X B &M IE S 1, NetScreen i #-iliti%8: 05| S & H N VPN g, 7
AEXEN, ¥ VPN EEH e 2 — M Bk gms (A IP Mkt / M) sk A9 GXF IP Mkl / et
i) RiEEEE . WREEE R GRS, UG EXEB (EHPEE T e BEOMER P bk, B, s T
40 s ) 300 0 4 11 RN A 22 45 X Bz 1 1) VPN TS .

MAMES i, ¥ VPN B AR B (R0 o AT N AS B35 4 S A 3 0 F 0 O, Tl i 2 I it S X el g o 4
TBRAATAE, HEE b5 a2 02— aT BE ]

wiER N A X B

|
/ s VPN il 4745 5 I 1145 Tunnel X BT, WRASKE VPN IESS5E%00E 50 . Hg
o \3} — A5 AIESE % Tunnel [X B, 508t 70 VP £ AN 11 HERES]— A A, o
AU

B 2 A ME RSO ITE R Do RIS OUN, I AN TSR K VPN

CEEE!
B

Ao

o ZEXB VPN i

AR

A

| |

(

R IE R O DR BON I, A VPN ISR e PRZE M . KR R
VA LT 2% Y VPN BCE .

BEEOF LS, WREEHS, WEEEDNCEX B O/ P Mk,
/Eﬁei DA S G 1 (REA 1P M bR MRS 4 1) A Be ST T4 ms
k) NAT.

A i R F 1 75 22 A DX BN O HZ A% DB A RO ME —45 TN, AT S B4 2 42 X
B o fEBENE LR, X BOCRRIE AR 1 VPN R, (A SR A

N =N
ULE -

2. 1E IKE %577 ) NetScreen % 4% bR B FE M i, XTEE7 M HARRM G D  (8i4hm#E ) /) IP Huhk.

3. WURBARE NEEE N, WA 4 X BT R .




W, AR O R TR IR ) NAT, 15 A iZ0liEs: 48R —A 1P #ihik. ¢ VPN FI2E 75505 (1 NAT 76405
%%i%%%l‘ﬁ]% 202 7 [ “Tunnel X BFIEE T-550% (1) NAT” . Al LLZE Tunnel X BEak 24X By B 8 —N G 4 5 (1)1
W,

RSB 12 AN SRR TS (1 NAT, I FLSC B AN SOICRE A 12 1 J05E 21> Tunnel XE:, AT BLRRZ % 4
€N 5 (Unnumbered) o AZICRE—ANBcAT g 5 O TEAE 12 1 05 B 2 X B [N ASBERF HL4E5E 21 Tunnel X B, 18
IR E — g Bz X B (1P bk %5 (Unnumbered) P38 E £ 5 D O .

TR HENT LRI BE TN T C G 8 7 L8 2 A ] — X B o

seffl: HERBEEZRAONEE
FEAEAG HEC B — AN ML s Ry w22 (8] 1 VPN 88 . 12008 2 A DU RHE :
* % VPN RIBEW I E R — a4 tunnel. 1 19051
e Untrust X Bt 3¢ ] untrust-vr, 1 trust-vr.
o A IKE VPN i Fi Fil L =384 (netscreen1). Main mode (EAER) , IFH B “BrEE 17 M “FrB
27 (g iie o “ Compatible” .
o NLREL FFRE AAHIMN S HHE D A 210.1.1.1. (O A AL FH VR IKE S o e FE R Ok, )
o kM ¥ NetScreen ¥ %1247 ScreenOS 4.0.0.
o mfEuh i L) NetScreen 412175 T 3.1.0 XA ScreenOS.

YEE: FIBTIR PR B & Kl &5 77 USGA 2 i ScreenOS [ NetScreen #45 [11EA (5.6, 720
NetScreen #5515 ScreenOS S48, J M &5 ik &+ 1€ /1119 ScreenOS Jik 4.




ﬂ R ERF R LB

untrust-vr # g \.
BRAT R

210.1.1.254

trust-vr % i 10.2.1.0/24 =2

tunnel.1

VPN J#iH :
to_branch1

X B: Untrust
210.1.1.1/24
eth1/2

X E: Sales
10.1.1.1/24
eth2/1

NetScreen ¥ &1 354 %% VPN it i
RIETNFE M HA S I R 28

WebUI

% & [X B A0 2 H0LEG FH 2%

1. Network > Interfaces > Edit (X} ethernet1/2) : #HALLFAZ, K5 H¥d OK:
IP Address/Netmask: 0.0.0.0/0
Manage IP: 0.0.0.0

2. Network > Interfaces > Edit (X ethernet1/2) : #IALLFAZ, RJ5Hd OK:
Zone Name: Null

3.

Network > Zones > Edit (%] Untrust) : 7 Virtual Routers Name FH:#1#&d, %+ untrust-vr, RJ5
i OK.




4. Network > Interfaces > Edit (X} ethernet1/2) : #ALL FAZ, RJGHd OK:
Zone Name: Untrust

5. Network > Zones > New: % ALLFNZ, #8554 OK:
Name: Sales

Virtual Router Name: trust-vr

O - XEf@iE

6. Network > Interfaces > Edit (¥ T ethernet2/1) : #iALLFNE, ARJEHT OK:
Zone Name: Sales

IP Address/Netmask: 10.1.1.1/24

7. Network > Interfaces > Edit (¥} T ethernet1/2) : AL FAZ, AR5 5T OK:
Zone Name: Untrust

IP Address/Netmask: 210.1.1.1/24

8. Network > Interfaces > Tunnel IF New: #iALL FHZ, ARG Hdi OK:
Interface Name: tunnel.1
Zone: Untrust

Unnumbered: (iE#¢)
Interface: ethernet1/2(Untrust)*

4. YREECL AU TR e S TE R IR X B A s AEAI 2 Untrust X B AT 9 5 A0 TE 42 1A TR E 2 X B T 1P Mtk




VPN

9. VPNs > AutoKey IKE > New: HiALLFHZ, AR5 OK:

VPN Name: to_branch1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: GEH)
Gateway Name: branch1
Type: Static IP (1&#%) , IP Address: 211.2.2.2

Preshared Key: netscreen1

Security Level: Compatible

Outgoing Interface: ethernet1/2°

> Advanced: i ALLF s, KRG i Return, R[FEA “H5%4H
IKE” P& i:

Security Level: Compatible
Replay Protection: (&)

Bind To: Tunnel Interface: tunnel.1
Proxy-ID: (G£#%)

Local IP/Netmask: 10.1.1.0/24
Remote IP/Netmask: 10.2.1.0/24
Service: ANY

5. Al AN TR M TE A A — DB A




ikl

10. Objects > Addresses > List > New: HiALLF A%, AR5 OK:
Address Name: sales-any
IP Address/Domain Name:

IP/Netmask: (iEF:) , 10.1.1.0/24

Zone:Sales

11. Objects > Addresses > List > New: I ALL %, 2R)5#Hid OK:
Address Name: branch1
IP Address/Domain Name:

IP/Netmask: (i£#) |, 10.2.1.0/24
Zone: Untrust

fEgas
12. Network > Routing > Route Table > trust-vr New: i ALLF A%, R5H L OK:
Network Address/Netmask: 0.0.0.0/0
Next Hop Virtual Router Name: (I£#¢) |, untrust-vr
13. Network > Routing > Route Table > untrust-vr New: #i AL A%, K5 Hi OK:
Network Address/Netmask: 10.2.1.0/24
Gateway: (EF)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0




14. Network > Routing > Route Table > untrust-vr New: #iALL FH%ZE, 2R)5Hd OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (i£#%)
Interface: ethernet1/2(untrust-vr)
Gateway IP Address: 210.1.1.254°

YER: 17 Sales [X B (eth2/1) L4 F “#5i1” #E2, NetScreen i #4577 untrust-vr £ i1 7
NG —PFKH o FIUEABFEIFA — 15 H.

R

15. Policies > (From: Sales, To: Untrust) New: #ALLFAZ, 2RJ5Hd OK:
Source Address: Address Book: sales-any
Destination Address: Address Book: branch1
Service: ANY
Action: Permit
Position at Top: GZEFE)

16. Policies > (From: Untrust, To: Sales) New: i ALLFHN%, RJ5Hd OK:
Source Address: Address Book: branch1
Destination Address: Address Book: sales-any
Service: ANY
Action: Permit

Position at Top: GZEFE)

6. X Hiuh VPN ML i, B BIHEE i W 5C (R Ah e oh 4 (0 th R oR B, AEARTUBI R, NetScreen Bk VPN J A bk th %, 1EAE
FULRER ST 4 I (5 — IR . AEAVEGI K B, 30 o) 20 3o 12 o 4 ) S PO A A 21 A




CLI

& XEFERIE RS

1. unset interface ethernet1/2 ip

2. unset interface ethernet1/2 zone
3. set zone untrust vrouter untrust-vr
4. set zone name sales trust-vr

#O - XEFEE

5. setinterface ethernet2/1 zone sales

6. setinterface ethernet2/1ip 10.1.1.1/24

7. setinterface ethernet1/2 zone untrust

8. setinterface ethernet1/2 ip 210.1.1.1/24

9. setinterface tunnel.1 zone untrust

10. set interface tunnel.1 ip unnumbered interface eth1/2

VPN

11. set ike gateway branch1 ip 211.2.2.2 outgoing-interface ethernet1/2 preshare netscreen1 sec-level
compatible

12. set vpnto_branch1 gateway branch1 replay sec-level compatible
13. set vpnto_branch1 bind interface tunnel.1
14. set vpnto_branch1 proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.1.0/24 any

ik
15. set address sales sales-any 10.1.1.0/24
16. set address untrust branch1 10.2.1.0/24




fggas

17. set vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr

18. set vrouter untrust-vr route 10.2.1.0/24 interface tunnel.1

19. set vrouter untrust-vr route 0.0.0.0/0 interface ethernet1/2 gateway 210.1.1.254

YEE: 17 Sales [X B¢ (ethernet2/1) 9 14T “E5it1 7 #(, NetScreen 7/ 4 untrust-vr % i1 74 [
RGBT —PFKH o PUEALTFZIIA — K H o

R

20. set policy top from sales to untrust sales-any branch1 any permit
21. set policy top from untrust to sales branch1 sales-any any permit
22. save




P i B 4

ASREST BRI A WLt 1P Hidk (MIP). 40 IP Hbdik (VIP) 2 “ZhA IP (DIP)” Hubikyth (R @ 42 10 . BRI A X Lbs
WE R IE R VR, D20 e R 5 e AT T T Sk« AR5 A0 R iE TE 2 i MIP. VIP A1 DIP b, i S E T~ 4%
H VPN BCE G —ANEER: O, W20 2e Fe VPN BCE, TR,

ehl: MR@EERO

LEAYE , WiERE I tunnel.2 B 5EH:E) DIP i 8. M Trust [X B %] Untrust [X Bt [¥) VPN Ji =155 0& 51 F DIP it 8.

BRIz IE R 1, 0 S BRIz CEN SRS H iIER S A ) DIP it 8) , AR5 M xR DIP Az .
WebUI

1. Policies (From: Trust, To: Untrust): #5258 1D 10 f¥) Remove.
2.  Network > Interfaces > Edit (Xf T tunnel.2) > DIP: ¥.t5 DIP ID 8 [/ Remove .
3. Network > Interfaces: H.i; tunnel.2 [ Remove .

CLI

unset policy 10

unset interface tunnel.2 dip 8
unset interface tunnel.2

save

r o DN =




LAN ZJ LAN HJ VPN

IPSec VPN iliE /A E T AN S 210, [RIIREAN P OCERTT 2 —AN IP bk o AN OCHER A A 1P Huhbiy, npdE
uT%ﬁLL

e LAN #| LAN [ VPN, T35 4iEiE

* LAN | LAN /) VPN, Hzh%49] IKE #iE (A POt abEm 1)
YA FRAS AL, 05— AN 30 FL I UL I, R C S DR & o i

o ZhAXEE LAN 2 LAN [ VPN, Bz IKE iiE (A28 1 s0E15)

FTIARIY, #2 LAN 3] LAN (9 VPN 35— ANER A LAN 1 IPSec ifiiE, 44> LAN #3a —AME R 24 M %
[¥] NetScreen ¥ %, EPANEAE EVESN A O B O sl e D30 —ANEE R 1P Mk, Ry 3B NS
FRAS IP sk, Wi NetScreen & AbT “iEH” FisK, WM A VLANT Huhk, GEZSRE 59 vl Bir “Juf. %?Eﬁ
HH I LAN 21 LAN [ VPN, Fal% 48”7 Fgs 70 i B “yufl: JET# ) LAN 2] LAN 8 VPN, Hzh%45H IKE” .
ﬁ?n@ﬁfzﬂ?@ﬁ’] IP Huhb R AN AR o] LARIA, Rk, A Tl A —um i E LA E I ER 4 LAN 2 LAN 119 VPN ki
VPN 18 3

W —A NetScreen B IKAM 4 AT ZNAHCH 1P ik, WRZ B EARE BB “shAx4E777, JFH
HAAFRK VPN BLE. GES P 76 U LR “Jufl: LT H LAN 2 LAN [ VPN, Zh&6aE)57. ) fiTH
LA T~ B A5} 55 7 J5 TR ML I FE N A AT [ 2 (1 1P bk, I HoaT DLNEATI AR G RE, Kk aefis
REf I 3hAX 4 LAN £ LAN 1) VPN o2 VPN JEIEBCE . B2, A7EshAR A5 AER XS &5 7 2 0] 1) — Nl 1 1
SERUR, WA A AR ENUAT R E 1 1P Mk, UL Q5 T 1 A LA Al UAGES VPN i fe




el BEFIAAY LAN 2] LAN 89 VPN, FzhE4A
LEAI R, AR BCE B 1 R B 2 [ 2420 5 Tz U “Compatible” [773:, “ Tal 4] TG4 4 50RI
(K43 ) 2 IR AE T 2240598 . 4ol /51 Trust X BE#RAL T- NAT &b, kb e

d
° /\f?:: i Eéjg
- Trust £21 (ethernet1): 192.168.10.1/24 - Trust # 1 (ethernet1): 172.16.5.1/24
- Untrust $%1 (ethernet3): 203.3.3.10/24

- Untrust #2111 (ethernet3): 201.22.3.14/24
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WebUI ( 5 )
EAO - R XEfEE
1. Network > Interfaces > Edit (X} T ethernet1) : AL A, AR5 54 OK:
Zone Name: Trust
IP Address/Netmask: 192.168.10.1/24
2. Network > Interfaces > Edit (X} T ethernet3) : AL A%, R)5Hd OK:
Zone Name: Untrust
IP Address/Netmask: 201.22.3.14/24
3. Network > Interfaces > Tunnel IF New: #iALLFHNZ, R)5Hd OK:

Interface Name: tunnel.1
Zone: Untrust

Unnumbered: (iE#¢)
Interface: ethernet3(Untrust)




ik

4. Objects > Addresses > List > New: HiALL %, AR5 Hd; OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: 192.168.10.0/24

Zone: Trust

5. Objects > Addresses > List > New: i ALL FHZ, RJGidi OK:
Address Name: Paris_office
IP Address/Domain Name:

IP/Netmask: 172.16.5.0/24

Zone: Untrust

VPN

6. VPNs > Manual Key > New: $iALLFN%, AR5 OK:
VPN Tunnel Name: Tokyo Paris
Gateway IP: 203.3.3.10
Security Index: 3020 (Local), 3030 (Remote)
Outgoing Interface: ethernet3
ESP-CBC: (iE#)
Encryption Algorithm: 3DES-CBC
Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

> Advanced: HIALLTFRE, A5 Return, RFIJEA “Frhae”
TH T i 0T
Bind to Tunnel Interface: (i£#¢) , tunnel.1




&
7. Network > Routing > Routing Table > trust-vr New: i ALLFHN%, K55 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3
Gateway IP Address: 201.22.3.20
8. Network > Routing > Routing Table > untrust-vr New: i ALLFH%, K558l OK:
Network Address/Netmask: 172.16.5.0/24
Gateway: (EF)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0
B
Policies > (From: Trust, To: Untrust) New: #iALLFH%, AR5 OK:
Name: To Paris
Source Address: Trust LAN
Destination Address: Paris_office
Service: ANY
Action: Permit

Position at Top: GZEFE)

©°M




10. Policies > Policy (From: Untrust, To: Trust) > New Policy: #iALL FH %, SR Hdi OK:
Name: From Paris
Source Address: Paris_office
Destination Address: Trust LAN
Service: ANY
Action: Permit

Position at Top: (&%)




WebUI ( BZ)

EO -2k

1. Network > Interfaces > Edit (X} T ethernet1) : A LL FN%Z, ARG Hd OK:
Zone Name: Trust
IP Address/Netmask: 172.16.5.1/24

2. Network > Interfaces > Edit (%} T ethernet3) : WAL FANZ, AREHd OK:
Zone Name: Untrust
IP Address/Netmask: 203.3.3.10/24

3. Network > Interfaces > Tunnel IF New: i ALL A%, ARG Hd OK:
Interface Name: tunnel.1
Zone: Untrust

Unnumbered: G&#)
Interface: ethernet3(Untrust)

skl

4. Objects > Addresses > List > New: #ALL %, R Hd OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: (EF) |, 172.16.5.0/24
Zone: Trust




5. Objects > Addresses > List > New: #iALL FANZ, S5 Hd OK:
Address Name: Tokyo office
IP Address/Domain Name:

IP/Netmask: (i£+%) |, 192.168.10.0/24
Zone: Untrust

VPN

6. VPNs > Manual Key > New: $i AL FN%Z, R OK:
VPN Tunnel Name: Paris_Tokyo
Gateway IP: 201.22.3.14
Security Index: 3030 (Local), 3020 (Remote)
Outgoing Interface: ethernet3(Untrust)
ESP-CBC: (EF)
Encryption Algorithm: 3DES-CBC
Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

> Advanced: i ALL Rk E, A Return, R[FEA “Frhs4]”
BT W

Bind to Tunnel Interface: (i£#¢) , tunnel.1




&
7. Network > Routing > Routing Table > trust-vr New: i ALL FHNZ, RJ5Hd OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3
Gateway IP Address: 203.3.3.1

8. Network > Routing > Routing Table > trust-vr New: #i ALl FH%, K550 OK:
Network Address/Netmask: 192.168.10.0/24
Gateway: (EF)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0




R Mg

9. Policies > (From: Trust, To: Untrust) New: #iALLFHZE, AR5 Hdi OK:
Name: To Tokyo
Source Address: Trust_ LAN
Destination Address: Tokyo_office
Service: ANY
Action: Permit
Position at Top: (&%)
10. Policies > (From: Untrust, To: Trust) New: #ALLFHRZ, RJGHd OK:
Name: From Tokyo
Source Address: Tokyo_office
Destination Address: Trust LAN
Service: ANY

Action: Permit
Position at Top: GZEFE)




Cl(#=)

#O - XEfEE
set interface ethernet1 zone trust
set interface ethernet1 ip 192.168.10.1/24
set interface ethernet3 zone untrust
set interface ethernet3 ip 201.22.3.14/24
set interface tunnel.1 zone untrust

oA wN

. set interface tunnel.1 ip unnumbered interface ethernet3

ik

7. set address trust Trust LAN 192.168.10.0/24

8. set address untrust paris_office 172.16.5.0/24

VPN

9. setvpn tokyo paris manual 3020 3030 gateway 203.3.3.10 outgoing-interface ethernet3 esp 3des
password asdlk24234 auth sha-1 password PNas134a

10. set vpn tokyo paris bind interface tunnel.1

&

11. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 201.22.3.20

12. set vrouter trust-vr route 172.16.5.0/24 interface tunnel.1

R
13. set policy top name “To Paris” from trust to untrust Trust_LAN paris_office any permit

14. set policy top name “From Paris” from untrust to trust paris_office Trust LAN any permit
15. save




Cll (EZ)
#O - XEfEE
set interface ethernet1 zone trust
set interface ethernet1 ip 172.16.5.1/24
set interface ethernet1 nat
set interface ethernet3 zone untrust
set interface ethernet3 ip 203.3.3.10/24
set interface tunnel.1 zone untrust

No ok~ DN =

. set interface tunnel.1 ip unnumbered interface ethernet3

ik

8. set address trust Trust LAN 172.16.5.0/24

9. set address untrust tokyo_office 192.168.10.0/24

VPN

10. set vpn paris_tokyo manual 3030 3020 gateway 201.22.3.14 outgoing-interface ethernet3 esp 3des
password asdlk24234 auth sha-1 password PNas134a

11. set vpn paris_tokyo bind interface tunnel.1

fEgas

12. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 203.3.3.1

13. set vrouter trust-vr route 192.168.10.0/24 interface tunnel.1

R

14. set policy top name “To Tokyo” from trust to untrust Trust_LAN tokyo_office any permit
15. set policy top name “from Tokyo” from untrust to trust tokyo_ office Trust_LAN any permit
16. save
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o WEHM

o HEFTW
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WebUI ( 5 )

1. VPNs > AutoKey Advanced > Gateway > New: #ALLFH%, K5 Hd OK:
Gateway Name: To_Paris

Security Level: Custom
Remote Gateway Type:
Static IP Address: (i£#¢) , IP Address: 203.3.3.10

Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3

> Advanced: ¥ ALLFEgBE, A ¥t Return, R [E[FEA “M” i
B




Security Level: Custom
Phase 1 Proposal (For Custom Security Level):
pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
GIEFD
Outgoing Interface: ethernet3
> Advanced: FIALL T E, A5 Return, R[EIFEA “RC7 Hil
B
Security Level: Custom
Phase 1 Proposal (For Custom Security Level):
rsa-g2-3des-sha
Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG
2. VPNs > AutoKey IKE > New: #i AL FNZ, 2R)5HT OK:
VPN Name: Tokyo_Paris
Security Level: Compatible
Remote Gateway:
Predefined (&) , To_ Paris
> Advanced: I ALLT s E, R Hd Return, R[EA “H 3% HH
IKE” Ho'& il
Security Level: Compatible
Bind to Tunnel Interface: (i%£#%) , tunnel.1
Proxy-ID: (G£#%)
Local IP/Netmask: 192.168.10.0/24
Remote IP/Netmask: 172.16.5.0/24
Service: ANY




WebUI [ £3¢)

1.

VPNs > AutoKey Advanced > Gateway > New: #iALLFHZE, K5 Hdi OK:

2
=
o

B

GUE45)

Gateway Name: To_Tokyo
Security Level: Custom
Remote Gateway Type:

Static IP Address: (GEF#£) |, IP Address: 201.22.3.14

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3
> Advanced: A LLT mixE, AR5 Return, ik [FIIEA “R 0”7 i
L
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
pre-g2-3des-sha

Mode (Initiator): Main (ID Protection)

Outgoing Interface: ethernet3

> Advanced: #IALL & E, AJGHRT Return, R[FEHEA “RIC” BT
H L
Security Level: Custom

Phase 1 Proposal (For Custom Security Level) :
rsa-g2-3des-sha

Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG




2.  VPNs > AutoKey IKE > New: AL FHZE, K5 Hidi OK:
Name: Paris_Tokyo
Security Level: Custom

Remote Gateway:
Predefined (i%£#) , To_Tokyo
> Advanced: FIALLT mRiE, G54 Return, &[HIEA “ H 5% H
IKE” M i
Security Level: Compatible
Bind to Tunnel Interface: (IEF%) |, tunnel.1
Proxy-ID: (&%)
Local IP/Netmask: 172.16.5.0/24
Remote IP/Netmask: 192.168.10.0/24

Service: ANY

ClLl (#7)

TJs/\—_J‘ u.u%ﬁ

1. set ike gateway to_paris ip 203.3.3.10 main outgoing-interface ethernet3 preshare h1p8A24nG5 proposal
pre-g2-3des-sha

set vpn tokyo_paris gateway to_paris sec-level compatible

set vpn tokyo_paris bind interface tunnel.1

set vpn tokyo_paris proxy-id local-ip 192.168.10.0/24 remote-ip 172.16.5.0/24 any

save

o DN




IEH

set ike gateway to_paris ip 203.3.3.10 main outgoing-interface ethernet3 proposal rsa-g2-3des-sha
set ike gateway to_paris cert peer-ca 1’

set ike gateway to_paris cert peer-cert-type x509-sig

set vpn tokyo_paris gateway to_paris sec-level compatible

set vpn tokyo paris bind interface tunnel.1

set vpn tokyo_paris proxy-id local-ip 192.168.10.0/24 remote-ip 172.16.5.0/24 any
save

Cll (EZ)
=R
1. setike gateway to_tokyo ip 201.22.3.14 main outgoing-interface ethernet3 preshare h1p8A24nG5 proposal
pre-g2-3des-sha
set vpn paris_tokyo gateway to_tokyo sec-level compatible
set vpn paris_tokyo bind interface tunnel.1
set vpn paris_tokyo proxy-id local-ip 172.16.5.0/24 remote-ip 192.168.10.0/24 any
save

N ok~ DN =

o DN

IEH

set ike gateway to_tokyo ip 201.22.3.14 main outgoing-interface ethernet3 proposal rsa-g2-3des-sha
set ike gateway to_tokyo cert peer-ca 1’

set ike gateway to_tokyo cert peer-cert-type x509-sig

set vpn paris_tokyo gateway to_tokyo sec-level compatible

set vpn paris_tokyo bind interface tunnel.1

set vpn paris_tokyo proxy-id local-ip 172.16.5.0/24 remote-ip 192.168.10.0/24 any
save

N ok~ DN =

7. 71 £ CAIDS. BRHLCAKID S, ML N4 get pkix509 list ca-cert .
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WebUI (NetScreen A)

O -2 XEMBE
1. Network > Interfaces > Edit (¥ T ethernet1) : #IALL FAZ, R)5H 1 OK:
Zone Name: Trust

IP Address/Netmask: 10.10.10.1/24
2. Network > Interfaces > Edit (X} ethernet3) : #ALLFNZ, Rj5Hd: Apply:
Zone Name: Untrust
BIANLLNNEY, RIFHTE OK:
Obtain IP using DHCP: (GE£)

8.

T Phil j&2—AMAEH 7, EREREH —A> POP3 (1) SMTP 15Kk 2 /i, WZ5EdItatk HTTP. FTP o Telnet %3, X, NetScreen A miRelE i —ANBh
KA P RS SR AR BEA T OGRS . NetScreen A ST IMIESE, Ht A VHthiEE VPN liE 54 I 2F RS 2 R




3. Network > Interfaces > Tunnel IF New: #iALL A%, RJGHT OK:
Interface Name: tunnel.1

Zone: Untrust

Unnumbered: %)
Interface: ethernet3(Untrust)

AR
4. Objects > Users > Local > New: #IALLFNZ, 2R Hd OK:
User Name: pmason
Status: Enable
Authentication User: (£
User Password: Nd4syst4
Confirm Password: Nd4syst4

ikl

5. Objects > Addresses > List > New: #iALL FHNZ, S5 Hd OK:
Address Name: Trusted network

IP Address/Domain Name:
IP/Netmask:10.10.10.0/24
Zone: Trust

6. Objects > Addresses > List > New: fiiALLFH%E, AR5 %Hd OK:
Address Name: Mail Server

IP Address/Domain Name:
IP/Netmask: 203.10.30.5/32
Zone: Untrust




7. Objects > Services > Custom > New: #ALLFHNZE, AR5 Hdi OK:
Service Name: Ident

Service Timeout:

Use protocol default: (Z£#%)
Transport Protocol: TCP  (GE£8)
Source Port: Low 0, High 65535
Destination Port: Low 113, High 113
8. Objects > Services > Group > New: ¥ ALLNWZ, Bl FkS, RJEHT OK:
Group Name: Remote_Mail
LU T IRSS, REMH << #4141 “Available members” 2 H1#% )
F| “Group members” F2H1.
FTP
HTTP
MAIL
POP3
Telnet
Ident

VPN

9. VPNs > AutoKey Advanced > Gateway > New: #iALLF %, X5 i OK:
Gateway Name: To_Mail

Security Level: Custom
Remote Gateway Type:

Static IP Address: (iE#) , IP Address: 203.10.20.1




2
=
i

B

GUE45)

Preshared Key: h1p8A24nG5
Local ID: pmason@abc.com
Outgoing Interface: ethernet3

> Advanced: HIA THImERE, ARJEHT Return RFEA “H K" Bl
H
Security Level: Custom

Phase 1 Proposal (For Custom Security Level) :
pre-g2-3des-sha

Mode (Initiator): Aggressive

Local ID: pmason@abc.com
Outgoing Interface: ethernet3

> Advanced: A\ o ix'E, ARG Return IR [FIFEA “WIe” f
N

Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG




10. VPNs > AutoKey IKE > New: #HIALLFNZ, R)5HE OK:
VPN Name: branch_corp

Security Level: Compatible
Remote Gateway:
Predefined: GEF:) |, To_Phil

> Advanced: #iALL RS E, K5 M S Return iz [FIJEA
“Hzh=H IKE” il E 1

Bind To: Tunnel Interface: (GE£f) |, tunnel.1
Proxy-ID: C(iE#)
Local IP/Netmask: 10.10.10.0/24
Remote IP/Netmask: 203.10.30.5/32
Service: Remote_Mail
fggas
11. Network > Routing > Routing Table > trust-vr New: #iALL FH%, K5 Hd OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (EF)
Interface: ethernet3(Untrust)
Gateway IP Address: 0.0.0.0°

9. ISP it DHCP 3hA&RALR 5 IP Hudl.




12. Network > Routing > Routing Table > trust-vr New: #iALL FH%, K5 Hd OK:
Network Address/Netmask: 203.10.30.5/32

Gateway: (EF)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0

R
13. Policies > ( From: Trust, To: Untrust) New: #iALLFA%, AR5 5 OK:
Source Address:
Address Book: (i%#¢) , Trusted network
Destination Address:
Address Book: (i£#%) , Mail Server
Service: Remote Mail
Action: Permit
Position at Top: GZEFE)
14. Policies > ( From: Untrust, To: Trust) New: #HALL FH%Z, X5 Hd OK:
Source Address:
Address Book: (i£#%) , Mail Server
Destination Address:
Address Book: (iE#f) , Trusted network
Service: Remote_Mail
Action: Permit

Position at Top: GZEFE)




WebUI (NetScreen B)

EO-22XEK

1. Network > Interfaces > Edit (X} T ethernet2) : #IALLFNZ, SRJ5HT OK:
Zone Name: DMZ
IP Address/Netmask: 203.10.30.1/24

2. Network > Interfaces > Edit (%} T ethernet3) : WAL F A%, AREHd OK:
Zone Name: Untrust
IP Address: 203.10.20.1/24

3. Network > Interfaces > Tunnel IF New: i ALL A%, ARG Hd OK:
Tunnel Interface Name: tunnel.1
Zone: DMZ

Unnumbered: GE£)
Interface: ethernet2(DMZ)

ik
4. Objects > Addresses > List > New: i ALL %, SR)5#d0 OK:
Address Name: Mail Server
IP Address/Domain Name:
IP/Netmask: 203.10.30.5/32
Zone: DMZ




5. Objects > Addresses > List > New: i ALL FH%, K5 OK:
Address Name: branch office
IP Address/Domain Name:
IP/Netmask: 10.10.10.0/24
Zone: Untrust

6. Objects > Services > Custom > New: HALITFA%, AR5 Hd: OK:
Service Name: Ident

Service Timeout:

Use protocol default:  (GEF)
Transport Protocol: TCP  (GE£%)
Source Port: Low 0, High 65535
Destination Port: Low 113, High 113
7. Objects > Services > Group > New: HIALLNHAZ, B1TELFRS, AR5 5T OK:
Group Name: Remote_Mail

IEFELL N RS, R << 48K e “Available members” 141 3)) 2]
“Group members” £4r.

Ident
MAIL
POP3




VPN

8. VPNs > AutoKey Advanced > Gateway > New: #iALLFA%Z, K5 5d OK:
Gateway Name: to_branch1
Security Level: Custom
Remote Gateway Type:

Dynamic IP Address: (i%F¢) , Peer ID: pmason@abc.com

(PFL== 3D
Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3
> éﬂd%anced: BINTAE g E, ARG Hd Return R [FIJEA “ ¢ i
H
Security Level: Custom
Phase 1 Proposal (For Custom Security Level):
pre-g2-3des-sha
Mode (Initiator): Aggressive
GIEFD

Outgoing Interface: ethernet3
> Advanced: A THImERE, ARJEHDT Return RFEA “HK” Bl
H O
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG




9. VPNs > AutoKey IKE > New: HiALL A%, SR HRT OK:
VPN Name: corp_branch
Security Level: Compatible
Remote Gateway:
Predefined: (3£ |, To_branch

> Advanced: it A LUK 2 E, A5 i Return iR [RI3LA “ 1 Z) % P
IKE” Hc & 5l

Bind To: Tunnel Interface: (i£#%) , tunnel.1
Proxy-ID: C(GE#)

Local IP/Netmask: 203.10.30.5/32

Remote IP/Netmask: 10.10.10.0/24

Service: Remote_Mail

&
10. Network > Routing > Routing Table > trust-vr New: #iALLF %, R)5Hid OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (EF)
Interface: ethernet3(untrust)
Gateway IP Address: (G%F) |, 203.10.20.2
11. Network > Routing > Routing Table > trust-vr New: AL FHN%, K5 Hd OK:
Network Address/Netmask: 10.10.10.0/24
Gateway: (EF)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0




i
12. Policies > ( From: DMZ, To: Untrust) New: #ALL NN %, X5 Hdi OK:

Source Address:

Address Book: (i£Ff) , Mail Server
Destination Address:

Address Book: (iE#) , branch office
Service: Remote_Mail
Action: Permit
Position at Top: GZEFE)
13. Policies > ( From: Untrust, To: DMZ) New: #iALL NN %, R Hd OK:
Source Address:

Address Book: (i%&#¢) , branch office
Destination Address:

Address Book: (i£Ff) , Mail Server
Service: Remote_Mail
Action: Permit

Position at Top: (&%)




CLI (NetScreen A)

EO - & XEfBE

1. setinterface ethernet1 zone trust

2. setinterface ethernet1ip 10.10.10.1/24

3. setinterface ethernet3 zone untrust

4. setinterface ethernet3 dhcp

5. set dhcp client server 201.2.3.1

6. setinterface tunnel.1 zone untrust

7. setinterface tunnel.1 ip unnumbered interface ethernet3
A
8.

s

H

set user pmason password Nd4syst4

ikl

9. setaddress trust “trusted network” 10.10.10.0/24
10. set address untrust “mail server” 203.10.30.5/32
AR 55

11. set service ident protocol tcp src-port 0-65535 dst-port 113-113
12. set group service remote_mail

13. set group service remote_mail add http

14. set group service remote_mail add ftp

15. set group service remote_mail add telnet

16. set group service remote_mail add ident

17. set group service remote_mail add mail

18. set group service remote_mail add pop3




VPN

19. HUL -

set ike gateway to_mail ip 203.10.20.1 aggressive outgoing-interface ethernet3 local-id
pmason@abc.com preshare h1p8A24nG5 proposal pre-g2-3des-sha-1

set vpn branch_corp gateway to_mail tunnel proposal nopfs-esp-3des-sha
set vpn branch_corp bind interface tunnel.1
set vpn branch_corp proxy-id local-ip 10.10.10.0/24 remote-ip 203.10.30.5/32 remote_mail
()
E 45
set ike gateway to_mail ip 203.10.20.1 aggressive outgoing-interface ethernet3 local-id
pmason@abc.com proposal rsa-g2-3des-sha

set ike gateway to_mail cert peer-ca 1'°

set ike gateway to_mail cert peer-cert-type x509-sig

set vpn branch_corp gateway to_mail tunnel proposal nopfs-esp-3des-sha

set vpn branch_corp bind interface tunnel.1

set vpn branch_corp proxy-id local-ip 10.10.10.0/24 remote-ip 203.10.30.5/32 remote_mail

%

20. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3""
21. set vrouter trust-vr route 203.10.30.5/32 interface tunnel.1

10. #0715 CAID 5. ZRILCAID 5, LI T 44 get pkix509 list ca-cert.
11. ISP it DHCP Zha42 itk ¢ 1P Hutik, PRIAREAEIbAL TR E -




R

22. set policy top from trust to untrust “trusted network” “mail server” remote_mail permit auth server Local user
pmason

23. set policy top from untrust to trust “mail server” “trusted network” remote_mail permit

24. save

CLI (NetScreen B)

EO-=22XE

set interface ethernet2 zone dmz

set interface ethernet2 ip 203.10.30.1/24

set interface ethernet3 zone untrust

set interface ethernet3 ip 203.10.20.1/24

set interface tunnel.1 zone dmz

. set interface tunnel.1 ip unnumbered interface ethernet2

skl

7. set address dmz “mail server” 203.10.30.5/32
8. set address untrust “branch office” 10.10.10.0/24

AR5

9. set service ident protocol tcp src-port 0-65535 dst-port 113-113
10. set group service remote_mail

11. set group service remote_mail add ident

12. set group service remote_mail add mail
13. set group service remote_mail add pop3

o oA wN




VPN

14, HULHH:

set ike gateway to_branch dynamic pmason@abc.com aggressive outgoing-interface ethernet3
preshare h1p8A24nG5 proposal pre-g2-3des-sha

set vpn corp_branch gateway to_branch tunnel proposal nopfs-esp-3des-sha

set vpn to_branch bind interface tunnel.1

set vpn to_branch proxy-id local-ip 203.10.30.5/32 remote-ip 10.10.10.0/24 remote_mail
(8
UE5:

set ike gateway to_branch dynamic pmason@abc.com aggressive outgoing-interface ethernet3

proposal rsa-g2-3des-sha

set ike gateway to_branch cert peer-ca 1'?

set ike gateway to_branch cert peer-cert-type x509-sig

set vpn corp_branch gateway to_branch tunnel proposal nopfs-esp-3des-sha

set vpn to_branch bind interface tunnel.1

set vpn to_branch proxy-id local-ip 203.10.30.5/32 remote-ip 10.10.10.0/24 remote_mail

fEgas

15. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 203.10.20.2
16. set vrouter trust-vr route 10.10.10.0/24 interface tunnel.1

R

17. set policy top from dmz to untrust “mail server” “branch office” remote_mail permit
18. set policy top from untrust to dmz “branch office”
19. save

mail server’ remote_mail permit

12. 5714 CAID 5. ZERILCARID S, HMHHLL N4 : get pkix509 list ca-cert .




¥ =% LAN B9 VPN, ZhS3EAH
NetScreen %7t £F VPN $k5%4:. n] LAHERA IP Hibikfid % NetScreen 24=M 2%, MIififxE 4 NetScreen-Remote
& P e HAA B4 1P bk 3 NetScreen #4511 IPSec il iE 224>

A2y VPN 05 H P e B R TSRS 1 VPN il T4k S BN A NS )7 % 5", ) T S B TR 1 VPN,
F TR 5 S A 45 % 7 iy o] SCRFREAD LI IP Huhil (NetScreen-Remote 130 5F) PRIk nl 33 41 5 1073 1 2 111G
B B R (B R A H o IXFE AAVFECE NetScreen 445 FIi% A &5 7 2 [a) 36 T-8% i (1) VPN 3iiE .

TR RIS E i HIA i IP AL 2 g AL 4F, 52 LAN (195)8X%1 577 %5 LAN 2] LAN 285X/ 77 )L -F—FF

13, RGBT I R R e, E SRR P ik




Seffl: ET AL SE LAN 89 VPN, #hiSxE7

FEABIF, VPN JHIE Y NetScreen-Remote J5 [ ) H 7' 22 45184 31 NetScreen ¥ £ 11 Untrust X Btdz 1, DALERYT
DMZ X B h Bk 45 2% . Untrust X B3 11 HAG#A IP #ilik., NetScreen-Remote & J7' i A — B &4 BL R 4
HEIP M — AN GERD I ES IP Hilik. NetScreen % £ 157 B 51 DA Z0 158 X AN Hhl,  DUMEREE A1 0
F| Untrust B RE S, TRk BiZ M hE @R &1 5. NetScreen-Remote % /7 i dE 7l i, i o) il
FAT— Sty ot

NetScreen ¥4 1 T X BLARTE trust-vr % disirp .

R Phil NCE AN ‘
NetScreen-Remote Untrust [X & NV IMA =
eth3, 203.10.20.1/24 DMZ X &
SMTP ¥ 203.10.20.2 eth2, 203.10.30.1/24
15K , ‘ ‘ e W11 25 2%
P ‘ 203.10.30.5
i ‘ T } | 4/
\ (--— ENT
VPN i i TR
5 K .
SIBCEE AN
/ Tunnel.1
WS 1P Mk SN 1P Hudl: Untrust DMZ
10.10.10.1 A& X B X B

FEAG A, Phil 522 &) /9 sk 1 BB 2E IR 55 S EUEAb K HE IR E o At SR REAOE,  WB A AR 55 2 R e XA R4 TIAIE
JH L R fth A 3% — 4% IDENT 18K .

MR N A7 NetScreen EFE i ymit 57 (TCP, 4l 113) 5l 7 iE#IIKSS > Ff-H B E TN FMs, T
AW AWEFA 10.10.10.1 /1f, HETFIRZ 754 G AL E K& IDENT 155




W22 h1p8A24nG5. Al e A2 5 ¥ # L3k 1T Verisign & AT 11 RSA -5, Jf H NetScreen-Remote I
(1) A Mo AiE 540 %5 U-FQDN pm@netscreen.com. (47 <3 BRI AE 15 /45 B, WS W% 29 W L “Uf B
CRL” . ) X “BrBe 17 il “BirBe 27 22ginl, e “BrEc 1”7 380 O WIL AT pre-g2-3des-sha,
UE5 4 rsa-g2-3des-sha) FExF “BhBL 27 EEHiE LY “Compatible” $EX4E.

WebUI

O - R XEMBE

1. Network > Interfaces > Edit (X} 7" ethernet2) : BiALL FH%, AR5 Hd OK:
Zone Name: DMZ
IP Address/Netmask: 203.10.30.1/24

2. Network > Interfaces > Edit (X} T* ethernet3) : ¥ ALLFHNZ, RJ5Hd OK:
Zone Name: Untrust
IP Address/Netmask: 203.10.20.1/24

3. Network > Interfaces > Tunnel IF New: #iALLFHZ, K55S OK:
Interface Name: tunnel.1

Zone: DMZ

Unnumbered: (&%)
Interface: ethernet2(DMZ)

ik

4. Objects > Addresses > List > New: AL FHZ, AR5 Hd OK:
Address Name: Mail Server
IP Address/Domain Name:

IP/Netmask: 203.10.30.5/32
Zone: DMZ




5. Objects > Addresses > List > New: i ALL FHZ, K5 OK:
Address Name: Phil
IP Address/Domain Name:
IP/Netmask: 10.10.10.1/32
Zone: Untrust

AR 55

6. Objects > Services > Custom > New: HALL FHZ, SRJ5Hd OK:
Service Name: Ident
Service Timeout:

Use protocol default: GEF)
Transport Protocol: TCP  (GE#%)
Source Port: Low 0, High 65535
Destination Port: Low 113, High 113
7. Objects > Services > Group > New: ¥ ALLTFNZ, #aILLNIkS, AR5 Hd4 OK:
Group Name: Remote_Mail

Group Members << Available Members:

Ident
MAIL
POP3




VPN
8.

VPNs > AutoKey Advanced > Gateway > New: #iALLFHZE, K5 Hdi OK:

2
=
o

B

GUE45)

Gateway Name: To_Phil
Security Level: Custom
Remote Gateway Type:

Dynamic IP Address: (i£Ff) , Peer ID: pm@netscreen.com

Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3

> Advanced: HIALL N ERKE, R)5H 4 Return, R[B[FEA “WIe” fid
B

Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
pre-g2-3des-sha

Mode (Initiator): Aggressive

Outgoing Interface: ethernet3

> Advanced: FiALLNEZRRE, AR5 Hd: Return, RP[FEA “RI” i
H L

Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
rsa-g2-3des-sha

Mode (Initiator): Aggressive




Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
9. VPNs > AutoKey IKE > New: HiALL A%, SRJEHRT OK:
VPN Name: corp_Phil
Security Level: Compatible

Remote Gateway:
Predefined: (I&#%) , To_Phil

> Advanced: i ALLF & s, KRG Hid Return, R[FEA “H5%H
IKE” P& i:

Bind To: Tunnel Interface: (i£#%) , tunnel.1
Proxy-ID: C(E#)

Local IP/Netmask: 203.10.30.5/32

Remote IP/Netmask: 10.10.10.1/32

Service: Remote_Mail
B FH
10. Network > Routing > Routing Table > trust-vr New: #iALLTF A%, X5 Hdi OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (iE#%)
Interface: ethernet3(untrust)

Gateway |IP Address: 203.10.20.2




11. Network > Routing > Routing Table > trust-vr New: #iALL FH%, K5 Hd OK:
Network Address/Netmask: 10.10.10.1/32
Gateway: (i£#%)
Interface: tunnel.1(untrust)
Gateway IP Address: 0.0.0.0

R Mg

12. Policies > (From: Untrust, To: DMZ) > New: #iALLFHZE, K5 OK:
Source Address:
Address Book: (i) , Phil
Destination Address:
Address Book: (i£#%) , Mail Server
Service: Remote_Mail
Action: Permit
Position at Top: (&%)
13. Policies > (From: DMZ, To: Untrust) > New: #iALL N, RJGHid OK:
Source Address:

Address Book: (i£Ff) , Mail Server
Destination Address:

Address Book: (iE#:) , Phil
Service: Remote Mail
Action: Permit

Position at Top: (&%)




CLI

EO - & XEfBE

set interface ethernet2 zone dmz

set interface ethernet2 ip 203.10.30.1/24

set interface ethernet3 zone untrust

set interface ethernet3 ip 203.10.20.1/24

set interface tunnel.1 zone dmz

set interface tunnel.1 ip unnumbered interface ethernet2

o gk N =

skl

7. set address dmz “mail server” 203.10.30.5/32
8. set address untrust phil 10.10.10.1/32

AR5

9. set service ident protocol tcp src-port 0-65535 dst-port 113-113
10. set group service remote_mail

11. set group service remote_mail add ident

12. set group service remote_mail add mail
13. set group service remote_mail add pop3

VPN

14, FULE2H.

set ike gateway to_phil dynamic pm@netscreen.com aggressive outgoing-interface ethernet3
preshare h1p8A24nG5 proposal pre-g2-3des-sha

set vpn corp_phil gateway to_phil sec-level compatible
set vpn to_branch bind interface tunnel.1
set vpn to_branch proxy-id local-ip 203.10.30.5/32 remote-ip 10.10.10.1/32 remote_mail




(5O
UE5:
set ike gateway to_phil dynamic pm@netscreen.com aggressive outgoing-interface ethernet3
proposal rsa-g2-3des-sha
set ike gateway to_phil cert peer-ca 1"
set ike gateway to_phil cert peer-cert-type x509-sig
set vpn corp_phil gateway to_phil sec-level compatible
set vpn to_branch bind interface tunnel.1
set vpn to_branch proxy-id local-ip 203.10.30.5/32 remote-ip 10.10.10.1/32 remote_mail

fEgas
15. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 203.10.20.2
16. set vrouter trust-vr route 10.10.10.1/32 interface tunnel.1

R Mg

17. set policy top from dmz to untrust “mail server” phil remote_mail permit
18. set policy top from untrust to dmz phil “mail server” remote_mail permit
19. save

14, 712 CAID 5. ETHCARID S, HMHHLI N4 : get pkix509 list ca-cert .




NetScreen-Remote

1

2
3.
4

8.

#¥.11; Options > Global Policy Settings, %" Allow to Specify Internal Network Address 14 .
Options > Secure > Specified Connections .
.75 Add a new connection %4, 7r HELRHTIERE B AR5 8 Mail .
e 3 e e T
Connection Security: Secure
Remote Party ID Type: IP Address
IP Address: 203.10.30.5

Connect using Secure Gateway Tunnel: (E#)
ID Type: IP Address; 203.10.20.1

Bk unix BIFRZEEINS “+7 , REIFERSREE
H.7f; Security Policy Eltr, #X)5ik4¥ Aggressive Mode .
Hfy My Identity, FF3UAT N YIAE— 4 4F:
¥ii1; Pre-shared Key > Enter Key: ## A\ h1p8A24nG5, RJ5 il OK.
Internal Network IP Address: 10.10.10.1
ID Type: E-mail Address; pm@netscreen.com
%

M Select Certificate " fu41&m, det & i 7 lip ¢ bt
“pm@netscreen.com” L1,

Internal Network IP Address: 10.10.10.1
ID Type: E-mail Address; pm@netscreen.com

.5 Security Policy BIAR 2214 “+” , 4R J5 #1117 Authentication (Phase 1) 1 Key Exchange (Phase 2)
KA “47 , D RITIRIL




10.

11.

12.

13.

14.

H#.i5 Authentication (Phase 1) > Proposal 1: £ 51 “In&” Al “Hflisc B 5ik” .
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
.1 Key Exchange (Phase 2) > Proposal 1: £ UL T IPSec 1hii:
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Tunnel
.7 Key Exchange (Phase 2) > Create New Proposal: %£#%LL T~ IPSec #pi¥:

Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: Triple DES

Hash Alg: MD5

Encapsulation: Tunnel

¥.i1; Key Exchange (Phase 2) > Create New Proposal: %L1~ IPSec ti3:

Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Tunnel

#¥.i; Key Exchange (Phase 2) > Create New Proposal: % UL~ IPSec ti¥:
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: DES
Hash Alg: MD5
Encapsulation: Tunnel

il Save %4 .




£ EE VPN

R BN EEPIAE NetScreen WA ALZ4 111 VPN i, Wnf s — X8 d, 1XFE, NetScreen Bkt s | it & &I
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sefil: EFE£3 VPN

FEABI TR, ZR UM ALK P Fp st 2 (a3l —xf VPN GIE VPN A1 VPN2 BEATIAE o G Ak a0 T e feut i,
T AL MANEEE . A7 T3k 25 ) NetScreen % 45| S S AN lE, miEAY —#iE.
EWIE A S Sy R, T AR SB[ —IX B (Untrust Zone) H1'°, [Fit, Wit ZEF X BB ZE, 7T
bk 25 ) NetScreen i gk i Ar gk, AN kAT SRS A 4k .

B IEIEYL e RIEIER 1 tunnel.1 Fl tunnel.2, & ¥ TS5 .. XPNEEMH “Ba%H IKE”, JEaE L%,
iﬁ%% BB 1 IR B 2 #2148 “ Compatible” fTE 22425 # Untrust X BL4E € ) untrust-vr. Untrust [X B 4%
14 ethernet3.
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WebUI
22 & [X B FARE $OA % FH 2%

1.

2.

3.

Network > Interfaces > Edit (%} T ethernet3) : A LL NN, RJ5HT OK:
IP Address/Netmask: 0.0.0.0/0

Manage IP: 0.0.0.0

Network > Interfaces > Edit (%} T ethernet3) : #ALL NN, RJ5HT OK:
Zone Name: Null

Network > Zones > Edit (¥} T Untrust) : ®IALL RN, RJEHT OK:
Virtual Router Name: untrust-vr

Block Intra-Zone Traffic: (J5[%)

#O - XEf@ia

4.

Network > Interfaces > Edit (X} ethernet3) : #ALL RN, SRJ5HT OK:
Zone Name: Untrust

IP Address/Netmask: 123.1.1.1/24

Network > Interfaces > Tunnel IF New: #iALLTFH%, K55 T OK:
Interface Name: tunnel.1

Unnumbered: %)
Interface: ethernet3(Untrust)

Network > Interfaces > Tunnel IF New: #iALL FA%, X5 5T OK:
Interface Name: tunnel.2

Unnumbered: (iE£#)
Interface: ethernet3(untrust)




RRDHELE VPN
7. VPNs > AutoKey IKE > New: HiALL A%, SRJ5HRT OK:
VPN Name: VPN1
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: (i£#%)
Gateway Name: Tokyo
Type: Static IP:  (iE#) , IP Address: 110.1.1.1
Preshared Key: netscreen1
Security Level: Compatible
Outgoing Interface: ethernet3
> Advanced: AL AR E, AR5 HRE Return, R[IEA “[H 3%
IKE” Ho & il
Proxy-ID: G&$%) *°
Local IP/Netmask: 10.0.0.0/8
Remote IP/Netmask: 10.10.1.0/24

Service: ANY

16. 7F NetScreen &£ AL E VPN @i, DMRY AT AIEERIpFAbN, WEHITLL T2 —:
GEF Bl VPND i+ Proxy-ID £i%HE, Jf% Local IP/Netmask %i A 10.10.1.0/24 (% 50) F1 10.20.1.0/24 (E2%¢) , “yRemote IP/Netmask %A

10.0.0.0/8.
CHET-5mE 1 VPND 7E Trust XBGMiEA 10 10.10.1.0/24 (450 F110.20.1.0/24 (1258 Api—AN4H, 7E Untrust X B kA4 10.0.0.0/8 L1 5)

S H L IFAERE VPN GEIE 5 B Gt sl 1SR rh R S kAR U5 H ARk o




E227r5=40R9 VPN
8. VPNs > AutoKey IKE > New: HiALL A%, SRJEHRT OK:
VPN Name: VPN2
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: (i£#%)
Gateway Name: Paris
Type: Static IP: (iE#) , IP Address: 220.2.2.2
Preshared Key: netscreen2
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: i ALLF s, KRG i Return, R[FEA “H5%4H
IKE” P& i:

Proxy-ID: C(GE$)

Local IP/Netmask: 10.0.0.0/8
Remote IP/Netmask: 10.20.1.0/24
Service: ANY

figss
9. Network > Routing > Routing Table > untrust-vr New: #ALLTF A%, A5 OK:
Network Address/Netmask: 10.10.1.0/24

Gateway: (iE#%)
Interface: tunnel.1(untrust-vr)

Gateway IP Address: 0.0.0.0




10. Network > Routing > Routing Table > untrust-vr New: i ALLFHA%, AR5 Hd OK:
Network Address/Netmask: 10.20.1.0/24

Gateway: (i£#%)
Interface: tunnel.2(untrust-vr)
Gateway IP Address: 0.0.0.0
11. Network > Routing > Routing Table > untrust-vr New: AL A%, R5Hd OK:
Virtual Router Name: untrust_vr
Network Address: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3(untrust-vr)
Gateway IP Address: 123.1.1.2




CLI

& XEFERIE RS

1. unset interface ethernet3 ip

2. unset interface ethernet3 zone

3. set zone untrust vrouter untrust-vr
4. unset zone untrust block

O - XEf@E

set interface ethernet3 zone untrust

set interface ethernet3 ip 123.1.1.1/24

set interface tunnel.1 zone untrust

set interface tunnel.1 ip unnumbered interface ethernet3

9. setinterface tunnel.2 zone untrust
10. set interface tunnel.2 ip unnumbered interface ethernet3

RRMDHELE VPN

11. set ike gateway Tokyo ip 110.1.1.1 outgoing-interface ethernet3 preshare netscreen1 sec-level compatible
12. set vpn VPN1 gateway Tokyo sec-level compatible

13. set vpn VPN1 bind interface tunnel.1

14. set vpn VPN1 proxy-id local-ip 10.0.0.0/8 remote-ip 10.10.1.0/24 any'’

© N O O

17. 7F NetScreen ¥+ FICHE VPN i@, CRYARFILEIpFALRS, EHATLL N EEL —:
(T i VPN) #i AL F1r4: set vpn VPN1 proxy-id local-ip 10.10.1.0/24 remote-ip 10.0.0.0/8 (Z<17) A1 set vpn VPN1 proxy-id local-ip
10.20.1.0/24 remote-ip 10.0.0.0/8 (%) .
GETHmE) VPN) 7 Trust X BtiliEA 2 10.10.1.0/24 (ZR50) F110.20.1.0/24 (2 Ep—AN%H, 7F Untrust X Bt A 25 10.0.0.0/8 4E k7
S5 H, JETER VPN G 5 20k SR SRS b, KX etk 950 H ARtk .




E227r5=40R9 VPN

15. set ike gateway Paris ip 220.2.2.2 outgoing-interface ethernet3 preshare netscreen2 sec-level compatible
16. set vpn VPN2 gateway Paris sec-level compatible

17. set vpn VPN2 bind interface tunnel.2

18. set vpn VPN2 proxy-id local-ip 10.0.0.0/8 remote-ip 10.20.1.0/24 any

B

19. set vrouter untrust-vr route 10.10.1.0/24 interface tunnel.1

20. set vrouter untrust-vr route 10.20.1.0/24 interface tunnel.2

21. set vrouter untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 123.1.1.2

22. save




&5 X1 & 89 VPN
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FATH VPN LA A

AIORFFTT A VPN 5. B, JEuh 5 A AT g by, DUOREERES)E 135 By Cy D..,
B A R ar—A VPN G3E . il e 3 n) Al I e %2+~ VPN JB3E 1) NetScreen-5XP i)™, wI W
LRI, BEE e VPN &AL 6.
AT 50 £ R L R i S A A R il ASCTRD 1Y) VPN e

— AlAEH AL HTTP W s 5 A Wi 25 5 B, B RVHMT RIS A 5 B W3k A A,

— ARG T A KRERL C, HIELERIT C MR ERNE A,

—  SOUF A BIREE EHUEREEA D N4, 1 SF D AR ENLER: A ZEIASTE L.
A7 T H o BE A A R B B2 A S AP R UG T BT I I 4 1 S i . AEREAN RIS, A, A — AN e,
g1 3T ekt 2 VPN, Bk M4t #ii: set policy top from trust to untrust any any any
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WebUI
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1.

Network > Interfaces > Edit (X} T ethernet3) : #iALL FNZ, AR5 H T OK:
IP Address/Netmask: 0.0.0.0/0

Manage IP: 0.0.0.0

Network > Interfaces > Edit (X} T ethernet3) : AL FNZ, ARG8T OK:
Zone Name: Null

Network > Zones > Edit (X%} Untrust) : #ALLFNZ, AR50 OK:
Virtual Router Name: untrust-vr
Block Intra-Zone Traffic: (GGEF¢)

Network > Zones > New: i AL FN%, RjEHd OK:
Zone Name: X1

Virtual Router Name: trust-vr

Block Intra-Zone Traffic: (GGEF¢)

Network > Zones > New: i AL FNZ, RjEHd OK:
Name: X2

Virtual Router Name: trust-vr
Block Intra-Zone Traffic: (GEF¢)




[ - Untrust X EE 0@ 8
6. Network > Interfaces > Edit (%] T ethernet3) : #IALL FAZ, R)5Hd OK:
Zone Name: Untrust

IP Address/Netmask: 123.1.1.1/24
7. Network > Interfaces > Tunnel IF New: #iALLNHZE, SRi5 %t OK:
Interface Name: tunnel.1
Zone: X1
Fixed IP:  G&EH)
IP Address/Netmask: 10.10.1.2/24
8. Network > Interfaces > Tunnel IF New: #i AL NN %, AR5 Hdi OK:
Interface Name: tunnel.2
Zone: X2

Fixed IP:  (i%&F)
IP Address/Netmask: 10.20.1.2/24




FRMPELR VPN

9. VPNs > AutoKey IKE > New: HiALLFHZ, SRR T OK:
VPN Name: VPN1
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: (iE#%)
Gateway Name: Tokyo

Type: Static IP:  (EF) . IP Address: 110.1.1.1
Preshared Key: netscreen1
Outgoing Interface: ethernet3

> Advanced: A LLF @, KA H S Return, RPFEA “H3% 8
IKE” P& i:

Proxy-ID: G&$%) *°

Local IP/Netmask: 10.20.1.0/24
Remote IP/Netmask: 10.10.1.0/24
Service: ANY

19. 1£ NetScreen ¥ & FiCE VPN 1, VAR AR R AL FAL T, EHAT UL FEEZ —:
(FEFH K VPN) 3%+ Enable Proxy-ID &iEAE, Ji4 “AHIP” 1 “MKHEL” A 10.10.1.0/24 (AR50 F110.20.1.0/24 (W%, J “iifE IP”
PR HERS” FIN 10.20.1.0/24 (AR50 A1 10.10.1.0/24 (15D . CRETHRIEM VPND 7E Trust X Bl A 2E /% 10.10.1.0/24 (AR50 F110.20.1.0/24
(A 194 H, 1F Untrust X Beiihlb AL R 10.20.1.0/24  (ZR50) F110.10.1.0/24 (U2 (K4 H o KX Ll VR SE0E ch (V5 UF0 H bttt 5 ng
VPN Gl iE 5 | 2 el .




E227r5=40R9 VPN
10. VPNs > AutoKey IKE > New: f#ii ALLFNZE, 2R)5 54 OK:
VPN Name: VPN2
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: (i£#%)
Gateway Name: Paris
Type: Static IP:  (iE#) , IP Address: 220.2.2.2
Preshared Key: netscreen2
Outgoing Interface: ethernet3

> Advanced: A LLF @, KA H S Return, RPFEA “H3% 8
IKE” P& i:

Proxy-ID: C(iE#)

Local IP/Netmask: 10.10.1.0/24
Remote IP/Netmask: 10.20.1.0/24
Service: ANY




fggzs
11. Network > Routing > Routing Table > trust-vr New: AL FH%, A5 Hd OK:
Network Address/Netmask: 0.0.0.0/0
Next Hop Virtual Router Name: (i%#%) , untrust-vr
12. Network > Routing > Routing Table > untrust-vr New: AL FHAZ, AR5 Hd OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (EF)
Interface: ethernet3(untrust-vr)
Gateway IP Address: 123.1.1.2
ik
13. Objects > Addresses > List > New: #iALLFHZE, )51 OK:
Address Name: Tokyo LAN
IP Address/Domain Name:
IP/Netmask: 10.10.1.0/24
Zone: X1
14. Objects > Addresses > List > New: #iALLFHNZ, SRj5Hd; OK:
Address Name: Paris LAN
IP Address/Domain Name:
IP/Netmask: 10.20.1.0/24
Zone: X2




i
15. Policy (From: X1, To: X2) > New: #ALL FH%Z, K5 Hd OK:

Source Address:

Address Book: (i£Ff) |, Tokyo LAN
Destination Address:

Address Book: (iE#) , Paris LAN
Service: ANY
Action: Permit
Position at Top: GZEFE)
16. Policy (From: X2, To: X1) > New: HALLFH%Z, K5 Hd OK:
Source Address:

Address Book: (&%) , Paris LAN
Destination Address:

Address Book: (i£F¢) |, Tokyo LAN
Service: ANY

Action: Permit
Position at Top: (&%)




ClLI
& X Eg FAE LIRS H 28

unset interface ethernet3 ip

unset interface ethernet3 zone
set zone untrust vrouter untrust-vr
set zone untrust block

set zone name X1

set zone x1 vrouter trust-vr

set zone x1 block

set zone name x2

set zone x2 vrouter trust-vr

0. set zone x2 block

0 - Untrust X % F0i@E

11. set interface ethernet3 zone untrust
12. set interface ethernet3 ip 123.1.1.1/24
13. set interface tunnel.1 zone x1

14. set interface tunnel.1ip 10.10.1.2/24
15. set interface tunnel.2 zone x2

16. set interface tunnel.2 ip 10.20.1.2/24

= © o N ok wh=




RRDHELE VPN

17. set ike gateway Tokyo ip 110.1.1.1 outgoing-interface ethernet3 preshare netscreen1 sec-level compatible
18. set vpn VPN1 gateway Tokyo sec-level compatible

19. set vpn VPN1 bind interface tunnel.1

20. set vpn VPN1 proxy-id local-ip 10.20.1.0/24 remote-ip 10.10.1.0/24 any®

EZmEALRY VPN

21. set ike gateway Paris ip 220.2.2.2 outgoing-interface ethernet3 preshare netscreen2 sec-level compatible
22. set vpn VPN2 gateway Paris sec-level compatible

23. set vpn VPN2 bind interface tunnel.2

24. set vpn VPN2 proxy-id local-ip 10.10.1.0/24 remote-ip 10.20.1.0/24 any

&

25. set vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr

26. set vrouter untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 123.1.1.2

ik
27. set address x1 “Tokyo LAN” 10.10.1.0/24
28. set address x2 “Tokyo LAN” 10.20.1.0/24

R

29. set policy top from x1 to x2 “Tokyo LAN” “Paris LAN” any permit’’
30. set policy top from x2 to x1 “Paris LAN” “Tokyo LAN” any permit
31. save

20. 7t NetScreen # 4 FIi'E VPN JlIE, LMY R sOR A AN, TEPATLL F M2 —:
(FEFH B VPN) AL F1r4: set vpn VPN1 proxy-id local-ip 10.20.1.0/24 remote-ip 10.10.1.0/24 (%43{) #1l set vpn VPN1 proxy-id local-ip
10.10.1.0/24 remote-ip 10.20.1.0/24 (2%),
(ETSEIR ) VPN) 7F Trust X Betihib A A= gk 10.10.1.0/24 (50 1 10.20.1.0/24 (2 4 H, 1F Untrust X el A4 &% 10.20.1.0/24 (K50
F110.10.1.0/24 (FEED [ H . KXl hhhb H/E S0 s F98R H btttk XSk VPN IG5 | FH 30 A0l 15

21. WAMLLRWE  GhFEiEs e NAT R, BrE B B « Warning: Some interfaces in the <zone_name> zone are in NAT mode. Traffic might
not pass through them!
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- Trust #2 1 (ethernet1): 192.168.10.1/24 - Trust %2 1 (ethernet1): 172.16.5.1/24
- Untrust #2111 (ethernet3): 201.22.3.14/24 - Untrust #2111 (ethernet3): 203.3.3.10/24
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WebUI ( 5 )

EO-22XE

1. Network > Interfaces > Edit (%1 ethernet1) : #ALL FHNZ, K5 Hdi OK:
Zone Name: Trust
IP Address/Netmask: 192.168.10.1/24

2. Network > Interfaces > Edit (X{T ethernet3) : HiALLFH%, RJ5HTOK:
Zone Name: Untrust
IP Address/Netmask: 201.22.3.14/24

skl

3. Objects > Addresses > List > New: #iALL FHN%Z, )5 Hd0K:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: (i£+f) |, 192.168.10.0/24
Zone: Trust




4. Objects > Addresses > List > New: #ALL A%, R Hd OK:
Address Name: Paris_office
IP Address/Domain Name:

IP/Netmask: (EF) |, 172.16.5.0/24
Zone: Untrust

VPN

5. VPNs > Manual Key > New: #i AL FHZE, K5 Hd OK:
VPN Tunnel Name: Tokyo_Paris
Gateway IP: 203.3.3.10
Security Index: 3020 (Local), 3030 (Remote)
Outgoing Interface: ethernet3
ESP-CBC: (EF)
Encryption Algorithm: 3DES-CBC
Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

fggzs
6. Network > Routing > Routing Table > trust-vr New: % A\LLIFH%, K5 Hdi OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (EF)
Gateway IP Address: 201.22.3.20
Interface: ethernet3(untrust)




R

7. Policies > (From: Trust, To: Untrust) New: #iALL FH%Z, AR5 Hd OK:
Name: To/From Paris
Source Address:

Address Book: (L) |, Trust LAN
Destination Address:

Address Book: (iE#) , Paris_office
Service: ANY

Action: Tunnel

Tunnel VPN: Tokyo Paris

Modify matching VPN policy: (%)
Position at Top: GZEFE)




WebUI ( BZ)

EO -2k

1. Network > Interfaces > Edit (X}T- ethernet1) : #ALL FHNZ, K5l OK:
Zone Name: Trust
IP Address/Netmask: 172.16.5.1/24

2. Network > Interfaces > Edit (T ethernet3) : #iALLNA%, RJ5Hd OK:
Zone Name: Untrust
IP Address/Netmask: 203.3.3.10/24

ik

3. Objects > Addresses > List > New: AL FH%, K5 OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: (EF) |, 172.16.5.0/24

Zone: Trust

4. Objects > Addresses > List > New: i ALL %, AR5 %0 OK:
Address Name: Tokyo office
IP Address/Domain Name:

IP/Netmask: (i£#) |, 192.168.10.0/24
Zone: Untrust




VPN

5.

iz

6.

FH

VPNs > Manual Key > New Manual Key Entry: #iALLF A%, K550 OK:

VPN Tunnel Name: Paris_Tokyo

Gateway IP: 201.22.3.14

Security Index: 3030 (Local), 3020 (Remote)
Outgoing Interface: ethernet3(Untrust)

Bind to Tunnel Zone: (J&#) , Untrust-Tun

ESP-CBC: (E#)
Encryption Algorithm: 3DES-CBC

Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

Network > Routing > Routing Table > trust-vr New: AL T A%, AR5 Hd OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (EF)
Gateway IP Address: 203.3.3.1
Interface: ethernet3(untrust)




R

7. Policies > (From: Trust, To: Untrust) New: #ALLFHN%Z, K5 Hd OK:
Name: To/From Tokyo
Source Address:

Address Book: (L) |, Trust LAN
Destination Address:

Address Book: (1%E#) , Tokyo_office
Service: ANY

Action: Tunnel

Tunnel VPN: Paris_Tokyo

Modify matching VPN policy: (%)
Position at Top: GZEFE)




Cll (#5)
O - XEEfn@iE
1. set interface ethernet1 zone trust
2. setinterface ethernet1 ip 192.168.10.1/24
3. set interface ethernet3 zone untrust
4. setinterface ethernet3 ip 201.22.3.14/24
ik
5. set address trust Trust LAN 192.168.10.0/24
6. setaddress untrust paris_office 172.16.5.0/24

VPN

7. set vpn tokyo_paris manual 3020 3030 gateway 203.3.3.10 outgoing-interface ethernet3 esp 3des
password asdlk24234 auth sha-1 password PNas134a

fEadzs

8. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 201.22.3.20

B

9. set policy top name “To/From Paris” from trust to untrust Trust_LAN paris_office any tunnel vpn tokyo_paris

10. set policy top name “To/From Paris” from untrust to trust paris_office Trust_ LAN any tunnel vpn tokyo_paris
11. save

A




CLI { )

O - XEFN@EiE
1. set interface ethernet1 zone trust
2. setinterface ethernet1 ip 172.16.5.1/24

3. setinterface ethernet3 zone untrust
4. setinterface ethernet3 ip 203.3.3.10/24

skl

5. set address trust Trust LAN 172.16.5.0/24
6. set address untrust tokyo office 192.168.10.0/24

VPN

7. set vpn paris_tokyo manual 3030 3020 gateway 201.22.3.14 outgoing-interface ethernet3 esp 3des
password asdlk24234 auth sha-1 password PNas134a

8. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 203.3.3.1

Py

R
9. set policy top name “To/From Tokyo” from trust to untrust Trust_LAN tokyo office any tunnel vpn
paris_tokyo

10. set policy top name “To/From Tokyo” from untrust to trust tokyo_office Trust_ LAN any tunnel vpn
paris_tokyo

11. save
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WebUI ( #5)
1. VPNs > AutoKey Advanced > Gateway > New: #iALLFA%Z, K5 i OK:
Gateway Name: To_Paris
Security Level: Custom
Remote Gateway Type: Static IP Address: (i%£#f) , IP Address: 203.3.3.10

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3

> Advanced: fIALLT s, R Hid OK, R\EFEA “R5C” NUE I
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
pre-g2-3des-sha




Mode (Initiator): Main (ID Protection)
GIEF)
Outgoing Interface: ethernet3
> Advanced: FIALLT SRcE, A5 HE OK, R[EEAR “MC” Ml i
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
rsa-g2-3des-sha

Mode (Initiator): Main (ID Protection)
Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG
2. VPNs > AutoKey IKE > New: #iALLFHZ, AR5 #d OK:
VPN Name: Tokyo_Paris
Security Level: Compatible

Remote Gateway: Predefined: (&#¢) , To_Paris




WebUI [ E%)
VPNs > AutoKey Advanced > Gateway > New: #iALLF %, X5 il OK:

1.

=
H
<t

B

GUE45)

Gateway Name: To_Tokyo
Security Level: Custom

Remote Gateway Type: Static IP Address: (i£#%) , IP Address: 201.22.3.14

Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3
> Advanced: FIALL T ik E, A5 Hd Return, REFEA “R5C” i
B UL
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
pre-g2-3des-sha

Mode (Initiator): Main (ID Protection)

Outgoing Interface: ethernet3
> Advanced: FIALL Tk E, A5 Hd Return, REPEA “R5C” i
L
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
rsa-g2-3des-sha

Mode (Initiator): Main (ID Protection)
Preferred certificate (optional)

Peer CA: Entrust

Peer Type: X509-SIG




2.  VPNs > AutoKey IKE > New: AL FHZE, K5 Hidi OK:
VPN Name: Paris_Tokyo
Security Level: Compatible

Remote Gateway: Predefined: (i%#%) , To_Tokyo
Cl (#5)

== H

1. set ike gateway to_paris ip 203.3.3.10 main outgoing-interface ethernet3 preshare h1p8A24nG5 proposal
pre-g2-3des-sha-1

2. setvpn tokyo paris gateway to_paris sec-level compatible

3. save

IEH

1. set ike gateway to_paris ip 203.3.3.10 main outgoing-interface ethernet3 proposal rsa-g2-3des-sha
2. setike gateway to_paris cert peer-ca 1°

3. set ike gateway to_paris cert peer-cert-type x509-sig

4. set vpn tokyo_paris gateway to_paris sec-level compatible

5. save

2. BT 1ZECAIDS. T CARID S, HMHLL N4 : get pkix509 list ca-cert.




CLI { )

=R

1. setike gateway to_tokyo ip 201.22.3.14 main outgoing-interface ethernet3 preshare h1p8A24nG5 proposal
pre-g2-3des-sha-1

2. setvpn paris_tokyo gateway to_tokyo sec-level compatible

3. save

IEF

set ike gateway to_tokyo ip 201.22.3.14 main outgoing-interface ethernet3 proposal rsa-g2-3des-sha
set ike gateway to_tokyo cert peer-ca 1

set ike gateway to_tokyo cert peer-cert-type x509-sig

set vpn paris_tokyo gateway to_tokyo tunnel proposal nopfs-esp-3des-sha
save

o D=




Sef5l: ETFRERRY LAN 2 LAN B9 VPN, shiSXER

EAG T, VPN il 2414 NetScreen A JIfi i) Trust X B K R B IR S 28, 1Z RS 28 4E M), DMZ [X.
Bt, JF#i NetScreen B fi#. It NetScreen B [1] Untrust X Btz I1H —ANERAIT IP Hilik. ARk%: NetScreen A [t ISP
$4iE ik DHCP 45'E 19 Untrust X Bz L8 AL 1P Hisik. B4 2 NetScreen B & H: Untrust X Bi 7l 2 Huhk, VPN
MK A NetScreen A J5THI I EHL. NetScreen A FE/IHIE 2 J&, ik 1200 38 )9 & 0] oK FAE—um 1o B X35

FRAE trust-vr &% A3,

LEAL 3k £ ) NetScreen B

HB 4N % 1) NetScreen A
e X B b o

W X B4

&

A . B

C i

Untrust
X B

C%;{ < = 1 —>
X

Trust Untrust

X B X Bt

COEEAE VAN EzAN
IR AE Untrust [x B Untrust [X B e NES
Trust X B} eth3 Fl W ¢ eth3, 203.10.20.1/24 DMZ [X B
eth1, 10.10.10.1/24 1 ISP sh& i BES 203 10.20.2 Eth2 203.10.30.1/24
"f'" IS I 55 4%
EE?%]_J 203.10.30.5
PN i ‘g % E : |DENT)
SMTP =t POP3 NetScreen A NetScreen B ER
K =~ DHCP flR%#
p 203.2.3.1

T | | EEG ARSI IRS A 9 SMTP 5 POP3 2 i, Phil 4%
s KEE—1 HTTP. FTP, = Telnet ##%, LI{{# NetScreen A /%
Phil ;/( L,z‘/dyg




TEARGIR, AHy auth /7 Phil CE%4: pmason ; %fil: Nd4syst4) AN R IEA AR 55 2% b 3R A4t 1) B 1
MR o 2 Ak X REA , S GIEPIR: 4G, 7E SRR AR BLE A ° 2 BT, NetScreen A fEAHIVGIFAD ;
U, IR S d R PR A, JFIE Il & 2% IDENT 53K .

YEB: N7 NetScreen A 7l NetScreen B /17 & PE 7 XM PEIRS- #5050 T & HIR%- (TCP, 411 113), 7 H K&
T A, TC o L G E 2 10.10.10.0/24 78], HEFEIRZ- a4 BEE L 838 %% IDENT 153K

T =240 h1p8A24nG5. MRS 5 & # 44 MAIE BRI (CA) Verisign 35731 RSA WET5, 1
H PR IE pmason@abe.com HE7E NetScreen A _LAKIE T (5 3R FEIEP NG R, 155
B 25 29 TU L) “UEAI CRL” ) o XHF “KrBt1” il “BrBt 2”7 wagi), fae “MrBo1” 31 G4
J7v2: )y pre-g2-3des-sha, XHIE$5 ) rsa-g2-3des-sha) JEx; “FirBt 27 ¥EFETE LI “Compatible” $2i34E .

WebUI (NetScreen A)

O -22RXE

1. Network > Interfaces > Edit (X} 7" ethernet1) : BiALL FH%, AR5 Hd OK:
Zone Name: Trust
IP Address/Netmask: 10.10.10.1/24

2. Network > Interfaces > Edit (X} ethernet3) : #ALL FINE, RI5HE OK*:
Zone Name: Untrust

Obtain IP using DHCP (i%#%)

3. 2 Phil 2—ANAEH P, EfhEERH—A POP3 & SMTP iR 2 a1, by st kile—A HTTP. FTP & Telnet %42, DA NetScreen A GEH—1MBjk
FEF P 1 ENHR R R IAEAL . 7581 NetScreen A \iIF)5, ¥ o iF bl VPN 808 B &R b i iR 45 2% .

4. Apgimid WebUl 457 DHCP Jik45a31f) 1P Huhit, (Hi@E CLI Wwy L.




AR
3. Objects > Users > Local > New: i ALLFHZE, RJEHd OK:
User Name: pmason
Status: Enable
Authentication User: (Z£F%)
User Password: Nd4syst4
Confirm Password: Nd4syst4

skl

4. Objects > Addresses > List > New: #ALLFNZE, R Hd OK:
Address Name: Trusted network

IP Address/Domain Name:
IP/Netmask: 10.10.10.0/24
Zone: Trust

5. Objects > Addresses > List > New: HiALLFH%Z, )5 Hd OK:
Address Name: Mail Server

IP Address/Domain Name:
IP/Netmask: 203.10.30.5/32
Zone: Untrust
AR 55
6. Objects > Services > Custom > New: HiALL A%, &5l OK:
Service Name: Ident
Service Timeout:

Use protocol default: GEF)




Transport Protocol: TCP  (GE#%)
Source Port: Low 0, High 65535

Destination Port: Low 113, High 113
7. Objects > Services > Group > New: ¥ ALLFHNZ, BEILL NS, AR5 54 OK:
Group Name: Remote_Mail

Group Members << Available Members:

HTTP
FTP
Telnet
Ident
MAIL
POP3

VPN

8. VPNs > AutoKey Advanced > Gateway > New: #ij AL F N2, SR Hd OK:
Gateway Name: To_Mail

Security Level: Custom
Remote Gateway Type:

Static IP Address: (G£F#&) |, IP Address: 203.10.20.1

Preshared Key: h1p8A24nG5
Local ID: pmason@abc.com
Outgoing Interface: ethernet3




> Advanced: ALl N &g E, AR5 Return, i [BIJEA “R K7 i
H UL
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
pre-g2-3des-sha

Mode (Initiator): Aggressive
GIES)
Local ID: pmason@abc.com
Outgoing Interface: ethernet3

> Advanced: ALl N &g E, AR5 Return, iz [BIJEA “R K7 i
B L
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
9. VPNs > AutoKey IKE > New: #IALLFH%, K5 H T OK:
Name: branch_corp
Security Level: Compatible
Remote Gateway Tunnel: To_Mail




&
10. Network > Routing > Routing Table > trust-vr New: #iALL FHN%, A5 Hd OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (EF)
Interface: ethernet3(untrust)
Gateway IP Address: 0.0.0.0°

11. Policies > (From: Trust, To: Untrust) New: #iALL A%, SRJGHid OK:
Source Address:
Address Book: (1£#) , Trusted network
Destination Address:

Address Book: (i£Ff) |, Mail Server
Service: Remote_Mail

Action: Tunnel

VPN Tunnel: branch_corp

Modify matching VPN policy: (i£#%)
Position at Top: GZEFE)

> Advanced: I ALL N E&KE, K5 %4 Return, R[B[FEA “5ng” fid
B

Authentication: (i£#)
Auth Server: Local

User: (i%£#%) , Local Auth User - pmason

5. ISP it DHCP &R ALR 3¢ 1P Huhil.




WebUI (NetScreen B)

EO-22XEK

1. Network > Interfaces > Edit (X} 7" ethernet2) : MiALL FH%, R Hd OK:
Zone Name: DMZ
IP Address/Netmask: 203.10.30.1/24

2.  Network > Interfaces > Edit (%] T ethernet3) : #IALL FAZ, R)5Hd OK:
Zone Name: Untrust
IP Address/Netmask: 203.10.20.1/24

kil
3. Objects > Addresses > List > New: i ALL FH%, K5 OK:
Address Name: Mail Server
IP Address/Domain Name:
IP/Netmask: (&) |, 203.10.30.5/32
Zone: DMZ
4. Objects > Addresses > List > New: i ANLLFP%E, SR80 OK:
Address Name: branch office
IP Address/Domain Name:
IP/Netmask: (i&#t) , 10.10.10.0/24
Zone: Untrust




5. Objects > Services > Custom > New: #iALL NN, K5 Hdi OK:
Service Name: Ident

Service Timeout:

Use protocol default:  GEF)

Transport Protocol: TCP  (GE#%)
Source Port: Low 0, High 65535

Destination Port: Low 113, High 113
6. Objects > Services > Group > New: ¥ ALLTFHZ, BEILL IS, K554 OK:
Group Name: Remote_Mail

Group Members << Available Members:

Ident
MAIL
POP3

VPN

7. VPNs > AutoKey Advanced > Gateway > New: #j AL R N2, X5 Hd OK:
Gateway Name: To_branch

Security Level: Custom
Remote Gateway Type:

Dynamic IP Address: (i%F¢) , Peer ID: pmason@abc.com

Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3




> Advanced: #IALL N EAEE, AJGHRT Return, R[FEIHEA “RIC” BT
B L
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
pre-g2-3des-sha

Mode (Initiator): Aggressive
GIEF)
Outgoing Interface: ethernet3
> Advanced: A LLUT s E, A5 Hd Return, ax[ZEAR “RK” AL
H L
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: #ii ALLRPZE, 2R )5 Hd OK:
VPN Name: corp_branch
Security Level: Compatible
Remote Gateway:

Predefined: (i%#) , To_branch




&
9. Network > Routing > Routing Table > trust-vr New: i ALLFHN%, K55 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3(untrust)
Gateway |IP Address: 203.10.20.2
R
10. Policies > (From: DMZ, To: Untrust) New: #iALLFANZE, )5 % OK:
Source Address:
Address Book: (1£#) , Mail Server
Destination Address:

Address Book: (iE#) , branch office
Service: Remote_Mail

Action: Tunnel

VPN Tunnel: corp_branch

Modify matching VPN policy: (i£#)
Position at Top: (&%)




CLI (NetScreen A)

EO-w2XE
set interface ethernet1 zone trust
set interface ethernet1 ip 10.10.10.1/24
set interface ethernet3 zone untrust

1

2

3

4. setinterface ethernet3 dhcp

5. set dhcp client server 201.2.3.1
A

6.

s

H

set user pmason password Nd4syst4

ikl

7. set address trust “trusted network” 10.10.10.0/24
8. set address untrust “mail server” 203.10.30.5/32
AR 55

9. set service ident protocol tcp src-port 0-65535 dst-port 113-113
10. set group service remote_mail

11. set group service remote_mail add http

12. set group service remote_mail add ftp

13. set group service remote_mail add telnet

14. set group service remote_mail add ident

15. set group service remote_mail add mail

16. set group service remote_mail add pop3




VPN

17. WL EY]:
set ike gateway to_mail ip 203.10.20.1 aggressive outgoing-interface ethernet3 local-id
pmason@abc.com preshare h1p8A24nG5 proposal pre-g2-3des-sha

set vpn branch_corp gateway to_mail sec-level compatible

(8

UE5:
set ike gateway to_mail ip 203.10.20.1 aggressive outgoing-interface ethernet3 local-id
pmason@abc.com proposal rsa-g2-3des-sha

set ike gateway to_mail cert peer-ca 1°
set ike gateway to_mail cert peer-cert-type x509-sig
set vpn branch_corp gateway to_mail sec-level compatible

figss
18. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3’
R EE

19. set policy top from trust to untrust “trusted network” “mail server’ remote_mail tunnel vpn branch_corp auth
server Local user pmason

20. set policy top from untrust to trust “mail server
21. save

Lt}

trusted network” remote_mail tunnel vpn branch_corp

6. #H712ZCAIDS., ETHCAKIDYS, HMHLITNm4: get pkix509 list ca-cert.
7. ISP ifiid DHCP BhA4R MM 5% IP Hulk .




CLI (NetScreen B)

O -=2XE
1. set interface ethernet2 zone dmz
2. setinterface ethernet2 ip 203.10.30.1/24

3. setinterface ethernet3 zone untrust
4. setinterface ethernet3 ip 203.10.20.1/24

skl

5. set address dmz “mail server’ 203.10.30.5/32
6. set address untrust “branch office” 10.10.10.0/24

AR 55

7. set service ident protocol tcp src-port 0-65535 dst-port 113-113
8. set group service remote_mail

9. set group service remote_mail add ident

10. set group service remote_mail add mail
11. set group service remote_mail add pop3




VPN

12, HUL -

set ike gateway to_branch dynamic pmason@abc.com aggressive outgoing-interface ethernet3
preshare h1p8A24nG5 proposal pre-g2-3des-sha

set vpn corp_branch gateway to_branch tunnel sec-level compatible

(8

UEAS:
set ike gateway to_branch dynamic pmason@abc.com aggressive outgoing-interface ethernet3
proposal rsa-g2-3des-sha

set ike gateway to_branch cert peer-ca 1°
set ike gateway to_branch cert peer-cert-type x509-sig
set vpn corp_branch gateway to_branch sec-level compatible
&
13. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 203.10.20.2
R
14. set policy top from dmz to untrust “mail server” “branch office” remote_mail tunnel vpn corp_branch

15. set policy top from untrust to dmz “branch office” “
16. save

mail server’ remote_mail tunnel vpn corp_branch

8. MT1RACAIDS. T CAKID S, i Far4d: get pkix509 list ca-cert .




=% LAN B9 VPN
NetScreen %45t 32 FF VPN $k-5i%E 8. v DL IP Hulilfid ® NetScreen 4= 2%, LR H AT NetScreen-Remote
2= e B a0 1P #ulik e NetScreen % £+ 11 IPSec il [ %4 .

AR BEAS VPN 3105 P o BEAE, ek 2l 2 @G E N EE ) VPN 5 4. il —41 IKE ID 1
S ERVEE AT, 2R IKE 1D RS S IKE HI R IKE 1D ) —3850 . A KBRS T4, o7 2%
R A, A AN PR B RE A IKE HI ™ .

TEB: KB IKE A BIE 5, 152505 2-808 7 L5 “IKE /R4 7. B “4 IKE ID” 255
FEAEE, EZ0 180 Wi [ “4 IKEID” .

ARATIH=FRAL “P5 5] LAN i) VPN (3 E D IR
*  JR'5F LAN () VPN, T-ah&yliiE
HR5H LAN [ VPN, Az IKE il (APl saE15)

AR AR 5 % ) i BE S RF NetScreen-Remote FTSCRFAGREAUA &S IP ik, JUl& vl @ K 212874 VPN JliE .
o AT E LAN 1) VPN, HaEH IKE liE (AA PO P saE)

TERG: RIS E /i I A P S0 i A8 2252 LAN 8070355 “LAN 2 LAN " 2085/ 5L 7
— o




Sefhl: BETFRERRIESE] LAN 89 VPN, FhZE A

FEAER, e “ T I (Wendy) i 25@ i 365 VPN JEIE s ) 40k ksl Trust XEBH ) UNIX RS 45%
TG 3DES HHATINES, AHH] SHA-1 BEATUIE. AV Rl (1) i 47 X B A trust-vr 2% pash

R M. Wendy N mEEAN
NetScreen-Remote Untrust [X B¢ I A=
eth3, 203.10.20.1/24 Trust X B
%% 203.10.20.2 eth1, 172.30.5.1/24
| e UNXRER

172.30.5.6

VPN jiti ’ = _
L /

Untrust Trust
X B X B

WebUI

EO-=22XE

1. Network > Interfaces > Edit (X}T* ethernet1) : #ALL FHNZ, KRG OK:
Zone Name: Trust
IP Address/Netmask: 172.30.5.1/24

2.  Network > Interfaces > Edit (%] T ethernet3) : #IALLFAZ, SRJ5HT OK:
Zone Name: Untrust

IP Address/Netmask: 203.10.20.1/24




ik

3. Objects > Addresses > List > New: #iALL FANZ, )5 Hd OK:
Address Name: UNIX
IP Address/Domain Name:

IP/Netmask: (EF) |, 172.30.5.6/24
Zone: Trust

FaNZARAF
4. Objects > Users > Manual Key > New: #iiALLFNZE, R OK:
User Name: Wendy
Security Index: 3000 (Local), 3000 (Remote)
Outgoing Interface: ethernet3
ESP: (&#)
Encryption Algorithm: 3DES-CBC
Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password® : PNas134a

9. HF NetScreen-Remote ¥ % 1A #13 % 4, 5 HE NetScreen = AN, FULAFREEIES, NMATWTFEME: (1) FE “BE” PR “FIhxH”
E?H “Jygindg%%ﬂ:% Edit, &["3] “Manual Key User” BCLE X iEHE; (2) RHIAMINA-T/SEEHI%H; J+H (3) 7ERCE W E 5 11 NetScreen-Remote K
i FH I N 3t A 4




&
5. Network > Routing > Routing Table > trust-vr New: #iALLFHNZ, K550 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3(untrust)
Gateway |IP Address: 203.10.20.2

R Mg

6. Policies > (From: Untrust, To: Trust) New: #ALL A%, K5 Hd OK:
Source Address:

Address Book: (i#&#%) , Dial-up VPN
Destination Address:

Address Book: (E#) , UNIX
Service: ANY
Action: Tunnel
VPN Tunnel: Wendy
Modify matching VPN policy: (ANi%)
Position at Top: (&%)




CLI

O -=2XE
1. set interface ethernet1 zone trust
2. setinterface ethernet1 ip 172.30.5.1/24

3. setinterface ethernet3 zone untrust
4. setinterface ethernet3 ip 203.10.20.1/24

btk
5. set address trust unix 172.30.5.6/32

FEhEAA R

6. set user wendy dialup 3000 3000 outgoing-interface ethernet3 esp 3des password asdlk24234 auth sha-1
password PNas134a'"

7. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 203.10.20.2

by

R
set policy top from untrust to trust “Dial-Up VPN” unix any tunnel vpn-dialup wendy

8.
9. save

10. 1T NetScreen-Remote # Z& AL ERF A P, T 5 H & NetScreen r=in ANAl, PIUILTERCEMIE S, MUHTUFE4E: (1) A4 get user wendy ;
(2) SHIAEBMPEAT/SEHIRAE: I A (3) fERd B @ E 1K) NetScreen-Remote I8 X 26|k il 25 41 .




NetScreen-Remote Security Policy #5355

1. i Options > Secure > Specified Connections .

2. #li Add a new connection, 7fHHLKHER KA EA Unix.

3. BUEIERSLDI
Connection Security: Secure
Remote Party ID Type: IP Address
IP Address: 172.30.5.6

Connect using Secure Gateway Tunnel: (E#)
ID Type: IP Address; 203.10.20.1

4. BB T unix BARAEIARIINS 47, EIFERERR .
i1 Security Policy, #AJ5i4# Use Manual Keys .

6. Hdify T “Security Policy” EFRAIAMIINS “+7 , KRGt “Key Exchange” (Phase 2) /241N
“+7, M RETT RN .

7. Hif Proposal 1, )5kt M7l IPSec Hilk:

Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: Triple DES

Hash Alg: SHA-1

Encapsulation: Tunnel




8. i Inbound Keys, Jf{f “Security Parameters Index” 7B A 3000 .
9. i Enter Key, #iALLFAA", S5 T OK:
Choose key format: Binary
ESP Encryption Key: dccbee96c7e546bc
ESP Authentication Key: dccbe9e6¢c7e546bcb0b667794ab7290¢
10. ¥ Outbound Keys, Jf H 1t “Security Parameters Index” 7B X\ 3000 .
11. i Enter Key, WAL FAE", 5% OK:
Choose key format: Binary
ESP Encryption Key: dccbee96c7e546bc
ESP Authentication Key: dccbe9e6¢c7e546bcb0b667794ab7290c

12. i Save.

1. BAETERCE NetScreen B )i T 5 I A I A A2 B ) 25 1 o




Sefil: ETERMAILSE LAN B9 VPN, Bz1%4A IKE
FEASEGI, “ A3 IKE” i_L_ﬁiﬂ%? U s s A eSS GRIE™ AR —4) . $240t IKE JH " Wendy
1 UNIX iz 2528 2 (8] ()2 Al A5l aE . 383 fH ol i i 3DES in%&  H i SHA-1 AUE) ESP.
F B P = s el “azjﬁz%ﬁ IKE” W& “Asi&Y] IKE” JBiE, FRAEAN R AT LN 1k
1. 4 Trust A1 Untrust X BB 210, PIANX BARAE trust-vr 5 i

2. 1E Trust X BiHibEASH % A UNIX Hie 55 25 R il
3. ¥ Wendy & N IKE H Fs
4. PoETCREM G “H%EH IKE VPN .
5. WEIEHE.
6. BGIEEM Untrust X B3 Trust X B, fLF TS H U5 1) UNIX ) S0
TR . Wendy LEIEC AN
NetScreen-Remote Untrust [X o /NS
eth3, 203.10.20.1/24 Trust [X B
Mk 203.10.20.2 eth1, 172.30.5.1/24
- UNIX 454
R ) ' 172.30.5.6
VPN & '
)
]
Untrust
X Bt

12, T2 h1p8A24nGS. AN S S5HMELHIE . AXRIEPMEEAEE, HSHH 29 1L L1 “iEfif1 CRL” .




T34 h1p8A24nG5. AVuflilfE e i N2 5 & # & HA Verisign &ATI1 RSA 115, Jf H. NetScreen-Remote
AR HuAIE 5 £ 7 U-FQDN wparker@email.com.  CH IR FINEIE B IE B, SR E 29 v L1y “UF A
CRL” o ) X T4 1 M BLFES 2 Bt a2, $Re— A4 1 B (FBULEEEH 777504 pre-g2-3des-sha ik
M rsa-g2-3des-sha) k82 2 BrB il e XI¥) “Compatible” ¥ # .

WebUI

EO -2k

1. Network > Interfaces > Edit (X}T- ethernet1) : #ALL A%, K5l OK:
Zone Name: Trust
IP Address/Netmask: 172.30.5.1/24

2. Network > Interfaces > Edit (X1 ethernet3) : AL FH%E, )55 OK:
Zone Name: Untrust
IP Address/Netmask: 203.10.20.1/24

ik

3. Objects > Addresses > List > New: i ALL FH%E, K5 OK:
Address Name: UNIX
IP Address/Domain Name:

IP/Netmask: GEF) |, 172.30.5.6/32
Zone: Trust




AR
4. Objects > Users > Local > New: i ALLFANZ, K5 OK:
User Name: Wendy
Status: Enable (£#)
IKE User: (i£#%)
Simple Identity: (iE£#%)
IKE Identity: wparker@email.com
VPN

5. VPNs > AutoKey Advanced > Gateway > New: #ij A\ LI FH%E, SR Hd OK:
Gateway Name: Wendy NSR

Security Level: Custom

Remote Gateway Type:
Dialup User: (i£#%) , User: Wendy

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3
> Advanced: A TAlmPEE, REHT Return, RFEIFPDEA “RIC” A
B
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
pre-g2-3des-sha

Mode (Initiator): Aggressive




GIE)
Outgoing Interface: ethernet3

> Advanced: i FHIERE, KRG M Return, IR[FE[RFEAR “MI” i
B

Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
6. VPNs > AutoKey IKE > New: #iALLNAZ, R)5HT OK:
VPN Name: Wendy_UNIX
Security Level: Compatible
Remote Gateway:

Predefined: (IE#t) , Wendy NSR
fEgas
7. Network > Routing > Routing Table > trust-vr New: #iALLFA%Z, S5 #Hd OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (EF)
Interface: ethernet3(untrust)
Gateway IP Address: 203.10.20.2




i
8. Policies > (From: Untrust, To: Trust) New: #iALL FH%Z, AR5 Hd OK:
Source Address:
Address Book: (i%$¢) |, Dial-Up VPN
Destination Address:
Address Book: (iEFf) , UNIX
Service: ANY
Action: Tunnel
Tunnel VPN: Wendy_UNIX
Modify matching VPN policy: G&RR)
Position at Top: (&%)

CLI

BEO-Z&2XEK
set interface ethernet1 zone trust
set interface ethernet1 ip 172.30.5.1/24

set interface ethernet3 zone untrust
set interface ethernet3 ip 203.10.20.1/24

roobd =

itk
5. set address trust unix 172.30.5.6/32

HF

6. set user wendy ike-id u-fgdn wparker@email.com




VPN

7. PO

set ike gateway wendy_nsr dialup wendy aggressive outgoing-interface ethernet3 preshare
h1p8A24nG5 proposal pre-g2-3des-sha

set vpn wendy_unix gateway wendy_nsr sec-level compatible

(8

UE5:
set ike gateway wendy_nsr dialup wendy aggressive outgoing-interface ethernet3 proposal
rsa-g2-3des-sha-1

set ike gateway wendy_nsr cert peer-ca 1"
set ike gateway wendy_nsr cert peer-cert-type x509-sig
set vpn wendy_unix gateway wendy_nsr sec-level compatible

8. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 203.10.20.2
&

set policy top from untrust to trust “Dial-Up VPN” unix any tunnel vpn wendy_unix
10. save

© M

13. 571 4 CAID 5. ZERILCARID S, HMHHLL N4 : get pkix509 list ca-cert .




NetScreen-Remote Security Policy #5355

1. i Options > Secure > Specified Connections .
2. i Add a new connection, 7t ILTFIEREFR SN UNIX.
3. PEERE
Connection Security: Secure
Remote Party ID Type: IP Address
IP Address: 172.30.5.6
Connect using Secure Gateway Tunnel: (GEF8)
ID Type: IP Address; 203.10.20.1
4. HSBRT UNIX BbRZeiaion's <+, JEIFIEHRm .
5. i My Identity: 047D N F—#4F -
¥.i5; Pre-shared Key > Enter Key: A\ h1p8A24nG5, #XJ5 i OK.
ID K. (J&#¢ E-mail Address) , A5 N\ wparker@email.com.
€='D)
M Select Certificate 751 & Hik$t—MiE4.
ID 25%: ($F E-mail Address)
6. i Security Policy Kl¥r, #XJ5i%# Aggressive Mode.

7. Hiif7 T “Security Policy” BFrALRING “+7 , SRJ5Hd: “Authentication” (Phase 1) fil “Key
Exchange” (Phase 2) Zciiftjin's “+”7 , #t—D IR,

14, ok FUETS f HL 7 s PE Ik A ) IR IR T B




10.

11.

12.

13.

H#.i5 Authentication (Phase 1) > Proposal 1: ERLL N “In&” Al “Hflisc B 5ik” .
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
.1+ Key Exchange (Phase 2) > Proposal 1: £ UL T IPSec 1hii:
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Tunnel
#¥.il; Key Exchange (Phase 2) > Create New Proposal: %Ll T~ IPSec ti¥:
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: Triple DES
Hash Alg: MD5
Encapsulation: Tunnel

¥.i1; Key Exchange (Phase 2) > Create New Proposal: %L1~ IPSec ti¥:

Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Tunnel

¥.i1; Key Exchange (Phase 2) > Create New Proposal: %L1~ IPSec ti¥:

Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: DES

Hash Alg: MD5

Encapsulation: Tunnel

#if; Save.




Seffl: BETRIEAIASE LAN B9 VPN, Fh7sitEs

FEAuH, VPN JHiE K NetScreen-Remote Jim1fi I H 7 %2 41 #: 3] NetScreen % % 1) Untrust X Bidz 1, MR
DMZ [X Bt (R E IR 45 2% « Untrust X BBz G — N ERS IP Hilik. NetScreen-Remote %% ) i FAT — N ah&S 0 AL Y
ARES IP HuhEFI—ANERA GBERD (0 IP Hilik, NetScreen ¥ 45 (K45 B G A ANIE X AN ki, DU S A 1 i 2]
gEntrust WIHE D, 170 S o %5 Ol A5 & . NetScreen-Remote 75 ) it 373l Jio, 380 1o 38 36 (1) v B ]
K AT

RIS Phil Hhla 4% 1
NetScreen-Remote Untrust [X B EToa /LN
eth3, 203.10.20.1/24 DMZ X P
SMTP 5 % 203.10.20.2 eth2, 203.10.30.1/24
bl | | L s
— [ B 203.10.30.5

o v W L e
Q VPN i )' =3
/ /

WHE 1P Hihk AR 1P ik Untrust DMZ
10.10.10.1 IS X Bt X B

FEASEHI T, Phil 5 5o ] 2k (RS 55 4% ESRATAL T L P o At 2 iR, B R 55 48 R P p A kA
WNIE, A BIAEIE [ fl A 3% 4% IDENT 55K

YEBE: N4 7 NetScreen 7113 Xy Es i T EH# RS (TCP, i1 113), F-H I E T HERE, 7210 i
HEEA 10.10.10.1 B, MR #57 FER L 8 &2 IDENT 15K




1357
RS

T34 h1p8A24nG5. AVuflilfE e i N2 5 & # & HA Verisign &ATI1 RSA 115, Jf H. NetScreen-Remote
FRAHE P47 U-FQDN pm@netscreen.com. (3 JSHRASFUMEGE BRITEAE S, ES R 29 1L B “uriAl
CRL” o ) X T4 1 M BLFES 2 Bt a2, $Re— A4 1 B (FBULEEEH 777504 pre-g2-3des-sha ik
M rsa-g2-3des-sha) k82 2 BrB il e XI¥) “Compatible” ¥ # .

WebUI
O -L22XE
1.  Network > Interfaces > Edit (¥ T ethernet2) : #ALL FA%, X551 OK:
Zone Name: DMZ
IP Address/Netmask: 203.10.30.1/24

2.  Network > Interfaces > Edit (¥} T ethernet3) : WALLFHNZ, RJ5HT OK:
Zone Name: Untrust

IP Address/Netmask: 203.10.20.1/24
itk

3. Objects > Addresses > List > New: AL FH%, K5 OK:
Address Name: Mail Server
IP Address/Domain Name:
IP/Netmask: 203.10.30.5/32
Zone: DMZ
4. Objects > Addresses > List > New: #iALL %, AR5 OK:
Address Name: Phil
IP Address/Domain Name:
IP/Netmask: 10.10.10.1/32
Zone: Untrust




5. Objects > Services > Custom > New: #iALL NN, K5 Hdi OK:
Service Name: Ident

Service Timeout:
Use protocol default: (Z£#%)
Transport Protocol: TCP  (GE£8)
Source Port: Low 0, High 65535
Destination Port: Low 113, High 113
6. Objects > Services > Group > New: H#IALL TN, 181700 MRS, )55 OK:
Group Name: Remote_Mail

Group Members << Available Members:

Ident
MAIL
POP3

VPN

7. VPNs > AutoKey Advanced > Gateway > New: i ALLFHNZ, RJ5Hd OK:
Gateway Name: To_Phil
Security Level: Custom

Remote Gateway Type:
Dynamic IP Address: (i£Ff) , Peer ID: pm@netscreen.com

Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3




> Advanced: A FAlEH G E, ARG Hdr Return, REIFPDEAR 7 A
B
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
pre-g2-3des-sha

Mode (Initiator): Aggressive
GIES)
Outgoing Interface: ethernet3

> Advanced: A FAlE G E, ARG Return, R[EIFPFEA “RIC” i
B
Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: #IALLFNZ, A5 OK:
VPN Name: corp_Phil
Security Level: Compatible
Remote Gateway:

Predefined: GEFE) |, To_Phil




&
9. Network > Routing > Routing Table > trust-vr New: ¥ ALL A%, AR5 Hd OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3(untrust)
Gateway |IP Address: 203.10.20.2

R Mg

10. Policies > (From: Untrust, To: DMZ) New: i ALLFN%, RJ55d OK:
Source Address:

Address Book: (i£#¢) |, Phil
Destination Address:

Address Book: (i£#%) , Mail Server
Service: Remote_Mail
Action: Tunnel
VPN Tunnel: corp_Phil
Modify matching VPN policy: (i£#)
Position at Top: (&%)




CLI

O -=2XE
1. set interface ethernet2 zone dmz
2. setinterface ethernet2 ip 203.10.30.1/24

3. setinterface ethernet3 zone untrust
4. setinterface ethernet3 ip 203.10.20.1/24

skl

5. set address dmz “mail server’ 203.10.30.5/32
6. set address untrust phil 10.10.10.1/32

AR 55

7. set service ident protocol tcp src-port 0-65535 dst-port 113-113
8. set group service remote_mail

9. set group service remote_mail add ident

10. set group service remote_mail add mail
11. set group service remote_mail add pop3




VPN

12, HUL -

set ike gateway to_phil dynamic pm@netscreen.com aggressive outgoing-interface ethernet3
preshare h1p8A24nG5 proposal pre-g2-3des-sha

set vpn corp_phil gateway to_phil sec-level compatible

(8

UE5:
set ike gateway to_phil dynamic pm@netscreen.com aggressive outgoing-interface ethernet3
proposal rsa-g2-3des-sha

set ike gateway to_phil cert peer-ca 1"°
set ike gateway to_phil cert peer-cert-type x509-sig
set vpn corp_phil gateway to_phil sec-level compatible
&
13. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 203.10.20.2
R
14. set policy top from untrust to dmz phil “mail server” remote_mail tunnel vpn corp_phil

15. set policy top from dmz to untrust “mail server” phil remote_mail tunnel vpn corp_phil
16. save

15. $7 1 4 CAID 5. ZERILCAKID 5, HMHHLL N4 : get pkix509 list ca-cert .




NetScreen-Remote

1

2
3.
4

8.

H.i; Options > Global Policy Settings, #AJ51E+ Allow to Specify Internal Network Address .
Options > Secure > Specified Connections .
#.i5i Add a new connection, 7 HELIRHTIERE B bR S5 Mail .
P A% L
Connection Security: Secure
Remote Party Identity and Addressing ID Type: IP Address
IP Address: 203.10.30.5

Connect using Secure Gateway Tunnel: (GEF8)
ID Type: IP Address; 203.10.20.1

BT unix BIFRZELINS “+7, REIFERRNL
H.i; Security Policy Kl¥r, #XJ5i%# Aggressive Mode.
#if My Identity, JfHAT T AL —4#1E:
¥.:5; Pre-shared Key > Enter Key: # X\ h1p8A24nG5, #XJ5 . OK.
WM %4 1P $hhk: 10.10.10.1
ID 287, HLHsfhl; pm@netscreen.com
%

M Select Certificate N 51|24, REFE & T HEAFHb Lk
“pmason@email.com” [Pk,

NI 2% 1P Hihik: 10.10.10.1
ID K. HFiifFill; pm@netscreen.com

¥ T “Security Policy” BIbR 23S “+” , #RJ5 ¥ “Authentication” (Phase 1) f1 “Key
Exchange” (Phase 2) Zciiffjins “+” , idb— 0@ IT 50 .




10.

11.

12.

13.

14.

i Authentication (Phase 1) > Proposal 1: E£LIF “Ins” fl “Hlise b5k .
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
#.il; Key Exchange (Phase 2) > Proposal 1: £#:LL T IPSec #/3iX:
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Tunnel

¥.i: Key Exchange (Phase 2) > Create New Proposal: iE+#:LL N IPSec -
Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: Triple DES
Hash Alg: MD5
Encapsulation: Tunnel

¥ Key Exchange (Phase 2) > Create New Proposal: %L T IPSec 1i:

Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Tunnel

#.i1; Key Exchange (Phase 2) > Create New Proposal: %L1 IPSec thi:
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: DES
Hash Alg: MD5
Encapsulation: Tunnel

#if; Save.




2 IKE ID

SECHZNAVEZ RS VPN H7 . iltn, — A58l se i L AN H P, SLrhvr 2 H P 7R T 9l i 22 SR AR AIE
P53 LAN S5 24 . ATtk 20, R P2l G gt st ik P g . $k5 %) LAN 1) VPN id
B DL RIS S AT SEBR 1 .

H T BRI B RRG, “HIKE ID” piE@ES— Mo H T2 X 4IKEID i e G T REA T
distinguished name CGRBIZFR) (dn) T EEIEBR AP, WidEH T4 IKE ID f1 VPN %7 iy b (1) it
=45 NetScreen B4 L7 IKE ID RITILE & USRI FTA

JEE: 5 IKE M /%77 NetScreen #7411/, NetScreen %7 B sE#2 I I (61125 IKE ID, 82 X257 e
REUTH AT T2 IKE ID /7724 1227 IKE ID #2050 FE A VLI 4 H . Netscreen i a5 W #2514 1] A
IKE ID AIF E11941 IKE ID /7.2 177557 IKE ID VCH

KA IKE ID 3 InEl—A> IKE 85 VPN JI7 4 b, IR A SR I SOE R M BoR MU . IR A SRRk
oA evrmmok “9 1 BrBl SA” %, = NetScreen & _E SLVFK) VPN 3 i K#




BAHIEHAY4E IKE ID

HAUERW “4 IKE ID” 2&—IHER, X—4 3 A - BB M P i 185 IKE P 3T IKE GAIE,
HH, NetScreen ¥ 418 F & #54) IKE ID B0 IKE ID F ) 4. — k'S IKE F )7 o] lDh g7 1) NetScreen
WA VPN I8, Arfereqiy VPN & i i VPN BLEFRE T — M SR AT EMIET, 1Zc Rl Ll
‘E 5 NetScreen device L[4 IKE ID ) fai /w1135 IKE ID & XAHUCHL .

HAUEH 41 IKE 1D

43 IKE ID

Distinguished name

GREIAHKD
ISE]
DN:

cn=alice

ou=eng \/

®BE IKE B

cn=carol
ou=sales

---------- x - JEE: HF Carol JIiF BN
TNE AT ou=eng , AUt
NetScreen #2417

4 BE M N\

41 IKE ID A
ASN1-DN IKE ID 2¢%!
> IKE ID: ou=eng

o )

FEIFH P, NetScreen ¥4 535 F 5 41AH ¢
1] distinguished name CHJI4 5% (dn) i1 H
RICESUE BN G, UK 1 B
Br B I (9 H T IKE ID fi1) dn 3547 HL %




Al E AU IKE ID, 7k F:
1£ NetScreen & & L

1.

2.
3.

4.

B —AN B HAE 0 IKE ARiRI4 IKE ID P (W ou=sales, o=netscreen) , iigxE {4l IKE ID
A AT B Sk H P e .

KB4 IKE ID PR IRE— MRS R 4, IFdr %4l

fE38 5 2ILAN H3h% 8 IKE VPN L&, feeihs i dmarR, = 1 BB it T-Aggressive mode (7
D , UEP (AR RSAEZE DSA, EHR TS VPN &P i ik fuE B8 T IAE.

B AAVF AR IR 3R 2 k5 VPN [15E0

7£ VPN & P L

1.
2.

IRAFFE AL, ZAE AR 4 FRE & 45 BRIAE NetScreen % & L34 IKE ID e X5 SAH A .
XA 1 BB, A Aggressive mode (FFhfisl) P& IE 1] NetScreen 1451 VPN iliE, f5E 2T
T MBRUER, FF A IKE 1D ZRA%E £ W5 .

Wi, BNEAUER GRMARITES4] IKE ID H /e XRis IKE ID JLES) 5N 85 IKE H P &R v LY
Ty#dt 5738 ] NetScreen 1 751 VPN JHiE. %11, wH20 IKE ID H ) 1) IKE ID 5y OU=sales, O=netscreen, N
NetScreen ¥ %% K AR P RIS 1 B, ZH P IAE LU AR A & X e 2 AE 5. nliEs 3|
NetScreen 451185 IKE H 7 0B K3, EHGRT7E4] IKE ID H ‘i de e B9k 2 s R 8GE .

16. AJ LUK —41 IKE ID P CELE IKE Fl 4.




IBECFFFN A28 ASN1-DN IKE ID ZEE!
K2 IKE )5 IKE 1D I, AU HIRRA 1 1 “tGiBERa0% 7, R4 FR (ASN1-DN) /5 AR HALE 1 IKE ID

ORI R EE, PN (EIFER ) @SR k. Fln:

ASN1-DN: C=us, ST=ca, L=sunnyvale, O=netscreen, OU=sales, CN=joe

K451
C=us — C=Hx%
ST=ca ST=/M
L=sunnyvale L =X
O=netscreen O=44
OU=sales OU = 421 Hf
CN=joe » CN = jii 1 44 ¢

CRRZS

Ko IKE ID I, 200K %25 5 1 ASN1-DN ID f552 UL R Rh2EAL 7 —.

Wildcard GEREAF) : WRLS IKE H)7 1) ASN1-DN Fril 7B {541 IKE H 7 ) ASN1-DN Fril Bt
HHFME VAL, T NetScreen IAF#E S IKE B/ (1 ID. X TFAMRRBE, Wildcard GEECAE) 1D N2 —
AME (B, SZFF “ou=eng or ou=sw”, {HAZHF “ou=eng, ou=sw” ) . P ASN1-DN 5 H bR il
BRI AL,

Container (&%) : WHRILT IKE A1) ASN1-DN Fril F B ¢ 4Vt hic 4l IKE )7 i) ASN1-DN Fx
T B HE, W NetScreen IAIESE S IKE FI 1 ID. S TR DFRIRTE, Container (77%) 1D 28157
FEZA4%H (B, “ou=eng, ou=sw, ou=screenos” ) . M4~ ASN1-DN F4F B e bR iR 7 B A i HE?
DAII—FE




Wildcard GEECEF) ASNT-DN IKE ID

JHACFF ASN1-DN 2R ize fE )25 77 11 distinguished name  GRBA4FK) IKE ID i E5 4 IKE H /7 )5 ASN1-DN
IKE ID " AME VLA, IXUEfEfE ASN1-DN FAFH rh )50 G w2, fldn, anR4k5 IKE H 7~ 59 ID Fi4l IKE H
F D R

o 5 IKE H /)43 ASN1-DN IKE ID: CN=christine, OU=finance, O=netscreen, ST=ca, C=us

e 4 IKE /%4> ASN1-DN IKE ID: C=us, O=netscreen

N—ANE BT ASN1-DN IKE ID ZHULAEC A IKE ID, BRSPS ID SR8 P AN 7]

5 IKE FH /11 2 IKE FH /38 Fe 4
ASN1-DN IKE ID ASN1-DN IKE ID
55 IKE H /(%) ASN1-DN 3 2 78 E- E-
4 IKE 11 ASN1-DN 14858 1 - -
8o (ERIFHAE L,

CN=christine C=us
NI
OU=finance %} ST=
O=netscreen L=

O=netscreen

OuU=
C=us CN=

ST=ca




Container (&£) ASNI-DN IKE ID

7545 ASN1-DN ID R4 IKE H 711 ID AERARIR T BRI 244 H . WS HP ID 5541 IKE H
JID R ESE 4 UL, W) NetScreen A IF4] IKE f1)7 . SIEECSTRBURFE R, 85 IKE A4 IKE H 711D

H1,  ASN1-DN FE a0 4, JF HIXEe 7 Brh ZAME U 20—

5 IKE FH ) H IKE H P 223
ASN1-DN IKE ID ASN1-DN IKE ID
ASN1-DN 4 541 IKE H
) ASN1-DN 524 UGHC KA - C=us C=us
OU ID FBeh A4 H e _ WAIE _
H—Fk, ST=ca \/ ST=
L= sf L=

O=netscreen

O=netscreen

OU=mkt,0U=dom,OU=west

OU=mkt,0U=dom,OU=west

CN=yuki CN=
%5 IKE 1 4 IKE FH P A 2%
ASN1-DN IKE ID ASN1-DN IKE ID
E= E=
Ak IKE H ) C=us — C=us
ASN1-DN % 541 IKE H] )™ ST= UNIE .
f¥) ASN1-DN 5E 4= UL (1) i - =ca X =
B2, OUID FEHhZA%H L= la L=

R —FE

O=netscreen

O=netscreen

OU=mkt,0OU=west,O0U=dom
CN=joe

OU=mkt,0U=dom,OU=west
CN=




Sef5l: A IKEID GGEF)

AT, Bl A Usert FIHTIIZL IKE ID H 7 o K ILACE M EAS RSA IET 1 VPN 27 iifi [ 1 45252 40
HZIE 10 NI 1 B, 1ZUE & O=netscreen FI OU=marketing. iE AN (CA) 4 Verisign. H#4k
5 IKE H Fddam 44k office_1.

SRS Trust X B
Untrust X Bt eth1, 10.1.1.1/24
eth3, 210.1.1.1/24 NAT izt
Untrust X Bt
B ‘ Trust X Bt
WD VPN il — — == webi
o=netscreen { b —— L (. ' i V 10.1.1.5
ou=marketing Y1 IKE ID Fi/ féi A
User Name: User1
. User Group: office_1
% 210.1.1.2 Distinguished Name
CGHAAFR -

o=netscreen
ou=marketing

5 \KE H P Rl YU A AR e IKE ID. A 3k 5 IKE H 7 k45 (1) Distinguished Name G4 95D
(dn) AIRELA B AEEAE — & ()45 5 7 2 R
C=us,ST=ca,L=sunnyvale,O=netscreen,OU=marketing, CN=michael zhang,CN=a2010002,CN=ns500,
CN=4085557800,CN=rsa-key,CN=10.10.5.44

H1{ O=netscreen 1 OU=marketing i HAEX %57 Wk, JF H A P Al R A4 Bk 0 3 IKE ID 282, [tk
NetScreen W42 .

TS5 1 B BRI SE 2 B a2, e — 5 1 BBl GIEP 4 rsa-g2-3des-sha) , 1450 2 I B isaE$¢
e X “Compatible” ¥ & .

fi e Pk 5 21 LAN ) VPN Fl— N5, R HTTP JisEid ok VPN i 1E 2118 Web JiR4s 4% Web1. H b i fE VPN
& P (fdH NetScreen-Remote) [T E .




WebUI

EO -2k

1. Network > Interfaces > Edit (X} T ethernet1) : #iALL FH%Z, ARG Hd OK:
Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24

2.  Network > Interfaces > Edit (%] T ethernet3) : BWALL FAZE, R5HT OK:
Zone Name: Untrust
IP Address/Netmask: 210.1.1.1/24

ik

3. Objects > Addresses > List > New: i ALL FH%, K5 OK:
Address Name: web1
IP Address/Domain Name:

IP/Netmask: (EFE) , 10.1.1.5/32
Zone: Trust

AR
4. Objects > User Groups > Local > New: HiALLFHZE, K550 OK:
Group Name: office_1
5. Objects > Users > Local > New: #ii AL FH%, RJ5Hd OK:
User Name: User1
User Group: office_1
Status Enable: (ZE#%)
IKE User: (&%)




Number of Multiple Logins with same ID: 10
Use Distinguished Name For ID:  (i£#%)
OU: marketing
Organization: netscreen

VPN

6. VPNs > AutoKey Advanced > Gateway > New: i ALLFHNZ, RJ5Hd OK:
Gateway Name: Corp_ GW

Security Level: Custom

Remote Gateway Type: Dialup User Group: (i%£#%) , Group: office_1
Outgoing Interface: ethernet3

> Advanced: Hi A F¥mEdi'sE, KRG M Return, R[FIRIFEA “WE” B
B

Security Level: Custom

Phase 1 Proposal (For Custom Security Level):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
7. VPNs > AutoKey IKE > New: #IALLFH%, K55 T OK:
VPN Name: Corp_VPN
Security Level: Compatible

Remote Gateway: Predefined: (i%£#:) , Corp_ GW




fggas
8. Network > Routing > Routing Table > trust-vr New: i ALLFHN%, K55 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3(untrust)
Gateway IP Address: 210.1.1.2
R
9. Policies > (From: Untrust, To: Trust) New: #ALL FHN%Z, K5 Hd OK:
Source Address:
Address Book: (&%) , Dial-Up VPN
Destination Address:
Address Book: (IE#) , web1
Service: HTTP
Action: Tunnel
Tunnel VPN: Corp_VPN
Modify matching VPN policy: G&RR)
Position at Top: (&%)




CLI

O -=2XE
1. set interface ethernet1 zone trust
2. setinterface ethernet1ip 10.1.1.1/24

3. setinterface ethernet3 zone untrust
4. setinterface ethernet3 ip 210.1.1.1/24

ikl

5. set address trust web1 10.1.1.5/32

AR

6. setuser User1 ike-id asn1-dn wildcard o=netscreen,ou=marketing share-limit 10
7. set dialup-group office_1 + User1

VPN

8. setike gateway Corp_GW dialup office_1 aggressive outgoing-interface ethernet3 proposal
rsa-g2-3des-sha

9. set ike gateway Corp_GW cert peer-ca 1"’

10. set ike gateway Corp_GW cert peer-cert-type x509-sig

11. set vpn Corp_VPN gateway Corp_GW sec-level compatible

R
12. set policy top from untrust to trust “Dial-Up VPN” web1 http tunnel vpn-dialup Corp_VPN
13. save

17. 571 4 CAID 5. ZERILCARID 5, HMHHLL N4 : get pkix509 list ca-cert .




NetScreen-Remote Security Policy #5355

1. Hii5 Options > Secure > Specified Connections .

2. i Add a new connection, 7&HILIIHNER KRN webl .

3. MUEIEHIEI:
Connection Security: Secure
Remote Party ID Type: IP Address
IP Address: 10.1.1.5

Connect using Secure Gateway Tunnel: (GEF8)
ID Type: IP Address; 210.1.1.1

4. b T webt EFRAILRIING “+7 , RETTHEALFRMEG .

5. H.ili My Identity: M Select Certificate 513 ' 1, 3E#%4E distinguished name (IR 4 F5) ks
o=netscreen,ou=marketing 1 }j 7t Z [FiE45 .

ID Type: M\ FHi%1FHi%$ Distinguished Name .
6. If.il; Security Policy ¥l¥x, #A/5i%#+ Aggressive Mode.

7. Hiif7 T “Security Policy” BFrALRING “+7 , SRJ5Hd: “Authentication” (Phase 1) fil “Key
Exchange” (Phase 2) A2t “+” , db— 0 RIFHME .

8. i Authentication (Phase 1) > Proposal 1: L+ R “hnss” F1 “ ¥ 5o sk 5L
Authentication Method: RSA Signatures
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2

18. AJufilfE £ 7 NetScreen-Remote & /i b CL &%k T i& M HIET . 4 7 NetScreen-Remote Fin#iF-PrifE &, 1204 NetScreen-Remote Y.




10.

11.

12.

13.

¥.i7 Key Exchange (Phase 2) > Proposal 1: iE#:LL N IPSec -
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Tunnel
#.15; Key Exchange (Phase 2) > Create New Proposal: £#LL K IPSec #il:

Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: Triple DES

Hash Alg: MD5
Encapsulation: Tunnel
#¥.i1; Key Exchange (Phase 2) > Create New Proposal: %L1 IPSec thi:
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: DES
Hash Alg: SHA-1
Encapsulation: Tunnel
¥.i; Key Exchange (Phase 2) > Create New Proposal: #%£#:LL T~ IPSec #/}i¥:
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: DES
Hash Alg: MD5
Encapsulation: Tunnel

#if; Save.




B MEZ24AR94H IKE ID

HA WY “4 IKE ID” & —IiHAR, X—41%A A H P BCE B H P #1045 IKE H P #UT IKE
NUFE. M, NetScreen ¥ #-4# F 41 & %5 2> IKE ID [ 540 IKE ID JH i fre — AR5 IKE 7 A) o 57 )
NetScreen 13711 VPN i, Aife2u R AEMRr VPN & o B VPN & BAA IEf it s e], FHumBH -
(P14 IKE 1D [ sE R4y 541 IKE ID /2 A (13845 IKE 1D 52 SUAHVCIE .

HA W= 514 IKE ID e ~
21 IKE ID
#5 IKE +

Wit =24

alice.eng.ns.com - T s
+ S
011fg3322eda837c \/ 4 IKE ID A/
- #4> IKE ID: eng.ns.com
PP EH: N11wWd2

N )

bob.eng.ns.com

+ IKE FHF%%%%B IKE ID i, NetScreen 7 %k
bba7e22561c5da82 \/ LR A P A PRI A
> (BN IKE H 7 I T 2 3] = Tt 2 g

F{H x 43 IKE 1D, )
NetScreen ¥ == FI A S WG 1 B

carol.ns.com E@%Mﬁﬁ‘]?ﬁﬁ?%%ﬂﬂ??tbﬁ, PIAT A IE
+ o
834a2bbd32adc4e9

Y 1177 Carol /7 IKE ID A4
carol.eng.ns.com , [#//t NetScreen

HHER T

AT EAA IS H D564 IKE ID (1) IKE ID 2884, wf D — NI hl, Wl Pog— e a8 i s
(FQDN).




AR EHATILEEHNA IKE ID, J7iEu T

7£ NetScreen & & L

1. QM EA TR IKE b4 IKE ID F 7' (4 netscreen.com) , JfR@ n i H 4L IKE ID faj /- 2E4T
MR P B .

2. CKH4L IKE ID F PRIk k5 H 4

3. RS E| LAN Hzh% 8 IKE VPN FLEH, NEfe Mgk — 48 (Wiroadl) , 5tk 5 M 4, 5
AN ML B M E

4. AT CLI 4, MWL AR FEFMEEMH - IKE ID (41 joe@netscreen.com) £ /ML 5 H -
1) A == %5 A1

exec ike preshare-gen name_str usr_name_str

(1) exec ike preshare-gen road1 joe@netscreen.com
5. WFoEAE VPN 2 i, ddsg L s g LA ]
7£ VPN & Fim L

XFE 1 BrBcieg, {1 H Aggressive mode (T:#hBix) ML W] NetScreen 1451 VPN JlIE, HHiAZ
HI7E NetScreen 17 AR B Tl 223551

65, NetScreen B+ n] I EREN AR P, %M P 04 IKE 1D AL 4> 535341 IKE 1D H P faj - AH DL
BCIT N 2. flan, w4l IKE ID FH ) B IKE #5iH netscreen.com, N7E IKE ID #1245 1%, 44 (4F4a] FH 7 S fig LA
Aggressive mode (FFHix) 7& NetScreen ¥+ L& 1 BrB IKE Hhig. 9l l: alice@netscreen.com.
bob@netscreen.com fl carol@netscreen.com. 7] &1 H AR I T#E4L IKE ID H P ‘i fe e f K IF &
SRR




FE45). 4B IKEID (Fa=%%R)
Sty VPN % 5k [ I B &

AT, Gldtar 4 User2 [FBi 4 IKE ID HI ™ o K HAC & 9 AR A T
& 10 IS 1 BB R, IO S YIS AT S netscreen.com 45 R 1) IKE ID. Fi3L 5% P18 Bb 1 (E N

W 10

jk930k . ¥¥k'5 IKE H P ddr 4k office_2.

AR F Trust [X B
Untrust [X B eth1, 10.1.1.1/24
eth3, 210.1.1.1/24 NAT #izt

Untrust [X B ‘ Trust X &

£ e

40 |KE ID H J fii

B gl VPN EE
IKE 1D - S, W=
joe@netscreen.c S
User Name: User2
User Group: office_2

M5 210.1.1.2 45 ID: netscreen.com

XFTHE 1 B BORIER 2 BB R, IERETIUE SO “Compatible” (#2240 i 24X BUARLE trust-vr i Hidsli .

WebUI

O -L22XE
Network > Interfaces > Edit (%} T ethernet1) : #ALL NN, RJ5HT OK:

1.
Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24
2.  Network > Interfaces > Edit (%] T ethernet3) : #IALLFAZ, SRJ5HT OK:

Zone Name: Untrust
IP Address/Netmask: 210.1.1.1/24




ik
3. Objects > Addresses > List > New: #iALL FH%Z, K5 Hd OK:
Address Name: web1

IP Address/Domain Name:

IP/Netmask: C(&E+f), 10.1.1.5/32
Zone: Trust

4. Objects > User Groups > Local > New: HiALLFAZ, )5 HT OK,
Group Name: office_2
5. Objects > Users > Local > New: #HiALLFAZE, K5 Hd OK:
User Name: User2
User Group: office_2
Status: Enable
IKE User: (i£#%)
Number of Multiple Logins with same ID: 10
Simple Identity: GEF
IKE Identity: netscreen.com




VPN

i WebUl (XA —NIHEZZ DI, L HAM NetScreen i s i 41T = 2 BRI Fl 71 o
ZLE IKE PITHTIA B ZE DI 1, /] CLI

6. VPNs > AutoKey IKE > New: $iALLFHZ, K5 Hd OK:
VPN Name: Corp_VPN

Security Level: Compatible
Remote Gateway: Predefined: (%) , Corp_GW
HE
7. Network > Routing > Routing Table > trust-vr New: #iALL FA%, K55l OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (iE#%)
Interface: ethernet3(untrust)
Gateway IP Address: 210.1.1.2




P
8.

CLI

BEO-Z&2XEK
set interface ethernet1 zone trust
set interface ethernet1 ip 10.1.1.1/24

set interface ethernet3 zone untrust
set interface ethernet3 ip 210.1.1.1/24

roobd =

ikl

Policies > (From: Untrust, To: Trust) New: #ALLFHR%, A5 5 OK:

Source Address:

Address Book: (i%$¢) |, Dial-Up VPN
Destination Address:

Address Book: (i%#:) , web1
Service: HTTP
Action: Tunnel
Tunnel VPN: Corp_VPN
Modify matching VPN policy: G&RR)
Position at Top: (&%)

5. set address trust web1 10.1.1.5/32

HF

6. set user User2 ike-id u-fqdn netscreen.com share-limit 10
7. set user-group office_2 user User2




VPN

8. set ike gateway Corp_GW dialup office_2 aggressive seed-preshare jk930k sec-level compatible
9. setvpn Corp_VPN gateway Corp_GW sec-level compatible

R
10. set policy top from untrust to trust “Dial-Up VPN” web1 http tunnel vpn Corp_VPN
11. save

foar oV d = |

HlFARZZ L
SRS FH LR CLI iy 23R4 L 5 4 .
exec ike preshare-gen name_str usr_name_str
ST LS 1M H jk930k (FEfn 44k Corp_ GW I FEM SCIMBLE F e @) » LA HAH -

S,
= AS

joe @netscreen.com =R TIAL %4l 11ccce1d39618f29ffa93d11257f691af9691612

W]

NetScreen-Remote Security Policy #5355

1. i Options > Secure > Specified Connections .

2. i Add a new connection, 7t HILIFNEEL EFRFHE web1 .

3. WO EERILIN:
Connection Security: Secure
Remote Party ID Type: IP Address
IP Address: 10.1.1.5

Connect using Secure Gateway Tunnel: (E#)
ID Type: IP Address; 210.1.1.1

4. T webt BIFRZEIARIINS “+7 , EITERERNE .

5. .5 Security Policy Kltr, #XJ5iL#+: Aggressive Mode .




6. i My Identity: f.i; Pre-shared Key > Enter Key: %A
11ccce1d396f8f29ffa93d11257f691af96916f2, X /5 #ili OK.

ID 2K%:  (J&#¢ E-mail Address) , X5\ joe@netscreen.com.
7. Hdifi T “Security Policy” BFRALIINS “+7 , SRJ5 M “Authentication” (Phase 1) fil “Key
Exchange” (Phase 2) Zciifihn's “+”7 , #E— 0 RITKm.
8. i Authentication (Phase 1) > Proposal 1: £+ R4 “ng” il “Hifs g5k .
Authentication Method: Pre-Shared Key
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2

9. il; Authentication (Phase 1) > Create New Proposal: #%#:LL T IPSec il
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: Triple DES
Hash Alg: MD5
Key Group: Diffie-Hellman Group 2

10. i Authentication (Phase 1) > Create New Proposal: %E£:LLF IPSec t4i¥:

Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: DES

Hash Alg: SHA-1

Key Group: Diffie-Hellman Group 2

11. i Authentication (Phase 1) > Create New Proposal: %E£:LLF IPSec t4i¥:

Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: DES

Hash Alg: MD5

Key Group: Diffie-Hellman Group 2




12.

13.

14.

15.

16.

¥.i7 Key Exchange (Phase 2) > Proposal 1: iE#:LL N IPSec -
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Tunnel

#¥.11; Key Exchange (Phase 2) > Create New Proposal: %L1 IPSec ti:
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: Triple DES
Hash Alg: MD5
Encapsulation: Tunnel

#¥.11; Key Exchange (Phase 2) > Create New Proposal: #%£#%LL F IPSec ti:
Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: DES
Hash Alg: SHA-1
Encapsulation: Tunnel

¥t Key Exchange (Phase 2) > Create New Proposal: %L T IPSec 1/i:

Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: DES

Hash Alg: MD5

Encapsulation: Tunnel

il Save.
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19. DIP it Hh At b1k PR 2007 5 A 1 AR RJ K7 ey, (EL it i 20N GG A RE AR 7 9 PP K 11 1P ik, ATA] MIP 5 VIP Miuhik o X 22 4 X BL 1,
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ZIX BOETIRCE ) Untrust 22X EHY “ 17 KB mLLKEZ A Tunnel X EGR e 2 [A)— 22X B, (HEAANR LUK
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Peibrise, mrPUE A NAT &l VPN i b dsithil DL B MIP & 2ol VPN 3R & B B Btk .
10 IE P im 1) NetScreen W #4118 1E S 40 ScreenOS AU T :
o S BNBURIEE 2 BYBLEMN “BEIEH IKE” . TS (netscreent). TiJGE LA “Compatible” 1%
A CHIRXEEH S B, SR 11 0 bBr “EEmhE” . )
o RN A A I ASH R SC R R 210.1.1.1/24 . (AR IR R K IKE B & o R R R O, )
o TEAIRIPAE G FIEE AR OGO R 211.2.2.2/24., (A uk S H e HbEE R IKE BCE SRR
x*o)
e Nyl B NetScreen % #5iz17 3.1.0 LU A1) ScreenOS.
o EBIMAEN NetScreen i #1217 3.1.0 LU FhRAF ScreenOS.




1555 PR H TlEN 2 i & K E9E 7T 3.1.0 LU T ScreenOS /17 NetScreen i #4119 1E 4015 .
172/ NetScreen Wi 57515 ScreenOS % f8 1 LIFIR T & T H5 119 i #4119 ScreenOS ik A,

PR — > = i iE
VLB BRI B B Untrust-VR # i 5% 43 1-ftp
\. JHIE /1

\ MIP 30.1.1.5
e 1 % 4110115

210.1.1.254 A4

Trust-VR # 1% VPN i j# : ﬂ‘ﬁ 1
to_branch1 0.2.1.0/24 “'-'-

m 1
ﬁj\%ﬁ Untrust IP
211

[X B! - Untrust_Tun 2.2.2/24
. EIE 110.2.11/24
corp-ftp 51:1 DIP 10.2.1.65 - 10.2.1.126

10.1.1.2 MIP 10.2.1.2 41 10.1.1.2

= RN < £ - Untrust
210.1.1.1/24
] eth1/2

X B : Sales
10.1.1.1/24

eth2/1

g

WebUI

RE X FE IR H 25

1. Network > Interfaces > Edit (X} T ethernet1/2) : M ALLTF A%, A5 %1 OK:
IP Address/Netmask: 0.0.0.0/0
Manage IP: 0.0.0.0




2.  Network > Interfaces > Edit (¥} T ethernet1/2) : AL FNZE, ARJEHT OK:
Zone Name: Null

3. Network > Zones > Edit (X} T Untrust) : 7 Virtual Routers Name R4 d, i&F¢ untrust-vr, SRJ5H
i OK.

4. Network > Zones > New: #ii AL %, R)5 54 OK:
Name: Sales
Virtual Router Name: trust-vr
#EO - XEfMEE
5. Network > Interfaces > Edit (X}T- ethernet2/1) : #HIALLFNZ, RJ5Hd OK:
Zone Name: Sales
IP Address/Netmask: 10.1.1.1/24
6. Network > Interfaces > Edit (T ethernet1/2) : ¥ ALLFH%, AR50 OK:
Zone Name: Untrust
IP Address/Netmask: 210.1.1.1/24
7. Network > Interfaces > Tunnel IF New: #iALLNHNZE, SRi5 %t OK:
Interface Name: tunnel.1
Zone: Untrust-Tun
Fixed IP: (Gi£F)
IP Address/Netmask: 10.2.1.1/24




MIP

8. Network > Interfaces > Edit (X} tunnel.1) > MIP > New: #ALL FAZ, RJ5Hd OK:
Mapped IP: 10.2.1.2
Netmask: 255.255.255.255
Host IP Address: 10.1.1.2
Host Virtual Router Name: trust-vr

DIP

9. Network > Interfaces > Edit (X} tunnel.1) > DIP > New: #iALL FHZ, ARG Hd OK:
ID: 5
IP Address Range:
Start: 10.2.1.65
End: 10.2.1.126

Port Translation: C(i%#%)

ik

10. Objects > Addresses > List > New: AL %, &5l OK:
Address Name: sales-any
IP Address/Domain Name:

IP/Netmask: (i£#) |, 10.1.1.0/24
Zone: Sales




11. Objects > Addresses > List > New: #iALLFNZE, AR5 H.d; OK:
Address Name: branch1-any
IP Address/Domain Name:
IP/Netmask: 30.1.1.0/255.255.255.192
Zone: Untrust
12. Objects > Addresses > List > New: #iALLF 7%, AR5 OK:
Address Name: branch1-ftp
IP Address/Domain Name:
IP/Netmask: 30.1.1.5/32
Zone: Untrust

VPN

13. VPNs > AutoKey IKE > New: H#iALLFNZ, AR5 Hd OK:
VPN Name: to_branch1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: (i%£F#%)
Gateway Name: branch1
Type: Static IP: (&%) |, IP Address: 211.2.2.2
Preshared Key: netscreen1
Security Level: Compatible
Outgoing Interface: ethernet1/2*'

21, AhE R DABLER — X Berh (SRl D98 E 21z X B .




fggzs
14. Network > Routing > Routing Table > trust-vr New: #iALL FH%, A5 Hd OK:
Network Address/Netmask: 0.0.0.0/0
Next Hop Virtual Router Name: (i%#%) , untrust-vr
15. Network > Routing > Routing Table > untrust-vr New: AL FHA%, AR5 Hd OK:
Network Address/Netmask: 30.1.1.0/24
Gateway: (EF)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
16. Network > Routing > Routing Table > untrust-vr New: #iALLFA%, XG5l OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (EF)
Interface: ethernet1/2(untrust-vr)
Gateway IP Address: 210.1.1.254

YER: 17 Sales [XE (ethernet2/1) 9/ 127 “Esi1” #CF, NetScreen i #1% F 2/ untrust-vr /% i
T g HE— K H o AL FIA —1FH




R Mg

17. Policies > (From: Sales, To: Untrust) New: #iALL FANZ, R)5%d OK:
Source Address:
Address Book: (%£#) , sales-any
Destination Address:

Address Book: (1E#) , branch1-ftp
Service: FTP

Action: Tunnel

Tunnel VPN: to_branch1

Modify matching VPN policy: G&RR)
Position at Top: GZEFE)

> Advanced: A LL Tk E, AR5 Return, JR[F[FEA “IEHE” L
B

NAT: (i£#%) , DIP On: (i£#%) ; 5 (10.2.1.65-10.2.1.126)/X-late

18. Policies > (From: Untrust, To: Global) New: #iALLFH%, SRj5Hd; OK:
Source Address:

Address Book: (i£F¢) | branch1-any
Destination Address:

Address Book: i) , MIP(10.2.1.2)
Service: FTP
Action: Tunnel
Tunnel VPN: to_branch1
Modify matching VPN policy: k&)
Position at Top: (&%)




CLI

& F Tunnel XE&
R XEFELIRRSE

unset interface ethernet1/2 ip

unset interface ethernet1/2 zone
set zone untrust vrouter untrust-vr

roDd =

set zone name sales trust-vr

#O - XEf@ia

5. setinterface ethernet2/1 zone sales

6. setinterface ethernet2/1ip 10.1.1.1/24

7. setinterface ethernet1/2 zone untrust

8. setinterface ethernet1/2 ip 210.1.1.1/24

9. set interface tunnel.1 zone untrust-tun

10. set interface tunnel.1ip 10.2.1.1/24

MIP

11. set interface tunnel.1 mip 10.2.1.2% host 10.1.1.2
DIP

12. set interface tunnel.1 dip 5 10.2.1.65 10.2.1.126

22. M Ty M B HER & 255.255.255.255, HiASLERr A g .




kil

13. set address sales sales-any 10.1.1.0/24

14. set address untrust branch1-any 30.1.1.0 255.255.255.192
15. set address untrust branch-ftp 30.1.1.5/32

VPN

16. set ike gateway branch1 ip 211.2.2.2 outgoing-interface ethernet1/2 preshare netscreen1 sec-level
compatible

17. set vpn to_branch1 gateway branch1 sec-level compatible

fizg=e]
18. set vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr

19. set vrouter untrust-vr route 30.1.1.0 255.255.255.192 interface tunnel.1
20. set vrouter untrust-vr route 0.0.0.0/0 interface ethernet1/2 gateway 210.1.1.254

YEE: 17T Sales X E (ethernet2/1) 9 127 “#ki1” #(F, NetScreen i 41% Hz)7 untrust-vr £
B G HAHNE—TFH o BTN — 15 H .

R
21. set policy top from sales to untrust sales-any branch1-ftp ftp nat dip 5 permit
22. set policy top from untrust to global branch1-any mip(10.2.1.2) ftp permit

23. save
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NetScreen ¥ £ W2 & A455E Untrust IP #ulik, 1 VPN 4435 i) Untrust 1P ik 4502 5 A bl ) % 4%




VPN 2H

VPN 28 72 85 2 DU HARIE R DG — 41 VPN BN E . AP & EIE 5 1 BB s 2 BriBee 20k (SA) Z%mT LA
AR BARE] CBR T AR Db S BN R R FE 9 OC 1P ki) o VPN A HAME—1) ID 5, JF HAL IR i R # e da e — 4
ME— (B LR AR A A i sl i LB B R AL & e H(E 1 R SR A sldse A S I BA

VPN 41 1 &R

= BN 4
W U, AR S - -
HRENIZIE . 7,
AL AR,

NetScreen %% VPN 4§ A BEATIEAE, Al bz g e ds 5 HAri o R . P i s S I P 2% H bR i 13
WYERIE RS B s HRSAT IR AR i DR R

o IKE LEMES
o IKE E 2
XA T HAE N —F R A5 215 DU R “lPEpLg]” .

YER: TR H R IR A i B il 1. 75 i 1 i GEAE VPN 2T — TN id s 14 ] e B 75 5 45 9 H 7o
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NetScreen ff i1 AL 7 VPN £ R B AR 5 Ak 52 26 1 VPN S0
o IKE DBk
o IKE k&R

ERX WA L, il TCP N A HE LI GEZE 219 it L) “TCP SYN #ridkifr” ), NetScreen %
2% 0] DURIART o) 75 22 VPN s 130, DA AN AR BT VPN T8 46 11715 08 0 1) 46 213l 3

IKE 'L BEES

IKE L BbE 5 5E IKE X457l VPN 18 H AKX hello 3145, FI AR S — 7 BERMERLSAIRA . fildn, anii
device_m (“Ii#E#") WAHBEWEIK A device_t (“Hizn”) FReBEILEKE S (BE{EZE 5), device_m miik
“h device_t T4 1. Device_m M SA miEGEA7 TIEBRAHN P 1 BrBOFES 2 BrBree 210 (SA), JETR IKE Pk
B, GEZHE 216 1 L) “IKE k& FE” . ) Device_t tHiFER H 1) SA.

YEB: 75 VPN 24157 VPN 88 #5719 % 7% 2 A5 1 IKE DBk 5155, 87 device_m [ 5 /%1058, ik
device_t K/, device_m JF2511- IKE ‘DB G 5155, HAFAEHEF ALK ik : “Heartbeats have been
disabled because the peer is not sending them. ([ X35 7 G RFE DB S, CEZEH T 0BT 5 )7

“IKE OBkfE 57 st
VPN & X )i s .




HE A E VPN IE 1 IKE (LB E 5 B A AE GBREEZ 5) » THHATEL R iRAE.
WebUI

VPNs > AutoKey Advanced > Gateway > Edit (F T2 3L IKE LBUE S IR FERI MO . /£ “Heartbeat
Hello” F1 “Heartbeat Threshold” B B, #AJ5Hdi OK.

CLI

set ike gateway name_str heartbeat hello number
set ike gateway name_str heartbeat threshold number

IKE & & 315

NetScreen Wif# W& Hbri s ChWia, MIEa R 5 10508 IKE LBkE 5, IF A SA RS fr HHig BRizon 4507
(K] SA. FE5E IR R TAIRR Je AR o Sl RO S5 05 TR 55 1 Br Bt i e RS — IR AN S, a1
k2 DL 5 I 1) i) B 25 1 BB RS, BB PRI

15 5 4150221k
IKE 5 1 BB by

3 H b
1) )
5 53 Y NCaEm—— AR
(300 F) - S

AN & EEESFeNG
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HE XARE VPN IE ) IKE I TR (/N i EAL 60 0D , I HATEL I AR — 4%
WebUI

VPNs > AutoKey Advanced > Gateway > Edit (H T- 25 %L IKE T H IER I TR RIBE I )« 7F
Heartbeat Reconnect B H# ANFME, SR )5 #di OK.

CLI

set ike gateway name_str heartbeat reconnect number

2 BAT I KB VPN 41k GOR I8 T8 i D) e 8 e A B 5%, SRR SR RR I P e 2 I, 1B TERs B S b ) 8 o]
BRI ARG R AL BB i R DAL FE VPN idls R iRl iy B 5G] AT IR
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TCP SYN #Rictz &
SRR VPN WBE DI, ATHERT TP AL, MBROIMUR , WU 3T 50 M S E AT 1) TCP 22 e
S ABH, B NEHT TCP i (5 MBS, JFR AR AR Lk F R T SYN hxid. th

UEE SR I 2R ER 2, BRI E A BB SYN Frid. BRI, MR R4tk t. A TCP SYN #ridk
I, ERAESEDIHG, i TCP MR A AU H B IS %

TR RBEI i, T LIAEH] VPN JEIEH TCP 215K SYN Frickidr, W FATik:
WebUI
AT LUE I WebUI 25H] SYN #rid
CLI

unset flow tcp-syn-check-in-tunnel

YEBE: HEEN T, A SYN kil 2.




ef5: JTH VPN Mk

LEDLB A, O F) k5 HA — AN AR E G PO ) VPN T FE FE 2 0 B O B 2R OB TE . BT A A o IX AN L
PE Aol SR (R R R £ e 5% . Bl O 2 AT 1K), B S AR R A TR M (o, 38R 4 BV RE R EH AR K
F) N, WA DR E SRS .

WA BRI FR S PE: 1 K& Trust 1 Untrust X B IP Hudik. & NetScreen % %1 VPN 41 ID FIALE, W~
FioR:

B E P& F WEEDOMN IP ik YEED IP Hibk, VPN 4 ID #IE
(Trust Zone) BRE PR (GW)
(Untrust Zone)
N Monitor1 ethernet1, 10.10.1.1/24 ethernet3, 1.1.1.1/24, (GW) 1.1.1.2
By (FERD Target1 ethernet1, 10.1.1.1/16 ethernet3, 2.2.2.1/24, (GW) 2.2.2.2 ID =1, Weight =2
B (B0 Target2 ethernet1, 10.1.1.1/16 ethernet3, 3.3.3.1/24, (GW) 3.3.3.2 ID =1, Weight =1

TER: PN 10T R P it 5 o] b A — 2K o

el y%Dﬁ%ﬁf trust-vr B iiikb . BT “LAN 2] LAN [ B 30248 IKE VPN @8 #5480 e X2 ®nl, %f
551 MY EBOREE 2 I BT S “Compatible” . HLEHPIAIFS 5% .




JER: LI BT B 1 A5 B A Untrust, eth3  Trust, eth1
Volilal 2.2.2.1/24 10.1.1.1/16
| |
Target! |

Bl op
3L

A5 Ml M\
HE (R E] G A
HHZ
|

\ \
Trust, eth1 Untrust, eth3
10.10.1.1/24 1.1.1.1/24

=
P
=
I m

Target2 ¥ °
Aol 0
(101.0016%) | i

]

[ [
Untrust, eth3 Trust, eth1
3.3.3.1/24 10.1.1.1/16

WebUI (Monitor1)
e XEEO
1. Network > Interfaces > Edit (X} T ethernet1) : M ALL FNZ, R)5H T OK:
Zone Name: Trust
IP Address/Netmask: 10.10.1.1/24

2.  Network > Interfaces > Edit (%] T ethernet3) : #IALLFAZ, SR/5EHT OK:
Zone Name: Untrust

IP Address/Netmask: 1.1.1.1/24




kil
3. Objects > Addresses > List > New: HiALLFH%Z, K5 Hd OK:
Address Name: in_trust
IP Address/Domain Name:
IP/Netmask: 10.10.1.0/24
Zone: Trust
4. Objects > Addresses > List > New: #iALLF %, 2R OK:
Address Name: data_ctr
IP Address/Domain Name:
IP/Netmask: 10.1.0.0/16
Zone: Untrust

VPN

5. VPNs > AutoKey Advanced > VPN Group: 7£ “VPN Group ID” FEtHh#iN 1, X5 i Add.
6. VPNs > AutoKey Advanced > Gateway > New: i ALLFHNZ, RJ5Hd OK:
Gateway Name: target1

Security Level: Compatible
Remote Gateway Type: Static IP Address: (i£#¢) , IP Address: 2.2.2.1
Preshared Key: SLi1yo0129

Outgoing Interface: ethernet3

> Advanced: i AN NS E, KRG Hd Return, R[\|FIFEA “M L7
i B T

Security Level: Compatible
Mode (Initiator): Main (ID Protection)




Heartbeat:
Hello: 3 Seconds
Reconnect: 60 Seconds
Threshold: 5
7. VPNs > AutoKey IKE > New: HiIALLFHZ%, K5 Hd OK:
VPN Name: to_target1
Security Level: Compatible
Remote Gateway: Predefined: (i£#¢) , target1
> Advanced: FIALLT SE, A5 HE Return, ik [EJEA “ [ 5%
IKE” Pc ' il
VPN Group: VPN Group -1
Weight: 2
8. VPNs > AutoKey Advanced > Gateway > New: #iALL FA%Z, K55l OK:
Gateway Name: target2
Security Level: Compatible
Remote Gateway Type: Static IP Address: (i%£#%) , IP Address: 3.3.3.1
Preshared Key: CMFwb70N23
Outgoing Interface: ethernet3

> Advanced: fiiA NHERCE, AR5 HE Return, ik [E[BIEEAR “RISC”
Wi
Security Level: Compatible
Mode (Initiator): Main (ID Protection)
Heartbeat:

Hello: 3 Seconds




Reconnect: 60 Seconds
Threshold: 5
9. VPNs > AutoKey IKE > New: HiALLFHZ, AR5 OK:
VPN Name: to_target2
Security Level: Compatible
Remote Gateway: Predefined: (GEF¢) | target2
> Advanced: AL R R E, AR5 HRE Return, R[IEA “[H 3%
IKE” Bo ' il
VPN Group: VPN Group -1
Weight: 1
&
10. Network > Routing > Routing Table > trust-vr New: #iALLF M2, R)5Hil OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3
Gateway IP Address: 1.1.1.2(untrust)




R Mg

11. Policies > (From: Trust, To: Untrust) New: #iALL FAZ, K5 Hd OK:
Source Address:

Address Book: in_trust
Destination Address:

Address Book: data_ctr
Service: ANY
Action: Tunnel
VPN: VPN Group -1
Modify matching VPN policy: (i)
Position at Top: (&%)




WebUI (Target1)

=z XEEO

1. Network > Interfaces > Edit (X}T- ethernet1) : #ALL FHNZ, K5l OK:
Zone Name: Trust
IP Address/Netmask: 10.1.1.1/16

2. Network > Interfaces > Edit (T ethernet3) : #iALLFA%Z, RJ5Hd OK:
Zone Name: Untrust
IP Address/Netmask: 2.2.2.1/24

ik
3. Objects > Addresses > List > New: HiALL A%, )5 Hd OK:
Address Name: in_trust
IP Address/Domain Name:
IP/Netmask: 10.1.0.0/16
Zone: Trust
4. Objects > Addresses > List > New: i ALL %, SR %0 OK:
Address Name: corp
IP Address/Domain Name:
IP/Netmask: 10.10.1.0/24

Zone: Untrust




VPN

5. VPNs > AutoKey Advanced > Gateway > New: #ALL FN%ZE, X5 Hd OK:
Gateway Name: monitor1
Security Level: Compatible
Remote Gateway Type: Static IP Address: (i£#%) , IP Address: 1.1.1.1
Preshared Key: SLi1yoo0129
Outgoing Interface: ethernet3

> Advanced: i R E, KRG M Return, JR[FEIZRIFEAR “ML” B
B

Security Level: Compatible
Mode (Initiator): Main (ID Protection)
Heartbeat:
Hello: 3 Seconds
Reconnect: 0 Seconds
6. VPN > AutoKey IKE > New: HiALLTF %, AR5 OK:
Name: to_monitor1
Security Level: Compatible

Remote Gateway: Predefined: (iEF) , monitor1




&
7. Network > Routing > Routing Table > trust-vr New: ¥ ALLF A%, A58 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (E#)
Interface: ethernet3
Gateway IP Address: 2.2.2.2(untrust)

A&
Policies > ( From: Trust, To: Untrust) New: #iALL FAZ, RJ5Hd OK:
Source Address:

Address Book: (&) , in_trust
Destination Address:

Address Book: (i£#¢) , corp
Service: ANY

Action: Tunnel

Sl

Tunnel VPN: monitor1
Modify matching VPN policy: (iE£#)
Position at Top: (&%)

WebUI (Target2)

YER: %M Target! JlECE BRI E Target2, (HA 7747 Untrust [X B 17 IP #ifif & X 2 3.3.3.1/24, ##1
K P HihlE X Ky 3.83.3.2, FHAEH CMFwb70N23 1 FiFt Z 24,




CLI (Monitor1)

T XEENO

1. setinterface ethernet1 zone trust

2. setinterface ethernet1 ip 10.10.1.1/24
3. setinterface ethernet3 zone untrust
4. setinterface ethernet3 ip 1.1.1.1/24

skl

5. setaddress trust in_trust 10.10.1.0/24
6. setaddress untrust data ctr 10.1.0.0/16

VPN

7. set ike gateway target1 ip 2.2.2.1 main outgoing-interface ethernet3 preshare SLi1yo0129 sec-level
compatible

8. set ike gateway target1 heartbeat hello 3

9. set ike gateway target1 heartbeat reconnect 60

10. set ike gateway target1 heartbeat threshold 5

11. set vpn to_target1 gateway target1 sec-level compatible

12. set ike gateway target2 ip 3.3.3.1 main outgoing-interface ethernet3 preshare CMFwb70N23 sec-level
compatible

13. set ike gateway target2 heartbeat hello 3

14. set ike gateway target2 heartbeat reconnect 60

15. set ike gateway target2 heartbeat threshold 5

16. set vpn to_target2 gateway target2 sec-level compatible
17. set vpn-group id 1 vpn to_target1 weight 2

18. set vpn-group id 1 vpn to_target2 weight 1

19. unset flow tcp-syn-check-in-tunnel




&
20. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.2

21. set policy top from trust to untrust in_trust data_ctr any tunnel “vpn-group 1”
22. set policy top from untrust to trust data_ctr in_trust any tunnel “vpn-group 1”
23. save

CLI (Target1)

e XEEO

1. setinterface ethernet1 zone trust

2. setinterface ethernet1ip 10.1.1.1/16
3. setinterface ethernet3 zone untrust
4. setinterface ethernet3 ip 2.2.2.1/24

ikl

5. setaddress trustin_trust 10.1.0.0/16

6. setaddress untrust corp 10.10.1.0/24

VPN

7. set ike gateway monitor1 ip 1.1.1.1 main outgoing-interface ethernet3 preshare SLi1yo0129 sec-level
compatible

8. set ike gateway monitor1 heartbeat hello 3

9. set ike gateway monitor1 heartbeat threshold 5
10. set vpn to_monitor1 gateway monitor1 sec-level compatible




&

11. set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.2
R

12. set policy top from trust to untrust in_trust corp any tunnel vpn to_monitor

13. set policy top from untrust to trust corp in_trust any tunnel vpn to_monitor
14. save

CLI (Target2)

YER: %M Target! JlECE BRI E Target2, (HAEAFF Untrust [X BT IP #ifif & X 2 3.3.3.1/24,  ##1
K P Hitl & X %y 3.3.3.2, H 1/ CMFwb70N23 )k TiIEZ 2 4.







L2TP (Layer 2 Tunneling Protocol, % 2 Zi&iE
180

KEANPT “Layer2 (52 ) WML (L2TP)”, #i8] T &M 8{d FHF1174 IPSec (Internet Protocol
Security, HECM ML 24T R, &4 L2TP Al IPSec L) L2TP — L& & yu i .

o 5234 W LMY “L2TP W7
o EF238 T LAY “EMUMERE R
o EE240 T LMY “L2TP 37
— H241 jU b “yufl: EEE P A L2TP $hed”
o 5243 7 [ “L2TP 1 IPSec L[# L2TP”
— $244 WU by <Yufl: BLE L2TP”
— #5250 jL bk “Yupl: FCE IPSec L) L2TP”




L2TP & %)

“Layer 2 (3 2 22 B (L2TP)” k4% H T LU R AE L St S bhill (PPP)” e “L2TP M4 IR%s 52
(LNS)”, i i%fR%42 7 Ll —4 NetScreen ¥ 4. L2TP @ik “L2TP f7HUAEH % (LAC)” A1 LNS 2 Jil i —ANil s
K% PPP i,

BRIV L2TP K H ), e A4 ISP M Ei) LAC 55— ISP W ufisli A Mt F ) LNS 2 [1) 37l 18 1% 4% .

L2TP M SAT 58 e B4R 5 P I 5L B, i BRI RERI3L 5 LA A ISP 1) LAC Lo CRXATINBRR 4 5
Hlf L2TP L . )
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ISP LRI NetScreen ¥ % =t
[ ‘.‘4/\/\/\/ S e oy
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L2TP 7£H4E L2TP g L2TP %%
rp e C PPP i M LAC R 45
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1 F§ Windows 2000 % Windows NT [] NetScreen-Remote % ) #l, ¢ Windows 2000 % /" Wl A< & #6845 7524
LAC, Kt L2TP @& nf UL H iy B4k 5 P v AL, Ao S Ak X ol il . X AP 5 v B4R o B R T
L2TP fid'& . )




NetScreen-Remote
1%, Windows 2000 NetScreen # %

LAC LNS i)
\' \ . - M
S | = | LAN
L2TP 3% -
(¥ PPP £:ifi )\ LAC
%) LNS)

Jy PPP #EHIE I B I TR 5 H P 31 NetScreen 1% 7% (LNS), AT Ll i NetScreen W4 1A & H ISP k4 Ad
2RI IP Hidil. DNS F1 WINS R4S a8 dtihil, DA WA 58 FE B/ A IE IR 4525 (RADIUS. SecurlD 5% LDAP)
IR .

5 URIEAS 1P bk, —ANH TR ISP BLER:, 5—A2 K A LNS FiZidEd:., k5 (Wi EH
PPP) 5HCH ISP BEAN, 1% ISP 34T IP fl DNS #8IK, FXHH BT IE. 3XAE 1 FH P CART % i 17 1P stk
BRI, 1% 1P Huhlkpch L2TP J@IE K AME IP Huhl.

@ ISP

IP Huli: 212.30.40.56
DNS: 209.6.15.3, 209.6.15.4




XI5, 24 L2TP iliH o) NetScreen ¥ & ¥ K 2%z PPP Wil i% NetScreen %44 /7 43 ic IP Hudik Ll &2 DNS Hl
WINS %5 . 1% IP il ] DU FAE AN W] % ek, & L2TP i i py s s ik

( : ) HIM NetScreen # 4% .,,‘*
_ L (LNS) pa—
K‘—-_;-_-.\ : : T
.'i‘ == # y NatScram;?g oo
IP #ufik: 10.10.1.161 o

DNS: 189.16.2.4, 189.16.2.5 _q LESTR
WINS: 10.20.1.48, 10.20.1.49 10.10.1.1 - 10.10.1.254




AT ScreenOS $24ELL N L2TP S £F:

Sk 1247 Windows 2000 1) ML L2TP i’
fEiE (IPSec Fff) L2TP) L2TP #1 IPSec 44
— XF7T- NetScreen-Remote: IPSec L[ L2TP £ “Main” #zCHp i B AIE, 78 “Aggressive” i
U P s ], B AR
— T Windows 2000: IPSec ¥ L2TP 7 “Main” = Ph i It FHAIE
FH PR 3 5904 2k 1 A i 8 e s A 8 GIE IR 25 % (RADIUS.  SecurlD 5§ LDAP) ] “#fidiAiiEHY
(PAP)” B¢ “ it TUIEHY (CHAP)”

YERL: A7 FT RADIUS JR55#574 3% 77 PAP #l CHAP. SecurlD 71 LDAP JR%-#+X % #F PAP.

K H AR e RADIUS kg5 & ik 5 11 IP itk “84 R 5: (DNS)” ks, M “Windows H.Hk
4 Ikgs (WINS)” il 4545 1) 4 Tic

M TR ARG FEURSEN L2TP iE M IPSec b1 L2TP J@iE

VEE: ZE) L2TP, NetScreen %4 4iF Layer 3 (4 3 5D HEfF, IFH 24X BHELL T NAT 8 “#%
H1” (. 2 NetScreen 75 11 Layer2 (42 =) #1FH, X BEEHLT “FH 7 #:(, 7 WebUI
AL TE L2TP KNI HEH,, HFHS L2TP #HKH9 CLI iy & & 7] K #4270 -

. BARESUR, Windows 2000 #1447 IPSec [#) L2TP. ZEsgEleAVAEH L2TP, U4AifriEM# 4k 3] ProhibitiPSec #4531 0 (IPSec ¥ L2TP) H Mk
1 (X L2TP) .

(TEPATUEERAERT, NetScreen BUCHENIRIAT & O i FFoR > 1847 : % regedit. Xliti HKEY_LOCAL_MACHINE > System >

CurrentControlSet > Services > RasMan > Parameters . X{il; ProhibitiPSec: & “#{i” i BiA 1, W T NBESIE Y, R5HT OK, &=

Bk L.

CINPAET MR A HPILH, 557 Microsoft Windows SCRS L3R Wil & e ifE d. )
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| IP ‘ PAYLOAD

| PPP ‘ PAYLOAD
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7E PPP fifif g —A™ IP 4.
2. ISP BBx PPP ki IP i k45 LNS.
3. LNS BFrix IP k.
76 1P Fugup e — MR € i H 1707 (1) UDP B, iZim 15k L2TP {#F .
4. LNS BkriZ% UDP k.
& UDP fifif g —A L2TP .
5.  LNS % L2TP WiikAT A3, {8/ L2TP £k b 383 1D ey 1D SRR 514 & 1) L2TP 3. 4R)5 LNS Bk
% L2TP 3k,
76 L2TP 4 faf 1 & —> PPP 1,
6. LNS X PPP it AT ACHEE, S H i E NI — N85 1P Hubk,
76 PPP fifif it —A™ IP 4.
7. LNS ¥i% IP B h 2 &M B i, e IP Ak 3L HUH 1P B (5 .




L2TP S
LNS {i 1] L2TP Jy3iiok (1 ISP 33 51/ 54l PPP W, i i

e |P #ili — NetScreen ¥4 M IP Hudikyth ik e — ANk, I E 0BG TRS F ) I H AL, X FEFAE 1P H
?k{ﬂ%ﬁgﬁ?%j% E1D ) i£1}}\ 11.11.11.12@] )1.1.1.3 bbb A, Z Mk R B R IR T AT 1111 =

e DNS —Zf — 254 IP Hulil — NetScreen 14432 X Lo - (it 3k 5 FH P i S WL F .

e WINS —Zf1 — 2542 IP #Hitil: — NetScreen ¥ 4 ik L Ml (35 = F 7 (1S4 H &
LNS i@ 7 4 F s i ) e 7 e m] DUAEAS b B0 13 sl AN IR 45 %% (RADIUS.  SecurlD % LDAP) A
JZE R
YEB: Tl L2TP 1 /719 RADIUS 2 SecurlD /R 4-#% 7] LA T 25 1 F IR - #5841 )A], - B4 2 42 2 IR 55 4%

AN, ATLLA PPP TR E FAIT R —:
e “Challenge Handshake Authentication Protocol (il FIAEWMYL ) (CHAP)” , fE8*5 H P & H PPP %%
FEER G, NetScreen ¥ & n) FH 7 A6 i) IS , ARG A ERNZ A N B s sk L RR RS
i, ASHbE s A RADIUS 4528 2 F CHAP.
e “Password Authentication Protocol C#A4IAIEEMI (PAP)”, ‘&5 PPP fEfEk—it, PAHSC X RI%
WS s . AH AR A RADIUS.  SecurlD #1 LDAP fIR45 28345 5 PAP.
e “ANY (Ef]) 7, EI/ZE NetScreen ¥ £ H CHAP i, wilfe HIlbf, WA PAP,

] DUILE “L2TP G4l & ” 7 (VPNs > L2TP > Default Settings) #1711l & it /1] set 12tp default @2 kbl L2TP
SHNH TR SRR S H P A Sl DIfE “H P ECE” 1 (Users > Users > Local > New) HEF5I%F L2TP F
HATHCE BT H set user name_str remote-settings 4K N H L2TP 241, M7 #8E M L2TP & & S REA 11
L2TP ¥ '&




seffl: BoE IP A0 L2TP BREiR E
AV, AT 10.1.3.40 3] 10.1.3.100 2 [A) f{HuHETEHE & S IP Hohibih. 552 DNS Al452% IP bk
210.11.6.2 (—%%) F1210.11.6.3 (—%%) . NetScreen ¥ % 1# [ CHAP 4T PPP iAilF,

TR LIBETS L2TP 338 X077 € A LE IR 755 o

1= RADIUS
710.1.2.245

Untrust

X Bt
LERERE

Trust
X Bt

HER: L2TP Jii bl 24
Trust X B 170140 T
I FFIH

ethernet1, @ ethernet3,
10.1.2.1/24 210.1.2.1/24

L2TP IP ith
10.1.3.40 - 10.1.3.100

WebUI
Objects > IP Pools > New: #IALLFH%, RJ5Hd OK:
IP Pool Name: Sutro
Start IP: 10.1.3.40
End IP: 10.1.3.100

1.




2. VPNs > L2TP > Default Settings: % ALL T %, AR5 04 Apply:
IP Pool Name: Sutro
PPP Authentication: CHAP
DNS Primary Server IP: 210.11.6.2
DNS Secondary Server IP: 210.11.40.3
WINS Primary Server IP: 0.0.0.0
WINS Secondary Server IP: 0.0.0.0

CLI

set ippool sutro 10.1.3.40 10.1.3.100
set 12tp default ippool sutro

set 12tp default ppp-auth chap

set 12tp default dns1 210.11.6.2

set 12tp default dns2 210.11.40.3
save

2 o




L2TP %0 IPSEC Lk HY L2TP

JUE ] LME ] CHAP 5% PAP AIEHR S ), {H2 L2TP JlE %A e, KA Z—ANEIER VPN #iE. L2TP ¥
H 1 2 R VFA L NetScreen 15 4 1187 BE G e #E 8k 5 P 0 Iid IP f@ijt SR JE IX e L] DU 5 | 21 SRS

L —A L2TP iliE, %1% L2TP WA N — M 5 5. B4 L2TP i LAC 5 LNS Z Al M 454 IP,
IR AT IPSec KA InEs . XM GF0 IPSec L) L2TP. IPSec L1 L2TP 2k H [FIFF (1) s B — A L2TP
MWIEAN IPSec HHIE, X5 7EHKME R e LS. IPSec LI L2TP %K IPSec JEL&?%J@‘%ER DA i i
i 15 L DR B I SOIRZS - CFF AL BB URIE TE A U PR E R, 165 Iﬂ?ﬁ 4 b BT

WA % T Windows 2000 [#7E 1% &, E'JET PIZE NetScreen ¥ 7 H1— 51247 Windows 2000 EI’JEMZIEI@'JL
L2TP il . o] 3 g i R ffE B, 1ES 05 237 00 BRI EiE. )

Al LL7E NetScreen %M F 4T —4 VPN % /WL a6 — IPSec L[ L2TP i#iH:

e {F Windows 2000 5% Windows NT #:1E &4 1247 NetScreen-Remote 1 FEH1
e iz{T Windows 2000 (%45 NetScreen-Remote) [T #L




. BCE L2TP
EAEE, QN “fs” (KK “field- sales”) MR, HFRE— 1% K “sales corp” ff) L2TP i
iE, fH ethernet3 (Untrust X Bt £ L2TP & M4k #21H. NetScreen W4 # F 45k L2TP I8 i &)W H T

T H A
o L2TP /il i A E s AE DAIE

e f{iH] CHAP 17 PPP Ailk.
e P (v k “global”) kbl FE A 10.10.2.100 % 10.10.2.180°,

e DNS k%484 210.11.6.2 (—Z) #1210.11.40.3 (40 .
—PHE L2TP AL EF A 2% KHEZAF 2/ T i H

R
Auth/L2TP %5 ‘
YL — IP jth: global
B 10.10.2.100 -
Adam Y X B 210 11.6. 10.10.2.180
p — B N ,
< ' : 20011403 @y Al g 24
e N 0

Trust X B

\ y eth1, 10.20.1.1/24
I .
AN -

Untrust [X B

L2TP jfi&:
eth3, 123.2.2.1/24

sales_corp

TCFE L2TP % /7 HLAf ] Windows 2000 %M/Ez%éft HRWAEZFER N ERE L2TP G, 1ES0
Windows 2000 A%, FiY$EfE L2TP 818 K NetScreen ¥4 AL E .

. L2TP 1Pt rh stk o250 55 Aol o) 2 rh (R sk b T AN )7 kg v




WebUI

L2TP FH P

1. Objects > Users > Local > New: ¥ ALLFHN%, R)5Hd OK:
User Name: Adam
Status: Enable
L2TP User: GEF
User Password: AJbioJ15
Confirm Password: AJbioJ15

2. Objects > Users > Local > New: HiALLFH%, RiEHd OK:
User Name: Betty
Status: Enable
L2TP User: GE#6)
User Password: BviPsoJ1
Confirm Password: BviPsoJ1

3. Objects > Users > Local > New: #ii AL FH%Z, RJ5Hd OK:
User Name: Carol
Status: Enable
L2TP User: GE#6)
User Password: Cs10kdD3
Confirm Password: Cs10kdD3




L2TP FH F4H

4. Objects > User Groups > Local > New: 7t “Group Name” FBi, #EA fs, $A7LLNEAE, RJ5aidi
OK:

P Adam, RG] << 45 E M “Available members” %1/ 50 5|
“Group members” %17,

P Betty, RG] << #41% & M “Available members” 1 Hh 55 3
“Group members” %+,

% Carol, SRIG{EA] << 4K M “Available members” 41|71 # 5 2|
“Group members” %17,
e L2TP g8
5. Objects > IP Pools > New: i AL TN, R)5H T OK:
IP Pool Name: global
Start IP: 10.10.2.100
End IP: 10.10.2.180
6. VPNs > L2TP > Default Settings: % ALL NN %, AR5 Hd OK:
IP Pool Name: global
PPP Authentication: CHAP
DNS Primary Server IP: 210.11.6.2
DNS Secondary Server IP: 210.11.40.3
WINS Primary Server IP: 0.0.0.0
WINS Secondary Server IP: 0.0.0.0




L2TP i&i&
7. VPNs > L2TP > Tunnel > New: fIALLFA%Z, K5 Hidi OK:
Name: sales_corp
Dialup Group: Local Dialup Group - fs
Authentication Server: Local
Outgoing Interface: ethernet3
Peer IP: 0.0.0.0°
Host Name (optional): #ii A 7524 LAC* N4 B
Secret (optional): fii A —~7E LAC Fl LNS 2 [ L2 1 pL

TEa: FF— I LS IE LAC LA F L2TP i, LAz T i W15 2 Windows 2000 77417 :

(1) G > 47, HKIT#A regedit. 7771 “IEM#$i#48 7 .

(2) #i; HKEY_LOCAL_MACHINE .

(3) 7t il; SYSTEM, )7 MM H )71 1A FEBFE -

(4) #A\ ms_I2tpminiport, /7 i BT —1 .

(5) 7 “Hitd” FH T, FEHIRHEE, AT FEFEE

(6) A\ Password.

(7) X7 Password. I “4itd-777F " X iFHE

(8) 7= “H1 " ZHF BTN EN . MZTILH S NetScreen 45 /] “L2TP WiEHIEPLE " 5

R AT

(9) Z 7/ 503577 Windows 2000 /9715 #.
251/ IPSec [/ L2TP i) (&4 Windows 2000 4 % 2 . A i ZElE il Fr# L2TP £ 7 IPSec
A e8I R A G -

Keep Alive: 60°

3. BUAXIEET I ISP sl sy e —A> IP ik, PrilifEstabsiA 0.0.0.0..

4. ZHRFIZAT Windows 2000 TN A AR, EHATLURAPER: ligres > WE > BEIER > RE . B RS XEHE. Mg ARIRIE R, Jf
AE TRV ENER FH&H.

5. “Keep Alive (¥i%) ” {27 NetScreen %41 LAC &% L2TP hello {5 5wt 1L AP 4L




R B
8. Policies > (From: Untrust, To: Trust) New: #iALL FH%Z, AR5 Hd OK:
Source Address:
Address Book: Dial-Up VPN
Destination Address:
Address Book: Any
NAT: Off
Service: ANY
Action: Tunnel
Tunnel L2TP: sales_corp

Position at Top: (&%)
CLI

%SHRA

set user adam type 12tp

set user adam password AJbioJ15
unset user adam type auth®

set user betty type 12tp

set user betty password BviPsoJ1
unset user betty type auth

set user carol type 12tp

set user carol password Cs10kdD3
unset user carol type auth

© ©® N ok wNh=

6. A E e AERAZ A e e BTRL, SRS RO L R E SO L2TP, i ZU0H i A L 7 262




L2TP F F¢H

10. set user-group fs location local
11. set user-group fs user adam
12. set user-group fs user betty
13. set user-group fs user carol

e L2TP g8

14. setippool global 10.10.2.100 10.10.2.180
15. set 12tp default ippool global

16. set I2tp default auth server Local

17. set 12tp default ppp-auth chap

18. set I2tp default dns1 210.11.6.2
19. set I2tp default dns2 210.11.40.3

L2TP &8

20. set I12tp sales_corp outgoing-interface ethernet3
21. set |12tp sales_corp auth server Local user-group fs

R B
22. set policy top from untrust to trust “Dial-Up VPN” any any tunnel I12tp sales_corp
23. save




J&f5): BLE IPSec LAY L2TP

Y NSER ] @ﬁﬁﬂ’] L2TP il 5 Lk (25 244 i L) “Jupl: BE L2TP”) GldiAla. 54k, K —A IPSec MlliE %
me ) L2TP iiiE b AN, IPSec MliE7E Aggresswe mode (EFHAD RS 25 1 FrE, @ﬂﬂZHU aéébu%aﬁﬁ
RSA iE15. 3DES %A1 SHA-1 \UE. AW (CA) s& Verisign. CHISAFFINEAE P IMEE, ESHE 2 &,
9523 U B “CRIFEHEMAR” D 2 BB RIS 2 BB TIE S “Compatible” %42, IPSec
TH AL T

s ) Trust XEBCAIR e U “4k5 7 BARAE trust-vr 3. 1T “305 7 A1 Trust X BRI 50 514
ethernet2 (210.2.1.1/24) Fl ethernet1 (10.20.1.1/24). Trust X BtAbT NAT £,

%5 M " Adam. Betty #1 Carol 1 /l}iz47 Windows 2000 #:1E % 45" 1) NetScreen-Remote % /" Hl. #%5 M )" Adam
[’ NetScreen-Remote i & A FEAE F 1. (AL IS H /7 ] NetScreen-Remote B 'E 5 Adam [FIAH (A . )

IKE-L2TP
WS fs - .
i ot
X E e
Adam | R 10.10.2.180
= 3 Al o 2%
X < = i
y Trust X B
Bett
y 3! - ethernet1t,
e T I 10.20.1.1/24

o W L2TP jiiiE: sales_corp
R@E@«*: VPN jiii&: from_sales

NetScreen-Remote
BPHL

7.

XF (KA NetScreen-Remote 1) Windows 2000, ZEfidH IPSec LI L2TP iiiE, % 1 MBI 04T Main mode (T4 1 H. IKE ID 2RE 47050
4 ASN1-DN.




WebUI

ARPEXBIXEE

1.  Network > Zones > New: H#iALLFHNZ, K5 Hid OK:
Zone Name: Dialup
Virtual Router Name: trust-vr
Zone Type: Layer 3 (%EF)
Share Zone: (&)
Block Intra-Zone Traffic: (i&#8)

YEE: Trust X BEHETEIE . e ZE# 2
O

2. Network > Interfaces > Edit (%fT- ethernet1) : AL N A%, Ri5Hd OK:
Zone Name: Trust
IP Address/Netmask: 10.20.1.1/24

3. Network > Interfaces > Edit (%} T ethernet2) : #iALLFHA%, R)5Hd OK:
Zone Name: Dialup
IP Address/Netmask: 210.2.1.1/24




IKE/L2TP FH A

4. Objects > Users > Local > New: #IALLFNZ, 25 Hd OK:
User Name: Adam
Status: Enable
IKE User: (i£#%)
Simple Identity: (&) °
IKE Identity: ajackson@abc.com
L2TP User: GE#%)
User Password: AJbioJ15
Confirm Password: AJbioJ15
5. Objects > Users > Local > New: #iiALL FH%, RJ5H#d OK:
User Name: Betty
Status: Enable
IKE User: (i&#%)
Simple Identity: GEF
IKE Identity: bdavis@abc.com
L2TP User: GE#5)
User Password: BviPsoJ1
Confirm Password: BviPsoJ1

8. HIAM IKE ID 275 NetScreen-Remote % FHLAIERIAFE, ©i2% P MU T IERE TS 4 B s i i 7 il -tk




6. Objects > Users > Local > New: #ALLFNZE, SRJ5Hd OK:
User Name: Carol
Status: Enable

IKE User: (i£#%)
Simple Identity: GEF
IKE Identity: cburnet@abc.com
L2TP User: GE#%)
User Password: Cs10kdD3
Confirm Password: Cs10kdD3

IKE/L2TP FJ A 4R
7. Objects > User Groups > Local > New: 7£ “Group Name” FBi, #EAN fs, $ATLLFEAE, AR50
OK:

P Adam, KjaH << #40K © M “Available members” %1 5 ) |
“Group members” %17,

P Betty, RG] << 141K E M “ Available members” %14 # 5 £ “ Group
members” %1,

ik Carol, RJ5H << 1415 M\ “Available members” 41|t # 5 3 “ Group
members” %1+,
HE L2TP iR &
8. Objects > IP Pools > New: HiA\LLTFH%Z, SR)5H T OK:
IP Pool Name: global
Start IP: 10.10.2.100
End IP: 10.10.2.180




9. VPNs > L2TP > Default Settings: #iALL A%, AR5 Hd Apply:
IP Pool Name: global
PPP Authentication: CHAP
DNS Primary Server IP: 210.11.6.2
DNS Secondary Server IP: 210.11.40.3
WINS Primary Server IP: 0.0.0.0
WINS Secondary Server IP: 0.0.0.0

10. VPNs > L2TP > Tunnel > New: i ALLF %, AR5 Hid OK:
Name: sales_corp
Dialup Group: (i%#¢) , Local Dialup Group - fs
Authentication Server: Local
Outgoing Interface: ethernet2
Peer IP: 0.0.0.0°

Host Name (optional): #5206 L2TP Sl PRHI ) — & HAK TN, iHMAT
M LAC™ [ FR

Secret (optional): i A —7E LAC Fi1 LNS" 2 ja) L=zl a%

YERG: A A LRI LRI LB IR R BRI XL B
Keep Alive: 60"

9. PUAXEETT I IP Hihl it Sl i), FriligfEttAbiA 0.0.0.0.

10. ZHKFi2 4T Windows 2000 [T SEHLIO A FR, THHAT LUV ER: i JTeR > BB > IR > REE . ML “ RGHEE” XHGHE. i SRR, Jf
A SRR T LR TS H .

1. B — PR INE] LAC LLVGIE L2TP JliE, %2if& ek Windows 2000 FIyEM . 1528 b — i i m g i
12. “Keep Alive %) 7 1l 21t NetScreen ¥ |1 LAC &% L2TP hello 15 5 it 1k RF L.




VPN i&i&
11. VPNs > AutoKey Advanced > Gateway > New: iALLFH%, K550 OK:
Gateway Name: field
Security Level: Custom
Remote Gateway Type:
Dialup User Group: (I£#%) , Group: fs
Outgoing Interface: ethernet2
> étc'l%anced: BINCLU N R beE, AR5 Return, R[FEA “RE” B
=N
Security Level: User Defined: Custom
Phase 1 Proposal: rsa-g2-3des-sha
Mode (Initiator): Aggressive'
Preferred Certificate (Optional):
Peer CA: Verisign
Peer Type: X509-SIG
12. VPNs > AutoKey IKE > New: #ii AL %, R)5 54 OK:
Name: from_sales
Security Level: Compatible
Remote Gateway: Predefined: field

> Advanced: i ALLF & E, KRG Hid Return, R[FEA “H5% 4
IKE” P& ii:

Security Level: Compatible
Transport Mode: (ZE#%)

13. Windows 2000 (#¢f5 NetScreen-Remote) {X3Z#F Main mode (EAE=) M.




R Mg

13. Policies > (From: Dialup, To: Trust) New: #iALLFHZE, K5 Hd OK:
Source Address:

Address Book: (&%) , Dial-Up VPN
Destination Address:

Address Book: (iE£#) , Any
Service: ANY
Action:Tunnel
Tunnel VPN: from_sales

Modify matching VPN policy: G&RR)
L2TP: sales_corp
Position at Top: GZEFE)




ClLI
AREXBIXE

1. set zone name dialup

2. set zone dialup vrouter trust-vr
3. set zone dialup block

O
4. setinterface ethernet1 zone trust
5. setinterface ethernet1 ip 10.20.1.1/24

6. setinterface ethernet2 zone dialup
7. setinterface ethernet2 ip 210.2.1.1/24

L2TP/IKE FA A

set user adam type ike 12tp

set user adam password AJdbioJ15

unset user adam type auth

set user adam ike-id u-fqdn ajackson@abc.com
set user betty type ike 12tp

set user betty password BviPsoJ1

unset user betty type auth

set user betty ike-id u-fgdn bdavis@abc.com
9. set user carol type ike 12tp

10. set user carol password Cs10kdD3

11. unset user carol type auth

12. set user carol ike-id u-fqdn cburnet@abc.com

© N o gk wN =




IKE/L2TP F§ P48

13. set user-group fs location Local

14. set user-group fs user adam

15. set user-group fs user betty

16. set user-group fs user carol

e L2TP iRE

17. setippool global 10.10.2.100 10.10.2.180
18. set 12tp default ippool global

19. set I2tp default ppp-auth chap

20. set 12tp default dns1210.11.6.2

21. set 12tp default dns2 210.11.40.3

L2TP if@i&

22. set |12tp sales_corp user fs aggressive outgoing-interface ethernet2

23. set 2tp sales_corp auth server Local user-group fs

VPN &8

24. set ike gateway field dialup fs aggressive outgoing-interface ethernet2 proposal rsa-g2-3des-sha
25. set ike gateway field cert peer-ca1™

26. set ike gateway field cert peer-cert-type x509-sig
27. set vpn from_sales gateway field transport sec-level compatible

1l 32 SR B
28. set policy top from dialup to trust “Dial-Up VPN” any any tunnel vpn from_sales I2tp sales_corp
29. save

14, 712 CAID 5. ERILCARID S, HMHALL N4 : get pkix509 list ca-cert .




NetScreen-Remote Security Policy #7#522 (Adam’® )

1. i Options > Secure > Specified Connections .
2. i Add a new connection, 7EHILHTER KRS HEAN AJ.
3. PEERE
Connection Security: Secure
Remote Party ID Type: IP Address
IP Address: 210.2.1.1
Protocol: UDP
Port: L2TP
Connect using Secure Gateway Tunnel: (&)
4. AT A BIbRASTAINS ‘47, RRITERRR .
5. H¥.ili My Identity, JfHdE DL N E
%\Eelect Certificate N Hu4£ 4, HH57E NetScreen ¥ & L kfi @ W 7 IKE 1D (1) H 7l Ak 11
WA
ID Type: E-mail Address'®
Port: L2TP
6. il Security Policy b5, RJ5iE+£ Aggressive Mode.

7. Hiif7 T “Security Policy” BFrALRIING “+7 , RG0S T “Authentication” (Phase 1) Fil “Key
Exchange” (Phase 2) Zciiffjins “+” , idt— 0@ IT 50 .

15. 32 Betty #l Carol (1] NetScreen-Remote % /" HLEC & IPSec ) L2TP 14, Hidfes Fifish Adam ALK FHIA .
16. TEF PR fF ik A 2 AR B .




10.

11.

12.

¥ Authentication (Phase 1) > Proposal 1: ZEF:LI T “ns” Fl “Hilsc st Hmyk” .
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
¥.i7 Key Exchange (Phase 2) > Proposal 1: iE#LL ~ “IPSec " -
Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Transport
#.i1; Key Exchange (Phase 2) > Create New Proposal: i%£#LL F “IPSec tHill” -
Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: Triple DES
Hash Alg: MD5
Encapsulation: Transport

¥ Key Exchange (Phase 2) > Create New Proposal: #%£#:LLF “IPSec il ” -

Encapsulation Protocol (ESP): (iE#%)
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Transport

¥ Key Exchange (Phase 2) > Create New Proposal: #%£#:LLF “IPSec il ” -

Encapsulation Protocol (ESP): (i&#%)
Encrypt Alg: DES

Hash Alg: MD5

Encapsulation: Transport




13. i Save. ) - \
14, [RIFEFRFEAE ] “MZRERE RS 4 Windows 2000 #:1E R 4815 B M 2% % 4%

YEE: Il “WEELSE B, BN —1H 55 1P f@;j%/i}%?ﬁ/;i /23721\;/ 01;0 Sﬂgiﬁ/ﬁ/i’?wf
: e : 20y, A adam, AJbiod15. G KA E, 53

ZI, SN AM T ERIER, 5 h

2000 X 14,
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