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permission from

NetScreen Technologies, Inc.
350 Oakmead Parkway
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FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. Ifit is not installed in accordance with NetScreen’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

» Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
+ Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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ns-> set interface vlanl broadcast flood
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VSYS Name: vsys2
VSYS Admin Name: Bob
VSYS Admin Password: pjF56Ms2
Confirm Password: pjF56Ms2
3. Vsys>New: HIALLFWZ, A5 HL OK:
VSYS Name: vsys3
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ns-> set vsys vsys1

ns(vsys1)-> set admin name Alice
ns(vsys1)-> set admin password wiEaS1v1
ns(vsys1)-> save®

ns(vsys1)-> exit

ns-> set vsys vsys2

ns(vsys2)-> set admin name Bob
ns(vsys2)-> set admin password pjF56Ms2
9. ns(vsys2)-> save

10. ns(vsys2)-> exit

11. ns-> set vsys vsys3

12. ns(vsys3)-> save
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Network > Routing > Virtual Routers > New: ¢ Shared and accessible by other vsys LT, X )5 i
Apply .
CL
set vrouter name name_str

set vrouter name_str shared
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CLl

set zone name name_str

set zone zone vrouter sharable_vr_name_str
set zone zone shared

OV, 7R N HAT B Ak
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Network > Interfaces > New (8§ Edit, H TEIA 1) BlE iz LIPS E 3 L= X B, KRG Hd OK.
CLI

set interface interface zone shared_zone name_str

AN LD RG S DML, NetScreen B AR HIFE T IP (I AE 70 RIT VLR IEMHL 73 RN
WA CAREET IP RIEER RN ENE S, BARE7RT 24> veys MILEATRCE Mastl, S5
28 GULAY “HeT IP IEG WK )




SAMELYEEO
AT DA — A AN VB T 5 vsys. F5E b, @&RYBHEOMRRERAZIRBURSE T . BYHEOFA
vsys Jo, %R vsys L.

TR LT FAZEMRGF,  Z 2 T T IRIEHT Null X BT

seffl: BREOSAZIERNRS
R, R R EE O ethernetd/1 A E] vsys1 o FFILE0E 2] Untrust X BeIf 50 1C 1P #itik 210.1.1.1/24.
WebUI

1. Vsys: il Enter (XI7T vsys1) .
2. Network > Interfaces: *fif; Import (X} T ethernet4/1) .
3. Network > Interfaces > Edit (X}T* ethernet4/1) : #HIALL FAZ, RJ5Hd OK:
Zone Name: Untrust-vsys1
IP Address/Netmask: 210.1.1.1/24
4. Hifi Exit Vsys 8l (FES@ A2 (RIS IR [ 2IHR 2 .
ClLI

ns-> enter vsys vsys1

ns(vsys1)-> set interface ethernet4/1 import
ns(vsys1)-> set interface ethernet4/1 zone untrust-vsys1
ns(vsys11)-> set interface ethernet4/1 ip 210.1.1.1/24
ns(vsys1)-> save
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ns(vsys1)-> exit
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1. Vsys: Hifi Enter (Xf7T vsys1) .
2. Network > Interfaces > Edit (X} T ethernet4/1) : ALLFAZ, SRJ5%d OK:
Zone Name: Null
IP Address/Netmask: 0.0.0.0/0
3. Network > Interfaces: H.if; Export (Xf7T- ethernet4/1) .
WAE, B0 ethernetd/1 nf IAEMR KRG A T o
4. iy Exit Vsys 128 (FESg AIRGHED & [F] 2R 2 .

CLI
1. ns->enter vsys vsys1
2. ns(vsys1)-> set interface ethernet4/1 ip 0.0.0.0/0
3. ns(vsys1)-> set interface ethernet4/1 zone null
4. ns(vsys1)-> set interface ethernet4/1 export
5. ns(vsys1)-> save
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6. ns(vsys1)-> exit
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I, By OB T ) B TR .

AR vsys AfeAb T “iERN” BEUT (B EESRE D880 P bk aziimE—) , (HRRFE T LIALT “IEH” B
X% EAFR ARG BN B NBATH SR VLAN, i3 LU R CLI fr A LUigs e “Layer2 (352 2) 7 %
S B PREE RERS 78 a4k 1 . set interface vian1 vian trunk .

RE X F1ZEOFA VLAN FRig
Trust-vsys_name [X & 13 106 vsys #4253 4 #51 VLAN. Untrust X B 732 0% vsys R34 3L WAN, 3 %
JERFF . RO B LR JE
e ME—) VLAN ID (A 1 3 4095)
o NHEAA IP HEE (BeE e, 1P MR D
o A, Bk C AT MMM L HER
o IR VLAN

vsys 1] LI —~ Untrust X Bt 72 I RIZ A Trust-vsys_name X Bt 78210 . iR EIIRS: H OB Untrust X BT
1, BB IR YR Untrust X BH%E . NetScreen #4038 S HiMEZE #2181 VLAN.

9. HRRGAT “FEW” HBXTH, EAZREEMRS . H2, ErTLE “FE” BUF ZEHRY VLAN.
10. HRAHAAA IP HbkER, SRS 2-90 T ER “ATF IP #ihk” F%E 2-91 70 B/ “FAH IP bk .
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B, sif = T4
vsys2 fil vsys100 H {1 H CLiighe
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MRS AA G E B Trust X B

MIEEOMTFREA, sif =———» VLAN.2
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vsys100 FLA7— /M E | H
Trust-vsys100 [X B:ffFH: 1. if
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YEB: AWEEEE FRprE VLAN ID vsys100
ATME—,

sif =—=-——» VLAN.292

NetScreen 1% % 2 #4574 |IEEE 802.1Q [#) VLAN Fric. Fric & PR MMk N A NGz, $5 73452 VLAN H1 M s 5%
%o Wi VLAN 4552 31 vsys, Iehricads n] H T wipr e i vsys, MR N B 1) sms . i VLAN R
482 2 vsys, HSATE NetScreen ¥ & AR R 48 A 1K SRMEKE 9 Y 311 % M0

MRGUE BT LLATEE VLAN. D FLAE € 5 b3 LSRR 31 weys. (O VLAN F55E Ji A n] LLE I 2 R (FREE
L MAC HiUhiE. 35 5D S8, BEARSE I TASSCRINYER . ) vsys admin (CWERAINE) 855 n] DUE L G g bt |
AP MRSS . VPN ORISR E 2 veys. WIERBLAT vsys admin, ABAMRZICE B DR AT X LEAE55

VEB: QR admin KJF VLAN FEiEZ) vsys,  VLAN Y47 NetScreen (4 Z 411577




O vsys @I VLAN, HRZE B GL A ZEAT LA N =/ME55: BEARIUARS. & X H IR S VLAN BRI K.

YER: VSYS I T2 T AT, HFEE S, A )E— vsys BT, —EXRAHESHT IP #ihl. HId:
Subinterface1 — 10.2.2.1 255.255.255.0 # Subinterface2 — 10.2.3.1 255.255.255.0 2T, P, JF#EEE7)
a] 7297

A, HGLU R PO 7 EE, B — vsys FEANm#521: Subinterfacel — 10.2.2.1 255.255.0.0
#1 Subinterface2 — 10.2.3.1 255.255.0.0.

A IEILF G TP 6 [ AT LA

SEfl: EXZ=AFHEDOF VLAN FRig

MBI, KA TEEE 3 00 B il G Vsys X% Vsys Admin” Hralg ) =ML RS — vsys1. vsys2
vsys3 & X # HH VLAN Fride BRI T PANE NAT BTN Is1TRAE B RS, S =TT
“Wh” BT BITHARBEMRS . FHH 0 10.1.1.1/24. 10.2.2.1/24 1 210.3.3.1/24.. 7t ethernet3/2 61T
A=A,

WebUI

1. Vsys: i Enter (X}J vsys1) .
2. Network > Interfaces > New Sub-IF (%} T ethernet3/2) : BIALLFHZ, RiGH#id OK:

Interface Name: ethernet3/2.1
Zone Name: Trust-vsys1

IP Address/Netmask: 10.1.1.1/24
VLAN Tag: 1"

M. ATRUE AR “B 7 Bl NAT BUR ST IR S 8 NAT B, I, et fl T e/ 4 e i G iy 4> 54 1




Vsys: i Enter (XfF vsys2)
Network > Interfaces > New Sub-IF (X} ethernet3/2) : HIALL FAZ, AR5 OK:
Interface Name: ethernet3/2.2
Zone Name: Trust-vsys2
IP Address/Netmask: 10.2.2.1/24
VLAN Tag: 2
Vsys: i Enter (X} vsys3) .
Network > Interfaces > New Sub-IF (X} T ethernet3/2) : AL FNZE, SR Hdi Apply:
Interface Name: ethernet3/2.3
Zone Name: Trust-vsys3
IP Address/Netmask: 210.3.3.1/24

1%EF¢ Interface Mode: Route, #AJ5 .7 OK.
¥l Exit Vsys iR [0 FHE 2 .




CLI

ns-> enter vsys vsys1

ns(vsys1)-> set interface ethernet3/2.1 zone trust-vsys1
ns(vsys1)-> set interface ethernet3/2.1 ip 10.1.1.1/24 tag 1"
ns(vsys1)-> save

ns(vsys1)-> exit

ns-> enter vsys vsys2

ns(vsys2)-> set interface ethernet3/2.2 zone trust-vsys2
ns(vsys2)-> set interface ethernet3/2.2 ip 10.2.2.1/24 tag 2
ns(vsys2)-> save

© N o g~ D=

= O
o -

ns(vsys2)-> exit
. ns-> enter vsys vsys3

IEGEEN
N =

ns(vsys3)-> set interface ethernet3/2.3 zone trust-vsys3
ns(vsys3)-> set interface ethernet3/2.3 ip 210.3.3.1/24 tag 3
. ns(vsys3)-> set interface ethernet3/2.3 route
)-
)-

—_— o
o o

ns(vsys3)-> save

—
@

ns(vsys3)-> exit

12, ATLUE AR “B 7 Bl NAT B ISAT IR S e NAT B, I, et fl s e/ 4 e i G iy 4> 4 1
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(ftp_server, [P #ulik 10.2.2.2/32) Z [AJiE G L. 0 B2 L R BEAN G4, P 2 IR ] DAREA T3 42

e vsys1 [ vsys admin ¥ & ¥ 5 1S FLVFIE ST VLAN 1 A1) TR E] VLAN 2 H AR S5 4%
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NetScreen %%

) Layer72h - work_js
| | (55 2 J2) AZHbl <~  10.5.5.20/32

Vsys1 _ VLAN 1 = —
T | - _ﬁ
‘ S - ftp_server
| ! 10.2.2.2/32
A
Veys2 VLAN 2 -

WebUI
Vsysl

1. Objects > Addresses > List > New: AL, K5l OK:
Address Name: work_js
IP Address/Domain Name:
IP/Netmask: 10.5.5.20/32
Zone: Trust-vsys1
2. Objects > Addresses > List > New: fiiALL A%, AR5 %0 OK:
Address Name: ftp_server
IP Address/Domain Name:
IP/Netmask: 10.2.2.2/32
Zone: Untrust




3. Policies > (From: Trust-vsys1, To: Untrust) New: #iALLFANZ, R)5Hd OK:
Source Address:
Address Book: (£, work js
Destination Address:
Address Book: (i&#%), ftp_server
Service: FTP-Get
Action: Permit
Vsys2
1. Objects > Addresses > List > New: i ALLFNZ, &5l OK:
Address Name: ftp_server
IP Address/Domain Name: 10.2.2.2
Netmask: 255.255.255.255
Zone: Trust-vsys2
2. Objects > Addresses > List > New: fiiALLFH%E, AR50 OK:
Address Name: work js
IP Address/Domain Name:
IP/Netmask: 10.5.5.20/32

Zone: Untrust




3. Policies > (From: Untrust, To: Trust-vsys2) New: #ALLFANZ, RJ5Hd OK:
Source Address:
Address Book: (iEFE), work_js
Destination Address:
Address Book: (iE$), ftp_server
Service: FTP-Get

Action: Permit

CLI

Vsysl

1. set address trust-vsys1 work_js 10.5.5.20/32

2. set address untrust ftp_server 10.2.2.2/32

3. set policy from trust-vsys1 to untrust work_js ftp_server ftp-get permit
4. save

Vsys2

set address trust-vsys2 ftp_server 10.2.2.2/32
set address untrust work_js 10.5.5.20/32

1
2
3. set policy from untrust to trust-vsys2 work_js ftp_server ftp-get permit
4. save




T IPBERSY

FT P [PEAF AL R AVFIEAR VLAN Wi ERL RS, NetScreen - ] IP ik (ifii A& VLAN Frid) 03K
WG, ML IP MY 55 e R g (e vsys) BRRANR. HBCRHIEET IP (R385 I /3 2807k o 2K A5
/}I[u }5}?%‘2%/ L/\%H‘F%’Iﬁ\-

e untrust-vr FIH /& XK internal-vr
e Untrust X BRI P sE IR EBIX B
o Untrust X BB ORI s XA BIX Begz 0™

W HBAZ AL

EEEEREEEE
[wl il (w] [s]

FIHM R EK 2% F vsys1
#| vsys2
#| vsys3

=K INTERNAL-VR

ZEFUNTRUST-VR

)

Y
10.1.1.0/24

FLZ ) Untrust X B

vsys2 JLEE
#10.1.2.0/24 Internal
X B

vsys
10.1.3.0/24

JEB: I ARG AAEE Untrust 77 Internal X B¢ Untrust 77 Internal X
B EET, LA untrust-vr #l internal-vr.

14, RMEHRIHE T VLAN BOIEAS I 22 K70 T AR AF L, E T AMIIEAS L, AT R GEARRE A JE 1 Untrust X BEDL IS0 Untrust B (BRAR RSt
EZ%%%%%%HA&H?W/J& FE— AR IR N, AE ) U LN CRA VLAN FRid) o 5T VLAN RIZE T 1P HIEAS i 70 28] LARJ I AE [R]—
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BONMR R G BSCAT O KB R Gide e W Ek IP Hubkyu e, AZN7EAR R H LA R 5E— CLI 4
set zone zone ip-classification net ip_addrimask { root | vsys name_str}
set zone zone ip-classification range ip_addri-ip_addr2 { root | vsys name_str}

T3 1P FEAE R RO R I = e X B, TR R AR HE S A IP bk, (HXFF3EF
VLAN [R5 KL Ll thah, BT KRGS FE N, Frbizs D s ir szl NAT 5
“BEE” B ARTROE NAT BEUR “B5 i BURAEH TARIMARSZ. NXZERNS, T IP 1L gwmak
SRS W FH IR T VLAN [R5 V50T SR VP I 7 26 R 0

20Uk, LB Ay DX BN AR A WA veys T AWESERIE . P X B
RN 24 s YT A LRSI R D, BE— vsys W) vsys admin 1] LU ] snoop #ir &I EEH ¢
7y vsys [FEAEENE K. Bbah, BF7ENE 7t nT LgE T IP K3, NetScreen s iUf& 4% == #2110 L1 IP
10 SCREEN E10 . £ g 2 A F MBI A5 L 43 2807 i), M IIAERE T IP J7 v AL () 4 BEAE A ME 5 55 T VLAN J7vkidit
P [ i 2 A RS K P G bk R 0 P 2 TR) AT AU




el BEEET IPHBERTE

18 11 KF' BoNTESS 3 5L B “Yafl: AE Vsys X% A1 Vsys Admin” i =AMl R SR E LT IP s 0
R, 185 X trust-vr o[ IR, @B, 44 Internal, AR5 LY E B trust-vr. SRJ5¥ Internal [X B4
Y3t ;EEX ¥ ethernet3/2 45 & ZIFL=E11 Internal X B, SHIL4rEC IP Huhik 10.1.0.1/16, JfiE$E NAT .

¥ ethernet1/2 465e 23E21% Untrust X Bt 3 I AC IP Hudlk 210.1.1.1/24. Untrust [X B rpiigs O IP il K
210.1.1.250. Internal il Untrust [X Be#B£E L1 trust-vr % dik £dk .

T-M K HAA A vsys BER U TR
o 10.1.1.0/24 — vsys1
o 10.1.2.0/24 — vsys2
o 10.1.3.0/24 — vsys3

WebUI

EMEHEE. REXEMED

1. Network > Routing > Virtual Routers > Edit (X} trust-vr) : %+ Shared and accessible by other vsys
SEHE, A58t OK.
2. Network > Zones > New: AL FNZ, AR5 Hd; OK:

Zone Name: Internal
Virtual Router Name: trust-vr
Zone Type: Layer 3
3. Network > Zones > Edit( X} T Internal): £ Share Zone Zi%HE, X5 Hdi OK.

4. Network > Interfaces > Edit (X T ethernet3/2) : ®WALLFNE, REHT OK:
Zone Name: Internal

IP Address/Netmask: 10.1.0.1/16




5. Network > Interfaces > Edit (X} T ethernet3/2) : AL FNZ, R8T OK:
Zone Name: Untrust

IP Address/Netmask: 210.1.1.1/24

fEgas
6. Network > Routing > Routing Table > trust-vr New: #iALLFHZ, RJ5Hdi OK:
Network Address/Netmask: 0.0.0.0/0I
Gateway: (select)
Interface: ethernet1/2
Gateway IP Address: 210.1.1.250

Trust XEZBY IP 5324
YEB: G AN, (KAl CLI A HT IP i 15073 7725,
CLI
RS HEE. REXEMZED

set vrouter trust-vr shared

set zone name Internal

set zone Internal shared

set interface ethernet3/2 zone Internal
set interface ethernet3/2 ip 10.1.0.1/16
set interface ethernet3/2 nat

set interface ethernet1/2 zone untrust
set interface ethernet1/2 ip 210.1.1.1/24

© N o gk wN =




&

9. set vrouter trust-vr route 0.0.0.0/0 interface ethernet1/2 gateway 210.1.1.250
Trust XEZHY IP 432

10. set zone Internal ip-classification net 10.1.1.0/24 vsys1

11. set zone Internal ip-classification net 10.1.2.0/24 vsys2

12. set zone Internal ip-classification net 10.1.3.0/24 vsys3

13. set zone Internal ip-classification
14. save




L Vsys ADMIN B {4 %% =
5 B o MR EN vsys AN, vsys admin nf HEEAN H O vsys. MR B IR HY vsys B, 1% B 51K
BB RS, 24 vsys admin 3B vsys I, K7 BIYIME
CL R a4 7R 1 anff LL vsys admin B4y 55k 2] vsys,  GnAe] B0 5 DL S

Sefil: BRIFELE

MBI, B (FE4 vsys admin) Bl il iy A\ LSk 44 jsmith AT PA50iH10 25 2] vsys1. W 200 5
I6DIs13guh, 4R 54

JER: vsys admin N LIRS (75D, A% NetScreen i #4515 (/1% 5 By KU FEIL K BRGEFZ T i
LUFF 2 2IHHIZ 1T vsys, 5 BT vsys admin H1L8ZiiE—,

WebUI

xR

1. 7& Web 52811 URL FBeH, #iA vsys1 [ Untrust X B3z 11 1P Hudik.

2. 4Kl Network Password XFifHER, A LLTNZ, )5 Hd OK:
User Name: jsmith
Password: Pd50iH10

B E R

3. Configuration > Admin > Administrators: ¥ ALLFHN%, K58 OK:
Vsys Admin Old Password: Pd50iH10
Vsys Admin New Password: 16DIs13guh
Confirm New Password: 16DIs13guh

EH

4. i Logout, 7 TSRS




1. £ “#aeirihie” (SCS). Telnet B “EZ K in” b ar 47, S vsys1 [ Untrust X Bif% 1 IP

Hotik
2. AEHILUN 7 24 VB A 6 o
— User Name: jsmith
— Password: Pd50iH10

B

3. set admin password I6DIs13guh
4. save

T 3H

5. exit
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higk

admin iii
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FAThREE K 3
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