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Copyright Notice

NetScreen, NetScreen Technologies, GigaScreen, and the NetScreen logo are
registered trademarks of NetScreen Technologies, Inc. NetScreen-5XP,
NetScreen-5XT, NetScreen-25, NetScreen-50, NetScreen-100, NetScreen-204,
NetScreen-208, NetScreen-500, NetScreen-1000, NetScreen-5200,
NetScreen-5400, NetScreen-Global PRO, NetScreen-Global PRO Express,
NetScreen-Remote Security Client, NetScreen-Remote VPN Client,
NetScreen-IDP 100, NetScreen-IDP 500, GigaScreen ASIC, GigaScreen-I|
ASIC, and NetScreen ScreenOS are trademarks of NetScreen Technologies,
Inc. All other trademarks and registered trademarks are the property of their
respective companies.Information in this document is subject to change without
notice.

No part of this document may be reproduced or transmitted in any form or by
any means, electronic or mechanical, for any purpose, without receiving written
permission from

NetScreen Technologies, Inc.
350 Oakmead Parkway
Sunnyvale, CA 94085 U.S.A.
www.netscreen.com

FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. Ifit is not installed in accordance with NetScreen’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
+ Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOM-
PANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET
THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN
BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
LICENSE OR LIMITED WARRANTY, CONTACT YOUR NETSCREEN REPRE-
SENTATIVE FOR A COPY.
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KHEANH T HCE NetScreen & & MM EH 71 Web FI /7 FHil (WebUD Flag 24T %M (CLD o LR A4HIXH
b S A 2 5 o

WebUl S E

H 2

HEARBNEMEE, - MRA/S (>) KIERAE WebUl AT, Hy g0 i i g O R o

J&f5l: Objects > Addresses > List > New

32{Jj ] new address configuration XfiGHE, i&EHAT DL #AE
1. fEHfEd, Hifi Objects.
Objects SCHIEIETT, EonH— Objects LI T3¢ H .
2. (Applet ) ¥ WbrotirsiF/E Addresses |.
(DHTML ) i Addresses.
Addresses 1T, Wonth—> Addresses i1 H
3. il List.
HH B TR
4. it B New HEHZ.
1 new address configuration % 1A




CLl 47
FMhEE—4c CLI v 2, #S ey S By H sy . igdinf uFeEDi. JFox. SH AL e, AT

P WA, — 28 & A UL WIE T A7 e K A7 TP E AT TR S MRSy & D e I Y, AT3E ] T Wi 2
HEi

EXMEEXTF
BEA TR R A AR IR 7 R R s i & DO REZ R R AR Sk
o { M} SRR DDA, WG AEXLRT S P ThEE, RAT AT AR R R,
o [ AN]SRy MEEDRE. WEAERLERT S ThaE, RE A EATT AT AL A PAT IR BT SR,
EEAT i PAT IFAN L
o | NSRRI A “B” KRR HIEXMET HOHE R 47 BRI DIREZ RN, W] {F H P A>T fg
IR A (EAREW DA o XA S BT RN, W AEHZAT LIshfe, B0F 4T EIThne.

ERERYIEXE
2K CLI dr A7 EENTMRNE, IXAEAF T REAERCLEIA S o il LLE 6, TIAE Dy — 2838 rh, DR AR 1) . = A
BB TR o tn t,  DURR s BT 7R

[ feature 1 { feature 2 | feature 3 } |

SE SR [ A ] A TA) . RIE, A4 Es feature_1. feature_2 Fil feature_3, i H., iEASRIIHBPATIX A4S
Ao, o { F1 )} e X7 4L [ feature_2 F1 feature_3, it LLan 45 T feature_1, N4 7% 40 §5 feature_2 &¥
feature_3 T {F—A. W, BHARKIIPAT ZA L.

DL R 1168 — & set interface 7ir 4 L BERIAH S

set interface vlanl broadcast { flood | arp [ trace-route ] }




XA { A Y F55 B 5 2 AT —A> flood X arp & U AUEEIM . (HiE, [ F1] 5 Ui, &T arp [ trace-route £
AN DGR o BT, 3R 45w 2 A] DR E LN A — kg 2

ns-> set interface vlanl broadcast flood

ns-> set interface vlanl broadcast arp

ns-> set interface vlanl broadcast arp trace-route

CL 7 < R IhRERY AT T4
FAT AR UL IAT CLI %, I AERILRELE A 4 K HEDh Bt T4 NetScreen Bids 1 R TLAUIN -

A4 NetScreen ¥ £ A FEAL 1K) iy 2 Th i %Aﬁi%?i?él FrCL, R Al XA DhRE, 8% K4 unknown keyword
B R HIURAME RIS, A ? JFRIGZIIRER v k. tetn, BUR a4 T set vpn 4 1 7] FHIL T

ns—> set vpn ?

ns-> set vpn vpn name ?

ns—-> set vpn gateway gate name ?




NETSCREEN 3C#3
ARG NetScreen 7= 5 IRIH AR SCRY, 53 % www.netscreen.com/support/manuals.html. %37 0] £ 351 #) NetScreen
FORICKYS, 152 W Current Manuals #1753 . AR LLHT I RRAS 1 U7 8] CAFARS I SCRY, 1624 Archived Manuals 1175
HXAE NetScreen 7= 0 A 3R B ARG B, WS FNZIRA ) R AT U SCRY o AR RAT U, 15 %
www.netscreen.com/support J{i%k £ Software Download. L#¢7 i A HA, RGH T Go. (BRIATI FEUE
%, TSN )

WARAELL N A P ORI A PR st s, T 1 A L B S AT TR AR

techpubs@netscreen.com
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NSRP #f4
BEHRE WA B K IIFEH], I440K NetScreen BE# MUEENTA X BN SRR 0B I L £ L.
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iiH i NetScreen #4% .
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Wk A M B %451 50% HIMZE AT VPN Jihe. e A HILEEERS, % B AR VSD 41 1 (13, (Rl gk4k
fEJ) VSD 4 2 s, JFALHE 100% it . fEXESIRCE T, #bsd)fe A B BB 4R T KPR

TR T B, (o X3 Bl e )
Trust #7 Untrust X £Z.

Untrust X B

Untrust [X B

TR D)

50% it A 100% (i
AR —A [ B e — [ & -~ o %//E%
% B. Wit
Trust [X B
Trust X B
AT SR E & W& TR BN REH T 5.4 NetScreen W& 1A & (I, 7E H M) # 1)
LRSI ERD @%T?JJDEI’J%: = m%ﬁTﬁﬁ P ALE S N fs . 28 =8 B3 & WARUEM & B2 48 HAT N 45 3%

BIhfE.

% NSRP Gefif (5 B4 57 AR 4Lk 18] A4 408 P L 038 75 R ANl 52 ¥ 24 i VSD ALKz 4, BT LR B A R3S B G
A RTO BEBALT I, SR AL 5 St F— s L AT X B (RTO) MRIE . e AL, Sl 4ERpr
AT, A0 Bk i 7RI B 1) e 55 A5 N ) 74 48 T2 A

2. BN E KRR B AR R Y] N 7 B O AN R A R R 50% MBS, (HSE, 7R BOR s, 2R R EE S K.
3. RTO :Em%E.%Béﬁ:Hﬂ“ NetScreen ¥ & WA ACIEIINT G . RTO W& T e R i 48 1 se it L 5% . RTO f7~fil5 TCP/UDP 1. IPSec
BB 2 24 (SA). DHCP 4yfic. RSA F1 DSS #iH%}. ARP 1 DNS Hi# 217 .




BRIUAR B Ak, i nl LAAE NetScreen s FECETURPIELE o QR 1R MR IERE, T 2 H AR IHE R 1
55, AXRIUREHMTEANE R, WS 37 L “IUREn”.

7E AL NetScreen W&, WAFLETURYEL HA #2110, EAMUCEEAFEFRE HA GBS, 10 H 78 %10 . S
HUR, HAT AAEPRHIEE, HA2 AEEEEE S . Wk 2T — HA BEHE, W) 55— 8 ] & Pk o v Q*i ER
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DES #1 MD5 &k, (ARIXEHEEREAGERE, ESRE 4-7 10 B “Phl”)

TR WRFF HA 2 F %M — & NetScreen i as it %2 77— 7 65 (MIANL —TBPIFERL I EFIENT 257
72D, R D Z T

TR PR A MY (SNMP)” 4 NetScreen 4%, 1 A www.netscreen.com F#.% H X1 NSRP MIB.
(% SNMP 745 5, B2 3-66 il L) “SNMP” )
NSRP N EATCR AN, 78T i85 A A O B 740 i B«

o H15 T LM “NSRP EHE”

e 23l LMY “VSD 4l
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NSRP %0 NETSCREEN HE{EFRT\

NetScreen Bt#58: O n] # LU R =R 2 —i121T, 502 NAT B, “Bl” B 7 8. ZJ8 100 NAT
o, “B” FaUE,  NetScreen W44 4E OSI AU “Layer 3 (3 3 2) 7 1817, “aX B4 IP #ulk, JfH
NetScreen W # % “Layer3 (3 3 )Z) 7 MHAMIHEREL K&, HEHA “FEW” Bz, NetScreen W41
“Layer2 (32 J2) 7 81T, “EXBIELRA IP bk, JfH NetScreen %% “Layer2 (5 2 )2) 7 ML
FERG R

4 NetScreen W £t “Layer 3 (55 3 )2) 7 (NAT 2t “Bgh” B0 FrizdTht, e LU F8)akF3)) 1 $45) NSRP
M. SRR EAN LA, WU B R A X B A IP Mk,

1 NetScreen W &/t “Layer2 (52 =) 7 (“FEW” B 17w, ©HEEEES) / #43) NSRP JitE . EEH&
Py s, I FHTE VLANT B0 s a7 1P Mkl

2K ED | %50 NSRP FL &

PATESEAR 3] 1 455 NSRP A E 40 5. nf LUk FH A CLI 474 —set nsrp cluster id number— 51t
WebUI 1 A\ NSRP 44 ID (5% 5, a5 0/E NSRP SEHEA VSD 41,

AU CLI 174 set nsrp rto sync all, i Hz) RTO [F25, mifE WebUI H, #%+% Network > Redundancy > General
J ¥ NSRP RTO Mirror Synchronization £, #%/5 .o Apply .

b, O A SR L, DS I B M AR A — o R B I RE, e AT bR D e
YR 1 NSRP ZIFHIFT, B FEILH 47 WL “EMREE T B ZER " THT 6 945 % & NetScreen i

J G5 E R, o, dEZEYEEF NSRP 45727 NetScreen #2411 1-al Z N FEEE [ 1) 5 )i 42 1 2535 122,
7/ NSRP Fi, W B 614 8-39 J_LHT “EFEIP” 115 B g X L% ] 1% B B2 IP Ha o

4.

K VSD 21 0 LUSh, ANGEAE VSI EOWAEAT VSD A BLE —MEEL IP Huhik.




HRERE
NSRP [{JEEA G B Al FH LR B 608

e VSD Af5HA
— VSDgroup ID: 0 (VSD 41 ID: 0)
— Device priority in the VSD group: 100 (VSD 4+ [ 444 100)
— Preempt option: disabled Cfi5EiETi: 25H])
— Preempt hold-down time: 0 seconds (5G40 7). 0 #5)
— Initial state hold-down time: 5 seconds (HJ#5ARAHHI A 5 F2)
— Heartbeat interval: 1000 milliseconds COEkfE S5 RIBE: 1000 ZF5)
— Lost heartbeat threshold: 3 (22D 5k Al 3)

* RTO &5if%f5 &
— RTO synchronization: disabled (RTO [d:5: 25H])
— Heartbeat interval: 4 seconds CUkf5 S alkg: 4 )
— Lost heartbeat threshold: 16 (k&0 BE S IR A EH: 16)

o NSRP # /5 &
— Number of gratuitous ARPs: 5 (G£%/f) ARP #&: 5)
— NSRP encryption: disabled (NSRP Jn%s: 25H])
— NSRP authentication: disabled (NSRP i\ilF: Z5H])
— Interfaces monitored: none (MifER#iH: 1)
— Secondary path: none ( —Zi#&15: )

7 NSRP 8% & —1> NetScreen ¥ £, NetScreen ¥4 Hzhf: VSD 41 0 I #: D483 T VSD 4
0° {1 “RERhZE4% 1 (VSI)” .,

5. HITHE= VSI M54 <interface_name>:<VSD_group_ID>. f#i#1, DI F4a7mH T VSD 4 1 INTURED red1 2y VSI: red1:1. {H2, @Ik VSD 411D 2
0, WIAEE VSD 41 ID. Biltn, A+ VSD 41 0 [IiREH red2 hy VSI, WAL E/ RN red2,




sefil: E£z0/ #EIBECERY NSRP

W, SRR NetScreen w5 FE Trust X B L # 1P Hulik - NetScreen-A 4 10.1.1.20,
NetScreen-B J 10.1.1.21. KRGk E W& TEIRYG NSRP 4/ ID 1. &4 NSRP SR A, AT B
LI 1P ik [ 8028 s F T VSD 41 ID O ff) “ el ze 4310 (VSI)” 1 IP Huhik. 54 VSD B 56 4% 4 100,
HA &K MAC Hisik w2528 1l VSD 210 3= %% o

fic B e A% LA 80 1) ethernet1 Fil ethernet3,  DUEAEATAr]— Nty 1 2K 2 0 4% 3 B I i e e 6 Wi D) 4 . ) ) RTO
(IEFIEEZR

YEB: XA —NEEFTANIER, HHGIHE NSRP & HIHA T F Wt 10 6 & H . 75 KA 50 BT B 1 190
156, S0 51 L1 “Eh): XK1 &1 NSRP 7,

Untrust [X E%

BN S &
Untrust 0 Untrust $: 1

ethernet1 ethernet1

PR IP: 210.1.1.1/24 PF IP: 210.1.1.1/24
Trust #2011 Trust 21
ethernet3 ethernet3

YIELIP: 10.1.1.1/24 YR IP: 10.1.1.1/24
I P: 10.1.1.20 — o AR e bBEEm——— SFIP. 10.1.1.21

= |—;L| """"""""""""""" - T VSD 41 0

Untrust X B VSI: 210.1.1.1
1.1.1

ji& Trust [XEf VSI: 10.

Trust X B

GHE 1D 1




WebUI
NetScreen-A

1. Network > Interfaces > Edit (¥ T ethernet1) : AL FA%, AR5 51 OK:
Zone Name: Untrust

IP Address/Netmask: 210.1.1.1/24
2.  Network > Interfaces > Edit (%] T ethernet3) : BWALL FAZE, R5HT OK:
Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24
Manage IP: 10.1.1.20
3. Network > Redundancy > Settings: #iALL NN, K5 Hd Apply:
Cluster ID: 1

> Monitor Port Edit: i£#% ethernet1 71 ethernet3, X5 i Apply, & I
P 1 3z 018 “General NSRP” it & 7L .

NSRP RTO Mirror Synchronization: (%) °

6. WHRKH M AZ RTO FLH#EIN, WA LAH CLI fiy4 exec nsrp sync rto all T35 RTO.




NetScreen-B

1.  Network > Interfaces > Edit (X T ethernet1) : #ALL FA%Z, AR5 51 OK:
Zone Name: Untrust

IP Address/Netmask: 210.1.1.1/24
2. Network > Interfaces > Edit (¥ ethernet3) : AL FA%, AR5 Hili OK:
Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24
Manage IP: 10.1.1.21
3. Network > Redundancy > Settings: #iALLFA%, RJGHd: Apply:
Cluster ID: 1

> Monitor Port Edit: i£#% ethernet1 71 ethernet3, X5 i Apply, &# I
25 IR A E] “General NSRP” it & 17T

NSRP RTO Mirror Synchronization: (L)




CLI

NetScreen-A

set interface ethernet1 zone untrust

set interface ethernet1 ip 210.1.1.1/24

set interface ethernet3 zone trust

set interface ethernet3 ip 10.1.1.1/24

set interface ethernet3 manage-ip 10.1.1.20
set nsrp rto-mirror sync7

set nsrp monitor interface ethernet1

set nsrp monitor interface ethernet3

set nsrp cluster id 1

0. save

= © o N ok wh=

NetScreen-B

set interface ethernet1 zone untrust

set interface ethernet1 ip 210.1.1.1/24

set interface ethernet3 zone trust

set interface ethernet3 ip 10.1.1.1/24

set interface ethernet3 manage-ip 10.1.1.21
set nsrp rto-mirror sync

N ok~ DN =

set nsrp monitor interface ethernet1

7. WREA R A RTO M2k, Wal LA CLI fir4 exec nsrp sync rto all T3[R RTO.




set nsrp monitor interface ethernet3
set nsrp cluster id 1

. save

TR AITUHIE 7, A get nsrp iy<$, F 2 ids Ha)0IE . If-Hid R 7 8 W LATH# NSRP % &'




NSRP £ &f

NSRP S27¥ —2H S it AH [R] 1 384k 22 4 S g I H AL AH R OB & 0 & 1Y) NetScreen i &4 1%, % NetScreen ¥4 4)
ficzy NSRP SEREMS, X —/NERE K 51 B0 E BT VB AT AA] B8 AR AL #E 5 TEE e ii . [Al— NSRP ZEBE R A O PR -
BT iR (R AR [H) 15 &

o REEFISREEXT S (bbb, RSS. VPN. FRAED

o RGESH (WHIFRE#WE. DNS. SNMP. ZZGHE. URL PHZE. By KRER I 0 25 4% )
SERE R R AMERE R A & 1 E

LR 2
NSRP
* set/unset nsrp cluster id number
 set/unset nsrp auth password pswd_str
* set/unset nsrp encrypt password pswd_str
 set/unset nsrp monitor interface interface
* set/unset nsrp vsd-group id id_num { mode string | preempt | priority number }
 set/unset nsrp rto-mirror ...
1
* set/unset interface interface manage-ip ip_addr
 set/unset interface interface phy ...
* set/unset interface interface bandwidth number
 set/unset interface redundant number phy primary interface
o JE T AR O A A
IP HRER
« JITf5 IP BRI 4 (set/unset nsrp track-ip ...)
B BE
o Il M4 (set/unset console ...)
FHL4

* set/unset hosthame name_str




AMERH) 52

SNMP

* set/unset snmp name name_str
SO H 2

* set/unset vrouter name_strrouter-id ip_addr
R

o iM% (clear admin, clear dhep, ...)
i

o i #r4 (debug alarm, debug arp, ...)

TSR, NSRP AEREE B AMERE clear 4. EUE A clear i AR NSRP R IFTA ¥4, k%Y cluster Hfi Ay
4+, ff1, clear cluster admin .... clear cluster dhcp ...

T Bt r, NSRP %ﬁﬁi@]ﬁﬁ%’% debug @14 . ZH—A debug M E4EE NSRP Rt A B4, WK< cluster
A debug 774+, 11, debug cluster alarm .... debug cluster arp ...

fEP & NetScreen 7% REHR LT AR W 45 IEFERT 5 - JA%)FTL_LS‘H/IL’E T 1 3] 7 Z A AERE ID®, K Ai14r 415 — NSRP
LT, 24 NetScreen & & W AR — DA, & EZ)JEWJ VSD 41 0 19—, JFHAE#E O R VSD 41 0 1)
VS|, {5 B e L Sk A b e 11 3F Nk 42 L B gdt vSI, Di%M?rHTTSM’E.

1. BFx VSD 4 0.
P S R % ) A R AR A R 1
2. Gl —1VSD 4, wvsSD41.
3. hi% VSD 41 VSI.
5 VSD IS R, 1S 23 wi bl “VSD 417,

EAE N O B AT R AT X B (RTO) EHAEHTIEE K VSD 2 B A R DI A dERr A P W 28 AT VPN R 55
(% RTO MIHEAIME R, TS 21 JUER “HArs”)

8.

7R ID 4 0, MEEHEH R B




SRFAR
HH T NSRP AEHE 1 53 v LA AR EHLAFR, B i) 3 nT i PR SNMP 38 (5 FECA ik 1A 24k, R K2 SNMP
TR IR 5 () IE 3 TAEHOE T B8 1 =LA TR
B0 AT SR R U o SCEpR ) 24 8, TEBEALLR CLI iy 2
set nsrp cluster name name_str
i NetScreen %4t & SNMP F-H14 (set snmp name name_str), UL AE PKCS10 il i sk 30 e XGE ] 44 Bk
IS AR A4 R
P A R D SR BRI A A, AT SEE SNMP A5 A7 UE 5 70 1 A Wi 17 466 i 4k At FH AN B8




SEfil: €I NSRP &8
EABIT, Khd A MK B /415 NSRP 4LBE ID 11, SERELFR N “cluster!” . Wil fERF A B F3E LU B0,

NSRP {5 %4 $RIR#%M % 725dCalgDL 1 Widoaw4177, G YIERTIN 2 2547 LLRAIE NSRP 15 2242 .

R P 5 B AR 2 AL B R SRR h IR e e N AR R A I i i s, nf DR sE A siies B BRI MAIIREE (FF
S — B uE ERMA R R B ERERES T — G, X TAMERRmS L, ESIH 16 TR “AMERRT

")

e ara

U A ¢ ethernet1 (4552 3] Untrust X BE) Rl ethernet2 (4153 Trust X Br) DU 2 2 M4 %,
TR fF HA1 R HA2 BEREHRE VRV INE, 45 5E ethernet2 22 14%3% VSD Bk 5. BLIhAERI H 142,
B IEZE AN HA S8R St B 22 4 VSD 41 4% 4%

o ARP T #: ¥ ARP IR RS e A (BB T o IS, ARP T H% 10 S0 8 F] N 4%
BT 152511 MAC il

XLV 2% BRI #AZ R VSD 21 0 1) VSI. fE “VSD 41” #l4r, AXeei & aldxs VSD 4l. 5S4 26
GUER) “yafl: GIm> vSD 41”7 . )

NSRP 4L
ID: 1




WebUI

wE A
1. Network > Redundancy > Settings: #ALLFHAS, RJGHid Apply :
Cluster ID: 1
NSRP Authentication Password: (i%#%) 725dCalgDL
NSRP Encryption Password: (i£#) WiJoaw4177
& B
2. Network > Redundancy > Settings: #iALL TN, K55t Apply :

Cluster ID: 1

> Monitor Port Edit: %#¢ ethernet1 F! ethernet2, XJ5 ;i Apply.
Secondary Link: ethernet2

Number of Gratuitous ARPs to Resend: 4

NSRP Authentication Password: (iE#) 725dCalgDL

NSRP Encryption Password: (iE#) WiJoaw4177

9. wrbliid CLIALRE —MEREATR.

10. iy dm U iR AR DU ARP I ARAR 27 BATHI ISR A ID (M7 e, DAIRARAE SRS B ERIANEANT. B2, 4 T LR, WAERRHI R B
A AN AATE RN 55 65




CLI

wE A

1. setnsrp clusterid 1

2. set nsrp auth password 725dCalgDL

3. set nsrp encrypt password WiJoaw4177
4. save

W B

= © o N ok wh=

set nsrp cluster id 1

set nsrp auth password 725dCalgDL
set nsrp encrypt password WiJoaw4177
save

set nsrp cluster name cluster1

set nsrp monitor interface ethernet1

set nsrp monitor interface ethernet2

set nsrp secondary-path ethernet2

set nsrp arp 4

save




MATI R

WAPH S (RTO) f I AR A2 e A7 S AU AR % . RTO MRt 2if & 4 H . ARP Bl 4 H .
DHCP HLJI il IPSec 224 I5:01 (SA) 25, HBLHBEIHUN, 37103 B % 4R 4 119 RTO LUBEG R4 HI T, X IR
SRR BESTBLILE R, 1 NSRP SERERI A A 46 RTO. Bier TR, AEAR 5 M ELE B 5 % 4 RTO, MR E2) HA
Fr PR — VSD 4L 1 & I H A 4ERF RTO.

{411y ScreenOS WAk, K A-si - RTO G241 Jy & NSRP 4LBEf i ) RTO [i25. 45 NetScreen
B OB — 1, JFiRsE RTO IS FA R AN B, BB RIEAIRK RTO.

BRATHOLY, NSRP MR A AL RTO. JAH RTO [FDHT, W0 56 A0 AR RER 4 22 TR O HCE . BRARSRAE Py
A ECEA R, A0 RTO [P w e K. (AT RFERPRERER ], 22 36 i L “yupl: K& isinz
W) NSRP SEE” A 61 UU B “Jafl: WESIMER NSRP” . )

A RTO [, EHATUL MEIEZ —:
WebUI
Network > Redundancy > Settings: £ NSRP RTO Mirror Synchronization S i%LHE, X5 H.d Apply .
CLI

1. set nsrp rto-mirror sync
2. save

11, AT SRS v 48 2 B I TR 20 o W AR B SIE R E, N HAAH HA S50 E TS . 78 WebUl 1, i5BR HA Session
Backup ZiEHE, 7F CLI 1, 7F set policy fir4 1 1# /| no-session-backup 4. BEEN T, Sii&M4aEH.




RTO SRR
P NSRP AR I 3 A EATTH) RTO Bt % R Il B i P AR AR IR S — WCE ARG BRI K o 1l XSRS e A1l
R
1. BE—gusinmaldd s, HRENRE. FREREST, &SR HEET AL 158 RTO 1k
U7, B MEIEEROTE N S (receiver-ready), EATHS I, 14 RTO BIkikT, e TSR0k
&, HEIMNEAHFELER ID RSBl mem B k.
2. WIS, IEH GRS R IEER N HA TG GES RS 47 00 B “4PORECE KR 4ER" D
o I DL 44 -
a. P RIE—RBEBNUTT T .
b. KIETFTHPAFEMOITA NS, FHALRURIEATESH S, DUEE A3 45 77 B BRI TS D)
c. FMUIREWH B CIRPIRESE SO ES) .
bR TR RTO MW ARGETT ARG BIFWOTT A, WA BB AL H o LHITARR 0% RTO LBME 5, 5 EATMEREIR &
AT . g Ak, &M %1 CLI 74 : set nsrp rto-mirror hb-interval number .
WER B A N E I ST I B E IESLLBME 5, W ARSNGB SO W E . B8 SRR AR i (1 2%
FOBME SR AL, WS LI CLI fiv4: set nsrp rto-mirror hb-threshold number .
VEE: ZEYHFFER) RTO L BkF 5% &, M 147 set nsrp rto-mirror hb-interval number 77 set nsrp rto-mirror
hb-threshold number.

AILAFE A NSRP £E#FH I T (M & LA DU R in 245 RTO &1 [H20: set nsrp rto-mirror session off. 7E1x%
& oA A & LA e & SRR P e R &S FD .




VSD 28

“REL S (VSD)” 4l —X B NetScreen w45, ‘EATAL Rl — AN 001 VSD. — MRk 7824 VSD 4
I Ed%. VSD I “REile 40 (VS BgbE 2 R &R 0 o 59— MEdss 282948002, R %
IR, ) VSD ks U3 2 &4 W &, IF H VSI YR R B W A& I O, a8 W L BT R kA%

WK P 5 NetScreen B AP VSD A, REGWH B/ DHBEN T, 20— PDHBEN &0,
B WA TR AL R, [ N AE S A b e I LA 25477

W51 NSRP L&, DLIG4igm 5 el 0 19 VSD A bl Eibieh (WA {EN 100, O WERPI & e HATARIR (1

RAEGAE, WEAE/N MAC Ml (135 8% Oy F 1%

I

T T RSO B R B TR, W DL E AP A e i S (FRIEE) AR AR MY . WRAE X
e LR HIHESEE T, WIAE AT RS RA BN E RS s GEE%E) I, 12 A2 VSD 411 1. i RaE
FHBCIRI, AESEHK HEAn BEA AR T v a6 Al PRIFILA S (B IR DA, an i In) i e iR (1 R 2 3% 4 7 5, &
EGI{ATIE T DI
A I I 1) S SR A B )48, 7T 915 1 E A I R A S L 11 22 s 2B IS PRt o ) 832 B PRI VR L, -t P ORAE BT ) 1R
2 PP, L) I 2 e 4 AT 2 B8 PR IS T W i o ) B . )8 T el 4R 2 e i, I BLE CLI i

set/unset nsrp vsd-group id number preempt
AL LR CLI fir Rl i (] T 384a Se b 14> BEE 4T 0 21 600 Fb 2 [a) H AT i [ 4 -

set nsrp vsd-group id number preempt hold-down number

12, AESTTRRAT, —A VSD Al LA PNt fELLSHIRAS T, ATLLA AL ERIRR . EIRXM ST, —HBR& AL ERS, B alaed 4%

s

FLAR Y VSD AR 78 4 -




VSD 2B Rk 53K 7S
VSD LI T LR LT AFRA L

T — B AER] VST s 1 VSD 4k 7 1R A .

— R — 24T VAL T AR R B VSD 4L G R A o BB FE A A5 D 50 i s T T K
Do TR, EIEEEERSN, RTO XTI TAEM IS VSD Ak bt, B o1 HA A iAok
I

& — WA — A PRSI AT R LA, K — N W — & 1 VSD 4R 03 IR .
WIUh — B s s aiE L set nsrp vsd-group id id_num iy 2RI &R, VSD 4% i VSD i A
KA.

fiH] set nsrp vsd-group init-hold number fiz%>, FJ45E VSD 4/l i fEWI AR i B I I [ 2y (I
N WEN 5. BHE YIRS HIN ], A EHE I E SR LD VSD DBME SRk CEHME R x OBkfE 5
(R = WL RSN TR o Flan, R EEHInE A 5, LG SRS 1,000 =248, WIS H] I
(B2 15,000 =#>, @k 5 # (5 x 1,000 = 5,000).

YER: WIRMED VSD DB E S 1EKG, SN e e . KA E DBk S R HI 7 2, 15207 25
LR OBk S

Tk — B O ETRIR— VSD A i, HARS SRR E 3 —, W] set nsrp
vsd-group id id_num mode ineligible iy %> .

AFTERAE — RGUA I E B W EB IS (AN AL BIARO BRI 2 )l Chndae R R MO 5 VSD
AR PR -

YEE: REMEZBUE (1)1 exec nsrp vsd-group id id_num mode { backup | init | master | pb } 7
) BN IRIFIRESS (REEE G CAEIE) B[R, AT BT T8 4 IR




RS B _E ) HA LED nI#fE BeaoIRaSs . AFRBIHE — B, . . 2060 — & X b

R BT NSRP WA HH .

Zrh: WAXNT NSRP JHH: B2 AEEZA VSD A i ks I HEA AT A #AER
W WAKTT NSRP A BARAERE VSD A E ik I A b FA T ER.
2Lty BT NSRP R, (HAZE St T A R .

DEMESIHE
F5/> VSD AR (MR T, TEE A TSRS ) AP AE R ™ B S 5 AL
HEATIEAR . 0 B A DT U A B T IR . /B 501 L0 FAUA 8.

W HIW % ID

VSD 41 ID

VSD A RS (s — /& Ei&i)
WAL

RTO X457 15 &

Keik VSD DBKE S IIBE AT LAECE (200, 600, 800 % 1,000 ZF5; #44{H A 1,000 =Fb) o w8 N H 2T 7
VSD 41 CLI 44 set nsrp vsd-group hb-interval number. 7]t & 2 2= 0B E 516 FAE, HTfEilh VSD
ZH R B R s ) . n] R Y 2T VSD 411 CLI fiv4 4 set nsrp vsd hb-threshold number. 7 2: .05 5 il
FHEM B IMEA 3o

LB 5 Bl HA 8RR i% . A1 ¢ HAT R HAZ 42 11 DL SGE AN 2 L HEA T 3845 003 BRI 415 B, 1S
%37 i B “HA BN,

13, WERBERAL T AATERAPIRES, FEHITT HA SRS T, WS B AR AR thARER VSD BBME 5B, BRAF VXS RICE T 0. 7RI E %
HARRITEANE R, TSP 18 TU M “Yaf): Gl NSRP 44t .




sefil: eIEM A VSD A
ARGIGREIAT A A RV B IORCE, &1 22 i) — NSRP 4EBERI VSD 41 0 it GRZ B4 18 5l 1“6
fl: QI NSRP 4R .

EAMI, QIR AN VSD 41— “4117. 76 “410” "PRIREE A OLSES0 1, 76 “4117 Prss sl
(100). 7E “4117 TR B IOPESN 1, 78 “41 07 diBes /gl (100). (EPIA VSD 4l 78tk
E e S SO PR SE B ) B 10 B e IRPE G WA HDEIR AN, B4 A TAEE “d117 10 %%, W
B 4127 MERE.

NSRP 4% ID: 1

VSD 41: 0 VSD 4: 1

T I YW -
71 o d: 1 s 2
ey G i)

R ——
y s 2 o 1 i

B A

WebUI
wEA
1. Network > Redundancy > VSD Group > Edit (X} 7 VSD 41 0) : ¥ ALLFANZ, AR5 Hd OK:

Priority: 1
Enable Preempt:  (GE#%)
Preempt Hold-Down Time (sec): 10

2. Network > Redundancy > VSD Group > New: 7f “Group ID” 7B, A 1, RJ5Hd OK.




& B

3. Network > Redundancy > VSD Group > Edit (X} VSD 20 1) : BALL N, ARG Hd OK:
Priority: 1
Enable Preempt:  (GE#%)
Preempt Hold-Down Time (sec): 10

CLI
wE A
1. set nsrp vsd-group id O priority 1
2. set nsrp vsd-group id 0 preempt hold-down 10
3. set nsrp vsd-group id 0 preempt
4. setnsrp vsd-group id 1
5. save

W% B

6. set nsrp vsd-group id 1 priority 1

7. set nsrp vsd-group id 1 preempt hold-down 10
8. set nsrp vsd-group id 1 preempt

9. save




VS| F0E:7SEEH

B VSD 4 )5, WA “mRpleasBia (VS 452 3] VSD. ¥ NetScreen #4518 E /& NSRP SRt N, Fify 4
X Bedz AR R VSD 41 0 119 VSI. XFF7E NetScreen ## FICE RN LA X B, BAUHILE ID ¥ VSI Fahfrik

45 VSD.

BRAENEOT, NetScreen WA — /N4 HUSIMA'e 1M Ry, AT VSIIEHE T M 3T HET MW EL ML
B, AR VSI Fahdsrig R4 H, Wi &A1, NetScreen ¥ & ¥ ik k2B Le bl . Fl4n, S A
VSD Jf H 2048 6 th e B 2] Untrust X B i 2%, W24 4> VSD ¥ Untrust [X Bt VSI #3745 H .
RALE—1VSD (W1 VSD 0) LB GARE, WAEM— VSD (a1 VSD 1) T %1 NetScreen % & 40K it
HRIZG E R B e HA Bl s KI5 20 782 VSD 0 B4 1145 o

R4S B Rk BEAEVSD
0L, MIfEN VSD 1 L4
I NetScreen-B 224 H7E
Trust X Bt VSI B2 21 1) H
S W HA B st
7% %l NetScreen-A.
NetScreen-A ¥4I\
Untrust X Bt VSI k1% 34t
Bl ey s

Untrust X E%
&®

R EE BRI ESA VSD 0
1Lk, WS NetScreen
WA AR E AT THE Trust X BL iz

W E B RN E A
Untrust IZE&}\%% T Untru@scs X B
B s o




4. Trust #0 Untrust X E& VSI
ST B SEAE LR 0TS B3 26 T0 L0 “S6fl: GUREPIAS VSD 417 L, JEME DL A IR B LG T U
(e

o KM EWSAIUEL NSRP £ 1

o T VSD A 1 CHX&MUETE NSRP 425 1 1), NetScreen ¥ +% Ha)6Ia VSD 41 0)

o ¥ ethernet1 452 2 Untrust X BB 1P HihibFeIR 4 210.1.1.1/24

o ¥ ethernet3 4552 3] Trust X BRI IP Hihk45YR 4 10.1.1.11/24

# 10.1.1.21 2 X %5 A 1) ethernet3 EREHE IP, ¥ 10.1.1.22 52 ik 45 B 1] ethernet3 EIIEFE IP. RGN
VSD 41 1 Gl&LL T VSI:

e Untrust [X B VSI ethernet1:1 (210.1.1.2/24)
e Trust X Bt VSI ethernet3:1 (10.1.1.2/24)

NetScreen ¥ 25 1d F B i 25 CE 7E NSRP £ P 4 fe IR A2 1) 1P sihk, B354 VSD 4 0 4% VSI. 7fEAK
Ju ., VSD 41 0Untrust X Bt VSI 4y ethernet1™, IP #itil- >4 210.1.1.1/24. VSD 41 0Trust [X B VSI 4 ethernet3,
IP Mtk 10.1.1.1/24,

B, AN 1% v B B bk Sk 210.1.1.250 ¥ Untrust [X B (p o8 8% 88 — — /AN T VSD 0 _E 1) Untrust [X.
Bt VS, 55— AT VSD 1 L) Untrust X B VSI. JTA 24 X BLARLE trust-vr % i .

14. VSD 41 ID “0” A4 HILLE VSD 0 [ VSI &Rk, VSI X ethernet1 R4, A& ethernet1:0 1%,




Untrust [X B

ST e 2 ®
210.1.1.250

ethernet1 ethernet1:1

Untrust [x £ VS 210.1.1.1/24 210.1.1.2/24
A -
o o

VSD 41: 0 VSD 41: 1
%% B W
{0 {0 |

ethernet3 ethernet3:1

Trust XBL VSI 10.1.1.1/24 10.1.1.2/24
PP 10.1.1.21 HSPIP 10.1.1.22

WebUI ( 14 A)
=12 IP it

1. Network > Interfaces > Edit (% T ethernet3) : BIALL FN%, AR5 M OK:
Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24
Manage IP: 10.1.1.21




WebUI ( 1% B)
=18 IP Hoit

2.  Network > Interfaces > Edit (%] T ethernet3) : #IALL FAZ, R)5Hd OK:
Zone Name: Trust

IP Address/Netmask: 10.1.1.1/24
Manage IP: 10.1.1.22
ElR£EAQ
3. Network > Interfaces > New VSI IF: #iALL FA%, X5 5 OK:
Interface Name: VSI Base: ethernet1

VSD Group: 1
IP Address/netmask: 210.1.1.2/24
4. Network > Interfaces > New VSI IF: #i AL R A%, 4RJ5 #idi OK:
Interface Name: VSI Base: ethernet3
VSD Group: 1
IP Address/netmask: 10.1.1.2/24
HEH
5. Network > Routing > Routing Table > trust-vr New: #iALL A%, K550 OK:
Network Address: 0.0.0.0
Netmask: 0.0.0.0
Gateway: (i£#%)
Interface: ethernet1:1
Gateway IP Address: 210.1.1.250




6. Network > Routing > Routing Table > trust-vr New: i ALL A%, AR5 Hd OK:
Network Address: 0.0.0.0
Netmask: 0.0.0.0

Gateway: &£
Interface: ethernet1:2

Gateway IP Address: 210.1.1.250

CLl ( 185 A)
18 P it

1. setinterface ethernet3 manage-ip 10.1.1.21

CLI ( 2% B)

=12 Ptk
2. setinterface ethernet3 manage-ip 10.1.1.22

EilR <O
3. setinterface ethernet1:1ip 210.1.1.2/24
4. setinterface ethernet3:1ip 10.1.1.1.2/24

5. set vrouter trust-vr route 0.0.0.0/0 interface ethernet1 gateway 210.1.1.250
6. set vrouter trust-vr route 0.0.0.0/0 interface ethernet1:1 gateway 210.1.1.250
7. save




BE. 3CFn RTO B

Reprsl s in 2 NSRP ZEfE b iy, 254l VD 4 s I AT (Cln PRI AT/ RS PISCE) Hrsi R
I RC &SI, AP AT B (RTO). SERERCG: AR R N T CVA R 2P e, B2l BRCE . SCPFH RTO.

Bl W=

WHRTE— & BT RCE S, MERBE I A — RS EH G 3 (B R HA SRR L) B, Pl
WEMAREEEAR . AR -G RSN ES D — 8 R &P E &M@ HIF 2, 154 exec nsrp sync
global-config check-sum 174> % H 45 S U0 PN 5 A IR0 B A A8 [ 25 30 [l N 3 8 o [R) 20 e ], FR 3 A H f iz
PRV IR 5 F o
WURECE A, EAH U ek EA1E2E: exec nsrp sync global-config save . [F UL E HT, U1REHEA
Mk % FAER unset all #i4, WIAHL & &R & R E N B a W E L. B2, ERPIER, FNEHI
WEAK AL — 4R R o BT RPN AR B RV S, AT AT DU A

1. BAHAEAEACE TS CAER,.

2. AN Cr WinDiff) R 5 S0 a) i) 22 57

3. EAMBES ETFa I ANAEERE B LIS 18 a1 B

YEBE: Hi ] NetScreen ik #1#/1 “NetScreen rjIEfE4thiX (NSTP)”, &% TCP JEwFEM (HEEHE), Kt
LERE T A I B TR AL ZE AN ] 2 o




&35 3
WERTF LR — MR e SCHF, B LRSI we B LU T 4 : exec nsrp sync file name name_str from
peer. 1 HRE[ED AT X1, 1%\ exec nsrp sync file from peer .

[54 RTO

WERAEAER T —Gik& LEH T RTO H&FD GEZHAN 21 70 BE) “PATHR%R”), WR&FFH3IE, RTO
SHBFFFD . HE, WA RTO H4&FHD (hhg tu%i?ﬁhﬁﬁwﬁiéﬁ?ﬂ, WA H RTO [P, 25
MEshEFFEE T RTO. EAMFIX— &, %14 exec nsrp sync rto all #iv4. W E B A EE R RTO (4
ARP. DNS. &ifiak VPN) , mJLMEH LI CLI iv4: exec nsrp sync rto { arp | auth-table | dns | 12tp | session
| vpn}.

BLYE NSRP A28 1) Bl o A i A2 4 b 1) e s G2 N 8 H B 3h 4G RTO [Fl2P, i 1fEH set nsrp rto-mirror sync iy
4. TEFHIEW RTO K, 15 H exec nsrp sync rto { arp | auth-table | dns | I12tp | session | vpn } @74




el FahEFES RTO
TEATBIT, B A B4 B 76 NSRP A2RE 1 L% VSD 41 1 12 . %4 A J2 VSD 41 1 [ ¥4, & VSD 41 2
% W %o W% B JE VSD 41 2 B34, J& VSD 41 1 544k %

LA B LT — SO HE SR R A, [N SOANAY SR e IR IR T ] il BE % B AR VSD 41 2 P e %,
SRIGAEH RTO 2. s AR VSD A F s . semon 4% B kR, 1 XE H RTO Biglnlb,
RIG T BB R N A 214 B [ RTO. /o ol s B 5k VSD 4 2 [ E k4.

WebUI
YR RTO #9F5)/mEH GEE CLI #1T.
CLI

W% B

1. exec nsrp vsd-group id 2 mode backup

2. unset nsrp rto-mirror sync
Wt B ARTHLIE A, A RTO 5ik# A 5. BN, nILAX 4 B MEATHRHER, A2 50 84 A
()9 AL HE A B

3. set nsrp rto-mirror sync

4. exec nsrp sync rto all from peer

5. exec nsrp vsd-group id 2 mode master




SEfl: R & RInEIEENEY NSRP &£ 8F

TEATEG T, B LARTE R 22 & EH & A N2l NSRP AR VSD 41 0 At 1+, B8 ID 8 1, &K
A “cluster!” . WAUHEH B A ELARTIORCE., FORR3hE, RJa WA VSD AN L& AP RCE . UM RTO.,
R ks A$RIRN VSD 41 0 iy F e .

WebUI
YER: /&)L g EE L CLI 7T
CLl
wEA
1. unsetall”
HELLL T $E7R:  “Erase all system config, are you sure y / [n]?”

2. 1% Y.

RGN EIRIR ) BRE BOE .
3. reset

RGHE A5
4. setnsrp clusterid 1
5. set nsrp cluster name cluster1
6. exec nsrp sync file
7. exec nsrp sync global-config
8. set nsrp rto-mirror sync
9. exec nsrp vsd-group id 0 mode master
10. save all™®

15. WA A A unset all 7%, U exec nsrp sync global-config iy 48 1 & B & MBI IA 1R E E. (4E: NetScreen 4%y &AL AP 1)
FHIBCE A — AR )

16. fii/] save all fir & RA7IT AT EAU R GEARZE P IOBCE . TIAEH] save fir & (L RAFAR G I HC &




TLRTEM
NSRP [P35 A JGUUE B A o — i o BRIUR W4, NetScreen W HA L HIFIMHL U4 HA #2001 (HA1 il HA2)
SR DAKE P AT FH 42 L2008 1) HA X B, DA it HA B TUAR
Hoh, AT DR IUR L X BUR .

X HA $= 00

T A 7E AL BE R 1 2 1045 356 1K) NSRP {35 8 32 0k A HA 32 L8619, Sk B8 B 4l 40 I 88 LR 5 17 58, HA kb B
NSRP =il B HA2 AbEE 2 50 da v B o Wi AT —um D ZEA T8 HA1 FT HA2 £:1011) NetScreen % bk Al
B, Y —ANESh 02 KA RS B L. X T A2 100 1 JkAr s O A T3 5 2% () NetScreen 4%, Bl 5%
KA SECE — NG 8) HA BER R YR B R BB A b 2Rk 4 st IS 5080k i ol A i 2 o)
$e, NS AIERRE I S

[ )

l Leifo o | e -
(Totuser) | | (100 77 ki) %E %ﬁﬁ
It

R HAT 5 HA2 2 — BB e, 4@ i Wi ethernet? =X ethernet8 2 K /L,
T3 HA SRR i s IR 5 MG I 75— HA BEREk Rk i & o

YER: AR HA Zif .2 [ EHT L, T fEH 2 T3 L/ VLAN, & G672 6 L1 VLAN £5id & AP




FEBAT LM HA 2201 NetScreen e [, 250K — AN LUK 45 985 B HA X Be b s — Ik A
OZRE D] HA IXB B, % HA SR R I SORp RO v S i FORe—AS i JR A% D 40 € 21 HA X B b, i HA
HERR DO B S e AR PN 0 CTIRAIER 100 FIRA) 205 2 HA X B b, WIZR5E Bz X BUR & — % 0
A NPT, ARE B IX B e Nk DA et . COORIE N E RIX BUNE R, 152520 2-89 1B
R DR B LA X B . )

LERAT L HA B2 11 () NetScreen B45 1, T DU E — M I RGRIE 292 40X BeLAAL  HA #0318 67 CLI 6y
%4 set nsrp interface interface.

=HH 2
AR RE I R OBME SR HA W .
DBKES: EIN X OBEE S 7 NSRP R 1. VSD 4R 51 F1 RTO B4 2 A @ r Y RFE A5 . DBk E 5 ANk il
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RENA

1.

Network > Interfaces > New Redundant IF: #j AL F %, KRG Hd OK:
Interface Name: redundant1

Zone Name: Untrust

IP Address/Netmask: 210.1.1.1/24
Network > Interfaces > Edit ( XJ T~ ethernet1/1): £ “As member of” 145K+ ik + redundant1, )55
i OK.

Network > Interfaces > Edit ( X} - ethernet1/2): 7 “As member of” F#74|%£ 1%+ redundantl, X555
i OK.

Network > Interfaces > New Redundant IF: #ALLFNZ, X557 OK:
Interface Name: redundant2
Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24

Manage IP: 10.1.1.21
Network > Interfaces > Edit (X} T* ethernet2/1) : 7& “As member of” 4| £ ik redundant2, AR5
#ii OK.

Network > Interfaces > Edit (%] ethernet2/2) : 7& “As member of” FH74| £ T i%# redundant2, X5
Hiil OK.
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7. Network > Interfaces > New VSI IF: ALV FHNZ, AR5 Hd OK:
Interface Name: VSI Base: redundant1
VSD Group: 1
IP Address/netmask: 210.1.1.2/24

8. Network > Interfaces > New VSI IF: Hii ANLUF A%, K5 OK:
Interface Name: VSI Base: redundant2
VSD Group: 1
IP Address/netmask: 10.1.1.2/24

WebUI ( 1% B)
Network > Interfaces > Edit (X} redundant2) : # Manage IP 7B A 10.1.1.22, )5 Hd OK.
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LREN

set interface redundant1 zone untrust

set interface redundant1 ip 210.1.1.1/24

set interface ethernet1/1 group redundant1
set interface ethernet1/2 group redundant1
set interface redundant2 zone trust

set interface redundant2 ip 10.1.1.1/24

set interface redundant2 manage-ip 10.1.1.21
set interface ethernet2/1 group redundant2
set interface ethernet2/2 group redundant2

© © N Ok 0N

EHlZ D
10. set interface redundant1:1 ip 210.1.1.2/24

11. set interface redundant2:1 ip 10.1.1.2/24
12. save

CLl ( 124 B)

13. set interface redundant2 manage-ip 10.1.1.22
14. save
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1. Network > Redundancy > Settings > Monitor Port Edit: E#LL FNZ, KRG 50 Apply :
ethernet1/1
ethernet1/2
ethernet2/1
ethernet2/2
2. Network > Redundancy > Settings: #iALL NN, K554 Apply:
Cluster ID: 1
NSRP RTO Mirror Synchronization: (i)
3.

Network > Redundancy > VSD Group > Edit (X}J- Group ID 0) : #ALL NN, K5 Hd4 OK:
Priority: 1
Enable Preempt: GZEFE)
Preempt Hold-Down Time (sec): 10"

4. Network > Redundancy > VSD Group > New: #iALLFH%, A5 Hd OK:
Group ID: 1

Priority: 100
Enable Preempt: (i)
Preempt Hold-Down Time (s): 0

19. IR TE AT L O ) 265 B0 rp (KALAT L, A R SR kel 49 ml 5 b R e ) e SR AR L
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SE8$F0 VSD 4B

5. Network > Redundancy > Settings > Monitor Port Edit: &Ll A%, K5 Hd: Apply:
ethernet1/1
ethernet1/2
ethernet2/1
ethernet2/2

6. Network > Redundancy > Settings: %&# L FHE, K55l Apply :
Cluster ID: 1
Secondary Link: ethernet2/1?'
Number of Gratuitous ARPs to Resend: 4*
NSRP RTO Mirror Synchronization: (i)

7. Network > Redundancy > VSD Group > New: #iALLFAZ, RJ55d OK:
Group ID: 1

Priority: 1
Enable Preempt: GEF)
Preempt Hold-Down Time (sec): 10

20. A LA CLI Rk BHERELI,
21, R HAT R HA2 BE328800 T, U VSD (a5 5 78 BB T Trust X B ethernet2/1 134 .
22, B E IR E S M TIE, B VSD A EiR SR IE 4 DN ARP BHASKE AT VSI AL MAC Hiulil e e 305 F ik % .




TREOMERE IP

8. Network > Interfaces > New Redundant IF: #ALL FA %, R Hd OK:
Interface Name: redundant1
Zone Name: Untrust
IP Address/Netmask: 210.1.1.1/24

9. Network > Interfaces > Edit ( X} T ethernet1/1): 7& “As member of” 75 % hikF¢ redundant1, k)5 H
ii OK.

10. Network > Interfaces > Edit ( %} T ethernet1/2): 7 “As member of” [ H741£&H % F¢ redundant, K55
i OK.

11. Network > Interfaces > New Redundant IF: #iALL N A%, 2R)5Hid OK:
Interface Name: redundant2

Zone Name: Trust
IP Address/Netmask: 10.1.1.1/24
Manage IP: 10.1.1.22

12. Network > Interfaces > Edit (¥ T ethernet2/1) : 7£ “As member of” FH4#E Fi%F¢ redundant2, R)5
i OK.

13. Network > Interfaces > Edit (XfJ- ethernet2/2) : 7t “As member of” F$7%|F£ Hi%F: redundant2, X5
Hii OK.

Rz 2O

14. Network > Interfaces > New VSI IF: #ALLFHNE, SRJ5HT OK:
Interface Name: VSI Base: redundant1

VSD Group: 1
IP Address/netmask: 210.1.1.2/24




15. Network > Interfaces > New VSI IF: #ALLFHNE, K501 OK:
Interface Name: VSI Base: redundant2

VSD Group: 1
IP Address/netmask: 10.1.1.2/24

B FH
16. Network > Routing > Routing Table > trust-vr New: #iALL FH%, K5 Hd OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (EF)
Interface: redundant1
Gateway IP Address: 210.1.1.250

17. Network > Routing > Routing Table > trust-vr New: HiALLTF A%, A5 Hd OK:
Network Address: 0.0.0.0/0

Gateway: (iE#%)
Interface: redundant1:1

Gateway IP Address: 210.1.1.250

WebUI [ 124 A)

=18 P bk
18. Network > Interfaces > Edit (X} redundant2) : 7£ Manage IP FEth#i A 10.1.1.21, )5 %4 OK.
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SE8$F0 VSD 4B

set nsrp cluster id 1

set nsrp vsd-group id 0 preempt hold-down 10%°
set nsrp vsd-group id 0 preempt

set nsrp vsd-group id O priority 1

set nsrp vsd-group id 1

set nsrp monitor interface ethernet1/1

set nsrp monitor interface ethernet1/2

© N OOk ®N =

set nsrp monitor interface ethernet2/1

set nsrp monitor interface ethernet2/2
. set nsrp rto-mirror sync
. set interface redundant2 manage-ip 10.1.1.3
. save

- A A O
N = O -

23. I [ AT LAY O 21 255 Fhrp AR RE, A7 24 0 A 35 s 1) 4 mT 977 o b bR e e B b7 4 R FR TR L




CLI ( 124 B)

2440 VSD ¢H
set nsrp cluster id 1%
set nsrp cluster name cluster1
set nsrp rto-mirror sync
set nsrp vsd-group id 1 priority 1%°
set nsrp vsd-group id 1 preempt hold-down 10%°
set nsrp vsd-group id 1 preempt
set nsrp monitor interface ethernet1/1%’
set nsrp monitor interface ethernet1/2
set nsrp monitor interface ethernet2/1
set nsrp monitor interface ethernet2/2
set nsrp secondary-path ethernet2/1°°
set nsrp arp 4°°
set arp always-on-dest™

© N o gk wN =

- A A A
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24.
25. b
26. i
27.
28.
29.
30.

KA 3% A R B A2 — NSRP EBERI S, FTUAE SR B LRSI H md (T HANER) ML RA 4 A
Lo & Atk
RTES P N R
set nsrp monitor interface interface fir % A& .
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14. set interface redundant1 zone untrust

15. set interface redundant1 ip 210.1.1.1/24

16. set interface ethernet1/1 group redundant1
17. set interface ethernet1/2 group redundant1
18. set interface redundant2 zone trust

19. set interface redundant2 ip 10.1.1.1/24

20. set interface redundant2 manage-ip 10.1.1.22
21. set interface ethernet2/1 group redundant2
22. set interface ethernet2/2 group redundant2

EilR O

23. setinterface redundant1:1ip 210.1.1.2/24

24. setinterface redundant2:1 ip 10.1.1.2/24

&

25. set vrouter trust-vr route 0.0.0.0/0 interface redundant1 gateway 210.1.1.250

26. set vrouter trust-vr route 0.0.0.0/0 interface redundant1:1 gateway 210.1.1.250
27. save

CLl ( 18 A)
18 P it

28. set interface redundant2 manage-ip 10.1.1.21
29. save
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W& A: Vsysl
1. Vsys > New: ¥ALLTHNZ, )5 HT OK:
VSYS Name: vsys1*
2. Vsys > Enter (vsys1) > Network > Interface > New Sub-IF: #jA\LL N7, AR5 #d: OK:
Interface Name: Redundant1.1
Zone Name: Untrust
VLAN Tag: 11
3. Network > Interfaces > New VSI-IF: AL FAZ, Ri5Hd OK:
VSI Base: Redundant1.1
VSD Group: 0
IP Address/Netmask: 210.11.1.1/24
4. Network > Interfaces > New Sub-IF: AL FHZE, AR5 Hd OK:
Interface Name: Redundant2.1
Zone Name: Trust-vsys-vsys1
VLAN Tag: 21
5. Network > Interfaces > New VSI-IF: % ALLFHR%, AR5 HT OK:
VSD Group ID: 0
IP Address/Netmask: 10.21.1.1/24
Interface Mode: Route™®

32, R EAE £ X vsys admin, M) NetScreen ¥ #4 AzhGE—A, IFAE1% vsys ZFR BRI “vsys_” . fEAfid, vsys1 [ vsys admin Jj vsys_vsys1.
33. ARG T “Mb” 8 “NAT” B, 5 E7ERBE M 6%




6. Network > Routing > Routing Table > untrust-vr New: #iALLFAZ, RJ55¥d OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: Redundant1
Gateway IP Address: 210.11.1.250

7. i Exit Vsys DUR[AIHR 2.

W& A: Vsys2
8. Vsys>New: HIALLFNZE, SRJ5EHL OK:
VSYS Name: vsys2
9. Vsys > Enter (vsys2) > Network > Interface > New Sub-IF: #ALL FH %, K5 Hd OK:
Interface Name: Redundant1.2
Zone Name: Untrust
VLAN Tag: 12
10. Network > Interfaces > New VSI-IF: AL FHZ, RJGHd OK:
VSI Base: Redundant1.2
VSD Group: 1
IP Address/Netmask: 210.12.1.1
11. Network > Interfaces > New Sub-IF: #i AL NN ZE, R)5#Hd OK:
Interface Name: Redundant2.2
Zone Name: Trust-vsys-vsys2
VLAN Tag: 22




12. Network > Interfaces > New VSI-IF: #ALLIFNZ, K5 %4 OK:
VVSD Group ID: 1
IP Address/Netmask: 10.22.1.1/24
Interface Mode: Route

13. Network > Routing > Routing Table > untrust-vr New: AL FHN%, K5 Hd OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (i£#%)
Interface: Redundant1(untrust-vr)
Gateway IP Address: 210.12.1.250

14. i Exit Vsys DL [FIHR 2K .
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CLI
wWEA: 1R
YER: WAL NI NSRP &5 % 51 T L9 “WEH): K00 & 1T NSRP” 1y p &8 —FEHT

W& A: VSYS 1

ns-> set vsys vsys1

ns(vsys1)-> set interface redundant1.1 tag 11 zone untrust

ns(vsys1)-> set interface redundant1.1 ip 210.11.1.1/24

-> set interface redundant2.1 tag 21 zone trust-vsys1

-> set interface redundant2.1 ip 10.21.1.1/24

-> set interface redundant2.1 route®

-> set vrouter untrust-vr route 0.0.0.0/0 interface redundant1 gateway 210.11.1.250
-> save

ns(vsys1
ns(vsys1
ns(vsys1
ns(vsys1

N N S N S S

ns(vsys1

© ® N gk wbh-=

ns(vsys1)-> exit
W& A: VSYS 2

10. ns-> set vsys vsys2

11. ns(vsys2)-> set interface redundant1.2 tag 12 zone untrust

12. ns(vsys2)-> set interface redundant1.2:1 ip 210.12.1.1/24

13. ns(vsys2)-> set interface redundant2.2 tag 22 zone trust-vsys2
14. ns(vsys2)-> set interface redundant2.2:1 ip 10.22.1.1/24

4. JBWAL LML T “BRi” 8L “NAT” B, 15 EBAERGOR B IR K.




-> set interface redundant2.2:1 route

-> set vrouter untrust-vr route 0.0.0.0/0 interface redundant1 gateway 210.12.1.250
-> save

-> exit

15. ns(vsys2
16. ns(vsys2
17. ns(vsys2
18. ns(vsys2
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0 2 JZER AR TR ) D RE A B P P A5 A TS SRS TR 2 e W &6 . 28t WebUI JH AR 2 JZ2 At
¥, i Network > Redundancy > Settings > Monitor Port Edit, X J5ik##: 0. B CLI B 2 2kt
Wds, M K44 set nsrp monitor interface interface .
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. Bt EIRITIRER
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RS = BN 20
R = RIGIR 24

PRI iy e o
(/] VRRP)

W& A
Untrust X Bt#%11: ethernet1
EEIP 210.1.1.1
Trust X Bt# 1. ethernet2
EHIP: 10.1.1.1

Web /IR %5-4%

WebUI

Untrust [X B

210.1.1.250 210.1.1.251
weight: 16 weight: 16
threshold: 5 threshold: 5
A B W% B
Untrust X Bt#%10: ethernet?
B IP 210.1.2.1
Trust X B : ethernet2
I} EHIP: 10.11.2
!
!
- —
a— I
1
101130 =™ = 10.1.1.40
weight:10 Trust X ; weight: 10
threshold: 3 ’ 2 ’ threshold: 3

1. Network > Redundancy > Track IP > New: #iALLFH%, ARG OK:

Track IP: 210.1.1.250
Method: ARP
Weight: 16

Interval (sec): 10
Threshold: 5
Interface: ethernet1




Network > Redundancy > Track IP > New: #iALLFHZE, AR5 Hd OK:
Track IP: 210.1.1.251
Method: ARP
Weight: 16
Interval (sec): 10
Threshold: 5
Interface: ethernet1
Network > Redundancy > Track IP > New: #iALLNHNZ, K5 %d OK:
Track IP: 10.1.1.30
Method: Ping
Weight: 10
Interval (sec): 10
Threshold: 3
Interface: ethernet2
Network > Redundancy > Track IP > New: #iALLNHNZ, KRG %d OK:
Track IP: 10.1.1.40
Method: Ping
Weight: 10
Interval (sec): 10
Threshold: 3
Interface: ethernet2

Network > Redundancy > Track IP: ¥t Enable Track IP, #XJ57t Failover Threshold 7B H#iA 51.




CLI

set nsrp track-ip ip 210.1.1.250 interface ethernet1
set nsrp track-ip ip 210.1.1.250 interval 10
set nsrp track-ip ip 210.1.1.250 method arp
set nsrp track-ip ip 210.1.1.250 threshold 5
set nsrp track-ip ip 210.1.1.250 weight 16
set nsrp track-ip ip 210.1.1.251 interface ethernet1
set nsrp track-ip ip 210.1.1.251 interval 10
set nsrp track-ip ip 210.1.1.251 method arp
set nsrp track-ip ip 210.1.1.251 threshold 5
. set nsrp track-ip ip 210.1.1.251 weight 16
. set nsrp track-ip ip 10.1.1.30 interface ethernet2
. set nsrp track-ip ip 10.1.1.30 interval 10
. set nsrp track-ip ip 10.1.1.30 method ping®’
. set nsrp track-ip ip 10.1.1.30 threshold 3
. set nsrp track-ip ip 10.1.1.30 weight 10
. set nsrp track-ip ip 10.1.1.40 interface ethernet2
. set nsrp track-ip ip 10.1.1.40 interval 10
. set nsrp track-ip ip 10.1.1.40 method ping
set nsrp track-ip ip 10.1.1.40 threshold 3
. set nsrp track-ip ip 10.1.1.40 weight 10
. set nsrp track-ip threshold 51
. set nsrp track-ip
. save
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