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FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance

with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. If it is not installed in accordance with NetScreen'’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

» Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
» Consult the dealer or an experienced radio/TV technician for help.

« Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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T—FE. 1] Telnet & ¥ NetScreen %4 T 2 LA N 44 -

o Telnet HAFAEEHL T AEN; L
o “DIKM” %% NetScreen ¥4
A7 Telnet IEHZIT) 1 BRI T

7 Telnet %%

\[- 1. Telnet %/ ﬁfﬂ% TCcP HEREF K K% 5] NetScreen %45
| G 0 23 (7824 Telnet RS54 ).

-
2. NetScreen $27~ % F it N P 44 FH 3605 56 5%

3. % “kaﬂﬁzﬁﬁﬂ%ﬁﬁ% — EUF e e S
VPN JH 3 A B 002 )

e
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N T I KR P D R BB 7 G sk BB EBL, LRI NetScreen B4 2411 Telnet x ik Z 1l Bt SCVFIRIAN
TSR I E . M BRI vy AT BE e SR A (g e, 490 1 S A ] gt X

FETEOUR, ZERH] Telnet 2152 1T, NetScreen W44 RVF —IRA I G sk 20 B MU EH, iEMALLT

e

set admin access attempts number

TER 1 AN CLI it B IR o

{RiE Telnet EiEMZ £

nf LLE R Telnet {5 Hit 5 M4 H 5 B {fﬁ;ﬁé F R 22 4 *EEFE NetScreen a5, niEt MGT #: 18k
BN O (1, DMZ) 5e4% H T8 HE BRUKE T T 0 245 B,

AN, AT RS R P AR Telnet 9 7 NetScreen #4515 FH 1) 2 —A ﬁéﬁ’]k%ﬁ, Tu;&kﬁﬁﬁﬁ)ﬁﬁLL
JERLE R (VPN S3E° kT telnet 3%, ¥R T HRIRGS, W RAFM A28 AT VPN Sl iE T telnet 34
B, s indayim .
FRRFE L VPN 3617 Telnet Ui i), #EHIALL R a4

set admin telnet access tunnel

YEE T AN CLI e i Elt 1R 7.

3. AXRVPNHEMNGR, B 5%, “VPN”.
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ZEINE

NetScreen B4 INE I “Za4h5e” (SSH) MRS as e fit—Fporyk, X Pporyk, SRR el R iRm) “ 24
Ahe” (SSH) N HFERF, Ph—FPrze i )7 AR iZEFEE BHZ W 4. SSH RV &AM FT TR FE 1 iy & 4h 5 FF AT IX e iy
4. SSH AL IP 5k DNS B B i DL 208 sl Bk i A 47

15 0] LA FRAE NetScreen W4+ Fiz4T SSH A 1 (SSHv1) it /& SSH A 2 (SSHv2) k%5 #s. Wilil & SSHv2 Lk
SSHv1 224, 1 HH B arEgflE h IETF brvE. 52, SSHv1 Ol 72 id & F % ik N H . 7 s SSHv1 Fil SSHv2
WA . W, ANFefli ] SSHv %) imiZE £ 3] NetScreen %45 1) SSHv2 5528, NZIRR. %)
P & Bl 2 N R P b i AT 5 IR S5 #s AH R Y SSHRRA

s i s B ScreenOS

SSH % /i LI ) SSH M54
»
R NetScreen
AR B
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F1E 58

FEAR) SSH EF i REan F s

1. SSH & )7 il TCP #4415 5k & % 3] NetScreen % 45 -
Hi 11 22 (7824 SSH k%545 ).

s

2. z\lﬁetEScreen 5 P um Al o e I3 R SSH AR

_

3. NetScreen ik EHUAIAR S 75 2 8110 A 444 . cookie.
N LSRRI I FAE S .

-

4. B AN EE Y, JHEH] NetScreen EHLANIRSS
IR AT AT I, ARG ¥ iSO 3
NetScreen.

: B

5. NetScreen LA B P F i m Y], IR )T
Kﬁ%wkﬁﬁgFﬁ B e D) A e e v AR R
DU HRAEREE A . NIl IE B 58

== :
7. &) %ﬁﬁ)ﬂ%%ﬂx Ek PKA S80I AT, KRG
W R IEREATGIE

! —

fE—/~ NetScreen % % I, — k&% A 0 B SSH &1k

B
INTFE R B0 R ) 8 TF %
A AEH T & P i AT NetScreen 4%

EHEHA -

Ivsys INIEFIINEE 21547 (454 vsys #0H
HENEY ). EHUEHP R AL E B34
Ivsys I,
RS BEHEEA 1 il RSA AT 1 At S50
H Tbn%/gmﬁ% Ho (A TEOLT, NetScreen
BERE— /NI A BEAS vsys A AN . )
SRR ¢ R E N, RS
NetScreen J& [A] 61 2 15 ) (1) %% 4] (DES 1§
3DES), LIXTHAENE (S iEaswmmy, e¥pk
PR )o
PKA B4H @ #: A RSA AT | B %4
KFBERE T SSH % it 5 SSH MR 1T,
WINAE NetScreen ¥ & LN 2 f i A T
A, I H A% PKA 2253402 3145 71 H
o
B 1 AT BEEHIN = — LW EY,
KB WE TG — B B A ERE
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B RPimEX

WIRTHTIR, 27 i N R 0620247 55 NetScreen ¥ & LK 45 23 AH Al (F) SSH A . A2 E SSHV2 % ) i LA
3k Diffie-Hellman Z A e LM “ BT 45357 (DSA), H T AFFEHR A INE. DI E SSHv & i LLG K
RSA H T A3 & INIE,

NetScreen i & FHIEZK SSH BL &

PLR /& 7E NetScreen 7% AL E SSH ) FE A D B

1. WERHEMLILE “ATFHUIE” (PKA) T SSH. 548 H PKA, WIZE#H T SSH &2 /i, WK PKA
SRR E R R P E . OO e EL PKA (VRS B, iES 58 15 51 B0 “UdE”

2. fiE T EAE NetScreen B4 L FHMEAS SSH A . (113 @ %/ b v F R A NetScreen ¥ 75 L1 IR 55 28
WUSATHIFIF) SSH FRAS )o WIRIELERT— ScreenOS AT NetScreen B¢+ g T SSH, WHLAELE A H

SSH #1217 SSHv1. £ NetScreen ¥ % M4 SSH A Z TGS MEHAR A H . 15 CLI get ssh iy

rY

ns-> get ssh

SSH V1 is active

SSH is not enabled

SSH is not ready for connections
Maximum sessions: 8

Active sessions: O

FELL EFR RS e, SSHv ZiEaIN, JF HAEE ] SSH gty i i A ) SSH }#}izli, iﬁﬁﬁ%ﬂﬂﬂ
R AT — WA G R BT 3 80 . i, 2535 Bk SSHV BT SSHv2, 1#%i A\ T %1 CLI #r 2

ns-> delete ssh device all

NetScreen #2253 - £ 3 & B8 13



HILEL RV
SSH disabled for vsys: 1
PKA key deleted from device: O

Host keys deleted from device: 1
Execute the ‘set ssh version v2’ command to activate SSH v2 for the device

YT SSHv2, A T4 CLI i

ns—-> set ssh version v2

B W& SSH /A7 NetScreen #4517/ SSH.

3. WA T 22 (BT ) T SSH % iz, afLLig e 1024 % 32767 Al ff—A ik 115
ns-> set admin ssh port 1024

4. NMRGBUEM RS EH SSH. KT LAREAS vsys M dEali g A SSH L BfE S, EZ M 17 71 B
“SSH FI Vsys” .

MRS SSH:
ns-> set ssh enable
B4 vsys JiH SSH, FREsE#EANZ vsys, X5 H SSH:

ns-> set vsys vl
ns (vl)-> set ssh enable

5. £ SSH %) ikt £ A s B (¥ 5 11 B R Y SSH.

ns-> set interface manage ssh

6. K NetScreen Bt EAEMM EHUH P/ ICE] SSH %% )i o AR TEANE B, 2 M A 18 UL “ BHL=P]”

4. WAL WebUI Sk Mt 1145, H:7F Configuration > Admin > Management T2 [fi I j5 F SSHv2 il SCP,

NetScreen #2253 - £ 3 & B8 14



WA
B Il R E T V2 — {8 ] SSH 1%E$2: % NetScreen 4% .

o HRDIAUE : T EIHMTRCE RS NetScreen 1545 115 BE G Il WA FH L /7. SSH % F )i H SSH &3
NetScreen ¥ #%. WIRAERAGERE K10 F)S H SSH ml & ¥, N NetScreen %45 H {5 540 SSH &
Py, PAEORH PN P AR # . SSH & a2 b fE B 5, &% 2 Ki%F] NetScreen w4, BkIHLS
admin F )ik i P 2 R IS 3R T EL B . SR EATIUCHD , NetScreen B4 st AL o W B e T IANIE AL,
NetScreen 24 mltfbi 4 H i K

o AFFFTHINE (PKA): b7 vss T 3 ) GE M 2 et RF Hshig 7 A, 8%, SSH &/ un ANKIER -
A FNBERY, TS R IE T P G AVA T | A BP0 A TR 4 2041° . NetScreen ¥ #5445 HL[R] A TF8 913047 LU A,
KPP R EE R AR M HE 2 ik 4 A iR p—ANEEHILES,  NetScreen WA giAIEM A 7o an
%A —ULkL, NetScreen m%ﬁ')‘n?ﬁé’é EREE K

TX PR 7 V80 T B SSH & i ok Wi e . — N2 &R, SSH & /i 5 NetScreen i #5483 SSH %
Ja, Mzt N P 24 RS R B 44 R o TS AR B 2.

BHRLIAUEF PKA 7525 4F NetScreen % 4% ok admin F 7 GIEE—/ MK 7, SR 5708210 Fil i 245 31 11 NetScreen 1% #%
(it SSH EHATE B ) SR SSH w & B . (A4 admin H Ik 45 B, 1S A 39 1 11 “ @ X Admin
7)o BERSIANUE T VEANTG B4 SSH E)ﬂlﬂﬁilﬁﬁﬁ:ﬁ,ﬁ\ B E .

—Jr, B PKA RS, AU S AT L MESS

5. FiSERMVGEE R T SSHY1 1 RSA F1H T SSHv2 [#) DSA.
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i

1. A SSH %7 b, A IS A OB e R A O A TE A B0 . (B P 2T SSHv1 1) RSA 2] T
SSHv2 ] DSA. AICHEAIME R, TSP SSH &) i N HIFE > 3 . )

VERC : ARZ(E] PKA 1T H 38R, RLAiE SSH %/ G ji#e— 1M CEFDTE, L% PKA 2 9F/
RATEDIN IR AT ELTH N TAAF s PRI DI N Z A

2. BAFFEHMNAM SSH B3 TFTP IRSS4° FEF, RGBT TFTP ¥,

6 %3] NetScreen ¥ £, LMEWE L CLI X HIFATHLE

4. BN ITEHIN TFTP RS 25 0%k 31 NetScreen %45, i ALLF CLI 42— :
XfF SSHv1:

exec ssh tftp pka-rsa [ username name ] file-name name str ip-addr
tftp ip addr

T+ SSHv2:

exec ssh tftp pka-dsa [ user-name name ] file-name name str ip-addr
tftp ip addr

username I user-name LI H T4 admin, KA admin 77 LUK RSA #4498 2] 55—~ admin.
M8 — BN admin BUnT 2 / 5 admin — R A BER AR 40, NetScreen 5 #4455 BH 4 w2 2115
H U1 admin Bk BEE 402 240 25 A a2 1) admin.

w

JEE W TAE admin /)7, NetScreen #4 ] 517 /01 PKA 4\ TF 24,

6. AT LUK A TS5 SC1R 0 ) 45 BRI B CLI 474 set ssh pka-rsa [username name_str] key key str ( %] SSHv1 ) B set ssh pka-dsa [user-name
name_str] key key_str (5t SSHv2 ) i, RiEFE| B RAE key str W E, SURNLEE WebUI ) Key F-BtH (Configuration > Admin > Administrators >
SSH PKA). {HjE, CLI 5 WebUI A7 K/MRS - ATFE RN 512 f7. Wil TFTP g, Afrest iRl
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BRI O 8 ) SSH rl A FEE K A Y SSH &Sk, NetScreen W 4 1 0K A J& 15 A TF 38 B 48 5 RIS
PR . WS EIXFER S, NetScreen il PKA IFILEHL G . R EAATFEHB AW e 2EFH, A
NetScreen ¥ & ft 7 AN H ' A A6, (& nl LAAEH BLR a2 98l admin H A PKA 757 : set admin ssh
password disable username name_str.) Joie 22 B AT FHMER AR DT, SIEI00E AR B ik N, 7598
Bl Y, WS R A TR Y e R 7 (%A TR ).

SSH #0 Vsys

X} T3 HF vsys 1) NetScreen 1345, 1] LIBEAS vsys WFEAT G ARG E SSH. /> vsys #FE A G0 EHEH (14
18 UL L “EHUHEH” ), ARG admin iR B PKA %4 .

W, BRI SSH i o — /N A I BRME, JEMHE T8, A 2 2 24 A, WiEsalixks L SSH &%
Jrm s H Gk BIECk, WS SSH %7 i AN RE R B ok F1i% SSH 45 4% . MR ARG veys JL =[] — SSH i 15, iX 5t
R WA E ST SSH I OBk IA N 5 22, WIFTE vsys (1) SSH i 14 56 2
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ML
FHLEH VT NetScreen % &4 H S A5 A —/> SSH %% 1. 7ESZFFERL RS (vsys) [ NetScreen 4% b, &4
vsys HA ARG EHEH. 78 vsys (X T 3CFF vsys 145 ) BifE NetScreen ¥ e A H SSH I, K2k pliix
vsys B85 e — 1 BEHLE A LB AR E B vsys B4 E, I H U RAEZE M T SSH J5 #Us il SSH,
WP A P TR — SR AL A
NetScreen ¥+ b (1) FHLEFFH L0 H F PR 7 N2 — 0 Bl 21 SSH % 7 i
o Fg) — W admin 5% vsys admin JE it P HBEE . HLIESER EHUEH R IR K i admin B P . U0 admin
¥ ENE A 2] SSH 2 7 i RGMIAHNY. SSH XA .  (SSH 75 7 i N FHRE Al 72 1 ST B A% 2 )
o A — M SSH %/t F] NetScreen W45, SSH AR S5 #e:4 EAHLEH I AN 28 TR KAk 45 7% bt o
SSH % ;i 4% & S A =AU B PSS PR, DU P e 30 1 = AL 92 75 O 1) NetScreen 4% [ ik
o AR FHUBHE AR (AR b ) AL AP h 3 NetScreen iz #5 Hulik (R est ), 1) Admin H
FIBVFRE R E T2 L TN . SR K L. (B REZRIMN TS HGEE, 5SRARN
SSH & i kY. )
TR SSH % 7w GRS T IEM ENLEH, &/ RS L Admin B Rl DU SBTRCEI ERLEE I SHA BT
Ho SRIG % i Admin 7 AT DAEH % SHA B4 5 NetScreen ¥4 1 SHA 4347 Hedk . 78 NetScreen %45 I,
A LU AT CLI 74 get ssh host-key >k i 7= EHLZEH K SHA H31.
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SEf5 : SSHv1 {EF PKA #1TE &R

ESLYERH, IER (1 NAR admin ) S B e T A PEE RE BN E SSHV A FFEHIAME (PKA). Bt FE L5 IR
NetScreen 44 1IME— H W 2[RI &G E S/ BT BB TIAE, Rtk SSH & /7 i 5 % 2] NetScreen % %%
5 W PNRE: (=

e LT —A admin H K, #4408 cfg, %854 ofg, A EERIR. AT7EHE: 1 ethernett ( #7465 21 Untrust [X B )
A SSH A s #E,

ELLRT O 27 SSH %7 i b Ad i 25 8142 eRE e LA R RSA AT 1 AV B804k “idnt_cfg.pub” (A
TSR s 3 TFTP RS LR H kb, SR)5181T TFTP F2f¥. TFTP R&5#511 IP Huhl /& 10.1.1.5,

WebUI

Configuration > Admin > Administrators > New: i AL F N %, X5 Hdi OK:
Name: cfg
New Password: cfg
Confirm Password: cfg
Privileges: Read-Write ( i£#% )
SSH Password Authentication: ( Z£$¢ )

Network > Interfaces > Edit ( X/ T ethernet1 ): 7 Service Options Hi£# SSH, )55 OK.

VER : (XAJii il exec ssh r-$ M TFTP j|R %575 )1# SSH 19 A TF 2 81 X fF-

CLI

set admin user cfg password cfg privilege all
set interface ethernetl manage ssh
exec ssh tftp pka-rsa username cfg file-name idnt cfg.pub ip-addr 10.1.1.5

save
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Z 4 &l|7 (SCP)
ZARIA (SCP) 241t T —ANigfe, mfis e/l SSH Wil NetScreen WA #:3C.  (SSH X4 SCP %
PAARMGAE . I FEE 723 . ) NetScreen &4 F —~ SCP k454, %52k HEfE EHL L SCP % ) i &% .

SCP HsR7E FFUE SCA-AL ¥ 2 A6 FE & P i HEAT AE « SCP UAIFILFE S H T IGIE SSH & Frifti (r ik # o2 4 4 R . AT LA
2 e PKA 25405k IA0F SCP & P, — HiANiFi% SCP & i f5, #tnl LL5 NetScreen % & A5 — A sk 2 A
. SCP 2% i I A e 2 F 145 s YEURT B 0 SCE 4 iERf 770 210 SCP %8 ) w3 F R 7 S0k

1F NetScreen #%#5 |, S50l F25H SCP. %5 SCP, 2470 /5 H SSH.
WebUI

Configuration > Admin > Management: L1 FNZE, K5 ¥ Apply:
Enable SSH: (%% )
Enable SCP: (i&# )

CLI

set ssh enable
set scp enable
save

LR & —> SCP %% 7 imin 2 e, & 2K BB S0/ A NetScreen ¥ 4% (5 2 5 4B & netscreen, |P il &
10.1.1.1) [INAEH #3072 7 i R EE 1 ns_sys_config_backup C1FH

scp netscreen@l10.1.1.1:ns_sys_config ns_sys_config backup

BT ES b SCP ) v N IR P 3OS, LA T T 48 e i BE B3 A4 8K . et IP Mk JESCPEAT H IRt S

\)
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RITIEH &

ALE R B ER AT IR (GE R R A 0 B Y T AE w42 ) NetScreen ¥ % ) & P NetScreen W &, RE AH]
Retfh & sl H L, H2 W H NetScreen 4% 8 Bl & 224 1K), A IXFhIE R & 5 ﬁu%%ﬁéﬁﬁﬁ/{%

TER 1 2 T B 1L RS ATIH ) R admin G (8 FE 55k, B LAESK R admin Rl 753 & R 2
NetScreen i¢4r. KX Wil . F7Z1I7 50 ﬁiﬁ”ﬁ “FiHé Admin B R G D1 7 .

4 NetScreen 44 B A AT IE TR E LU F 2
o [V DB-9 F|fH{E DB-25 il Hi47 sk
o [I% DB-9 F|fH{E DB-9 il AT HL SR
o [ DB-9 FIBHME: MiniDIN-8 H: 47 HL 4
o S5fiy RJ-45 2 RJ-45 F LUK M HLZE 11 RJ-45 IERCASAHIE K PE DB-9 HE 4%
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£1EEHE B S ITREITER

T AR E T AR, F2ede “BR%um” AF (805 —Fh VT100 Zomblir 2y ), “E%im” bn I EREW T
—  HATi{E 9600 bps
- 81;
- LAHER R
— 1 fFIEAr
— 5 B
VEB D A R #9015 6, 17204 NetScreen CLI Reference Guide /7 “Getting Started ”
— O ZREFE ISR “Initial Configuration ” — 7,

AR

SEEbUR Eﬁmlﬂflﬁlj%ﬁ NetScreen 7% [ il ffE i s 0 b, 4 n] DUE 2% 25 IR A R 29 i 1 Dh e 5 44 )
éﬁﬂ”%D*U, FURIEANRE A i g 2 it 1 52 S Hal X PaZe 2% B3 g

T B 1B ARMARA 7 8 e e i & o A g s R BRI &, BT DU R B i A SR AR X A e

set console disable
set console aux disable

JER : 7 NetScreen-5XT [, H GE1EH I IE 1 75 113 722l — TN il s I L o
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i®id NetScreen-Security Manager i#{7& 3%

i# 3 NETSCREEN-SECURITY MANAGER i# 1T & I
NetScreen-Security Manager (NSM) &t —> 1MV 20 BN AR, REAE LAN B0 WAN PREE L E 2 8% . Security
Manager Ul {8 B 5 Ge O 7 B L E IR 2 3% o
Security Manager {f P A412F, DLt NetScreen ¥ #% EAT i FEIH A

EP AT RAAESNT EHL L — 4RSS . XSRS AL . EREF A 4 55 Security Manager Ul 22 1) 47 #t

F v 8 B AE
{CEEESE AL BB NetScreen sy E—Filss. “ARHL” kST MOk AN “HIELRZ” MACE
24, PR HAfER ScreenOS . “ARHL” g5 th ML BC &I PR A ALIEm] “E RS .

EELARG

JAH T Security Manager fX, Security Manager Ul

FHR %5 1) NetScreen :
FW/VPN % %% i ERS% 2
ERE /T
W RS54 A GUI
AR5 4% o

NSM admin s % 7 v i

NSM A :
NetScreen 14 F LI A1) NSM {RFESE 15 ECEE
B 4 M2 S A

WA RS 28R GUI iR 45
e 5 AR C & 0 il S NetScreen 45,
H MBS AT FIZE TR
GUI JIr 55 2 b B — >l 2 A~ Security
Manager % F i 2 21 (1) 1 B B 0o

HRIX L {1 DL 2 HE Security Manager 21141174145 B, 1521 NetScreen-Security Manager 2004 Administrator’s

Guide.
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i®id NetScreen-Security Manager i#{7& 3%

MR RIB S5 EB RS 2 88 EE
7t Security Manager fie Ui In) M8 2 NetScreen W42 i, — @2 e¥af “fRBL” (AR S L) 5 “EH ARG
(BEREAEAMB ENL L ) 2 [F] s
A NetScreen ¥4 (1) H il I, #lah4b 52 v] LUFTEAT TP NASRIALE AN P o X8 n] BUALHE Security
Manager &7 V) K Btz /177, Wi e % i B AL _EAE ] Security Manager Ul, & #& il #5441 & 215 7F NetScreen
W% LT CLI v AIBEMIRILAAL IS i T

THOL 1 W A —AN R (P Huhlk, 5 Hoam ok 9 28 Fmh 48 ] 45 177 1]
EXFEML T, Security Manager & ¥ 53148 1 % /3 T4 ) Security Manager Ul s INi% %% . ( AN T2E30
WA P ). NetScreen ¥ & Hah[F3: 3] “EH ARG b, HESWGI G S BRE R R 3k B 1) NSM Bk 2
UL 2: 1P HutEAS o] 1)

FEXFEOL T, PN P BB AT IR AT 45 3 513l 3 Security Manager Ul 8 i e 4% . 5 3 53t fiff e R
W P L CLI iy 4, IR A RIS IZH T, RE A Bl R et Tell. Zw&aass “8
HRA” HH, HMEAHRICERS B RILE] NSM s F .

VER: W #1517 ScreenOS 4.x Jk, WA K AGEE TS “EHRZL" WEEZ T, H/H ) LA F5)
7/ NetScreen-Global PRO #// 2% NACN .

THOL 3 AR, HAasH) BRIARE.
TERXFGOL T, IS B AT WA TS5« B3 FH Rl LIS FH 44 0 Configlet (1N HE B IAS, i A i
Security Manager &2 i A2 . BAEREAT R .
a. Security Manager & i1 F| Security Manager Ul F1 (] Add Device [r] 3% # % 454 Fl ScreenOS
A o
b. B U AR % B A& TP T AT AT R

NetScreen # 4

5300 - % 3% g y



¥1E 518 iBid NetScreen-Security Manager i#{T& 18

c. FEHIRWIHIZKA.
d. EHRAERIMEE Configlet SCAF (BLEZ O 2 FIBFE, FRIZDE CLI 4 ) fInH ).
e. B 44T Configlet (3 CLI #ir4 ).

HIEVEAE R, 155 NetScreen-Security Manager 2004 Administrator’s Guide 7¥) “Adding Devices”.

2 AFNEE 4R

1F NetScreen w45 “EHH AR Wf52nr, BUIEHZw & FHEFEK AP K.

645 : B2 F Security Manager {18

fE NIRRT “AREE” .
WebUI
Configuration > Admin > NSM: i AN LA N N %S, R)5 545 Apply:
Enable Communication with NetScreen Security Manager (NSM): ( #£F¢ )

CLI

set nsmgmt enable
save

25
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i®id NetScreen-Security Manager #17% 18

3

b

fo¢

FUEERFIRS
P TARIRANE “EFPERS” RESHM P Huhlk & — AN v e & 1S40
el B FARSSEE IP ht
50K RS 2% 1P Huhk i E A 1.1.1.1,

WebUI

Configuration > Admin > NSM: i AN LA RN, A5 i Apply:
Primary IP Address/Name: 1.1.1.1

ClLI
set nsmgmt server primary 1.1.1.1
save
LR A A e 3k
RERETSH
47 v, IXFERL LY Security Manager & FE b1 M

“ARBL” kS5 AL NetScreen B dift, JRR kS ALk “EEIARS
Security Management Ul #5341,

CACHEL” PR FAE R o
TRERE A IS B ol A A s T e A v s ) 28 (1 s

o HEFARE VA BLE I T O DL R B bR AR IR A R B
o PP AIERARE R SRS TR .

— AH (GAIE#H:Ek )

— ESP (et )

— GRE (% hd5 )

26
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i®id NetScreen-Security Manager i#{7& 3%

— ICMP ( PAIRF MM )
— OSPF ( JFjts s s 2o )
— TCP (&5t )
— UDP ( I/ B4 il )
o B FHGUHE R
- WhigsiHE R
— PLAMgEHHE A
— fFRRgHHE R
— EWGEHE R

B BRRENGEIHERRE
EFBITR, X EERG” RIS RG R B e,
WebUI

Configuration > Admin > NSM: #i AL RN %%, 2R )5 $di Apply:

Attack Statistics: ( 1£F% )

Policy Statistics: ( 1%+ )

Attack Alarms: (1£$%)

Traffic Alarms: (%£# )

Flow Statistics: ( 3% )

Ethernet Statistics: ( %+ )
Deep Inspection Alarms: ( £+ )
Event Alarms: (i£F% )

NetScreen #2253 - £ 3 & B8
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i#3d NetScreen-Security Manager i#

CLI

set
set
set
set
set
set
set
set
save

nsmgmt
nsmgmt
nsmgmt
nsmgmt
nsmgmt
nsmgmt
nsmgmt
nsmgmt

report
report
report
report
report
report
report
report

statistics attack enable
statistics policy enable
alarm attack enable

alarm traffic enable
statistics flow enable
statistics ethernet enable
alarm idp enable

alarm other enable

NetScreen #2536 -
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-T}I%]J =) EE,LZ s /}IL

j: ﬁ':JIJ ’rkii'hzl 15 I)lL

ScreenOS At B F147 #E NetScreen 45t 7 411

WebUI: ZEFEIH TN A VA% 18R Web 7 FL1H (WebUI) I FER HTTP {5 B .

Telnet: ;& TCP/IP M 2511 2l FAZF, #iln, HIKM . Telnet j&ize FE4a il 45 e £ WM 77 20, EFEIb ik
TA] j3 H Telnet A 45 3

SSH: nffif] “ZAxanA4hse” (SSH) Mt “LUKM” IER: k5 A il #f i %% 2 NetScreen %45, W20 H
5 SSH MhilliAs 1.5 FHEA) SSH % /1 i, X 8% 11t T Wlndows 95 KL E EFIRRA . Windows

NT\ Linux A1 UNIX. NetScreen ¥¢#ifik & ) SSH k45485 SSH & umilifs, 1z ettt &l g 5
EHRS . ERILEDA] JE ] SSH wl & B,

SNMP: NetScreen % £ [A]IF 32 SNMPv1 1 SNMPv2c DA & RFC-1213 W ATIR I T E Ao i) “ & 35 B
17 (MIB 1) 41. BEPEIb ki i Fl SNMP nf 4B i,

SSL: EHF UL DL o iFHE L iE ) WebUI #2U8 NetScreen B 455 HLH) HTTPS 17 St

NS Security Manager: % #% %I n] 717482 M 204 NetScreen-Security Manager 15 8.t -

Ping: ZEFLILIEIN 21T NetScreen B4 ICMP Mg sKEk “ping” , ‘B & 15 v LAZE M 26 b 1 m) 4R
(] 1P Hudl.

Ident-Reset: ZRAUIELEFT FTP W R IE R INTE RIS o« 40 FABA TR Bl BImhiA, 1S gk, 4
PR SRIE, Ve AT LA T i) . Wi B “Ident-reset” 1ETH, NetScreen 4% k1% TCP i 41 LA
SRGES R 13 1) “FRIR7 TG, SRIE W R IA R R SR 4 B e U 1)

TG AR LEIET, AR A AT PR R EAT, B T R 2 A R P

NetScreen #2253 - £ 3 & B8 29



£1EEHE EHERERR

MGT #0 VLANT1 =0
H- 48 NetScreen ¥+ HLA7 — M — B (MGT) — L TH T4 25 B ¥i. BLNAT 58 “B 7 Bzt
NetScreen 45, Al FH Iz L& HUE B

F SEWY BTCF, iTLUE T NetScreen 1 4 LA VFE B4 11 VLANA BEATASFE . 5 12 Fi A5 FE 4 B LS5k
VLANA 3210, #0020 F] I 7 VLANT RISS 24X (VA-Trust. V1-Untrust. V1-DMZ. F /' 5e SIS 21X ) b H T
T LRI, A LA XX JF Bk VLANA,

BRI N 24k, NetScreen #: U PR H1I5 FRAG S 2% A VLANT 5k MGT #£10 &, i BRI P 5 B 3L
AL . W S B B A B ORI T H e 4k, IR T AR A BT v .
JEH ;@ MGT 3O 1TETE
EAREIR, ¥ MGT B0 IP bk 38 A 10.1.1.2/24, F:EH MGT #1180k Web F1 SSH & H 4= B .
WebUI

Network > Interfaces > Edit ( X/ T mgt ): #IALL F %, K5 Hd OK:
IP Address/Netmask: 10.1.1.2/24

Management Services: WebUI, SSH: ( #£# )
CLI

set interface mgt ip 10.1.1.2/24
set interface mgt manage web

set interface mgt manage ssh
save
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Sef5l ;B33 VLANT ZEO#HITER

EAGIF, ¥ VLANT 22009 1P #uhk % &0 10.1.1.1/24, FF/3 4 VLANT 810, DGR RE VA-Trust X B ) Telnet

F1 Web & H{= HTi
WebUI

Network > Interfaces > Edit ( % T VLAN1 ): B ALL F A%, AR5 Hil OK:
IP Address/Netmask: 10.1.1.1/24

Management Services: WebUI, Telnet: ( %)
Network > Zones > Edit ( % T V1-Trust ): & # LA F A%, K558 OK:
Management Services: WebUI, Telnet: ( 1£+f )

CLI

set interface vlanl ip 10.1.1.1/24
set interface vlanl manage web

set interface vlanl manage telnet
set zone vl-trust manage web

set zone vl-trust manage telnet
save
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”{g 1 ﬁ %EE ‘T}I%IJ E':EE,LZ JIexN /}IL

EIREO

A 2T M E B O (B MGT F#: 0 ) (") NetScreen ¥ % I, &Ll — MBI LHT
B, LM% P B W2 5 B E A 43 2. B, mrid iRz 1 9552 2 Trust X0 2 AT A M A B 1]
VO ] TR 112 5 ) Untrust IXOE06] 138 45 14 T R A 1

\n_l:l:l:lﬁ-lr

SEfl R EEEIE ORI

EAE T, ¥ ethernet! 455€ 2| Trust X B, 11Kt ethernet3 45 3] Untrust X . fEAHIT, 4 ethernet! 73 1d IP H
HE10.1.1.1/24, “45F IP” Mol 10.1.1.2. (R, “FE IP” Ml w5 A X B0 IP f@ﬂtf*ﬁﬂﬁﬁ?ﬂqﬂ)
WA LA e ethernet 1 #2:0 Web F1 Telnet 15 Siit. #2854 ethernet3 43 IP Hihk 1.1.1.1/32. A SUvFE #E B
1l ethernet3.

WebUI

Network > Interfaces > Edit ( %} T* ethernet1): i ALL F N %S, X5t Apply:
Zone Name: Trust
Static IP: ( 4 Mk Ty 2k 52 )
IP Address/Netmask: 10.1.1.1/24
Manage IP: 10.1.1.2

Management Services: WebUI, Telnet

BNCLUTF N, R0 OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %f T ethernet3 ): s ALL F %, RJ5Hd OK:

CLI

set
set
set
set
set
set

set
set
save

interface
interface
interface
interface
interface
interface

interface
interface

Zone Name: Untrust

Static IP: (3 MLk I PRy ik 5 )
IP Address/Netmask: 1.1.1.1/32

Manageable: (5% )

ethernetl zone trust
ethernetl ip 10.1.1.1/24
ethernetl manage-ip 10.1.1.2
ethernetl telnet

ethernetl web

ethernetl nat

ethernet3 zone untrust
ethernet3 ip 1.1.1.1/32

NetScreen #t& 536 -
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£1EEHE EHERERR

=18 P
AhE B X _EFMEA L, TURBER & D aF AT Hia 20 A 1P bk
o —ANIERRIMZIRRE D IP Hidl,

o ANHTEBCEHE RRMEZHEE P Mk,
NetScreen 4K “mnl HTE (HA)” TURA T &0 B iy, nE B EH 1P sk (— A2 ANl ) 34705
a) AP

PER 1 B P A LU R A1 7 i VLANT 25

o NetScreen & L4F “FEH” FCH, VLANT IP Kt a] LIE VPN 8 1555, (222 1P 4
NGEAE VPN 338 155 15
o W LLERENEHIP Ml — FEAEEE A — (HEH GEEX 7 VLANT IP #ih — X/ 37
/%/éf[r o

WIERAE WebUI 1942 DL E 0 FiE$E “Manageable” LI, WA @ H2 0 IP sk sl 5 i O oCmen) “E 8 IP”
Huhk kR4 PE NetScreen %% o

el IREZ N EOREEIP

FEABIF, ethernet2 #i48E F DMZ X33, 1M ethernet3 # 48 #] Untrust X1, ZEREANE D B HELD, PAgt
Al R AN TR R s Bl A BRSO M U [l Aot — A A HL A B 53 SR A HTTP 1 Telnet 11975 2017 1] DMZ X 3511
Ethernet2 £z 1, AU S8 BEAZFE T 25 L SNMP 1 7720 1j 7] Ethernet3. Ethernet2 il ethernet3 #45—/M& # IP
bk, R AN [FRR S A HE S
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SNMP

F1=E

Untrust X B

Ethernet3
IP:1.1.1.1/24
EFIIP:1.1.1.2

e hgs 1.1.1.250 |-
DMZ [X i}
' Ethernet2
= _ 7 IP:1.2.2.1/24
' = FHIP:1.2.22
—_——

Trust X B -
FB5 H1 1 Ethernet3 4% /77741117 SNMP 15,6 Jii B 285 1 2 IP #4725 1.1.1.250 [95) 5565

VER: i HE A
H 7%
Network > Interfaces > Edit (ethernet2): #i ALL F A%, X5 5 OK:

WebUI
Zone Name: DMZ
Static IP: (3 LI I i K ik 5 )
35

IP Address/Netmask: 1.2.2.1/24
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EHLIP:1.2.2.2
Management Services: WebUI, Telnet: ( %)

Network > Interfaces > Edit (ethernet3): #i AL F A%, X5 #uili OK:

CLI

set
set
set
set
set

set
set
set
set
save

interface
interface
interface
interface
interface

interface
interface
interface
interface

Zone Name: Untrust

Static IP: (3 MLk iR H g e )
IP Address/Netmask: 1.1.1.1/24

EH P 1.1.1.2
Management Services: SNMP

ethernet?2 zone dmz
ethernet2 ip 1.2.2.1/24
ethernet?2 manage-ip 1.2.2.2
ethernet?2 manage web
ethernet? manage telnet

ethernet3 zone untrust
ethernet3 ip 1.1.1.1/24
ethernet3 manage-ip 1.1.1.2
ethernet3 manage snmp
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F1EE® =B R A

EIRRILR A
NetScreen W& P2 ANE BT o T4 BT IRAEATICE M B2, NetScreen ##rid sk LA MEE
o IEAT R E DY i 4
o HHTHEMSUN IP bk
o HHCIWI ]

NetScreen B4 FF 2 MNEHH i o X8 ) i m] P T NetScreen ¥ & 1. LLUR 8434 H BT admin
2 RN B AL PR o X LA PR R AT 75 admin 7 A Rk P 4 RIS 6 i T S 2 JE A T

REER
M HE G B 52 A HRUR . &7/ NetScreen ¥ 45 KA — MREHL 51 . AT 53 HAT DL AR
e & NetScreen &4 R L
o UNIML MRIBR AN B P A A B 5
o ENTMEBEILARS, WE AN BN Y G AR 1
o g, MIBRANEHE BRI HAE (VR)
o UNIN. MIBRANE B 22 Ax X
o AN OB A Xk
o PUTTHRIKE
o REABEN FIPS B
o WA ERNILERE
o HEFTMAF
o INAHCE S
o KRR E ME B A BT A TS B I B L A Bl e U
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=18 = TH B 2 B

A%/ EEERA
7@4%%@ﬁaﬁ%mgﬁkmnmm@,mmmr REQIZE . & RN Eo A admin F 5. TG / A E 5 R
NRN

o QUEEM RGN R IR S R

o PR RBIRS

o ERERSETF (BRSO I TR B R )

HATLU N AR

Sm

HEAT T B AT WebUI BET AT TR, Al RE %t get Al ping () CLI 4. M LR
o EMRRGEHHA RS, a4 enter. exit. get il ping
o TERIIRZ P EA AR

B RGN EEER
HUL NetScreen WA LRI RS . B MNEIIRSE (vsys) & —ME— 22 &0, DI EIIAR S S B 8, &2
H G AR R T iZ B IR S . IR S M 45 81 Bl CLI 5k WebUI Sy ) 48l R AT 45 B . 7EREAS vsys
b, BRGNS B A LU AR

o QIS4 auth. IKE. L2TP. Xauth f1 “Fsh&4]” A

o OISR IR

o QI GndE R

o QI IgniR L

o Qg4 VPN

o BB RGN A B DL IR S S Y
IS I IFE B 2 A X I
IS AN B R PO R e A B 0
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=B R A

):E'?u %fﬁ N \k EEJIEI\
RE ARG R B H RS M AR, (HRR TR MBI RS T . IR A s B A
WebUI 5452 1) vsys AR, Al R AELER vsys Ak Hi enter. exit. get I ping 1) CLI #ir4>.

TR | HRIEURLHTHEN TR GS 0 T-1 TR “EURL .

ENX Admin B F
M HE L ME—r] LA . ESRIMER admin FI R G . ELLRes, AT R E G —E SR EHn .

:;HE.-1§IJ ;/J\JJIIIF'\I;!— Adm|n

fEdLEs & — 1Eh— AR admin — i II— 44 Roger H% 6424 2bd21wG7 ) I B 01 .

WebUI
Configuration > Admin > Administrators > New: i AL F N %%, K5 i OK:
Name: Roger
New Password: 2bd21wG7’
Confirm New Password: 2bd21wG7

Privileges: Read-Only ( #£+#% )

CLI

set admin user Roger password 2bd21wG7 privilege read-only

save

7. CERSAY 31 FATRIF HIX RN

39
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=33 R 5
SEf : {884 Admin

FEMEEG T, 8 — A — 4 admin — X Roger MR f A B O il / 5 .
WebUI

Configuration > Admin > Administrators > Edit ( % Roger ): A LLFN%Z, K55 OK:
Name: Roger

New Password: 2bd21wG7
Confirm New Password: 2bd21wG7
Privileges: Read-Write ( i%£#% )
ClLl

unset admin user Roger

set admin user Roger password 2bd21wG7 privilege all
save

sefdl : MIkR Admin
MBI, B — 1 —44R admin — HFR admin 17 Roger.
WebUI

Configuration > Admin > Administrators: 7f Configure #9414 Roger *.i; Remove .
CLI

unset admin user Roger
save
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=B R A

&5 5EFR Admin BYEiE

ESE I, BN — 44 admin — £¢11 admin f] 7 Roger HIFT A i 8h4
R PTG, I ARG TIE Roger.

WebUI
TR WATEH] CLI 5/ admin /92517

CLI

clear admin name Roger
save

e HEPATULR

i

if, NetScreen %

41
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F1EE® RIEEREERNZE

RIEEEBEERNRS
/E B W AEIF NetScreen 4 11224, HHUT LA R B EE ;
1. & Web F[fl, S8 g .
ES 43 1T LI <0 Mg S
2. ESHSAMER, DUEE R .
WS 44 T ER) “TH N Admin S A FIE”
3. b admin H e BB P i) 1P Hidk
HSIE 49 1T B BRI RV R .
4, RPTATAS B0 1145 B R 45 1B Tt o
WS 29 U1 BRI RS BT .
5. ZH#N B ping 1 Ident-Reset kR 551ET0, W #M SA A7 R AE IIE K, IFAEBRH ML 1IE R

WebUI

Network > Interfaces > Edit ( %f T2 4m (14 11 ): 22 DL P IRSSEDT, 4R iy OK:
Ping: “EFEIIE T 701 NetScreen w450 N, ICMP [BIN & kot “ping”, ‘el
TE ST A 1] LA 24 U7 i) R g 19 1P Hiuhil:
Ident-Reset: 24/ili55 (40 “Hpfl” 58 FTP ) & iEFr G Rk IF A W &
NI, EFRRKRIEEG R . AT RIS, F U7 A PR ZE T
Ident-Reset & EHE 3 IS, NetScreen ¥ EH K E 7 i R AR .
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CLI

unset interface interface manage ping
unset interface interface manage ident-reset

BiimAS
% NetScreen 525 MW (M 115, DA3R Ry HTTP & B Bt 2t S E s 80, /& HTTP {5 E Ui
FrUEut . o 505, 7E N IREREL R NetScreen W&, WAZIAE Web i W45 URL % Bt A B BT 6 it 11
o
(R, &5 hitp://188.30.12.2:15522. )

T BEumOS

LEAFIR, 4FE 3] Trust XA 00 1P Hiulikk 10.1.1.1/24 . @8 11 (¥ WebUI &7 NetScreen %%, i
WE ] HTTP. E4hn HTTP @814k, MoK HTTP G 5 M 80 (& H ) EHh 15522,

WebUI
Configuration > Admin > Management: & “HTTP i 11”7 7B, BN 15522, SRJ5H.d: Apply .
CLI

set admin port 15522
save
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B Admin & FZ 288

AR, NetScreen W44 MRS 3544 4 netscreen . #IUEZ M4 netscreen. HT-EM1#%) 72 A4,
NetScreen Z {7 BV SE (508 Sk 4 R . Bk A AL ES X 43 KNS o eIl DS vl MBS Rr N R 2 FiT 4k
AT 245 . 22407 A58 1 admin & sk 4 f1500

BELE KGR ES. WEG T R, WA NetScreen 4 F B 2IH) e, FEHIGEEFTTHIIIE. 4
KFEGE, ES0F 48 T L1 “HERAFIH) R E .

AP P9 B R B A auth R4S 28 I0IF NetScreen #4511 Admin A1 /7%, admin F] /7 % 5 % NetScreen %It}
EHE AR ARM A A, DUEIAT AL, WRAGFAESH, I HIER THMT auth ik%4s, WIEAESMNT auth s
PEAEE PR B ULEC 45 H o« admin F P BN E S RIS auth RS 25 )5, NetScreen WA EAHL4E 1% admin 15 5%
N

YR A admin 7 ZHIRTHEN G2, IGZ 5 3T JLHT “EHRIRS” « GRS auth []R5 7419190
156, 1EZ A 2-392 W LT “SF i Auth JRES 757

AR admin B0 admin H 7 ECE AT BT — P4 SRS ERRUN — admin 2 ETHT TR B B E A&k,
WA admin 4 B O3 SOX L8 JE PR AT — AN, BRE WERAR S /5 admin 5 vsys 132 / 5 admin B2 H )%
i, WU P4 RTHT PR admin 2538° 20k, BT B 2 im A

8. NetScreen 3 £F admin H/AiE[) RADIUS. SecurlD f1 LDAP JIR%585. (B RVEANE R, 1S 2-481 1L L “Admin /7. ) REHR admin ik
IALREAEA MBS e, B2 LAFEAMEE auth Ik45#4 HAEREIRZE: 1 SRR admin . BEAESNE auth k4548 LAEREARZAN vsys 44 admin A 5F
TSR, R4S 2e A28 RADIUS, I HAAZ0AE IR 45 4% E N3k netscreen.dct 0fh.  (iEZ %8 2-397 T LA “NetScreen i #t 3 f47 . )

9. HTTP s HTTPS £ if ] WebUl (95 3R Ao B HTTP ASCRFREATESE, BRI B I S BT/ AT e, 5 A s E iz i A 4T IT )

ik
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e : B Admin F P RYEEZ 1238
ELEBI, 1 (ENR admin ) ¥Erl i / SEBLL RIS R4 H “dohn” B “Smith”, %6 xL7s62a1 35y
3MAb99j2"°,

TR 1 AREP AN TRAHING A, FS 6 37 T LR “EPEIR” -

WebUI
Configuration > Admin > Administrators > Edit ( X} T John): %A LI F A%, 2R )5 i OK:
Name: Smith
New Password: 3MADb99j2
Confirm New Password: 3MAb99j2
CLI

unset admin user John
set admin user Smith password 3MAb9932 privilege all

save

10. JE G Af T SRl Ay 20, PRk O v ol dod ] i B A 3 R I, ] DU - REREC - AL B 74 R o R Al 5 Tl 745 8, il g 'S
AP IAE AN RIS — AN TR, i, “Charles will be 6 years old on November 21”7 451 “Cwb6yooN21” ,
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seffl . BB 2R %S
YA 2/ SRR Admin B e DUEE 0 H: B 45 R 50, (HARRERE i 8 44 . EsbBl, a3 1 BARRAIE
4% “Smith” [ TR 5K L35 1 B 3MADO9j2 By ru494Vg5.

WebUI
Configuration > Admin > Administrators > Edit ( X T84 H ) SIALL TN Z, AR5 OK:
Name: Smith
New Password: ru494Vq5
Confirm New Password: ru494Vqg5
CLI

set admin password ru494vgb

save

46

NetScreen #2253 - £ 3 & B8



F1EE® RIEEREERNZE

REIR Admin B8 H/NEE

FERLe N E L, RN AT RE B A ECE AR admin, (H 55— ARG AT admin M6 BLZ % b TBIEE
KIAR admin i F ] GE 5 50 T4 i 1) /8 250, Sew] it AR admin 7] DAXHR admin (2355 & & A 1 21 31 2 7] ()5
INKEER

EE, HASEER admin, 1 HERSEEATSEAR K3 E P i M EEERE, A Rei &%/ MNENKE . &,
NetScreen W54 n— 44 R .

FOAR admin M ie e BN BE, ERIA A4

set admin password restrict length number

YEBC 1 WATEN] CLI % Bt [R )
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BEREIRFILH BEIKE
W ES admin 468, WA DU R 7120 3% NetScreen 144 M5 2| H VA WE . BUER RS, (HRN &IV Rl
P . BEHUTILEAE, FEMIEEHIGE8;:, 7 NetScreen CLI Reference Guide Flzzd:3s ma v ont HoidkAT 17 14045

YEBL . B EI T, R IFIE# G . A5 A unset admin device-reset i S22/ 2. [alf¥, WH
NetScreen #5407 FIPS (., MR HFIEH H )58 -

1. SRR, AN,
2. fEEEIRN N, HRBARRT.
HILLAFHE

Il [ ost Password Reset !!!! You have initiated a command to reset the device to factory defaults, clearing all
current configuration, keys and settings. Would you like to continue? y/n

3. Y H.
IR E
I Reconfirm Lost Password Reset !! If you continue, the entire configuration of the device will be erased. In
addition, a permanent counter will be incremented to signify that this device has been reset. This is your last

chance to cancel this command. If you proceed, the device will return to factory default configuration, which
is: System IP: 192.168.1.1; username: netscreen; password: netscreen. Would you like to continue? y/n

4. %Y BEDIEE &
AL ] LA netscreen 1 Jyiias F o 44 A0 35 ik AT 5 55
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PR I & I8 17 9]
AL =N ZAST- M HhE T EE NetScreen . SRETE LT, nI EE0 BT EHLA 04 2 NetScreen % £
BRI 2 TAE UG A BEAE Sy, A B A P i 1P bk,
L EPEE S IP L FEIR T BIERE . U R S IE BN A T B, I LA Eus AN 15 A 75, W
NetScreen &4 7 RIZE 1247200, T H A FEEM 1% T 1FEuE7E 55
e BERRFE—A T/EM L
EAFI, 1P Huhik A 172.16.40.42 [ TAERG & T 5 245 2 B P NetScreen ¥ £ e — &7 H 5 ,
WebUI

Configuration > Admin > Permitted IPs: #i AL F %8, R ¥ Add:
IP Address/Netmask: 172.16.40.42/32

CLI

set admin manager-ip 172.16.40.42/32
save
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e FERBRFE—DFHA
EAFIH, 172.16.40.0/24 1 W ) —2H TAF 0455 P Ol di 2 B 72 NetScreen ¥ £ .
WebUI

Configuration > Admin > Permitted IPs: #i AL NN %, X5 Hili Add:
IP Address/Netmask: 172.16.40.0/24

CLI

set admin manager-ip 172.16.40.0 255.255.255.0
save

R Admin BRI 1= H] & 177 18]

BB ZORIR admin H gl 6] 5 85k 2 NetScreen . IXFf PR ZERAR admin 1476 B0 #& P B S SRALR,
PIERERS LEARZFBUR AT LR admin By ok, MEBEE 1RGNS, A7 Nl & LUR admin 5 438 i 5
‘w73 (W WebULL Telnet 80 SSH ) 3%, B Rtbgiviin, BMERAER M LR H] 7 IX 8 Bk,

ZORAR admin BN R el bl 6 BT VIR, iEsA N a4

set admin root access console

TER 1 W] CLI st B IR o
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$£1= 518 RIEEBEEARANEZS

FH %: EE1I:| TS I}ll.. HlJ VPN E

A LM R AL F Y (VPN) 3838, ORIE DA 7 BC R El R 7€ 1 1P Ml %) NetScreen Be#- BT e A48 BE 22 421k . AE
F VPN 3838 ] USRI AR 1045 R, 1 NetScreen-Security Manager. HTTP. Telnet 5{ SSH. [ Jf#
VPN g PLARSIE AT 445 S (1 Security Manager 45 . &4t H Gk 452k SNMP [ERE ) 124G &, i
ZE 97 v k) “HT Eﬁiﬁiﬁ@ﬁ SR VPN GEIE” . ]

NetScreen S RF AL 1) VPN JHE N & :

. %?E%EHB'J VPN: NetScreen %45l % i 4¢ HoRBH G BIR 51 S RTEE R 0, XS8R Oy gr e 3 VPN il
o (AXRFEAEE, WESHE S5, “VPN” ., )

. g%ﬁmgﬁﬁvm NetScreen #5135 m& L 115 ) VPN @i, B5 Bhis| 5@ VPN B, (fAx

PEAE R, HSHE 54, “VPN” . )
AN VPN TSR E M, 7288 VPN s

o FHINEH  vTUEHMEE R TR EE X LYY (SA) MEMEE eSS HRS| (SPI). I
FAIE A . Z54E SA T ST e 2, DM Z0E I IE 1) W9 ks HL F- 3N

o  HBAWTHEFHKANFESH IKE: ANl AN Aot e (—AMNHTAE, — NI ) &R FEm/E
o IKE WU e AT 1A e 1 iy i 7= A — AU RS 8T, BRI, A5 F AR [R) A 8 A A T N a8 g 5 . e e L I)
B, XS H sl A .

EBARIFBHESIEH IKE: 1] “ATFSPIEEM7 (PKI), Bl mimkS 5540 — AN IED (- TAE ) A
—AN RSA AT | B 80 (TN ). ns z’%ﬂﬁkaﬁ Rl i — N T, 55— T
ﬁﬁ%‘}o

YEB T VPN @55, 5245 %, “VPN”. %5 NetScreen-Remote /#1156, 152
/7] NetScreen-Remote User’s Guide.

USRS AE BT g 1) VPN e, U"JJA&D‘UEHGE DXBUR RIS E T 1P sk — MBI S H, (EANGE RS %
HBTERsE MIX Beo R AFES 1% VPN JHEIE (1 S5 oo LT At ik o a3t it A D Re 1PSec X255 1) S 4
Huhike G RIEAEAR ST 0 VPN R, U 3 G 4% H 2 AN LB
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e BEETFRAMFHESH VPN BiEHITEIR

FEARG T, BT TF s8] VPN il R AL B B N e . %0818 WIZ21T7E admin TAER ( Huhth
10.1.1.56 ) _If¥] NetScreen-Remote VPN %/ iifi 2Efifl #1] ethernet1 (10.1.1. 1/24)0 % admin [ TA/EuG 1 ethernet1 48
7T Trust X Eh . BiZiliEar 48 “tunnel-adm” o 68— R4S B IER L, 640 tunnel.1, IR0 3|
Trust X BT VPN diiE  “tunnel-adm” L.

NetScreen ¥ % 1 H 7 NetScreen-Remote it & (1) I3 IP Huhlk (10.10.10.1) 45 A %4577 W e bt 10.1.1.56 2 4k
Hbsit H bk, & Gl tunnel. 1 38 7 10.10.10.1/32 [ .t T RIEPIANER, SIS AS B

o VPNIWEMyEH G B, S 5 EE NetScreen % FH K IE, A RIE R & &AL X R H S 24
X,

o XJENIEETHHR VPN, KA S B AW (mARES A ) B H bR R E E R O b, Ttk )
W4 s BIAHN P VPN JEIE L

TR 1 JULPI S 75 58 T LN VP : AT T A M) T o) 287 VPN 8 7 5P H T

NetScreen-Remote 1 ] ethernet3 1 IP Mtk (1.1.1.1) {F A2 W etk 10.1.1.1 2 4 H Fx i H Bstihk
NetScreen-Remote FL &z f 77 ID KRR h “IP Hubik”, K BERAIRE A “All” .

ethernet1 ethernet3

NetScreen-Remote 10.1.1.1/24 1.1.1.1/24

Trust X Bt

NetScreen % %

Untrust [X B

Admin . - == FhEH
10.1.1.56 ' VPN il & '
(545 1P Hiudl ) “tunnel-adm” y
10.10.10.1/32 t“ﬂinzﬁec'.
(35 IP Hhk ) 7
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WebUI

1. #&0O
Network > Interfaces > Edit (ethernet1): HIALL F N2, ARG Hdi Apply:
Zone Name: Trust
Static IP: (5 LIk F H %k 52 )
IP Address/Netmask: 10.1.1.1/24

WHELLNNE, Rt OK:
Interface Mode: NAT
Network > Interfaces > Edit (ethernet3): i ALL NN %, ARG OK:
Zone Name: Untrust
Static IP: ( 4 HLIE I HIE 2 )
IP Address/Netmask: 1.1.1.1/24
Network > Interfaces > New Tunnel IF: 5 AL F %, AR5 5d OK:
Interface Name: Tunnel.1
Zone (VR): Trust (trust-vr)
Unnumbered: ( #£#% )
Interface: ethernet1(trust-vr)"

11, B YT PSS 22 X0 1P Mk,
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2. VPN
VPNs > Manual Key > New: it A\LL %, X5 OK:

VPN Tunnel Name: tunnel-adm
Gateway IP: 10.1.1.56
Security Index (HEX Number): 5555 ( A ) 5555 ( iz fi )
Outgoing Interface: ethernet1
ESP-CBC: (%% )
Encryption Algorithm: DES-CBC
Generate Key by Password™ : netscreen1
Authentication Algorithm: MD5

Generate Key by Password: netscreen2

> Advanced: B AL FNZ, R)5 57 Return, % B w33 1] Al
B

Bind to Tunnel Interface: (i%£#f ), Tunnel.1
3. HKH
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, 2R 5 i OK:
Network Address/Netmask: 10.10.10.1/32
Gateway: ( £#%)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0

12. 1T NetScreen-Remote ¥ Z g 4bBE 2240, 15 L' NetScreen = AN, BIUCERCEEE G, NIEATI FEAE - (1) &M “FahZP0E " S iHHE
(XF “tunnel-adm”, Hdi “BlE” R Edit) ;  (2) SRS TSEER S (3) FERCEIEIE NetScreen-Remote i 4 FH ik 26175 bl %5
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1. #O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
set interface tunnel.l zone trust

set interface tunnel.l ip unnumbered interface ethernet1’

2. VPN

set vpn tunnel-adm manual 5555 5555 gateway 10.1.1.56 outgoing ethernetl esp

des password netscreenl auth md5 password netscreen2'’
set vpn tunnel-adm bind interface tunnel.l

3. HH

set vrouter trust-vr route 10.10.10.1/32 interface tunnel.l
save

13, BTG A TE 2 LS 4R AR DK 1P ik

14. 1T NetScreen-Remote #4031 )% £, 15 H & NetScreen 7= i AN, BITERC BIEIE G, NET @ FEAE - (1) B get vpn admin-tun; (2) &
Tl “netscreen1” Fl “netscreen2” AR B /N1 7S b %8 (3) AEAC B IHIE ¥ NetScreen-Remote i B {f FH X 26175 Ml 28 .
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NetScreen-Remote &2 FhE473555

hown -

M Options > Global Policy Settings, %+ Allow to Specify Internal Network Address & iEHE.
#if; Options > Secure > Specified Connections .
#i; Add a new connection, 7FH I HTEREE RS Admin,
T B T
Connection Security: Secure
Remote Party Identity and Addressing:
ID Type: IP Address, 1.1.1.1
Protocol: All

Connect using Secure Gateway Tunnel: ( £ )
ID Type: IP Address, 10.1.1.1
s unix BIFRZEMIE “ 47 559, RIFIEFETIE .

.5 My Identity; 7t Select Certificate F$7%13% ', ¥ None; 7t Internal Network IP Address ',
A 10.10.10.1.

H.ifi Security Policy, #J5i%4% Use Manual Keys .
i T Security Policy EIAr/cilff) “+” #7%5, )5 Key Exchange (Phase 2) /ciliff) “+” 5%,
2 R T K
.55 Proposal 1, #RJ51EFE N4 IPSec TR
Encapsulation Protocol (ESP): (1£#¢)
Encrypt Alg: DES
Hash Alg: MD5

Encapsulation: Tunnel

NetScreen #2253 - £ 3 & B8
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10. i Inbound Keys, Ji7F Security Parameters Index 7Bt ### X\ 5555,
11. il Enter Key, MIALLNAAE"S, K54k OK:
Choose key format: Binary
ESP Encryption Key: dccbee96c7e546bc
ESP Authentication Key: dccbe9e6¢c7e546bcb0b667794ab7290c¢
12. i Outbound Keys, Jf: H.7F Security Parameters Index 7B+ N\ 5555,
13. il Enter Key, M ATHNA", ®RJ5Hili OK:
Choose key format: Binary
ESP Encryption Key: dccbee96c7e546bc
ESP Authentication Key: dccbe9e6¢c7e546bcb0b667794ab7290c¢

14. H.if; Save.

15. ‘BAIETENC & NetScreen Be& i T Bl A I A A2 B ) 45 1 o
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= B RIEEBEERANEZSE

e BEETRIEEFEA VPN BEHITER

FEAB S B B BT3RS 1 8h % 8 VPN T iE . 1% 18 WIZ1T7E admin LAEy, (#ihk% 10.1.1.56 ) L
] NetScreen-Remote VPN % fiii ZE {1 2] ethernet1 (10.1.1.1/24). 1% admin ) T/Eu4F1 ethernet1 #1477 Trust [X.
B, BiZiliEdr 4y “tunnel-adm” 31455E 3 Trust X B .

NetScreen ¥ £ | 7 NetScreen-Remote /it & ¥ A6 IP Hiudik (10.10.10.1) 15 A% 5577 M o< Hidik 10.1.1.56 2 4h
HAR H bl . 2 e 10.10.10.1/32 (1] Trust X BB 4 H, LLEFRE ethernet3 IP #ilik ) Untrust X Bt
N H . 9 ethernet3 2 10WhESY 1.1.1.1/24, (BE QI il A 32 A7 284y - 1.1.1.1/32, R A&
(15| FfE  “tunnel-adm” [F5Emg g, {8 R Ik lEFD admin TAERG 1N SR . SRS EE), R IXE—AN LT
HEWE I VPN, MRS SIS A (3RS th v ) B I At b k- 22 310 AH 1 ) VPN GiE |

s Ll ethernet? i 7] 10.10.10.1/32 )5 o
TER IO S 55 52 T LHT “TEH) - L HE TS ) Fa) %8 VPN AT 8P HITH

NetScreen-Remote ffi ] IP Huhil 1.1.1.1 {E @ FE M bl 10.1.1.1 2 4bE k=10 H (il . NetScreen-Remote i
TERCE G RE )T ID SKIFg ek “IP Huhl”, Bk Ts e “All” .,

ethernet1 ethernet3
NetScreen-Remote 10.1.1.1/24 1.1.1.1/24
Trust X Bt ‘
Admin : LJ
LAN
12(.1.1}56&%% “‘n Untrust X B
=~ IP =l T
e
=4 VPN i &
“tunnel-adm”
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WebUI

1. #&0O
Network > Interfaces > Edit (ethernet1): HIALL F N2, ARG Hdi Apply:
Zone Name: Trust
Static IP: (5 LIk F H %k 52 )
IP Address/Netmask: 10.1.1.1/24

WL T A%, AR5 Hid OK:
Interface Mode: NAT

Network > Interfaces > Edit (ethernet3): i ALL NN %, ARG OK:
Zone Name: Untrust
Static IP: ( 4 HLIE I HIE 2 )
IP Address/Netmask: 1.1.1.1/24

2. bk

Objects > Addresses > List > New: Hi AL F A%, K5 Hd OK:
Address Name: Untrust-IF
IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.1.1.1/32

Zone: Untrust

Objects > Addresses > List > New: i AL F A%, SR #.d; OK:
Address Name: admin
IP Address/Domain Name:

IP/Netmask: ( #£#¢ ), 10.10.10.1/32
Zone: Trust
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3. VPN
VPNs > Manual Key > New: 5t AL R N2, 5 #d OK:

VPN Tunnel Name: tunnel-adm
Gateway IP: 10.1.1.56
Security Index (HEX Number): 5555 ( A ) 5555 ( iz fi )
Outgoing Interface: ethernet1
ESP-CBC: (%% )
Encryption Algorithm: DES-CBC
Generate Key by Password™® : netscreen
Authentication Algorithm: MD5

Generate Key by Password: netscreen2

4. B%EH
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, 2R 5 i OK:
Network Address/Netmask: 10.10.10.1/32
Gateway: (#£F%)
Interface: ethernet1
Gateway IP Address: 0.0.0.0

16. 1T NetScreen-Remote ¥ Z g 4bBE #1240, 15 L' NetScreen r= AN, BIUCERCEEE G, NIEATI FEAE © (1) &M “FahZPRE " W iRHE
(XF “tunnel-adm”, Hdi “BlE” R Edit) ;  (2) SIS TSEER S (3) FERLEIEIE NetScreen-Remote ¥ 4 FH ik 26175 HE il % .
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5. TRER
Policies > (From: Trust, To: Untrust) New: 5 AL RN %, )5 #d OK:
Source Address:
Address Book Entry: ( £ ), admin
Destination Address:
Address Book Entry: (i£#f ), Untrust-IF

Service: {E4i
Action: Tunnel

Tunnel:

VPN: tunnel-adm
Modify matching bidirectional VPN policy: ( £+% )
Position at Top: (%% )
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1. #O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bk

set address trust admin 10.10.10.1/32
set address untrust Untrust-IF 1.1.1.1/32

3. VPN

set vpn tunnel-adm manual 5555 5555 gateway 10.1.1.56 outgoing ethernetl esp
des password netscreenl auth md5 password netscreen2'’

4. B%EH
set vrouter trust-vr route 10.10.10.1/32 interface ethernetl
5. KA
set policy top from trust to untrust admin Untrust-IF any tunnel vpn tunnel-adm

set policy top from untrust to trust Untrust-IF admin any tunnel vpn tunnel-adm
save

17. tHT NetScreen-Remote 4 # AL BRI A FH, T 5 H & NetScreen y= i A m], KIMCTERLEEIE G, NUEATUTEAE (1) # A get vpn admin-tun; (2) &
Tl “netscreen1” Fl “netscreen2” AR B /N1 7S b %8 (3) AEAC B IHIE ¥ NetScreen-Remote i I {f FH X 26175 Ml 28 .
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NetScreen-Remote &2 FhE473555

1. Hi.i; Options > Secure > Specified Connections .
2. fi; Add a new connection, 7FHILAHTERZ AR5 Admin.,
3. WCEIEREN :
Connection Security: Secure
Remote Party Identity and Addressing:
ID Type: IP Address, 1.1.1.1
Protocol: All

Connect using Secure Gateway Tunnel: ( £+ )
ID Type: IP Address, 10.1.1.1

By unix BFRACMI) “+7 £5%5, RITERRG .

¥il; My Identity, Jf-7¢ Select Certificate 741+, %+ None.

.57 Security Policy, )51 Use Manual Keys .

ez T Security Policy BlFr/Zcilit “+” #7%5, XJ5 5. Key Exchange (Phase 2) ciliff] “+” £,
2 RETT N

8. . Proposal 1, X/5ik# ~%) IPSec M :
Encapsulation Protocol (ESP): (i%£#f )
Encrypt Alg: DES
Hash Alg: MD5

Encapsulation: Tunnel

N o oA
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9. H.i Inbound Keys, Jf{E Security Parameters Index 7B N\ 5555
10. i Enter Key, #iALLFHZE", HJ5Hd OK:
Choose key format: Binary

ESP Encryption Key: dccbee96c7e546bc

ESP Authentication Key: dccbe9e6¢c7e546bcb0b667794ab7290c¢
11. i Outbound Keys, Jf: H.7F Security Parameters Index 7B+ N\ 5555
12. #.i; Enter Key, #MiALLFHA ", RJEHdE OK:

Choose key format: Binary

ESP Encryption Key: dccbee96c7e546bc

ESP Authentication Key: dccbe9e6¢c7e546bcb0b667794ab7290c¢
13. il Save.

18. ‘BEAIIETENC & NetScreen Be& i T & il i P A A2 B A 45 1 o
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#3472 NetScreen 1% &

AZRIR T FHI5T 1 NetScreen 1 £ 1) 32 /8
o 66 il kM “fEfrHEER”
o 67 by “HHE”
- 68Ul ki “EHEFMHHE”
— 70U R “HEP AL IEEAEH K
— BTV ULRER RS E
o T2 EM “YFRMHE”
- HHT40 RN “EEFRRHE”
— 76 UL R “TFEGERMHE”
o 77T LM “Self HE”
- FHT7T U kR “EF Self H&”
— 2580 Ul kW “FEk Self H&”
o 81 UL EM “HIEMEHE”
o 82l By “UF EURE
o 87T LM “RGEHE”
— 389 i ) “WebTrends”
d %91 i k1Y “SNMP”
— 94T LM “HATREIA”
o EOT WL LR AT EATAERIE B VPN diiE 7
o 120 WU LMY TP E”
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% 2 &= 54 NetScreen i%#& BEAEER

ifFHERER

JITfi NetScreen B &#S SRVFIENER (ENAFT ) FISNE (FEZ ML EAL ) AR ARG B H S8 . ST AT
fift H G BRI, (AAFas AR 2 N A a2 7] 58 2 0 IN, NetScreen Be£ sl 46 F BBt H 54 H &
TR H o WERAERAT TS 15 B 2 BT B ESE ) (FIFO) ML, Btas B REdE . A T ik gt 2k, wf
PUKF FH4F R A5 U H B A7 i B 783 R 40 H 5k WebTrends Jili 45 %5 1, 217 % %] NetScreen Network Security
Manager ¥ %+ . NetScreen BB FH4HA145 Bt H & 4 H K RIINEAAEMENT S, B —IR.

RSO SR A K e H AR E

EHIG B EH] GOk NetScreen e (FMBEIN, XK o i H iS4 HIRG I Hbsfr & . Bt
bk, AT LLEFAE I LB R (SRR BRI ), KRR, R A R I A LA A 4
W, BAT L RIS

AR : NetScreen ¢ & I 1) N it e A7 filk H s 4 HIRDT A2, (H A R 2 1)

LR « ofg R BR H A AR S I R R B — N T ik

SNMP: [ 1 f41% SNMP [t 2 4h,  NetScreen B thRERHIEH B (KRB, Eoxi. BEW ) AHEAF
H& k%3 SNMP A3L4],

RGH : NetScreen B ] 7E A MAFMEITAT SHAFAG B H S H, X285 H ) DUAR B R 48 H G k55
& T ARG HERSS A7 A R L NetScreen e EIATEINAF A2, L, Ko Kk 2 &
GEH G M4, T L H S 4 FUB R SR A 2 AN I R AR IO 252k o Rt H AP 2 1 2 2 e
HRVE R EFRIR S, DR B b e e R (AR S ).

WebTrends: 7tV LLLE R 40 H AN EEAL KRS AR OB . BRI SR SH0E, ARG H Sk
TIARM TR,

CompactFlash (PCMCIA): I XF{7fifi s PR 2 il AR TE. fE CompactFlash R A7 %l ja, mTBAA
NetScreen B#r Pz, JrEtle s EAAMEEREE.
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SHAE
NetScreen At fFH &, HTMM ARG HM, Wik admin ZEECE 85, LUK FAT A2 I 56 T3 VEA T 0 AN o (1)
IHEARE . NetScreen BaRkt RGTHAHL L N HAEZ0N 73K
« Emergency ( E&): 5T SYN (A} ) Biti. Tear Drop it % Ping of Death Bu:fi ()il & . A1 RIX LU
RAUMTEAE R, B 4 45, “BEERIAGELE” .
o Alert (&R ): KT ESLI LR RO (AR KBS Be MV RTE PEI ) B9
Critical (<8 ): % TR RESZMI B DHREMI TG DL [ anmy ] A (HA) RESHR ] 9T B
«  Error (53R ): 5K T 0T BE LM B 2% DO AE A A 21 (B B Fil i nli ty SSH R g% 4 (T8 A5 bt ) ROV B

«  Warning (2% ): XTI 8 R & IRENI T O (W15 7~ MR PR e 45 s () e i Rt B TE iR« R I DA R B
i) e
* Notification (#%1 ): 1EH SHF (L admin A FIECE M) MIHEE.
* Information ({58 ): Fefl— MMk RGEEAEE B HIH S
«  Debugging ( A ): $& 4t iEai A IEE BB R .
FHHE R RN ARG F R H A WAL 200 & . ik WebUI 5% CLI A LA & NetScreen 345 1IN A7 H 47t

(WA RRGF . WATETRE O B AT /A7 3, AR5 ASCI STAGi4E 4 (4 Notepad 2 WordPad) K& %
A AT LLR LR IR B SN A 2R () (S0 28 66 1L i) “fEfrHEGEE” ).

TERL 1 KT H &P B8 BT i# 90176, 75214 NetScreen Message Log Reference Guide .
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EEEMHHE

R H] CLI 2 WebUI W LA e 4 FR A7l A H Aol 2™ BP0 o H G 4 H BARAZ 0B 7 AE WebUI 1
CLI " &y H &

THZ B ON BoR AT H S, T PATU N R
WebUI

Reports > System Log > Event: )\ Log Level | i 413 HF % 3587 B 24 51 o
CLI

get event level { emergency | alert | critical | error | warning | notification
| information | debugging }

PO P AR HE, WEPITU R EEZ —
WebUI
Reports > System Log > Event: fE &P AR Z 15 AR K I A ek i, 285 Hiidi Search.
CLl

get event include word string
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SEfl B EERANMIEFERESTHRE
ERCBITR, BEAAT B8 PRSI EA R, SRR P
WebUI

Reports > System Log > Event:

Log Level: Warning ( i£$¢)
Search: AV Click Search.

CLI

get event level warning include av

Date Time Module Level Type Description
2003-05-16 15:56:20 system warn 00547 AV scanman is removed.
2003-05-16 09:45:52 system warn 00547 AV testl is removed.
Total entries matched = 2
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HEFF LIRS A HE

UEAk, RTEAEH] CLI F20F S A ke sl g1 H &

el

JEERH s 1P Huhb o S RS A SRR H (W 1P kb, dnfkd Sk ping 2 i Bl . M BRIE R H 1)
Ho 1P Mol HE e S HS I, defs H O F HAEn O S e H 1 1P ik (A H & Beaofs s Ay
JEELH b 1P bk T S H &

eIl e U H o 1P stk sl bk BDOR L IE S HAS I, SR o d5 € YR Bl H 1 1P Mk sl
i ENEE NN T E S = I S E I

A - w] DA IR 3] 2 PR ) R e i S 2 I AT ) HE e H A4 H N, e i i 3]
AN TRVR By 510 H 4 H

e LB FE e an H . 2k s H A BDREDE R HS A H o SReltin HIY, Bk o f
ﬁﬁﬁg%ﬁ%ﬁﬁlﬁmﬁﬁﬁﬁ%ﬁo%%E%iﬂ%ﬁ,&%%E%ﬁﬁ&%iﬁ%%%ﬂ%/ﬁ@&
E‘JEI/IL\/\ E o

BFTA] o AR R H AR, SO Iy s AR HANE & . S da gt dnin (e, s 2
AN A IZAR RN AR I TR H S 4 0, i ANE RS H I, SR &b R, B Bon 547122 b )
AR TR R H 40 H AN 18 H e AR RN R E T2 AR R LRI 18], e foRe S s &5 A7 I i 1) I T B
IR TRV H AR 45 H

HERAID 5@ rfULE S E M B ID S G H, B ] o & A fia e a3 B 2R 1D
SRTHESH o BRI E YIRS 5] (0 By S & 7 i s (1 SR ID S H S 4 H

IR P A HEFEH HESKE

fEHI, HEHEAE 10.100.0.0 £ 10.200.0.0 Ju B N P 1P sl 4 H o X Ee H EH 4 H W Y5 1P sl

R
CLI

get event sort-by src-ip 10.100.0.0-10.200.0.0
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THEHBAE
AIEFR AL BT PR AF i H &L, S5 ASCIH SUAYw#E4s ( Wl Notepad 5% WordPad ) KA & 1% . W] LK
HELHRIEBINTAAMES 0 (S50 66 L b “fifF HEREE” ). Al WebUl FHEHEEANFAHE, nrLll
b CLI 3% mE g 3 H &
seffl: TEHEHHE
TEMBE T, HHEOHE T EBAM H “Chnetscreen\logs” 1. ¥ X444 “evnt07-02.txt” .
WebUI

1. Reports > System Log > Event: #.il; Save.

File Download X i HESR /R IT IFZ AT (1] ASCII g ) Bk FLORAT BIREAT o
2. JLF Save LM, MRJ5Hd OK.

File Download *} i HESE 7~ ik 48 H 5%
3. A5 C:\netscreen\logs, K34 h “evnt07-02.txt”, )55 Save.

P THREFHNEHEE

FEAG R, PP H G PR SCEESLE R 308) IP #ulik ok 10.10.20.200 [#) TFTP ARG 25 (K48 H K (CLI). %304
4k “crt_evnt07-02.txt” .

CLI

get event level critical > tftp 10.10.20.200 crt evnt07-02.txt
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$ 2 & 5T NetScreen €&

i
Sy
Sif
m
Ch

= JZ —+
A :%\ JJIL n°en

NetScreen 57 nJ LU LA L SRR 5 A e 22 (1 SR S VF B 268 (K05 B o P LA BT B (10 R SR i e sk 30t
0 SOVRAR LA S0 5 D SR T, e 230 S SRS BT SO VRIS e 2 S 2645 EL AT IR SR SR i S a8 i
I, Bl SR EE I 1% B %, (H SRS M4 2% 5 15 B AL
fr B H SR B I 0 R A2

o ERITIRRY HIYIATITA]

o YEHBHERNG S

o BRR BRI AT

o HAEyHbHBHE RS S

o XURIFFELN )

o URAEHIIIRSS
LUK NetScreen L& RLCEI I BITATAE B0, L2008 T AT S o L SR I, B0y e (5 B, 3 HORE s
JEVAL IR SRS AL SR I, EER SHEM SR FHAC SBT3 AT B A1

WebUI

Policies > (From: src_zone, To: dst_zone) New: % Logging, &5 #.ii OK.
CLI

set policy from src zone to dst zone src addr dst addr service action log
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Tif

$ 2 & 5T NetScreen €&

B3 T IC S (A5 RSN, Bt ORAF ISR T I 2R B AT I 285 B 7 8. =R RO I, e AE i
FAR B H S H IS R AIEE

o NIEARS B F LK) T

o HIbAL RPN 71 5

ORI JA I VHBOE I, THRAT R AR

WebUI
Policies > (From: src_zone, To: dst_zone) New > Advanced: i£# Counting, .t Return, A5 ¥t OK.

CLI

set policy from src zone to dst zone src addr dst addr service action log count

73
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i
Sy
Sif
m
Ch

g%tﬂ ll_.\l}ll.. I:II:.:\

ik CLI 5 WebUl 7] LL#E % NetScreen et ¥ IA A7 H A7 it (45 B H G4 H

WebUI

Policies >|i®

I

Reports > Policies >/
CLI

get log traffic policy number

el EFERRAESRE

AR, EEEIIA D 50 3, 1 HUEHr o HUR T Ig S sk (1045 S H B R 8

WebUI

Policies: Click the
The following information appears:

icon for the policy with ID number 3.

Translated Translated
Source Destination Source Destination Bytes Bytes
Date/Time Address/Port Address/Port | Address/Port | Address/Port Service Duration Sent Received
2003-01-09 21:33:43 |1.1.1.1:1046 10.1.1.5:80 1.1.1.1:1046 10.1.1.5:80 HTTP 1800 sec. 326452 289207
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$ 2 & 5T NetScreen €&

i
Sy
Sif
m
Ch

HEFMZRERREE

S H&GREL A CLI &R B HAR R, W DU N FI A e sl 8 H B4 H

o JRERHAYHE IP bt o n] DU RIS R H 3 1P UREHR R R H A Rl DOE s $R e P H G 1P ik e
Sk B E A B H & .

o EI: nT DU F U md SR I TR)HE e S H A e B I IR TR B e 21t H G 46 H

e LB FE e an H . 2k HUTs H VE B DE R HS A H o SReltin HIY, B0k oA
RS IR F R A EIYT 7 I TR H S 40 H o MR b FUIN, SR s B Az 4 ok BT F 300 / I Tl K
MHESEH.

o HFTE] ¢ HEERN R HEE B H SN, BRI on HS A H AN IR H . sk da e, B
R R B AT AR N 8] (R I TR H S 2% B, A E H . 3 b i, SR s S 7% 2
LB PRI IS TR H S48 H AN 8 H e R RN R € TR AR M bR e, 88 o & PR g (10
IS 1) B PR IS TRV H S 45 H

SEfl : ImBRETEHIFERARE
FEMAI BN T A DR SR 1:00 J5 A £ B0 HI &
CLI

get log traffic sort-by time start-time 01:00:00
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il
Sy
Sif
jun
cHt

THEERAE
W fEde e AL B AT e H &, AR5 H ASCI SCA w45 (41 Notepad 5t WordPad ) SR A & 1% A

0] LRSS H G 4 B R IR B SN AR 25 0] (S5 66 vl E “Afr HEE R )o B—Mih &b, NetScreen
WAAE G B H S B4 H . 248 1 NetScreen B4 LU EUAR H & 4 H KL BN AEE AL BN, WARR K
KU A&H. TS AS1E45 W NetScreen W& —AMa B HESH, Bk, SFFoERd 10— 45511
Fif5 451, NetScreen W44 #0K k%fm B HES4H . Wl LI &XFE— 285 B HESLH eilaia F ik &
%45 admin S HELH

e

THERRAE

B, R ID 504 12 MSEms 0 IR H & . 8] WebUI ItF, #H R3] AH H 5% “C:\netscreen\logs” . fifi
A CLI i), K3 N3] 1P #hhil>h 10.10.20.200 1) TFTP RS54 H Ko #H 3044 “traf_log11-21-02.txt” .

WebUI
1. Reports > Policies >8] ( % T-40% ID 12 ): #.id7 Save.
File Download *f i EH /R~ 4T %A (1 H ASCI g 2% ) BORE IR A7 2%
2. Lt Save LI, AJ5Hd OK.
File Download *1fHESE = &Kk 48 H 5%
3. fExE Ci\netscreen\logs, #3444 traf_log11-21-02.txt, A )5l Save.
CLl

get log traffic policy 12 > tftp 10.10.20.200 traf logll-21-02.txt
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% 2 = 517 NetScreen &% Self H=&E

SELF HE

NetScreen ¢t self H&, LLRHLATCX7E NetScreen m%J:@}ﬂ:E’JFﬁﬁﬁ%@ B, WA AR T — i
ﬁj‘ilﬁ ( fw WebUI, SNMP #i plng ) JF H HTTP. SNMP £ ICMP {5 i Ak Bizde 1 b, WA 2 7 1045
» KA 4% H HBLE self Hik

w% Self 125, T FAIIEL
WebUI

Configuration > Report Settings > Log Settings: i£#% Log Packets Terminated to Self & iLHE, X555
Apply -

CLI

set firewall log-self

JaH self &R, NetScreen W& ¥4 Hid#t 2 MM E « self HEMEBMHE. SEERHERL, self HELD
J~N1E NetScreen 1 & L # EFAEAME BRI H IHL BFE]. il / oA, Hﬁﬁiﬁiﬁiﬂ:/ﬁﬂ”ﬁlﬂ Fop 2 ) [B) FITAR 55 o
self Hd 4 HilH A —> Null Y‘)EIZE%D~4\ “self” HIMIXE,

%?E Self HE
it CLI 58 WebUI 7] LA % NetScreen 145 1) N4 FH A7 1) self HE4H .
WebUI

Reports > System Log > Self

CLI

get log self
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HEFFFNEJE Self Hix

ARG BIR H B 2RL, i CLI & self HAERS, UL 75 Fr sl 3 H G4 H

o JRERH ML IP Huht ¢ n] DU IEE H o H 1P bk HE T self H& . ny PUE 5 e d el H fH 1P ksl bt
Ju PRI uE self H .

o HHI: AT RAOE B H e B IR TR R self HaR . vk 44 i H SUIRIIN fa] e B e o) ol H AR 46 H o

T LUR AR A T, 2611 NS OIS LR B self FIede H o i bt ELWINY, e B oty
LA IO 0 00 VA 3 6 o S 2 LA, s s R AT 1300
MHE%H.

o IE] : Y IEE A HEY self Hid, NetScreen &£ Bn HESLHAZEH I, A5 el ifn TR
N, WAR BN S RGN S TR R H G4 H, mAFEHY. Sige&bman, &5k Sns
HiZL AR N TR H B4 H, AL EHY . R FENTEE TG M IERE, &% s A
5 52 IR TE) B PN R B TR 1 H 4 H .
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SEf - =BRATEITIE Self H&
(ESEBITR, fRIRE RN self Fk. NetScreen B4 s I MRK A8 2 ML I L2 A F 4 H
CLI

get log self end-time 16:32:57

Date Time Duration Source IP Port Destination IP Port Serw
2003-08-21 16:32:57 0:00:00 10.100.25.1 0 224.0.0.5 0 OSPE
2003-08-21 16:32:47 0:00:00 10.100.25.1 0 224.0.0.5 0 OSPE

Total entries matched = 2
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T# Self H&
WA AEFR B B AT IT H S SR A A SCA SO, SR )G H ASCI SCARYm#a 2 (1 Notepad ¢ WordPad ) K& F % 1.
e T Self H&

ARG, wlk self HG R34 Hs% “Ci\netscreen\logs” (WebUl) % IP ik % 10.10.20.200 f#) TFTP 45 %%
IR Hx T (CLI). ¥4 A “self_log07-03-02.txt” .

WebUI

1. Reports > System Log > Self: ¥.i; Save.

File Download *fifiHESE /w1 FH LSO (I ASCIl GidR s ) Bk HLORA7 2R .
2. LFt Save I, AJ5HTd OK.

File Download *} 1 HESE s ik £ H 5%
3. /5 C:\netscreen\logs, ¥ 144 self_log07-03-02.txt, 4%/ ¥l Save.

CLI

get log self > tftp 10.10.20.200 self 1og07-03-02.txt
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J'_'\I

NetScreen fe i BHi i H 25, onhe— i A A BT IIKRE P okad S JLes B E (AR OCAR . ( S5 48 LT
() “EERATIN) AR ). BTl WebUI 8 CLI & B @K & H s, Wl 7ede & Ar B 4T I BifR A7 1% 30
. Adi ] ASCH AR 2% (4 Notepad ) K& F % A

/E'.p]—lj T%ZJ'_'\ E E/L.\

ARG, AR HE FREIAR H 3 “CnetscreenVlogs” (WebUI) 1 IP Hihl: 4 10.10.20.200 /) TFTP iz
KasIMR H ' (CL). a3l “sys_rsttxt”

WebUI

1. Reports > System Log > Asset Recovery: i Save.

File Download *f 1fiHESe i~ 4T %A (I ASCIl 4R ) B0 HORAF BIREA .
2. ILF Save I, AJ5HT OK.

File Download *} 1 HESE s ik 48 H 5%
3. F8% C:\netscreen\logs, fir#4 (14 sys_rst.ixt, #X)5 . Save.

CLI

get log asset-recovery > tftp 10.10.20.200 sys rst.txt
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% 2 &= 54 NetScreen i%#& EERIRE

&
|:| II._.\ IJIL ﬁ

{5 B Y E SR o LI SAE Y, NetScreen 144 X F5 5 B . nIlC & NetScreen %45, H % NetScreen
e G B, aagiad DL —RhE 2 Phog ok kO

o ile

o WES(FHMHZE)

o HLFHRME

. SNMP

e  ARHGHE

. WebTrends

. NetScreen-Global PRO
BB S W A DRI w35 8 o BT T W TS S A Jé\é)ﬁ%kiE%ﬁZbE’Jﬁ%{ﬁ BN M 2515 B BN A IX A
FeHE, AW — B TR N P45 B a. ARJE, EfE TR IR MG Bl Ja, nldcE @ Tz nE &g 4
o %ﬁHjizllﬁﬁﬁ%%,%‘bﬁ%ﬁwig/\?%, PLE R 1 B HE 7 . ﬁi}éﬁﬁtﬂﬁﬁﬁ‘%%, fiff e 51 B R
R, DA 7 7 B R AT Bl DA BEAE H s Y o

WA AR S, SR O ARG A (I AR AR S o B IS i T ik B L8 H (i A8 A £ B R & 1y
il
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SEf : BT R NR IR

FEARBI T, H—AE DMZ X4 1P Huhth 211.20.1.5 (454 “web1” ) 1 Web IR55 %% . ARZRG I AAS 0] 15 X 45,
il Telnet V5 i) i% Web R4 28 0T 248 2Bt H 1, nl 002 —S1mE, 26 A nl {5 Xk ]y ATl Mo ik 4 DMZ
X3 444 web1 ) Web iR 452511 Telnet {5 5L, JERT 3 E 64 715 M5 BRI G FHEH. thT5H/NM7 IP B 64
FAY, B R MR AR XA AT Web R4S #51F) Telnet :140, RS fil k5 1

WebUI

Objects > Addresses > List > New: Hi AL F A%, A5 i OK:
Address Name: web1

IP Address/Domain Name:
IP/Netmask: ( %+ ), 211.20.1.5/32
Zone: DMZ
Policies > (From: Untrust, To: DMZ) New: i AL RN %, R)5 ¥ OK:
Source Address:

Address Book Entry: ( i%£+#% ), Any
Destination Address:

Address Book Entry: (% ),web1
Service: Telnet

Action: Deny
> Advanced: B AL NN ZE, R)5 50 Return, 1% B w2k 033 A A
B

Counting: ( %+ )
Alarm Threshold: 64 Bytes/Sec, 0 Kbytes/Min
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& RARIRE

CLI

set address dmz webl 211.20.1.5/32
set policy from untrust to dmz any webl telnet deny count alarm 64 O

save

SEf ;B HIN S RS RY @A

TEAGI, A S SR E R R RGN . A — &1 DMZ I 1P Hilikh 211.20.1.10 ( &FKA ftp1 ) 11
FTP Ik%5#%. A HHEEAVIM FTP REUNE B AERIA MRS 2% . A AT K H I FTP 4588 AT AT R 28 145 S
W LI AR BRI R 48 O, AT RG2S NIMDA S 2351 ALLIK % 25 BT S 8. 7F Global X154 & L FTP fil%%
AR HLIE, AR AE O A P A AR

WebUI

Objects > Addresses > List > New: Hi AL F A%, A5 i OK:
Address Name: ftp1
IP Address/Domain Name:
IP/Netmask: ( &+ ), 211.20.1.10/32
Zone: Global
Policies > (From: Global, To: Global) New: #i AL F %8, X5 i OK:
Source Address:
Address Book Entry: ( i%£#% ), Any
Destination Address:
Address Book Entry: (i££%), ftp1
Service: FTP-Get
Action: Permit
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Policies > (From: Global, To: Global) New: #i AL T N %, $RJ5 Hidi OK:
Source Address:

Address Book Entry: (%), ftp1
Destination Address:

Address Book Entry: ( %+ ), Any

Service: ANY

Action: Deny

> Advanced: B AL RN ZE, KRG 50 Return, 1% B w2k 3% 0] A
B

Counting: (£ )
Alarm Threshold: 64 Bytes/Sec, 0 Kbytes/Min

CLI

set address global ftpl 211.20.1.10/32

set policy global any ftpl ftp-get permit

set policy global ftpl any any deny count alarm 64 0
save
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S AERFHGET

FEA T, W A, W I B I s R B S . WS IR S5 # 7 T 172.16.10.254, 8 %1 (1) 25—/ LT IR A
Huht A jharker@netscreen.com, & — ANtk 4 driggs@netscreen.com. NetScreen % &t 4515 B H & M ad i -1

PR B 1 A E H A&
WebUI

Configuration > Report Settings > Email: Hi A LL N5 B, SRJ5 5 Apply:
Enable E-Mail Notification for Alarms: ( Z£$% )
Include Traffic Log: ( i%£+%)
SMTP Server Name: 172.16.10.254'
E-Mail Address 1: jharker@netscreen.com
E-Mail Address 2: driggs@netscreen.com

CLI

set admin mail alert

set admin mail mail-addrl jharker@netscreen.com
set admin mail mail-addr2 driggs@netscreen.com
set admin mail server-name 172.16.10.254

set admin mail traffic-log

save

1. WRBHT DNS, a2 bk 4 sl =414, @ mail.netscreen.com.
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AF#HE
NetScreen ¥ #5 1 LL ik 3T 5E LI BIER 0 ( S35 67 T LK) “F4FHE” P rm=mrEgnang ) mRgFH:
AR AGHENE, FEEEnT i ok SRS OV B KBS (5 B AR R G H BN B . WA IX ey SR IE R R 2 PUA4S
FREMARGHE TN, XEEEHUEITE UNIX/Linux R4 L. X TFREDNRGHE B, ol LHRE FH)&30
e NetScreen WA RMHESH . FHHELH, dEFRMNATEESRMFH;HELHE
o EMRE RV VPN lIE AIZER ARG HERS S, JEH e VPN e, WA O AR D (o2
FuH, ESPE 99 T R “yu - 3l BT b i IE T B AT A SR FEE 109 T B “yud c dE
o T SRS PR T 1T AT AR AR )
e NetScreen B#5K &4 H &N SR IZE BN um 1 _E

S
m
Ch

o REBFRMEMBE; BrE IO RSN E RGN BRI ARG HE TN JaHDIRAIEIAT 5 % TR
N CRIL N ERTE SN

BT, NetScreen ¥ #illit UDP (311 514 ) Kl A RIEFIRG H A BN TR RIEN T 5EdE, 7Ll
AR 2 5 H & BRSOl TCP.

ARG H S E ) R GUE B GV TR E R, BRI UNIX R Z8 H S BRI $R € EALET 6 B RoRi e .

YEE 7 UNIX/Linux “F°5 [, 1E2¢ X1 fete/re.dfinit.d/syslog, XF#FF 4 H bl iEM ZFEH I (Syslog -r) HF2 2
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S
I
ch

Sehl BREAN ARG HERS

o
HRA

TEMBIH, ¥ NetScreen W& WL E y @ ik TCP KA AIME Bim H A& KX B0 F 51 IP Ml / 3w H 5 =R G H

HIRSE:1.1.1.1/1514. 2.2.2.1/2514 F11 3.3.3.1/3514 . 14224 25 ) RV 4% 25 ) #5 v5¢ B A4 LocalO.

WebUI

Configuration > Report Settings > Syslog: i ALL F N %, K5 Hdi Apply:

CLI

set syslog config
set syslog config
set syslog config
set syslog config
set syslog config
set syslog config
set syslog config
set syslog config
set syslog config
set syslog config
set syslog config

W wwdhNhdhDNDNRERE PP

W wwdhNhDNDNRERE PP

Enable syslog messages: L5 TR H & &1L 24 € M R G HE RS54

No.: 18 1. 2 F1 3 LIRS IEAERIN 3 ARG H G s5 a5

IP/Hostname: 1.1.1.1, 2.2.2.1, 3.3.3.1
Port: 1514, 2514, 3514

Security Facility: Local0. Local0. LocalO

Facility: Local0. Local0. LocalO
Event Log: (i£#¢)

Traffic Log: (£$%)

TCP: (I£F)

W wwdhNhDNDNRERE PP

O T T T S e e e

port 1514

log all

facilities localO localO
transport tcp

port 2514

log all

facilities localO localO
transport tcp

port 3514

log all

facilities localO localO
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Ch

% 2 & 57 NetScreen & & &% H

set syslog config 2.2.2.1 transport tcp
set syslog enable
save

WebTrends

NetlQ $#24it T #55 WebTrends Firewall Suite 17~ 4, wH T4 NetScreen & & A&t (1 H E A& H & LR P o
WebTrends 4347 H &3, I HH E R B R ifE S TH@'JLET%%#%WEET#&M MR, s bR
AT Bk EE) EEAE. (59 WebTrends [ E(E E, 152 WebTrends 7= 5 S0, )

thrliE s VPN iiE %1% WebTrends 74 .. 7 WebUI /1, {# 1] Use Trust Zone Interface as Source IP for VPN
ET, fF CLIH, fiH set webtrends vpn 74 .

seffl : B A@AEHRY WebTrends
FECLRYEG R, Rl Ay B k1% %] WebTrends 4L (172.10.16.25).
WebUI

1. WebTrends & &
Configuration > Report Settings > WebTrends: i AL N A%, R)5H$5 Apply:
Enable WebTrends Messages: ( £+ )
WebTrends Host Name/Port: 172.10.16.25/514

2. RZERS
Configuration > Report Settings > Log Settings: #ii AL F A%, K5 ¥t Apply:
WebTrends Notification: (%% )
Syslog Notification: ( i%£F )

YEBC: L “EW 7 #CH NetScreen i 45 iz 171974 H &A1 WebTrends /i, W00 B i &5 17 o
IFZ A 2-29 TG 85 1 BRI B 7 o
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CLI

1. WebTrends & &

set webtrends host-name 172.10.16.25
set webtrends port 514
set webtrends enable

2. FEMER

set log module system level notification destination webtrends
save
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SNMP

NetScreen B (1) “fif L2845 FLEM 7 (SNMP) AR B [ 4845 PIL 573 ] AR 5 T~ W 2 J L BB i g vh- Bodl, DL
PN TE R R GEF AT F -

NetScreen 34 RFC-1157 ik 1) SNMPv1 Bpilt, “faj iR g8 Bl 7, BLASCRE 41 RFC TR SNMPv2c
IS
e RFC-1901, “IEF L4 SNMPv2 fjs”
e RFC-1905, “fiij 5445 B A 2 (SNMPV2) B s 1E”
e« RFC-1906, “f&j M4 HPMSRA 2 (SNMPV2) HAL bt~
NetScreen th 37 £F RFC-1213 & X AT AHoC & G S 1L (MIB 1) 41, “JLT TCP/IP [ 5k M /9 4% 55 P 1) 45 #1
&V MIB-11” . NetScreen i ML LA 1) MIB 3C£, KL NZ 2] SNMP MIB %45 . sk 4L NetScreen
MIB %% . (iEZMIst A, “SNMP MIB ({47 . )
HINFE B RS TERS, NetScreen SNMP A4S HE 2 AH 5 1 A: i DL R [ i %8 4
o ¥AFNMEME: 75 NetScreen 1% % fif 2 Ab Tl #/EIRASN, AERA A 3l FEE.
o SNMP AIFHERERE : W fa ORIl A IERR) SNMP A 41 555 5 23492 NetScreen %45, B0 1 R Ar
SNMP 2 Ll i ok s SGR BT IE I ENLET 1P Huht, W) NetScreen # % H i) SNMP A EE fi 2 DI I B
BFo (BRIl B . )
o REHEREE : NetScreen ¥ & HiEE SRR KRS AP Rk RG22 . 52 X T =/ NetScreen 1MV aEBHA{Y
BT 5000F. 2 FURAFMI SIS . (ST B KBS E FIE S RIS B, 15 S W5 4-176 7L LY
“ICMP B Fes 82 mi L “A5 B )
o [ERIMEREBE: 5 SV SRS B S G AR, RS B, (ST E SR VRS B, 1
Z R 2-213 TU L) “5Emg” . )
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NRAIH T A RERIRE SR S AR B

KR4k 1D i B
100 T ) 7t
200 7 K 33k i 5t
300 A 1)
400 15 JEU )
500 VPN |
600 NSRP i) i
800 DRP i)t
900 2 11 W L 48 i) S
1000 B R ik

JEREL 1 S EPE GAE SNMP B R 445 HF7)7, 41 HP OpenView® & SunNet Manager™, LI{Z3 4 SNMP MIB
Il 2L 7F M ] (5 B AN 1] 15 958 LTS . 11 7] M 2 B 2R L FPAE R 7 72 19 SNMP B 75 1 727 o

%3z NetScreen %45 I ANifi 5 SNMP & H 2864 il & . ZEhCE NetScreen %45 1) SNMP, W /isefld AL, &
SIS FEHLIT A BAR (152 / 53 ),

7EfN g SNMP A LRy, wf LU SNMP &7 8 T AR I EE k8 e iz A HL 4 3% SNMPv1. SNMPv2c, i8S Hr
PIAS SNMP A . (T G ez A S2 8 SNMPV1 [#) ScreenOS HLIRA, B4 1500 N NetScreen %% % #F
SNMPV1 ). G SNMP 2 JL41 37 FEAS SNMP A, UI0A 250k BEAN 2 JL2H 1l 12 16 72 P B RAS
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BTzl , B BRI A L4 Rk i1 H BE R 2l NetScreen ¥ 45 L1 F 1A & -

sysContact — NetScreen ¥ £ admin 45 K, LIBTi% SNMP admin 2 5HLECR . XA LLE
NetScreen admin [J#E4 . HLFHEAEHBNE, HAG S, AN EPRAE. BUXRGE BN G,

sysLocation — NetScreen W& NYF7 E . XA DUREATNZ, MEZK. WlTsi@mymn e, 2w &7E
W 2 454 o0y (NOC) HIHLEE E I HERAAT

sysName — SNMP & # i1 T NetScreen W& N4 K. &S], XE—NEEEHIEKY (FQDN), H
] LUK SNMP admin & KT 44 7% .

snmpEnableAuthenTraps — X i 545 /1] NetScreen #i4¢711) SNMP ASEE, {75 2445 N IR B AN IE#
(K] SNMP A 341 4 Bk 5 SNMP A4S HLIEE 2R w24 Bl

ipDefaultTTL — H B &4 2 Wil A $EALEshie 1) (TTL) {8, sUESa{E4E N Uh % B NetScreen ¥ & 141
Pl 1P LN I TTL B

ipForwarding — iX#57~ NetScreen m%m %kfm M (K4 NetScreen x4 A G {5 BIERAN ). Gt
1T, NetScreen W& FR78 AN KA B (D% fF PERIIR A ).
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MAITHEA
T H4% HBEHE T Wi 7F NetScreen # & 1147 SNMP:

SNMP 42 514 7320 5] SNMP A JL4] 7 . NetScreen B &% il LR = A L4, AR B Z )\ AR .
NFEA R G ] DU B EHLE T I 0L, BT SO R TR I 2 #E 0 . a0, NetScreen i
#0 SNMP A FL4 1% 52 70 Fid 32 A7 1 M 28 HEf (255.255.255.255), LI ¥ 2 XN A ML,

WK SNMP 23R i b€ 1M, WRZT M BT R &R T LSS ) NetScreen # - LA3KETG SNMP
MIB {5 E. {2, NetScreen &+ AHEE SNMP BB RIRZ T 0, HAERIEL A EHL.
FEAS A FEA B AT MIB I B 1 X 52 a s B AU .

BN AILA TSR SNMPVT AT/ B SNMPV2c, DR A SR SCRFPTANCAS Y SNMP, - T 2504 AN 23 3R 2 R
TR E B BERRA .

A VAR IR RS LA B R B

A SE AT R Y7 ) MIB T s R B«

X CE AW AP & A LA A S FHL, B REHRE (RN, BEoRE S =M E GO R
k) #A KA NetScreen M) SNMP [

NetScreen ¥4 “YA a8l | PATHERS | TATHERR ™ FAPF A 21 B A B GBI A L4 1T 0L L.
W R A SEALTR SE trap-on, TR R VRS KRR,

AT DL 3 2% e T S 1 VPN B 3% SNMP W B HTEE R, iESE 97 1 By “HT A
AT A A5 B VPN JEIE "
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SNMP

el EXiE /B SNMP A 32H

ELLB T, AUEE—A SNMP A3Ldl, #FhMAge11. NI RCE: [ SHRBRIEEHILR G, BLZRIR MIB I i f kG
B HARA MR - 1.1.1.5/32 1 1.1.1.6/32, H AP EAA SNMP 4 B8 W I FE 2, 84T AR A 1)
SNMP: SNMPv1 1 SNMPv2c.

VERL : 1] T ATEH SR BT, 15 DO R R
4 NetScreen 4 (A admin JEALERESAE R, LA JT 284 SNMP 223G 2 Rl 3l 2055 30 (244 ) KA
%éaker@mage.como WLt NetScreen WA A 'E (7 E ): 3-15-2. IXUE T RUZ RS A=+ HHEE A
)5 SNMP AU, 15— B 5 AR 248 37 5 NetScreen B4 1) SNMP JE LI il A= B BE . IAUE R A B —
DA JRERCE, GG T SNMP A JL4], S ol FohEEH .
5, JFAH ethernet! L) SNMP r[ & B, COZILHET LB ) Trust X B LAHE . IX2& SNMP & B g 1 5 H
k5 NetScreen 1 £ 1) SNMP AR BLHAF 1942 1 .
WebUI
Configuration > Report Settings > SNMP: #ii AL R i &, 2R )5 #.id Apply:
System Contact: al_baker@mage.com
Location: 3-15-2
Enable Authentication Fail Trap: (£ )
Configuration > Report Settings > SNMP > New Community: % ALL R iE, K5 ¥k OK:
Community Name: MAge11
Permissions:
Write: (i£$% )
Trap: (i£F#¢)

Including Traffic Alarms: (i&5F& )
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SNMP

CLI

set
set
set
set
set
set
set
save

snmp
snmp
snmp
snmp
snmp
snmp

contact al baker@mage.com

location 3-15-2

auth-trap enable

community MAgell read-write trap-on version any
host Mage 1.1.1.5/32 trap vl

host Mage 1.1.1.6/32 trap v2

interface ethernetl manage snmp

Version: ANY ( £+ )
Hosts IP Address/Netmask and Trap Version:
1.1.1.5/32 v1
1.1.1.6/32 v2c
Network > Interfaces > Edit ( Xf T* ethernet1 ): B A LI FiXE, K55 OK:
Service Options:
Management Services: SNMP
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AT BITEMRBIERFTRY VPN @&

AJ LAS ] R I (VPN dlIE, {30 A 22 16 1P ik %) NetScreen ¥ & 3- AT i PRI ALK 22 4Pk . A VPN il
i, " PIERY AT NetScreen 15 £ A M H &5 Bt M NetScreen 124 & {5 B2 B ] LLALFE
NetScreen-Global PRO 17 &KiXF| 24 HEM WebTrends IR 25 F4 HE 4 H LA SNMP MIB 4Bt

NetScreen SZRF A1) VPN JHE AC &

o E TR VPN: NetScreen i %4 i ti & 45 H RS B 5| S RME R 0, XUHF: Ogi4he 2] VPN il
i k.
InELE LT Y VPN JEIE, K% NetScreen w442 i FiF H 4 H . NetScreen-Global PRO i 45 &,
SNMP [ BFEAE IR, 20T sh A [m] IEAfA ) H e 2% i o 12586 th 25 dE [ 45 2 21 VPN 38 16 1) 38 1 2 1
I, ZEEO RIS NetScreen Wad A LG A5 SR AEE . AT BAT ] R0 .

o EETIREEM VPN: NetScreen ¥ £ FHH% Sk mE L1 15 B VPN aliE, KE B @i VPN idiE .
T 3 o L T SRS Y VPN G TE 6 B AT AR (S B, 2 SRS R A SRR H k. Y kw4
NetScreen 25 11 IP Huhik . H ifstithl vl A R 45 25 5% SNMP 2 20 5 a1 ARG 11 1P bk (2

A7 TR NetScreen WA-HIJG T )o TR IEFE SNMP A L4 ik b1 18 ] NetScreen-Remote VPN % /7 b 257,
5 H NetScreen ##5 1) VPN %32, i 1# H - NetScreen-Remote 52 XA #E 1P HihlbAE & H (bl

YEE - ScreenOS 5.0.0 2 iK1, St hl- b 228 & 2l Trust [X B LIFHZ LT, H BT 52520
177 Untrust X B, 7 H iR A 2 %G IR

L e Y DG B S ARG IS S BC Y 1P ik, U NetScreen W4 AN 5 3 VPN SBIE RITE e, B JC kTS ff g i
septihl, D ANEEON I S . AEIXEENG DL T, R B UAGE VPN k. AR AT g sk T i 1 VPN
IE 5, AR P B AR S B (RIS VR ). S Ah, TR T B VPN I, A J5A I i) g S A Y
1, T 4RE #i% VPN JEIE FEESE 1 — XelE 2 O T 1T iz, s 2 A NetScreen B8 7
NLIEIE Je T AT e s A e S B iz . (ARSI E AR, IS0 6 &, “ZhasEilh . ) W]
LI AT rekey KEXSER IKE /DoBbf 5 (10 VPN HEAL, DI RAEEVEIE R, A% VPN [Esh Pk, #oR frirE
Mo (FRZXLLIETHFEMER, HSME 5-307 7L “VPN W57 M5 5-384 51 L “ I )
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ST AEAS VPN JEE S & 258, DME A R 512880 VPN Gl 18 AT — A

o FHEY  nTLIEWAEE S TR E E X LB (SA) =R e BRG] (SPI). InE By
IAESE . HAE SA s T e 88,  DAZRAEHIE 1) W5 i H T shi N

o  HAVPIEZHHAK BINFEH IKE: — Pl AN TULEIE (—AHTAE, — N T I ) EE5m HErEH
\KE W33 e AT TAE S T8 0 it = A2 — 2 ARS8 B, A AR 1) R 38 B A T I 28 RN i 2% o A T SLIA) R, 3K
BB [ B R A

o  EBARIUFBKAESIZH IKE: 1 “AITHHERM” (PKI), B3 MHmHK2 58— D iE (FTAE ) Al
— RSA ATF 1 FAAZA40%E (TIN5 )e INBERAKFRET: BIBHI i — N T mss, 59— TR

YEB 1 HHE VPN BE 55 b, 5205 5 %, “VPN”. 47 NetScreen-Remote HIi#417.E
1722/ NetScreen-Remote User’s Guide.
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/E'.ﬁlj ﬁ:JI:E&EHEI]L_ ﬁ'ﬁE ,_:Eﬁkﬁlﬂmluuw

G, BRECE — N AKH NetScreen %45 (NetScreen-A), Hid 5T i) B 3% 4] IKE VPN iliE, # SNMPv1

MIB BalljtFiﬂ%é}EEl?ST&iklié L2 NetScreen ¥ 4% (NetScreen-B) J iiii [ -4~ SNMP A JL4H il 7 Ljﬁﬁiﬁﬁ \,\
B4 (Ciby0a1aAG) 1E A EHEIEIAE, F+ HEBCKEI B 1 MY B 2 1442050 e X ok Compatible (%5 ).

%J NetScreen-A [{ 4 admin, % tunnel.1 £ 1 IPR € 2 vpn1. %1 NetScreen-B [f] admin %)‘(T@Jﬁ

H ID:
NetScreen-A NetScreen-B
A 1P 10.1.1.1/32 >< A 1P 10.2.2.2/32
i IP 10.2.2.2/32 ZFE IP 10.1.1.1/32
AR %% Any 2 Any
¥ ethernet! 455E 3 Trust X B, 1M ethernet3 45 5E 3] Untrust X . S5 M 5E 1P ikl 1.1.1.250, i X I #7E
trust-vr B fdak

B 1 SIS 75 109 JLHG “EPY : A TE TR I E 17 T L 15 B0 7 AT

i N Untrust X E& NetScreen-A T vpn1 ¥4

Trust KBy ) AHHA 8 SNMP MIB FBF AL F
S H RIEBAT T 10.2.2.2 [
SNMP 4 2L 3% FI R ¢ H & i

Eth1 tunnel.1, K%i'5
10.;\1.1A.T1/24 Eth3, 1.1.1.1/24 3.
[ %, 1.1.1.250
NetScreen-A / o |
o Internet = W u
AN g . B RN g om0, AN B
10.1.1.0/24 ‘ - - W3 1 SNMP 141
Tunnel: vpn1 & J NetScreen-B 10.2.2.2
P, 2.2.2.250 " Eth1
Eth3, 2.2.2.2/24 10.2.2.1/24
NAT

tunnel.1, K45

Untrust [X B TR Trust X B

99

S

NetScreen #t2 536 - £ 3 & : &EIF



% 2 &= 54 NetScreen i%#& AFBITERBERAH VPN @&

NetScreen-B iz Fi admin /S MIE W E & X Hsh %48 IKE VPN #iE v, [Edtass], SR HEE 1D AHUCHEE .
WA DA E A 5 SRR LA “remote_admin” 1) SNMP AJL4, I8 HiZ A L4l LI RaE. B T
10.2.2.2/32 Eﬁf*ﬂ%)(j?i\\;jiéﬂ}ﬁ/\ o

WebUI (NetScreen-A)

1. #&0O
Network > Interfaces > Edit ( Xf - ethernet1 ): B ALL NN, R Hdi Apply:
Zone Name: Trust
Static IP: ( f5 HLiE IR HE 2 )
IP Address/Netmask: 10.1.1.1/24°

WFELL P, AR5l OK:
Interface Mode: NAT (i%#¢)*
Network > Interfaces > Edit ( Xf T- ethernet3 ): B ALL F N %, ARG Hdi OK:
Zone Name: Untrust
Static IP: ( BN EFEILIE T )
IP Address/Netmask: 1.1.1.1/24
Service Options:
Management Services: SNMP

2. AP EZEFE admin E %% %éfﬁﬂ%%ﬁu% SNMPv1 [ SNMP % BLZ5 N LT . Z6FE admin 7ELL NetScreen i34 ik % VPN &R, 4 1.1.1.1
Ve AR 5, A 10.1.1.1 464 H bl

3. imfE admin it E SNMP & BEESIN), LAZ7E “Remote SNMP Agent” 7Bt 10.1.1.1. &% SNMP 5 BE 8% 4 36 75 iy 4 k- o
4. HURTEOUT, 468 2 Trust BT R DR T NAT B, Bk, 0F 174658 3 Trust X Beifd 0, ik 28 /.
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Network > Interfaces > New Tunnel IF: B ALL RN, REHT OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (trust-vr)

Unnumbered: ( £+ )
Interface: ethernet1(trust-vr)

2. ARZHEFN SNMP
Configuration > Report Settings > Syslog: I AL F %, KRG H.d Apply:
Enable Syslog Messages: ( i£+% )
No.: 1%+ 1 IR IEFERRIN 1 4 R 58 H B RS54 .
IP/Hostname: 10.2.2.2
Port: 514
Security Facility: auth/sec
Facility: Local0
Configuration > Report Settings > SNMP > New Community: i ALLF A%, K550 OK:
Community Name: remote_admin
Permissions:
Write: (i£$ )
Trap: (£#¢)
Including Traffic Alarms: (J5F& )
Version: V1

Hosts IP Address/Netmask:
10.2.2.2/32 V1

Trap Version:
V1
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3. VPN
VPNs > AutoKey IKE > New: fii AL RN %, 2R )5 #idi OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( i£Ff )
Gateway Name: to_admin
Type: Static IP, Address/Hostname: 2.2.2.2
Preshared Key: Ci5y0a1aAG
Security Level: Compatible
Outgoing interface: ethernet3

> Advanced: i AL N gt ik B, SR)5 Hidi Return, Ix[B[JEA AutoKey IKE

W
Bind To: Tunnel Interface: (% ), tunnel.1
Proxy-ID: (#£$¢)
Local IP/Netmask: 10.1.1.1/32
Remote IP/Netmask: 10.2.2.2/32
Service: ANY

4. FEH
Network > Routing > Routing Entries > trust-vr New: i AL TR %, SR 55 OK:
Network Address/Netmask: 10.2.2.2/32
Gateway: (i£Ff)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
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Network > Routing > Routing Entries > trust-vr New: i AL TR %, K5 i OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: ( 1£#%)
Interface: ethernet3

Gateway IP Address: (i£#% ) 1.1.1.250

CLI (NetScreen-A)

1. #%0O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24°

set interface ethernetl nat’

set interface ethernet3 zone untrust

set interface ethernet3 ip 1.1.1.1/24

set interface ethernet3 manage snmp

set interface tunnel.l zone untrust

set interface tunnel.l ip unnumbered interface ethernetl

2. VPN

set ike gateway to admin address 2.2.2.2 outgoing-interface ethernet3 preshare
Ci5y0alaAG sec-level compatible

set vpn vpnl gateway to admin sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 10.1.1.1/32 remote-ip 10.2.2.2/32 any

5. imfE admin it E SNMP & BEESIN, LAZ7E “Remote SNMP Agent” 7Bt 10.1.1.1. &% SNMP 5 BE 8% % 36 75 i) 4 k- o
6. SMEIENLT, 5E R Trust X BT EE DA T NAT B, Fit, 9528 Trust XEBWEED, MEEZ)E M.
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3. ARZHEI SNMP

set syslog config 10.2.2.2 auth/sec localO0

set syslog enable

set snmp community remote admin read-write trap-on version vl
set snmp host remote admin 10.2.2.2/32

4. I¥H

set vrouter trust-vr route 10.2.2.2/32 interface tunnel.l
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
save

WebUI (NetScreen-B)

1. #0O
Network > Interfaces > Edit ( %f T- ethernet1 ): I ALL F N, K5 Hdi Apply:
Zone Name: Trust
Static IP: ( ML I HIE 2 )
IP Address/Netmask: 10.2.2.1/24

WHELL TN, AR5 Hl OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} J- ethernet3 ): B A LL F %, AR5 HE OK:
Zone Name: Untrust
Static IP: (3 Lk I PRy ik 5 )
IP Address/Netmask: 2.2.2.2/24
Network > Interfaces > New Tunnel IF: #i AL R N2, K584k OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
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Unnumbered: ( #£#% )
Interface: ethernet1(trust-vr)

2. bk

Objects > Addresses > List > New: Hi AL F A%, A5 i OK:
Address Name: addr1
IP Address/Domain Name: IP/Netmask: 10.2.2.2/32
Zone: Trust

Objects > Addresses > List > New: #i AL NN ZE, A5 i OK:
Address Name: ns-a
IP Address/Domain Name: IP/Netmask: 10.1.1.1/32

Zone: Untrust

3. BR%4A
Objects > Services > Groups > New: fit AL R AHK, Bahbl MRS, AR5 54 OK:
Group Name: s-grp1
kPt Syslog, JHliH << ¥ %S5 M Available Members ¥ 5) %| Group
Members -+,

P SNMP, i << #ZH1¥ %5 M Available Members %53 2] Group
Members #:H,
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4. VPN
VPNs > AutoKey IKE > New: fii AL RN %, 2R )5 #idi OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £#f )
Gateway Name: to_admin
Type: Static IP, Address/Hostname: 1.1.1.1
Preshared Key: Ci5y0a1aAG
Security Level: Compatible

Outgoing Interface: ethernet3

> Advanced: I A LL T B, A5 Hdi Return, JR[FIJEA AutoKey IKE
[N

Bind To: Tunnel Interface: ( #£#% ), tunnel.1
Proxy-ID: ( i%£#¢)
Local IP/Netmask: 10.2.2.2/32
Remote IP/Netmask: 10.1.1.1/32
Service: Any

5. B&H
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 il OK:
Network Address/Netmask: 10.1.1.1/32
Gateway: ( £#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
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Network > Routing > Routing Entries > trust-vr New: i AL TR %, K5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( 1£#%)
Interface: ethernet3

Gateway IP Address: (i£#f ) 2.2.2.250
6. KA
Policies > (From: Trust, To: Untrust) New: i ALL R %, RJ5 5t OK:
Source Address:

Address Book Entry: ( £ ), addr1
Destination Address:

Address Book Entry: (i%£+% ),ns-a
Service: s-grp1
Action: Permit
Position at Top: (I£Ff )
Policies > (From: Untrust, To: Trust) New: fi ALL F A%, K55 OK:
Source Address:

Address Book Entry: (i%£+% ), ns-a
Destination Address:

Address Book Entry: ( #%#% ), addr1
Service: s-grp1
Action: Permit
Position at Top: (£ )
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CLI (NetScreen-B)

1. #&0O
set
set
set
set
set
set
set

2. bk

interface
interface
interface
interface
interface
interface
interface

ethernetl zone trust

ethernetl ip 10.2.2.1/24

ethernetl nat

ethernet3 zone untrust

ethernet3 ip 2.2.2.2/24

tunnel.l zone untrust

tunnel.l ip unnumbered interface ethernetl

set address trust addrl 10.2.2.2/32
set address untrust ns-a 10.1.1.1/32

3. BRF4H

set
set
set

4. VPN

set

set
set
set

5. &R

group service s-grpl
group service s-grpl add syslog
group service s-grpl add snmp

ike gateway to admin address 1.1.1.1 outgoing-interface ethernet3 preshare
Ci5y0alaAG sec-level compatible

vpn vpnl gateway to admin sec-level compatible

vpn vpnl bind interface tunnel.l

vpn vpnl proxy-id local-ip 10.2.2.2/32 remote-ip 10.1.1.1/32 any

set vrouter trust-vr route 10.1.1.1/32 interface tunnel.l
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250

6. K

set policy top from trust to untrust addrl ns-a s-grpl permit
set policy top from untrust to trust ns-a addrl s—-grpl permit

save
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§HE-1§IJ . ﬁﬁ%?%mgﬁgﬁﬁﬁﬁ E ,_:I:_ﬁJZE,JL:I IL.\IJIL

e, BELE — A HL NetScreen % % (NetScreen-A), 18 i 2 T 55 0% (1) E 51 % 4 IKE VPN @i (vpn1), ##
SNMPv2c MIB BRI R S8 H G ST Rk NetScreen ¥ 4% (NetScreen-B) J5ifit (134 SNMP A FL41 B 1 .
A Pt =55 4] (Cisy0at1aAG) 1 B IsE, I H UK I B 1 FIBBE 2 12244 5 il sE Xl Compatible
(FEE)o

R FE admin ¥ ethernet1 4852 3 Trust X B, ¥ ethernet3 455 %I NetScreen-A fl NetScreen-B I [f] Untrust [X
BY. NetScreen-A [{145 M ¢ 1P HitikJ& 1.1.1.250. NetScreen-B [{1#45 W 5¢ 1P Hibik & 2.2.2.250., Frf X Ik #i /e
trust-vr B ik,

TER P55 99 T LHG “TEH) : T T I T AT AT G 308 AT

- 3, Untrust [X B NetScreen-A i@ id vpn1 ¥
Trusticpr ) AR ” SNMP MIB BABF A PR
SHREEAIT 10.2.2.2 1)
SNMP & F 28 F1 R 45 H & iR

Eth1
10.1,\1.'10\.11_/24 Eth3, 1.1.1.1/24 s
: / |‘J7% ,1.1.1.250
i NetScreen-A ‘m
=L ; i Internet ; =%
LAN ,. B : LAN === 125 15 RS 4%
10.1.1.0/24 ; = 10.2.2.0/24 HISNMP EHL
NetScreen-B

10.2.2.2

W%, 2.2.2.250 Eth1
Eth3, 2.2.2.2/24 10.2.2.1/24
NAT
Untrust [X B TR Trust [X B

WA ARCEA B/ SRR TN “remote_admin” ff) SNMP 3L, I8 HlZ A SCA DLEEBE . KeAr T
10.2.2.2/32 1P SO A FLAL 0 -

7. ABMECEZFE admin T %3 R4 H GRS 87132 SNMPv2c (1) SNMP & 7 28 13 R 7. 32 admin 76 H: NetScreen % 4 L & VPN g, 144 1.1.1.1
YERFE M e, 1 10.1.1.1 184 B Huhk.
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NetScreen-A I [F) A3l Fl H v 515 55 NetScreen-B [t H 3t RN 3l SRS AH UG IC o 3 S8 SR ms wb 4k B A sth i FIR 452
e 10.1.1.1/32, NetScreen-A /1] Trust X Bz (Kbt
e 10.2.2.2/32, SNMP 22341 i i i =LA R S H & R 254 1 btk
o RS AHdrHN “s-grp1”, H s SNMP F1 R4 H & ks

M5 NetScreen-B [ admin G 11550+, P> NetScreen %41 #5453 vpn1 1) T 514XEE ID:

NetScreen-A NetScreen-B
AH IP 10.1.1.1/32 AH IP 10.2.2.2/32
e 1P 10.2.2.2/32 >< HE 1P 10.1.1.1/32
k%% Any k5% Any

JER : NetScreen 7-/CH ID /5 R#-241251F “any”.

WebUI (NetScreen-A)

1. #O0-%22KX
Network > Interfaces > Edit ( Xf 1" ethernet1 ): HI AL RN, AR5 i OK:
Zone Name: Trust

Static IP: (A MLk IR L%k 5E )
IP Address/Netmask: 10.1.1.1/24%

ERELL N2, AR5 OK:
Interface Mode: NAT ( i&£¢ ) °

8. imfH admin IR E SNMP & H 88N, JH7E “Remote SNMP Agent” ‘FEX i 10.1.1.1. ‘& /& SNMP 45 388 % A v R it
9. HRATEDLT, F55E 3 Trust X BT R DAL T NAT #. Bk, %7485 2 Trust XBUWHE L, IR CZ 8 .

NetScreen #2253 - £ 3 & B8 110



% 2 &= 54 NetScreen i%#& AFBITERBERAH VPN @&

Network > Interfaces > Edit ( %/ J- ethernet3 ): i A LL R A%, SRJ5 it OK:
Zone Name: Untrust
Static IP: (3 MLk I PRy ik 5 )
IP Address/Netmask: 1.1.1.1/24
Service Options:

Management Services: SNMP

2. bk

Objects > Addresses > List > New: i AL F A%, K5 % OK:
Address Name: trust_int
IP Address/Domain Name: IP/Netmask: 10.1.1.1/32
Zone: Trust

Objects > Addresses > List > New: #i AL F A%, A5 i OK:
Address Name: remote_admin
IP Address/Domain Name: IP/Netmask: 10.2.2.2/32
Zone: Untrust

3. RR%4A
Objects > Services > Groups > New: it AL N HLFR, BahLLTIRS:, A5 Hd OK:
Group Name: s-grp1
k¥t Syslog, FFiH << ¥ %5 M Available Members #:#4 5} £ Group
Members =,

P SNMP, ] << $ZH4¥4 %5 M Available Members %% 3/ 2] Group
Members =+,
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4. VPN
VPNs > AutoKey IKE > New: fii AL RN %, 2R )5 #idi OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £#f )
Gateway Name: to_admin
Type: Static IP, Address/Hostname: 2.2.2.2
Preshared Key: Ci5y0a1aAG
Security Level: Compatible
Outgoing Interface: ethernet3

5. A%t HEFR SNMP

Configuration > Report Settings > Syslog: #iALL A%, SR5 %t Apply:
Enable Syslog Messages: ( i£+#f )
Source Interface: ethernet1
No.: E# 1 LIRS IEAEARIN 1 ARG H E RS54
IP/Hostname: 10.2.2.2
Port: 514
Security Facility: auth/sec
Facility: Local0

Configuration > Report Settings > SNMP > New Community: i AL F A%, K550 OK:
Community Name: remote_admin

Permissions:

Write: (i£FF)
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Trap: (L)
Including Traffic Alarms: (i&F& )
Version: V2C
Hosts IP Address/Netmask:
10.2.2.2/32 V2C
Trap Version:
v2C
Source Interface:
ethernet1 (1£#%)
Configuration > Report Settings > SNMP: i ALL F %%, SR )5 Hd: Apply:
Enable Authentication Fail Trap: (£ )
6. B&H
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( £#%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
7. RHEE
Policies > (From: Trust, To: Untrust) New: fi ALL F A%, K550 OK:
Source Address:

Address Book Entry: ( £+ ), trust_int
Destination Address:

Address Book Entry: (%% ), remote_admin
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CLI (NetScreen-A)

1. #O-=2K

set
set

set
set
set
set

2. bk

interface
interface

interface
interface
interface
interface

Service: s-grp1

Action: Tunnel
Tunnel VPN: vpn1

Modify matching outgoing VPN policy: ( i£F% )

Position at Top: (1£#%)

ethernetl
ethernetl

ethernetl
ethernet3
ethernet3
ethernet3

zone trust
ip 10.1.1.1/24

10
nat

zone untrust
ip 1.1.1.1/24
manage snmp

set address trust trust int 10.1.1.1/32
set address untrust remote admin 10.2.2.2/32

3. BR%F4H

set group service s-grpl

set group service s-grpl add syslog
set group service s-grpl add snmp

10. SRAETEOL T, 4BE 2] Trust X BUAERRE LARAL T NAT 3. DI, 0 F485E 2] Trust X BN, JRIETT 25 1 .

NetScreen #2536 -

$£3%:HE

114



% 2 = I54% NetScreen % & BATFBITERREEA VPN BiE

4. VPN

set

set

5. &%

set
set
set
set
set

6. I&H

set

set

save

ike gateway to admin address 2.2.2.2 outgoing-interface ethernet3 preshare
Ciby0alaAG sec-level compatible
vpn vpnl gateway to admin sec-level compatible

H %0 SNMP

syslog config 10.2.2.2 auth/sec localO0

syslog src-interface ethernetl

syslog enable

snmp community remote admin read-write trap-on version v2c
snmp host remote admin 10.2.2.2/32 src-interface ethernetl

vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

policy top from trust to untrust trust int remote admin s-grpl tunnel vpn
venl
policy top from untrust to trust remote admin trust int s-grpl tunnel vpn
vpnl
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WebUI (NetScreen-B)
1. #O-R&X
Network > Interfaces > Edit ( %f T ethernet1 ): B AL FNZE, AR5 i Apply:
Zone Name: Trust

Static IP: (3 MLk I PRy ik 5 )
IP Address/Netmask: 10.2.2.1/24

WFELL NN, AR5l OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T- ethernet3 ): B ALL F A%, RJ5Hd OK:
Zone Name: Untrust
Static IP: ( H IR L £ )
IP Address/Netmask: 2.2.2.2/24

2. bk
Objects > Addresses > List > New: i AL RN %8, #RJ5 #il; OK:
Address Name: addr1
IP Address/Domain Name:
IP/Netmask: 10.2.2.2/32
Zone: Trust
Objects > Addresses > List > New: i AL F A%, K55 OK:
Address Name: ns-a
IP Address/Domain Name:
IP/Netmask: 10.1.1.1/32
Zone: Untrust
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3. BR%4A
Objects > Services > Group: #ii A\ L N L FR, #BELLFIRS, 25 Hidi OK:
Group Name: s-grp1

kPt Syslog, JFH << 34K k%5 M Available Members #2512 Group
Members #:+H1,

P SNMP, JHEH] << $#%410B il %5 M Available Members £%£5) 21| Group
Members £,

4. VPN
VPNs > AutoKey IKE > New: i A\ LI F N2, S5 Hdi OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( i£Ff )
Gateway Name: to_admin
Type: Static IP, IP Address: 1.1.1.1
Preshared Key: Ci5y0a1aAG
Security Level: Compatible
Outgoing interface: ethernet3

5. B&H
Network > Routing > Routing Table > trust-vr New: i AL F %8, 2R )5 il OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: (i£#f ) 2.2.2.250
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6. KA
Policies > (From: Trust, To: Untrust) New: 5 ALL F %, RJ5Hd OK:
Source Address:

Address Book Entry: ( &£ ), addr1
Destination Address:

Address Book Entry: (i%£+#% ), ns-a
Service: s-grp1
Action: Tunnel
Tunnel VPN: vpn1
Modify matching outgoing VPN policy: ( #£#% )
Position at Top: ( £+% )
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CLI (NetScreen-B)

1.

EO-w2KX

set interface ethernetl zone trust

set interface ethernetl ip 10.2.2.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 2.2.2.2/24

gkl

set address trust addrl 10.2.2.2/32
set address untrust ns-a 10.1.1.1/32

AR 55 4A

set group service s-grpl

set group service s-grpl add syslog
set group service s-grpl add snmp

VPN

set ike gateway to admin address 1.1.1.1 outgoing-interface ethernet3 preshare
CibyOalsec-level compatible
set vpn vpnl gateway to admin sec-level compatible

H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
R

set policy top from trust to untrust addrl ns-a s-grpl tunnel vpn vpnl

set policy top from untrust to trust ns-a addrl s-grpl tunnel vpn vpnl
save
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g
NetScreen it 1 bt AEAFAME BTV RIS Eiite THEER 1R E X BOE D5 25 5, IR 3 DI pir
i SRS (R C & o

NetScreen #2fit 7 UUT BEfe it s, R MR LRI BT K55 3l e 76 52 45 0 SR 52 mi R4 S i 2
e Bad IP Option Detection — H T i AN R 5k 1P 328 TUAS 58 HE 111 4 25 57 (1K i %
e DstIP-based session limiting — &2 & iG1lG SHEH 58 EF SR
*  FIN bit with no ACK bit — 77 Rk brid 414 1 AR 2% 57 B3
«  Fragmented packet protection — #%FH+4 /1) IP B ture % H
HTTP Component Blocked — #iFH#4 1 HTTP 414114 H
«  HTTP Component Blocking for ActiveX controls — #BH 1) ActiveX ZH14-1% H
e  HTTP Component Blocking for .exe files — #FH#4117 .exe U HTTP EHHui H
«  HTTP Component Blocking for Java applets — #FH$4(K) Java ZH1F % H
e  HTTP Component Blocking for .zip files — #ZFHL#4115 zip OB EH
«  ICMP Flood Protection — {4 ICMP 32 3 £t £ 18 43 1 4 BEL 424 1) 2 0. 5 H
« ICMP Fragment — % & T More Fragments tx10 428 7E A% 72 B R fa it T % 11 ICMP %
« IP Spoofing Attack Protection — fE% IP 3 Seiti ¥ — 30 43 i 4 BH 424 11 1P Mtk %5
» IP Sweep Protection — Al £ LA L& 4 BHA4 1 1P F3 4 Bk i (o 4k
»  Land Attack Protection — 12415 ifi b B0 S 1M 4 FHL 34 1) 3 0 4
e Large ICMP Packet — IP K&l 1024 1 2480 ICMP %y
»  Limit session — HHJik <5 1if PR 11 A g 122 1) 35 0.8
* Loose Src Route IP Option — JiH T “FERE B EUS R3] 1P Ha%H
»  Malicious URL Protection — #¥[H#4 1 LA E R H5E N URL 2 H
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Ping-of-Death Protection — KK EA KA T {5 F CAE 4L ICMP £ 4041

Port Scan Protection — il 1] LA A4 BH A4 (1) o 1 =1 4 0 Bicdls (o 2 H

Record Route IP Option — J5H T “Ic M HIEIT” Jo R 21 ik

Security IP Option — % & T “IP 2¢4xPE” IG5 1wkl

Src IP-based session limiting — &2 &1 5 FE G 8 EF 1S 1EE

Source Route IP Option Filter — L &[] IP U5 1% th %k

Stream IP Option — && T “IP ii” bR ok £ 7 15

Strict Src Route IP Option — G H T ™A Y FHIE I IS 381 1) 350 E0 44
SYN-ACK-ACK-Proxy DoS — i1T- SYN-ACK-ACK-proxy DoS SCREEN & 17 ifij [ %€ f*) 35 49, %%
SYN and FIN bits set — 753 Eibnid 416 (1) CAs il 3 (0 4k

SYN Flood Protection — £ 445 SYN 2 Ml B5E ) —0 4 1454l 21 (1) SYN %
SYN Fragment Detection — 175 SYN i 5 BUeh BeSE (19— 358 20 1 4l 25 77 1 B e 5L
Timestamp IP Option — % T “H WIS )k ” LI 551 1P B

TCP Packet without Flag — “iff {3 &l < Bk Sobn ic 7 B O & AR vA B2

Teardrop Attack Protection — 1% Teardrop Bl (105 7 1M 4k B 81 1) 0

UDP Flood Protection — 144 UDP 72 il @it 1m#% = 311 UDP %k

Unknown Protocol Protection — 124 A &N 13 1) — 3843 1 808 1) 0 2K

WinNuke Attack Protection — 15 WinNuke it %5E iy g5 A4 il 1) 11 34 40, %5

NetScreen Ji{t I LI B 1A R MR PR PV RE St B 10506

drop vlan — H J-ik/> VLAN Fric . ARE X780 8EH T NetScreen w4576 “i&W]” Bzl K5 H
VLAN gk 2 7 1 50 250

early frame — H T LK IR FE 722 i X I8 A5 48 B IR T s
in align err — LR E AL A R IR 3N B 5K
in bytes — W2 15 1%k

NetScreen # 4
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« incoll err — FEAPPSEHULEL

e incrcerr — JEAIURESE (CRC) I E A3 1%k

e indma err — {F7E H AP AR AF DU R I HE A B2

e inmiscerr — fA/EIRIVERIHEN BT

* in no buffer — T2 DX AT H iy IR 3 10 4k

e inoverrun — CAEHEERE AL

e in packets — W HIEMLEL

* inshortframe — &/ 64 F7 (BIEWARLKA ) 1) ethernet il 13 N\ B ALk
e inunderrun — CEHITIR B

o late frame — H]T-UUKPIRBHFE P G2 nh X ffid #7598 BRI U1 2

o out bs pak — A% MAC Hihik I A77E T 5 #4708 2% (R A0 %

e out bytes — KIEM T

e outcollerr — K HRELEL

«  outcslost — [T “ZEi BT / pPoEkl 7 (CSMA/CD) Pl 52k T 15 511 30 i 4
o outdefer — ZEIR[1 A HEH AL

e outdiscard — EFH K HEEEL

e out heartbeat — i /LBk{E 5 H 4L

» out misc err — fA7EIRAE 1R 1K H B EL

« outno buffer — FT2& 1 XA H 1M A& A ik 1AL 4L

e out packets — KiZEMELEL

o rexmt limit — £ 11 DL XU Tz AT IR Y 30044 S B i 25 57 16 e 4k

1. K “ZEV7 IR BERRIT [ rh kil (CSMA/CD) Wil IR 45 5, 8 2[5 http://standards.ieee.org | #2 L) IEEE 802.3 brifk.
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NetScreen 4244t T LI N B TH 082, HIR WP A0 Bt i 2 1 2 1 B A 2
» address spoof — It |14 H ik B Kt e 5E 1) B A 5K
o auth fail — F P AUERHAE A IEL .
« auth fail — )7 IAUERISCH) KL
»  big bkstr — Z5£F MAC 2| IP [\ HbHEARAT I B T3 K0 JCV5 8 47 2 ARP 5 2% A7 #s 1 35 A 4L
e connections — H FIkG1 T EEHSTE
e encrypt fail — KUK S SR IE MY (PPTP) %L
e *icmp broadcast — 3] ICMP | #5%
e icmp flood — &L ICMP Z il FHE R T 511 ICMP £ 4%k
« illegal pak — 4 ARG BMPRAE T Z 57 (1) 35 A4k
e inarpreq — UEAN arp iEKEMUEL
e inarpresp — K arp i KELEL
o inbytes — IH|1FI4L
o inicmp — R “PIFRMEEIEEPNL” (ICMP) EH45L
« inother — & LIRS (13 N B4k
e in packets — W HIEMLEL
« inself — %11 NetScreen & IP Hiuhl 511,51
e *inunauth — KZLZAUF TCP. UDP Al ICMP Mt B4
*  *in unk prot — {5 F AR %1 LUK W P01k N B0 K
e invlan — JEA¥ vian 5L
e invpn — WHIK IPSec ( TLIBE M WML 24k ) B3k
« invalid zone — RAETCAL 4 X I K B £
o ip sweep — I E M IP G AL I OO O & 5 B4

12, FUT AT S T AR AT AN T, AR B 0,
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« land attack — W2 1A i Hh BCoh e 1 40 2

+ loopback drop — POy ARE TS NetScreen B a4 1M 4 5 5 AW [ 21k e - 471 Trust X B
BN S RIS MIP 5 VIP Mk, itk g et 2 FREAN 1% Trust X BN HI RS 25% .
NetScreen &%@U@*’l\lﬁl%%ﬁ, ZE T IR IAE B MZENLG 1 F 2] MIP 58 VIP R4 2

¢ mac Leilgarn — K24 MAC Ml (A7 5k A2k, 530 MAC Mk SRR DA 20 B3R E 5 1% MAC kil G I )%
O

«  mac tbl full — MAC FRHXF 58 4> L H AL

o mal url — RAEBHGE J 8 URL 14 P ZE (1) B0 8%

*misc prot — ffi[fl TCP. UDP 5 ICMP 4t & Wil ity B0 %k

o mp fail — £ AL BB AR 2R A L (0] A3 PCIL A S HH AR 1 1) I 2L

e noconn — T “MggHibEFEHL” (NAT) 8 AT I 2 75 10

e nodip— 1T “FAIP” (DIP) Hulib AT FiM & 3 415

* no frag netpak — netpak 2 [X ] 25 (A 5 42 70% LR 8L

*  *no frag sess — NS IR EUEIT Rk NAT il — 113k

e no g-parent — A JCVAR B GEF T 5 B4k

* nogate — HT%A A HM K E 5 E 5L

* no gate sess — H T AT K5 9 ST b W7 IR 23 135 4

e nomap — HTA I J7 BT 25 1 B 5

e nonatvector — T ARG “MghbiEd” (NAT) ZE8m Z 51 B8

*  *no nsp tunnel — &% RGP e VPN HE P E 0 B O E e

e no route — WCEIAT] I th 5L

e nosa— HTAREN “Z&BME” (SA) MEFMNEAL

e nosapolicy — HT ¥ A5 SA MK SIS i Z 57 1B 4L
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e

*no xmit vpnf — T F J AT 25 57 ) VPN B

null zone — HiizHh A AT 46 BIJC ALK 384 O 1) O & 5 B3k
nvec err — HT- NAT [ &5 1M 2 5 10 E 5L

out bytes — Kk 14K

out packets — & %1 EHME 5L

out vlan — (1) vian B4

ping of death — 42 B AW {F Ping of Death Xtk

policy deny — ¥ 5 ST 5 W& 1 48 1) B0 5K

port scan — Ay i 14 S i v S ) A Ak

proc sess — AbFRAALHL I[P S 1 B0 i B K I S T kL
sa inactive — H-3Ei53) SA 1 A5 315k

sa policy deny — # SA Jl& 4 1ALk

sessn thresh — K2 iFECE 1 I SHHE

*slow mac — MAC Hbli-f#HT 2242 (i

src route — H Tk PEIE P Hh e I T 2 5 1) B Ak

syn frag — T R AT 2 5700 SYN 34045

tcp out of seq — U E 1)) 7415 M H W2 Y5 HI ) TCP v Be3l
tcp proxy — Tl TCP ACEE (41 SYN yZ i R4 I al - IE ) 11 2 55 1 3 5k
tear drop — 1 A" 1[{5 Tear Drop  “4i5%” Traki— B4 1M FHLZE 1 (0. %
tiny frag — W 1) /N K

trmn drop — #ifi SR EH LA E L

trmng queue — 7EBAFI & 1F 1K AL 5K

udp flood — i@ UDP iZ sl LI 6211 UDP :H1%

url block — FHZE[) HTTP i sk %k
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TR

« winnuke — IF| ) WinNuke Bl
o wrong intf — M ACBEEES A 106 31 3 Ab B B (1) S 1 ) v B 2R
o wrong slot — A~ 1EAffih & 326 I 1 A 21 3% BEE (1) 0.4

bl EFEREITE
EARGIF, FEFE Trust X EIF) NetScreen B Hi il £i#%
WebUI

Reports > Counters > Zone Screen: )\ Zone F #7413 hi%k+% Trust.

CLI

get counter screen zone trust
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SNMP MIB 344

NetScreen #4t MIB S04, 7RSS FFLFR NetScreen #E4H “SNMP ALH!” 2 7] {¥) SNMP 1815 . BEIifE 6
Bt MIB ST, 3747 FF Web 3 ¥ 22 317 ] www.netscreen.com. %% — > NetScreen /= %, ARGk BEH T
NetScreen ¥ %5 I n#k 1) ScreenOS Ji A1) MIB 31

i H] T ScreenOS 44 1) MIB 3CE L ScreenOS L hicA () SNMP AR 5E 425t % . NetScreen MIB U2 LA
Z 2R IREER RN, ST
o N LM g MIB SR
o EIVILER “ %% MIB 7
— IV I ER “netscreenProducts”
— %V i L “netScreenlds”
— PV LR “netscreenVpn”
— VLN “netscreenQos”
— B VI LK “netscreenSetting”
— VI LK “netscreenZone”
— VI LR “netscreenPolicy”
— VI L L “netscreenNAT”
— VI TR “netscreenAddr”
— VI Ef) “netscreenService”
— F VI LR “netscreenSchedule”
— VI T LR “netscreenVsys”
— VI 71 B “netscreenResource”
— VI L “netscreenlp”
— ZB VI L LY “netscreenVR”

NetScreen #2253 - £ 3 & B8 A


http://www.netscreen.com/services/tac_online/index.jsp

MisE A SNMP MIB 344

— 2% MIB 3Zf4 30143k

MIB SCFRE LM IR AR S5 RS IR . — 4% MIB SOt

=8 |:| prwate

= |:| netscreen
-1 netzcreenProducts
|:| netscreenT raplnfo
-0 netscreenlDS
-] netscresnvpn
-] netscreenlos
-0 netscreentap
-0 netscreenSetting
-] netscreerZone
|:| netzcreenl nterface
-0 netscreenPolicy
-0 netscresnhaT
-0 netscreendddr
|:| netscreen3ervice
-] netscreenScheduls
-0 netscresnvsys
-2 netzcreenPesource
-] netscreenlp

BT F 2K MIB 31

netscreenProducts XFANEP) NetScreen 7= i R4IRE “XEhnREF” (OID).
netscreenTraplnfo & X NetScreen W25 Kk Il

netscreenIDS & X NetScreen ¥ &2 AR S (IDS) FLE
netscreenVpn 5 X NetScreen 451 VPN it & A1 4T I A 45 &
netscreenQos & X NetScreen &1 “M4s ikt” BLE.

NetScreen #2253 - £ 3 & B8 Al
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MisE A SNMP MIB 344

netscreenNsrp
netscreenSetting
netscreenZone
netscreenlinterface
netscreenPolicy

netscreenNAT

netscreenAddr
netscreenService
netscreenSchedule
netscreenVsys
netscreenResource
netscreenlp
netScreen Chassis

netscreenVR

& X NetScreen 1545 1) NSRP it .

& X NetScreen ¥4 [ EACE W &, #ll DHCP. HFIBAR. IAUERIA 57
& X NetScreen % # 111X IAF &

€ X NetScreen &4 I#: HELE, GG REMEL.

7€ X NetScreen 2% (1AM a) A1 A [] S I & o

5E X NAT Bl 'E, 1445 Map IP (L IP ) « Dynamic IP ( 3)2 IP ) #1 Virtual IP ( i
LIP ).

# 7K NetScreen 1 il .

i H] NetScreen ¥ &R A ARSS (B4 H P e XIS ).
5E U TR B NetScreen 34 T4 15 .

& X NetScreen W& M LR S8 (VSYS) AiL'E

V7 1] NetScreen %5 I¥1 95 AL H %45 B

Vi ir] NetScreen ¥ 1) IP FHRAE B

T 2SRRI MIB SCRESCAF IR v 6 55 S04k

€ X NetScreen w25 1 UM 2% (VR) B .
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— 4 MIB X3

AT 4 NetScreen B 1) 2 MIB SCIFR . RS SRS AN — o0 sl MIB SCFF

netscreenProducts

netscreenGeneric NetScreen ;™ jin 1)l X G AR iR
#F (OID)

netscreenNs5 NetScreen-5XP OIDs
netscreenNs10 NetScreen-10XP OIDs
netscreenNs100 NetScreen-100 OIDs
netscreenNs1000 NetScreen-1000 OIDs
netscreenNs500 NetScreen-500 OIDs
netscreenNs50 NetScreen-50 OIDs
netscreenNs25 NetScreen-25 OIDs
netscreenNs204 NetScreen-204 OIDs
netscreenNs208 NetScreen-208 OIDs

NetScreen #2253 - £ 3 & B8
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netScreenlds

nsldsProtect NetScreen x4 1[#) IDS lt%
nsldsProtectSetTable 1F NetScreen %% L3 HIf¥) IDS JiR4%
nsldsProtectThreshTable DS JIf4% Ik S i &
nsldsAttkMonTable ARG B
netscreenVpn
netscreenVpnMon R vpn JBIE T SA 55
nsVpnManualKey Toh =
nsVpnlke IKE fit &
nsVpnGateway VPN 8 1 ) G T B
nsVpnPhaseOneCfg IPSec Bt 1 A&
nsVpnPhaseTwoCfg IPSec FBt 2 fid &
nsVpnCert TEF5
nsVpnL2TP L2TP A&
nsVpnPool [P Jth i &
nsVpnUser VPN e
netscreenQos
nsQosPly HWE I QoS ML &

NetScreen #2253 - £ 3 & B8
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netscreenSetting

nsSetGeneral
nsSetAuth
nsSetDNS
nsSetURLFilter
nsSetDHCP
nsSetSysTime
nsSetEmail
nsSetLog
nsSetSNMP
nsSetGlbMng
nsSetAdminUser
nsSetWebUI

netscreenZone

nsZoneCfg

netscreenPolicy

NsPlyTable
NsPlyMonTable

NS 5 5 [ H i
NI RFS LN
DNS it 55 4 B
URL i JE 1
DHCP i 55 & i .
RGN ]

HL S 1
ARG HEWE
SNMP QI C &

4 Jay i BENC
R B
Web J1 )™ 5 i fic &

B X A

SRS L

I ES R E RSN

NetScreen 25/l -F 3 & &
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netscreenNAT

nsNatMipTable
nsNatDipTable
nsNatVip

netscreenAddr

nsAddrTable

netscreenService

nsServiceTable
nsServiceGroupTable
nsServiceGrpMemberTable

netscreenSchedule

nschOnceTable
nschRecurTable

netscreenVsys

nsVsysCfg

WL 1P
A P il
EplIP

NetScreen £ 1 k%

M 5515 &
45445 B
i 55 4Lk A7

BRI AR S
PR

NetScreen X4 1L R 4 (VSYS) L&

AV
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netscreenResource

nsresCPU
nsresMem

nsresSession

CPU FJH] %
DR IR
SRR

JEE 1 NetScreen 1/ 35 ## failedSession 7] #(#%.

netscreenlp

nslpArp

netscreenVR'

nsOSPF
nsBGP
nsRIP

1. netscreenVR MIB L\ Structure of Management Information ( & #8455 L4544 ) hitA 2 (SMIv2) Jy&Efiti. FraILE MIB 452 LL SMIv Sy 2fil. A

ARP %

TSR R R AR SE (OSPF) H3UE &
S X (BGP) W7 B
B HAE B (RIP) #1U5 B

SNMPv1 & & SNMPv2¢, #B] LAY BT MIB 11 $diE

Jran
B

=

4

i;

il

H.
=
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5

A

AW (SA) 124
YELET R
172 SSL

B
R
A5 F NSM 26
IR 82
I 5H 82

ELER 121

C

CLI 9, 30, 31
215 v
CompactFlash 66

BERS 9
1ii&
Z15E Vi
A SCAAL PN
IHZPIHTTP
AT 21
ERCNI BEME 48
B

BT

D
DIP 124

Hx

#& admin 50

Telnet 10
FOR AW Y (PPTP) 123
45, #1T 21
MLl 7~ 4 86, 89
A IP

152 /ig DIP

Vi 1
P 22
RIERE R 122

F
AEiE3h SA 125
A 125
AT 124
MR 122
Huhb oW Bty 123
RN AGEE BN (PPTP) 123
&SI 125
EFFN 124,125
IPSec 123
HEAN 122
Flib Xt 124
RE 125
KEifE 122
WeEIf 121, 122, 123, 125
WA 2 bl 4 3 (NAT) 124
TR 122
[RIRF P 36l (5 S WML (ICMP) 120, 123
RWYER 124

W

b
CLI (mAATSHD 9
WebUI 3
FL4H] 49, 50
P 34
B
CLI 9
BEhle 21
SSL 7
Telnet 9
WebUI 3

IR M 1P ik 49
EHHERR 30
EIEEE N
24 MIB
FHIEIN 29
nEH 34
NSM 29
Ping 29
SCS 29
SNMP 29
SSL 29
Telnet 29
EELA 30
WebUI 29
TR 125

H

HTTP 5
251D 5

Ja &AL A 122
251D 5

Ident-Reset 29

1P Mtk
P 34
NSM x5 2% 26

J
idsx 66-81
CompactFlash (PCMCIA) 66
HLTF I 66
7Efle 66
NSM 2% 26
Wil 66
Self Hi& 77
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]

SNMP 66, 91
HHE 67
WebTrends 66, 89
ARG HE 66, 87
A HE 81
B0
BHED 29
A 34
P =%

I

=
R Bt 82-86

WBEEER 3

M

MGT $211

EHELT 30
MIB Il 29, 91
MIB 1 A-l
MIB 3013k

2% Al

e

R admin 47

B 44

g 7
4

25 viii
AT I

152 CL

N

NAT MR 125

NetScreen Security Manager
172 NSM

NSM

itk 26, 27
WIUEEH: % E NSM
LB NSM

HIHRG 24

I 23, 26
EX 23
HWH ARG 23, 26
R 29
SRR 25
ul 23

BN AT 66

P

PCMCIA 66
Ping
E LT 29
PKI
wY 7
W
MEHER 3

R

RADIUS 44

S

SA g 125
SCS 29
Self Hi& 77

SMTP Jik554% IP 86
SNMP 29, 91

NI, ATT 95
A, BH 95
EEELT 29

n# 94, 97

AR BIEBE 91

5 BIIREREBE 91
MIB 3 A-l

MIB 3L, —2 A-ll
ME 95

REREPE 91
FEBiE 91
FapE2ER 92
AT 94

SNMP [
100, T 92
200, [ k455 7] 18 92
300, # AR 92
400, {7 B M 92
500, VPN [ @ 92
FoFEAELs 94

SSH 11-17
R4 282 12
SIHEE 12
In#ATF#%ES, CLI 16
A TF=], TFTP 16, 19
AT, WebUl 16
R 12
FRLINAE 15
PKA 15
PKA 4] 12
PKA FAiIE 15
SRR H PKA TAIE 17
INETTVER e R 17
EHEL 12
Hah&x 19

SSL 7
EHELT 29

SSL 2 F- Y
1# 2/ SSLHP

SSLHP 7

FHIHZE 67

TFoh#H
VPN 51, 98

T

TCP

RHE 125
Telnet 9, 29
R A 1 22
ZHE B
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A5 NSM 27
5 B

#Z 82-86
W

ERLRELT 30

\'%

VLAN1
ERLRELT 30
VPN
FHEY 51, 98
M EHEERR 97
H3h#4] IKE 51, 98

W

Web JYEasZk 3

Web i~ 5T
152/ WebUI

WebTrends 66, 89
Jn# 89, 97
HE 89

WebUI 3, 30, 31

ZE v
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