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FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance

with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. If it is not installed in accordance with NetScreen'’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

» Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
» Consult the dealer or an experienced radio/TV technician for help.

« Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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WEATERER,  IKE K5 H B HEAT B ER

R AKX “Fap&D]” #l “Hz)Z 0] IKE” FEH)m ), 5S04 4 7, 7569 W LA “ini 25555 VPN 7,

=7 BLER
ZAREY (SA) & VPN 2 53 Z [ H T /5 18 2 0 X7 S5 ) S m e T XU RS, 2D 0%aim mA
SA, BATT AT AN
SA K R AN A AE S T Rl (5 224
— RS
— DRI (i somi )
— EPERITE ( “TFaEH” B “AgEY IKE” )
—  SA Ffi

W VPN (5 B, SERE IR A 5 VPN JEIE SA. BT AuhfZ B, NetScreen i £ 1@ ik 4d FH LA R [ =4
MK SA: Hbr IP. 224l (AH B8 ESP) LA K %455 5| (SPI) 1h.
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% 1 & IPSec BET S

EHERYING]
X “TEhE Y7 IPSec liE, T CAWULE X T Lai (SA) S48, wiA L i ZAE A SA. sk L,
C2el vy izl SE Bz “ Fahs ] MIE R S AH LA, s A5 IliE N, NetScreen 4
Wz i 17 AU YGRS, IR K B H AR R
L “HEY IKE” IPSec MiA, 752347 PN BRI -
o EHANE, ZEEEET - DRAA P IPSec SA 14 4xiliE .
o TERH 2B B ZHEDEM T IS AL ) SR E SIS T IPSec SA.

21K

“HBEY] \KE” TIEVE A 1 BB W A UE R R4 T S AT e A i A ] DLAE PR 3 rp — s =X
AT : Aggressive mode ( Lz ) B Main mode ( A ) (WITRPTIAR ). MRAE RN, =53 AT #n]
) ARG, i

. JJXD%Iﬁ/z (DES 1 3DES) MAIESA L (MDS 1 SHA-1). A RIXLEVLHTEAMGERE, WSHE 7 70 LR “P)

W o

o Diffie-Hellman 41 (1524 13 11 _L[¥) “Diffie-Hellman 224" . )

o TILEEYEL RSA/DSA EH (1HZ M 9 L LW “ Az IKE” )
A P A ) B RS T R I ) D — AU 1 BB S, PSS HN, — AR 1 B B R A R
Jlr\jl]e%Screen WA 2 SCRFDUANEE 1 BB B3I, VR E SO — RN S BRI R, A 852 % 8
NetScreen $#25L[1TE L “28 1 BrB” 21T E

e  Standard: pre-g2-aes128-sha fl! pre-g2-3des-sha

¢  Compatible: pre-g2-3des-sha. pre-g2-3des-md5. pre-g2-des-sha #ll pre-g2-des-md5

. Basic: pre-g1-des-sha # pre-g1-des-md5
WATLUE CHE X “28 1 BrEe” 3233

NetScreen #2531l - 5 5 % : VPN 11



% 1 & IPSec BET S

Main mode / Aggressive mode ( EEXFIEFHER )
51 W] R &k AEAE Main mode ( R ) 5k Aggressive mode ( EEhR ) Fo X R L0 Ak .
Main Mode ( =R, ): Kl 7 fE2 5 2 (BT =AM BAs#e (IS4 8 ) DISRE L R AR
o AR, (fEEL 1A 2): B IR I AR
o EBTRAHR, (58 3 A 4): $h4T Diffie-Hellman 25, At RS2 U5 & B AN AT R (BENLAE S
T ).
o =R, (fEE 5 6): RIXIFIAEH S 4.
TE 58 = AP AR 45 S R AE BT O e L I S0y 0. Ik, EI SO E L2 5 E5 1 54y .
Aggressive Mode ( £ ): Kild 5 fde sz 7 SRR R I S, AT IRAC#e, B3 = 4H A
o 1 AE R TEY SA, K Diffie-Hellman A8, Kik—ANURiE AL H IKE S5
o 2 j}j‘%ﬁ% DTS SA, WIERETT, Rk A UATEUIL IKE S0y, DLACRIEEZ T ETS (R Al
FAET ).
o 3 LAME  KETINIEEESZ T, M, Rk R T RS (SR AEHE TS ).
HTZ 55 S0 &7 SO A ) (ZERTPI I 84 ),  Aggressive mode ( a0 ) AL G O3 R
VEB 1 295 VPN M P I FE X B R “ H 31587 IKE ” 8T, LA Aggressive mode ( -5 ) .

VER: 25 VPN S/ 0 ] EUET T i A 552 251954 (FQDN) 26 IP 15 41F 29 R IKE ID . 30850730 )
LUEH T IS5 FQDN, - (HAS 7] LUEH 1P A 41)
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% 1 & IPSec BET S

Diffie-Hellman %3

Diffie-Hellman A&t o153 5 4 l— ML R S5 . iZ AR S T8 RS 5 & 3R 2 SR F Al dm s
{H, TAEIAE E L ML fe4. A i Diffie-Hellman (DH) 41 (NetScreen Sz #5240 1. 2 F1 5), 7E4LHH5 fr
i FH 25 BB R NERAN ], I R BT

e DH 4l 1: 768 fifiz*

o DH 4l 2: 1024 ffE%k

« DH 41 5: 1536 fifi%k
FEEGEOR, WA AR S 4, (H, BRI, S A G AR K . TR DH A A ES A AN R K
AN, RIS 5 A R AT AR R 20

E 2
U HHEEN T ACINERZEEIE R, MATRIRSEAT “58 2 BB o FEstBrBet, AT TR P SA LAORY 25
1L IPSec i A% 4 (1 £

Lo 1B R, S5 E ALY L EEAE SA TN KRS, 2 R RIE IS s
W — “HIRELe PR (ESP) 88 “IAIFASL” (AH) — FIFRERINBE RNAEE . BT “ 524 0F a7
(PFS), #Hiknr Li$s e —4 Diffie-Hellman 2.

MR : 7K Diffie-Hellman 21 [17i# 40156, 152y L “Diffie-Hellman X#” . %K PFS #6172 04
14 J_ LT “S82IEIRE .

ANELE B AR, A 2 BB BURAE PR REPIEAT, OF HAHE S AT R A °,

4. “DHAH1” et AT 2 N, NetScreen BN A{FHE .

5. %{ﬂ%iﬁ&ﬁ%’l\ (RZWA) A BB P s, AR BT A AT () Diffie-Hellman 41. K [FIFERIHENIN AT T “58 2 BrB” Phim 24>
G
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% 1 & IPSec BET S

NetScreen B4 5 2 SCREIUAS “58 2 BrB” PR I8,  Avrioe SR LAEESZ IR0 — R A1 22 4 S 500 BRAIRE B2
NetScreen it f St Briti (R e Dhfe . A HIMETh BEAT LR, DUOAE R EMPPI S — % . BERE S
EANELER P2 5 IR R, (AR BB R4 T EAE B, T2 R 3C.)
NetScreen 28t [1TE X “28 2 BrB” $#-1Cah

e Standard: g2-esp-3des-sha #ll g2-esp-aes128-sha

¢  Compatible: nopfs-esp-3des-sha. nopfs-esp-3des-md5. nopfs-esp-des-sha FI nopfs-esp-des-md5

» Basic: nopfs-esp-des-sha #ll nopfs-esp-des-md5
Wnl PUE SCH E SCH) “55 2 BrBe” $/10.
e B 2 BB b, AR RACHAREE ID. ARER ID 2 — =05 0, lAH IP Mk, A2 1P kA RS A . P
ANOTEETT IARER 1D UL HE, X EWRAE PN S5 T7 ARCER 1D g IR S5 2R ), I HA—AN X 4507 4 [ A
\P Myt 2005 2k 5y — A0 55 7 45 5E B2 1P HuhikAR TR

SEEIF AR

“oEAERREE” (PFS) &R HTIRA L “50 2 B S SRriR SR k. A, 1 B $RU0CE
Bl (SKEYID_d %4 ), MIZEHAFRKIRAER AR “5 2 B %4, SKEYID_d %477 LA & /M) CPU 4k
PRCEFRAE AR 55 2 BYBL” 8 . SIS, WERFEASRIAUTT 3815 SKEYID_d S H V5 IRIAL, K itk BT 1R in 8 % 4
PFS b6 “45 2 MrBE” i ssHl =4 511 Diffie-Hellman 255348 R i e b 224 XU . R4 76 | B PFS 5,
“H 2B PR E R B HL R RS T ERY KR TR, B PFS w4,

[B] 7 T T R £

M/ N — A2 EE IR ZE A KB RS SEFEL RS (DoS). sk N nl 5T M 45 2 K A=
BT o BB R ShREK i NetScreen B4k &5 —A IPSec :10, DAIEFE LAFT/& A2l b . an R s3]
ISR EEAEE S, NetScreen 5 #5140 4 it 141 .
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NI ERE AR

KEENDT NIFEHEEAR, FNATHE CAITTEPIIER
o UL
o A6 T LM “AIFEPIEMAR AN
o 18T LM “PKI”
o 21T LR “UE5F CRL”
— 22 50 B “FIEREGET”
— 530 U Ry “ ABRUARRE TS
- 34Ul kM “CABEBEE”
o 36T LR “AliH OCSP [Pk Er”
— 37 T kM “REHE OCSP”

(PKI) [ EREE b anfer A HIEH ANE B A 51% (CRL). A

NetScreen #2536 - % 5 % : VPN
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£2E AFEAZEHEA NI ERERPAE T

-

NFERAZRGAKE T
(A TF AR AR T, AATF | B S0 KRR AT IS RS . P ATF A0 (P AT ATFAEF ) I 0

P A REFHAN DN [ FAAT B ( DT 3 E AR 5 A IR EL RS ) HEATR 3 . Wi, 2R Alice #8145 Bob Ak s i &, Alice
A Bob A TFE PRI R, IFkikgf. S8)5, Bob B LA & PR LI B ks .

[ ZIRR e WU, FIAMATE DTN A, HIAH . (18 2 T TR Ko i I A 3 P e F) e R v 2644 . il
A Alice A8 ULl (B TR D BUAIE Ty, T nT Y A PR AT ko s BT &3 45 Bob. #R8J)m, Bob 1] Alice [
NITHPIRAH B, Wi 1 Alice #1582 KX T

INTT | TN B AR e P s T 7 T e 5 A ] . ZBHIE T ( HE BRI ), SRIGIRIEZEE (T )
(KR4~ AT ad

ZFEIUEH

1. RAAEDE “UERESHR” (CA) HESHEZ: (SHA-1 8¢ MD5) #FHE), DR R 2,

2. SRJ5 CA “ZEF” WP, keI SEHNEME, g5 R T7E4.

3. CA T RAHIHKINNKER TZEZNIET .

IR FE 2

1. BRESGUE B G, S48 — W2, Tk AEiE e, N R-—8 3 E % (SHA-1 8 MD5).

2. %W%ﬁ%CAmAﬁfﬁhﬁ%ﬁ%%ﬁ

3. M R (1 47 AN AL R AT LR W RIX PN ULAC, BelcE el CA 4458, ki
BN T AR ) S8 B L
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KikJi (CA) @
1. CA 1l MD5 s SHA-1 HO ST M AT 1528 i 2. WEA <— O —|
2. CA (FIELALA IR TE A, 45 SRH R M54, WIS
4 B, (MD5 £{ SHA-1)
3. CA 4 HHFIE I ARS8 B IIE .
o~ | mEB

(2)  CAMRL Y

1. B AL MDS 2t SHA-1 AZEF5 /1 i 22 A Pt ©
2%%%%%0A%?ﬁ%%%ﬁf?%%zﬂﬁ ; WA n -
3 BUCEANE A S B ATICH. MBI, Sl 3wk L

I (MD5 & SHA-1)
ia % B

(2) cA fATFEH

£ IKE 215, WS 538 Z AR EU 2828 M SR R AR W AL, BUR AR 2 4
o RIETIAN CAUEPA KA E, e N 1P B g o K B A
o ZHBFEAM CAKIRATE FAAEYIR, MR AT KA TE | A PR .
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®2E AABPEBEBA PKI

ARifs “RTPEPIAE " (PKI) 297, BIHAAT AT P AR T KGR 2 IR G . ERAEEB R aER, A6
PREZCUIER] CA HIESAE ( OREAHIUE A A 0145 CA SRAARAIR ) CA TR ).

A {5 PKI JZIk - CA 1, ROOT CA |
Certificate
H%% CA 1t F 2% CA. &
T4 CA ittt ca | ca e :
AHLE T RIS CA. Qertificate Certificate Eertificate
a ﬁ [] m [ m i
LOCAL ca | ca |
Eertificate Eertificate Eertificate
.ﬁ i ﬁ (]
=
) A b N T 38 LOCAL LOCAL LOCAL
AT AT ED . ertificate ertificate ertificate
Qo Q= L+
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$£2E NFEHEFHA PKI

WIRAE— mW$@ﬁ%ﬁ% MHZH LA HEH E S CA B, 7EiZEHN, \7CAEmI¢Eﬁ#%@ﬁ% 1
%W@m b e A B R TRES by — CA RN A L (w, A A O CA B —4 ik i L) ASHur 45, )
XA CA REFFRA XGIE T B, ARATTFEAS X T IBR . FELE LT, PKI £ W*?L@WT%ELWO

CA g - A CAl# -B
CA L CA |
Eertificate - - Eertificate
ﬁ L TXEE:E' jﬁ &
FECGEAT LOCAL LOCAL LOCAL
Eertificate Eertificate Eertificate Certificate
Q= - Q= =

H1 771X 48 CA M ELAIHEAT T A8 XAIE, CA B A TP /] 55 CA B B
AR kS A FCIE 5 M 0

RITAERISER], w2006 PKI JEATiE & BRIt . ik 2]k Her, NetScreen ScreenOS i 7 DL R TA4F -

1. GUEIEF RGN, AT [ R E YIRS

2. T SCARSCE R AEE R — B A TS
( PKCS10 3214 ),

, DB 2] “UE T UENLIM 7 (CA), BEATIE A M
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E2E NAFHPAEXRBEK PKI

3. WHEREAHAER (CA R ) KAFFHRuN 5% (CRL) gk & %4
B nl R e R e RiEr CRL IR [l F . ¢ T CRL MITEAI{E R, S5 21 10 Biy “UFHM CRL” .
4. #T IPSec ilIE AR UEIE 1514
5. FRAE PKIEIREERI ) @ik )\ CA 2B LA IR 15 B AR BRI
6. SCkF PKCS #7 @ brfk, W] NetScreen ¥ # fig#%52 X.509 i 15 & PKCS #7 45y 3 {u¥) CRL®. PKCS
g E%ffwm PKI 5K, VAL ZA X.509 UE15. IUTE, APk PKIBCE A [ AEAERTA W AT 1 CA $2
7. @R LDAP 8} HTTP (W7E4k CRL 1%

1. “UEPBRRBIR 7 EFRAE CRL. R R CRL IN# %) NetScreen ¥ &, {HAWARELEINEE X HH T & E .
2. NetScreen SZfif % 7 T 717 K/ PKCS #7 SCF.
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£2E AFEAZEHEA IE$ 1 CRL

WEF FA CRL

b Aot —Fr U720, ORI PSR =T R AR U, BB Ui “UE BRI 7 (CA). AR
CA JIR g5 #5 uf Y. CA® B B CIALSE (FEBbIBUL T, %ok B 2l CA ) A JHAE . A AT CA, &
M ZHRAR, AREC CA 1 CRL IR S5 as Atk ( DASEIRAFUE TS SR BRH FIK ), IFSREGEACA NAEAS B I e s B4
B BREACKH CAR, m&AATHHEILHE .

YEE 1 ScreenOS S/ Tk il M B 77 (AV) FFIEIS AP IRZ #5471 “HERM 7 (D) ZidiX] REH RS #549
1T CA TF 1. B A F MG AR A T IE 5, iE S5 4-85 W 1T “/3 A B #2477 7 o A
CREZFTI” AT R RS 25T 1 G, 15 2 g 5 4-132 L1 “I i R RS- 75 o

PR FENT 24 VPN JEFE I F AR TR M AR U, A2 84T DL H A -
e {F NetScreen %5 AR, K H S CA LLSREUAS AUE (B H BT i) AET ), IR e+ n
#: %1 NetScreen #+% I
o FREUEAAN NIET ) CA ) CA RS (T E AR & KAEE N CAKIS4)), I H % F] NetScreen w4+ .
A FEPATIATSS, Bfd i« i BAE By i 7 (SCEP) K A 3h#H4T .
o IMRZIFPBAUEUEHE A A (CDP) ¥4, i HAREE N LDAP 5 HTTP H#k R CRL, Wn FahtR
CRL, Jf#H nak 3| NetScreen %44 .
ARG, HLAFEE LR RN IR . R REE B, BB E B AN, ) RE A E BN IE
o AIAEARHLSE AGIE PR AIGIE R BE ( SEAZIRBIMM R TT % ), BiE 2% CA ) CRL ( Wighi R, & st H
(AT HS) ) (1) B el 4% CA ¢ B ) Sie 4y B TR) TR) B 1 3 4E 2615 ) 1t CRL ).

3. NetScreen % #7LL I CA: Baltimore. Entrust. Microsoft. Netscape. RSA Keon i1 Verisign.
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£2E AFEAZEHEA IE$ 1 CRL

FHIREGER
BAEF F8) 5 R B B e, Wb 2iida LR T 5¢ B LT 45
1. HEEATF I RAT T .
2. ST,
3. KEHIERRAZRIPTIE CA.
W EIEP )G, S CAEH ik s NetScreen ¥ &+ .
MAEEINA R T Iy @ LRI
*  NetScreen W& NIAMUEY), X REANEE ERLEE AR
o CAIER (HATFEH ), HRIUEXEETT HUE+
o WUR UEHHEHAIR” (CRL) fAHAE CAE-R Ul CRL M E JE R MAE

W B e (IR SCFl s R Y R4 cer, T CRL IEW AV EA o) &, HLUFERGE i Bk e n
Fl| NetScreen 7.

s

TER 1 WIRIT I AEST T MK 2828 PKCS10 XA LUSKFFE 19, AT IEWHHLE NetScreen 2, BFFELFEL F 4
EHE G RIE TS DA% & T DNS JRE-#A14 DNS [R%5#%, HH54E SMTP R%- #5117 R fFH1 ) 1%

4. CAIETAIEEWH —A> CRL, H H 47k 7E NetScreen il . ) ifiiit, CA LT A e &7 fE7E CA HIBdF 1Y) CRL ¥) CRL URL (LDAP % HTTP).
T A S B R TV 3R 1S CRL, HI7E NetScreen ¥4 T-5h#ii A CRL URL HIBk48 IR 28V B, fI5s 28 W LK) “yufl : i CRL " hinik.
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E2E XAFAEBA IEF#1 CRL

S5l : FAMEH B

HIEIEF5 I,  NetScreen et B PIX . ATFEPIGIFAEHET, JF HEAGIFEIN CA WE R EU 2538 1) A ik
Forrs

NI, 224 B b inAAE e E Santa Clara (1) NetScreen Technologies JT & #1#) Michael Zhang A= i 5 Hi
BEE T8 4 1P Huhik >4 10.10.5.44 ¥) NetScreen % - ff [ . & #5457 NetScreen 2% 1 i HL 7 HIEfK5 17 >k K 1% 3] 2
AT B IAS admin@netscreen.com. ARG, AT ER UK IGIE SR AL IR B CA SE o5 99 3 o fraiE 1 i
ARFB T SEREMIE RN, CA A T MR AR D A ik [P] 2 A i L

TER: AR UF T I, i (D28 B T RN £, HHF 05 I 4 7 H4e T NetScreen i 4. (4142 NetScreen
i a5 17- NSRP ZEFE 1, JIHEHE B BRTPE . FHEE, FZS07 8-17 W LN “FEHEW 7. )

WebUI
1. ERER
Objects > Certificates > New: fit N\LL TN %, 2R i Generate:

Name: Michael Zhang
Phone: 408-730-6000
Unit/Department: Development
Organization: NetScreen Technologies
County/Locality: Santa Clara
State: CA
Country: US
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E2E XAFAEBA IEH#0 CRL

E-mail: mzhang@netscreen.com®
IP Address: 10.10.5.44
Write to file: (i£#¢ )
RSA: (i£$)
Create new key pair of 1024 ° length: (%E$% )
NetScreen 4: 1t PKCS #10 i, Ff4rnfEalid i sk AR b S, AR F 2 b, sl i sk
TEMPH” (SCEP) B3N
%#% E-mail to %37, %A admin@netscreen.com, )5 OK'.
2. EPRIE
ZARE M AT TFZ I R A2, DO HEEANSCANE, HACHESCARRERE S E3. ( FFRT
“---—-BEGIN CERTIFICATE REQUEST--—--", % T* “-—-END CERTIFICATE REQUEST-—-"". )
WIa, ZRE RO CA Wl FRUES HiE U], 2, K PKCS #10 UG I 213 4 i) 7B
3. EPERE

A GUE R IR CAWEIRE I, KL R 16 . K A I BSOS R, FEARAF RIS 1) Ak (B
Ja e imit WebUI gk 2] NetScreen ¥ £ ), Sifrfr2I TFTP k44 (btj5EE CLI hn#k ).

5. HLE CA RLZFFE P FIE bk o RAEAMAE S E T AVE RS d TRk, 1R A shA&XT 7L S NetScreen W44 1N, whi ANBERE: fa 7 M4kl FH
VEAHE IKE (RIS M 232080 ) ID. ATSCH S8 A i 3k 44 (WERAEARMIE i ), 2% 1# local ID Bt =¥, NetScreen W& BARS N R (I
hostname.domainname ( 144 . 4% ). W AT ESIAXTET7H local ID, NWZE peer ID 7B+, i IPSec il 7 — i e 4 HIXT45T5
hostname.domainname.

6. 1H 1024 5 S PIRT ALK . R H SSL MAEH (B 1A% 3-7 W LI “%aEEFE" ), HHIAEH Web 322 FF ALK .
7. AL, BE B4 SMTP Bk SSBCE T IP itk : set admin mail server-name { jp_addr | dom_name }.
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E2E XAFAEBA IEH#0 CRL

1. EREK
set pki x509 dn country-name US
set pki %509 dn email mzhang@netscreen.com
set pki x509 dn ip 10.10.5.44
set pki x509 dn local-name “Santa Clara”
set pki %509 dn name “Michael Zhang”
set pki x509 dn org-name “NetScreen Technologies
set pki x509 dn org-unit-name Development
set pki x509 phone 408-730-6000
set pki x509 dn state-name CA

”

set pki x509 default send-to admin@netscreen.com’
exec pki rsa new-key 1024

T8 T IR A TS B & 3% 3] admin@netscreen.com.

2. PRI
CREH AT IFR SR B N A, ORI SORNE, (AAEE ORI A (AT
e BEGIN CERTIFICATE REQUEST----- Y R e END CERTIFICATE REQUEST----- 7o)
NG, Z AR CA Wl IR i wi ], TN, K PKCS #10 TR I I 1 115 B

3. EPERE

A GUE R IR CAWEIRE I, KL R A6 . K A I BSOS R, FEARAF RIS 1) Ak (B
Ja it WebUI gk 2] NetScreen ¥ £ ), Sifrfr2I TFTP k44 (b5 @ CLI hn#k ).

8. FH L FHRfE AL, E B4 SMTP RS #SBLE T IP Hullk : set admin mail server-name { ijp_addr | dom_name }.

NetScreen #2531l - 5 5 % : VPN 25



E2E XAFAEBA IEH#0 CRL

sefdl : AnkEFFA CRL
CA IR PILL =43, BUn#k 2] NetScreen %4 :
« CAIET, % CAMATF#H
o HEAMHLEAMIER (KA TTED)
e CRL, #/Hi# CA BN MBFTAUED
X WebUl J541, B30 a3 T8 BE 51 ARk 44 Ci\certs\ns (K H k. X} CLIJuf], F# 7T IP itk
198.168.1.5 1) TFTP k%545 i TFTP # H 3%,

JYERL : /1] ScreenOS 2.5 Bk A HI & 119 NetScreen 14 ( CAI5IEHI R L) X FFMAIAIT CA W#Z 1A il 17

A8 B An AT N #9544 4 auth.cer (CA 3iE-3) F11 local.cer (481128 T80 IAE S, BLA 4 4 distrust.crl /] CRL

3AE
WebUI

1. Objects > Certificates: #%£#% Load Cert, #XJ5 .ili Browse.
2. $k# Ci\certs H%, &+ auth.cer, XJ5H.ii Open.
H kg2 k4 (C:\certs\ns\auth.cer) @757 File Browse 7B .
3. i Load.
hn# 7 auth.cer WE45 4.
4. Objects > Certificates: 1% Load Cert, #A)5 4. Browse.
5. #3 C:\certs H3, %+ local.cer, X5 Open.
H sk 12 M F 4 (C:\certs\ns\local.cer) @7~ 7F File Browse 7Bt .

NetScreen #2531l - 5 5 % : VPN
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E2E XAFAEBA IEH#0 CRL

6. il Load.
In# 7 auth.cer iE45 A«
7. Objects > Certificates: £ Load CRL, #&/J5#.i; Browse.
k%) C:\certs H%, iE£#% distrust.crl, 2% i Open.
9. Hili Load.
In#k T distrust.crl CRL (1

©

CLI

exec pki x509 tftp 198.168.1.5 cert—-name auth.cer
exec pki x509 tftp 198.168.1.5 cert-name local.cer
exec pki x509 tftp 198.168.1.5 crl-name distrust.crl
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E2E XAFAEBA IEF#1 CRL

Sefhl: Bc& CRLixE

A MBI AT, Z5E/E CRL FIER, &F IKE A AR IE B2 SR 2. Witk CA IE 1556 b I
CRL, Jf H AR IN#k %) NetScreen ¥ /%, W) NetScreen # %2 34itiliif LDAP =% HTTP® CRL £ (£ CAIEF W
58X ) K& CRL. WAL CAUEF A E X URL Hilih, NetScreen 423l H k1% CA iF P& ML IRS #41K URL.
WA R CA IEF %E X CRL URL, NetScreen #+5<x5] H 4 CRL URL #ulik 1) CRL IR45 2%,

YER: W#E CRL i1, 11t/ ScreenOS 2.5 K kA K2 11X CRL #1735 190 2. A&, 2%1f CRL iF 1572
20 NetScreen 45 119221

EAGIF, SElCE Entrust CA IS4, DA REA CRL, Jyik @GR sl 2.2.2.121 1) LDAP k445, Jf#rdk
CRL . SRJGHCE B IEPBIAE R E, LUMEAER b4 10.1.1.200 1A H 1) LDAP 4528, J8: Kk & CRL,

JER : Entrust CA iF 151194 5/ (IDX) 529 1. ZE&r & )1# 7 NetScreen 45 /17776 CA Ll 13195 7] 5517, 151t
HLLF CLI @ : get pki x509 list ca-cert .

WebUI
Objects > Certificates (Show: CA) > Server Settings ( %} T NetScreen ): #iALL F A%, K55k OK:
X509 Cert_Path Validation Level: Full

CRL Settings:

URL Address: Idap:///CN=Entrust, CN=en2001,CN=PublicKeyServices,
CN=Services,CN=Configuration,DC=EN2001,DC=com?CertificateRevocat
ionList?base?objectclass=CRLDistributionPoint

LDAP Server: 2.2.2.121
Refresh Frequency: Daily

9. X509 i $H1) CRL 43 i 547 JE4 (.cdp) AT L& HTTP URL 5 LDAP URL.
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Objects > Certificates > Default Cert Validation Settings: i ALL F N %, KRG 8d; OK:
X509 Certificate Path Validation Level: Full
Certificate Revocation Settings:
Check Method: CRL

URL Address: Idap:///CN=NetScreen,CN=safecert, CN=PublicKeyServices,
CN=Services,CN=Configuration,DC=SAFECERT,DC=com?CertificateRev
ocationList?base?objectclass=CRLDistributionPoint

LDAP Server: 10.1.1.200

CLI

set pki authority 1 cert-path full

set pki authority 1 cert-status crl url “ldap:///CN=Entrust,CN=en2001,
CN=PublicKeyServices,CN=Services,CN=Configuration, DC=EN2000, DC=com?Certific
ateRevocationList?base?objectclass=CRLDistributionPoint”

set pki authority 1 cert-status crl server-name 2.2.2.121

set pki authority 1 cert-status crl refresh daily

set pki authority default cert-path full

set pki authority default cert-status crl url “ldap:///CN=NetScreen,
CN=safecert,CN=PublicKeyServices,CN=Services,CN=Configuration, DC=SAFECERT,
DC=com?CertificateRevocationList?base?objectclass=CRLDistributionPoint”

set pki authority default cert-status crl server-name 10.1.1.200

set pki authority default cert-status crl refresh daily

save
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£2E AFEAZEHEA IE$ 1 CRL

B 3R BV HIEH
SN 24 VPN ERR AL A e Ul ok S8 bR iR, A2 IEAT LU R4
o RIETE MNP IRGA NUEBIEBHRBAI (CA) UETS, SR J5H1% CA UET N4k 3] NetScreen &
MIERTCaem# ;7 CA IEBH) CA HERBURHIE (R Prci M NIES ), RS RZAHIE 5 N2 2
NetScreen i # . W FahHATIAESS, BUEH] “fRIPAESEM ML (SCEP) Kk Hah#AT .

133 G AS M UL A5 IR 5 VAT ZORIEAEUE P I 2 BB B, i I Rl e G, BELEd IR0 b 0%, Wi A
2Tk

YEBL 1 1E/] SCEP Z jij, WAIRATLL FIFS:
o HIEILIH DNS ( 24055 2-511 J L) “H5 ZZ 5157 ).
o WERZIH( S/ 2-557 W 1) “FZHEH” ).

% NetScreen ##45 M THL 5 IS . ( 4152 NetScreen #7474 NSRP 71, WHER S B THLE .
GG, 1S5 8-17 W L/ “ZEHELER . )
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Seffl : BENERHIE
A, A5k FIEARIES . EH7 A Verisign CA ) “faj il i il ” (SCEP). & &ELL T CA W HE :
o SERLIEHEKATIAE
«  RA CGI: http://ipsec.verisign.com/cgi-bin/pkiclient.exe
CA CGI: http://ipsec.verisign.com/cgi-bin/pkiclient.exe
o HIMIA CA LB EEEE
« CAID, ¥riR SCEP R%5#%, Hrb Verisign SCEP Jik45%e{#i /1444, Il netscreen.com ¥ Verisign 2 5t 2\
WE I
. R
o BT ABNIEBR (B I ARH)
ﬁ%iﬁk RSA ZHXF, $&5E 1024 AL B HKE, JE9Iah1k SCEP #:1F, LMER Lk CA & M Verisign CA HIEA
U4y
] WebUI Itf, #4851 CA E+H . fFH CLI I, #% %51 (IDX) 551 CAiEH. fE4A%H, Verisign CA & 5|

Fh 17, BEE CAIUEPHRIS, AL N4 - get pki x509 list ca-cert. #iiH P 7% SR BAMER KRGS
F1ID number. i FR55, HHAEGS TSI H CAUEBRAFHZRS .

10. X PIZE IS5 dskeiid, “IH] I CFZ 117 (CGI) SR ) HE A3 B S R e AR WOR MBI AR HE 775 . CGIL & “ B SCAALA ML (HTTP) B)—i . B
AEAE RA, MUA70455E RA CGl 42, W2k RA AMrft, (A8 CA CGI #75E FI1H.
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WebUI
1. CARZSHEE
Objects > Certificates > Show CA > Server Settings ( X} T- Verisign ): #IALL F N2, K5 Hd OK:
X509 certificate path validation level: Full
SCEP Settings:

RA CGl: http://ipsec.verisigncom/cgi-bin/pkiclient.exe
CA CGil: http://ipsec.verisigncom/cgi-bin/pkiclient.exe

> Advanced: I A LA T s B, SRJ5Hidh Return, i&[HJEA “CA Setting
Servers” FC'E T :
Polling Interval: 30

Certificate Authentication: Auto
Certificate Renew: 14

2. AHIEFEHIF
Objects > Certificates > New: fit N\LL TN %, 2R i Generate:

Name: Michael Zhang
Phone: 408-730-6000
Unit/Department: Development
Organization: NetScreen Technologies
County/Locality: Santa Clara
State: CA
Country: US
Email: mzhang@netscreen.com
IP Address: 10.10.5.44

Create new key pair of 1024"" length: (i%#¢)
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K get pki x509 pkecs CLI 174, i NetScreen ¥ #5/E i PKCS #10 U, #RJGHAT LU #54%

ik PKCS #10 1UE45 B 3CPF 2] — A’ 7 iR b
B He PR Ar 2 AL
FOBZICAERISCHy “ T PAEBEN M (SCEP) 15 CA, LLESEM .

3. BzhiEs
% £ Automatically enroll to £, it$ Existing CA server settings % 10, #X )5 M T 4z 41 % vf ik $%
Verisign.

W5 Verisign B&R, B EUE G S A0 T D AE A TR RO IE P B T, A RE R EAE

CLI

1. CARSHRKE

set
set

set

set
set

pki authority 1 cert-path full

pki authority 1 scep ca-cgi “http://ipsec.verisign.com/cgi-bin
/pkiclient.exe” "’

pki authority 1 scep ra-cgi “http://ipsec.verisign.com/cgi-bin
/pkiclient.exe”"’

pki authority 1 scep polling-int 30

pki authority 1 scep renew-start 14

11. {8 1024 $5 BB AR M K. R SSL 1iE1, HHIAER Web a8 S REHA7 K
12, WIS AU, “TEIMSCE I (CGI) JEHg I H i A% i 2 NI R e MR P18l i bs#E 5. CGIL2 “HBSCARE " (HTTP) #—#85r .
13. BMEAAELE RA, tZiidize RA CGI #ft. Wk RA AfEAE, fliIh CA CGI f&5EHfH.
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2. ARMiEREHIE

set
set
set
set
set
set
set
set
set

exec pki rsa

3. BHahEM

pki
pki
pki
pki
pki
pki
pki
pki
pki

x509
x509
x509
x509
x509
x509
x509
x509
x509

dn country-name US

dn email mzhang@netscreen.com

dn ip 10.10.5.44

dn local-name “Santa Clara”

dn name “Michael Zhang”

dn org-name “NetScreen Technologies”
dn org-unit-name Development

phone 408-730-6000

dn state—-name CA

new 1024

exec pki x509 scep 1
WMAE M CA HIEREE —MIES, SHIl— MR, B7n CAUEBIIREUE. ©5 CABKR, LIfiAH A

IERAE) CAAIET .
W5 Verisign BCAR, KR HUESS Bl & A0AAT] o A AHE AT R BO IR+ Hi i )5

BEIEH B

"5 Ml NetScreen ¥+, LLEZ)E#HEN SCEP (i $LuE ol ) SRAGHJIET . LDl Bef & 1E NetScreen %

ERREEET, A EEE . R, JEIE AR, A B TR LE R RUE T

i A AT

TESRAE T U N2 LD RE . W] LABC'E NetScreen ¥, LMEAEUE T 2 EART B 3) A& K B BrE 1 . o] LAEH H WECR
SRR EUCRBEE B IA], ik NetScreen ¥ £ 76 UE5 2 HA T A2 UE 1 50 Bl k. W WEEANIE B E A AR, Bk
NetScreen 4% ) 5 5551 T A UE P .
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E2E XAFAEBA IEH#0 CRL

THRILDIREIE R 21T, NetScreen ##s W fet% vjin) SCEP k454, JF HAEE B MA], /& NetScreen ¥+ Fib
WAFAEIETS o 1 H, S IBEIE R 1817, Rk D R R ATIE TS B CA AT LAPAT LA R #5845

o SCRFESHHELE T A .

o IR[FAAFIK DN (047 ). )i, CA ANREBHUFHEA H K 14 FR AT SubjectAltName i€ 44 .
XHETAT SCEP UL EREEMIESS, fnl LS AAEH] SCEP k45 B3l B vhfe

ZEA T AR

NetScreen 15 #1547 H PRAT TISE A2 B2 8H o T AR B 1) 3 B IR B e T e a8 B IR B E L #E . NetScreen
W AR HE AR A B — AN, NI AT LAy B 9 (R 2 Bk SE W IE 1 . AR s A I L R e N A,
h TN, WA AR T AN . 5 NetScreen 4 — I H KB IIET, MIMEM 522540, WInThEss
FH 5e P56 28 I 28 8, IF RIS AN BB IO E SR Bl AR i 4H . FERX PG D0 R, BB 10 A2 ok B2 T BE 4 52 )
NetScreen 251 fE. JUHIEAE HA (=il HE ) BA55H,  NetScreen ¥ & 1 BE IR W RS KA #1708l

NetScreen ¥ TG MU 3 P BCR IR e B A7 RPEAIME R, 1521 NetScreen ™ i I W] 45
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£2E AFEAZEHEA £/ OCSP B E

{EH OCSP Mk E

24 NetScreen 45T —AME FHUE P EEAERS, 3G UFTZUE 5 1A RO i AR T, R PO AE R R oL FE b ] e &A%
KT KA UE TR R B2 5 V2 i FUE PR 412 (CRL). “AEZRIETRIRSTML” (OCSP) & — A ik TR A
Be¥rik. OCSP mJ it SGiE P EE R, JFae AR E R 197 NP ARR SR A

NetScreen 41l [] OCSP I}, #Frk OCSP 2/ (iR T )o %% S HLAILIAF G K BIFR A OCSP M7/ 77 1t
4545 %% . ScreenOS 37 #F RSA Keon il Verisign {1 OCSP Wi J5 ™. % 5 HLIIE SR A0 & B 2 (RE kR i
DAZIAE NG T B R BEAZ U3 OCSP M 7 IR B 2 J5, NetScreen ¥ & A Re A T/EE OCSP #:1F .

RN KI5, OCSP My i 7 B AIE B IFPRSE S TH, RG24k A IR P14y NetScreen %% OCSP I 1Y J5 1)1
I ALFEIE T RS . WINTT PR BLAZ M N A S TR] TRIBE o BR AR W — 48 ., AU, e ) 7 i
Wi [N 7 FAA S AR 2 B M N . NetScreen ¢ #1845 FH M N 77 FRIIE 5 56 1E i . 75 85 44 (A R o T 1 7 FROAIE 45 1T BE ik
A OCSP miN, sREAHAFfEIFAE OCSP it B R . WAL BAEAMAAAE, 15 LR v &35 2 A HAZE A IAE T .

set pki authority id numl cert-status ocsp cert-verify id id numZ2
id_num1 IRA KA CEAEIE I CAUES, 11 id_num?2 Y25 % 4% FH R 5 IE OCSP Wi 3 25 44 1) A< i A7 A 1 3iE

i%ﬂﬁ&ﬁﬁﬁiﬁ%ﬂiﬁﬁ)\ OCSP i W 8 & fEA A7 £, W) NetScreen 4 i idt {i FH A A w3 I UEF5 1) CA GEFS
KIGAUFREA o

14, 73t 2 KRERE I FET, NetScreen &I T Valicert OCSP il 5 .
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£2E AFEAZEHEA f#F OCSP HIREKWE

ficE OCSP

Al i CLI %744 OCSP Jit & NetScreen ¥ . 2%% CLI iy AU R 569, KRN 2% URL 5 CA IEHEEE, 1)
fEHLLF CLI fiy4 k3R ID number:

get pki x509 list ca-cert

YEE 1 I CA iF 151/, NetScreen i 415 ID number 218577 Fi745 CA ilF 15, 15200F 1577t 7 2 240E number.

5 CRL g} OCSP
TR R CA BIE-BHS e RO K 7775 (CRL. OCSP. B FIX WA ), A LU T CLI i |

set pki authority id num cert-status revocation-check { CRL | OCSP | none }
Hrdr, id_num ZUEF RS
DAYl OCSP ki 2t

set pki authority 3 cert-status revocation-check ocsp
ID number 3 #1511 CA iE+ .

BEERTSREREMY
TR CA HIRGSHR A Jw e, e LR CLI TR
get pki authority id num cert-status
Hr, id_num £l CA RATIE BRG] 5 1.
BRI KA TUETS 7 (1) CA KRGS & JE Ik, 3 L Rk
get pki authority 7 cert-status
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}5E OCSP Mz 75 URL
B SERFERAE TS OCSP i 7 it URL 445, 8 UL~ CLI 38V -

set pki authority id num cert-status ocsp url url str

iR CA (HAEBAEZRS]I 5 W) ) OCSP miy J7 (http:\\192.168.10.10) ) URL 453, 1M H A~ CLI &k :
set pki authority 5 cert-status ocsp url http:\\192.168.10.10

FERUEP 5 1) CRL A4S #31 URL (http:\192.168.2.1), 1#1fi[H LL N Ev:
unset pki authority 5 cert-status ocsp url http:\\192.168.2.1

MiFRIR SR ER M
THBR CA (AT TR ) TR AR, AL R ik -

unset pki authority id num cert-status
SR S U 1 AR P HOE B e, A BL R

unset pki authority 1 cert-status
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VPN AN

Be'E VPN JEIEN, NetScreen $2fit Mijnaikril. RIEHC & PANEIE, W TIER . AT R A A EA I uh
s B3 L VPN FIEEAIERS VPN BB AT IE TN LAREIR, IR ZHIE ¢l il S e i (1 — el sl 22 st 4]

AT ) JG 28057 BAT PR S T SR AL T 2%t 1) VPN IS 2 (R AN ] o SRS, AT TS i T B ey NG T S
st i 2l il “ Aol IKE VPN BB B, DUAE B BTA Dy i i MBS AL B B . AN S 25 I/ 4 1 IS
FLEE N AR 28 K VPN LB
AFENHRE T
o 40 T B ik
— R 41 TR “uh Bk N s e I
— 3350 JU LR “4k'5 VPN 1EI”
o 3558 JUEY Ik T H AL TS s IE
o 3560 JU R R R E S VPN
o B67 R “HEIERCESY
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% 3 & VPN &N N S I

=\
JINZE 12E T

L& VPN I, 2500 SEAL ] R I 11t 22 P 2t BRAT OCHRA Diffie-Hellman 20 1E & SR FE 2 L WP s 535
R it 22 AR R R] P 5 AR~ 08 8 I il o AR5 9 2 B AN Ty 5 380056 i VPN JE T FNEE A (1) 485 VPN T8 IE P 5 1)
HBINE LI, IF UL ARSI AN A AL DA E

T DA TR HA PR 55— AN e R gl 2 A T A A o6t 5 33 2 VPN T8I (94 NetScreen #4600) ), &2 4414k 5 VPN J#iE
( M\ NetScreen-Remote VPN %5 )7 3] NetScreen W £ ). RUEIX I — ML IRIE, (H & PRI IE 7] (1) 22 518 42 25 5%
Wi HELE I A5 e I0 . DRI, DAV AN [R] R R SRR A 4 B IO

oS AT TTLHY o I

e 50 GTEM “4RS VPN T
et R ) O R A 2 S, T S B R S 0 e P A A A T B R A 4
A L B 5 Bl RERRP T J T J BEof Eh L S5 ANE T3 1

TR : BB AP E T E P 4 55, “Biaa it VPN 7 fllgs 5 5, “H5 VPN /7,
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% 3 & VPN JEN

-ﬁﬁll\\iulﬁll\\hu l—Iﬁ
P AR 00 B0 VPN LI, OAE T RS 00 S T 0 6 . WU 1 L ST R 4

YEB 1 ] E B FEH RN I 1 NetScreen # X HIHE T . H A AHT IPSec #5217 M, iS55 1 2,
“IPSec ”

) 1. BH i o
AT IKE . . o e e B FHhEY ?
|
2. #it
Aggressive 5 Main?
pp—— |
|
3. AIEZSAY - 6. IKE Diffie-Hellman 4 : 13. IPSec X :
UET3 B T4 2 18} 2 8¢ 57? ESP........ .. AH?
I—| |
4. YFFZEA . 14, fiis
RSA j‘z DSA? BB Bk LA ?
|
5. fii - - 7. IKE Jns Al Auth 532 : 15. ESP £ :
512 5% 768 5k 1024 = 20487 AES D%S o 3DES Nk %5 [Auth 5% Auth?
= L —
MDS5 2k SHA-17 16. A5 EL: 17. Auth 5535 -
AES X DES i, 3DES? MD5 5, SHA-1?
8. A<l IKE ID: 9. ;L#E IKE ID: 10. S [F] R A
IP #uhl 58 IP Hhuhl 5% 2 H?
U-FQDN % FQDN % ASN1-DN?  U-FQDN % FQDN 5 ASN1-DN? |
1. 584 1E AR

R ?

L

12. IPSec Diffie-Hellman 4 :

11k 2 5k 57

BB 1 - IKE ™% Bt 2 - VPN ifid
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1.

THTTE  BRE KE KFEHHH 2

B3 %48 IKE
— PSR S g, e T 2 Ak
F5h %

- HTHIK IKE [ &
— WHBRELIEIE R IKE PR AR

&3 : Aggressive = Main?
Aggressive
= HoA™ IPSec X471 1P M A S A R U S BT I, SR
Main
- REES O IR
— WS HPIAES (P bk B B T IAUER,  nf DS ik
TNIEZEE! M Z ZATIES ?
EH
— TR A UE A B (CA) BESS, Rbfe ft b it =2 1 w2 g (A 5E41E
B, WWZWH 2 %, “NIFPEHEEART )

el
C TR CATFRIILRLY (PKI), DR ST, S
JEF ZE A : RSA ¢ DSA?

FURER e T SCHEARIE 0 CA. IR [ 5 57 7T E b
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% 3 3= VPN EN

231

i

-
=

5. {i{€:512 3 768 = 1024 = 2048?
512
— A TR I A f D
768
—  PRAEEL 512 7 ) e A R
— A AEFRITAS L 1024 Fi 2048 47 1 5 /b
1024
—  PRELL 512 FI1 768 {7 5 I e A g
— AFAbFR IS L 2048 A7 [ D
2048
— Pt et
6. IKE Diffie-Hellman 2B : 1 8} 2 3} 5?

Diffie-Hellman 41 1

—  ffAEFE IS Diffie-Hellman 41 2 A1 5 )5 /b

— Ntk NetScreen A4 o4 (it (1) &b B &
Diffie-Hellman 4 2

— fi kb R4 L Diffie-Hellman 41 5 (¥ 5 /b

— {24t Diffie-Hellman #1 1 5 (1) % 4255 2%

— R NetScreen fifi {4 H AL () Ak #LT
Diffie-Hellman 41 5

— fRfitm s e s R
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231

i
=t

7.

IKE 1n%5FA Auth HJ% : AES 3} DES = 3DES & MD5 5k SHA-1?
AES

— WK AL, W EL DES 1 3DES [ 0% It 5 5

— Itk NetScreen i1 rp 2 £ ity A T 3

— AT “BRFRAE EALFEFRUE” (FIPS) F1 “38 I FrUE EALA” btk (2R HE N 25 5503
DES

— IS L 3DES 1 AES [ 5 /b

—  (EImFEXTEE A SCRE AES HHEH A
3DES

— PeMitLt DES & 1 s 2 55 24

— fintlt NetScreen fififf: F AL (1) Ak 3 5okt
MD5

— fFACFETTAY HE SHA-1 [ 2
SHA-1

— PItLE MD5 B S N e 4 2

—  FIPS #2 fiME—IAEF L
Rt IKE ID: IP bk (242 ) =k U-FQDN = FQDN = ASN1-DN?
IP Hhuhl:

—  AKHb NetScreen 5 BAERA IP Huhk i) A4 Gefd
—  AF P E R 4 IKE 1D
— 5 IP Huhik i BLE SubjectAltName #BtHr, W] SiE 0 &8
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% 3 3= VPN EN mE

£§}
i
=

U-FQDN

— WA (U-FQDN— HFHELEREE ): 20 % U-FQDN HELE SubjectAltName 7B, W]
5yt = s g suE i A 8

FQDN
— SEEOIEA (FQDN): 1% FQDN HHI# SubjectAltName FErb, W] 5 it =28 g sliiF Fic &
1

— HTHEAIE P Huhk K VPN K&
— il RSA & DSA iF P AER 4 IKE ID
ASN1-DN
—  HEe5UEPic &1 A
— 1E CA AR RATHIUEF Th ) SubjectAltName - Bt I 1A H
9. iZ#Z IKE ID: IP bt ( ER% ) = U-FQDN 3 FQDN = ASN1-DN?

IP Huhk
—  AF PR I X457 & NetScreen W 4G I, AR EHI T A IP kA5 77 2 IKE ID
— AT HAETHE IP k& &
— R IP Huhik U BLAE SubjectAltName F-BL R, T n] Tt = s g wlir B id &4
U-FQDN
— WA NE4 (U-FQDN— B IRk ): i U-FQDN HILZE SubjectAltName =Bt Tijn]
YL S s A ml e P e A4
FQDN
— AL (FQDN): 1 FQDN H I SubjectAltName 7B, N AJ 5 L =88 s nl ik P id &
15
— HTEEE P Hulk VPN &
— A FHE B UGE I B 2577 /& NetScreen %4, 72 N xfeE IKE ID
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£§}
i
=

% 3 3= VPN EN mE

ASN1-DN
— RS UE Pl A 1
— 1F CA AR EATIMUE S 11 SubjectAltName - Bt I 1R A H
10. REIMEE :
BHE?

p

— RVFRE AR EE O ASLTR SIS, BB RO A R B AR IPSec BN SEUK “H4:
k%7 (DoS) Hili

A~
]
— PRI R] e 2 A R B = A T I A [
1. TRIERFRE : B ?

y 3
— SERIEMRE (PFS): i T4 45 )57 AT 5 A Diffie-Hellman <c 4= e H T IPSec % / fil 55 (1354,
e LI 9 ) 22 2
e
— PR PRI

— fF “BrBt2” IPSec 1 ] b B4 5 D
12. IPSec Diffie-Hellman %H : 1 3§ 2 =} 5?

Diffie-Hellman 41 1
— fHFAbFEIFAS L Diffie-Hellman 41 2 #1 5 [ 5 /b
— itk NetScreen i1 2 £t ity A BRI 5
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Diffie-Hellman 4 2
—  ffikEFEITAS E Diffie-Hellman 41 5 (1) 56 /b
— $24tL Diffie-Hellman 41 1 5 (1) ¢ 455 2%
— itk NetScreen {1 $& (1t (1) b 23k 5
Diffie-Hellman 41 5
— it R I A
13. IPSec ¥ :
ESP =} AH?
ESP
— BT (ESP): M nE M2 4146 1P B a3 eyl vk, (Rl
— AR AR AN Bl R AR
AH

— NIFRSK (AH): 324N 1P BHAUGE, (U IPSec Sk FAMNT IP 43k
14. B3  BEREXHEFEER ?
WIERE
— WTRE TG P Ak, DRI T R E
AR
— 4T IPSec L) L2TP i 4y, e 75 m

ARSI e HE
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231

i

15.

16.

ESP J£In : An¥E sk A0 % /Auth 3 Auth?

I
—  SRAELLAE RN 7 AR SE AR R B A Ak BRI B 2D
— T EERHUE MR A ZSRYGIE B O

Bn% IAuth
— T EHUE P RTGIE 1

Auth

— HTHEAEAZSRIUHE RN O WVHE BAGE ORI, B E I B8k B AR AL E A,

DL AEAR S R A AT NN 2 e IR T

Nz &% ; AES =% DES 3 3DES?
AES

— R AN A, WIEL DES A1 3DES (1) s 1 5 i

— 0tk NetScreen fifif: i H2 £t ity A BRI 5

— JF (FIPS) il “Il FHAMUE EALA” FRyE (1 R% HE I 32
DES

— YL FE T4 3DES i1 AES [f 5 /b

—  FEEFEXIEE AR AES IR
3DES

— ettt DES o s & %54

— itk NetScreen i H2 £ ity A BRI 5
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17. Auth 7% : MD5 3} SHA-1?
MD5
— fELLPIITH L SHA-1 [ EE /D
SHA-1
S Mttt MD5 B v N 22 4255 2
i FR AR b ik, B IP M & NetScreen £ B I F sl md 213k 550 VPN JC &R i DL 414

ZH Ry
« A3 IKE « SERIEMRE (PFS) = &
o ERIA « “BrBt 2”7 Diffie-Hellman 4] 2
* 1024 {7iF 15 (RSA 5t DSA) o AL APET i (ESP)
« “KrB 1”7 Diffie-Hellman 4 2 o MIER
% = AES o I [ IAIE
* AIE = SHA-1 . % = AES
« IKE ID = IP #bhik (545 ) * AIE = SHA-1

o RO = 52
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% 3 & VPN JEN

%S VPN £
B E AT VPN il

BN, ZIAE I T RS R B U . RS A

PR EIA P

YEB 1 ] E G FE RN I 1 NetScreen # X HIHE T . H A AHT IPSec T =717 M, iS55 1 2,

“IPSec”

1. i
Aggressive B Main?
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5 B E 3k S VPN BB
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%45 BhmEiim VPN

iR EE R RER B E SR
bt 3 % VPN IR B IR B B B (4R, ML, B R ). AT VPN R = AN
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=18 ;R}—‘?_\‘ X =A%
Trust X Bt Y Untrust X B
tunnel.1, K45
Eth1 — Eth3, 1.1.1.1/24
10.1.1.1/24
m VAT |

'gtfl

T g | g )L‘lmui-!i
J/ L Eth1
Eth3, 2.2.2.2/24 10.2.2.1/24

tunnel.1, X&m's NAT

Untrust [X B ;‘iﬁ% Trust [X Bt

1. #QO-w£XMEE
R4y o8 ) 1) admin A BTG B A DL 68 B s B ORI e A X R IE R . [FRE, B ARy N T
admin i F DL 8 s 10 13 8 R G B 22 A X RIE IE 2 11
Ethernet3 ¥4 VPN 15 B A A0 n) 32 1 S I I8 5 — it &35 1 VPN A5 S0 F 28 FE Y 2%
Ethernet1 4bT NAT i, B EEAS admin 80T LA FTE WS ENL RS 1P Mk, 87, 445 BN Trust X
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Trust, 10.1.1.0/24 £ LAN __ 0 l { HIKM ‘ l _ LAN Trust, 10.2.2.0/24
Untrust, 10.1.1.0/24 Untrust, 10.2.2.0/24
B
ATl
2. bk

admin & XCHuhE, DL DU AE NS A sh g h g F . R 5020 A 1K) admin & AR I 36 R P DL B oR
fHihl . FIFE, A FN admin g DL B s il
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Trust X B ;"Z?‘a _ Untrust X Bt

tunnel.1, K45

Eth1 Eth3, 1.1.1.1/24
10.1.1.1/24\ / _
m VAT ’ -
Trust_LAN = H I == Trust LAN
Trust, 10.1.1.0/24 LAN LAN Trust, 10.2.2.0/24
R TEE : vpnt 5
Untrust, 10.1.1.0/24 J | . Untrust, 10.2.2.0/24
Eth3, 2.2.2.2/24 10.2.2.1/24
tunnel.1, K4 NAT
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3. VPN
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- H3EH IKE
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trust-vr Trust X B ;‘F}?‘_ _ Untrust [X B¢ trust-vr
Dst 10.2.2.0/24 SrAE] Dst 10.1.1.0/24
{fEH tunnel.1 \ i i i : A tunnel.1
Dst 0.0.0.0/0 tunnel.1, K5 Dst 0.0.0.0/0
filJ1] eth3 . 1Et1h11 o Eth3, 1.1.1.1/24 1] eth3
- - A
Trust_LAN = L ma oy ke e L == Trust LAN
Trust, 10.1.1.0/24 LAN -2%9—=> ——— o £ AN Trust, 10.2.2.0/24
/J\“ .ﬁiﬁ:vpn1 u(l
Untrust, 10.1.1.0/24 HNER R AL 2.2.2.250 / Eth1 | Untrust, 10.2.2.0/24
Eth3, 2.2.2.2/24 10.2.2.1/24
tunnel.1, K45 NAT
Untrust [X B - Oa Trust [X B

7AH

4. I¥H
BEAuh £ admin @20 22 /D WCE LR PN
— T EREAEH tunnel 1 FYIZFE LAN ik 045 BT i i e
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Y H] | AR
Untrust 10.1.1.0/24 B H|,H<m;;;4 ., 2.2.2.250 / / Eth1 | Untrust, 10.2.2.0/24
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5. kkﬁ%

FEANUE AU admin 52 SCRRVFIX AN 4328w (145 B IR S
—  FUVFM Trust X B “Trust_LAN” 2] Untrust X BRI € BB B AR08 AT R R K45 SR 0 Smes
— AV Untrust X B r) « 827 8“4 507 3 Trust KB “Trust, LAN” (AT AP A5 I 1) S g
P 3 [ S P PR B A 2 4 E B VPN 3838 vpn1 (1) tunnel.1, B, SEBSASTZES|H] VPN i,

NetScreen #5564 - 5 5 % : VPN 76



%45 shinBuhis VPN i Euh s VPN ECE
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Trust [X B
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3. 7E Trust Fl Untrust X B (1038 TH 5 o A AR R ze #2 v i (1) 1P il
4. AF trust-vr TN ) SIS B A R B E R N T 8 L ) R
5. BRSNS I 1) VPN A5 S B S
ELLR )7, P2 40 0 h1p8A24nG5. EE N2 5 # # A RSA E1s, I Entrust FIAEIEH B
(CA)o (HIFSREAINZAE BRFEE, WS 21 w L “UFBAICRL” . )
WebUl ( #=5)

1. #0O
Network > Interfaces > Edit ( Xf - ethernet1): S ALL F %, AR5 5d: Apply:
Zone Name: Trust

Static IP: ( IR IEPESLIE TN )
IP Address/Netmask: 10.1.1.1/24

WFELL N NEE, Rt OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T- ethernet3 ): #IALL F N2, K5 OK:
Zone Name: Untrust
Static IP: ( LN EFEILIE T )
IP Address/Netmask: 1.1.1.1/24
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Network > Interfaces > New Tunnel IF: B AL RN Z, RJ5HT OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)

Unnumbered: ( %+ )
Interface: ethernet3 (trust-vr)

2. bk

Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: Trust LAN
IP Address/Domain Name:

IP/Netmask: ( i&+¢ ), 10.1.1.0/24

Zone: Trust

Objects > Addresses > List > New: #i AL FAZE, X5 OK:
Address Name: Paris_Office
IP Address/Domain Name:

IP/Netmask: ( E+% ), 10.2.2.0/24
Zone: Untrust

3. VPN
VPNs > AutoKey Advanced > Gateway > New: #ii A LA F N2, SRJ5 Hiidi OK:
Gateway Name: To_Paris
Security Level: Custom

Remote Gateway Type:
Static IP Address: ( 1%£#f ), IP Address/Hostname: 2.2.2.2

NetScreen #2531l - 5 5 % : VPN

79



#£ 45 hmEihis VPN

s Eih s VPN BLE

=
>

it
ES}
g

Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3

> Advanced: T AL =g s, SRJ5 5l Return, R[FIJEA Gateway
PCEL L

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha

Mode (Initiator): Main ( ID Protection)
(5k)
IEH
Outgoing Interface: ethernet3

> Advanced: A LA T s s, A5 Hid Return, R[FIJEA Gateway
[

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Preferred certificate (optional)
Peer CA: Entrust

Peer Type: X509-SIG
VPNs > AutoKey IKE > New: i AL F N %%, SR i OK:

VPN Name: Tokyo_Paris

Security Level: Compatible
Remote Gateway:

NetScreen #2531l - 5 5 % : VPN

80



#£ 45 hmEihis VPN s Eih s VPN BLE

Predefined: ( i£#+% ), To_Paris

> Advanced: I AL T B, SRJ5Hd Return, R[FEIJEA “AutoKey
IKE” it & il :

Security Level: Compatible

Bind To: Tunnel Interface, tunnel.1

Proxy-ID: (14 )
Local IP/Netmask: 10.1.1.0/24
Remote IP/Netmask: 10.2.2.0/24
Service: ANY

4. BEH
Network > Routing > Routing Entries > trust-vr New: i AL NN %%, SR )59 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, 2R 5 i OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: ( £#%)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0
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5. REg

Policies > (From: Trust, To: Untrust) New: i ALL F %, RJE%d OK:

Policies > (From: Untrust, To: Trust) > New: % ALL RN %, AR5 %k OK:

Name: To Paris

Source Address: Trust_LAN
Destination Address: Paris_Office
Service: ANY

Action: Permit

Position at Top: (1£#%)

Name: From Paris

Source Address: Paris_Office
Destination Address: Trust LAN
Service: ANY

Action: Permit

Position at Top: (#%F% )
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WebUl ( B%2)

1. #0O
Network > Interfaces > Edit ( %f - ethernet1 ): #IALL FAZ, X5 5t Apply:
Zone Name: Trust
Static IP: ( PN EFEILIE T )
IP Address/Netmask: 10.2.2.1/24

EHLUTITNZ, REHTE OK:
Interface Mode: NAT
Network > Interfaces > Edit ( Xf T ethernet3 ): #i A LL FNZE, K5 ¥ OK:
Zone Name: Untrust
Static IP: ( BN EFEILIE T )
IP Address/Netmask: 2.2.2.2/24
Network > Interfaces > New Tunnel IF: B AL RN %, KRG HT OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)

Unnumbered: ( #£#% )
Interface: ethernet3 (trust-vr)

2. bk
Objects > Addresses > List > New: i AL F A%, SR #.d; OK:
Address Name: Trust LAN
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.2.2.0/24
Zone: Trust
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Objects > Addresses > List > New: #i A LU N A%, X5 i OK:
Address Name: Tokyo_Office
IP Address/Domain Name:

IP/Netmask: ( &+ ), 10.1.1.0/24
Zone: Untrust

3. VPN
VPNs > AutoKey Advanced > Gateway > New: #ii A LA NN ZE, SRJ5 Hiidi OK:
Gateway Name: To_Tokyo
Security Level: Custom

Remote Gateway Type:
Static IP Address: (1%£#% ), IP Address/Hostname: 1.1.1.1
7ﬁ/\§&jgﬁ
Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3
> Advanced: I AL T m i E, SRJ5 5 Return, R[FIFEA Gateway At
L
Security Level: Custom
Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha
Mode (Initiator): Main ( ID Protection)
(k)
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IE$

Outgoing Interface: ethernet3

> Advanced: A LA T s s, A5 Hidi Return, R[FIJEA Gateway
[N

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG

VPNs > AutoKey IKE > New: i AL F N %, SR )5 i OK:

Name: Paris_Tokyo
Security Level: Custom
Remote Gateway:
Predefined: ( 1+ ), To_Tokyo

> Advanced: BT AL N s, AAE Hid Return, IR[FIJEA “AutoKey
IKE” Tt & il :

Security Level: Compatible

Bind To: Tunnel Interface, tunnel.1

Proxy-ID: (&%)
Local IP/Netmask: 10.2.2.0/24
Remote IP/Netmask: 10.1.1.0/24
Service: ANY
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4. ¥H
Network > Routing > Routing Entries > trust-vr New: i AL F N %, K5 5d OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£#%)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
Network > Routing > Routing Entries > trust-vr New: % A\ DL F %, K5 #idi OK:
Network Address/Netmask: 10.1.1.0/24
Gateway: (#£F%)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0

5. TRER
Policies > (From: Trust, To: Untrust) New: i AL F N2, RJ5 8 OK:
Name: To Tokyo
Source Address:
Address Book Entry: ( £+ ), Trust_LAN
Destination Address:

Address Book Entry: ( £+ ), Tokyo_Office
Service: ANY

Action: Permit
Position at Top: ( 4% )
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Policies > (From: Untrust, To: Trust) New: i AL F N %, RJ5 8 OK:

Cll ( %)

1. &0

set
set
set

set
set

set
set

2. bk

interface
interface
interface

interface
interface

interface
interface

Name: From Tokyo
Source Address:

Address Book Entry: ( £+ ), Tokyo_Office
Destination Address:

Address Book Entry: (1£#f ), Trust_LAN
Service: ANY
Action: Permit

Position at Top: (#£F% )

ethernetl zone trust
ethernetl ip 10.1.1.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip 1.1.1.1/24

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

set address trust Trust LAN 10.1.1.0/24
set address untrust Paris Office 10.2.2.0/24
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set ike gateway To Paris address 2.2.2.2 main outgoing-interface ethernet3
preshare hlp8A§4nG5 proposal pre-g2-3des-sha

set vpn Tokyo Paris gateway To Paris sec-level compatible

set vpn Tokyo Paris bind interface tunnel.l

set vpn Tokyo Paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any

set ike gateway To Paris address 2.2.2.2 main outgoing-interface ethernet3
proposal rsa—g§—3des—sha

set ike gateway To Paris cert peer-ca 1°

set ike gateway To Paris cert peer-cert-type x509-sig

set vpn Tokyo Paris gateway To Paris sec-level compatible

set vpn Tokyo Paris bind interface tunnel.l

set vpn Tokyo Paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any

4. HBH

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 10.2.2.0/24 interface tunnel.l

5. KB
set policy top name “To Paris” from trust to untrust Trust LAN Paris Office any
permit B B
set policy top name “From Paris” from untrust to trust Paris Office Trust LAN
any permit B B
save

3. %1 /& CAID number. ZZTf# CA 1) ID number, iEfliFHEL Fir4 : get ike ca.
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Cll ( B%)

1. &0

set
set
set

set
set

set
set

2. bk

interface
interface
interface

interface
interface

interface
interface

ethernetl zone trust
ethernetl ip 10.2.2.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip 2.2.2.2/24

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

set address trust Trust LAN 10.2.2.0/24
set address untrust Tokyo Office 10.1.1.0/24

3. VPN

Mt =24

ike gateway To Tokyo address 1.1.1.1 main outgoing-interface ethernet3
preshare hlp8A24nG5 proposal pre-g2-3des-sha

set

set
set
set

(20)

vpn Paris
vpn Paris
vpn Paris

Tokyo gateway To Tokyo sec-level compatible
Tokyo bind interface tunnel.l
Tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any
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uEH
set

set
set
set
set
set

4. I¥H

ike

gateway To Tokyo address 1.1.1.1 main outgoing-interface ethernet3

proposal rsa-g2-3des-sha

ike
ike
vpn
vpn
vpn

gateway To Tokyo cert peer-ca 1

gateway To Tokyo cert peer-cert-type x509-sig

Paris Tokyo gateway To Tokyo sec-level compatible

Paris Tokyo bind interface tunnel.l

Paris Tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.l

5. REg

set policy top name “To Tokyo” from trust to untrust Trust LAN Tokyo Office any
permit

set policy top name “From Tokyo” from untrust to trust Tokyo Office Trust LAN

save

any permit
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efl ETFREEuL S Euh s VPN, B3h% %A IKE

EABIT, “ Az IKE” M A PSS s xRS (BIE P4 ), SRR AR Sy 28 =) 2Z 7] (2 4
R X T BB 17 M BB 27 g, b “BrBr 17 2148 E  pre-g2-3des-sha ik 5% 4H U VL EL
rsa-g2-3des-sha ik 15, Jf4 “BrB 2”7 e X “Compatible” $214E . Fr X BLARLE trust-vr

o

X B4 b S5 FAE 4 1
NetScreen % % P E .

X BERFR T 45 Ry £ R I
NetScreen ¥ % L& .

Sy

Untrust Untrust—Tﬂn Trust

X B X B X B

Untrust
X B

I Untrust-Tun
X B B

CANME:AN A
Untrust X B Untrust [X B
e eth3, 1.1.1.1/24 eth3, 2.2.2.2/24 e
Trust/lZPjE M 1.1.1.250 W 2.2.2.250 Trust [X B

eth1, 10.1.1.1/24 eth1, 10.2.2.1/24

FAF A TSNS “AutoKey IKE” ¥ E  “AutoKey IKE” i, HGLLTF A
1. B AXEN P Huk.
2. AR R e R i S AR AR B TSR H .
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3. SR M A AT B, I e P = H L Bk
4. Qg “AZEH IKE VPN,
5. BCEBIAMBE A HHA
6. I E M
ELL R, Pk 224 h1p8A24nG5. EE WIS H#H#CH RSA UETS, I Entrust FIAEUE HHEZBHLIL
(CA). (HFSRIAINEAEPHIE R, SR 21 70 B “UE4A1 CRL” . )
WebUI ( 5 )

1. %A
Network > Interfaces > Edit ( %} J* ethernet1 ): #IALL NN %, X5 i Apply:
Zone Name: Trust
Static IP: ( H IR L £ )
IP Address/Netmask: 10.1.1.1/24

WFELL N NE, R OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f T- ethernet3 ): #IALL F 2, K5 OK:
Zone Name: Untrust
Static IP: ( LN EFEILIE T )
IP Address/Netmask: 1.1.1.1/24
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2. Huik
Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: Trust LAN
IP Address/Domain Name:
IP/Netmask: ( £+ ), 10.1.1.0/24
Zone: Trust
Objects > Addresses > List > New: i ALL A ZE, RJ5 Hdi OK:
Address Name: Paris_Office
IP Address/Domain Name:
IP/Netmask: ( &£+ ), 10.2.2.0/24

Zone: Untrust
3. VPN

VPNs > AutoKey Advanced > Gateway > New: i A LL N2, K5 $id OK:
Gateway Name: To_Paris
Security Level: Custom
Remote Gateway Type:

Static IP Address: ( £#¥ ), IP Address/Hostname: 2.2.2.2

=N
>

it
Ex}
Nl

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3

> Advanced: fii A LL N R CE, ARG R OK iR [A[EEA Gateway FiC & It
Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha

Mode (Initiator): Main (ID Protection)
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(k)
IEH
Outgoing Interface: ethernet3
> Advanced: fii A LU s B, A5 Hih OK ik [FJEAS Gateway M it
Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Mode (Initiator): Main (ID Protection)
Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: #it AL F W%, SR )5 H.if OK:
VPN Name: Tokyo_Paris
Security Level: Compatible
Remote Gateway: Predefined: (i%£#% ), To_Paris
4. BEH
Network > Routing > Routing Entries > trust-vr New: i AL NN %%, SR )59 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£#%)
Interface: ethernet3

Gateway IP Address: 1.1.1.250
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5. REg

Policies > (From: Trust, To: Untrust) New: i ALL F %, RJE%d OK:

Name: To/From Paris
Source Address:

Address Book Entry: ( £#¢ ), Trust_LAN
Destination Address:

Address Book Entry: ( £+ ), Paris_Office
Service: ANY
Action: Tunnel
Tunnel VPN: Tokyo_Paris
Modify matching bidirectional VPN policy: ( i£#f )
Position at Top: (%% )
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WebUl ( B%2)

1. #0
Network > Interfaces > Edit ( %f - ethernet1 ): #iIALL FAZ, K55t Apply:
Zone Name: Trust
Static IP: ( PN EFEILIE T )
IP Address/Netmask: 10.2.2.1/24

WL P AR, AR5 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T- ethernet3 ): #IALL F 2, K5 OK:
Zone Name: Untrust
Static IP: ( PN EPEILIE T )
IP Address/Netmask: 2.2.2.2/24

2. bk

Objects > Addresses > List > New: i AL F A%, SR H.id; OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.2.2.0/24

Zone: Trust

Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: Tokyo Office
IP Address/Domain Name:

IP/Netmask: ( Z£F¢ ), 10.1.1.0/24
Zone: Untrust
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3. VPN

VPNs > AutoKey Advanced > Gateway > New: i A LL N2, K5 #id OK:
Gateway Name: To_Tokyo
Security Level: Custom
Remote Gateway Type:

Static IP Address: ( £$f ), IP Address/Hostname: 1.1.1.1

Mt =%5A
Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3
> Advanced: fii A LU s B, A5 Hifi Return, iR [FIJEA Gateway
[
Security Level: Custom
Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha
Mode (Initiator): Main ( ID Protection)
(k)
IEH

Outgoing Interface: ethernet3

> Advanced: ST AL =g s, AR5 5l Return, R[FIJEA Gateway
PC e L

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Mode (Initiator): Main ( ID Protection)
Preferred certificate (optional)

Peer CA: Entrust

Peer Type: X509-SIG
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VPNs > AutoKey IKE > New: #ii N LA F N %%, SR )5 i OK:
VPN Name: Paris_Tokyo

Security Level: Compatible

Remote Gateway: Predefined: ( #£#¢ ), To_Tokyo

4. B%H
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 il OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
5. TREX
Policies > (From: Trust, To: Untrust) New: it ALL RN %%, X5 i OK:
Name: To/From Tokyo
Source Address:

Address Book Entry: ( #£#f ), Trust_LAN
Destination Address:

Address Book Entry: ( £+ ), Tokyo_Office
Service: ANY
Action: Tunnel
Tunnel VPN: Paris_Tokyo
Modify matching bidirectional VPN policy: ( i%£+% )
Position at Top: ( 4% )
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Cll ( %)

1. &0

set
set
set

set
set

2. bk

set
set

3. VPN

interface ethernetl zone trust
interface ethernetl ip 10.1.1.1/24
interface ethernetl nat

interface ethernet3 zone untrust
interface ethernet3 ip 1.1.1.1/24

address trust Trust LAN 10.1.1.0/24
address untrust paris office 10.2.2.0/24

M=

set

ike gateway to paris address 2.2.2.2 main outgoing-interface ethernet3
preshare hlp8A24nGS proposal pre-g2-3des-sha

set vpn tokyo paris gateway to paris sec-level compatible

(=)

IEH

set ike gateway to paris address 2.2.2.2 main outgoing-interface ethernet3

set
set
set

proposal rsa-gZ2-3des-sha

ike gateway to paris cert peer-ca 1

ike gateway to paris cert peer-cert-type x509-sig

vpn tokyo paris gateway to paris sec-level compatible

4. U7 1% CAID number. % T f# CA () ID number, i LA R4 : getike ca.
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4. HH

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

5. REg

set policy top name “To/From Paris”
paris office any tunnel vpn tokyo paris
set policy top name “To/From Paris”
Trust LAN any tunnel vpn tokyo paris

save

Cll ( B%)

1. #0
set

set
set

set
set

2. bk

interface
interface
interface

interface
interface

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3

zone trust
ip 10.2.2.1/24
nat

zone untrust
ip 2.2.2.2/24

set address trust Trust LAN 10.2.2.0/24

set address untrust tokyo office 10.1.1.0/24

3. VPN

Mt =4

set i1ke gateway to tokyo address 1.1.1.1 main outgoing-interface ethernet3

preshare hlp8A24nG5 proposal pre-g2-3des-sha
set vpn paris tokyo gateway to tokyo sec-level compatible

(20)

from trust to untrust Trust LAN

from untrust to trust paris office
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IEH

set ike gateway to tokyo address 1.1.1.1 main outgoing-interface ethernet3
proposal rsa—g§—3des—sha

set 1ke gateway to tokyo cert peer-ca 1

set i1ke gateway to tokyo cert peer-cert-type x509-sig

set vpn paris tokyo gateway to tokyo tunnel proposal nopfs-esp-3des-sha

4. I%H
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
5. KBE

set policy top name “To/From Tokyo” from trust to untrust Trust LAN
tokyo office any tunnel vpn paris tokyo B

set policy top name “To/From Tokyo” from untrust to trust tokyo office
Trust LAN any tunnel vpn paris tokyo B

save
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Seffl . ETIRHE S EE S VPN, S5 E R

FEAGIH, “Ash#EY] IKE VPN IS UL s g ol — e (GEE P2 — 1 ), SRR AR st R 245 A w1
NetScreen & 452 [l [F) 224354 . A4 A W1 NetScreen #4511 Untrust [X B3 0BG H#A IP kb, HAE TSR
H PEAE AR S 1) ISP, it DHCP & Untrust [X B 4% 8240 IP bk, /T 2 A B2 NetScreen 1% 7% 2 A
Untrust X Bt e sthil, Kk VPN {5 Bt 0k B R 500 A w1 ENL @l )5, 5 B n Wizl iE 4T — il
it PrE AR Tunnel X BCERTE trust-vr 41,

X B b S5 M 1E L BE T
NetScreen % % ML E .

X B P S5 MITE AR 5t 11
NetScreen %45 L E .

AR

AR A
Untrust [X B AR
=y eth3 Fli 5% Untrust [X B gl
Trust X Bt H ISP 324 fic eth3, 2.2.2.2/24 Trust X &

eth1, 10.1.1.1/24 M C 2.2.2.250 eth1,10.2.2.1/24

SR CEZ AN SUBEE N
Tunnel.1 21.1.5 Tunnel.1
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P 412 h1p8A24nGS5. [ ¥EHI A2 15 % #i LU 1 EEUNLKS (CA) Verisign 343 T RSA GE13, i FLH8 T M
4l pmason@abc.com HILTE NetScreen-A _EFAMIE . (A XSRBOFMBIEBMFER, WSH% 21 50 R “iE
:F'Eﬂl CRL” )o Xﬂ—a: « IKJ/I\EX'L 1” %[] « IKJ/I\EX-L 27 ﬁéé&%u, ?E‘% “Izjl\EX-L 17 %ﬁ( ( Xﬁ?ﬁ%%%%ﬁﬁ?ﬁi% pre-92-3des-8ha’
XHIE45 % rsa-g2-3des-sha ) Jfxt “HirBt 27 ##f “Compatible” #Eis%k.

WebUl ( #57)
1. &0
Network > Interfaces > Edit ( %f T ethernet1 ): #IALL FNZE, K5 ¥ Apply:
Zone Name: Trust

Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 10.1.1.1/24

EPELL T A, AR5 Hd OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T ethernet3 ): #I A LL FNZE, K5 ¥ Apply:
Zone Name: Untrust

WALUN N, SRRl OK:

Obtain IP using DHCP: ( #%#% ) °
Network > Interfaces > New Tunnel IF: 5 AL F %, AR5 ¥d OK:

Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (trust-vr)

Unnumbered: ( #£#% )
Interface: ethernet3 (trust-vr)

5. Afigiliid WebUl fi55€ DHCP g5 &3 1P Husik, {Hidsd CLI AT LL,
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2. bk

Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: Trust LAN
IP Address/Domain Name:

IP/Netmask: ( i&+¢ ), 10.1.1.0/24

Zone: Trust

Objects > Addresses > List > New: i ALL A%, RJ5 i OK:
Address Name: Paris_Office
IP Address/Domain Name:

IP/Netmask: ( E+% ), 10.2.2.0/24
Zone: Untrust

3. VPN

VPNs > AutoKey Advanced > Gateway > New: #ij AL F N2, X5 Hiidi OK:
Gateway Name: To_Paris
Security Level: Custom

Remote Gateway Type:
Static IP Address: ( #£$% ), IP Address/Hostname: 2.2.2.2

=
>

it
£}
b

Preshared Key: h1p8A24nG5
Local ID: pmason@abc.com

Outgoing Interface: ethernet3
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> Advanced: i A LU N = E, SR)5Hih Return, R[EIJEA Gateway Hit
L

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha

Mode (Initiator): Aggressive
(5k)
IEH
Local ID: pmason@abc.com®

Outgoing Interface: ethernet3

> Advanced: I A LN T m i B, SRJ5 5 Return, R[FIFEA Gateway Bt
B

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG

6. U-FQDN “pmason@abc.com” 40 ELAEUE 1K) SubjectAltName 7Bt
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VPNs > AutoKey IKE > New: #ii AL F N2, &5 Hidi OK:
VPN Name: Tokyo_Paris
Security Level: Compatible
Remote Gateway:

Predefined: ( 1L+ ), To_Paris
> Advanced: fii AL N sk B, AR5 Hiifi Return, iR [FIJEA AutoKey IKE
PCEL L
Bind To: Tunnel Interface: (i£#f ), tunnel.1
Proxy-ID: ( i%£#%)
Local IP/Netmask: 10.1.1.0/24
Remote IP/Netmask: 10.2.2.0/24
Service: ANY
4. B&EH
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 il OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: 0.0.0.0’
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, K5 il OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: (i£Ff)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0

7. ISP i@it DHCP #h&$R ALK ¢ 1P Hudil.
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5. REg

Policies > (From: Trust, To: Untrust) New: 5 AL F N2, X5 8l OK:

Source Address:

Address Book Entry: ( #£#f ), Trust_LAN
Destination Address:

Address Book Entry: ( £+ ), Paris_Office
Service: Any
Action: Permit

Position at Top: (#£F% )

Policies > (From: Untrust, To: Trust) New: 5 ALL F N %S, X5 Hidi OK:

Source Address:

Address Book Entry: (i£#f ), Paris_Office
Destination Address:

Address Book Entry: ( £+ ), Trust_LAN
Service: Any
Action: Permit

Position at Top: (%% )
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WebUl ( B%2)

1. #0O
Network > Interfaces > Edit ( %f T- ethernet1 ): #IALL F A, K5 Apply:
Zone Name: Trust
Static IP: ( HH LR IEPESLIE TN )
IP Address/Netmask: 10.2.2.1/24

ERELLUNAE, AR5 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T- ethernet3 ): #IALL F 2, K5 OK:
Zone Name: Untrust
Static IP: ( IR IEPESLIE TN )
IP Address: 2.2.2.2/24

Network > Interfaces > New Tunnel IF: i ALL R A%, K581 OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Unnumbered: ( %+ )

Interface: ethernet3 (trust-vr)
2. bk

Objects > Addresses > List > New: i AL F A%, #RJ5 #.il; OK:
Address Name: Trust LAN
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.2.2.0/24
Zone: Trust
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Objects > Addresses > List > New: #i AL F A%, X5 i OK:
Address Name: Tokyo_Office
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.1.1.0/24
Zone: Untrust

3. VPN

VPNs > AutoKey Advanced > Gateway > New: i ALL F A%, SR )5 ¥ OK:
Gateway Name: To_Tokyo
Security Level: Custom
Remote Gateway Type:

Dynamic IP Address: ( i£$% ), Peer ID: pmason@abc.com

7ﬁ/\§&jgﬁ
Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3
> Advanced: HIALL T mgii s, A)5 5 Return, R[FIJEEA Gateway Bt
B
Security Level: Custom
Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha
Mode (Initiator): Aggressive
(k)
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IEH
Outgoing Interface: ethernet3

> Advanced: i A LN N = E, SR)5Hih Return, R[EIJEA Gateway Hit
B

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign

Peer Type: X509-SIG
VPNs > AutoKey IKE > New: #ii AL N2, K5 #idi OK:
VPN Name: Paris_Tokyo
Security Level: Compatible
Remote Gateway:

Predefined: ( 1£#+% ), To_Tokyo

> Advanced: BIALL T s s, A5 Hid Return, JR[FIJEA AutoKey IKE
(=W

Bind To: Tunnel Interface: (% ), tunnel.1
Proxy-ID: (&%)
Local IP/Netmask: 10.2.2.0/24

Remote IP / Netmask: 10.1.1.0/24
Service: ANY
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4. IKH
Network > Routing > Routing Entries > trust-vr New: i AL F %, K5 il OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (i£F%)
Interface: ethernet3
Gateway IP Address: ( £ ), 2.2.2.250
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 il OK:
Network Address/Netmask: 10.1.1.0/24
Gateway: ( £#%)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0
5. KB
Policies > (From: Trust, To: Untrust) New: i AL F N2, KRG 8d OK:
Source Address:
Address Book Entry: (1£#f ), Trust_LAN
Destination Address:
Address Book Entry: ( £+ ), Tokyo_Office
Service: Any
Action: Permit

Position at Top: (1£#¢)
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Policies > (From: Untrust, To: Trust) New: i AL F N %, RJ5 8 OK:

Source Address:

Address Book Entry: ( £+ ), Tokyo_Office
Destination Address:

Address Book Entry: ( £#¢ ), Trust_LAN
Service: Any

Action: Permit
Position at Top: (1£#¢)
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Cll ( =5

1. &0

set
set
set

set
set
set

set
set

2. bk

)

interface
interface
interface

interface
interface
interface

interface
interface

ethernetl zone trust
ethernetl ip 10.1.1.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 dhcp client
ethernet3 dhcp client settings server 1.1.1.5

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

set address trust Trust LAN 10.1.1.0/24
set address untrust Paris Office 10.2.2.0/24

3. VPN

M=

ike gateway To Paris address 2.2.2.2 aggressive local-id pmason@abc.com
outgoing-interface ethernet3 preshare hlp8A24nG5 proposal pre-g2-3des-sha

set

set
set
set

(20)

vpn Tokyo
vpn Tokyo
vpn Tokyo

Paris gateway To Paris tunnel sec-level compatible
Paris bind interface tunnel.l
Paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any
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IE$

set ike gateway To Paris address 2.2.2.2 aggressive local-id pmason@abc.com8

outgoing-interface ethernet3 proposal rsa-g2-3des-sha
set ike gateway To Paris cert peer-ca 1’
set ike gateway To Paris cert peer-cert-type x509-sig
set vpn Tokyo Paris gateway To Paris tunnel sec-level compatible
set vpn Tokyo Paris bind interface tunnel.l
set vpn Tokyo Paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any

4. I¥H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3"’
set vrouter trust-vr route 10.2.2.0/24 interface tunnel.l

5. REg

set policy top from trust to untrust Trust LAN Paris Office any permit
set policy top from untrust to trust Paris Office Trust LAN any permit
save

8. U-FQDN “pmason@abc.com” A7 BLTELE 45 (1) SubjectAltName B,
9. %% 1 /2 CAID number. ZETf# CA [ ID number, i&ffiHLL a4 : getike ca.
10. ISP ik DHCP A4t M 5 IP ik, HiABErEdLAL TR E o
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Cll ( B%)

1. &0

set
set
set

set
set

set
set

2. bk

interface
interface
interface

interface
interface

interface
interface

ethernetl zone trust
ethernetl ip 10.2.2.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip 2.2.2.2/24

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

set address trust Trust LAN 10.2.2.0/24
set address untrust Tokyo Office 10.1.1.0/24

3. VPN

= H
ike gateway To Tokyo dynamic pmason@abc.com aggressive outgoing-interface
ethernet3 preshare hlp8A24nG5 proposal pre-g2-3des-sha

set

set
set
set

vpn Paris
vpn Paris
vpn Paris

(20)

Tokyo gateway To Tokyo tunnel sec-level compatible
Tokyo bind interface tunnel.l
Tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any
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IE$

set

set
set
set
set
set

4. I¥H

ike

gateway To Tokyo dynamic pmason@abc.com aggressive outgoing-interface

ethernet3 proposal rsa-g2-3des-sha

ike
ike
vpn
vpn
vpn

gateway To Tokyo cert peer-ca 1t

gateway To Tokyo cert peer-cert-type x509-sig

Paris Tokyo gateway To Tokyo tunnel sec-level compatible

Paris Tokyo bind interface tunnel.l

Paris Tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.l

5. REg

set policy top from trust to untrust Trust LAN Tokyo Office any permit
set policy top from untrust to trust Tokyo Office Trust LAN any permit

save

11. $°7 1 /& CA ID number. %7 fi# CA ) ID number, i H]LA F#ir4 : get ike ca.
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Sefl . E TR S EE S VPN, SIS E R

EARBIH, VPN iliE R NetScreen-A J5 i1 Trust X Bt 72 A& B2 IR 55 2%, 1RGS2 4E A DMZ [X.
B, JE#% NetScreen-B f£#7. NetScreen-B ¥] Untrust [X B3z 4 — /N2 IP Hihk. & NetScreen-A #2441k 55 19
ISP, ik DHCP 24t Untrust X Bt O8R40 AC IP sk, K4 45 NetScreen-B HA5 I Untrust [X B[l s b hl:,

VPN {5 B 420K B NetScreen-A J51HI 1 F41. NetScreen-A 37 T il 2 )&, EE /JILTU\W BT —m . T

B I IRHAE trust-vr 1% i,

DX B (13 b 5 R0 Al D 3y
¥l NetScreen-B it &' .

DX B (4 b S5 RAE 53 28 I
NetScreen-A L& .

A

Untrust
X Bt

Untrust

X B

SRR
Untrust [X B CANEEAN]
b/l eth3 Fll ¢ Untrust X B M I /NS
Trust X B i ISP Zh& 70 eth3, 2.2.2.2/24 DMZ [X B
eth1, 10.1.1. 1/24 H3é222250 eth2 3.3.3.3/24
A EHMEFHIS(%%?
@ﬁ %_ﬁ( >
> VPN g IDENT
SMTP 1‘ POP3 NetScreen A NetScreen-B ok
153K =1 Hgli‘ }1&5%%%
ID Authentication ’
User
O | ez | g e PE SR ISR 209 SMTP 2 POP3 2 jif, Phil
T B sER46F HTTP. FTP 2 Telnet 1£#%, L{{# NetScreen-A G55t
JEAFT I
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LEAH T, AHy auth F77 Phil (55544 : pmason ; 254 : Nd4syst4 ) 22 AV Rl F 1 54 I 2% 2 3R 45l Py v~ S
PEo iR X AL, AT I RIRAIE © 25—k, LE AVHME S M IR B 2 BT, NetScreen-A 164 H
WAEATIUE s 58 IR, BRI SS 2 RE e S gt AT 50 UE,  JFl ik iZ1m 18 A&k IDENT K.

YER 1 KA1 NetScreen-A il NetScreen-B /175 F 4 %y (TCP, i1 113) M T & RS F-H &8 T #H,
TG B E FA 10.10.10.0/24 78], HEPEIRZS#57 FEME 0 iZ 8 &% IDENT 153K

WL h1p8A24nGS5. B2 5 #E O UL HANLA (CA) Verisign 343 T RSA GIES, 1l H L -l {3
fi- pmason@abc.com HHL{E NetScreen-A ERAHIIEF . (A ISGRBOFMBAEBRME S, G20 21 50 B “aF
FHICRL” )o X1 “BYEE 17 A1 “BrBt 27 24900, f6E “BrBe 17 3 (X k=81 777%4 pre-g2-3des-sha,
XHIEF 4 rsa-g2-3des-sha ) 3F4) “BrBt 27 dEHemiE X “Compatible” #2105

WebUI ( NetScreen-A)

1. #0
Network > Interfaces > Edit ( %f - ethernet1 ): #iALL FAZ, K55t Apply:
Zone Name: Trust
Static IP: ( PN EPEILIE T )
IP Address/Netmask: 10.1.1.1/24

EHLUN N, AR5 R OK:
Interface Mode: NAT

12. tF Phil 2—ANAER P, fEAbAER H—> POP3 1) SMTP i3k Z 1, A5 HIiEL HTTP. FTP X Telnet iE4%, iXFf, NetScreen-A mfE/E HH— 1B
KEEF P 1 RS RSB T UGE WY . NetScreen-A S TAIE)S, A VFEE VPN 18 5 Ak 4 AR 45 2856 &R o
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Network > Interfaces > Edit ( %} J- ethernet3 ): #IALL F N %, X5 i OK:
Zone Name: Untrust
Obtain IP using DHCP: ( 1E$¢) ™

2. AR
Objects > Users > Local > New: Hi AL F A%, S8R5 H.d OK:
User Name: pmason
Status: Enable
Authentication User: ( i%£+%)
User Password: Nd4syst4
Confirm Password: Nd4syst4

3. bk

Objects > Addresses > List > New: i ALL NN ZE, X5 i OK:
Address Name: Trusted network
IP Address/Domain Name:

IP/Netmask: ( E+% ), 10.1.1.0/24

Zone: Trust

Objects > Addresses > List > New: i AL F A%, SR H.id; OK:
Address Name: Mail Server
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 3.3.3.5/32
Zone: Untrust

13. Apgiid WebUl 455 DHCP A5 #31f) IP dahik, (HiEE CLI Wwy L.
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4. BR%
Objects > Services > Custom > New: 5 ALL TN %, A5 OK:
Service Name: Ident

Service Timeout:

Use protocol default: ( #£+% )

Transport Protocol: TCP (i£$%)
Source Port: Low 0, High 65535

Destination Port: Low 113, High 113
Objects > Services > Groups > New: ¥t AL N7, #3ILL FRS, K5 H T OK:
Group Name: Remote_Mail

Group Members << Available Members:
HTTP
FTP
Telnet
ldent
MAIL
POP3

5. VPN
VPNs > AutoKey Advanced > Gateway > New: 4 AL F %%, R Hd OK:
Gateway Name: To_Mail
Security Level: Custom

Remote Gateway Type:
Static IP Address: ( 1%£#f ), IP Address/Hostname: 2.2.2.2
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P = % A
(20)
WEH

Preshared Key: h1p8A24nG5
Local ID: pmason@abc.com
Outgoing Interface: ethernet3

> Advanced: I AL T s E, SRJ5 5 Return, R[FIFEA Gateway At
L

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha

Mode (Initiator): Aggressive

Local ID: pmason@abc.com
Outgoing Interface: ethernet3

> Advanced: I AL T m i E, SRJ5 5 Return, R[FIFEA Gateway At
L

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
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VPNs > AutoKey IKE > New: fii AL F A%, SR )5 i OK:
Name: branch_corp
Security Level: Compatible
Remote Gateway Tunnel: To_Mail

6. I&H
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 il OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: 0.0.0.0™
7. RER
Policies > (From: Trust, To: Untrust) New: 5 AL RN %%, X5 #idi OK:
Source Address:

Address Book Entry: (i£#f ), Trusted network
Destination Address:

Address Book Entry: ( £+ ), Mail Server
Service: Remote Mail
Action: Tunnel
VPN Tunnel: branch_corp
Modify matching bidirectional VPN policy: ( £+ )
Position at Top: (I£$f )

14. ISP ifiid DHCP ZhARAE M 3¢ 1P Hihik .
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> Advanced: A LL T sk B, A5 Hd Return, I [HIJEAS Policy Ml & T :
Authentication: (i£#% )
Auth Server: Local

User: ( #£# ), Local Auth User - pmason
WebUI ( NetScreen-B)

1. #&0O

Network > Interfaces > Edit ( %} T- ethernet2 ): #IALL F %, K5 il OK:
Zone Name: DMZ
Static IP: ( BN EFEILIE T )
IP Address/Netmask: 3.3.3.3/24

Network > Interfaces > Edit ( %] T ethernet3 ): i ALL FNZ, AR5 Hd OK:
Zone Name: Untrust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 2.2.2.2/24

2. bk
Objects > Addresses > List > New: i AL F A%, K5 Hd OK:
Address Name: Mail Server
IP Address/Domain Name:
IP/Netmask: ( £+ ), 3.3.3.5/32
Zone: DMZ
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Objects > Addresses > List > New: #i A LU N A%, X5 i OK:
Address Name: branch office
IP Address/Domain Name:

IP/Netmask: ( &+ ), 10.1.1.0/24
Zone: Untrust

3. BR%
Objects > Services > Custom > New: AN LA F N2, K5 Hiidi OK:
Service Name: Ident
Service Timeout:
Use protocol default: ( £$% )

Transport Protocol: TCP (#£#% )
Source Port: Low 0, High 65535

Destination Port: Low 113, High 113
Objects > Services > Groups > New: i ALL N N7, B MRS, AR5 R4 OK:
Group Name: Remote_Mail
Group Members << Available Members:
ldent
MAIL
POP3
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4. VPN

VPNs > AutoKey Advanced > Gateway > New: #ii AL %, K58l OK:
Gateway Name: To_branch
Security Level: Custom
Remote Gateway Type:

Dynamic IP Address: ( i£$f ), Peer ID: pmason@abc.com

7ﬁ/\§&jgﬁ
Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3
> Advanced: I AL T =i B, SRJ5 5 Return, R[FIFEA Gateway Bt
B
Security Level: Custom
Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha
Mode (Initiator): Aggressive
(k)
iIEH

Outgoing Interface: ethernet3

> Advanced: I A LN T =ik B, SRJ5 5 Return, R[FIFEA Gateway Bt
B

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
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VPNs > AutoKey IKE > New: #ii N LA F N %%, SR )5 i OK:
VPN Name: corp_branch
Security Level: Compatible

Remote Gateway:
Predefined: ( £+ ), To_branch

5. B&H
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, K5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet3
Gateway IP Address: 2.2.2.250

6. TRER
Policies > (From: DMZ, To: Untrust) New: i A LL F %S, AR5 Hd OK:
Source Address:

Address Book Entry: ( £+ ), Mail Server
Destination Address:

Address Book Entry: ( #£$f ), branch office
Service: Remote_Mail
Action: Tunnel
VPN Tunnel: corp_branch
Modify matching bidirectional VPN policy: ( i%£+% )
Position at Top: ( 4% )
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CLI ( NetScreen-A)

1. &0

set
set
set

set
set
set

2. BFA

interface
interface
interface

interface
interface
interface

ethernetl
ethernetl
ethernetl nat

ethernet3
ethernet3
ethernet3

zone trust
ip 10.1.1.1/24

set user pmason password Nd4syst4

3. Hhut

set address trust “trusted network”
set address untrust

4. BR%

set
set
set
set
set
set
set
set

service ident

group
group
group
group
group
group
group

service
service
service
service
service
service
service

protocol tcp src-port 0-65535 dst-port 113-113

remote mail
remote mail
remote mail
remote mail
remote mail
remote mail
remote mail

“mail server”

add
add
add
add
add
add

zone untrust
dhcp client
dhcp client settings server 1.1.1.5

http
ftp
telnet
ident
mail
pop3

10.1.1.0/24
3.3.3.5/32
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5. VPN

e A

set

set

ike gateway to mail address 2.2.2.2 aggressive local-id pmason@abc.com
outgoing-interface ethernet3 preshare hlp8A24nG5 proposal pre-g2-3des-sha
vpn branch corp gateway to mail sec-level compatible

(20)

IE$

set

set
set
set

6. &M

set

7. RHE

set

set

save

ike gateway to mail address 2.2.2.2 aggressive local-id pmason@abc.com15
outgoing—interface ethernet3 proposal rsa-g2-3des-sha

ike gateway to mail cert peer-ca 1*°

ike gateway to mail cert peer-cert-type x509-sig

vpn branch corp gateway to mail sec-level compatible

vrouter trust-vr route 0.0.0.0/0 interface ethernet3"’

policy top from trust to untrust “trusted network” “mail server”
remote mail tunnel vpn branch corp auth server Local user pmason
policy top from untrust to trust “mail server” “trusted network”
remote mail tunnel vpn branch corp

15. U-FQDN “pmason@abc.com” A4 H BLLEE 511 SubjectAltName ZB .
16. #1712 CAID number. % T fi# CA ] ID number, &Il Fiv4 : getike ca.
17. ISP i@k DHCP Zh 4t ¢ 1P Hikil.
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CLI ( NetScreen-B)

1. &0

set interface ethernet?2 zone dmz
set interface ethernet2?2 ip 3.3.3.3/24

set interface ethernet3 zone untrust
set interface ethernet3 ip 2.2.2.2/24

2. bk

set address dmz “mail server” 3.3.3.5/32
set address untrust “branch office” 10.1.1.0/24

3. BR%

set service ident protocol tcp src-port 0-65535 dst-port 113-113
set group service remote mail

set group service remote mail add ident

set group service remote mail add mail

set group service remote mail add pop3

4. VPN

B

set ike gateway to branch dynamic pmason@abc.com aggressive outgoing-interface

ethernet3 preshare hlp8A24nG5 proposal pre-g2-3des-sha
set vpn corp branch gateway to branch tunnel sec-level compatible

(=)
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IE$

set ike gateway to branch dynamic pmason@abc.com aggressive outgoing-interface

ethernet3 proposal rsa-g2-3des-sha
set ike gateway to branch cert peer-ca 1
set ike gateway to branch cert peer-cert-type x509-sig
set vpn corp branch gateway to branch sec-level compatible

5. &R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250

6. REg

set policy top from dmz to untrust “mail server” “branch office” remote mail
tunnel vpn corp branch B

set policy top from untrust to dmz “branch office” “mail server” remote mail
tunnel vpn corp branch N

save

18. 7 1 /& CA ID number. %7 fi# CA ) ID number, i H]LA T4 : get ike ca.
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v

Sefl: BT B R R R VPN, FaEH
ARG, < FahE ] MG AR SR CL A 5] 2 I (022 4 08, BN AL Trust (X BEAb T NAT
Ko HuF

« JRA: . B2

- Trust X Bt4Z 11 (ethernet1): 10.1.1.1/24 - Trust X B4 1 (ethernet1): 10.2.2.1/24

- Untrust X Bt#: [ (ethernet3): 1.1.1.1/24 - Untrust X Bt#z: 1 (ethernet3): 2.2.2.2/24
Trust Fl Untrust 224X, LA Untrust_Tun 88 X BEHAE trust-vr 2% ik . Untrust X BiFZ 1 (ethernet3) 1E24 VPN
STiBCIOP/NTTE: JEN

X BERFR T 45 Ry £ AR I
NetScreen ¥ % Il E .

X B b S5 FIAE 4 1
NetScreen % % Pt E .

3 'Mx.w'%

(C=——i—% P—amD

Trust
X B

R PN gz
Untrust [X B Untrust [X B¢
” eth3, 1.1.1.1/24 eth3, 2.2.2.2/24 A
ZININ AV Ay SR
Trust X B M 1.1.1.250 M 2.2.2.250 Trust X B

eth1, 10.1.1.1/24 eth1, 10.2.2.1/24

SGBIEE N SUBEE; AN
tunnel.1 tunnel.1
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TLYE G, T EIEIE P i) NetScreen W& EHATLL N A58
1. NYRE B2 XN TE B 1 ) 3z 120G P stk
2. ¥ VPNIfIE, 7r Untrust XBIA$RE AR, JRRHG e BmE R .
3. 7E Trust Fl Untrust [X B (130 TH 5 A i A AR 3 R e R i (1) 1P bk
4. A trust-vr HERE ) ST HH A (R B R, R N I 8 1 ) H R R
BEAS k5 TR I () VPN A5 T B S

WebUl ( %5

1. %A
Network > Interfaces > Edit ( %} J* ethernet1 ): #IALL NN %, X5 i Apply:
Zone Name: Trust
Static IP: ( H IR L £ )
IP Address/Netmask: 10.1.1.1/24

WFELL N NE, R OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f T- ethernet3 ): #IALL F 2, K5 OK:
Zone Name: Untrust
Static IP: ( LN EFEILIE T )
IP Address/Netmask: 1.1.1.1/24

NetScreen #2531l - 5 5 % : VPN

132



#£ 45 hmEihis VPN s Eih s VPN BLE

Network > Interfaces > New Tunnel IF: B AL RN Z, RJ5HT OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)

Unnumbered: ( %+ )
Interface: ethernet3 (trust-vr)

2. bk
Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: Trust LAN
IP Address/Domain Name:
IP/Netmask: ( E+% ), 10.1.1.0/24
Zone: Trust
Objects > Addresses > List > New: i ALL F A%, REHd OK:
Address Name: Paris_Office
IP Address/Domain Name:
IP/Netmask: ( £+ ), 10.2.2.0/24
Zone: Untrust
3. VPN
VPNs > Manual Key > New: #i AL RN 2%, 2R 5 Hid OK:
VPN Tunnel Name: Tokyo Paris
Gateway IP: 2.2.2.2
Security Index: 3020 (Local), 3030 (Remote)
Outgoing Interface: ethernet3
ESP-CBC: (i%£F)
Encryption Algorithm: 3DES-CBC
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Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

s Eih s VPN BLE

> Advanced: fii A LU s B, A5 Hi Return, iR [FIJEA Manual Key

T 0 P
Bind To: Tunnel Interface, tunnel.1
HEH
Network > Routing > Routing Entries > trust-vr New: i AL TN %, K55 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, 2R 5 i OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: ( £#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
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5. REg

Policies > (From: Trust, To: Untrust) New: i ALL F %, RJE%d OK:

Name: To Paris
Source Address:

Address Book Entry: ( £#¢ ), Trust_LAN
Destination Address:

Address Book Entry: ( £+ ), Paris_Office
Service: ANY

Action: Permit
Position at Top: ( 4% )

Policies > (From: Untrust, To: Trust) New: i AL F A%, RJ5 8 OK:

Name: From Paris
Source Address:

Address Book Entry: ( £+ ), Paris_Office
Destination Address:

Address Book Entry: ( #£#f ), Trust_LAN
Service: ANY

Action: Permit
Position at Top: ( 4% )
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WebUl ( B%2)

1. #0
Network > Interfaces > Edit ( %f T- ethernet1 ): #IALL F A, K5 Apply:
Zone Name: Trust

Static IP: ( HH LR IEPESLIE TN )
IP Address/Netmask: 10.2.2.1/24

WL P AR, AR5 OK:
Interface Mode: NAT
Network > Interfaces > Edit ( X} T- ethernet3 ): i ALL R A%, RJ5Hd OK:
Zone Name: Untrust
Static IP: ( LR ZEFE L LT )
IP Address/Netmask: 2.2.2.2/24
Network > Interfaces > New Tunnel IF: i AL R N%ZE, K5 % OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Unnumbered: ( %+ )
Interface: ethernet3 (trust-vr)

2. bk
Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: Trust LAN
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.2.2.0/24
Zone: Trust
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Objects > Addresses > List > New: #i A LU N A%, X5 i OK:
Address Name: Tokyo_Office
IP Address/Domain Name:

IP/Netmask: ( E+% ), 10.1.1.0/24
Zone: Untrust

3. VPN
VPNs > Manual Key > New: #if AL RN 72, 2R 5 Hid OK:

VPN Tunnel Name: Paris_Tokyo
Gateway IP: 1.1.1.1
Security Index: 3030 (Local), 3020 (Remote)
Outgoing Interface: ethernet3
ESP-CBC: (i%£F¢)
Encryption Algorithm: 3DES-CBC
Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

> Advanced: I A LU T s s, SRJ5 50 Return, iR[FIJEA Manual Key
T JE A T
Bind To: Tunnel Interface, tunnel.1
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4. ¥H
Network > Routing > Routing Entries > trust-vr New: #ij AL F N7, SR )5 #id OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
Network > Routing > Routing Entries > trust-vr New: i AL F A%, K5 5d OK:
Network Address/Netmask: 10.1.1.0/24
Gateway: (#£#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
5. IRER
Policies > (From: Trust, To: Untrust) New: i ALL RN %S, K5 Hidi OK:
Name: To Tokyo
Source Address:

Address Book Entry: (1£#f ), Trust_LAN
Destination Address:

Address Book Entry: ( £+ ), Tokyo_Office
Service: ANY

Action: Permit
Position at Top: (%% )
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Policies > (From: Untrust, To: Trust) New: i AL F N %, RJ5 8 OK:

Name: From Tokyo
Source Address:

Address Book Entry: ( £+ ), Tokyo_Office
Destination Address:

Address Book Entry: (1£#f ), Trust_LAN
Service: ANY

Action: Permit

Position at Top: (#£F% )
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Cll ( %)
1. #0

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

set interface tunnel.l zone untrust
set interface tunnel.l ip unnumbered interface ethernet3

2. bk

set address trust Trust LAN 10.1.1.0/24
set address untrust Paris Office 10.2.2.0/24

3. VPN

set vpn Tokyo Paris manual 3020 3030 gateway 2.2.2.2 outgoing-interface
ethernet3 esp 3des password asdlk24234 auth sha-1 password PNasl34a
set vpn Tokyo Paris bind interface tunnel.l

4. %R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 10.2.2.0/24 interface tunnel.l

5. REg

set policy top name “To Paris” from trust to untrust Trust LAN Paris Office any
permit B B

set policy top name “From Paris” from untrust to trust Paris Office Trust LAN
any permit B B

save
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Cll ( B%)
1. #0

set interface ethernetl zone trust

set interface ethernetl ip 10.2.2.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 2.2.2.2/24

set interface tunnel.l zone untrust
set interface tunnel.l ip unnumbered interface ethernet3

2. bk

set address trust Trust LAN 10.2.2.0/24
set address untrust Tokyo Office 10.1.1.0/24

3. VPN

set vpn Paris Tokyo manual 3030 3020 gateway 1.1.1.1 outgoing-interface
ethernet3 esp 3des password asdlk24234 auth sha-1 password PNasl34a
set vpn Paris Tokyo bind interface tunnel.l

4. %R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.l

5. REg

set policy top name “To Tokyo” from trust to untrust Trust LAN Tokyo Office any
permit B B

set policy top name “From Tokyo” from untrust to trust Tokyo Office Trust LAN
any permit B B

save
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SEfl: BT REERIE R B R VPN, FaEH
ARG, LA L 3DES I JF4s SHA-1 INIE) ESP, “ TRl 4" MMt MER UM LR A E 2
A, AL Trust BEARALT NAT Bk ikt F -

o R . AL
- Trust $% 1 (ethernet1): 10.1.1.1/24 - Trust #2171 (ethernet1): 10.2.2.1/24
- Untrust #1 (ethernet3): 1.1.1.1/24 - Untrust #: 1 (ethernet3): 2.2.2.2/24

Trust fl Untrust %4x[X, LLA “Untrust_Tun” JHIiEX B, #BTE trust-vr Bl . Untrust XBi#z: 1 (ethernet3) 1
i VPN IS (P4 #2101

DX B b 0 &5 R 7E L BE T
NetScreen %45 L& .

X BE SR AR 5T
NetScreen ¥ % LI B .

RN

Untrust-Tun Trust
X B X B X B

Untrust-Tun Untrust
X Bt

AR ) 2 1 AR ) #2 E1
Untrust [X B Untrust X E&
. eth3, 1.1.1.1/24 eth3, 2.2.2.2/24 3
RN S N 2%

eth1, 10.1.1.1/24 eth1, 10.2.2.1/24
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TOENMIE, T EEIE MK NetScreen #as EHATEL T TN

A

¥ 1P Hubik 7 e es 90 e B 2 A X ) B 1 o

FlE VPN JEIE, J545 ¢ A Untrust X BEH AR 21

7 Trust F1 Untrust 38 v i AN A Hi A ge #23 s 1 1P ik o
B N B A0 AR I 548 B

WEA K VPN {5 B SRms, X a3 i iE .

WebUl ( 5 )

1.

#EO

Network > Interfaces > Edit ( %f T ethernet1 ): #I AL FNZE, K5 ¥ Apply:
Zone Name: Trust
Static IP: ( LR ZEFEIEZE T )
IP Address/Netmask: 10.1.1.1/24

HFELUN A, ARGl OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} J- ethernet3 ): HIALL F N %, K5 i OK:
Zone Name: Untrust
Static IP: ( HH IR IEPESLIE TN )
IP Address/Netmask: 1.1.1.1/24
ok
Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: Trust LAN
IP Address/Domain Name:
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IP/Netmask: ( £+ ), 10.1.1.0/24
Zone: Trust
Objects > Addresses > List > New: i AL F A%, SR #.id; OK:
Address Name: Paris_Office
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.2.2.0/24
Zone: Untrust

3. VPN
VPNs > Manual Key > New: it A\LL %, X5 OK:

VPN Tunnel Name: Tokyo_Paris
Gateway IP: 2.2.2.2
Security Index: 3020 (Local), 3030 (Remote)
Outgoing Interface: ethernet3
ESP-CBC: (%% )
Encryption Algorithm: 3DES-CBC
Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

> Advanced: I A LU T s s, SRJ5Hd Return, ik[FIJEA Manual Key
T 1 P T
Bind To: Tunnel Zone, Untrust-Tun
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4. IKH
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 il OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
5. TREX
Policies > (From: Trust, To: Untrust) New: 5 AL RN ZF, X5 #idi OK:
Name: To/From Paris
Source Address:

Address Book Entry: ( £+ ), Trust_LAN
Destination Address:

Address Book Entry: ( £+ ), Paris_Office
Service: ANY
Action: Tunnel
Tunnel VPN: Tokyo_Paris
Modify matching bidirectional VPN policy: ( i%£+% )
Position at Top: ( £+% )
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WebUl ( B%2)

1. #0
Network > Interfaces > Edit ( %f - ethernet1 ): #iIALL FAZ, K55t Apply:
Zone Name: Trust
Static IP: ( PN EFEILIE T )
IP Address/Netmask: 10.2.2.1/24

WL P AR, AR5 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T- ethernet3 ): #IALL F 2, K5 OK:
Zone Name: Untrust
Static IP: ( PN EPEILIE T )
IP Address/Netmask: 2.2.2.2/24

2. bk

Objects > Addresses > List > New: i AL F A%, SR H.id; OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.2.2.0/24

Zone: Trust

Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: Tokyo Office
IP Address/Domain Name:

IP/Netmask: ( Z£F¢ ), 10.1.1.0/24
Zone: Untrust
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3. VPN

VPNs > Manual Key > New: it A\LL %, X5 OK:
VPN Tunnel Name: Paris_Tokyo
Gateway IP: 1.1.1.1

Security Index ( HEX Number): 3030 (Local), 3020 (Remote)

Outgoing Interface: ethernet3
ESP-CBC: (£ )

Encryption Algorithm: 3DES-CBC
Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

> Advanced: I A LU T s s, SRJ5Hd Return, ik[FIJEA Manual Key

T 3 P T
Bind To: Tunnel Zone, Untrust-Tun

Network > Routing > Routing Entries > trust-vr New: #i AL NN %, 2R 5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( £#%)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
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5. REg

Policies > (From: Trust, To: Untrust) New: 5 AL F N2, X5 8l OK:

Name: To/From Tokyo
Source Address:

Address Book Entry: ( £#¢ ), Trust_LAN
Destination Address:

Address Book Entry: ( £+ ), Tokyo_Office
Service: ANY
Action: Tunnel
Tunnel VPN: Paris_Tokyo
Modify matching bidirectional VPN policy: ( i£#f )
Position at Top: (%% )
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Cll ( %)
1. #0

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

skl

set address trust Trust LAN 10.1.1.0/24
set address untrust paris office 10.2.2.0/24

VPN

set vpn tokyo paris manual 3020 3030 gateway 2.2.2.2 outgoing-interface
ethernet3 esp 3des password asdlk24234 auth sha-1 password PNasl34a
set vpn tokyo paris bind zone untrust-tun

& F

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

Mg

set policy top name “To/From Paris” from trust to untrust Trust LAN
paris office any tunnel vpn tokyo paris B

set policy top name “To/From Paris” from untrust to trust paris office
Trust LAN any tunnel vpn tokyo paris B

save
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Cll ( B%)

1.

Z=O

set interface ethernetl zone trust

set interface ethernetl ip 10.2.2.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 2.2.2.2/24

gkl

set address trust Trust LAN 10.2.2.0/24
set address untrust tokyo office 10.1.1.0/24

VPN

set vpn paris tokyo manual 3030 3020 gateway 1.1.1.1 outgoing-interface
ethernet3 esp 3des password asdlk24234 auth sha-1 password PNasl34a
set vpn paris tokyo bind zone untrust-tun

% F

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250

R

set policy top name “To/From Tokyo” from trust to untrust Trust LAN
tokyo office any tunnel vpn paris_ tokyo B

set policy top name “To/From Tokyo” from untrust to trust tokyo office
Trust LAN any tunnel vpn paris tokyo B

save
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£ FH FQDN BYz17s IKE ¥ >k

XTI IP Huhik () IKE XS 557, IR ARE M S50 A E B Hh 8 2 58 4 A% 1444 (FQDIN). il ar, - FLIEC 9 il 55 42
fLr (ISP) firlfigiiiid DHCP ¥ IP stk rBcgs %) o ISP A KAV S Bk, JFEAEZR 7 HRALING 70 i s ik o L
& IKE X257 AL FQDN, (HIL 1P hk (6 S SORVE TN . IKE 34507 al 4 ] =M ik 49" N FQDN 23)7257)
BCH 1P skt “1i44 g5~ (DNS) WSS (I Ak A 5)a& DNS ).

o IR IKE %1257 4 NetScreen # 4%, M NetScreen ¥ & 5F N ISP 235717 IP Hudikist, admin 7] F3)
W41 DNS 4525 5357 FQDN 21 1P Huhil (1w s

W R R IKE X457 585 —Fh VPN Zmii 4%, H BIE17H 304 DNS B4, WHZHA4 ] B a6 H bk 58 i
%1 DNS k%528, XAEARSS %5 ) 555 FQDN 2] 1P bk 1w 2 .

W RITFE IKE %457 /& NetScreen % £ sl H e AT RS VPN Zeum 2%, WIS 1 17 £ ML A 1247 FQDN |
IP Ml BB 5 H L, $EEE DNS AR 28 - Mok O 5 .

A NetScreen ¥ 4% IKE %45 )5
U i, N
1111 | T = ] WWW.Ns.com @
VPN i 15
. - ,) 2.2.2.28 = www.ns.com

1. DHCP JR45#8 M IP HuhibithE 2.2.2.28, ¥ iZ it @

G4t IKE %4575 = r_ﬁ
2. |KE %26 774007 i Hu bk @ 411 DNS JIR%% 58, X FEIRS 48 J
T EE 3 FQDN F 1P Hulik ity i 5 %
2.2.2.10 - DHCP JIi%5 2% DNS 552

2279
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TTRNEITFE IKE XFAEJ7 12417 1P Hhik, SLERPRT L FQDN (A 1P dtahl ) higxd S5 E “ A 3h# ] IKE
VPN” JHiE.

|
7 &
A NetScreen % & 7T #1111 DNS k4528 HAR [l —AN IP Hufilk, WE a] i FH i FE IKE %745 75 1 FQDN 5144 .

R DNS 45 28R B2 A 1P Hiuhl,  TA v &40 P e B 1 26— AN btk . i 155 DNS RS w1 a5 A bl e e ¢
HEIE, RIE AR NetScreen e n] BeAH AR IP bk, Jf H IKE Phrgnl ges kM.

A4t NetScreen 4% At NetScreen & 7% 7y B2 15 HLIm F 6 46 TEFE IKE %2577
J7# 7 IKE VPN iiiE. %
www.nscn.com HIEZERE R ek .

@

A b NetScreen % #% DNS R4 2%
@ B 3009 = DNS ﬁ:iﬁ] :www.nscn.com = |IP ?
NetScreen 1751 H o DNS EEWW,,,,,,\, h
I 1P Hbdk . < WWW. nscn.com = 1.1.1. 202>

=
a
N
'—H
=
o

Www.nscn.com = 1.
www.nscn.com = 1.1.1.20

A NetScreen # 4% U SRR IKE ﬁ%?jy? 1.1.1.202, U TR IKE %o 25y
IKE i B2 o

ﬁu%w‘ﬁ IKE %

U ETLT
Z<H NetScreen # % — 1Tr1 1.114
o . s . Ei N e THR
: O OO O ey 1.1.1.20, I} IKE —“—
UEERLE
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£/ FQDN RYEZS IKE X

&5l : BB FQDN B9 B 31% %A IKE 3=
LA,

“HIEH IKE VPN Wl pit L el —XHE S (JEIE M — ), $eft7

SRR ERPA 7 A 22

)R 22 4 . RO AT A IP sk, DRI A 50002 WPEHE FEXT 45 77 1 FQDN (www.nspar.com) I {E

FC VPN I Ae & R R S ko

DU RC B AR T ) VPN GliE . %F “BrBe1” 1 “Bri 27

T =28 )y 1 8) rsa-g2-3des-sha 15, 14 “BrBt 2”7 @EFefie XY “Compatible” $EiX5E. Frfa X B

W<
trust-vr 1,

DX B b S5 H 78 2R )
NetScreen ¥ % L& .

Untrust
X Bt

LN EzAN
Untrust [X B
eth3, 1.1.1.1/24

K% 1.1.1.250

AR
Trust X E&
eth1, 10.1.1.1/24

X B b S5 R e ELEE T
NetScreen ¥ 7% LCE .

AR )
Untrust X B
eth3, i#il DHCP 1
IP FlI 5

WWW. nspar com e
Trust X B
eth1, 10.2.2.1/24

3 ‘ ml% IR ; l@ Q
\ ‘ VPN if

Tunnel Interface: tunnel.1
Remote Gateway: www.nspar.com

PO =P BOE ok BB T i “ B3] IKE” TiiE

Tunnel Interface. tunnel.1
Remote Gateway: 1.1.1.1

» WIRLL PR

ARG, A BB 17 $EFEE pre-g2-3des-sha
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SR B 224 DX R G F 1 R ) ER: 1A TC IP Ml
3E S RE W A A AR I, I iR e PO = s e
FoE VPN JEIE, £ Untrust X BINTRE AL 0, R0 E BEE R 0, JFiC A 1D,
fE Trust A1 Untrust 38 TG 45 A A Koz R s (1 1P 3ubik
AE trust-vr S N IE ] S0 ER & R BRAE B HY A N T 3 3 R 1 R R M e
6. BRI R R 1 SR
FELL R 7, FildES2a5 4] h1p8A24nG5. PN 554 #E 4 RSA iE45, JE4 Entrust F/EE 1 E B
(CA). (5 RARECRINBAEF ME R, WS 5 21 5 R “UEHAI CRL” . )

WebUl ( %5

o b~ b=

1. %A
Network > Interfaces > Edit ( %} J- ethernet1 ): #IALL F N %, X5 i Apply:
Zone Name: Trust
Static IP: ( HH LR IEPESLIE TN )
IP Address/Netmask: 10.1.1.1/24

WFELL N NE, R OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f T- ethernet3 ): #IALL F 2, K5 OK:
Zone Name: Untrust
Static IP: ( PN EFEILIE T )
IP Address/Netmask: 1.1.1.1
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Network > Interfaces > New Tunnel IF: B AL RN Z, RJ5HT OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (trust-vr)

Unnumbered: ( %+ )
Interface: ethernet3 (trust-vr)

2. bk
Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: Trust LAN
IP Address/Domain Name:
IP/Netmask: ( E+% ), 10.1.1.0/24
Zone: Trust
Objects > Addresses > List > New: #i ALL F A%, K55l OK:
Address Name: Paris_Office
IP Address/Domain Name:
IP/Netmask: ( £+ ), 10.2.2.0/24
Zone: Untrust
3. VPN
VPNs > AutoKey Advanced > Gateway > New: i ALV R %, K5 i OK:
Gateway Name: To_Paris
Security Level: Custom
Remote Gateway Type:

Static IP Address: (1£#% ), IP Address/Hostname: www.nspar.com
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M F T4
()
i

Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3

> Advanced: I AL T s E, SRJ5 5 Return, R[FIFEA Gateway At
L

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha

Mode (Initiator): Main ( ID Protection)

Outgoing Interface: ethernet3

> Advanced: I AL T s E, SRJ5 5 Return, R[FIFEA Gateway At
L

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG
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VPNs > AutoKey IKE > New: #ii AL F N2, &5 Hidi OK:
VPN Name: Tokyo_Paris
Security Level: Compatible
Remote Gateway:
Predefined: ( i%£#% ), To_Paris

> Advanced: i A LU s B, A5 Hifi Return, JR[EIJEA AutoKey IKE
He B T

Security Level: Compatible

Bind To: Tunnel Interface, tunnel.1
Proxy-ID: (#£#¢)

Local IP/Netmask: 10.1.1.0/24
Remote IP/Netmask: 10.2.2.0/24
Service: ANY

4. FRH
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet3

Gateway IP Address: 0.0.0.0"

19. ISP it DHCP ZhaSHR AL ¢ 1P il .
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Network > Routing > Routing Entries > trust-vr New: i AL F N2, SR )5 il OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: (#£#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
5. IRER
Policies > (From: Trust, To: Untrust) New: i ALL RN %S, X5 Hidi OK:
Name: To Paris
Source Address: Trust_ LAN
Destination Address: Paris_Office
Service: ANY
Action: Permit
Position at Top: (i%£+%)
Policies > Policy (From: Untrust, To: Trust) > New Policy: #i ALL F A%, 4R i OK:
Name: From Paris
Source Address: Paris_Office
Destination Address: Trust_LAN
Service: ANY

Action: Permit
Position at Top: (I£Ff )
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WebUl ( B%2)

1. EH&F0EA
Network > DNS: fi ALL RN %, A5 Hid: Apply:
Host Name: www

Domain Name: nspar.com

2. %0
Network > Interfaces > Edit ( %} T ethernet1 ): #i A LL FNZ, X554 Apply:
Zone Name: Trust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 10.2.2.1/24

WL A, AR5l OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} J- ethernet3 ): HIALL F N %, K5 i OK:
Zone Name: Untrust
Obtain IP using DHCP: (#%£#% )

Network > Interfaces > New Tunnel IF: 5 AL F %, AR5 ¥d OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)

Unnumbered: ( #£#% )
Interface: ethernet3 (trust-vr)
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3. bk

Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: Trust LAN
IP Address/Domain Name:

IP/Netmask: ( i&+¢ ), 10.2.2.0/24

Zone: Trust

Objects > Addresses > List > New: i ALL A%, RJ5 i OK:
Address Name: Tokyo_Office
IP Address/Domain Name:

IP/Netmask: ( E+% ), 10.1.1.0/24
Zone: Untrust

4. VPN

VPNs > AutoKey Advanced > Gateway > New: #ii A LA NN ZE, SRJ5 Hiidi OK:
Gateway Name: To_Tokyo
Security Level: Custom

Remote Gateway Type:
Static IP Address: ( #%£# ), IP Address/Hostname: 1.1.1.1

=
>

it
£}
b

Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3

> Advanced: i A LA N = E, SR)5Hih Return, R[EIJEA Gateway At
L

Security Level: Custom
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Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha

Mode (Initiator): Main ( ID Protection)
(5k)
IEH
Outgoing Interface: ethernet3

> Advanced: I A LA T =i B, SRJ5 5 Return, R[FIJEEA Gateway At
L
Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: i AL F N %%, SR i OK:

Name: Paris_Tokyo

Security Level: Custom

Remote Gateway:

Predefined: ( 1+ ), To_Tokyo

> Advanced: I A LU T s s, SRJ5 Hid Return, R[FIJEA AutoKey IKE
[

Security Level: Compatible
Bind To: Tunnel Interface, tunnel.1
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Proxy-ID: ( #£#f)
Local IP/Netmask: 10.2.2.0/24
Remote IP/Netmask: 10.1.1.0/24

Service: ANY

5. B&H
Network > Routing > Routing Entries > trust-vr New: i AL F A%, AR5 5d OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
Network > Routing > Routing Entries > trust-vr New: #ij AL F N7, SR )5 #idi OK:
Network Address/Netmask: 10.1.1.0/24
Gateway: ( £#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
6. REE
Policies > (From: Trust, To: Untrust) New: i AL F N2, KRG 8d OK:
Name: To Tokyo
Source Address: Trust LAN
Destination Address: Tokyo_Office
Service: ANY

Action: Permit
Position at Top: (i%$% )
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Policies > (From: Untrust, To: Trust) New: i AL F N %, RJ5 8 OK:

Name: From Tokyo

Source Address: Tokyo Office
Destination Address: Trust_LAN
Service: ANY

Action: Permit

Position at Top: (%% )
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£/ FQDN RYEZS IKE X

Cll ( z=5)
1. #O

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24

set interface ethernetl nat

set interface ethernet3 zone untrust

set interface ethernet3 ip 1.1.1.1/24

set interface tunnel.l zone untrust

set interface tunnel.l ip unnumbered interface ethernet3
2. Hbitb

set address trust Trust LAN 10.1.1.0/24

set address untrust paris office 10.2.2.0/24
3. VPN

TRt = %4

set

set
set
set

(=)

ike gateway to paris address www.nspar.com main outgoing-interface
ethernet3 presﬁare h1lp8A24nG5 proposal pre-g2-3des-sha

vpn tokyo paris gateway to paris sec-level compatible

vpn tokyo paris bind interface tunnel.l

vpn tokyo paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any
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£/ FQDN RYEI7S IKE M X

IE$

set

set
set
set
set
set

4. HH

ike

gateway to paris address www.nspar.com main outgoing-interface

ethernet3 proposal rsa-g2-3des-sha

ike
ike
vpn
vpn
vpn

gateway to paris cert peer-ca 1%

gateway to paris cert peer-cert-type x509-sig

tokyo paris gateway to paris sec-level compatible

tokyo paris bind interface tunnel.l

tokyo paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 10.2.2.0/24 interface tunnel.l

5. RES

set policy top name “To Paris” from trust to untrust Trust LAN paris office any
permit
set policy top name “From Paris” from untrust to trust paris office Trust LAN
any permit

save

20. ¥+ 1 /& CAID number. ZL T fi# CA ] ID number, i#fiiHLL T #r4 : getike ca.
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£/ FQDN RYEZS IKE X

CLI ( BZ)
1. EHlAFnma

set hostname www
set domain nspar.com

2. #0O

set
set
set

set
set

set
set

3. bk

interface
interface
interface

interface
interface

interface
interface

ethernetl zone trust
ethernetl ip 10.2.2.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip dhcp-client enable

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

set address trust Trust LAN 10.2.2.0/24
set address untrust tokyo office 10.1.1.0/24

4. VPN

Mt =4

set

set
set
set

ike gateway to tokyo address 1.1.1.1 main outgoing-interface ethernet3
preshare hlp8A24nG5 proposal pre-g2-3des-sha

vpn paris_
vpn paris
vpn paris_

(20)

tokyo gateway to tokyo sec-level compatible
tokyo bind interface tunnel.l
tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any
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£/ FQDN RYEZS IKE X

IE$

set

set
set
set
set
set

5. KH

ike

gateway to tokyo address 1.1.1.1 main outgoing-interface ethernet3

proposal rsa-g2-3des-sha

ike
ike
vpn
vpn
vpn

gateway to tokyo cert peer-ca 1°

gateway to tokyo cert peer-cert-type x509-sig

paris tokyo gateway to tokyo sec-level compatible

paris tokyo bind interface tunnel.l

paris tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.l

6. RES

set policy top name “To Tokyo” from trust to untrust Trust LAN tokyo office any
permit
set policy top name “From Tokyo” from untrust to trust tokyo office Trust LAN
any permit

save
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BERESHUIAY VPN ih =

TR 1P Hubk e BA R N, BRI PIAS VPN 2575 52 440 B 2% (b AR AT R B2 210 0T~ HAG TS Mkl (g
Uit SEAARIA] AL IR VPN A5 S5 AL, 838 P9 35 1) NetScreen & #5 25 Z506 U5 A1 H A 9 28 ik 35 e (NAT-src Fil NAT-dst) W
Tl BN VPN 15 B
ST NAT-src, T8 Wi (10482 1 76 B ME— 107 W b i1 1P ik, 46 F I8 AT 307 IP (DIP) 2. K5,
bk VPN 5 B B smg a] DLW A8 A DIP fb ik i) NAT-src, B5A7) 2y b bk 424 4 Sk vi e b bk 2 ) o (1 bl o
ZENE VPN {5 B FHLt NAT-dst [ LL R A
o LT AEM&IY) NAT-dst: SEmg a] N FH NAT-dst, A VPN {5 By — /N hil, % il T 55 i 4 1A
A 7R A (4B 5 sk VPN A5 B AT A FH Al DIP Y AEAS[RI Y [ ), miz il J& NetScreen ¥ #51i#% i
K HE RS ATl (A CHE NAT-dst I B Y E 305 8, iES 05 2-298 W K “H I
M- 7 o )
o W IP (MIP): SEmg 0 LUK MIP 5110 H Artiihik o MIP AR )5 4 o g s ik P VR S8 B2 O (185 AR sk VPN
i BRI AH DIP WAEAFIFIVER] ). (¢ MIP {5, 1ES % 2-347 11 L “Bri 1P Huhtk” . )
FAG S MLk S0 Y VPN A5 BIRAE AN 7 ) B0 E SR AT Mk #5 de. ehy T H sl A5 B L Ui ik 5 N i B0
(19 H bRtk A Ge AR R ( NAT-dst Hidik 5% MIP ANGEZE DIP e ), DRI N Sl F R 3 55w v o | R F b AS BE TR

21, F SN RS A A P2 rh 1P S L0 4 B A AR [R] IR 19 7 )

22. DIP iy (g bk i Fi i 2504 L5 G B2 AR ) 5 e, (R A2 A RN ] BE AR L 3 W R A RZ 1 1P $hik . AEf7 MIP s VIP Hihib, X)X, it
FTRAAE 545 1P HUBEANIR] 7 R g SN R 1P MU hRn—ANBEIE K DIP . A SCTHEAIME B, TS H 2-191 LR “4 @& R DIP” .
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BEHEEMUA VPN 3h S

75 NetScreen ¥ 2% 7l 1l A [RIEE A XL A VPN A5 B ESAT RN H AR e iy, A LU PIFPaded

o HHIET MG VPN FCEE SUREE ID 2. RS TR RS VPN GEIE I, NetScreen %4 M5 | T %I % (1)
ﬁﬁm%éﬂ#qﬂ—%ﬂt@ ID. BB H%uﬁﬁt}:m)@%ﬁ)ﬁzbm%ﬁ NetScreen ¥ & #55 HACH ID. 1H

e, WERTEh s 5 VPN il

Mz 3 H AR 1D

1B XAGHL ID, ) NetScreen 5 £ H H 7 52 SLIAREE ID, AN H

. Tﬁﬁﬁﬁ?ﬁ%mﬁﬁ VPN GBS, A EL AR AT ] e SORAREE 1D, BATIE i i) VPN JEIERCE 5,

AeLEREmS AR 51 H VPN JlE
REU\%’EKE@J VPN s A . mT VPN
K, Kb T8 o Hoe SUIRREE 1D

miE, RAg “FrBe2” SA.

s ﬂ@ﬂ%hﬁﬂﬁ%ﬁzﬁﬁﬂ’hﬁllﬂ ( SCVFEAELE ). 2% H AR B S 1

EAHES ] FHYEREE H PRk RS AR 1D (1) S5 mS

( VR, FETFREN VPN BCEIE R VFaI 2 NS, i > VPN

FELU N A, 2 8 A S ks T (1 P At 1) VPN JE TE L

NetScreen-A
A 58 Bl bk )

VPN ifiE NetScreen-B
PN 5B M bk 2% )

10.1.1.0/24

tunnel.1
10.10.1.1/24

10.1.1.0/24

tunnel.2
10.20.2.1/24

SRS P ) 3 ik

10.10.1.2—-10.10.1.2 DIP

P MIP 10.20.2.5 (] 10.1.1.5)
DIP 10.20.2.2 -10.20.2.2

10.10.1.5 (#]/ 10.1.1.5) MIP <

23. I ID & IKE X &5 Z i —Fihill, Qs B S Al . el A IR 25 14— /MR o VLIS, W) Ao v S R I i .
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L SR A B P ) NetScreen a8 SIS HHAREE ID (it - SRmg K VPN BC & A AIRRE ), NSt H ool s A=

B UL A ID:
NetScreen-A NetScreen-B
A efE i A Hh TLFE i3
H 10.10.1.2/32 10.20.2.5/32 Any N 10.20.2.5/32 10.10.1.2/32 Any
N 10.10.1.5/32 10.20.2.2/32 Any H 3k 10.20.2.2/32 10.10.1.5/32 Any

A LA E B AMCEE ID: — /N H T H s VPN E B0, 55— N8 VPN {5 Biit. NetScreen-A 1 CKHAR B
10.10.1.2/32 K i% 5] 10.20.2.5/32 5}, AR T HAT IKE Phid, JHAER “BrBe1” f “BrEL 27 2488 (SA).
“MrBt 2”7 SA Jy NetScreen-A A=l LTI HuE{CHE ID, 4 NetScreen-B £ NuECFE ID.

)G, InH NetScreen-B ¥ B 1% 3] NetScreen-A, MM 10.20.2.2/32 % 10.10.1.5/32 115 B 1 S b A He 2
FRHXT FIXFREE ID WA WOET) “BL 2”7 SA. Kk, PINXHETMEHBVA R “BrB 1”7 SA (BRI A IHIEHE
B ) BAFER “HrB2” SA T . AR AREE ID 76 LT 27~ 4 NetScreen-A N3 EE ID & NetScreen-B [1H
yiACH ID. P HEA FRIE L EANFE M ACEE 1D, KA “BrEe2” SA (4 VPN JEiE ).

LA VPN A5 B KB —ANEIE, AfRAE O BAT bk i AC3E 1D, Myl 5 Al o, 455 200 20 s L 45 R0 AN H b

ik
NetScreen-A NetScreen-B
AR Hh TCFE A %% N TCFE A %%
10.10.1.0/24 10.20.2.0/24 Any 10.20.2.0/24 10.10.1.0/24 Any
ik
0.0.0.0/0 0.0.0.0/0 Any 0.0.0.0/0 0.0.0.0/0 Any

AR HEE ID AL HETE A w5 TR N GG A G VPN A5 B B k. Hidik 10.10.1.0/24 945 DIP #h 10.10.1.2
—10.10.1.2 % MIP 10.10.1.5. [f#f, Hitilk 10.20.2.0/24 fu%% DIP jth 10.20.2.2 -10.20.2.2 }z MIP 10.20.2.5 %, [-[fi
FIACHE ID ZXHRRIF), BP NetScreen-A (A HiHilik /& NetScreen-B [{jefitthhil, &2 788Kk, W% NetScreen-A #15 &
MR I%EE| NetScreen-B, W “BirBr 2”7 SA KAEE ID N H T NetScreen-B % i% %l NetScreen-A (1115 Bt Kit,
AN CPY B 27 SA ((HIEAAS VPN JHIE ) &P ul A X RS ST 7R 1T SA.

24, #iik 0.0.0.0/0 WHEFTA IP Huhk, M ALFE DIP jth & MIP [fshit.
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EAH A e 2% ERCE Y NAT-src Al NAT-dst [# Uk 26 A R 15 R isE, - 25254 B d 8 ik 2 [R) (1 99 > ol 5 T8] R X 1) £
B A VPN i, %058 0CH 1D A2 (Al IP) 0.0.0.0/0 — (remote IP)0.0.0.0/0 — 4257, i L 3ie
ACHE 1D i B 5 A Pk Gk, 0] NAT-src A1 NAT-dst (1 bk 0 25 48 A 5] 1) A vp

SEf5l : B NAT-Src 1 NAT-Dst BYiBIEIEO
LEAE T, feE— LM “NetScreen-A” F1r A w] ) “NetScreen-B” Z [a][f) VPN & . VPN G SEAK T
WS, EATEMER 10.1.1.0/24 7R hl . B Pt phse, i NAT-src #:4: H3h VPN 15 B b i ds sl

PLAH NAT-dst #4e A vk VPN {5 B L0 H bRl . SEms Rvrasl LAN A 1 B sl 21052 70 28 w3l 2 FTP A4S
%, I H VR wl ik S B A kIR Ak ) FTP RSS 28 -

JERT 1 IR H 25 bl #4 (NAT-src 71 NAT-dst) 71590158, 152607 8 =, “Hill## ",
TH 0 Y i TR TE BB DL 240 0 A3EH IKE. P24 ( “netscreen1” ) o DLECKH “BrBe 17 Fil “PrB 2”7
PENTE L2220 “Compatible” o (R LIRTEEELNGE R, WESME 11 0 L1 “HIEE” ).

Ak f R ff) NetScreen-A L4k #2104 ethernet3, IL IP didik >y 1.1.1.1/24, F£465E 2 Untrust [XE . 7320wl
NetScreen-B K izl FH/E 2 IKE 9K,

433 ) NetScreen-B _F[f14h 32104 ethernet3, o IP Hulikh 2.2.2.2/24, I1455E 5] Untrust X Bt b, Mk s
NetScreen-A ¥ izl F/E I fE IKE 5%,

P~ NetScreen 7% FIF) Trust X B2 104 ethernet1, H IP #ilikh 10.1.1.1/24. P> NetScreen % % FIFTH X
BYHRAE trust-vr % H I
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X B (0 b S5 M A b I 2 5
NetScreen-A it & .

X Bt $h 4itt 1 branch1 73
A% ) NetScreen-B FRLE .

i C__ ; L ////////9 ~
y . o
Untrust /
X B

Untrust
X B

Trust

X B

Trust

X B

A serverB
o 55 CES ) 10.1.15
1.1.1.250 2.2.2.250
Py ‘ —  M#B ‘
10 1.1.0/24 NetScreen A NetScreen B © 10.1.1.0/24
serverA Rl Tunnel.1 10 10.1.1/24 Tunnel. 1 10 20.1.1/24
10115 | P —
DIP 510.10.1.2-10.10.1.2 DIP 6 10.20.1.2 -10.20.1.2
NAT-Dst 10.10.1.5 —>10.1.1.5 NAT-Dst 10.20.1.5 —> 10.1.1.5
M5 A L9 AT R R %575 B P25 B L9/ P AT UL i 1 RS54 A
) B I 800 Ao 255 P 1~ w5 1] VPN G
4 A=
(A ‘ NetScreen-A NetScreen-B iy serverB
>nf en— (—<
i VPN il i '
serverA r g “vprjﬁ’?\_ ¢ M 2% B \

WebUI ( NetScreen-A)

1. #0O
Network > Interfaces > Edit ( %f T- ethernet1 ): #IALL F A, K5 Apply:
Zone Name: Trust
Static IP: ( H I L £ E T )
IP Address/Netmask: 10.1.1.1/24
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WHELLN A, R OK:
Interface Mode: NAT
Network > Interfaces > Edit ( X} T- ethernet3 ): A LL FNZ, RJ5Hd OK:
Zone Name: Untrust
Static IP: ( LR ZEFE LT )
IP Address/Netmask: 1.1.1.1/24

Network > Interfaces > New Tunnel IF: I ALL RN, R5HT OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (trust-vr)

Fixed IP: (i£$%)
IP Address/Netmask: 10.10.1.1/24

2. DIP
Network > Interfaces > Edit ( X} T tunnel.1) > DIP > New: #i AL F A%, X5 #idi OK:

ID: 5

IP Address Range: (i£%f ), 10.10.1.2 ~ 10.10.1.2
Port Translation: (%£#¢ )

In the same subnet as the interface IP or its secondary IPs: ( i£$f )
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3.

ok
Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: corp
IP Address/Domain Name:
IP/Netmask: ( i&+¢ ), 10.1.1.0/24
Zone: Trust
Objects > Addresses > List > New: i AL F A%, k)5 Hd OK:
Address Name: virtualA
IP Address/Domain Name:
IP/Netmask: ( &+ ), 10.10.1.5/32
Zone: Trust
Objects > Addresses > List > New: i AL F A%, SR #.id; OK:
Address Name: branch1
IP Address/Domain Name:
IP/Netmask: ( £+ ), 10.20.1.2/32
Zone: Untrust
Objects > Addresses > List > New: A LL F %S, X5l OK:
Address Name: serverB
IP Address/Domain Name:

IP/Netmask: ( %+ ), 10.20.1.5/32
Zone: Untrust
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4. VPN
VPNs > AutoKey IKE > New: #ii AL N2, K5 #idi OK:
VPN Name: vpn1
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £#f )
Gateway Name: branch1

Type: Static IP: ( £+ ), Address/Hostname: 2.2.2.2
Preshared Key: netscreen1

Security Level: Compatible

Outgoing Interface: ethernet3 *°

> Advanced: I A LA T B, SR)5 Hdi Return, JR[FIJEA AutoKey IKE
[N

Bind To: Tunnel Interface, tunnel.1
Proxy-ID: ( i%£#¢)

Local IP/Netmask: 10.10.1.0/24
Remote IP/Netmask: 10.20.1.0/24
Service: ANY

25. Ah i AN AL T IE 3 LR B DB, ARAEAGH AT 17— X B
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5. &R

Network > Routing > Routing Entries > trust-vr New: % AL TN %, SR )59 OK:

Network Address/Netmask: 10.20.1.0/24

Gateway: (#£#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0

Network > Routing > Routing Entries > trust-vr New: #i AL NN %, K5 i OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet1/2(trust-vr)
Gateway IP Address: 1.1.1.250
6. MK
Policies > (From: Trust, To: Untrust) New: fi AL RN %, K55 OK:
Source Address:
Address Book Entry: ( %£+#% ), corp
Destination Address:
Address Book Entry: ( ££ ), serverB
Service: FTP
Action: Permit

Position at Top: ( £+ )

> Advanced: i ALV F sk E, K5 Return, 12

NAT:
Source Translation: (£ )

[n|F:A Policy it & 1 :

DIP On: 5 (10.10.1.2-10.10.1.2)/X-late
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Policies > (From: Untrust, To: Trust) New: fi AL RN %, K55 OK:
Source Address:

Address Book Entry: (i%£#% ), branch1
Destination Address:

Address Book Entry: ( £# ), virtualA
Service: FTP
Action: Permit
Position at Top: (1£#¢)
> Advanced: I A UL T gk B, 85 il Return, IR [AIJEA Policy I L
NAT:
Destination Translation: ( £+ )
Translate to IP: (#£F¢ ), 10.1.1.5
Map to Port: (155 )
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WebUI ( NetScreen-B)

1. #0O
Network > Interfaces > Edit ( %f T ethernet1 ): #I AL FNZE, K5 ¥ Apply:
Zone Name: Trust

Static IP: ( LR ZEFE LT )
IP Address/Netmask: 10.1.1.1/24

EHLUNNZ, AR50 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T- ethernet3 ): #IALL F 2, K5 OK:
Zone Name: Untrust
Static IP: ( IR IEPESLIE TN )
IP Address/Netmask: 2.2.2.2/24
Network > Interfaces > New Tunnel IF: #i AL R N2, K584 OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: (#%£4%)
IP Address/Netmask: 10.20.1.1/24
2. DIP
Network > Interfaces > Edit ( Xf - tunnel.1) > DIP > New: 5 AL NN %, K5 Hd OK:
ID: 6
IP Address Range: (i£#f ), 10.20.1.2 ~ 10.20.1.2
Port Translation: ( i£+% )

In the same subnet as the interface IP or its secondary IPs: ( i£$f )
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3.

ok
Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: branch1
IP Address/Domain Name:
IP/Netmask: ( i&+¢ ), 10.1.1.0/24
Zone: Trust
Objects > Addresses > List > New: i AL F A%, k)5 Hd OK:
Address Name: virtualB
IP Address/Domain Name:
IP/Netmask: ( &+ ), 10.20.1.5/32
Zone: Trust
Objects > Addresses > List > New: i AL F A%, SR #.id; OK:
Address Name: corp
IP Address/Domain Name:
IP/Netmask: ( £+ ), 10.10.1.2/32
Zone: Untrust
Objects > Addresses > List > New: A LL F %S, X5l OK:
Address Name: serverA
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.10.1.5/32
Zone: Untrust
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4. VPN
VPNs > AutoKey IKE > New: #ii AL N2, K5 #idi OK:
VPN Name: vpn1
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( iEFF )
Gateway Name: corp

Type: Static IP: ( £+ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen1

Security Level: Compatible

Outgoing Interface: ethernet3 *°

> Advanced: I A LA T B, SR)5 Hdi Return, JR[FIJEA AutoKey IKE
[N

Bind To: Tunnel Interface, tunnel.1
Proxy-ID: ( i%£#¢)

Local IP/Netmask: 10.20.1.0/24
Remote IP/Netmask: 10.10.1.0/24
Service: ANY

26. Ah I LA AL T I LR B DB, ARAEAGH AT 11— X B
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5. KH
Network > Routing > Routing Entries > trust-vr New: % AL TN %, SR )59 OK:
Network Address/Netmask: 10.10.1.0/24
Gateway: (#£#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0

Network > Routing > Routing Entries > trust-vr New: #i AL NN %, K5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet1/2(trust-vr)
Gateway IP Address: 2.2.2.250
6. KRR
Policies > (From: Trust, To: Untrust) New: i AL RN %, )5 #di OK:
Source Address:

Address Book Entry: ( i%£+% ), corp
Destination Address:

Address Book Entry: (i%£#f ), serverA
Service: FTP
Action: Permit
Position at Top: ( 4% )
> Advanced: fii AN LU SRR, AR5 i Return, Iz[HJEAS Policy Mt it
NAT:

Source Translation: ( %$f )
DIP on: 6 (10.20.1.2-10.20.1.2)/X-late
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Policies > (From: Untrust, To: Trust) New: fi AL RN %, K55 OK:

Source Address:

Address Book Entry: ( %£+% ), corp
Destination Address:

Address Book Entry: (&%), virtualB
Service: FTP

Action: Permit
Position at Top: (1£#¢)

> Advanced: I A UL T gk B, 85 il Return, IR [AIJEA Policy I L

NAT:

Destination Translation: ( £+ )
Translate to IP: 10.1.1.5

Map to Port: (155 )
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CLI ( NetScreen-A)

1. &0

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

set interface tunnel.l zone untrust
set interface tunnel.l ip 10.10.1.1/24

2. DIP
set interface tunnel.l dip 5 10.10.1.2 10.10.1.2
3. Hhut

set address trust corp 10.1.1.0/24

set address trust virtualA 10.10.1.5/32
set address untrust branchl 10.20.1.2/32
set address untrust serverB 10.20.1.5/32

4. VPN

set ike gateway branchl address 2.2.2.2 outgoing-interface ethernet3”’
preshare netscreenl sec-level compatible

set vpn vpnl gateway branchl sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 10.10.1.0/24 remote-ip 10.20.1.0/24 any

27. A AN AL T IE 3 LR B DB, AHAEAGH A T 17— X B
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5. &R

set vrouter trust-vr route 10.20.1.0/24 interface tunnel.l
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

6. KEE
set policy top from trust to untrust corp serverB ftp nat src dip-id 5 permit
set policy top from untrust to trust branchl virtualA ftp nat dst ip 10.1.1.5
permit
save

CLI ( NetScreen-B)

1. #O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 2.2.2.2/24

set interface tunnel.l zone untrust
set interface tunnel.l ip 10.20.1.1/24

2. DIP
set interface tunnel.l dip 6 10.20.1.2 10.20.1.2
3. bk

set address trust branchl 10.1.1.0/24
set address trust virtualB 10.20.1.5/32
set address untrust corp 10.10.1.2/32
set address untrust serverA 10.10.1.5/32
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4. VPN

set ike gateway corp address 1.1.1.1 outgoing-interface ethernet3” preshare
netscreenl sec-level compatible

set vpn vpnl gateway corp sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 10.20.1.0/24 remote-ip 10.10.1.0/24 any

5. KH

set vrouter trust-vr route 10.10.1.0/24 interface tunnel.l
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250

6. KEE
set policy top from trust to untrust branchl serverA ftp nat src dip-id 6
permit
set policy top from untrust to trust corp virtualB ftp nat dst ip 10.1.1.5
permit
save

28. Ah I LA AL T IE 3 LR B DB, ARAEAGH AT 1 X B
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iE AR VPN

NetScreen W& AT “EW]” BN ( B, X682 006 1P Huhlif BAE OSI B “4 =27 847%°), ¥
VLAN1 IP #ilik F/E VPN £ 11 5. VPN SBEACE AN e, e e e 7“7 B NAT B (B, Xtz
HA 1P bt HAE “5F=)27 @47 ), W5 H M X B, BTN T, HEK VA1-Untrust X B ESM R X B
W A OG0 BIA RSN X B, ) VPN Sl TE T H X 264z R i —

JEB : EARAETTIT, ZOL4TF “FH 7 T NetScreen 1% 745K L 15 F M1 VPN G “FH] 7 HAHT 1T
W, 5205 2-108 T 1) “BHHEL”,

29. OSI Bl & M Hp SR REG R I 5 AT ARHERT . OSI BIRUILAT L, bS8 — @ Bk ), 8 =2 M)z
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iEBAE S VPN

el FERELY, ETREEB %4 IKE VPN

(EABIT, KPP NetScreen ] ( RATTE “IBW” BU AT R ) BCEAE TSRS “ A 8% D] IKE VPN”

SRR

PER 1 M7 NetScreen 45 /1972 1AL T “iZH] " HE(. HE Sy ds n9#2 0 i LAt 7= iz W7 HC, iy

7R NIE LA LT “HE 7 2 NAT B0,

JHIE P9 ) NetScreen W5 ) EEECE LRI T -

BEILER NetScreen-A
V1-Trust [X B Interface: ethernet1, 0.0.0.0/0
( AH admin 5T )
V1-Untrust X Bk Interface: ethernet3, 0.0.0.0/0
VLAN1 $1 IP Address: 1.1.1.1/24
Manage IP: 1.1.1.2
Huht local_lan: 1.1.1.0/24 {7 V1-Trust
peer_lan: 2.2.2.0/24 £ T V1-Untrust
IKE 5% gw1, 2.2.2.2, preshared key h1p8A24nG5,
security: compatible
VPN J# & security: compatible
S local_lan -> peer_lan, {E{a[ 45 , vpn1
peer_lan -> local_lan, {Ff %5 , vpn1
BN % 28 IP Address: 1.1.1.250
I 0.0.0.0/0, 1/l VLAN1 %1

AR 1.1.1.250

NetScreen-B

Interface: ethernet1, 0.0.0.0/0
( AAH admin BB
Interface: ethernet3, 0.0.0.0/0

IP Address: 2.2.2.2/24
Manage IP: 2.2.2.3

local_lan: 2.2.2.0/24 {ii-F- V1-Trust H
peer_lan: 1.1.1.0/24 {ii T V1-Untrust

gw1, 1.1.1.1, preshared key h1p8A24nG5,
security: compatible

security: compatible

local_lan -> peer_lan, {E{i %5 , vpn1
peer_lan -> local_lan, {Ef %5 , vpn1

IP Address: 2.2.2.250

0.0.0.0/0, 1 ] VLAN1 £z
AR MG 2.2.2.250

CSEE A A L 1P BRI PR AT RAL AR T VLANA MR E VPN 5 SR, AT VPN AR RO B FEAE R

NetScreen #t 253565 - % 5 % : VPN

187



% 4 F vhaFub = VPN ERAR VPN

BT “IEM” BT NetScreen B4 HC B IE T 30E 1 “ A% IKE” @R HELL T PEE .
1. MWWERR: COIBR AT 1P bk, JKO490e 35 2 )2 24X,

4 VLANA #2050 B 38 |P kil

7E VA-Trust F1 VA-Untrust [X Bt 38 v b 4\ A A ze B ot A 1P btk

FeE VPN fiE, JERSLahm X Bfe e oy VA-Untrust X Bt .

7E trust-vr HE N ISR 48 R 26

C AR ARE R VPN {5 R BEE R

WebUI ( NetScreen-A)

1. &0

YEB 1 5 VLANT IP Hil #5027 5 72> (& NetScreen 45 €477 57 —1> VLANT 215917 55 1 -
W WebUl B2 NetScreen i #5hf, I 1EZAAAEA 7 —1 VLANT Hh), )z 2207 -5 5 b1 A i
T, 2 VLANT Hohl T, 0 2 T AFEEH 1P Haht, LA b7 5 Fr 9 VLANT Ha #1597/
o A T RETTNG T 1S EFTE (7 2P |47 NetScreen i # #1850 7.

Network > Interfaces > Edit ( % - VLAN1 #:10 ): B AL R A%, AR5 5k OK:
IP Address/Netmask: 1.1.1.1/24

Manage IP: 1.1.1.2
Management Services: WebUI, Telnet, Ping®

o0k W

30. J VA-Trust [X BtFI VLANT %00 1 WebUL. Telnet £ Ping J& JHA BERED, LUE V1-Trust X B A4 admin A7 RAYG ] VLANA 455 1P Mk fn i i
WebUI 4 B4 VLANT R VA-Trust X B30 B, WJ6E T WebUI #1li4 NetScreen %44k ¥ e X Sk B . Mk, & 26200 i 54 & B ix
UBRE b YE WebUI AT HILE,
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Network > Interfaces > Edit ( %} T ethernet1 ): i ALL FNZ, K554 Apply:
Management Services: WebUI, Telnet

Other Services: Ping

WL P AR, AR5 OK:
Zone Name: V1-Trust
IP Address/Netmask: 0.0.0.0/0
Network > Interfaces > Edit ( Xf 1" ethernet3 ): #i A LL FNZE, K5 ¥ OK:
Zone Name: V1-Untrust
IP Address/Netmask: 0.0.0.0/0

2. bk

Objects > Addresses > List > New: i ALL NN ZE, X5 i OK:
Address Name: local_lan
IP Address/Domain Name:

IP/Netmask: ( &+ ), 1.1.1.0/24

Zone: V1-Trust

Objects > Addresses > List > New: i AL F %, K5 Hid OK:
Address Name: peer_lan
IP Address/Domain Name:

IP/Netmask: ( £Ff ), 2.2.2.0/24
Zone: V1-Untrust
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3. VPN

VPNs > AutoKey Advanced > Gateway > New: #ii AL %, K58l OK:
Gateway Name: gw1
Security Level: Compatible
Remote Gateway Type:

Static IP Address: ( #£#¥ ), IP Address/Hostname: 2.2.2.2

Preshared Key: h1p8A24nG5
Outgoing Zone: V1-Untrust

VPNs > AutoKey IKE > New: #it AL FINZE, R Hii OK:
VPN Name: vpn1
Security Level: Compatible

Remote Gateway:
Predefined: ( 1£+% ), gw1

4. IKH
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 il OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: VLAN1 (VLAN)
Gateway IP Address: 1.1.1.250
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5. KK
Policies > (From: Trust, To: Untrust) New: i ALL F %, RJE%d OK:
Source Address:

Address Book Entry: ( %+ ), local_lan
Destination Address:

Address Book Entry: (i%£$% ), peer_lan
Service: ANY
Action: Tunnel
Tunnel VPN: vpn1
Modify matching bidirectional VPN policy: ( i%£+% )
Position at Top: ( £+% )
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WebUI ( NetScreen-B)
1. #0O

JVERL 1 17 VLANT IP il #5020 il 72> & NetScreen i #&M15 475 i —1~ VLANT 22 L1797 G 55 17
Wil WebUI i &' NetScreen &5, L 1Fuib i EY A 7 —1 VLANT Hitilk, SKI72870 07 T Hr 547171
T, FE VLANT Hodl 7, A2 T EG5 1 IP #4,  LA (%0 07 75 519 VLANT 815 #7719 71
o A ELARE T FI R E 2P |5 NetScreen & a5 tHE5HT 171
Network > Interfaces > Edit ( % - VLAN1 #:10 ): #IALL F A%, K55 OK:

IP Address/Netmask: 2.2.2.2/24

Manage IP: 2.2.2.3

Management Services: WebUI*', Telnet, Ping
Network > Interfaces > Edit ( %} J- ethernet1 ): #IALL F N %, X5 i Apply:

Management Services: WebUI, Telnet

Other Services: Ping

WL T A%, AR5 Hid OK:
Zone Name: V1-Trust
IP Address/Netmask: 0.0.0.0/0
Network > Interfaces > Edit ( %} J- ethernet3 ): #IALL F N %, X5 i OK:
Zone Name: V1-Untrust
IP Address/Netmask: 0.0.0.0/0

o

31. W@ WebUI (A HE7E VLANT Fl VA-Trust X B 0 EWRH A, NIEEE L WebUI BJiE NetScreen W& K B E X B o AN, B0 L AUE 64
EEAE IR SR L B E WebUI AT & #LME

[

NetScreen #2531l - 5 5 % : VPN 192



% 4 F vhaFub = VPN ERAR VPN

2. Huik

Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: local_lan
IP Address/Domain Name:

IP/Netmask: ( &+ ), 2.2.2.0/24

Zone: V1-Trust

Objects > Addresses > List > New: i AL F A%, RJEHd OK:
Address Name: peer_lan
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 1.1.1.0/24
Zone: V1-Untrust

3. VPN

VPNs > AutoKey Advanced > Gateway > New: i AL R %5, K5 il OK:
Gateway Name: gw1
Security Level: Compatible
Remote Gateway Type:

Static IP Address: ( £Ff ), IP Address/Hostname: 1.1.1.1
Preshared Key: h1p8A24nG5

Outgoing Zone: V1-Untrust
VPNs > AutoKey IKE > New: #ii AL FINZE, R Hidi OK:
VPN Name: vpn1
Security Level: Compatible
Remote Gateway:
Predefined: (1£+ ), gw1
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4. IKH
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 il OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: VLAN1 (VLAN)
Gateway IP Address: 2.2.2.250
5. KR
Policies > (From: Trust, To: Untrust) New: 5 AL RN ZF, X5 #idi OK:
Source Address:

Address Book Entry: (i%£#% ), local_lan
Destination Address:

Address Book Entry: (i£#f ), peer_lan
Service: ANY
Action: Tunnel
Tunnel VPN: vpn1
Modify matching bidirectional VPN policy: ( £+ )
Position at Top: ( 4% )
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EREI VPN

CLI ( NetScreen-A)

1. EOMXE

unset interface ethernetl ip

unset interface ethernetl zone

set interface ethernetl zone vl-trust
set zone vl-trust manage web

set zone vl-trust manage telnet

set zone vl-trust manage ping32

unset interface ethernet3 ip
unset interface ethernet3 zone

set interface ethernet3 zone vl-untrust

set interface
set interface
set interface
set interface
set interface

2. bk

set address vl-trust local lan 1.1.1.0/24
set address vl-untrust peer lan 2.2.2.0/24

3. VPN

vlianl
vlanl
vlanl
vlianl
vlanl

ip 1.1.1.1/24
manage-ip 1.1.1.2
manage web
manage telnet
manage ping

set ike gateway gwl address 2.2.2.2 main outgoing-interface vl-untrust preshare
hlp8A24nG5 sec-level compatible

set vpn vpnl gateway gwl sec-level compatible

32.  V1-Trust X BoAT VLANT #2100 L) WebUL.  Telnet F1 Ping Ji FI & FIIEIH, LUE V1-Trust X B KA admin 77 LLVT i) VLANT &2 1P ik,
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4. HH

set vrouter trust-vr route 0.0.0.0/0 interface vlanl gateway 1.1.1.250

5. REg

set policy top from vl-trust to vl-untrust local lan peer lan any tunnel vpn
venl

set policy top from vl-untrust to vl-trust peer lan local lan any tunnel vpn
vpnl

save

CLI ( NetScreen-B)

1. EOMXE
unset interface ethernetl ip
unset interface ethernetl zone
set interface ethernetl zone vl-trust
set zone vl-trust manage

unset interface ethernet3 ip
unset interface ethernet3 zone
set interface ethernet3 zone vl-untrust

set interface vlanl ip 2.2.2.2/24
set interface vlanl manage-ip 2.2.2.3
set interface vlanl manage

2. bk

set address vl-trust local lan 2.2.2.0/24
set address vl-untrust peer lan 1.1.1.0/24
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3. VPN

set ike gateway gwl address 1.1.1.1 main outgoing-interface vl-untrust preshare
hlp8A24nG5 sec-level compatible

set vpn vpnl gateway gwl sec-level compatible

4. I%H
set vrouter trust-vr route 0.0.0.0/0 interface vlanl gateway 2.2.2.250
5. KB
set policy top from vl-trust to vl-untrust local lan peer lan any tunnel vpn
vpnl
set policy top from vl-untrust to vl-trust peer lan local lan any tunnel vpn
venl
save
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%5 VPN

NetScreen 45> Fidk s VPN &4z, nJ DARCE HA A IP Huhbf) NetScreen %245, Mi#fife LA
NetScreen-Remote 7% )i 8 A Az A IP Hulik [ H & NetScreen ¥4 [1) IPSec Wil %4> .

AERMLLU TS VPN & 141

e ZF 200 WL Lf “¥5 VPN
- 5201 v bRy “dufl BTSRRI S VPN, A3IE Y IKE”
— ZF 209 T L “yupl  FETEE RIS VPN, BT
— ZB 220 BT bRy Yl R TORES 3RS VPN, BhAS AR
— ZF 230 BT L Yl AU kS VPN SRS

o 237 W LK “4l IKEID”
— %243 1 by “Yufil : 41 IKE ID (E15 )7
— #5252 5T i “Yaf 4 IKE ID (Pt )

o 259 i by “I= IKEID”
— 2F 260 UL LR “yufl LS IKE ID (Bt )7

NetScreen #t 253565 - % 5 % : VPN

199
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S VPN
af PUAEES VPN 35 H il e, soBH 27 R AR E —/ N EE R VPN 35 A, tnf g2 —41 IKE ID H

1, e RvEE S, AP IKE ID FPESR S IKE FP I IKE ID 0 a7 RS P4, i &
ST A, RS AN R E AR IKE ]I .

TER 1 KL IKE P I E B, 1525 2-44T7 T L1 “IKE PRI 7. G5 “4IKE ID” )55
HITFEA R, 152045 237 W L1 “4IKEID .

WL 5% ) i BESCRF NetScreen-Remote It SZHF KRR &S 1P Hhuhil, Wik ] G s AR 5078k VPN, “ H3h%
PIKE” 83 (AL R ). nTELHERS IP Huli i & NetScreen &M ¢, MR EA
NetScreen-Remote %% )" i o LA 5h 4 1P Hihik () & NetScreen ¥ £ ) IPSec i 224> .

YEBC: HAKHH VPN S G B, 1§20 1 5 “IPSec” . HHXKME ST HITHLENIES, E#S05 3
#, “VPN W7 .

AT VPN 35 P BC B LT s (f) VPN WIS . b3R5 sh A 405 % Fooi ', m) IE T SR sl T E Y VPN,

A T3R5 B &6 45 7 2 7 i a] S HF REAUL N 3 1P ik (NetScreen-Remote 374 ), R AT 3 1o i 7 ) i 22 1 e &
LA AL B R 4 H o IXFE AL VFRCE NetScreen 45 FIZ 0255 22 18] 3L T 2% H1 (1) VPN 104 .

TR 1 BRI 55 I A S P AL JETIB IS, T 5 B0 8K 50 5y B B8 577 L

1. RSB AET H  R T , E SR AL A 1P Mk
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e ETRIEEIS VPN, B31% %A IKE
FEARTEG T, “ ABhE Y] IKE” WG Wt 2 9] el fd ] —%HIET (IE° s —A ), $#24t IKE 1/ Wendy Al
UNIX k55 %5 2 8] E’Jit%k_fnk_ﬁ T TE - Ad H i1 3DES hn% 3 H i SHA-1 AL ESP.
HEA I 23 HBAE T “ B IKE” w'E “HahE8 IKE” i, ZRAEME M Tl FRCE |
1. 4 Trust A1 Untrust X BERC &1, PHADIXEEBTE trust-vr B& k.

2. {F Trust X Bt Ao AN UNIX IR S545 (.
3. ¥ Wendy & XN IKE H /s
4. BLEIGEMICH “Azh%4 IKE VPN,
5. WEIEHKE.
6. BIZEM Untrust X Bt2 Trust X Bt SRV MNELS H U7 UNIX S50
TR P Wendy LANEEAN
NetScreen-Remote Untrust [x B NI A=
ethernet3, 1.1.1.1/24 Trust X B
M 1.1.1.250 ethernet1, 10.1.1.1/24

\ & ),
N Q VPN it <l

‘ Untrust Trust

X B X B

2. THLEEHA h1p8A24nG5, HEM NS S5HMELHIET . AXRIETMEEAEE, HSH 21 0 kM “iUEfif CRL” .
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# = VPN
FIL Y8 h1p8A24nG5. ALl & A5 5% # D4 HAT Verisign K Aiff) RSA IE45, A
NetScreen-Remote I [FIAHLiE 56 & U-FQDN wparker@email.com. (A SGRBFIEGE B G R, 1S 21

GUER “UEFH CRL” )o AT “BrBE 17 Hl “BrBr2” 2490, $RE “BrBe1” 80 (TSR
pre-g2-3des-sha, *Jil15h rsa-g2-3des-sha ) Jixf “FrB 2”7 dEFETiie X1 “Compatible” $Eil4E.

WebUI

1. #O
Network > Interfaces > Edit ( %} T ethernet1 ): A LL FNZ, K554 Apply:
Zone Name: Trust

Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 10.1.1.1/24

ERLLFNE, REHd OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T- ethernet3 ): #IALL F N2, ARG Hidi OK:
Zone Name: Untrust

Static IP: ( HH LR IEPESLIE TN )
IP Address/Netmask: 1.1.1.1/24

2. bt
Objects > Addresses > List > New: i AL F A%, SR #.id; OK:
Address Name: UNIX

IP Address/Domain Name:

IP/Netmask: ( &£F¢ ), 10.1.1.5/32
Zone: Trust
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3. AR
Objects > Users > Local > New: it A\ F %5, S5 Hid OK:
User Name: Wendy
Status: Enable ( i£#% )
IKE User: (i%£#%)
Simple Identity: (£ )
IKE Identity: wparker@email.com
4. VPN
VPNs > AutoKey Advanced > Gateway > New: i ALV R %5, K5 i OK:
Gateway Name: Wendy NSR
Security Level: Custom

Remote Gateway Type:
Dialup User: (i£$¢ ), User: Wendy

=N
>

it
Ex}
Nl

Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3

> Advanced: HIALL T mgi i s, A)5 5 Return, R[FIJEEA Gateway Bt
B

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha

Mode (Initiator): Aggressive

NetScreen #2531l - 5 5 % : VPN 203



% 5 & %5 VPN % S VPN

Outgoing Interface: ethernet3

> Advanced: fIALL T s s, SAJ5 50 Return, &R[FIJEA Gateway
PCEL L

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: i NLLF A%, SR i OK:
VPN Name: Wendy_UNIX
Security Level: Compatible
Remote Gateway:
Predefined: ( £+ ), Wendy_NSR
5. &M
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, 2R 5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( £#%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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# < VPN

6. REg

Policies > (From: Untrust, To: Trust) New: i ALL F %, RJGHd OK:

interface
interface
interface

interface
interface

Source Address:

Address Book Entry: ( i£#f ), Dial-Up VPN

Destination Address:

Address Book Entry: ( #%£$% ), UNIX

Service: ANY
Action: Tunnel

Tunnel VPN: Wendy UNIX
Modify matching bidirectional VPN policy: ( 755z )

Position at Top: (i%$% )

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3

zone trust
ip 10.1.1.1/24
nat

zone untrust
ip 1.1.1.1/24

set address trust unix 10.1.1.5/32

CLl

1. #0
set
set
set
set
set

2. ik

3. AR

set user wendy ike-id u-fgdn wparker@email.com
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set i1ke gateway wendy nsr dialup wendy aggressive outgoing-interface ethernet3
preshare hlp8A24nG5 proposal pre-g2-3des-sha
set vpn wendy unix gateway wendy nsr sec-level compatible

(=)

IEH

set ike gateway wendy nsr dialup wendy aggressive outgoing-interface ethernet3
proposal rsa-gZ2-3des-sha

set ike gateway wendy nsr cert peer-ca 1°

set ike gateway wendy nsr cert peer-cert-type x509-sig
set vpn wendy unix gateway wendy nsr sec-level compatible

5. &R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

6. KA
set policy top from untrust to trust “Dial-Up VPN” unix any tunnel vpn

wendy unix
save

3. %71 4 CAID number. T f# CA ) ID number, #{#i LA Fr4 : get pki x509 list ca-cert .
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NetScreen-Remote &£ ZhE473555

1. Hi.i; Options > Secure > Specified Connections .
2. i Add a new connection, 7 LIENERE KBRS E A UNIX.
3. PCEERE
Connection Security: Secure
Remote Party Identity and Addressing:
ID Type: IP Address, 10.1.1.5
Protocol: All
Connect using Secure Gateway Tunnel: ( £+ )
ID Type: IP Address, 1.1.1.1
4. AT UNIX BIFR 2200 “+7 £f5'5, REFIER RN
5. i My Identity: $447T L F AT —#A4F -
Hif; Pre-shared Key > Enter Key: i A\ h1p8A24nG5, &) #.ii OK.
ID Type: (£+#¢ E-mail Address ), A5 A\ wparker@email.com.
(5L)
M “Select Certificate” T H741|3& FiEFE—MiET .
ID Type: (%4% E-mail Address )*
6. i Security Policy Kl#r, X5k Aggressive Mode ( 1R ).

7. i T Security Policy BIFRZEII “+” #4545, 485 Hidi Authentication (Phase 1) F1 Key Exchange
(Phase 2) /cililf) “+” #55, HE—PREITHRIE.

4. SREET s R A ) IR IR T B

NetScreen #t 253565 - % 5 % : VPN 207



% 5 & %5 VPN

# < VPN

8.

10.

11.

12.

13.

{5 Authentication (Phase 1) > Proposal 1: ZEF: T~ 51 “Ina” f1 “Hohsc 8k sak”

Encrypt Alg: Triple DES

Hash Alg: SHA-1

Key Group: Diffie-Hellman Group 2
.17 Key Exchange (Phase 2) > Proposal 1: £ L1 IPSec i :

Encapsulation Protocol (ESP): (i£#%)

Encrypt Alg: Triple DES

Hash Alg: SHA-1

Encapsulation: Tunnel

.1 Key Exchange (Phase 2) > Create New Proposal: £ £ L T IPSec 11 :

Encapsulation Protocol (ESP): (1£#¢)
Encrypt Alg: Triple DES

Hash Alg: MD5
Encapsulation: Tunnel

H#.i; Key Exchange (Phase 2) > Create New Proposal: £ £l T IPSec 13 :

Encapsulation Protocol (ESP): ( £+ )
Encrypt Alg: DES

Hash Alg: SHA-1
Encapsulation: Tunnel

¥.i; Key Exchange (Phase 2) > Create New Proposal: i £l T IPSec i :

Encapsulation Protocol (ESP): (i£F% )
Encrypt Alg: DES

Hash Alg: MD5
Encapsulation: Tunnel

Hi; Save.
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SEfl : EZTIRHEAIALS VPN, shisxtER

EAEH, VPN il ¥ NetScreen-Remote J& IHi 1) FH /7 % 42 1% £ 3] NetScreen ¥ #5[1) Untrust X Btz 11, DAfR$
DMZ X Bt (iR E i 45 2% . Untrust X B2 O B34 IP #ilik. NetScreen-Remote %)™ i B AT — BN AL 1K) 4156
IP bk A—ANFA (R BB IP Hihik. NetScreen 4 X% BE B3 DA 5B X457 6 IP sk, HIH LR
A

o admin " 7ESRMEH T

o admin "] EIEEE L bk 20 2 AH Y W TE B LA R
il . NetScreen ¥ 45 1K AT A X BLHS 4

2y

NetScreen-Remote % /i 2 10 IE 5, £ B i B a) MOIZ I 1 14T — it

trust-vr B ik,
R S : Phil EANEEZN] M I /NS
NetScreen-Remote ethernet3 ethernet2
1.1.1.1/24 1.2.2.1/24
DMZ X B
S%I;I}'; Untrust [X B ER = MR 5% 25
: 1.1.1.250 1225
M |
i@‘ I VPN i &
SUBEE N
B IP Mkl AR 1P Hb kil Tunnel.1

10.10.10.1 A

FEA R, Phil A2 7] W38 (W R 55 2% B AR ) o P o 2 A S iR A, S I R 55 25 R P XA IEA TG,
MRS IE [ fth 55— 4% IDENT 153K

JEB 1 H A7 NetScreen &7 0i MR % #% (TCP, i i1 113) iS5 T EHIIRSS FEH B TN FEms, 1M
TR E A 10.10.10.1 £, H1F IR a4 EWG L8 4% IDENT 153K
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Pt = h1p8A24nG5. AW E A 5 & # L3k Verisign K Ai ) RSA 1IEJPJ Jf H. NetScreen-Remote I
[ AHIAIE 1585 U-FQDN pm@netscreen.com. (A JARBUHINBALE TR &, S5 21 JUER UL A
CRL” . )X T “BrBe1” R “Bre 2”7 2agion, e “Bri1” 238 (22877758 pre-g2-3des-sha,
W4 rsa-g2-3des-sha ) Jix “IrB 27 EHTie X “Compatible” $214E

WebUI

1. #0
Network > Interfaces > Edit ( %} T- ethernet2 ): I ALLF A%, AR5 Hidi OK:
Zone Name: DMZ
Static IP: ( BN EFEILIE T )
IP Address/Netmask: 1.2.2.1/24
Network > Interfaces > Edit ( %} T- ethernet3 ): #ALL %, K55k OK:
Zone Name: Untrust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 1.1.1.1/24
Network > Interfaces > New Tunnel IF: 5 ALL RN %, AR5 Hd OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)

Unnumbered: ( #£#% )
Interface: ethernet3 (trust-vr)
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2. Huik

Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: Mail Server
IP Address/Domain Name:

IP/Netmask: ( &+ ), 1.2.2.5/32

Zone: DMZ

Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: Phil
IP Address/Domain Name:

IP/Netmask: ( %£#¢ ), 10.10.10.1/32
Zone: Untrust

3. BR%
Objects > Services > Custom > New: #i AL TN %, SR Hd OK:
Service Name: Ident
Service Timeout:
Use protocol default: ( £$% )

Transport Protocol: TCP (#£#% )
Source Port: Low 1, High 65535

Destination Port: Low 113, High 113

Objects > Services > Groups > New: ¥t AL N7, #3ILL FRS, K5 Hd OK:
Group Name: Remote_Mail
Group Members << Available Members:

I[dent
MAIL
POP3
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4. VPN

VPNs > AutoKey Advanced > Gateway > New: #i AL F N2, SRJ5Hd OK:
Gateway Name: To_Phil

Security Level: Custom

Remote Gateway Type:
Dynamic IP Address: ( i£$¢ ), Peer ID: pm@netscreen.com
= % A
Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3
> Advanced: BIALL R s s, SRJ5 il Return, R[FIJEA Gateway
PC e L
Security Level: Custom
Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha
Mode (Initiator): Aggressive
(=)
iIEH

Outgoing Interface: ethernet3
> Advanced: T AL =g s, AR5 5l Return, R[FIJEA Gateway
[N
Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Mode (Initiator): Aggressive

NetScreen #t 253565 - % 5 % : VPN 212



% 5 & %5 VPN % S VPN

Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: #ii AL F %, K5 #idi OK:
VPN Name: corp_Phil
Security Level: Compatible
Remote Gateway:

Predefined: ( 1L+ ), To_Phil

> Advanced: HIALL T s s, SRJ5Hid Return, iR[FIJEA AutoKey IKE
PCEL L

Bind To: Tunnel Interface: (% ), tunnel.1
Proxy-ID: (#£#¢)
Local IP/Netmask: 1.2.2.5/32
Remote IP/Netmask: 10.10.10.1/32
Service: Any
5. I&H

Network > Routing > Routing Entries > trust-vr New: i AL T2, SR 59 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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Network > Routing > Routing Entries > trust-vr New: i AL T2, SRJ5 Hidi OK:
Network Address/Netmask: 10.10.10.1/32
Gateway: (#£#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
6. TRER
Policies > (From: Untrust, To: DMZ) New: i AL F W%, A5 #h OK:
Source Address:

Address Book Entry: ( %+ ), Phil
Destination Address:

Address Book Entry: (i£$ ), Mail Server
Service: Remote_Mail
Action: Permit
Position at Top: (%% )
Policies > (From: DMZ, To: Untrust) New: #i A LL F %, 4R )58l OK:
Source Address:

Address Book Entry: ( £+ ), Mail Server
Destination Address:

Address Book Entry: ( %+ ), Phil
Service: Remote_Mail

Action: Permit
Position at Top: (£ )
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# = VPN

CLI

1. &0

set
set

set
set

set
set

2. bk

set address dmz

interface
interface

interface
interface

interface
interface

ethernet?
ethernet?

ethernet3
ethernet3

zone dmz
ip 1.2.2.1/24

zone untrust
ip 1.1.1.1/24

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

“Mail Server”

1.2.2.5/32

set address untrust phil 10.10.10.1/32

3. BR%

set
set
set
set
set

4. VPN

it

set

set
set
set

service ident
service
service
service
service

group
group

group
group

ZEH

protocol tcp src-port 1-65535 dst-port 113-113
remote mail
remote mail
remote mail
remote mail

add ident
add mail
add pop3

ike gateway to phil dynamic pm@netscreen.com aggressive outgoing-interface
ethernet3 presﬁare h1p8A24nG5 proposal pre-g2-3des-sha

vpn corp phil gateway to phil sec-level compatible

vpn corp phil bind interface tunnel.l

vpn corp phil proxy-id local-ip 1.2.2.5/32 remote-ip 10.10.10.1/32 any

(5)
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IE$

set ike gateway to phil dynamic pm@netscreen.com aggressive outgoing-interface

ethernet3 proposal rsa-g2-3des-sha
set ike gateway to phil cert peer-ca 1°
set ike gateway to phil cert peer-cert-type x509-sig
set vpn corp phil gateway to phil sec-level compatible
set vpn corp phil bind interface tunnel.l
set vpn corp phil proxy-id local-ip 1.2.2.5/32 remote-ip 10.10.10.1/32 any

5. IXH

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 10.10.10.1/32 interface tunnel.l

6. REg

set policy top from dmz to untrust “Mail Server” phil remote mail permit
set policy top from untrust to dmz phil “Mail Server” remote mail permit
save

5. ¥7 1/ CAID number. 37 f# CA () ID number, i LL R4 : get pki x509 list ca-cert .
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NetScreen-Remote

1. i Options > Global Policy Settings, i Allow to Specify Internal Network Address & iEHE.
2. Options > Secure > Specified Connections.
3. Hiii Add a new connection %4, 7EHILFIHNEEEFRSSHEA Mail .
4. BCEIEHSEIN
Connection Security: Secure
Remote Party Identity and Addressing:
ID Type: IP Address, 1.2.2.5
Protocol: All

Connect using Secure Gateway Tunnel: ( £+ )
ID Type: IP Address, 1.1.1.1

5. iy unix BRI “+7 £755, REITFIERR.
6. Ifii Security Policy Kl¥5, #R/51%+¢ Aggressive Mode ( EFHER ).
7. i My Identity, JEHUT R IIMT—#1E
H#.i; Pre-shared Key > Enter Key: i X\ h1p8A24nG5, #X)5 H.ii OK.
ID Type: E-mail Address; pm@netscreen.com
Internal Network IP Address: 10.10.10.1
af
M Select Certificate 77151, GeFEtl & o1 HE( - Huhk
“pm@netscreen.com” [HiEF.
ID Type: E-mail Address; pm@netscreen.com

Internal Network IP Address: 10.10.10.1
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8. Hiil; Security Policy ElbrZciif) “+” #5455, )5 51 Authentication (Phase 1) #l Key Exchange (Phase
2) iUy 47 RS, BB EITHRNS .
9. il Authentication (Phase 1) > Proposal 1: X££ N4 “n#” Ml “Hhsc 8k 59k
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
10. i Key Exchange (Phase 2) > Proposal 1: i£ UL K IPSec i :
Encapsulation Protocol (ESP): (i%£#f )
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Tunnel
11. i Key Exchange (Phase 2) > Create New Proposal: £ L1 T IPSec X :

Encapsulation Protocol (ESP): ( £+ )
Encrypt Alg: Triple DES

Hash Alg: MD5
Encapsulation: Tunnel
12. i Key Exchange (Phase 2) > Create New Proposal: £ #:LL T IPSec i :

Encapsulation Protocol (ESP): (1£#¢)
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Tunnel
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13. i Key Exchange (Phase 2) > Create New Proposal: L1 T IPSec i :
Encapsulation Protocol (ESP): (i%£#f )
Encrypt Alg: DES
Hash Alg: MD5
Encapsulation: Tunnel
14. il Save 44 ..
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SEfl : EZTRIERIELS VPN, ZhasxtET

fEAHIH, VPN i iE K NetScreen-Remote J& [l [ H /7 % 42 1% $: £l NetScreen ¥4 1#) Untrust X B 10, BL{R$
DMZ [X BT (R R AF R 45 %5 « Untrust X Beds O A HHA IP Hilik. NetScreen-Remote % /i B A5 — AN S A4 EL K A
IP bbb Fn—ANERES (BP0 NS 1P Hiht. NetScreen 15 £ [F)4 # DL U ANE & 7 v (P P96 1P Huht, DA RERS & s
INBIAS T Z B IR, Tk E VR E a5 B #em% . NetScreen-Remote %/ i 3B 18 Jo, A5 A Al M i%
T (A

A Phil Al H
NetScreen-Remote Untrust [X B¢ A AP
ethernet3, 1.1.1.1/24 DMZ [X B
SMTP K% 1.1.1.250 ethernet2, 1.2.2.1/24
e | . Il 252
o ‘ _ B 1225

F T L N
"

‘ . VPN i i 5
N6 1P kil HREEIP skl Untrust
10.10.10.1 IS X Bt

FEAAI,  Phil M2 5] W3k 10 B AR 55 2 EASA 1 LR AE o 4t 2R RN, B E IR 55 28 R e XA EA T U,
TH A ) ik A 3% — 4% IDENT 1K

VEB 1 HA 7 NetScreen 717 iR %75 (TCP, i /7 113) J5 T & HIRS, If-H & T M e G, i .68
T E FA 10.10.10.1 /i, HE1FIR 5457 FE 8 X% IDENT 153K
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TIL 248 J h1p8A24nG5. AuBlEE NS 5 & # 4 B4 Verisign KA1 RSA #F45, J H. NetScreen-Remote
A HE B U-FQDN pm@netscreen.com. (A JSGRFAINBAEBEAGE R, ESHH 21 70 E1 “uEHm
CRL” . YX[TF “BrB1” A1 “BrBt 2”7 w2, e “BrB1” 3l (=587 0 pre-g2-3des-sha, Xk
194 rsa-g2-3des-sha ) JF4 “BrB 27 EHHHE XK “Compatible” $2i4E .

WebUI

1. #0
Network > Interfaces > Edit ( %} T- ethernet2 ): I ALLF A%, AR5 Hidi OK:
Zone Name: DMZ
Static IP: ( BN EFEILIE T )
IP Address/Netmask: 1.2.2.1/24
Network > Interfaces > Edit ( %} T- ethernet3 ): #ALL %, K55k OK:
Zone Name: Untrust
Static IP: ( LR ZEFE LT )
IP Address/Netmask: 1.1.1.1/24
2. bk
Objects > Addresses > List > New: i AL F A%, K5 Hd OK:
Address Name: Mail Server
IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.2.2.5/32
Zone: DMZ
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# < VPN

Objects > Addresses > List > New: #i A LU N A%, X5 i OK:
Address Name: Phil
IP Address/Domain Name:

IP/Netmask: ( %+ ), 10.10.10.1/32
Zone: Untrust

3. BR%
Objects > Services > Custom > New: AN LA F N2, K5 Hiidi OK:
Service Name: Ident
Service Timeout:
Use protocol default: ( £$% )

Transport Protocol: TCP (#£#% )
Source Port: Low 1, High 65535

Destination Port: Low 113, High 113

Objects > Services > Groups > New: ¥t ALV NN ZE, #3ILL RS, AR5 Hd OK:

Group Name: Remote_Mail

Group Members << Available Members:

Ident
MAIL
POP3
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4. VPN
VPNs > AutoKey Advanced > Gateway > New: #i AL F N2, SRJ5Hd OK:
Gateway Name: To_Phil
Security Level: Custom

Remote Gateway Type:
Dynamic IP Address: ( i£$¢ ), Peer ID: pm@netscreen.com

=%
Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3
> Advanced: fii A LU~ s B, A5 Hifi Return, iR [FIJEA Gateway
PC e L
Security Level: Custom
Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha
Mode (Initiator): Aggressive
(k)
IE$

Outgoing Interface: ethernet3

> Advanced: fIA LU s i s, SRJ5 50 Return, &[FIJEA Gateway
(=W

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
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# < VPN

Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: #ii AL F N2, &5 Hidi OK:
VPN Name: corp_Phil
Security Level: Compatible
Remote Gateway:

Predefined: ( 1%L+ ), To_Phil

5. B%H
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, K5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£F%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
6. RE
Policies > (From: Untrust, To: DMZ) New: #i A LL F %, 4R )58l OK:
Source Address:
Address Book Entry: ( %+ ), Phil
Destination Address:
Address Book Entry: ( #£$ ), Mail Server
Service: Remote_Mail
Action: Tunnel
VPN Tunnel: corp_Phil
Modify matching bidirectional VPN policy: ( Z£$¢ )
Position at Top: ( £+ )
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# = VPN

CLl

1. #0O
set
set
set
set

2. ik

set address dmz
set address untrust phil 10.10.10.1/32

3. BR%

set
set
set
set
set

4. VPN

interface
interface

interface
interface

service ident
group service
group service
group service
group service

Mt =4

set i1ke gateway to phil dynamic pm@netscreen.com aggressive outgoing-interface

(20)

ethernet3 preshare hlp8A24nG5 proposal pre-g2-3des-sha
set vpn corp phil gateway to phil sec-level compatible

ethernet?
ethernet?

ethernet3
ethernet3

“mail server”

zone dmz
ip 1.2.2.1/24

zone untrust
ip 1.1.1.1/24

protocol tcp src-port 1-65535 dst-port 113-113
remote mail
remote mail add ident
remote mail add mail
remote mail add pop3

1.2.2.5/32
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IEH

set ike gateway to phil dynamic pm@netscreen.com aggressive outgoing-interface
ethernet3 proposal rsa-g2-3des-sha

set ike gateway to phil cert peer-ca 1°

set ike gateway to phil cert peer-cert-type x509-sig
set vpn corp phil gateway to phil sec-level compatible

5. &R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

6. REg

set policy top from untrust to dmz phil “mail server” remote mail tunnel vpn
corp phil

set policy top from dmz to untrust “mail server” phil remote mail tunnel vpn
corp phil

save

6. #7 1/ CAIDnumber. ZTf# CA [ ID number, LA Fir4 : get pki x509 list ca-cert .
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NetScreen-Remote

1. Hii5 Options > Global Policy Settings, AJ5i%$# Allow to Specify Internal Network Address .
2. Options > Secure > Specified Connections .
3. i Add a new connection, 7&HILIIHIEREIFRSE Mail .
4. PFCEIEREIN
Connection Security: Secure
Remote Party Identity and Addressing:
ID Type: IP Address, 1.2.2.5
Protocol: All

Connect using Secure Gateway Tunnel: (i%£+%)
ID Type: IP Address, 1.1.1.1

5. i unix BFRAEMIE “ 47 £75, REITIERFNE
6. Ifil;i Security Policy Elt5, #AJ5ik+$: Aggressive Mode ( EFHEK ).
7. i My Identity, JEHUAT T oI —#4F
#.i1; Pre-shared Key > Enter Key: % \ h1p8A24nG5, #kJ5 ¥l OK.
Internal Network IP Address: 10.10.10.1
ID Type: E-mail Address; pm@netscreen.com
1%
M Select Certificate 7511, GEHEAL S fL-F HEAFHuhE
“pmason@email.com” [FJiF15.
Internal Network IP Address: 10.10.10.1
ID Type: E-mail Address; pm@netscreen.com

8. Hiiifii T Security Policy EIFRZCiU 1 “+” #5, #RJ5 Hihi Authentication (Phase 1) fll Key Exchange
(Phase 2) Zciliffy “+” f5%5, M0 RRIFHNE.
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# < VPN

9.

10.

11.

12.

13.

14.

¥.il; Authentication (Phase 1) > Proposal 1: £ F41 “Inss” - “His e muk”

Encrypt Alg: Triple DES

Hash Alg: SHA-1

Key Group: Diffie-Hellman Group 2
#.il; Key Exchange (Phase 2) > Proposal 1: i££ LT IPSec 131X :

Encapsulation Protocol (ESP): (i%£#f )

Encrypt Alg: Triple DES

Hash Alg: SHA-1

Encapsulation: Tunnel

¥ Key Exchange (Phase 2) > Create New Proposal: £ L T IPSec 1 :

Encapsulation Protocol (ESP): ( £+ )
Encrypt Alg: Triple DES

Hash Alg: MD5
Encapsulation: Tunnel

¥.i1; Key Exchange (Phase 2) > Create New Proposal: £+ F IPSec il :

Encapsulation Protocol (ESP): (i£F% )
Encrypt Alg: DES

Hash Alg: SHA-1
Encapsulation: Tunnel

¥.i; Key Exchange (Phase 2) > Create New Proposal: £+ LL T IPSec 1 :

Encapsulation Protocol (ESP): (i£#%)
Encrypt Alg: DES

Hash Alg: MD5
Encapsulation: Tunnel

i Save.
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AT # 5 VPN FH PR =) SR &

AR5 VPN G Sl . e B e i DR 5 a8 0 55 VPN BLE 280 (H2, A 55 VPN Bl

NetScreen ¥ #% & B G A U ANIE IR 5 FH P PN EE 1P kb= (0], DAEAERC B A n) SmE I, 45 B 63 ks LA A H i kit

(WS 220 BT Y06l 5T RSk VPN, X777 )e TS VPN FI T ECE, LAN Yk 14 2 0
ANTHFEAETR S P B bk A . {497 LAN ) NetScreen 54 e X bl “Dial-Up VPN” 4 4 P [ 5%
I PRI b A A ) SRS ) H IR

SRR TS VPN IE B0 R SR, B G IR JR S VR H VPN 451 LAN S (145 St (g Redm 2 B 50 R 3l
WEAE ). HER, SRS EAERAE VPN B A E, STy REESK A [ AT S i) S L R R 55 A 1R o

JEEE : NetScreen 51511165 VPN JI7 415K i) S8 7 [FT R4 2 AT HG B2

R, WAEEZAEINIERRIRS VPN N bk 23 [ nl fe s S . i, $85 /M) A F1 B G HA A &6
IP Huhl45[6]) 10.2.2.0/24 . Wi HELX RGO, NetScreen ¥ £ 2l ok 78 5 & 41| ¢ T 6 2 1 55 — AN sk 5 FH 19 VPN
AR B RIEFTA ik VPN (5 Bt B, anier VPN ST ETH - A T H 3 SR e 46 B IUAE SRemgs o1 38
] NetScreen ¥ &t 24 TE 4 2 A F1 B 1T Hik VPN E B RIE S H P A.

[FIRE, $5 M7 A ik vl g 5 e AT g th bk S, IR B RN 2 A5 51 M VPN JEIE . R ILIX R
&, NetScreen ¥ acox W] Yistidit . Hxstbdil, Yl 115 H A 11 A IG5 (0 FEASA JEL UL Ja PR DG TR PR 55— SRS
9 G BAT B8 AL A (0 R PR S VPN SR U AT B S B IE K 55— 5ms, - NetScreen s BCKE XA #4 5 VPN
SRS A SRS 4113 P LA R o7 B
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sefdl : W[ S VPN SRHES

EARB T, S EA IKE ID jf@ns.com ) IKE f 7 dialup-j Bt &40 VPN _dial F1#k5 “ B8h#4 IKE VPN” JEiE )
X SEmg . T “BrEE 17 ThiE, % pre-g2-3des-sha UM it =2285 JF11d7ulU. A “BrEt 27 Phipaiksesm
E X “Compatible” $Ei34E.

IKE 77 M\ Untrust X B F 31 NetScreen %45 1#) VPN &8z, LLVi] Trust X P IRS 25  IKE F ) gdiar
VPN &85, 15 5 n] Dl i 4F— i Kk

Trust X EX 2114 ethernet1, L IP il 10.1.1.1/24, 1 HA4bT- NAT £, Untrust X B4 ethernet3, I IP
Motk 1.1.1.1/24 . A8 Bl 381 1.1.1.250 ALFRAMEE I 25 o

WebUI

1. #0O
Network > Interfaces > Edit ( %f - ethernet1 ): #IALL FAZ, RJ5 5t Apply:
Zone Name: Trust
Static IP: ( PN EFEILIE T )
IP Address/Netmask: 10.1.1.1/24

WHELLN A, R OK:
Interface Mode: NAT
Network > Interfaces > Edit ( Xf 1" ethernet3 ): #i A LL A%, K5 ¥ OK:
Zone Name: Untrust
Static IP: ( LR ZEFE L LT )
IP Address/Netmask: 1.1.1.1/24
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2. WK
Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: trust_net
IP Address/Domain Name:
IP/Netmask: ( i&+¢ ), 10.1.1.0/24
Zone: Trust
Objects > Users > Local > New: HIALL NN, )5 HH OK:
User Name: dialup-j
Status: Enable
IKE User: (#£#¢)
Simple Identity: ( %EF¢ ); f@ns.com
3. VPN
VPNs > AutoKey Advanced > Gateway > New: #ii A LA NN ZE, SRJ5 Hiidi OK:
Gateway Name: dialup1
Security Level: Custom
Remote Gateway Type:

Dialup User: ( I£# ); dialup-j
Preshared Key: Jf11d7uU

> Advanced: I A LU T s s, AR5 Hd Return, &[FIJEA Gateway
[

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
pre-g2-3des-sha

Mode (Initiator): Aggressive
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VPNs > AutoKey IKE > New: #ii AL F N2, &5 Hidi OK:

VPN Name: VPN_dial

Security Level: Compatible

Remote Gateway:

Create a Simple Gateway: ( i%£+% )
Gateway Name: dialup1
Type:
Dialup User: (i£#f ); dialup-j

Preshared Key: Jf11d7uU
Security Level: Compatible
Outgoing Interface: ethernet3

4. B%EH
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, 2R 5 i OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (#£F%)
Interface: ethernet1
Gateway IP Address: 1.1.1.250
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# < VPN

5. REg

Policies > (From: Untrust, To: Trust) New: i ALL F %, RJGHd OK:

Source Address:

Address Book Entry: ( i£#f ), Dial-Up VPN
Destination Address:

Address Book Entry: (1£#f ), trust_net
Service: ANY

Action: Tunnel
VPN Tunnel: VPN_dial

Modify matching bidirectional VPN policy: ( i%£+% )
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CLI

1. &0

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. W&
set address trust trust net 10.1.1.0/24
set user dialup-j ike-id u-fgdn jf@ns.com

3. VPN

set ike gateway dialupl dialup dialup-J aggressive outgoing-interface ethernet3
preshare Jf11d7uU proposal pre-g2-3des-sha
set vpn VPN dial gateway dialupl sec-level compatible

4. BXH
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
5. KA
set policy from untrust to trust “Dial-Up VPN” trust net any tunnel vpn
VPN dial
set policy from trust to untrust trust net “Dial-Up VPN” any tunnel vpn
VPN dial
save
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NetScreen-Remote &£ ZhE473555

1. Hi.i; Options > Secure > Specified Connections .
2. i Add a new connection, 7 ILIHER KRS EE N Corp.
3. BUEIERLED
Connection Security: Secure
Remote Party Identity and Addressing
ID Type: IP Subnet
Subnet: 10.1.1.0
Mask: 255.255.255.0
Protocol: All
Connect using Secure Gateway Tunnel: ( £+ )
ID Type: IP Address, 1.1.1.1
4. BT UNIX BIRR AU “+7 #7555, FEIFER RN .
5. i My Identity: $147 UL FAF—#4E
¥} Pre-shared Key > Enter Key: %A Jf11d7uU, %&J5 ¥ OK.
ID Type: (i%£+#% E-mail Address ), RJ5f AN jf@ns.com.
6. i Security Policy Eltr, #XJ5ik# Aggressive Mode ( EFHER ).

7. i T Security Policy bR 21U “+” £55, X5 Hiidi Authentication (Phase 1) 711 Key Exchange
(Phase 2) ZEiU ) “+” £5'5, #E—LREITHIL.
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# < VPN

8.

10.

11.

12.

13.

{5 Authentication (Phase 1) > Proposal 1: ZEF: T~ 51 “Ina” f1 “Hohsc 8k sak”

Encrypt Alg: Triple DES

Hash Alg: SHA-1

Key Group: Diffie-Hellman Group 2
.17 Key Exchange (Phase 2) > Proposal 1: £ L1 IPSec i :

Encapsulation Protocol (ESP): (i£#%)

Encrypt Alg: Triple DES

Hash Alg: SHA-1

Encapsulation: Tunnel

.1 Key Exchange (Phase 2) > Create New Proposal: £ £ L T IPSec 11 :

Encapsulation Protocol (ESP): (1£#¢)
Encrypt Alg: Triple DES

Hash Alg: MD5
Encapsulation: Tunnel

H#.i; Key Exchange (Phase 2) > Create New Proposal: £ £l T IPSec 13 :

Encapsulation Protocol (ESP): ( £+ )
Encrypt Alg: DES

Hash Alg: SHA-1
Encapsulation: Tunnel

¥.i; Key Exchange (Phase 2) > Create New Proposal: i £l T IPSec i :

Encapsulation Protocol (ESP): (i£F% )
Encrypt Alg: DES

Hash Alg: MD5
Encapsulation: Tunnel

Hi; Save.
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2H IKE ID

HECH LA VFZ RS VPN H7 . filtn, — A&l se g JLa AN P, JLrhvr 2 H P 7RI T 9l i 22 3R AR AE
RS EAE N Z R N TEEA 20, R 20 n G M e X $k'5 VPN BLE DL IS & A )
SRR o

H T BRI R RRGL, “AHIKE ID” k@S — M H T2 A E X 40 IKEID H 7w iEH T AT
distinguished name ( 485 ) (dn) A 3R EMERUEB R ETA H 7, i 14535 IKE 1D 1 VPN 27 i B it s
415 NetScreen 45 EHIEE IKE ID AL =2 GIUCEC B 7 .

JEE I E IKE H /%27 NetScreen #4/f, NetScreen i#74 B 5L FFfE /228 IKE ID, 7825 H X125 77 o 564
REUTH AT T IKE ID 7724 WIR275 IKE ID 12 Z 00 FEA A VLI 4 H,  NetScreen i a4l 25 1 [l I-A HT
IKE ID FI & 1941 IKE ID /7.2 [5]1955 5 IKE ID VL.

R AN IKE ID PR InEl—AS IKE 385 VPN 74, IR AR I SOE RN o KRAUR . PR iE ek
Hra ARl RvrimEk “58 1 BB SA” Hi, i NetScreen V& L e R VPN il i K4 .
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BHIrHaY4E IKE ID

HAUETE “41 IKE ID” IR, 6418 &4 B E S i L i e (45 IKE P AT IKE AES
%, NetScreen i #4#FH 234 IKE ID {541 IKE ID H ' fE /. — Nk IKE ﬁﬁ)ﬁﬂﬁiﬂﬁiz@@ NetScreen
WM VPN IS, A erefi VPN & i B VPN BUE TR E T — MR AT R IR, 1Zo R iixLpd
'E 5 NetScreen device L[4 IKE ID ) fai /R K134 IKE ID & XAHUCHL .

HAUEB A IKE ID

43 IKE ID
(RABFR)

&5 IKE F /7
kTS
DN:

4 B P N\
cn=alice

--------- 4 -
""""" > 3 -

U
DN: 41 IKE ID A/
cn=bob ASN1-DN IKE ID 2¢7
Ol_l_=__en9 \/ /> IKE ID: ou=eng
---------- - N J
WEfs FYAEA S, NetScreen ¥4 54k 5 ] J 4L A%
DN: ) distinguished name (U344 7% ) (dn) FH
i cn=carol RICR SUEB AN K CE, BLEI “5 1
%‘ ou=sales B BB T IKE ID #4i1 dn dE4T

---------- % JEE: 17 T Carol JUiE iy B
> L 14 ou=eng, [
NetScreen 7545 #73K .

NetScreen #2531l - 5 5 % : VPN 238



% 5 & %5 VPN 48 IKE ID

Al E IR PB4 IKE ID, J7ykanF

7f NetScreen & & L :

1. AIE—AHEA S IKE b4l IKE ID )7 (W ou=sales, o=netscreen ), J145 & vl 4l IKE ID &
AT S SR RS H P 2R

2. KB4l IKE ID B HRIRE MRS 4, I siz4l.

3. fEfkS “HZNEY IKE VPN BCEY, feaetk s HPamars, “3 1 BrEe” thikt T Aggressive mode
(EE), Uk (BfRZE RSA &2 DSA, ZEH T4k 'S VPN 2 7 i N2k B2 4 ) ATl

4. B ARVENGE SRR 2 kS VPN 5 .

7£ VPN & Fim L

1. FAEIFINEGET, ZAEP RN GRS EAIZE NetScreen ¥ & F 357 IKE 1D wp e SRS SR o

2. T 1 BrECrR, 1 H Aggressive mode ( F#hAR ) Bl E M 7] NetScreen % ) VPN illiE, 5@ ZHic
ZMNEBETS, I AAHE IKE 1D 2B A5 7o

WE, BNEAUED (RANEFITTR S IKE ID H 7 A e X IKE ID ITES ) AN L5 IKE B #a] LUk
T @ 7. 3d [n) NetScreen 1% #5117 VPN diE . #lan, w40 IKE ID H 7' i) IKE ID 2 OU=sales, O=netscreen, Wi
NetScreen ¥ & #:5%2k HAE R H I 1 BV, AP A EL R LR P EE X ITT R, nTEER
NetScreen W25 IS IKE H P B R ERE, ZHGRTE4] IKE ID H P i Ffe e Itk S s K.

7. ALK 4] IKE ID S CEAE IKE 4.
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IBECEFFNZS 22 ASNT-DN IKE ID ZEH

M IKE F 7€ S IKE ID I, 208 F RS 1 1) “aligiBidlonit”, a2 (ASN1-DN) 7E bR L & 1 IKE
ID 257, R IREE R E, HIRPES (EIFERR ) AN ERR k. it

ASN1-DN: C=us, ST=ca, L=sunnyvale, O=netscreen, OU=sales, CN=joe

Kl 431
C=us & C=Hx
ST=ca ST =/
L=sunnyvale L = Hhu[x
O=netscreen O =4
OU=sales OU = A Z1f
CN=joe CN = ji &K

Rk

BCE 4 IKE ID HI i, a2 045 77 () ASN1-DN ID 5 7E 4 LA A il 2 —

e Wildcard (GBERT ): 0 H4%5 IKE H 71 ASN1-DN bl FBb I{E 5 4 IKE F )7 1K) ASN1-DN ARl 7B
[KI{EUCHES, ) NetScreen iAilF4k 5 IKE FI )71 ID. X FREAMFRRTFE, BECAT ID KRB SZFE—ME (61
i, FFF “ou=eng” B “ou=sw”, HARZHF “ou=eng, ou=sw” ). B ASN1-DN T4 5 Fbril 7B
5 AL

e  Container ( &2 ): 3RS IKE F/7 ) ASN1-DN Al F B M 541 IKE A7 i) ASN1-DN Aril B

(R 5245 ULHT, ) NetScreen \iF#R 'S IKE HI)7 0 ID. R FREAMPRIRTEL, 2888 ID BB ELANEH (4
U1, “ou=eng, ou=sw, ou=screenos” ). P ASN1-DN F5F H fEAR IR 7 BoH R RHE R 20— FE

hIEFE IKE H L E ASN1-DN ID B, g8y “WlBes” st “7R8%7 , JF@ SOPEEAE XS5 5 (FAE 15 i 20 1

ASN1-DN ID ( #iu1, “c=us, st=ca, cn=jrogers” ). KA IKE ID it & ASN1-DN ID i, ffH LA F S8 F -

[DistinguishedName]. 47455 1 HIHHH S 58 2 UWHT PR
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IBHECEF ASNT-DN IKE ID

TEACAT ASN1-DN R IR 45 77 1) distinguished name (iR 485 ) IKE ID HH M5 20 IKE H F 355 ASN1-DN

IKE ID HFF{EICHD, 1XYSE7E ASNT-DN FAFd A i 5e G P JE AT i, wiRl4k5 IKE H 71 1D A4l IKE H
P ID tnr

o k5 IKE /143 ASN1-DN IKE ID: CN=christine, OU=finance, O=netscreen, ST=ca, C=us
o« 4 IKE )34 ASN1-DN IKE ID: C=us, O=netscreen

Mj—/NERCSF ASN1-DN IKE ID A BHUEEC AN IKE ID, BIEEAS 1D A48 A7 AN ]

%5 IKE H )11 2 IKE 7 [ 18 LA
ASN1-DN IKE ID ASN1-DN IKE ID
%5 IKE HJ7 1) ASN1-DN & 1F E= E=
20 \KE 171ty ASN1-DN TR 5E (1)
fH. EAMFIFEAEEL, CN=christine C=us
i NIE
OU=finance \/ ST=
O=netscreen L=

L= O=netscreen
ST=ca Oou=
C=us CN=
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H IKE ID

\

7528 ASN1-DN IKE ID

N

#i4s ASN1-DN ID sevrd IKE M1 ID AERE MR IR P Beb I 240 H o RS 1 0 ID B 1ES5 4 IKE H

FID T R{E 54 UCEE, ) NetScreen AiFIL S IKE [P . Sl E AR AARFTE, 64k5 IKE H 2 F4 IKE
ID 1, ASNA1-DN BN F 52—, H H X 267 B 22 ANME 1Pt 25 20— FF

NS IKE
ASN1-DN & 54 IKE H
i) ASN1-DN 5¢ 4= JUHE AR o
%u %?E&EP ZAN4 H Gy

B ANRS IKE
ASN1-DN t & 54 IKE H
) ASN1-DN 54 VG HE ) .
B, OUID 7B h£4M4H
FIMRE AN —Hf

k5 IKE H )i
ASN1-DN IKE ID

E=

241 IKE ™ 145 4
ASN1-DN IKE 1D

E=

C=us

C=us
ST=ca
L= sf

WIE

ST=
L=

O=netscreen

O=netscreen
OU=mkt,0U=dom,OU=west
CN=yuki

k5 IKE H ) (K
ASN1-DN IKE ID

E=

OU=mkt,0U=dom,OU=west
CN=

241 IKE " 145 2
ASN1-DN IKE 1D

E=

C=us

C=us
ST=ca
L=la

WIE

ST=
L=

O=netscreen
OU=mkt,0OU=west,0U=dom
CN=joe

O=netscreen
OU=mkt,0U=dom,OU=west
CN=
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Sef5l : 4B IKE ID (EP )

fEASap, Qa4 Usert BI#THI4L IKE ID H17 5@ o K ILRCE A WEAT RSA GIETF VPN %) i [F] B 452 52 44
B2IE 10 MY “5B A BB TR, ZIE A O=netscreen Il OU=marketing . iEBZHHLI (CA) 4 Verisign.
¥ik5 IKE ) dldn sk office_1.

AR 2 1 Trust [X &
Untrust [X B eth1, 10.1.1.1/24
eth3, 1.1.1.1/24 NAT it

Untrust X B ‘ Trust X B
X

REMIM gt veNmis ) — == webf
IKE ID % | a e i -
o=netscre " ay A V 10.1.1.5
ou=marketin ‘ 41 IKE ID Ji P féifr

User Name: User1
. User Group: office_1
% 1.1.1.250 Distinguished Name:
o=netscreen
ou=marketing

P \KE U RGE RN A RAE R EATH IKE ID. seZrh k5 IKE F7 EF AR A4 8K (dn) FTRELL R F1ELE —ik
745 3 7 s I
C=us,ST=ca,L=sunnyvale,O=netscreen,OU=marketing, CN=michael zhang,CN=a2010002,CN=ns500,
CN=4085557800,CN=rsa-key,CN=10.10.5.44

i1 T8 O=netscreen F! OU=marketing H IAEXE5E 77 (UEF, JF B 24 RS 2 FRA1E 8 H IKE ID 288, Ktk
NetScreen B4 AIEH ).

T “BrBc1” D “BB 27 24, $85E “BrBc 17 3 (XMHIET 4 rsa-g2-3des-sha ), F1xF “FrEt 2”7 E£ETi
E X “Compatible” $Ei4E .

BB k5 VPN fl—/5kmg, i HTTP {5 Bl VPN (81 275 Web R4 %8 Web1. Horp 2 VPN % ) i
( 14 ] NetScreen-Remote ) I1IHC &
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WebUI

1. #0O
Network > Interfaces > Edit ( Xf T ethernet1 ): # A LL FNZE, K5 ¥ OK:
Zone Name: Trust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 10.1.1.1/24

WFELL NN, sl OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T- ethernet3 ): #IALL F N2, K5 Hid OK:
Zone Name: Untrust
Static IP: ( IR IEPESLIE TN )
IP Address/Netmask: 1.1.1.1/24

2. Huk
Objects > Addresses > List > New: i AL F A%, SR #.d; OK:
Address Name: web1
IP Address/Domain Name:

IP/Netmask: ( &£F¢ ), 10.1.1.5/32
Zone: Trust

3. AR
Objects > Users > Local > New: i AL F A%, K5 i OK:
User Name: User1

Status Enable: (%% )
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IKE User: (1£#%)
Number of Multiple Logins with same ID: 10
Use Distinguished Name For ID: (i£#f )
OU: marketing

Organization: netscreen

Objects > User Groups > Local > New: 7 Group Name 7B i N office_1, $UATLL FNERAE, ARG
Hi OK:

EFE Usert, I H << #Z4 ¥ I Available Members #5231 Group
Members ¥+,

4. VPN
VPNs > AutoKey Advanced > Gateway > New: i ALL RN %, R)55d OK:
Gateway Name: Corp_GW
Security Level: Custom

Remote Gateway Type: Dialup User Group: ( i£#% ), Group: office_1
Outgoing Interface: ethernet3

> Advanced: I A LU T s s, A5 il Return, &[FIJEA Gateway
il 0T

Security Level: Custom

Phase 1 Proposal (for Custom Security Level ):
rsa-g2-3des-sha

Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
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VPNs > AutoKey IKE > New: fii AL F A%, SR )5 i OK:
VPN Name: Corp_VPN
Security Level: Compatible
Remote Gateway: Predefined: ( i£$¢ ), Corp_GW
5. IKH
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
6. KRR
Policies > (From: Untrust, To: Trust) New: i A\ LL NN %, K5 i OK:
Source Address:

Address Book Entry: (i%£#% ), Dial-Up VPN
Destination Address:

Address Book Entry: ( ££ ), web1
Service: HTTP
Action: Tunnel
Tunnel VPN: Corp_VPN
Modify matching bidirectional VPN policy: ( iz )
Position at Top: (I£$f )
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CLI
1. #0O

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bk
set address trust webl 10.1.1.5/32
3. AR

set user Userl ike-id asnl-dn wildcard o=netscreen,ou=marketing share-limit 10
set user-group office 1 user Userl

4. VPN

set ike gateway Corp GW dialup office 1 aggressive outgoing-interface ethernet3
proposal rsa—g2;§des—sha B

set ike gateway Corp GW cert peer-ca 1°

set ike gateway Corp GW cert peer-cert-type x509-sig

set vpn Corp VPN gateway Corp GW sec-level compatible

5. &R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

6. REg

set policy top from untrust to trust “Dial-Up VPN” webl http tunnel vpn Corp VPN
save

8. 71/ CAID number. ZTf# CA [ ID number, LA Fir4 : get pki x509 list ca-cert .
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H IKE ID

NetScreen-Remote &£ ZhE473555

1.
2.
3.

#if; Options > Secure > Specified Connections .
#.i; Add a new connection, 7FHILFHTIER RS2\ web1 .
T B T
Connection Security: Secure
Remote Party Identity and Addressing
ID Type: IP Address, 10.1.1.5
Protocol: 31 o All, XN HTTP, #% | Tab &, RGN 80,
Connect using Secure Gateway Tunnel: ( £+ )
ID Type: IP Address, 1.1.1.1
BT AL T web1 BIFRZCIAM) “ 47 555, RIS
¥ My Identity: M\ Select Certificate T $413° v, #$4¢ distinguished name (R4 Fx ) 144
o=netscreen,ou=marketing /¥ }j 7C & [FIE P .
ID Type: M 7517 ik+#% Distinguished Name .
i Security Policy KFr, Xj5i%+# Aggressive Mode ( =z ).
¥ui5 Security Policy FFrAZTLI) “ 47 £575, R )G il Authentication (Phase 1) #1 Key Exchange (Phase 2)
KA “+7 f55, B EIT RN
#¥.:1; Authentication (Phase 1) > Proposal 1: &% 51 “Ins” - “Hlin ek muk” -
Authentication Method: RSA Signatures
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2

9. AJiWIEELF NetScreen-Remote & i - W& IN#k 7 38 M4 KF 5. 45 X7F NetScreen-Remote FIN#iE11K{5 8., 152 % NetScreen-Remote 3044,
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H IKE ID

9. . Key Exchange (Phase 2) > Proposal 1: ¥£#%LL  IPSec #4iY :

Encapsulation Protocol (ESP): (i£#%)
Encrypt Alg: Triple DES

Hash Alg: SHA-1
Encapsulation: Tunnel

10. f.ii Key Exchange (Phase 2) > Create New Proposal: £ #:LL T IPSec #i¥ :

Encapsulation Protocol (ESP): ( £+ )
Encrypt Alg: Triple DES

Hash Alg: MD5
Encapsulation: Tunnel

11. H.ii Key Exchange (Phase 2) > Create New Proposal: i ££LL T IPSec #3iX :

Encapsulation Protocol (ESP): (1£#¢)
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Tunnel

12. i Key Exchange (Phase 2) > Create New Proposal: i£#LL T IPSec Wi :

13. i Save.

Encapsulation Protocol (ESP): (i£F% )
Encrypt Alg: DES

Hash Alg: MD5
Encapsulation: Tunnel
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BEMEZ=24A/94HE IKE ID

AA PSP “41 IKE ID” &R, xf—4U% A AN L& Bk P A3k IKE H 7 $UT IKE
NIF. M5, NetScreen ¥ #-4# F €& 54> IKE ID {4l IKE ID ' faj /e — AR IKE FH ™ a] s ol gt 37 1 i)
NetScreen % #1 VPN JHiE, FI$e 2 RAMR VPN 2 i B VPN e & B A IEF Ut =48, JF B/ -
(P14 IKE ID W sE A 4> 541 IKE 1D /2 A (13845 IKE 1D 52 SLAHICIE .

AT S

4 IKE ID
+
B

#®5 IKE i/~

alice.eng.ns.com

+ =
011fg3322eda837c \/ 41 IKEID
> #4 IKE ID: eng.ns.com
PO = s PR {8 N11wWd2
bob.eng.ns.com o .
+ IKE J1i ) Kk 4= 88 IKE ID I, NetScreen 1
bba7e22561c5da82 v BRI o A T .
> (A IKE FH P il =3 8 = mik = g

TH x 438 IKE ID, )
NetScreen ¥ == A5 A5HIE “5H 1 H

carol.ns.com By BB T S A AT LR, DUMEA
+ WEH .
834a2bbd32adc4e9

JEE : 117 Carol /9 IKE ID 17
carol.eng.ns.com , /4/JL NetScreen
TG K

AT EA LS I RE 4L IKE ID 11 IKE ID 288, Al Lo —AN itk hnf U@ —/ N 5e 8 ik 4
(FQDN).
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nfRCE BA TR A IKE ID, AyEWE
1£ NetScreen & & L :

1. A SHI AR IKE 43R H4L IKE ID H )™ (41 netscreen.com ), JE4R5E nl AL IKE ID faj A @E47 %5
SSIUEEENEE VAl e

2. KB \KE ID H P FRIR 4R S H 4

3. fEk'S “HIEY] IKE VPN BLE Y, IR RIRIR— 2% (W road1), fREik s M4, JHmA—1

TRAL B R
4. fFRFA CLI fiv 4, FIFSL =38R FEM5E 2 ) IKE ID (U1 joe@netscreen.com ) A= i i 4k5 7 1K)
T =5

exec ike preshare-gen name_str usr_name_str

( #1 ) exec ike preshare-gen road1 joe@netscreen.com
5. MCEIEFE VPN 2%/ i), gt s H LA
7£ VPN Z Rig £ .

ST “H 1 BB B, {#H Aggressive mode ( 3230 ) B EE ) NetScreen ##1) VPN @i, 4
ANZHi{E NetScreen %4 b AE i I 28

ItJ5, NetScreen 5 & I YA UEREAN SR P 1A 7 1430 IKE ID A& —8 0 554041 IKE 1D FH P /e AH L
FCI A 2. Bildn, R4l IKE ID 7 B3 IKE kil netscreen.com, NIZE IKE ID H FHLAT 1% 3844 (AR A] i P #0fg L
Aggressive mode ( F3#3 ) 7 NetScreen ##¢ Fte “28 1 frE” IKE Whri. a0 : alice@netscreen.com .
bob@netscreen.com Fii carol@netscreen.com . 1 &% (1A 7 £ HR T 74 IKE ID H 7 A h i e i K IF K
SR .
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SEf5) : 4R IKE ID (=248 )

EATEHIT, BIEER 4 N User2 (31041 IKE ID AP . %300 E o M ELAT L5238 10 VPN 27 i [l I 12 ¥ &
A0 AN CH Y PR, XTIt SRR A i A B netscreen.com 4RI IKE 1D TR B R AE b
jk930k . ¥4k IKE H 4l a4y office 2.

LGN Trust X B
Untrust [X B ethernet1, 10.1.1.1/24
ethernet3, 1.1.1.1/24 NAT izt

Untrust X B Trust X B
24

VPN i i

| - : {— 8 10.1.1.5
{ s : ‘ 41 IKE ID FI 7 i A Jj V

T HA User Name: User2
IKEID Jy : X User Group: office_2
joe@netscreen.com M 1.1.1.250 Simple ID: netscreen.com

P B BB M 2 BB Wi, G HRTIUE S “ Compatible” IR B o T AT 22 A X HAE trust-vr B HHIE
WebUI

1. #0O
Network > Interfaces > Edit ( %} T- ethernet1 ): #IALL F %, K5 il OK:
Zone Name: Trust
Static IP: ( BN EFEILIE T )
IP Address/Netmask: 10.1.1.1/24

EHRLLFNE, REHd OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T* ethernet3 ): A LL F %, AR5 %t OK:
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Zone Name: Untrust

Static IP: ( LR ZEFEIEZE T )
IP Address/Netmask: 1.1.1.1/24

2. bk
Objects > Addresses > List > New: #i AL NN ZE, X5 i OK:
Address Name: web1
IP Address/Domain Name:
IP/Netmask: ( E+% ), 10.1.1.5/32
Zone: Trust

3. AR
Objects > Users > Local > New: #ii NLL R 2, 2R )5 il OK:

User Name: User2

Status: Enable

IKE User: (%)
Number of Multiple Logins with same ID: 10
Simple Identity: ( £+ )
IKE Identity: netscreen.com

Objects > User Groups > Local > New: 7 Group Name 7B i N\ office_2, #UTLLF#AE, AR5
i OK:

EFE User2, I H << %4 # 1L Available Members #: £ %) 31] Group
Members ¥,
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4. VPN

YEE 1 WebUl (R 7T iFn A\ — AL Z B, AT iFHAM NetScreen i 45774 1 THAL 2 25 (19 F#-71H »
LA E IKE PR g A O Z 2 771, A0 1EH CL

VPNs > AutoKey IKE > New: #it AL F W%, SR )5 H.if OK:
VPN Name: Corp_VPN
Security Level: Compatible
Remote Gateway: Predefined: ( i£$% ), Corp_GW
5. H
Network > Routing > Routing Entries > trust-vr New: i AL N %, SR )5 Hd OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£#%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
6. KA
Policies > (From: Untrust, To: Trust) New: i A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: ( i£#f ), Dial-Up VPN
Destination Address:

Address Book Entry: (%% ), web1
Service: HTTP
Action: Tunnel
Tunnel VPN: Corp_VPN
Modify matching bidirectional VPN policy: ( 755z )
Position at Top: ( 4% )
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CLI

1. &0

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bk
set address trust webl 10.1.1.5/32
3. AR

set user User2?2 ike-id u-fgdn netscreen.com share-limit 10
set user-group office 2 user User2

4. VPN

set i1ke gateway Corp GW dialup office 2 aggressive seed-preshare jk930k
sec-level compatible
set vpn Corp VPN gateway Corp GW sec-level compatible

5. H
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
6. REE
set policy top from untrust to trust “Dial-Up VPN” webl http tunnel vpn
Corp VPN
save
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boa lVd — |

HIZTHZ 5
HEgl I LR CLI i 23R4 Tk %541
exec ike preshare-gen name_str usr_name_str

FET P =2 P (H jk930k (7Efn 4 Corp_ GW [FIIEFEM IR B TR e ), PALACHRASH P
joe@netscreen.com 4=k IR TIIL 28k 11ccce1d3968f29ffa93d11257f691af9691612 .

y

NetScreen-Remote Security Policy Editor

1. Hi.i; Options > Secure > Specified Connections .
2. i Add a new connection, 7&HILIIHNER K bR A web1 .
3. MO EEEREIEI
Connection Security: Secure
Remote Party Identity and Addressing
ID Type: IP Address, 10.1.1.5
Protocol: 231 ok All, #XN HTTP, % F Tab &, SR8 80.
Connect using Secure Gateway Tunnel: ( £+ )
ID Type: IP Address, 1.1.1.1
BT AT web1 BIFRZCIAN) “ 47 755, REFFERRIL
#i; Security Policy Kl¥r, $X)51%+ Aggressive Mode ( E3I# ).

Hi.i; My Identity: ¥.i5 Pre-shared Key > Enter Key: A\
11ccce1d396f8f29ffa93d11257f691af96916f2, X5 i OK.

ID Type: (4% E-mail Address ), X5 A joe@netscreen.com.

7. i T Security Policy BIFRZEII “+” #4545, 485 Hidi Authentication (Phase 1) F1 Key Exchange
(Phase 2) /cililf) “+” #5'5, HE—PREITHRIE.
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8. ;i Authentication (Phase 1) > Proposal 1: iE#: R4 “Ins” F1 “%dfi se bk 5k
Authentication Method: Pre-Shared Key
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
9. i Authentication (Phase 1) > Create New Proposal: £ L IPSec 1 :

Encapsulation Protocol (ESP): ( £+ )
Encrypt Alg: Triple DES

Hash Alg: MD5
Key Group: Diffie-Hellman Group 2
10. i Authentication (Phase 1) > Create New Proposal: £ LI T IPSec 1Y :

Encapsulation Protocol (ESP): (1£#¢)
Encrypt Alg: DES

Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
11. ¥ Authentication (Phase 1) > Create New Proposal: %L~ IPSec #4i¥ :

Encapsulation Protocol (ESP): (i£F% )
Encrypt Alg: DES

Hash Alg: MD5

Key Group: Diffie-Hellman Group 2
12. i Key Exchange (Phase 2) > Proposal 1: £ #: LA T IPSec 3 :

Encapsulation Protocol (ESP): ( i£+% )

Encrypt Alg: Triple DES
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Hash Alg: SHA-1
Encapsulation: Tunnel

. i Key Exchange (Phase 2) > Create New Proposal: £ L T IPSec #/}¥ :

Encapsulation Protocol (ESP): (i£F% )
Encrypt Alg: Triple DES

Hash Alg: MD5
Encapsulation: Tunnel

. #.i; Key Exchange (Phase 2) > Create New Proposal: £ L T IPSec #/3i¥ :

Encapsulation Protocol (ESP): (1£#¢)
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Tunnel

. ¥ Key Exchange (Phase 2) > Create New Proposal: L1~ IPSec 1l :

. Hi; Save.

Encapsulation Protocol (ESP): (i£#%)
Encrypt Alg: DES

Hash Alg: MD5
Encapsulation: Tunnel
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#+= IKE ID
L= |KE ID ThRe it B ks ik 5 H R 7. I IhRE, NetScreen w44 4H 1 F/ N4 IKE ID ATt =254 n]
PIXT 2N k5 VPN H P TR R, edd k@ A VPN BCE Ay KBz i P 43843t IPSec 247
WIhfe 5 A WLz “4 IKE ID” [Ihaekl, HAFRZ AT :
e HAYIKEID IhRESE, IKE ID A] LI H-FHEA-hEEL FQDN ( S8 A A8 144 ). ST IbIhRE, IKE ID 2

ST HAEHNL
o ORULT IR PR AU, TR B GUR TR 554 P IKE 1D A P
AU,

o DAZIUE ] XAuth S BN R T IAIE
7t NetScreen 7% i B L= IKE ID FIit S22 41

1. A4 IKE ID 7, JEFRE n i 4L IKE 1D #7855 03k 5 H 3o . oF T IEhRe, i it

HuhEAE ) IKE 1D,

2. KB4 IKE ID 8RNIk S 4.

3. {E¥5 3 LAN H3h%4 IKE VPN BEd, Attt IKE ID B,

4. X XAuth Fi /7, FH{EI#E IKE W o¢_EJE A XAuth.
7E VPN % i I
XA BB Whr, {EH] Aggressive mode ( LN ) BB 7] NetScreen B4 (1) VPN IiE, JFHi A HifE
NetScreen % #% F5E RSt =24, )5, NetScreen 4% MM FE ] 2 34740 FIAIE ¢
E “BrEr 1”7 Mgk fEh, NetScreen #4515 IMIE VPN 2 i, 7 4 % P i R 1% 1 IKE ID FIfidt s iq 5
NetScreen & #5 L 11) IKE ID It 23 UL RS . R A UCECI, ) NetScreen ¥ 2% 4# H XAuth X} 54N F P 3E4T A
UEo 0] “BYBC1” A1 “BiBt 27 Wi 2 (8] e FE il i P RGE 8 sk e o W S ze i FH P A4 A R FH P 44 R il i
Dygsk, W “BrB2” Uhig e,
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ok

\

~

SEf5: = IKEID (FREZ%4A)

EAG T, AZE4 % Remote_Sales HIHI4L IKE ID H . MNEA AL %4 (abed1234) 1) VPN % 7 b o] BL
M52 20k 250 4 “BrBC 17 hid. Kiiks IKE P4 R.S. #H4k, BLE ™A XAuth 17 (Joe A1 Mike).

ST 5 1 BB FLC5E 2 BB B, EFETE R “ Compatible” 11424240 . FT AT ‘224X #B4E trust-vr 1% 3 .

IKE |%i-%ﬁa)\jﬁg
YA tﬁ‘j’;ﬁ%ﬁ;&m PINTE s ethernet1, 10.1.1.1/24
uth =5 ethernet3, 1.1.1.1/24 NAT #fizt
Untrust X Bt ‘ Trust X B
EF web1
i 10.1.15

JL= IKE ID 2 fEiAr

W5 H P User Name: Remote_Sales
IKE ID: mike@ns.com User Group: R_S
XAuth %75 : 5678 Simple ID: sales@ns.com
WebUI
1. #&0O

Network > Interfaces > Edit ( %f T- ethernet1 ): I ALL NN, K5 Hdi Apply:
Zone Name: Trust
Static IP: ( HILHIE £k i )
IP Address/Netmask: 10.1.1.1/24

LU TN, REHd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T* ethernet3 ): #ALL F %, AR5 Hd OK:
Zone Name: Untrust
Static IP: ( LR ZEFEIEZE T )
IP Address/Netmask: 1.1.1.1/24

2. bk
Objects > Addresses > List > New: i ALL A%, RJ5 i OK:
Address Name: web1
IP Address/Domain Name:

IP/Netmask: ( Z£F¢ ), 10.1.1.5/32
Zone: Trust

3. AR
Objects > Users > Local > New: i AL F A%, #R)5 5 OK:
User Name: Remote_Sales
Status: Enable

IKE User: (%)
Number of Multiple Logins with same ID: 250

Simple Identity: ( #£F#¢ )
IKE Identity: sales@ns.com
Objects > User Groups > Local > New: 7F Group Name FE AN R_S, HATLL NE/E, K5 Hdi OK:

£ $¢ Remote_sales, Jf#if] << 4K LM\ Available Members #4555} 2]
Group Members =/,

Objects > Users > Local > New: #ii AL RN %, SR #.id; OK:
User Name: Joe
Status: Enable
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XAuth User: (i%#¢)
Password: 1234

Confirm Password: 1234
Objects > Users > Local > New: #if AL F 2, AR5 il OK:

User Name: Mike

Status: Enable

XAuth User: (£Ff)
Password: 5678
Confirm Password: 5678

4. VPN
VPNs > AutoKey Advanced > Gateway > New: $i AL F A%, RJ55d OK:
Gateway Name: sales_gateway
Security Level: Compatible ( Z£FF )

Remote Gateway Type: Dialup Group (1£#%), R_S
Preshared Key: abcd1234

Outgoing Interface: ethernet3

> Advanced: fii A LU N NZE, AR5 Return, IR [0[JEA Gateway i I :
Enable XAuth: ( %+t )
Local Authentication: (%% )
Allow Any: (%% )
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VPNs > AutoKey IKE > New: #ii AL R A%, SR )5 il OK:
VPN Name: Sales VPN

Security Level: Compatible

Remote Gateway: Predefined: ( i£#f ) sales_gateway

> Advanced: I AL T s B, AR5 Hdi Return, JR[FIJEA AutoKey IKE
[N

Bind To: Tunnel Zone, Untrust-Tun
5. IKH
Network > Routing > Routing Entries > trust-vr New: i AL F N2, SR )5 il OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£F%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
6. KRR
Policies > (From: Untrust, To: Trust) New: i A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: ( #£#¢ ), Dial-Up VPN
Destination Address:

Address Book Entry: (1£# ), web1
Service: HTTP
Action: Tunnel
Tunnel VPN: Sales_VPN
Modify matching bidirectional VPN policy: ( i&F# )
Position at Top: (i£#¢)
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ok

IKE ID

CLI
1. #0O

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bk
set address trust webl 10.1.1.5/32
3. AR

set user Remote Sales ike-id sales@ns.com share-limit 250
set user-group R S user Remote Sales

set user Joe password 1234

set user Joe type xauth

set user Mike password 5678

set user Mike type xauth

4. VPN

set ike gateway sales gateway dialup R S aggressive outgoing-interface
ethernet3 preshare abcdl234 sec-level compatible

set i1ke gateway sales gateway xauth

set vpn sales vpn gateway sales gateway sec-level compatible

set vpn sales vpn bind zone untrust-tun

5. I&H
set route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

6. REg

set policy top from untrust to trust “Dial-Up VPN” webl http tunnel vpn sales vpn

save
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NetScreen-Remote &£ ZhE473555
AU - Joe AL E -

1. Hi.i; Options > Secure > Specified Connections .

2. . Add a new connection, 7&HILIIHNER KRN web1 .

3. MO EEEREIET
Connection Security: Secure
Remote Party ID Type: IP Address
IP Address: 10.1.1.5

Connect using Secure Gateway Tunnel: ( ¢ )
ID Type: IP Address; 1.1.1.1
4. AT web1 BIFRASTAN) “+7 755, RETFEERLANE .
5. i Security Policy Klt5, #AJ5iL#$: Aggressive Mode ( EFHEL ).
6. i My Identity: .i; Pre-shared Key > Enter Key: % X\ abcd1234, &5 ¥ OK.
ID Type: (i%£#¢ E-mail Address ), X5\ sales@ns.com.
7. AT Security Policy KR 22101 “+” 775, #RJG il Authentication (Phase 1) f1 Key Exchange
(Phase 2) Zciliff) “+7” £5'5, HE—PRRITHI.
8. i Authentication (Phase 1) > Proposal 1: iE#% N4 “ns” 1 “Hisc s muk”
Authentication Method: Pre-Shared Key; Extended Authentication
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
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9. i Authentication (Phase 1) > Create New Proposal: Z£#:LL  IPSec /il :
Encapsulation Protocol (ESP): ( £+ )
Encrypt Alg: Triple DES
Hash Alg: MD5
Key Group: Diffie-Hellman Group 2

10. i Authentication (Phase 1) > Create New Proposal: £ LI T IPSec 1Y :
Encapsulation Protocol (ESP): (i%£#f )
Encrypt Alg: DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2

11. i Authentication (Phase 1) > Create New Proposal: i£#LL T IPSec 1Y :

Encapsulation Protocol (ESP): ( i%£+% )
Encrypt Alg: DES
Hash Alg: MD5
Key Group: Diffie-Hellman Group 2
12. i Key Exchange (Phase 2) > Proposal 1: #£#:LL T IPSec #3X :
Encapsulation Protocol (ESP): (1£#f)
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Tunnel
13. i Key Exchange (Phase 2) > Create New Proposal: “£$:LL T IPSec il :

Encapsulation Protocol (ESP): (i£#%)
Encrypt Alg: Triple DES

Hash Alg: MD5

Encapsulation: Tunnel
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14. i Key Exchange (Phase 2) > Create New Proposal: £ T IPSec il :

Encapsulation Protocol (ESP): ( £+ )
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Tunnel

15. .ii Key Exchange (Phase 2) > Create New Proposal: %t L1 T IPSec #i¥ :
Encapsulation Protocol (ESP): (i%£#f )
Encrypt Alg: DES
Hash Alg: MD5
Encapsulation: Tunnel

16. .i; Save.
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AT 8 2 FIEE LT (L2TP), & RS AN 4 IPSec ( Internet Protocol Security, H.J M WM 224>
M) SCFFER, 04 L2TP 1 IPSec L1 L2TP —LEd & yu il :

o ZE270 WL L[ “L2TP fajf”
o EE274 WU LK) “EMEEBE L
o ZE276 WL L “L2TP %7
— 277 bR “Yufl c BCE 1P A L2TP Sl A
e 279 G kI “L2TP Al IPSec L[#) L2TP”
— 25280 B L “yuf Bl L2TP”
— 55286 71 L) “YEf : il E IPSec Lt L2TP”
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L2TP f&i 4%

“Of 2 RIEIEPMN” (L2TP) b3R5 HI 7 rr LU R« mO0 i (PPP) JE#E 5] “L2TP W% filk55+4% 7 (LNS), I
2RS4 AT L2 — 6 NetScreen %4, L2TP il “L2TP fFHUET 4% (LAC) 1 LNS Z [ i) —Mill i A ik PPP il

I L2TP W H I, @A e T~ ISP Mk L) LAC 55 55— ISP M ub sl Mt i) LNS 2 [a) g 37 1 i 3% 42 .

L2TP il %A 52 9 IR 5 H P 1L, i Y R3S F 7 A ISP 1) LAC Lo (XA I Rk A 5kl 1)
L2TP P& . )

WS RS m
un\/\/\, . 5 N ‘
Ca N { 4 LAN

s . N &
L2TP f7H L2TP ji# L2TP %%
SR (5 PPP 231 )\ LAC 55 4
(LAC) ——— #KRFILNS) —————————» (LNS)

Windows 2000 X Windows NT [/] NetScreen-Remote % /' iy, % Windows 2000 7% /7 i A< & #5 0] L 78 24 LAC.
L2TP i ] DA 3 e 23k 5 P vh &L, At ftum B umlE . (XM Ea N giacs B L2TP i . )
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NetScreen-Remote

5 Windows 2000 NetScreen %
(LAC) n (LNS) Lt
- | U a—— (]
= \ y LAN
m
L2TP j#iH P
(¥ PPP £1% M LAC

¥R F) LNS )

Ky PPP Bl ok 1M M A& 5 FH 7 9 £ 2] NetScreen ¥ # (LNS), FTLA2 i1 NetScreen W41 AN 2 i ISP K 43id
FPHLE) 1P Hitk. DNS Al WINS iz 45asstiht, DL A H s A sl A AR i 45 2% (RADIUS.  SecurlD @ LDAP)
UNEIR

SeBr b, B i RIS IP Huhk, —ANHTFER ISP &, 1 —AEck EH LNS Mg s., 9% i (i
] PPP) 5 A ISP BER, % ISP 34T IP A1 DNS $5IR, X% S imdb AT AE . IXFE i e 3 A A
JT 1P Muhb i B, % IP Hihikpoh L2TP JHIE 4 1P Mk,

Kok, ISP B s

AFF 1P HAIEF DNS RS e
AL \‘\M ==
5 -

7

IP il : 5.5.5.5
DNS: 6.6.6.6, 7.7.7.
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SRIG, 24 L2TP Wi [n) NetScreen ¥ 44 % 315 PPP i, 1% NetScreen ¥ 4% % i 43 e IP HuhlLL A2 DNS Al
WINS ¥ . P Huhbn] ek B AE BB R iR Hhb4E . Bt hb o L2TP Gl iy 38 1P sk,

HK, NetScreen ¥4 (7824 LNS ) A& i
SEAAAT (124 ) IP HutikLL & DNS F1 WINS

AR %5 28l
<2> R NetScreen ¥ & _ﬁ{
‘ ‘ (LNS) 1
MR : Al LAN
= S > & ”” RSNl 10.1.1.0/24
= =
IP #iuhk : 10.10.1.161 S
DNS: 10.1.1.10, 1.2.2.10 | < IP s il-3tt
WINS: 10.1.1.48, 10.1.1.49 10.10.1.1 — 10.10.1.254

LR MG L2TP 5775519 IP H 5 20 5 4800k LAN 71119 IP S 514 T A5 7 77 o
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UHT A ScreenOS $24ELL T L2TP 374 -
« Sk AIZ4T Windows 2000 1) EHLI L2TP i’
i b (IPSec L) L2TP) L2TP #1 IPSec 44
— %T NetScreen-Remote: IPSec -] L2TP 7& Main mode ( 4% ) Brig il HiE S, 7 Aggressive
mode ( &N ) B Pt 8, sl HIE 1S
— 4} Windows 2000: IPSec ) L2TP 7& Main mode ( =A%X ) i i A FHAE
o HPUGES B K B A SAMBUGE RS 8  (RADIUS. SecurlD % LDAP) [f] “ZM5AIEWML”
(PAP) 5 “J5tifjde T-INUEPMX” (CHAP)

JEBE T MR RADIUS JR45-#59 3% #F PAP 1 CHAP. SecurlD 71 LDAP JR%#/X 35 7 PAP.

o ORAAHEUEFED RADIUS RS #4103k 5 H 7 IP ik, “484 2457 (DNS) g4, 1 “Windows 5.5k M
fr 4 k55 ” (WINS) ik 55 () 72 i

o JHTRAGHEN RGN L2TP MlIE M IPSec L) L2TP iliiA

YEB 1 A/ L2TP, NetScreen i AU AIAEH 3 ERIE, IfFHZRIXEILT NAT 26 “ES 17 #C.
2 NetScreen i #1- Layer2 ( 45 2 ) 2E1EH], ‘&R IXEOLT “FH” #C, 71 WebUl 1AL HidE
L L2TP MK % #, TFH S L2TP #7761 CLI iy S5 e #2id E..

1. HEHETEOF, Windows 2000 147 IPSec L) L2TP. ZEsmsh XAl L2TP, wAZiEE N rF3k 3] ProhibitiPSec %431 0 (IPSec L) L2TP) ikl
1 (X L2TP )o (FEPATULIREAERT, NetScreen U EMRIAT &4, ) Hiili Start > Run: A regedit. %{ili HKEY_LOCAL_MACHINE > System >
CurrentControlSet > Services > RasMan > Parameters . {7 ProhibitIPSec: 7F “¥{8” ¥l BN 1, %4 Hexadecimal 1E 3L, 4R)5 i OK.
HEF BT EN.  (WREEME P RAE LR E, 1525 Microsoft Windows SCRS LUK WSl EHEE. )
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HE B E I FNfEE
L2TP i Fdsf 2000 1K) 73 AN LAC 1) LNS f£3% PPP Wi, ZE#rA L2TP Al IPSec ¥ L2TP & & 1 ARG HIHT, 56
MH—1 L2TP LR il S i e gt o it
4 £
xY =Z<
M—AN P % I3k Pl L2TP Wi R I B, LAC ¥ IP B EE3EE— 2505 2 Wi, 4 3 2R 4
FEBR . BZKk T P E L PPP BRI A ISP, A BRI T -

BIGCE T 1P g,

% P B2 PPP i,

% PPP i 7E L2TP i

% L2TP Mid 34 4E UDP B,

% UDP Jy Bt 3E1E 1P S,

% P BB PPP i, DUELESR 5 ISP 2 A i) B4z .

o0k wh =
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73+
Rt
2 LAC Kk 2] ISP 1] PPP 82N, bl A& N A I A Rk

ISP | PPP ‘ A% ‘
| P ‘ ko ‘
[ |
I L21P ‘ Safer ‘

LNS————»
-
| P | Gifer ‘

1. ISP 58k PPP 83 A Pt EHL A Be—A 1P bk,
7E PPP g —A IP B4,
2. ISP Bk PPP tuLIfH# IP BuFE K4 LNS,
3. LNS Bz IP k.
78 1P Fugap b — MR & 1 1707 (1) UDP B, % 115 4 L2TP {#F .
4. LNS BFxiZ UDP 3k,
7E UDP i faf 12—/ L2TP i,
5. LNS X} L2TP ik47 43, ] L2TP A3k il iE 1D AIRERY 1D KRB E 1K) L2TP ifiE. 2R )5 LNS i
% L2TP fu3k,
76 L2TP i far & —A PPP i,
6. LNS X} PPP midtiT4b 2, A oHENL DB —ANE % 1P Hhllk.
7t PPP fifar g —/> IP B,
7. LNS KiZ IP Bl i 2| &0 B ik, EWEBE IP ALIHRIUE IP B .
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L2TP &4
LNS i ] L2TP il 5ok B ISP 14k 5 H P $24t PPP ¥ & . IXUL BT
e IP #hlik - NetScreen # 45 M IP Huhibyth bk —ANhhl, IR eSStk 5 ) SNl X EEALE 1P #h

b A E IR BEAT ;s BI, #EM 10.10.1.1 2] 10.10.1.3 (bbb, iZ Mk 28 B 4% 1 i 9E 34 7 ST -
10.10.1.1 = 10.10.1.2 =10.10.1.3 =10.10.1.1 — 10.10.1.2 ...

o DNS 2 24525 IP Hulil - NetScreen ¥+ fit ik tetti bl 436 5 F 2 (R EAH UL F .

o WINS 20 245 2% IP Hiuhil: - NetScreen ¥+ it tix te bl 436 5 F 2 (R EH T .
LNS thif ik FH 7 44 F0 3 i A E P o AT DAAEASH O R 5/ A IE ik 5548 (RADIUS.  SecurlD 5% LDAP) g A
M.
YEBC : il L2TP M /719 RADIUS ¢ SecurlD fR %575 7] LA - /25 1] P T iR 55 254 e, 247 2 2 IR 7545

Fi4h, ATLCh PPP MIEFR & ROl TR —
o TR TIAIFENY” (CHAP) 7E3k5 HI 7 & PPP 832K 5, NetScreen ¥ i) I )7 3% ety ( inss 2%
Y1), RGP Z SIS A QS S A B . A R RADIUS il 45 %852 FF CHAP.
o BRI (PAP) 5 PPP RSk —ile, VABASCr AURER T T S . A AT RADIUS.
SecurlD 1 LDAP Ik 55#5 33 ¥ PAP.
e “ANY” ZJUJE NetScreen B4 CHAP B, fndbe Bk, WA PAP.
] DUILE “L2TP Gl & ” 7 (VPNs > L2TP > Default Settings) #1711 & i /1] set 12tp default i 2okl L2TP
RN TR P RS P A ST I “H P BdE” Ul (Users > Users > Local > New) HRERIG L2TP H 7
BEATHCE S]] set user name_str remote-settings i >KNH] L2TP 2. Al R E M L2TP B B EAA 1
L2TP & .
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e BE IP A0 L2TP SRE K E

FEA I, AT 10.1.3.40 £ 10.1.3.100 2 [ (¥ LG € SC 1P #hkit. 55 DNS RS54 IP sk 1.1.1.2
(—% ) 1.1.1.3 (=4 ). NetScreen % #%{f ] CHAP $47 PPP AilF.

R LIFETS L2TP 218 29 ZE 77 7E th UE R 5577 o

== RADIUS
| 10.1.1.245

Trust N Untrust 1Dl1\1?12
X B X B
DNS 2
YEE : L2TP JH i 25 415 Trust HEM 1.1.1.3
X BT I A AN fe] TP

S
ethernet1, 9 ethernet3,
10.1.1.1/24 1.1.1.1/24
L2TP IP b
10.1.3.40 - 10.1.3.100
WebUI

1. P
Objects > IP Pools > New: it AL F %, X5 i OK:
IP Pool Name: Sutro
Start IP: 10.1.3.40
End IP: 10.1.3.100
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L2TP &#§

2. TREL2TP&E

VPNs > L2TP > Default Settings: i AL F %, AR5 Apply:

IP Pool Name: Sutro

PPP Authentication: CHAP

DNS Primary Server IP: 1.1.1.2
DNS Secondary Server IP: 1.1.1.3
WINS Primary Server IP: 0.0.0.0
WINS Secondary Server IP: 0.0.0.0

CLI

1. IPih
set ippool sutro 10.1.3.40 10.1.3.100

2. REL2TPRE

set 12tp default ippool sutro
set 12tp default ppp-auth chap
set 12tp default dnsl 1.1.1.2
set 12tp default dns2 1.1.1.3
save
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L2TP #A IPSEC LAY L2TP

JUERTLME ] CHAP 2 PAP USR5 7, (Hg L2TP IR AT INE, BULEAR —DMHIER VPN @IE, L2TP
H B2 S vF A NetScreen B a B B 63 b I 455 F P o0 G 1P ki o 2R J5 I £t Bk v) DA 51 FH 1 e o

N —A~ L2TP 11, T8 N1% L2TP MENH — /M %, FA L2TP {i i LAC 5 LNS Z[H M4 1P,
AT LU ] IPSec Skt hngs . X P4l 45k IPSec [ L2TP. IPSec F[f) L2TP Hisk FH [FIFE i i B —A L2TP
W IPSec Wi, RJE1EEM O S 153 —iE . IPSec 1) L2TP %k IPSec il i ab T iEpi =, LUE 1% 1
Ui 5 AR B SOIRAS . (B AR AR IE AR SR, ES M 4 1 Er R L)

WS % T Windows 2000 [13E M % 5, #tnl LLAE NetScreen ¥ %% f1— £ 1247 Windows 2000 [ =ML 8] 61
L2TP JfiE. (AWl syF: MR MG R, SRS 273 L LR, )

n] LAfFE NetScreen & £ Fl R #/F = —4> VPN £ HL2 (A6 & —4 IPSec ) L2TP #iH :
e 7f Windows 2000 = Windows NT #:/E &2 4;_|-i24T NetScreen-Remote [ = #1
« 1847 Windows 2000 ( %f5 NetScreen-Remote ) ] 341

2. BRI %A NetScreen-Remote i Windows 2000 IR AEAIE, 542048 FHAE .
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% 6 &= L2TP

B : B E L2TP
AR F, QAN “fs” (fR3E “field-sales” ) MIsk'5H 4, JHBCE 1%~ “sales_corp” 1] L2TP i
1B, ] ethernet3 (Untrust X B ) {F0 L2TP MBIERISM 4% 1. NetScreen B4 FHIH4A L2TP Ml iE & &N H T
s HPA

o L2TP M /il id A M4 PR IAAIE o

e [ CHAP 8T PPP AL,
IP ith (fiv44 4 “global” ) HfHshit3iE A 10.10.2.100 % 10.10.2.180°,

e DNS R&E%H 1.1.1.2(—4% ) F1.1.1.3 (=%)
: — NN E L2TP I EH AL (RIS T 0 H 1o

Auth/L2TP k5
M fs — IP it : global
Untrust 10.10.2.100 —
Adam W X B 10.10.2.180 A
== N 2 o2
Trust X B
Betty W 4
(=TT T ethernet1,
D T TR 10.1.1.1/24
LoTP it ethernet3, 1.1.1.1/24
A | Wi : .
== sales_corp (Hbmr)

R L2TP % ) HI4E H Windows 2000 #:1F & Gt. R W EZFEE WL EECE L2TP {5 &, 15 S 4 Windows

2000 Y, FmARAE L2TP ifiE A ¥ NetScreen ¥ % KL & .

3. L2TP IP b bl 2505 ALk 4 2 Hh g b ik A AN ) 7~ 9
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£ 6 Z L2TP
WebUI
1. L2TP AR

Objects > Users > Local > New: i AL FNZE, SR OK:

Objects > Users > Local > New: 5 AL F A%, K5 OK:

Objects > Users > Local > New: i AL F A%, K5 OK:

User Name: Adam

Status: Enable

L2TP User: (i£$%)

User Password: AJbioJ15
Confirm Password: AJbioJ15

User Name: Betty

Status: Enable

L2TP User: (i£$%)

User Password: BviPsoJ1

Confirm Password: BviPsoJ1

User Name: Carol

Status: Enable

L2TP User: (i£$%)

User Password: Cs10kdD3
Confirm Password: Cs10kdD3
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2. L21P P4
Objects > User Groups > Local > New: 7£ “Group Name” 7B, B fs, $47LLF#AE, 5 i OK:

e Adam, 1 << 400K H M Available Members %% ) 3] Group
Members £,

e Betty, JFH << % 41% I\ Available Members % 5l £ Group
Members £,

EFE Carol, J:fl H] << #4014 I M Available Members #* %% %) 3] Group
Members -+,
3. WREL2TPRE

Objects > IP Pools > New: it AL F %, X5 i OK:
IP Pool Name: global
Start IP: 10.10.2.100
End IP: 10.10.2.180

VPNs > L2TP > Default Settings: #ii AL F %, AR5 i OK:
IP Pool Name: global
PPP Authentication: CHAP
DNS Primary Server IP: 1.1.1.2
DNS Secondary Server IP: 1.1.1.3
WINS Primary Server IP: 0.0.0.0
WINS Secondary Server IP: 0.0.0.0

NetScreen #2531l - 5 5 % : VPN 282



% 6 &= L2TP L2TP #0 IPSec £ Hg L2TP

4. L2TP i@
VPNs > L2TP > Tunnel > New: B AL NN %, K5 Hd OK:

Name: sales_corp
Use Custom Settings: ( i%+% )
Authentication Server: Local
Dialup Group: Local Dialup Group - fs
Outgoing Interface: ethernet3
Peer IP: 0.0.0.0*
Host Name (optional): % A 7524 LAC® (135014 7R .
Secret (optional): it N\ —AN7E LAC Fil LNS 2[R JLZHHL%

YR D B — MBS E LAC LA L2TP i, A4 i W152¢ Windows 2000 /77
(1) #:1; Start > Run, #/7# A regedit. 7/ 7] Registry Editor.
(2) #i; HKEY_LOCAL_MACHINE .
(3) £t id; SYSTEM, /7 MM H1 14 . # Find .
(4) A ms_I2tpminiport. /747 Find Next.
(5) 7 Edit 541, FEHi 2y New, 27t #¥ String Value .
(6) f#A\ Password .
(7) Xii; Password . (/{7 Edit String X177 Hz.
(8) 7 Value #(#iFE TN B . UEEMG LAY NetScreen 4 1] “L2TP WiEH EPI %" FH
o1 B A )
(9) #3505 77 Windows 2000 (9715 H .
2 IPSec /17 L2TP i ( £ 4 Windows 2000 #4'1% &), A ZiE th il ; A L2TP 7.6 74 IPSec
] BT R A I«
Keep Alive: 60°
4. PFXEET I ISP LSRG E—A IP Mk, FrClisfe kb 0.0.0.0.

5. ZKFZAT Windows 2000 [HTHHENLINAHR, THRATLL MR © digFeh > ®E > #HIER > R . 1 System Properties X1 ififE. i Network
Identification £, JF#&% Full computer name R4k H .

NetScreen #t 253565 - % 5 % : VPN 283



% 6 &= L2TP L2TP #0 IPSec _EHy L2TP

5. KK
Policies > (From: Untrust, To: Trust) New: i ALL F %, RJGHd OK:
Source Address:

Address Book Entry: ( i#£#f ), Dial-Up VPN
Destination Address:

Address Book Entry: ( £+ ), Any
NAT: Off

Service: ANY
Action: Tunnel
Tunnel L2TP: sales_corp

Position at Top: (%% )
CLI

1. #%SHF
set user adam type 12tp
set user adam password AJbioJl5

unset user adam type auth’

set user betty type 12tp

set user betty password BviPsodJl
unset user betty type auth

set user carol type 12tp

set user carol password Csl10kdD3
unset user carol type auth

6. Keep Alive {/Z7E NetScreen 15 #% 1] LAC k3% L2TP hello 75 g 1 A 4.
7. AR R SCEM S AFEZ A P ROAER . BT, SR R I SO L2TP, 3t AR 1A IE 2R
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L2TP A IPSec _EHYy L2TP

2. L2TP HF4R

set
set
set
set

user-—
user-—
user-—
user-—

group fs location local
group fs user adam
group fs user betty
group fs user carol

3. R&EL2TPIKE
ippool global 10.10.2.100 10.10.2.180

set
set
set
set
set
set

12tp
12tp
12tp
12tp
12tp

4. L2TP @il

set
set

5. RES

12tp
12tp

default ippool global
default auth server Local
default ppp-auth chap
default dnsl 1.1.1.2
default dns2 1.1.1.3

sales corp outgoing-interface ethernet3
sales corp auth server Local user-group fs

set policy top from untrust to trust “Dial-Up VPN” any any tunnel 12tp
sales corp

save
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& BCE IPSec E£HY L2TP

AJEAME ) L2TP i 5 Fgld (55 280 i iy “Jufl : & L2TP” ) Gt iAa . %4h, ¥ IPSec iiE/E
W3] L2TP i LAt nss . IPSec ik 7r Aggressive mode ( L&) bR 48 1 B, A Z B & nak i)
RSA iF45. 3DES WAl SHA-1 AIF. IFBERWLF (CA) & Verisign. (A 3RGRAUINEIE-B G R, ESHE 2
T, 815 GUEM CRATFEHEIAR” ). 55 2 BYBLEh ARG EE 2 B TiE L “Compatible” 122 422 5]
IPSec i Ab T L1545

s X Trust X BRI 5 X “38°5 7 XBCHRAE trust-vr B gk, HIF “385 7 A0 Trust X BLIRE 4351 4
ethernet2 (1.3.3.1/24) F1 ethernet1 (10.1.1.1/24). Trust X BtAbT NAT #iz.

5 FH/ Adam. Betty Fil Carol 1 HiZ4T Windows 2000 #:1f £ 4:° (1) NetScreen-Remote %/ Hl. #&'5 FH /" Adam
() NetScreen-Remote AL E W ALFELE Fif.  ( HABMAITL 5 H 7 1) NetScreen-Remote AL 'E 5 Adam [AHIR]. )

AT
e Bl
Adam !- 10.10.2.180 Al
s N . )
p Trust X B
Betty _%_.-' - ethernet1,
- 10.1.1.1/24

T LR

AR a2

ol W L2TP i : sales_corp ethernet2, 1.3.3.1/24

S VPN I : from_sales

NetScreen-Remote
BlAL

8. X1 (#f NetScreen-Remote [f] ) Windows 2000, i E IPSec Lff) L2TP i@iE, %5 1 BBl 444t T Main mode ( 8t ) ifij H. IKE ID 2RALAZ0 N
ASN1-DN.
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WebUI
1. ARPEXHRXE
Network > Zones > New: i AL F %, #RJ5 Hiidi OK:
Zone Name: Dialup
Virtual Router Name: trust-vr
Zone Type: Layer 3 (i%$%)
Block Intra-Zone Traffic: ( 1£#% )
TCP/IP Reassembly for ALG: ( &%)

PER : Trust XEBBRPUEAE . A it ZEIEE

2. #0O

Network > Interfaces > Edit ( %f T ethernet1 ): #IALL N NZE, K5 ¥ Apply:

Zone Name: Trust

Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 10.1.1.1/24

WHLL T A%, REHd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} J- ethernet2 ): #IALL NN %, X5 i OK:
Zone Name: Dialup
Static IP: ( HH I L £ IE T )
IP Address/Netmask: 1.3.3.1/24
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L2TP #A IPSec L HY L2TP

IKE/L2TP F 7
Objects > Users > Local > New: i AL F A%, #R)5 5 OK:
User Name: Adam
Status: Enable
IKE User: (#£#%)
Simple Identity: ( %+ ) °
IKE ldentity: ajackson@abc.com
L2TP User: (¢ )
User Password: AJbioJ15
Confirm Password: AJbioJ15
Objects > Users > Local > New: i AL F A%, #R)5 i OK:
User Name: Betty
Status: Enable
IKE User: (#£#¢)
Simple Identity: (£ )
IKE Identity: bdavis@abc.com
L2TP User: (i£$%)
User Password: BviPsoJ1
Confirm Password: BviPsoJ1

9. HAM IKE ID 75 NetScreen-Remote % FHLEIEMIAF, B 2% P HUH T UGE MR 5 b B s 1 7 fs 4 ootk o
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L2TP #A IPSec L HY L2TP

Objects > Users > Local > New: i AL F A%, K5 i OK:
User Name: Carol
Status: Enable

IKE User: (#£#¢)
Simple Identity: ( £+ )
IKE Identity: cburnet@abc.com
L2TP User: (i£$%)
User Password: Cs10kdD3
Confirm Password: Cs10kdD3

IKE/L2TP F R 4R
Objects > User Groups > Local > New: 7£ “Group Name” FBH, #A fs, $47LLNEAE, &5 5 OK:

P Adam, JfFH << #Z 4% L\ Available Members 2 % 5 ] Group
Members #=:H1,

1 F¢ Betty, JEfli ] << 4241 K 3\ Available Members +%%% 5 5 Group
Members £,

% Carol, JHff F << #Z 41K M Available Members £~ % 5 £ Group
Members #~H,
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5 Pt
Objects > IP Pools > New: it AL F %, X5 i OK:
IP Pool Name: global
Start IP: 10.10.2.100

End IP: 10.10.2.180

6. HEL2TPiXE

VPNs > L2TP > Default Settings: #ii AL F N2, 2R i Apply:
IP Pool Name: global
PPP Authentication: CHAP
DNS Primary Server IP: 1.1.1.2
DNS Secondary Server IP: 1.1.1.3
WINS Primary Server IP: 0.0.0.0
WINS Secondary Server IP: 0.0.0.0
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7. L2TP @i
VPNs > L2TP > Tunnel > New: ¥ ALL R %, K5 il OK:
Name: sales_corp
Dialup Group: ( #%%¢ ), Local Dialup Group - fs
Authentication Server: Local
Outgoing Interface: ethernet2
Peer IP: 0.0.0.0"

Host Name (optional): 41 B 20K L2TP il fRHIE]— & HAK LML, EMATE S
LAC™ [fi- 5 ML K

Secret (optional): % A —AN7E LAC F1 LNS™ 2 [Al L= [y bl 5
JEBC 1 7 LRI T L R RIS IREE R E R IR L B
Keep Alive: 60"

10. BREMSTEER 0 IP bk 230, FrililfEtbibdiN 0.0.0.0.

11. ZHLFIZ4T Windows 2000 [HITHHALIARR, IEHATLL NDE - i s > WE > BHER > R4 13 System Properties %1ififE. #iil; Network
Identification 1<, JF#&7% Full computer name T4 H .

12, B MU INE] LAC LLAE L2TP @iE, W Z1& L Windows 2000 L . S0 Bl b (#7230
13. Keep Alive fEZ7E NetScreen £ i) LAC Ki% L2TP hello {55 B LR 4L
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8. VPN &
VPNs > AutoKey Advanced > Gateway > New: #ii AL %, K58l OK:
Gateway Name: field
Security Level: Custom
Remote Gateway Type:

Dialup User Group: ( #£#¢ ), Group: fs
Outgoing Interface: ethernet2

> Advanced: A LA T s s, A5 Hid Return, &R[FIJEA Gateway
PC e L

Security Level: User Defined: Custom
Phase 1 Proposal: rsa-g2-3des-sha
Mode (Initiator): Aggressive™
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: #ii ALL FINZE, R Hidi OK:
Name: from_sales
Security Level: Compatible
Remote Gateway: Predefined: field

> Advanced: I AL T B, AR5 Hdi Return, JR[FIJEA AutoKey IKE
[

Security Level: Compatible
Transport Mode: ( £#% )

14. Windows 2000 ( #¢f5 NetScreen-Remote ) {32 £F Main mode ( F#ix( ) Fr .
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9. RHEE

Policies > (From: Dialup, To: Trust) New: i AL F A%, REHd OK:

Source Address:

Address Book Entry: ( i£#f ), Dial-Up VPN
Destination Address:

Address Book Entry: ( i%£#% ), Any
Service: ANY
Action: Tunnel
Tunnel VPN: from_sales
Modify matching bidirectional VPN policy: ( 755z )
L2TP: sales_corp

Position at Top: (%% )
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CLI
1. AREXHRXE

set zone name dialup

set zone dialup vrouter trust-vr
set zone dialup block

2. MO
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet2 zone dialup
set interface ethernet2 ip 1.3.3.1/24

3. L2TP/IKE AR

set user adam type ike 12tp

set user adam password AJbioJl5

unset user adam type auth

set user adam ike-id u-fgdn ajackson@abc.com
set user betty type ike 12tp

set user betty password BviPsoJl

unset user betty type auth

set user betty ike-id u-fgdn bdavis@abc.com

set user carol type ike 12tp

set user carol password Cs10kdD3

unset user carol type auth

set user carol ike-id u-fgdn cburnet@abc.com

4. IKE/L2TP FA 4R

set user-group fs location Local
set user-group fs user adam
set user-group fs user betty
set user-group fs user carol
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5. Pt

set ippool global 10.10.2.100 10.10.2.180

6. TRE L2TP K E

set 12tp
set 12tp
set 12tp
set 12tp

7. L2TP BiE

set 12tp
set 12tp

8. VPN @&

default ippool global
default ppp-auth chap
default dnsl 1.1.1.2
default dns2 1.1.1.3

sales corp outgoing-interface ethernet2
sales corp auth server Local user-group fs

set ike gateway field dialup fs aggressive15 outgoing-interface ethernet2
proposal rsa-gZ2-3des-sha

set ike gateway field cert peer—cal16
set ike gateway field cert peer-cert-type x509-sig
set vpn from sales gateway field transport sec-level compatible

9. KK

set policy top from dialup to trust “Dial-Up VPN” any any tunnel vpn from sales

12tp
save

sales corp

15. Windows 2000 ( % NetScreen-Remote ) {¢ 32+ Main mode ( 4= ) V.
16. $7 1 /& CAID number. ZE T fi# CA 1 ID number, i## ] LL Fiv4 : get pki x509 list ca-cert .
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NetScreen-Remote Security Policy Editor (Adam’”)

1. Hi; Options > Secure > Specified Connections .
2. #ili Add a new connection, 7EHILHIFIEZERFHAN A,
3. WCEIEREN :
Connection Security: Secure
Remote Party ID Type: IP Address
IP Address: 1.3.3.1
Protocol: UDP
Port: L2TP

Connect using Secure Gateway Tunnel: (/&%)
4. BT A BISRZEIUN “47 £55, REITIERRNG .
5. i My Identity, JfHCE DL FBE -
%%‘Select Certificate” Fu#l&H, EFA 5 NetScreen B E4HRE )™ IKE 1D (¥ L1 B3 1L
A,
ID Type: E-mail Address®
Port: L2TP
6. i Security Policy El#r, 4RJ5ik#t Aggressive Mode ( 3R, ).

7. i Security Policy BIkr 1A “+” 775, #XJ5 Hiidi Authentication (Phase 1) f1 Key Exchange (Phase 2)
K “4” F55, DR IT R

17. %y Betty £l Carol () NetScreen-Remote % /" HLECE IPSec L[ L2TP iid, HilfEi5 Nk Adam $24L LM
18. Sk EUETS ) B R Akt & B B bR IR 7 B .
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8. i Authentication (Phase 1) > Proposal 1: X6 41 “nas” Ml “Hdiseserh gk
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
9. #ili Key Exchange (Phase 2) > Proposal 1: i£# L T IPSec 1 :
Encapsulation Protocol (ESP): (i£+f )
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Transport

10. ¥ Key Exchange (Phase 2) > Create New Proposal: i£#: L T IPSec #/piX :
Encapsulation Protocol (ESP): (1£#f)
Encrypt Alg: Triple DES
Hash Alg: MD5
Encapsulation: Transport

11. i Key Exchange (Phase 2) > Create New Proposal: £ L. T IPSec #/}iX :

Encapsulation Protocol (ESP): (i£#%)
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Transport

12. i Key Exchange (Phase 2) > Create New Proposal: i #: L. T IPSec #}iX :

Encapsulation Protocol (ESP): (i%£#f )
Encrypt Alg: DES

Hash Alg: MD5

Encapsulation: Transport
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13. H.i; Save.
14, [FIFEFEAEH “MZERS” & Windows 2000 #:4E RG81x & W45 iE 4+

B “PEERE T B, BT A — TN EPLE 2 P #ihf. A 1.3.3.1. LU 4 5050,
DI A N S FIERS, iFs A adam, AJdbiod15. B KI1EHFE, 720 Microsoft Windows 2000
jﬁo
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=% VPN ThgE

ARTENENH VPN HRI R A S
e 5301 L LAY “IPSec NAT %i&”
- 302 i b1y “%FiE NAT k&
— #5303 L k[ “UDP ki Al
— 25303 TU L CUSTEARAE”
— 5304 5 L “IPSec NAT %% Fl K E 7 /1 Wi N 7 SR
e 307 W LR “VPN g
— ZB 307 B hpy e AL L I
— 25308 Ui by “UEHEE DR H Al
— 310 T L “ORmEE R I
— %310 I ki “BlE VPN M IhRE”
— 323 T L XTSI VPN B e A R
— %5325 7 L1 “SNMP VPN W45k 5 R p
o 39326 TL LIy “HpAMEERE L LA mE”
—  EB 327 TUL R H BT I ) B
— 5F 328 T L RN AL
- 330 W bWy “FRAZERSH”
o 38201 LM “UlA VPN BC”
— 5383 I L “VPN 417
— ZF 384 i Ly “UEERLEHD”
— %5388 7 Ly “TCP SYN frickor”
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£ 7 Z 5% VPN jgE

« B 400 ST EM “HXER VPN

— 55401 LR vl WX VPN
o B 411 By P AET VPN

- A2 G ER vl b AR VPN
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IPSEC NAT &%

“RUgg IR (NAT) A “ R 2 it 8 7 (NAPT) O BRI ARE, & SSVFJRi (LAN) R —41 1P bk T
AR B, KSR MR T AMNERE B NAT B WHUE Y 1P st b A X se4h st it

TERCE IPSec IER, WAHGRE SIS HIL NAT & “BrB 1”7 1 “BrEE 2”7 19 IKE U, ‘el IKE B4
BIEAE “H PRI (UDP) B, (Hig, fE5er “ Bri 2” thid)a, $UT IPSec H4 Ff) NAT < 3 30HiE
R, {E NAT %} IPSec il Ac i A b, Horp— AN, T “dPe a7 (ESP) ki, NAT %
FANBE U VL4t “58 4 27 ASkIIALE (B E O INE ). X “INIEGSk” (AH) B, NAT & nf B
S 5, AEAN AT DB SOAFAT A, T X4 IPSec 3580 [ TAIER 2l 25 W

LRSI E,  NetScreen &4 ({1 ScreenOS 3.0.0 5 kit 4s ) il NetScreen-Remote & )i (6.0 hit A< 5 /5
JRAS ) WL NAT %73 (NAT-T) Djft. NAT-T 76 “BrB 17 Al B2 b, W B B A s U 58 — AN B AN NAT &
%5, WO n—)Z UDP H3.,

JEE : NetScreen N #F “Fzp#4” @) NAT-T. NetScreen (X5 #EH “H Rk~ (ESP) /9 “H
2N ZH IKE ” & 1T NAT-T.

1.

% IPSec/NAT A&k IF#, 52 % Bernard Aboba Jit'5 1) draft-ietf-ipsec-nat-regts-00.txt.
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iE NAT 8%
7ECL R e, fER R TE LAN I NAT B8l — Ak B VPN k52 7 14, H 1P #ihk 24 200.1.1.1 ((#H
ZE T ISP 4852 ). xt?ﬁﬁﬁ kg B, NAT &% %ﬁf@ﬁt 210.2.2.2 F#AMT AL G 1P Pk, £ “Fr
B 1” Whigk#Erh, VPN & il NetScreen Wil 75 VPN S 5 E X7 #8532 FF NAT-T, NAT W& & GG

P AR LA R G AL T VPN 28 i R HIT R o

/A\

sl

e
NAT &4 NetScreen #% %%

l e 5 OHEEN
[ IS = _f—?é;_t__—\-
¥ @ < ’ T ]
> ===

VPN 5 %% ) i

VPN i i
U 1P 200.1.1.1 -> 210.2.2.2

¥ IPSec il 7E UDP B4 (VPN % /3 A1 NetScreen ¥ 44 #As AT ) A LB IAGIEARD 25 2 (1) 1] 3 . NAT %
¥ SLAE A UDP B ausb 3, 5 UDP A Sk ob g3 11, AMES AH 5 ESP H11#) SPI f3k . VPN 2536 37T UDP
JEIAEEE IPSec FHAL, X FE AR S I VAEAT 7Y, PR A E S 1) Y 28 B AT A B
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AH NAT-T i IPSec 341,

’ AR 1P AH 1, ESP i&ﬁﬁ AH 1 ESP
0,3 0,3 g B
S LSk b RO . ek ek B
B TIN50 5 51 ( 40510
ESP 5 AH) A5 %] 500
(UDP) (55 AT

{#H NAT-T K] IPSec 315

AN 1P UDP NAT-T | AH &k ESP " AH & ESP
i3k .3k 3% 3k s A iy

YEE 1 i NAT-T /., NetScreen 41X i ZEH A MW B, 1251424 B e F2 7 pLAT NetScreen 451119
NAT 41700 D HT 2

UDP #5& AR

i UDP £ #,4 — /> UDP KIS F1, —ANfafs UDP B4 % G A R (11 2 (. NetScreen i £ A~ 35 5K %}
NAT-T fii H UDP &40 HF1, Kk, WebUl Al CLIEAR K FME A k& E . BIfFWItE, HELe NAT &4 BRI A,
Ft LGS o] eSS 3 FH e

A SR {E

2 NAT Befs IP HhkorFCas EHLI . NAT SR Al g 78 B e S A 2L IR ASBr Ui o DLORF5 A R 30 RR . il
NAT & n] e AT AR, TREE 20 FPTMRAT I IP Ml JoRk. [Rth, IPSec £ 5 & W 75 2@ NAT #+#
FOREWIHAEIAL (28 UDP SB04 ), XM ATZE 0 NAT Wi, B2 “BrEe 17 M “BrBe2” 1) SA i,
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Rt NAT 585 IRAG I g FIZE S HI ANl B A< i 82 1l . w5 NAT 245 191175 AR A5 i 175G 1 i &
BOTIF A 17 EZ

IPSec NAT ZiEFA&F 7 / Moy F5 3T FR
A NetScreen 1 #7574 NAT BE& IO BL Rl sr— MHEI, T B #5017 sk i 7 . (FU2,
L/ L HL7E NAT B4 S T, St/ ] R e 7 | W 7 ot o 24 NAT % 2125 1P b st
R L

YER 1 LU P % 2 X 2l
NetScreen B Y2477,

Untrust X & Trust X Bt

NetScreen A

‘ = R
I*ﬂA_E?j - —) >

& L, NetScreen B 7547 T NAT % & J& [ 1) F M rfre 1 NAT %2 £ M 1P B ki it b ) 25 A ol 1P Hb ik
(210.1.1.1), NetScreen A i A fEII At iR 5] ) NetScreen B. A, NetScreen A ANGER T2 5 NetScreen B
Z [H][A)3H 18 . NetScreen A A& N J7, NetScreen B A% Kt J7, XUy WA4iiAE Aggressive mode ( L ) N
PAT BB 17 Wi

{HI2, WH NAT BB 1P (MIP) ik sl g —x— G- k077 A OB i 1P Hidik, NetScreen A g nl LLBAfffi i iR
7t NetScreen B. [Alt, NetScreen A &}, NetScreen B #n] L& &AL Jy, 1 HXU &l AEH “FrE: 1”7 1 Main
mode ( iz ) 5 Aggressive mode ( L5 ).
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TEB : AR 7 25 71 NetScreen #6745 7 /1 NAT-T, A HAAE T, LAA Main mode ( Z#E) FHAT
IKE P17, Wiz ik as I LL T 800G o <2 7 ( g IEIsf g #2200 LB AR ) a0 ang “Fet 17 #2X (7%
UL LU [l I 7 H R ) -

o ZYENE T ( RBE)E 7P b HIX 577 )

« &5 VPN Ji1F

o NAT & & JTIHAFTERE IP M55 55 7
BT ARG BT, 7 Main mode ( E#2C) T4 “BHE17 Bhight, A a] GERIEXT 25 19564 Bt “Br
B17#
WAL E LM, LU IKE B 7 FEEIREE

S [, g Fb o — X2 77 2870 77 Main mode ( 2#E:() FHIE IKE #f, NetScreen #4511 501
B D1 FEDE 7 A A LR A2 2t ] A1 REZ A, W NetScreen i 4 234k — 444 i1 »

SEfl - R NAT 2i&

FECL T -, Hoetr LAN R NAT 3 40B 38— AN bk 20 i 45 B Michael Smith (204 WU a4 65 ) 4 Y VPN
k5% i, Michael Smith ZARE &5 VPN HiEH A A F) LAN, st H NAT-T, LU T-7F NetScreen %
% PR RZFEM IS “msmith”, PUAAE VPN 455 % 7 i fic B (I FE M 26 . BB 247503 ] NetScreen i #%-fif f& 4
ALFE UDP KHGFN,  DUAOK s SR 3 BN 8 5.
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NAT %4 NetScreen % %%

WebUI

VPNs > AutoKey Advanced > Gateway > New: i AZESS 4 &, 55 69 UL (K “ufi 5 3)uh A VPN 550

55199 BB “4R5 VPN TR s IE Mo b B 28, AL RN, XAl OK:

> Advanced: I A LN T =i s, )5 Hidi Return, R[FIJEA Gateway
PC e L

Enable Nat-Traversal: ( #£#¢ )
UDP Checksum: Enable
Keepalive Frequency: 8

7 : NetScreen 245 9145 VPN 21/ NAT 5%,

CLI

set ike gateway msmith nat-traversal

set ike gateway msmith nat-traversal enable-udp-checksum
set ike gateway msmith nat-traversal keepalive-frequency 8
save

5
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% 7% 5% VPN g VPN H5#%

VPN iz

HRE I IE A VPN ISR, NetScreen ¥ £ 7R 4 IS [H] [AIB% ( nIHEAPICE ) Pl Il 1 ik ICMP [R5 (8
“pings” ), LA IE I 38 (1 0 4% R fE o 2 W 2R ping BhAEFEH VPN MRS Tk, U NetScreen % # i & LA
RIS IEML” (SNMP) BEBEZ —

o EERFONTW AN VPN M A TIERDIRIN SR IE AR, (HIE S H KELE ICMP BN RIFAN G
I, I LA ST A ) VPN S B 2 AR5, IR SOy i

o PRTEONIER ¢ WA VPN HEFEA TR, 1 ICMP (RIS ESR G AN, WPARZS SO E R .
SATHE ICMP (0] BEF SR IE R 18 5 DR [ =N AR T e s g mof H “FrBe 27 SA b s sk, il
NI A 2 kA

JER 1 H K VPN BRI SNMP 20517 #9015 5, 52 0d 4 325 7 1/ “SNMP VPN Y5 X2 AIEGHE” .

BEE R ED

e H e S HIE T, ) NetScreen W #5756 3Gl IE B & 5 3L BRI JT 46 A& 3% ICMP [BINvigsK, JF—BH K% N4, [l
TRk 5 3 IKE B Ly VPN JEIE, HREE N VPN M FEBIRE . 2R )5 NetScreen w441l ping #EAT
VPN Wi, an s i VPN Wik W B2 3s A kT, 1) NetScreen W45 4 445 725 ] “ BB 27 2245168 (SA).
NetScreen 15 34 s SCIP) I ] (1] 55 2k 252 n) HOGH 457 s R NG =R, Al B0 A8 “IKE BrBe 27 thi (2R, JH3)
“PYB 17 R ), BRI M. BEE, NetScreen W& EHTHGE “IYEL 27 SA, AERCHTHIEL, HE P IEIE.
A G0 R, 75 OB 58 B E SRR

2. B ping IR (AIRE, AIELLR CLI fiv4 : set vpnmonitor interval number. &% 10 5.
3. T SUELERIAR KDY ICMP BN KB FAE, A LU CLI fiv4 - set vpnmonitor threshold number. S48 4 10 AMELLTR .
4. 4 NetScreen &4 &—4> DHCP & /'3, JUAS [l () DHCP Bl IKE Fw 9. (A2, [F—Hubki DHCP SUHiA L5k IKE 5w % Pk,
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AL HE PRI LA O BahE Y] IKE” BIER &AL TIERRIRGS, A PRl fiff e, ZEA RVFsl A
PISCRATE I R o 14 % P A Tl T A Lo N A i S I T VPN P o — iR e, 924 VPN il
EAE B R ERZ AN, H)EE F—BEEOEESER (NHTB & ) MR, 7R — Mg, %2
55 326 JU LY “RENEER DR ZANEE

WA B e S I, S A ) AR B S RS I E R, NetScreen W& A4 & HUAT VPN .
R TN 25 VPN Wi tiik. i 5 i (set vpn name monitor optimized), I VPN 54547 0 5 5cin F
»  NetScreen ¥ #iHit VPN & 1) [ S RAL A ICMP [RIN [R5, 5 P e S0 2 /F ICMP [BIRY [] 5 (1) %%
AN, AT LAY 10 e 3 T ()45 B AR K I HL IR (0] 55 AN B I IR AT e AR (R A 1 R
o RFEINAEEE R VPN JEIE A A S {E B, W) NetScreen ##% 58 24| VPN 4% ping. XHEH BT
AT U BT
AT VPN A AL T SR e, (ER MR RCU LR TGS I, VPN AN AR 1 SNMP el {5 8,
VPN WS ZEIR I ] o 540, Gn A AT VPN s PR 18 o 2 v e e H As (P Huhk ol 2, R4 D g 2= A2 oA iR
fii & .

I5 ¥ O F0 B fRti ik

TESRAE DL, VPN A5 D) RERF A A1 1) 52 L) 1P sk AR, KA W SC Y 1P kit Ik H Aritbdil . i 2R
ST SR R 1P sthhik i) VPN 455 % 73 (U1 NetScreen-Remote ), U] NetScreen ¥ #4> F Sl py i stttk
JRICHAE B bk, VPN 25 g ] LU 40 OO0 FC i A 1P ik ity XAuth P, B s 1P ik ik 5 VPN
4R VPN HI7 B b . Al VPN a5 2 A0 LB M H Az 1P Hahik, 2] T4 VPN JEIE K ) — AN 2
NetScreen ¥4 1 4 VPN I HR 57 H7 .

i1 VPN P AEAS MRz R vty f S 484, DRI A S i ) 0% b P B PR U bk AN 8 S A ) — S ) BE 26 IC L 1)
Hobrstidit . SR b, n] DRI TE ) 9 s o ACAE 3 f VPN A
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NetScreen-A —> NetScreen-B

. . JEHHE H Friil
Wb e R 3 (4, : T
M NetScreen-A | Untrust 9[\[’]‘% H LR
X Brgcr 2| NetSereen B | ¥ NetScreen-A NetScreen-B
# Untrust X Btz 1) 1) ~— " VPN i i ' !
NetScreen-A ping. LANSY o LBE — LAN
(ERBHIT M) Trust [X B < Untrust [X B¢

NetScreen-A —> NetScreen-Remote

T t X Bt ')r‘l:l | ?)Ef@ht . H*f]—“f@ﬁt .
ﬁetstgrseel%:%i%noij i Trust X Bz 0 NetScreen-Remote

NetScreen-A ping. | &/

|
NetScreen-Remote i % i
NIERS, VSR EIZFEM I LAN ‘ C

NetScreen-A i VPN i
ZAMEHEE (B, Sk '

NetScreen-A i) Untrust [X ‘ o~
B2 40 ) A ICMP Trust X Bt Untrust [X B
IS JEE : NetScreen-A iZZ—1NEms, 7 1FM Trust 2 Untrust [XEHY ping 1567 -

{

NetScreen-A —> 5 =77 VPN &I EiEds

M Trust X B 1 F 30 .- T A

RZ AN B ) | -

NetScreen-A ping. 13z =7 ‘

FEXFEETT AN Y. ping, {H3C NetScreen-A i VPN i VPN 55 % 2% =T

FF AL VEASE ping {7 ELLIG e CANNERY || — >

W&, CERAE AT BE LB p | e L
Trust X & Untrust X Bt

JEE : NetScreen-A iZZ—1NEms, 717 M Trust 2 Untrust [XEHY ping 1567 -

JEB 1 QRN 57— g 42 mf il 28 XAuth ok 22 i 4 19 NetScreen-Remote VPN 2 /7 dif, WU 7F 347 15 0
NetScreen & #77 XAuth 7K IP #4117 H brti il 77 VPN 7. 7 XAuth #9175, 73055 2-452 1
LT “XAuth /77 77
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RESEEEM
%%gﬁﬁiﬁéiﬁu%—ﬁ\%%, 7E T AIE LR ek ARSI D X B ping Jl i VPN T8 27A 8 & H Frhhlk
X B
o PREOAL TS H b EASE X B
o LS HARHUMEAEAH R X Ber, JFHB A T X BLRH ZE .
R, WAER & BRI — NS, 76 N A ST ek B AL S Pk (1 X Be 1 ping alik VPN i 2k 5 H
FRHLHE R X B
o HFRHBHEAL T S EEA F X B
o Hbrthht SIEHUIEAEAH R X Bertr, JFHJB A T X BERH 2E .

PR 1 USRI 5 A AT IOMP [ 28 =77k, 18 B T 0 2 S PR 2077 LAN A 75
Bl TERIG I K IGUTCRAT AN, 17 ICMP [T

FCE VPN H51ZINEE
ST VPN aFS, TETBL R |
WebUI

VPNs > AutoKey IKE > New: it & VPN, i Advanced, #i A F#If5E, i Return DUR[FIFEA VPN
BLE v, AR5 Hd OK:
VPN Monitor: ZE$ LA A6t VPN G#iIE 1) VPN .
Source Interface: M\ F IR FERR . R ES “Default”, NetScreen
WA MO,
Destination IP: % A\ H#x IP Huht. WA AT N%, NetScreen i3 75K
fff FIERE R G 1P Hbtik .
Rekey: 41 %758 NetScreen 1 #% 76 IR A MIE R Ky iy 2238 “IKE
BrEe 2”7 i (LERF 220 “IKE BB 17 i ), IHIER k. 1B it
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TG, NetScreen 14522k IKE Wppg A IEE, FH7E ¢ 0 B Il IE 5
SEEIITAS VPN .
R AT NetScreen W25 7E M RS EFL AR Ky i 2238 “IKE By
Bt 27 g, VEIGRRILEI. 2 e S AHIE I, VPN ME¥EEEH P AR
T Bk & \KE Wi < S5 TFah, AR TE R NI B 5088 4 H W42 11
(HL)
VPNs > Manual Key > New: fit & VPN, #ii; Advanced, #i A\ F#I{5 8, #iidi Return LUR[HIFEA VPN it
B, AR5 R OK:
VPN Monitor: &£ LLE H Xt VPN J#EIE R VPN I,
Source Interface: M\ F 4K Pk PR, WR%EFE “default”, NetScreen
B FGAd FH AM R 2 1 o
Destination IP: #i A\ Hx 1P Huhib. WA AT N2, NetScreen B4+
A P R R e 1P ik .
ClLI

set vpnmonitor frequency number’
set vpnmonitor threshold number®
set vpn name str monitor [ source-interface interface’ [ destination-ip

ip addr® ] 1 [optimized] [ rekey’ ]
save

5. VPN MFBia LIRS N 0y o k3 BEE RN 10 7.

6. VPN I SR HOE L 0 R BOR i Dy ICMP Wl R sk E,  erffe 1l VPN SlIE 2 15 a) BE L ¢ . B8 I FHE 2 10 ANELER) L) ICMP [Hl i
SREE 10 AMELIAR L) ICMP [H] WK

WURAEPEERL N, NetScreen B Al Ah 42 LR B 2101 .
WERAEFE HAx IP #idl, NetScreen B &4l L F M G 1P Huil.
HE S PEIAE T “ Tah# 9] VPN JiiE.
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% 7 Z 5% VPN IjfE VPN Mz

Sef5) 0 73 VPN ES¥548 E IR0 H frit it

AT, KPS NetScreen %45 (NetScreen-A 1 NetScreen-B) 2 [AJfil & “ Hzh% 4] IKE VPN” Wi, 7
g A, WE M Trust X B2 D (ethernet1) %] NetScreen-B F 1) Trust X B2 (10.2.1.1/24) 1) VPN Mi#5. £
NetScreen-B I, ¥ & M Trust X B2 1 (ethernet1) | NetScreen-A Ji [f it AV 4 &5 W9 Ik 45 4% (10.1.1.5) ) VPN

It
NetScreen-A NetScreen-B
X B0
 ethernet1 « ethernet1
- Zone: Trust - Zone: Trust
- I[P address: 10.1.1.1/24 - I[P address: 10.2.1.1/24
- Interface mode: NAT - Interface mode: NAT
 ethernet3  ethernet3
- Zone: Untrust - Zone: Untrust
- [P address: 1.1.1.1/24 - |P address: 2.2.2.2/24
HETHHEK B31%4H IKE BiESH
o BB 1 o FrE 1
- Gateway name: gw1 - Gateway name: gw1
- Gateway static IP address: 2.2.2.2 - Gateway static IP address: 1.1.1.1
- Security level: Compatible - Proposals: Compatible
- Preshared Key: Ti82g4aX - Preshared Key: Ti82g4aX
- Outgoing interface: ethernet3 - Outgoing interface: ethernet3
- Mode: Main - Mode: Main
« frix 2 « frix 2
- VPN tunnel name: vpn1 - VPN tunnel name: vpn1
- Security level: Compatible’ - Security level: Compatible
- VPN Monitoring: src = ethernet1; dst = 10.2.1.1 - VPN Monitoring: src = ethernet1; dst = 10.1.1.5
- Bound to interface: tunnel.1 - Bound to interface: tunnel.1

* Compatible [] “BrBL 17 242 HAF5 LRI - pre-g2-3des-sha. pre-g2-3des-md5. pre-g2-des-sha £l pre-g2-des-md5.

t Compatible ] “FrE 17 24405035 LL F1L : nopfs-esp-3des-sha. nopfs-esp-3des-md5. nopfs-esp-des-sha Fil
nopfs-esp-des-md5.
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NetScreen-A NetScreen-B

B

W 4¥ 0.0.0.0/0, f# /] ethernet3, Mk 1.1.1.250 W1 0.0.0.0/0, {¥iH] ethernet3, Mk 2.2.2.250
A 10.2.1.0/0, f#H tunnel.1, Jo=k JHAE 10.1.1.0/0, f#H tunnel.1, JoM=k

T G 4 ping BVERR A Trust X BErP G320 5] Untrust X EGrR gk, Ak VPN T8 935 1) admin 2200058 X
S, SO ping 78 X B AL i

YEB T 1 TR VPN 2% 228254 NetScreen 1745, A i) 1 144 IR H frtti il-iE77 VPN £
KB CFF I BT, X T il 4/ & NetScreen i 45 LU/

WebUI ( NetScreen-A)

1. #0
Network > Interfaces > Edit ( Xf - ethernet1 ): #IALL FNZ, KRG ¥ Apply:
Zone Name: Trust
Static IP: ( PN EFEILIE T )
IP Address/Netmask: 10.1.1.1/24

BMANLLURNZ, R)E R OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T* ethernet3 ): # AL TN Z, X5 Hili OK:
Zone Name: Untrust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 1.1.1.1/24

Network > Interfaces > Tunnel IF New: % AL NN %, KRG 5d OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Trust (trust-vr)

Unnumbered: ( £+ )
Interface: ethernet1(trust-vr)

2. bk

Objects > Addresses > List > New: #i AL NN ZE, X5 i OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.1.1.0/24

Zone: Trust

Objects > Addresses > List > New: #i A LL F A%, K550 OK:
Address Name: Remote_LAN
IP Address/Domain Name:

IP/Netmask: ( £F£ ), 10.2.1.0/24
Zone: Untrust
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3. VPN
VPNs > AutoKey IKE > New: #ii AL F N2, K5 Hdi OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway:

Create a Simple Gateway: ( i£#¢ )
Gateway Name: gw1
Type:
Static IP: ( £Ff ), Address/Hostname: 2.2.2.2

Preshared Key: Ti82g4aX
Security Level: Compatible

Outgoing Interface: ethernet3

> Advanced: BIALL T s s, A5 Hid Return, iR[FIJEA AutoKey IKE
PC e L

Bind To: Tunnel Interface, tunnel.1
Proxy-ID: ( i%#¢)
Local IP/Netmask: 10.1.1.0/24
Remote IP/Netmask: 10.2.1.0/24
Service: ANY
VPN Monitor: ( £+ )
Source Interface: ethernet1
Destination IP: 10.2.1.1

Rekey: (kR )
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4. ¥H
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£F%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
Network > Routing > Routing Entries > trust-vr New: #ii AL F N %, X5 i OK:
Network Address/Netmask: 10.2.1.0/24
Gateway: (i£Ff)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0
5. IRER
Policies > (From: Trust, To: Untrust) New: i ALL RN %S, K5 Hidi OK:
Source Address:
Address Book Entry: ( £+ ), Trust_LAN
Destination Address:
Address Book Entry: (1£#¢ ), Remote LAN
Service: ANY
Action: Permit

Position at Top: (I£$f )
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VPN Ms#%

Policies > (From: Untrust, To: Trust) New: i AL F N %, RJ5 8 OK:

WebUI ( NetScreen-B)

1. #0O

Network > Interfaces > Edit ( %f T ethernet1 ): #IALL FNZE, K5 ¥ Apply:

Source Address:

Address Book Entry: (1£#¢ ), Remote LAN
Destination Address:

Address Book Entry: ( £#¢ ), Trust_LAN
Service: Any

Action: Permit
Position at Top: (1£#¢)

Zone Name: Trust

Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 10.2.1.1/24

WINULFNZ, AR5 Hd OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T ethernet3 ): A LI FNZ, X5 Hd OK:

Zone Name: Untrust

Static IP: ( HH LR IEPESLIE TN )

IP Address/Netmask: 2.2.2.2/24
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Network > Interfaces > Tunnel IF New: #i A LL RN %, SRJ5 T OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Trust (trust-vr)

Unnumbered: ( #£#% )
Interface: ethernet1(trust-vr)

2. bk
Objects > Addresses > List > New: i AL F A%, #RJ5 #.il; OK:
Address Name: Trust_LAN
IP Address/Domain Name:
IP/Netmask: ( i&+¢ ), 10.2.1.0/24
Zone: Trust
Objects > Addresses > List > New: #i AL F A%, #RJ5 ¥ OK:
Address Name: Remote_LAN
IP Address/Domain Name:
IP/Netmask: ( i&+¢ ), 10.1.1.0/24
Zone: Untrust
3. VPN
VPNs > AutoKey IKE > New: #ii AL R A%, #RJ5 il OK:
VPN Name: vpn1
Security Level: Compatible
Remote Gateway:

Create a Simple Gateway: ( £+% )
Gateway Name: gw1

NetScreen #t 253565 - % 5 % : VPN 318



% 7 Z 5% VPN I§E VPN Mz

Type:
Static IP: ( £#¢ ), Address/Hostname: 1.1.1.1
Preshared Key: Ti82g4aX
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: fii AL N SR CE, ARG R Return, JR[EJEA AutoKey IKE
JLE L

Bind To: Tunnel Interface, tunnel.1
Proxy-ID: (14 )
Local IP/Netmask: 10.2.1.0/24
Remote IP/Netmask: 10.1.1.0/24
Service: ANY
VPN Monitor: ( £+ )
Source Interface: ethernet1
Destination IP: 10.1.1.5

Rekey: (75K )
4. BEH

Network > Routing > Routing Entries > trust-vr New: i AL F N2, SR)5 Hidi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
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Network > Routing > Routing Entries > trust-vr New: i AL F N2, SR )5 il OK:
Network Address/Netmask: 10.1.1.0/24
Gateway: (#£#%)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0
5. IRER
Policies > (From: Trust, To: Untrust) New: i ALL RN %S, X5 Hidi OK:
Source Address:

Address Book Entry: ( £# ), Trust_LAN
Destination Address:

Address Book Entry: (i£$f ), Remote_LAN
Service: ANY
Action: Permit
Position at Top: (I£Ff )
Policies > (From: Untrust, To: Trust) New: i AL F A%, KRG 8d OK:
Source Address:

Address Book Entry: ( £+ ), Remote_LAN
Destination Address:

Address Book Entry: ( #£# ), Trust_LAN
Service: Any

Action: Permit
Position at Top: (£ )
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CLI ( NetScreen-A)
1. #0

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24

set interface ethernetl nat

set interface ethernet3 zone untrust

set interface ethernet3 ip 1.1.1.1/24

set interface tunnel.l zone trust

set interface tunnel.l ip unnumbered interface ethernetl

2. bk

set address trust Trust LAN 10.1.1.0/24
set address untrust Remote LAN 10.2.1.0/24

3. VPN

set ike gateway gwl address 2.2.2.2 main outgoing-interface ethernet3 preshare
Ti82gd4aX sec-level compatible

set vpn vpnl gateway gwl sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.1.0/24 any

set vpn vpnl monitor source-interface ethernetl destination-ip 10.2.1.1

4. %R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 10.2.1.0/24 interface tunnel.l

5. REg

set policy top from trust to untrust Trust LAN Remote LAN any permit
set policy top from untrust to trust Remote LAN Trust LAN any permit
save
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CLI ( NetScreen-B)
1. #0

set interface ethernetl zone trust

set interface ethernetl ip 10.2.1.1/24

set interface ethernetl nat

set interface ethernet3 zone untrust

set interface ethernet3 ip 2.2.2.2/24

set interface tunnel.l zone trust

set interface tunnel.l ip unnumbered interface ethernetl

2. bk

set address trust Trust LAN 10.2.1.0/24
set address untrust Remote LAN 10.1.1.0/24

3. VPN

set ike gateway gwl address 1.1.1.1 main outgoing-interface ethernet3 preshare
Ti82gd4aX sec-level compatible

set vpn vpnl gateway gwl sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 10.2.1.0/24 remote-ip 10.1.1.0/24 any

set vpn vpnl monitor source-interface ethernetl destination-ip 10.1.1.5

4. %R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.l

5. REg

set policy top from trust to untrust Trust LAN Remote LAN any permit
set policy top from untrust to trust Remote LAN Trust LAN any permit
save
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NetScreen 1 #- K A2 045 7 il iE$2 1 1P Huhk FAE R OCHTS —BkiER IP Huhk . vTFahfm AN, skil <3 A Mo
W (BGP) #iNE& . %5 Hkeonr 2507 i 82 1 1P Mk (A2 | b B th e ik ¢ 2, SB i NHTB £
5N —BEERARE 1 1P duhik, DLEAHRN Y VPN GBIEZFR . AN, GRMES  nl FahfN, oiEadE “BrE 27 thisill
], ik NetScreen ¥ £ MILFEXT 257 3BT B sh# N

NetScreen #4541 % 4 H ¢ 1P Hihlk Al NHTB %24 H 1~ —Bkik 1P f@ﬂtﬁﬁ YEIE o, KliEs: 0 54

F”EI’J ;/PE”}L%@%% SRJA, NetScreen ¥ &R H NHTB X5 @ IEM VPN i, 515 H o e e
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AR XS F T Bk

JIT A A R T K VPN T 13K BRIz R 85 5 1 P B8 <3k SE AR A ZiE — o EESCBL H Y, —RhOE R R RN
FEXS S 7 FRAHAT RN H bt bk i B 2 ik e e (NAT). 534k, JliE# 0 1P f@ijtfﬁﬁﬁ@%ﬂ? Ji L ZiME— . iR
TR R Rl AT, U HET S E . LA RS2 X 52 1000 A VPN G 1) — ANl RER) -0k 7 %6
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10.0.3.0/24 tunnel.1 10.0.2.1/24 vpn1

10.0.5.0/24 tunnel.1 10.0.4.1/24 vpn2

10.0.7.0/24 tunnel.1 10.0.6.1/24 vpn3

10.0.251.0/24 tunnel.1 10.0.250.1/24 vpn125

12, [0 F40E B2 AN B3 E B DUORBE ARSI A B M) FEFI 2 AR, IR “ TP s s aitse” (OSPF) & “iifg BWML” (RIP). 554
%331 W R “AzhR%&H” .
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10.1.3.0/24 tunnel.1 10.1.2.1/24 vpn126
10.1.5.0/24 tunnel.1 10.1.4.1/24 vpn127
10.1.7.0/24 tunnel.1 10.1.6.1/24 vpn128
10.1.251.0/24 tunnel.1 10.1.250.1/24 vpn250
10.2.3.0/24 tunnel.1 10.2.2.1/24 vpn251
10.2.251.0/24 tunnel.1 10.2.250.1/24 vpn375
10.7.3.0/24 tunnel.1 10.7.2.1/24 vpn876
10.7.251.0/24 tunnel.1 10.7.250.1/24 vpn1000

A NetScreen ¥ FREE R : 10.0.0.1/24, fEFT A BN L, #GFAERA IP bk EE D, Zitht BoR
A HLEE A NHTB £ M 2e /N —Bkik 1P Hihik .
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A Hh NetScreen % % & T 10.0.4.1/24
%45 7 # R N VPN {5 L NAT-dst 10.0.5.1 -> 10.0.6.1/24
FUAATHAT 1P 224y AR IP Mkl NAT-dst 10.0.7.1 ->
NAT-dst, *JHiuh VPN 158 IF 10.0.2.1/24 _— ) AN 1P Huhk
FPAT ke 1 AT S 1 e NAT-dst 10.0.3.1 > ~
H P E R 1P Mk i 1P Mkl
NAT-src. % NAT-src F H vpn1
NAT-dst [ IF41(5 &, 52 / 10.1.1.1/24
I;?@%g 2-261 UL T | NAT-dst 10.1.2.1 >
° { vpn251 :‘ WS 1P Hihik
\ [ 10.6.2.1/24
Hhi NetScreen % % . NAT—d?t 10.6.3.1 ->
* 10.0.01/24 vpn751 ; WS 1P Mkl
NAT-dst 10.0.1.1 ->
Pyl 1P Hihk - -

FEFIEHTRFH

S vpn1000 =~ 07 550 1124

NAT-dst 10.7.251.1 ->
NER 1P Hitl:

AI7E NHTB Fli R Fah e d 4 H . thn] B3h e NHTB F k. 0 20 5E 2| A 0 b HomiE, T30
JHRAET o X RREIGEIE, B3057kn] LI BB E AR, A 2438 sl H A Ll s (Rl e e 1 EANA]

HIS S B2 ahas 3 R
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HPRE VPN JETE T2 21~ —BhiRiE iE g0 e (NHTB) &g fext <5 i iE s O 1P bk, H2G, ik Rk
admin, FRE Tz IEmIEE R D 1P k. R, R LU e izt 5 NHTB & i) VPN JHE 44 FR A

RIK:

set interface tunnel.1 nhtb peer’s_tunnel_interface_addr vpn name_str
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WE, AAERMRPMARSE S, B ZEEE D P hkHAEMSE. rliEE WebUI 5L~ CLI sy 2% A\
b

set vrouter name-str route dst_addr interface tunnel.1 gateway peer’s _tunnel_interface _addr
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Trust [X Bt tunnel.1 ethernet3 vpn3
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10.1.1.1/24 DIP Pool 5: GRS i 2% RS U7 BRI 2 10.0.6.1
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WebUI ( NetScreen-A)

1. %A
Network > Interfaces > Edit ( X} T ethernet1 ): AL FNZ, 2R ¥t Apply:
Zone Name: Trust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 10.1.1.1/24

WAL NE, AR5 Hid OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f T* ethernet3 ): HIALL T N2, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESLIE TN )
IP Address/Netmask: 1.1.1.1/24
Network > Interfaces > New Tunnel IF: i AN LLF N %, R)55d OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: (#£#%)
IP Address/Netmask: 10.0.0.1/30
Network > Interfaces > Edit ( %} J* tunnel.1) > DIP > New: i ALV F N2, AR5 Hid OK:
ID: 5
IP Address Range: (i£#f ), 10.0.0.2 ~ 10.0.0.2
Port Translation: ( £+ )
In the same subnet as the interface IP or its secondary IPs: (i£Ff )
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2. bk

Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: corp
IP Address/Domain Name:

IP/Netmask: ( i&+¢ ), 10.1.1.0/24

Zone: Trust

Objects > Addresses > List > New: #i AL N A%, X5 i OK:
Address Name: oda1
IP Address/Domain Name:

IP/Netmask: ( E+% ), 10.0.1.0/24
Zone: Trust

Objects > Addresses > List > New: i AL F A%, #RJ5 #.ili OK:
Address Name: peers
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.0.0.0/16
Zone: Untrust

3. VPN
VPNs > AutoKey IKE > New: #ii AL F N2, &5 Hdi OK:
VPN Name: vpn1
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: ( i£Ff )
Gateway Name: peer1

Type: Static IP: ( £+ ), Address/Hostname: 2.2.2.2
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Preshared Key: netscreen1
Security Level: Compatible
Outgoing Interface: ethernet3
> Advanced: i A LU s B, A5 Hifi Return, JR[EIJEA AutoKey IKE
PCEL L
Bind To: Tunnel Interface, tunnel.1
Proxy-ID: ( i%#¢)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0
Service: ANY
VPNs > AutoKey IKE > New: fii AL NN %, 2R )5 #idi OK:
VPN Name: vpn2
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: ( £#f )
Gateway Name: peer2
Type: Static IP: ( %F¥ ), Address/Hostname: 3.3.3.3
Preshared Key: netscreen2
Security Level: Compatible
Outgoing Interface: ethernet3
> Advanced: i AL T s B, A5 Hdi Return, JR[FIJEA AutoKey IKE
[
Bind To: Tunnel Interface, tunnel.1
Proxy-ID: ( i%£#%)
Local IP/Netmask: 0.0.0.0/0
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Remote IP/Netmask: 0.0.0.0/0
Service: ANY
VPNs > AutoKey IKE > New: fii AL A%, 2R )5 #ili OK:
VPN Name: vpn3
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £#¢ )
Gateway Name: peer3
Type: Static IP: ( £+ ), Address/Hostname: 4.4.4.4
Preshared Key: netscreen3d
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: I A LA T s s, SRJ5 Hid Return, R[FIJEA AutoKey IKE
[

Bind To: Tunnel Interface, tunnel.1
Proxy-ID: ( i%£#¢)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0
Service: ANY

4. FEH
Network > Routing > Routing Entries > (trust-vr) New: #i A LL F %%, 4R J5 uidi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( 1£#%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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Network > Routing > Routing Entries > (trust-vr) New: #i A LL F %%, 4R J5 8y OK:
Network Address/Netmask: 10.0.1.0/24
Gateway: (#£#%)
Interface: ethernet1
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > (trust-vr) New: i AL NN %, 2R )5 H.di OK:
Network Address/Netmask: 10.0.3.0/24
Gateway: (#£F%)
Interface: tunnel.1
Gateway IP Address: 10.0.2.1
Network > Routing > Routing Entries > (trust-vr) New: i AL F N %%, 2RJ5 Hidi OK:
Network Address/Netmask: 10.0.2.2/32
Gateway: (i£Ff)
Interface: tunnel.1
Gateway IP Address: 10.0.2.1
Network > Routing > Routing Entries > (trust-vr) New: i A LL F A%, SR )5 8l OK:
Network Address/Netmask: 10.0.5.0/24
Gateway: (#£#%)
Interface: tunnel.1
Gateway IP Address: 10.0.4.1
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Network > Routing > Routing Entries > (trust-vr) New: #i A LL F %%, 4R J5 8y OK:
Network Address/Netmask: 10.0.4.2/32
Gateway: (#£#%)
Interface: tunnel.1
Gateway IP Address: 10.0.4.1
Network > Routing > Routing Entries > (trust-vr) New: i AL NN %, 2R )5 H.di OK:
Network Address/Netmask: 10.0.7.0/24
Gateway: (#£F%)
Interface: tunnel.1
Gateway IP Address: 10.0.6.1
Network > Routing > Routing Entries > (trust-vr) New: i AL F N %%, 2RJ5 Hidi OK:
Network Address/Netmask: 10.0.6.2/32
Gateway: (i£Ff)
Interface: tunnel.1
Gateway IP Address: 10.0.6.1
Network > Interfaces > Edit ( %§ T tunnel.1) > NHTB > New: i AL F A%, 2R )5 ¥ Add:
New Next Hop Entry:
IP Address: 10.0.2.1
VPN: vpn1
Network > Interfaces > Edit ( Xf T tunnel.1) > NHTB: & AL F W%, X5 #. Add:
New Next Hop Entry:
IP Address: 10.0.4.1
VPN: vpn2
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Network > Interfaces > Edit ( %f T- tunnel.1) > NHTB: % ALL F %, 2R J5Hd: Add:
New Next Hop Entry:

IP Address: 10.0.6.1
VPN: vpn3
5. KR
Policies > (From: Trust, To: Untrust) New: i AL F A%, KRG 8d OK:
Source Address:
Address Book: (i£F¢ ), corp
Destination Address:
Address Book: (£Ff ), peers
Service: Any
Action: Permit

Position at Top: ( £+ )

> Advanced: I AL T s B, A5 Hid Return, & [HIJEAS Policy

Pict B 0T
NAT:

Source Translation: (%% )
DIP On: 5 (10.0.0.2-10.0.0.2)/X-late

Policies > (From: Untrust, To: Trust) New: i AL F A%, RJ5 8 OK:
Source Address:
Address Book Entry: (i%£+% ), peers
Destination Address:
Address Book Entry: (i%£#% ), oda1
Service: Any
Action: Permit
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CLI ( NetScreen-A)

1. #&0O
set
set
set
set
set
set
set

2. bk

set
set
set

3. VPN

set

set
set
set
set

interface
interface
interface
interface
interface
interface
interface

Position at Top: (i%$% )
> Advanced: I A LU T s B, A5 Hid Return, & [HIJEAS Policy

ethernetl
ethernetl
ethernet3
ethernet3

P T

NAT:

zone trust
ip 10.1.1.
zone untru
ip 1.1.1.1

Destination Translation: ( %£+%)
Translate to IP Range: (1%£#f ), 10.1.1.0 - 10.1.1.254

1/24
st
/24

tunnel.l zone untrust
tunnel.l ip 10.0.0.1/30
tunnel.l dip 5 10.0.0.2 10.0.0.2

address trust corp 10.1.1.0/24
address trust odal 10.0.1.0/24
address untrust peers 10.0.0.0/16

ike gateway peerl address 2.2.2.2 outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

vpn vpnl gateway peerl sec-level compatible

vpn vpnl bind interface tunnel.l

vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

ike gateway peer?2 address 3.3.3.3 outgoing-interface ethernet3 preshare
netscreen?2 sec-level compatible
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set
set
set
set

set
set
set

4. HH

set
set
set
set
set
set
set
set
set
set
set

5. RES

set policy from trust to untrust corp peers any nat src

vpn
vpn
vpn
ike

netscreen3 sec-level compatible
vpn vpn3 gateway peer3 sec-level compatible
vpn vpn3 bind interface tunnel.l
vpn vpn3 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

vrouter
vrouter
vrouter
vrouter
vrouter
vrouter
vrouter
vrouter

trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr

interface tunnel
interface tunnel
interface tunnel

route 0.0.0.0/0 interface ethernet3 gateway 1.1.
route 10.0.1.0/24 interface ethernetl

route 10.0.3.0/24 interface tunnel.l gateway 10.
route 10.0.2.2/32 interface tunnel.l gateway 10.
route 10.0.5.0/24 interface tunnel.l gateway 10.
route 10.0.4.2/32 interface tunnel.l gateway 10.
route 10.0.7.0/24 interface tunnel.l gateway 10.
route 10.0.6.2/32 interface tunnel.l gateway 10.
.1 nhtb 10.0.2.1 vpn vpnl

vpn2 gateway peer?2 sec-level compatible
vpn2 bind interface tunnel.l
vpn2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any
gateway peer3 address 4.4.4.4 outgoing-interface ethernet3 preshare

.1 nhtb 10.0.4.1 vpn vpn2
.1 nhtb 10.0.6.1 vpn vpn3

set policy from untrust to trust peers odal any nat dst

save

permit

dip-id 5 permit
ip 10.1.1.0 10.1.

[E-Y

O OO O o o
OOy NN

.250

e e e

1.254
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HEA

DL B B S G0 a8 B bk 25 NetScreen-A (1] VPN GlE R, XHEJT 1 %5 4 NetScreen #4526 F£ admin M\Zﬁiﬁﬁ]\ﬁ‘]
WZ5. BT EHHE 5k LAN 10.1.1.0/24 [{HHEZEAR R R kE 23 8], PRz 2 admin B & NetScreen # 4%,
PATUERIH b5 NAT (NAT-src FIl NAT-dst). X$4577 1 3t VPN K B &% 5 NetScreen-A I, i DIP it 6 Tﬁh
1T NAT-src, LL¥ATE WUk 10.0.2.2. %4577 1 £ )\ NetScreen-A %1% K1) VPN 15 B EHAT
NAT-dst, 8 FH A= 200 Hbk As ek bk AN 10.0.3.0/24 #6445 10.1.1.0/24.,

ethernet3 tunnel.10 NAT-dst 7 NAT-dst M
2.2.2.2/24 10.0.2.1/30 10.0.3.0 — 10.0.3.255 10.0.3.0 - 10.0.3.255
SR o DIP Pool 6 ethernet1 k]
2292950 10.0.2.2-10.0.2.2 1011.1/24 10.1.1.0 = 10.1.1.255
) e 1§ FH Hb k-5
Untrust X B X471 Trust X B

>k H NetScreen-A LAN
[ty vpn1 > 10.1.1.0/24
I

YER 1 K NAT-src fIl NAT-dst 17iEH 7.6, 5S04 2-261 L1 “Hihl## 7,

WebUI (Peer1)
1. #0
Network > Interfaces > Edit ( Xf - ethernet1 ): #IALL FNZ, KRG ¥ Apply:
Zone Name: Trust
Static IP: ( BN EFEILIE T )
IP Address/Netmask: 10.1.1.1/24

BINLFNZ, AR5 Hd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T* ethernet3 ): # AL TN Z, X5 Hili OK:
Zone Name: Untrust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 2.2.2.2/24
Network > Interfaces > New Tunnel IF: #iALL R %, K58k OK:
Tunnel Interface Name: tunnel.10
Zone (VR): Untrust (trust-vr)
Fixed IP: (i%£4%)
IP Address/Netmask: 10.0.2.1/30

Network > Interfaces > Edit ( %§ T tunnel.10 ) > DIP > New: #i AL 2, AR5 i OK:
ID: 6
IP Address Range: (i%#f ), 10.0.2.2 ~ 10.0.2.2
Port Translation: ( i£+% )
In the same subnet as the interface IP or its secondary IPs: (i££f )

2. Hbat
Objects > Addresses > List > New: #i AL F A%, X5 i OK:
Address Name: lan

IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.1.1.0/24
Zone: Trust
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Objects > Addresses > List > New: Hi AL F A%, K55 OK:
Address Name: oda2
IP Address/Domain Name:

IP/Netmask: ( E#% ), 10.0.3.0/24

Zone: Trust

Objects > Addresses > List > New: i AL F A%, #RJ5 #.il; OK:
Address Name: to_corp
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.0.1.0/24
Zone: Untrust

Objects > Addresses > List > New: #i AL F A%, X5 i OK:
Address Name: fr_corp
IP Address/Domain Name:

IP/Netmask: ( Z£F¢ ), 10.0.0.2/32
Zone: Untrust

3. VPN
VPNs > AutoKey IKE > New: #ii AL R A%, #RJ5 il OK:
VPN Name: vpn1
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: ( i£FF )
Gateway Name: corp

Type: Static IP: ( #£F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen1
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Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: I A LN T s s, SRJ5Hd Return, R[FIJEA AutoKey IKE
L=

Bind To: Tunnel Interface, tunnel.10
Proxy-ID: ( i%#¢)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0
Service: ANY

4. FRH
Network > Routing > Routing Entries > (trust-vr) New: #i A LL F A%, SR )5 8 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
Metric: 1
Network > Routing > Routing Entries > (trust-vr) New: i A LL F A%, SR )5 8l OK:
Network Address/Netmask: 10.0.3.0/24
Gateway: (#£#%)
Interface: ethernet1
Gateway IP Address: 0.0.0.0
Metric: 1
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Network > Routing > Routing Entries > (trust-vr) New: #i A LL F %%, 4R J5 8y OK:
Network Address/Netmask: 10.0.0.0/8
Gateway: ( 1£#%)
Interface: tunnel.10
Gateway IP Address: 0.0.0.0
Metric: 10
5. RRE§
Policies > (From: Untrust, To: Trust) New: i A\ LL NN %, KRG ¥ OK:
Source Address:

Address Book Entry: (%% ), fr_corp
Destination Address:

Address Book Entry: ( #%# ), oda2
Service: Any
Action: Permit
Position at Top: ( £+% )

> Advanced: I A LU s s, SRJ5 Hid Return, i&[FIZEAS Policy
[

NAT:

Destination Translation: ( £+ )
Translate to IP Range: (i%#¢ ), 10.1.1.0- 10.1.1.254
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Policies > (From: Trust, To: Untrust) New: i AL F A%, KRG 8d OK:

Source Address:

Address Book Entry: (i%£+% ), lan
Destination Address:

Address Book Entry: (i£#% ), to_corp
Service: Any
Action: Permit
Position at Top: ( £+ )
> Advanced: i A\ LL N ER ik E, KRG % Return, ix[A[FEA Policy

[

NAT:
Source Translation: ( #%$f )
DIP On: 6 (10.0.2.2-10.0.2.2)/X-late

NetScreen #2531l - 5 5 % : VPN

348



% 7% 5% VPN Ih&E BT REEZEDLHZ N EIE

CLl (X% 75 1)
1. #0O

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24

set interface ethernet3 zone untrust

set interface ethernet3 ip 2.2.2.2/24

set interface tunnel.l10 zone untrust

set interface tunnel.10 ip 10.0.2.1/30

set interface tunnel.l10 dip 6 10.0.2.2 10.0.2.2

2. bk
set address trust lan 10.1.1.0/24
set address trust oda2 10.0.3.0/24
set address untrust to corp 10.0.1.0/24
set address untrust fr corp 10.0.0.2/32

3. VPN

set ike gateway corp address 1.1.1.1 outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

set vpn vpnl gateway corp sec-level compatible

set vpn vpnl bind interface tunnel.1l0

set vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

4. HBH

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250 metric 1
set vrouter trust-vr route 10.0.3.0/24 interface ethernetl metric 1
set vrouter trust-vr route 10.0.0.0/8 interface tunnel.l0 metric 10

5. KR
set policy from trust to untrust lan to corp any nat src dip-id 6 permit
set policy from untrust to trust fr corp odaz any nat dst ip 10.1.1.0
10.1.1.254 permit
save

NetScreen #2531l - 5 5 % : VPN 349



28}

AN

(m

BEZEO L% 8

(m

Xkt

% 7 Z 5% VPN IjfE

XEH 2

DL S 2 1) g3 B bk 25 NetScreen-A 1] VPN JHIER], peer2 ufi & NetScreen B4 Lt admin 2205 AN
Ko HTWEBHHES MY LAN )3 hE£E A7 [ sk 25 18], R FE admin G & NetScreen 45, PAPATIERT H Fr
NAT (NAT-src Fil NAT-dst). XJ4577 2 Mk VPN2 $5 B &% 2] NetScreen-A I, ] DIP it 7 $44T NAT-src,
DL BT A s ik A4k 10.0.4.2. %4577 2 76 M\ NetScreen-A K%K VPN 15 B FHAT NAT-dst, 11 4E53%
() il A ks Ml A 10.0.5.0/24 %4k 10.1.1.0/24.

th t3 t 1.20 NAT-dst 7 [F] NAT-dst
3_32'_2724 18]_%?:1/30 10.0.5.0 - 10.0.5.255 10.0.5.0 - 10.0.5.255
B % B DIP Pool 7 ethernet1 Edl|
333250 10.04.2-10.0.4.2 10.1.1.1/24 10.1.1.0 = 10.1.1.255
A A FH b 11k A5 40

Untrust [X Bt

o e

>k 1 NetScreen-A
] vpn2

Trust X Bt

LAN
10.1.1.0/24

YEB : 5K NAT-src f1 NAT-dst [[]i#9017.6, 17207 2-261 7L “Hhhl35#

WebUI (Peer2)

1. %A
Network > Interfaces > Edit ( %} T* ethernet1 ): #IALL T NZ, SRJ)5 Hidi Apply:
Zone Name: Trust
Static IP: ( IR IEPESLIE TN )
IP Address/Netmask: 10.1.1.1/24

BINCLUTNZ, G5 OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T* ethernet3 ): # AL TN Z, X5 Hili OK:
Zone Name: Untrust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 3.3.3.3/24
Network > Interfaces > New Tunnel IF: #iALL R %, K58k OK:
Tunnel Interface Name: tunnel.20
Zone (VR): Untrust (trust-vr)
Fixed IP: (i%£4%)
IP Address/Netmask: 10.0.4.1/30

Network > Interfaces > Edit ( %§ T tunnel.20 ) > DIP > New: #i AL 2, AR5 i OK:
ID: 7
IP Address Range: (i%#f ), 10.0.4.2 ~ 10.0.4.2
Port Translation: ( i£+% )
In the same subnet as the interface IP or its secondary IPs: (i££f )

2. Hbat
Objects > Addresses > List > New: #i AL F A%, X5 i OK:
Address Name: lan

IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.1.1.0/24
Zone: Trust
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Objects > Addresses > List > New: Hi AL F A%, K55 OK:
Address Name: oda3
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.0.5.0/24

Zone: Trust

Objects > Addresses > List > New: i AL F A%, #RJ5 #.il; OK:
Address Name: to_corp
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.0.1.0/24
Zone: Untrust

Objects > Addresses > List > New: #i AL F A%, X5 i OK:
Address Name: fr_corp
IP Address/Domain Name:

IP/Netmask: ( Z£F¢ ), 10.0.0.2/32
Zone: Untrust

3. VPN
VPNs > AutoKey IKE > New: i AL R A%, 2R )5 il OK:
VPN Name: vpn2
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: ( i£FF )
Gateway Name: corp

Type: Static IP: ( #£F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen2
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Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: I A LN T s s, SRJ5Hd Return, R[FIJEA AutoKey IKE
[

Bind To: Tunnel Interface, tunnel.20
Proxy-ID: ( i%#¢)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0
Service: ANY

4. FRH
Network > Routing > Routing Entries > (trust-vr) New: #i A LL F A%, SR )5 8 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet3
Gateway IP Address: 3.3.3.250
Metric: 1
Network > Routing > Routing Entries > (trust-vr) New: #i A LL F %%, 4R J5 8uidi OK:
Network Address/Netmask: 10.0.5.0/24
Gateway: (#£#%)
Interface: ethernet1
Gateway IP Address: 0.0.0.0
Metric: 1
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Network > Routing > Routing Entries > (trust-vr) New: #i A LL F %%, 4R J5 8y OK:
Network Address/Netmask: 10.0.1.0/24
Gateway: ( 1£#%)
Interface: tunnel.20
Gateway IP Address: 0.0.0.0
Metric: 10
5 KB
Policies > (From: Trust, To: Untrust) New: it AL RN %%, X5 i OK:
Source Address:
Address Book Entry: (i%£+% ), lan
Destination Address:
Address Book Entry: (i£#% ), to_corp
Service: Any
Action: Permit
Position at Top: ( £+% )

> Advanced: I A LU s s, SRJ5 Hid Return, i&[FIZEAS Policy
[

NAT:

Source Translation: (%% )
DIP On: 7 (10.0.4.2-10.0.4.2)/X-late
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Policies > (From: Untrust, To: Trust) New: i AL F N %, RJ5 8 OK:
Source Address:

Address Book Entry: (%% ), fr_corp
Destination Address:

Address Book Entry: (i£#f ), oda3
Service: Any

Action: Permit
Position at Top: (1£#¢)

> Advanced: I A LU T s s, SRJ5Hid Return, i&[FIJEA Policy
[

NAT:

Destination Translation: ( %£+% )
Translate to IP Range: (1%£#¢ ), 10.1.1.0- 10.1.1.254
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ClLl (X175 2)
1. #O

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24

set interface ethernet3 zone untrust

set interface ethernet3 ip 3.3.3.3/24

set interface tunnel.20 zone untrust

set interface tunnel.20 ip 10.0.4.1/30

set interface tunnel.20 dip 7 10.0.4.2 10.0.4.2

2. bk
set address trust lan 10.1.1.0/24
set address trust oda3 10.0.5.0/24
set address untrust to corp 10.0.1.0/24
set address untrust fr corp 10.0.0.2/32

3. VPN

set ike gateway corp address 1.1.1.1 outgoing-interface ethernet3 preshare
netscreen?2 sec-level compatible

set vpn vpn2 gateway corp sec-level compatible

set vpn vpn2 bind interface tunnel.20

set vpn vpn2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

4. %R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 3.3.3.250 metric 1
set vrouter trust-vr route 10.0.5.0/24 interface ethernetl metric 1
set vrouter trust-vr route 10.0.0.0/8 interface tunnel.20 metric 10

5. REg

set policy from trust to untrust lan to corp any nat src dip-id 7 permit

set policy from untrust to trust fr corp oda3 any nat dst ip 10.1.1.0
10.1.1.254 permit

save
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WEH 3

DU BC & 26t B/l ak 25 NetScreen-A [ VPN GEIER, X577 3 3l 4 NetScreen ¥ 45 1 2 admin 252005 A\ 1)
W2 BT a5 AY LAN [tk Ze 40 [l stk 25 0], DA F5 admin i & NetScreen %45, DLPATIE AT H Fx
NAT (NAT-src Al NAT-dst). 10.1.1.0/24. %457 3 ik VPN3 ¥ B &% 5] NetScreen-A I, i DIP jth 8 $44T
NAT-src, LKA WEEbHEF: 4 10.0.6.2. X145 3 ZEM NetScreen-A 1% k1) VPN 15 B _LHAT
NAT-dst, 8 FH A= 250 Hbk 2s ek bk AN 10.0.7.0/24 #6485 10.1.1.0/24.,

Untrust l:fx

ethernet3 tunnel.30 NAT-dst i [f NAT-dst M
4.4.4.4/24 10.0.6.1/30 10.0.7.0 - 10.0.7.255  10.0.7.0 — 10.0.7.255
G DIP Pool 8 Edl|
444250 10.0.6.2-10.0.6.2 ethernet1 10.1.1.0 — 10.1.1.255
10.1.1.1/24 A7 FH Hb 4115 450

Peer3

Trust X Bt

*x E NetScreen-A
1 vpn3

LAN
10.1.1.0/24

TR K NAT-dst 19iEA 7 6, 520045 2-292 T EHT “H 9B FH” o

WebUI (Peer3)

1. #0
Network > Interfaces > Edit ( Xf - ethernet1 ): #IALL FNZ, KRG ¥ Apply:
Zone Name: Trust
Static IP: ( PN EFEILIE T )
IP Address/Netmask: 10.1.1.1/24

WINULFNZ, AR5 Hd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T* ethernet3 ): # AL TN Z, X5 Hili OK:
Zone Name: Untrust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 4.4.4.4/24
Network > Interfaces > New Tunnel IF: #iALL R %, K58k OK:
Tunnel Interface Name: tunnel.30
Zone (VR): Untrust (trust-vr)
Fixed IP: (i%£4%)
IP Address/Netmask: 10.0.6.1/30

Network > Interfaces > Edit ( %f T tunnel.320 ) > DIP > New: #ii AL FINZE, 4RJ5 ¥ OK:
ID: 7
IP Address Range: (i%#f ), 10.0.6.2 ~ 10.0.6.2
Port Translation: ( i£+% )
In the same subnet as the interface IP or its secondary IPs: (i££f )

2. Hbat
Objects > Addresses > List > New: #i AL F A%, X5 i OK:
Address Name: lan

IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.1.1.0/24
Zone: Trust
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Objects > Addresses > List > New: Hi AL F A%, K55 OK:
Address Name: oda4
IP Address/Domain Name:

IP/Netmask: ( E#% ), 10.0.7.0/24

Zone: Trust

Objects > Addresses > List > New: i AL F A%, #RJ5 #.il; OK:
Address Name: to_corp
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.0.1.0/24
Zone: Untrust

Objects > Addresses > List > New: #i AL F A%, X5 i OK:
Address Name: fr_corp
IP Address/Domain Name:

IP/Netmask: ( Z£F¢ ), 10.0.0.2/32
Zone: Untrust

3. VPN
VPNs > AutoKey IKE > New: #ii AL R A%, #RJ5 il OK:
VPN Name: vpn3
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: ( i£FF )
Gateway Name: corp

Type: Static IP: ( #£F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen3
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Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: I A LN T s s, SRJ5Hd Return, R[FIJEA AutoKey IKE
L=

Bind To: Tunnel Interface, tunnel.30
Proxy-ID: ( i%£#¢)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0
Service: ANY

4. ¥H
Network > Routing > Routing Entries > (trust-vr) New: i AL F N %%, AR5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£F%)
Interface: ethernet3
Gateway IP Address: 4.4.4.250
Metric: 1
Network > Routing > Routing Entries > (trust-vr) New: #i A LL F A%, 4R J5 8uidi OK:
Network Address/Netmask: 10.0.7.0/24
Gateway: (i£Ff)
Interface: ethernet1
Gateway IP Address: 0.0.0.0
Metric: 1
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Network > Routing > Routing Entries > (trust-vr) New: #i A LL F %%, 4R J5 8y OK:
Network Address/Netmask: 10.0.0.0/8
Gateway: ( 1£#%)
Interface: tunnel.20
Gateway IP Address: 10.0.0.1
Metric: 10

5. RER
Policies > (From: Trust, To: Untrust) New: i ALL RN %S, 2RJ5 Hdi OK:
Source Address:
Address Book Entry: (i%£+% ), lan
Destination Address:
Address Book Entry: (i%£#% ), to_corp
Service: Any
Action: Permit
Position at Top: (#%F% )

> Advanced: BT A LA R s, A5 i Return, JR[FIFEA Policy
(=W

NAT:

Source Translation: (%% )
DIP On:8 (10.0.6.2—-10.0.6.2)/X-late
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Policies > (From: Untrust, To: Trust) New: i AL F A%, RJ5 8 OK:
Source Address:

Address Book Entry: (%% ), fr_corp
Destination Address:

Address Book Entry: (i£#f ), odad
Service: Any

Action: Permit
Position at Top: (1£#¢)

> Advanced: I A LU T s s, SRJ5Hid Return, i&[FIJEA Policy
[

NAT:

Destination Translation: ( %£+% )
Translate to IP Range: (1%£#¢ ), 10.1.1.0- 10.1.1.254
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Cll ( /%7 3)
1. #0

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24

set interface ethernet3 zone untrust

set interface ethernet3 ip 4.4.4.4/24

set interface tunnel.30 zone untrust

set interface tunnel.30 ip 10.0.6.1/30

set interface tunnel.30 dip 8 10.0.6.2 10.0.6.2

2. bk
set address trust lan 10.1.1.0/24
set address trust oda4 10.0.7.0/24
set address untrust to corp 10.0.1.0/24
set address untrust fr corp 10.0.0.2/32

3. VPN

set ike gateway corp address 1.1.1.1 outgoing-interface ethernet3 preshare
netscreen3 sec-level compatible

set vpn vpn3 gateway corp sec-level compatible

set vpn vpn3 bind interface tunnel.30

set vpn vpn3 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

4. HBH

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 3.3.3.250 metric 1
set vrouter trust-vr route 10.0.7.0/24 interface ethernetl metric 1
set vrouter trust-vr route 10.0.0.0/8 interface tunnel.30 metric 10

5. KR
set policy from trust to untrust lan to corp any nat src dip-id 8 permit
set policy from untrust to trust fr corp oda4 any nat dst ip 10.1.1.0
10.1.1.254 permit
save
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5 . BEhE&HZFN NHTB R H

FEAGI T, R PANIE TR “ AshE Y] IKE VPN JHIE (vpn1. vpn2) Z05E 4kt 1) NetScreen-A _E LA
HIERE O (tunnel. ). 75 OB a1, REASEAEXT ST ORI I 28 R 2 % o PSR “ I 57 M 5GP
W” (BGP) ¥4 i1k 45 NetScreen-A. Afi ;L1 VPN {5 B NetScreen-A Ji [ A bk 1 2106825 75 5k 4o

NetScreen-A L (¥) tunnel.1 4% [ 4 46 & vpn1 FEXT 4 7 8 ] BGP A% X 24
F] 5/ VPN i IKE gateway: peer1, 2.2.2.2 2, AN T B
remote peer’s tunnel interface: 2.3.3.1 A NetScreen-A 4.

Untrust [X B

AT 1 (.

NetScreen-A

XEETT 2

 J¢)
Trust X B tunnel.1 ethernet3 vpn2 - - — | m i | @
ethernet1 10.0.0.1/30 1.1.1.1/24 <> i
10.1.1.1/24 N e

1.1.1.250

JEE 1 NetScreen-A /9 Trust

vpn2
DXBTFA I

IKE gateway: peer2, 3.3.3.3
remote peer’s tunnel interface: 3.4.4.1

REN I IE P ) VPN S ACE AR T UL 280 B3 IKE. FiL =854 (64577 1: “netscreen1” . X457 2:
“netscreen2” ) . DL SBYEL 1 FIF B 2 BXFE “Compatible” MITHE 242 (A IIXELTEAE R, ik
B 55 11 T0 By “CTEIEWE . )

W
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W ECE LR AN IIRE, B {f NetScreen-A HEIE 7 NHTB R R &
o HHTEEHEPEI (8L IKE OBME S EERALT ) (1) VPN i
e tunnel.1 i) BGP 3h&#H

A “HzhEY IKE VPN GlE 8 H A B e ST VPN a5 )5, R F ) admin — Ho5g st 3 i 1 id
®, NetScreen-A RI# 7 5 FEX 557 1 VPN &4z, & AL EE4r H %EJZE’J VPN {5 B RHAT IKE i . 46 “Br
Bt 27 WG IRl NetScreen Bi#5Ar #iliig iz  IP Hubk, IXFE NetScreen-A RIn] H2)7E NHTB R H 4 il VPN 3 F—
ISR

TR SPIR ISR B 17 AL “BYBL 27 A AR, W& B st i B s s B iR e, N B A
SR b, B HEE SN VPN PRt 7Mooy, i VPN B E SR EREROIR A, BB F AR s B
X e AR A W E, DR I B2 admin E I JE P G 2 F A ) BGP sh 2 B it sz nf LUK % (s R IE S
NetScreen-A, ﬂ‘fFHﬁﬁHE%EB HahE 7 & . 7EH 7 A2 e B 77 B IX e 2 A7, NetScreen-A %%‘Mfﬁﬁﬁlﬂﬁ
P ok | Sl VPN I (045 K . (W57 5k A% admin 475 S50k % [ 0k 108 i 8 1 N GBAT L L M L 4y
AT AN . )

7t NetScreen-A _FAi A deas i ch it h, DUE A VPN JHIERAIL BGP 4. M H s LM%
G XA LA 2B 1Y trust-vr RE UL d 0

15, (EMIEHE LIS AT 22 e, BEAS Ry A SR o I TR IKE (B 5 BRI T VPN %, PSR s 5 B il IKE B o
NetScreen 173 AN EEHOSEN i R BIRK AR A IKE BFRT o 102 S0 P 47 A7 B2 B B AE I IKE (CBf 55 SO RGBT VPN I

16. {EilIE I Fiady BGP I, BIMEAS S 47 A 5 2 PG Il IKE (B 5 SRR VPN 4%, BGP L ifs St ti il IKE P37 . NetScreen
DA A BGP {5 SRl A IKE Ppig o 1 it S i A7 i 3 P Il IKE (Lo {5 BRI 1 VPN i f2
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WebUI ( NetScreen-A)

1.

#EO

Network > Interfaces > Edit ( X} T ethernet1 ): AL FNZ, 2R ¥t Apply:
Zone Name: Trust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 10.1.1.1/24

WALLTAZE, AR5 HE OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f T ethernet3 ): #i AL F A%, K5 Hudi OK:
Zone Name: Untrust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 1.1.1.1/24

Network > Interfaces > New Tunnel IF: Hi A LL RN %, SRJ5RT OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)

Fixed IP: (#%£4%)
IP Address/Netmask: 10.0.0.1/30
VPN

VPNs > AutoKey IKE > New: #ii AL R A%, #RJ5 il OK:
VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( i£FF )
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Gateway Name: peer1

Type: Static IP: ( £+% ), Address/Hostname: 2.2.2.2
Preshared Key: netscreen1

Security Level: Compatible

Outgoing Interface: ethernet3

> Advanced: I A LU T s s, SRJ5 Hid Return, iR[FIJEA AutoKey IKE

Jic L 0T

Bind To: Tunnel Interface, tunnel.1

Proxy-ID: ( %#% )
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0
Service: ANY

VPN Monitor'” : ( 5 )
Rekey: (i£#¢)

VPNs > AutoKey IKE > New: #ii AL RN %%, SR )5 il OK:

VPN Name: vpn2

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( i£Ff )
Gateway Name: %255 2
Type: Static IP: ( £+ ), Address/Hostname: 3.3.3.3
Preshared Key: netscreen2
Security Level: Compatible
Outgoing Interface: ethernet3

17. 1EH8 % B 15 B Source Interface #l Destination IP &I . 5 X S8 I KI5, WS M5 307 W LAY “VPN Hifs” .,
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> Advanced: i AL s B, A5 Hifi Return, JR[EIJEA AutoKey IKE
[N

Bind To: Tunnel Interface, tunnel.1
Proxy-ID: (&%)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0
Service: ANY
VPN Monitor™® : ( i%# )
Rekey: (1£#¢)
3. FSIXH
Network > Routing > Routing Entries > (trust-vr) New: #i A LL F A%, SR )5 8 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
Network > Routing > Routing Entries > (trust-vr) New: i AL NN %, 2R )5 H#.di OK:
Network Address/Netmask: 2.3.3.1/32
Gateway: ( £#%)
Interface: tunnel.1
Gateway IP Address: 2.3.3.1

18. i % B {584 Source Interface #l Destination IP &I, 5 X LI KI5, WS M5 307 W LAY “VPN Hifs” .,
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Network > Routing > Routing Entries > (trust-vr) New: #i A LL F %%, 4R J5 8y OK:
Network Address/Netmask: 3.4.4.1/32
Gateway: (#£#%)
Interface: tunnel.1
Gateway IP Address: 3.4.4.1

4. FFSHH
Network > Routing > Virtual Routers > Edit ( %} T trust-vr ) > Create BGP Instance: f#ii A\LL F N %, R
H#if OK:

AS Number ( 247 ): 99
BGP Enabled: ( i£#%)
Network > Interfaces > Edit ( %} - tunnel.1) > BGP: i Protocol BGP & ik#E, 4XJ5 ¥ OK.

Network > Routing > Virtual Routers > Edit ( X} trust-vr ) > Edit BGP Instance > Neighbors: #i AL T
N2, AR5 Hd Add:

AS Number: 99
Remote IP: 2.3.3.1

Outgoing Interface: tunnel.1

Network > Routing > Virtual Routers > Edit ( %] T trust-vr ) > Edit BGP Instance > Neighbors: #i AL
NZE, AR5 HT Add:

AS Number: 99
Remote IP: 3.4.4.1

Outgoing Interface: tunnel.1
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5. TRER
Policies > (From: Trust, To: Untrust) New: i ALL RN %, K5 i OK:
Source Address:
Address Book: ( i£F¢ ), Any
Destination Address:

Address Book: ( i£FF ), Any
Service: ANY

Action: Permit

CLI ( NetScreen-A)

1. #%0O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

set interface tunnel.l zone untrust
set interface tunnel.l ip 10.0.0.1/30

2. VPN

set ike gateway peerl address 2.2.2.2 outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

set vpn vpnl gateway peerl sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

set vpn vpnl monitor rekey
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set

set
set
set
set

3. FRSEGH

ike gateway peer?2 address 3.3.3.3 outgoing-interface ethernet3 preshare

netscreen?2 sec-level compatible

vpn
vpn
vpn
vpn

vpn2 gateway peer?2 sec-level compatible

vpn2 bind interface tunnel.l

vpn2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

vpn2 monitor rekey

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 2.3.3.1/32 interface tunnel.l gateway 2.3.3.1
set vrouter trust-vr route 2.4.4.1/32 interface tunnel.l gateway 2.4.4.1

4. FSHH
ns—-> set
ns—-> set
ns—-> set
ns—-> set

vrouter trust-vr protocol bgp 99
vrouter trust-vr protocol bgp enable

interface tunnel.l protocol bgp

vrouter trust-vr

ns (trust-vr)-> set protocol bgp
ns (trust-vr/bgp) -> set neighbor
tunnel.l

ns (trust-vr/bgp) -> set neighbor
ns (trust-vr/bgp) -> set neighbor
tunnel.l

ns (trust-vr/bgp) -> set neighbor
ns (trust-vr/bgp) -> exit

ns (trust-vr)-> exit

5. REg

w N

remote-as 99 outgoing interface

enable
remote-as 99 outgoing interface

enable

set policy from trust to untrust any any any permit

save
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XEH
DU E S A 2 24 kak 25 NetScreen-A ) VPN SliE I, %7257 1 %4 2 NetScreen % #5  fE admin JA\&D‘TEEJ)\E’J

W . 1 admin Bt & NetScreen 1% 4, LLAVFML GG A A NS B, MIEHE NetScreen %%, Sl vpn1
3| BGP A3 £ 1 A i i 3EAT 1845 .

ethernet3
2.2.2.2/24
Yl i py tunnel.10 ethernet1 Trust X B
2.2.2.250 2. 3 3.1/30 2.3.4.1/24
Untrust [X Bt 2.3.
RE E'ﬁef,if]rf en-A %:;@ 2340240 R
283!

WebUI (Peer1)

1. #&0O

Network > Interfaces > Edit ( %f T* ethernet1 ): #IALL TN %, X5 9 OK:
Zone Name: Trust
Static IP: ( PN EFEILIE T )
IP Address/Netmask: 2.3.4.1/24

Network > Interfaces > Edit ( X T ethernet3 ): s ALL FNZ, K5 Hd OK:
Zone Name: Untrust
Static IP: ( LR ZEFE LT )
IP Address/Netmask: 2.2.2.2/24
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Network > Interfaces > New Tunnel IF: Hi AL F N %, K5 OK:
Tunnel Interface Name: tunnel.10

Zone (VR): Untrust (trust-vr)
Fixed IP: (1£$%)
IP Address/Netmask: 2.3.3.1/30
2. bk
Objects > Addresses > List > New: Hi A LL F A%, K55 OK:
Address Name: corp
IP Address/Domain Name:

IP/Netmask: ( &+ ), 10.1.1.0/24
Zone: Untrust

3. VPN
VPNs > AutoKey IKE > New: #it AL F W%, SR )5 #.i OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £ )
Gateway Name: corp
Type: Static IP: ( £+ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen1
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: I A LN T s s, SRJ5Hidi Return, iR[FIJEA AutoKey IKE

Pl B L
Bind To: Tunnel Interface, tunnel.10
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4.

Proxy-ID: ( i%£#%)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0

Service: ANY

FR7SEE
Network > Routing > Routing Entries > (trust-vr) New: i AL F N %%, 2RJ5 Hidi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£#%)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
Metric: 1
Network > Routing > Routing Entries > (trust-vr) New: #i A LL F A%, SR )5 i OK:
Network Address/Netmask: 10.1.1.0/24
Gateway: ( £#%)
Interface: tunnel.10
Gateway IP Address: 0.0.0.0
Metric: 1

7SI H

Network > Routing > Virtual Routers > Edit ( %}~ trust-vr ) > Create BGP Instance: it \LL F A&, K5

H.i5 OK:
AS Number ( 275 ): 99
BGP Enabled: ( £#% )

Network > Interfaces > Edit ( %} - tunnel.10 ) > BGP: i} Protocol BGP K ik, #XJ5Hdi OK.
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Network > Routing > Virtual Routers > Edit ( X} T trust-vr ) > Edit BGP Instance > Neighbors: #ii AL~
7%, AR5 H Add:

AS Number: 99
Remote IP: 10.0.0.1
Outgoing Interface: tunnel.10

6. REE
Policies > (From: Untrust, To: Trust) New: 5 AL RN %, KRG Hd OK:
Source Address:

Address Book Entry: ( i%£+% ), corp
Destination Address:

Address Book Entry: (i%£+% ), Any
Service: ANY

Action: Permit

CLl (X% 7 1)
1. #&0O

set
set

set
set

set
set

ikl

interface
interface

interface
interface

interface
interface

ethernetl
ethernetl

ethernet3
ethernet3

tunnel.10
tunnel.10

zone trust
ip 2.3.4.1/24

zone untrust
ip 2.2.2.2/24

zone untrust
ip 2.3.3.1/30

set address untrust corp 10.1.1.0/24
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3. VPN

set ike gateway corp address 1.1.1.1 outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

set vpn vpnl gateway corp sec-level compatible

set vpn vpnl bind interface tunnel.10

set vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

4. FRTSIESH
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250 metric 1
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.l10 metric 1

5. FNASEH
ns-> set vrouter trust-vr protocol bgp 99
ns—-> set vrouter trust-vr protocol bgp enable
ns-> set interface tunnel.l0 protocol bgp
ns—-> set vrouter trust-vr
ns (trust-vr)-> set protocol bgp
ns (trust-vr/bgp) -> set neighbor 10.0.0.1 remote-as 99 outgoing interface
tunnel.10
ns (trust-vr/bgp) -> set neighbor 10.0.0.1 enable
ns (trust-vr/bgp) -> exit
ns (trust-vr)-> exit

6. REE
set policy from untrust to trust corp any any permit
save
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ethernet3

3.3.3.3/24
B 4 phy B tunnel.20 ethernet1 Trust X Bt
3.3.3.250 3 4.4.1/30 3.45.1/24

Untrust X B

KFi NetScreen-A—____
i) vpn2
345024 ) @

WebUI (Peer2)

1. #0O

Network > Interfaces > Edit ( %f T ethernet1 ): A LU TN %, X5 Hdi OK:
Zone Name: Trust
Static IP: ( HH I IEPESLIE TN )
IP Address/Netmask: 2.3.4.1/24

Network > Interfaces > Edit ( %f T* ethernet3 ): HIALL T N2, X5 OK:
Zone Name: Untrust
Static IP: ( IR IEPEILIE TN )
IP Address/Netmask: 3.3.3.3/24
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Network > Interfaces > New Tunnel IF: Hi AL F N %, K5 OK:
Tunnel Interface Name: tunnel.20

Zone (VR): Untrust (trust-vr)

Fixed IP: (i£$%)
IP Address/Netmask: 3.4.4.1/30

2. bk
Objects > Addresses > List > New: #i AL F A%, X5 i OK:
Address Name: corp
IP Address/Domain Name:
IP/Netmask: ( &+¢ ), 10.1.1.0/24
Zone: Untrust

3. VPN
VPNs > AutoKey IKE > New: #ii AL F N2, &5 Hdi OK:

VPN Name: vpn2

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( i£Ff )
Gateway Name: corp
Type: Static IP: ( #£F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen2
Security Level: Compatible
Outgoing Interface: ethernet3
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> Advanced: i AL s B, A5 Hifi Return, JR[EIJEA AutoKey IKE
[N

Bind To: Tunnel Interface, tunnel.20
Proxy-ID: (&%)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0
Service: ANY

4. FRTSIESH
Network > Routing > Routing Entries > (trust-vr) New: i AL F N %%, 2RJ5 Hidi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£F%)
Interface: ethernet3
Gateway IP Address: 3.3.3.250
Metric: 1
Network > Routing > Routing Entries > (trust-vr) New: #i A LL F %8, 4R J5 8idi OK:
Network Address/Netmask: 10.1.1.0/24
Gateway: (i£Ff)
Interface: tunnel.20
Gateway IP Address: 0.0.0.0
Metric: 1
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5. FESKH

Network > Routing > Virtual Routers > Edit ( X} trust-vr ) > Create BGP Instance: it AL F N %, KRG
H.i5 OK:

AS Number ( 275 ): 99
BGP Enabled: ( #£#%)
Network > Interfaces > Edit ( % T tunnel.20 ) > BGP: ¥ Protocol BGP & i%HE, #X)5#iidi OK.

Network > Routing > Virtual Routers > Edit ( %] T trust-vr ) > Edit BGP Instance > Neighbors: #i AL
NZE, AR5 HT Add:

AS Number: 99
Remote IP: 10.0.0.1
Outgoing Interface: tunnel.20

6. TRER
Policies > (From: Untrust, To: Trust) New: i ALL RN %, K5 Hadi OK:
Source Address:
Address Book Entry: ( i%£+% ), corp
Destination Address:

Address Book Entry: ( %+ ), Any
Service: ANY

Action: Permit
Cll (A&7 2)
1. #O

set interface ethernetl zone trust
set interface ethernetl ip 3.4.5.1/24
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set interface ethernet3 zone untrust
set interface ethernet3 ip 3.3.3.3/24

set interface tunnel.20 zone untrust
set interface tunnel.20 ip 3.4.4.1/30

2. bt
set address untrust corp 10.1.1.0/24
3. VPN

set ike gateway corp address 1.1.1.1 outgoing-interface ethernet3 preshare
netscreen?2 sec-level compatible

set vpn vpnl gateway corp sec-level compatible

set vpn vpnl bind interface tunnel.20

set vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

4. FSIEH
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 3.3.3.250 metric 1
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.20 metric 1

5. HESEEH
ns-> set vrouter trust-vr protocol bgp 99
ns—-> set vrouter trust-vr protocol bgp enable
ns-> set interface tunnel.20 protocol bgp
ns-> set vrouter trust-vr
ns (trust-vr)-> set protocol bgp
ns (trust-vr/bgp) -> set neighbor 10.0.0.1 remote-as 99 outgoing interface
tunnel.20
ns (trust-vr/bgp) -> set neighbor 10.0.0.1 enable
ns (trust-vr/bgp) -> exit
ns (trust-vr)-> exit

6. REE
set policy from untrust to trust corp any any permit
save
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Tt VPN [ %

NetScreen JU4x W 3¢ T g B AL AR 3l 5 B A V) ez th A1 2 5 VPN AS ) W 33 (R vk 0 %€ ml BABIEE—A VPN 41
DR — A TCAR M e (B2 PUAS ), B2 T HEE IRk i 3k A ot 2 303 25 5h A 04507 B 8% 4 IKE IPSec'™ VPN i
A PUERFIZIUAR MG . 24 NetScreen W4 1 RN 5 51 H] VPN 4110 S AHUCHC 1045 SR, e HaT AT %4
R R BI “BBE1” 1 “BirEt 27 IKE thig. NetScreen ¥4t VPN I8 8 K 504 & 128 B4 b B & st Se il
IR SCES A Moe. ST E A M%<, NetScreen & 1HEE “ITEX 17 1 “BrE 2”7 1) SA Jf Himid £
LIRS I8 A ik IKE 300 Ao Al FLOR PR IR S o W S i VPN Tl IE 2y, i i m) DA ) e 1 4 A 58—
Tt e I S B 3 T N 1Y %

TEB T I I RE TR ST 55 1 A LE B 1R T B 2 i R 5 A B 0 i [ S F 5 il
(HA)] 78R A1 HA #0779 NetScreen i 417U RZERE. I, VPN 357 L) s SR 1E A0 1% B ey T i 4
] el SR, 2K A ZET VPN s 1) #e

VPN 41, ID1 VPN 41, ID1
( VPN st 5 )

e = i
----- = |KE /L‘)@Eﬁ%

~ ~ o~
~ ' ala] o000

(- 5566

19. VPN ZUAHF L2TP. IPSec L L2TP. $k'5 . Tl Pl T3 i) VPN GBS . 75 “ul ool sl st 46777 B E b, Ml VPN 41 NetScreen
B WAL BN AR E ARG 1P Mo, 1 VPN AL 5 A R AF 1P ik i 20 i A s bk ) 15 4%
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VPN 2H

VPN 212 5% A H R A2 MO —241 VPN JEIERCE . 40P &b “MBe1” M “Bi 27 2400 (SA) 245
AT LA R EAR A (B T AR AN R I R R 56 1P Hiuhik ). VPN ALEATHME—[ ID 5, JF HLZH P IR 45 B i BB B 1 e
N E R LU AR A D i sl il A e B R AL E . B 1 R SR s AL G I BA

VPN 4 1 Gy

= Bm 4
B LRI, AR A -
RIS, LR,

HAL S
& =
bR
o T 2
 — 1

NetScreen ¥ #5 VPN 4R A BEATIBAS, %A 2 [ 2 A 5 AR R R o P I e S 78 %% H b e a8 193
EPEAEAPIRAS . S RIAT IERAE I TR T

o IKE LfEY

o IKE &5
XA T HAE N AR A4 384 UL “lEPENLE]” .

TR 1 A P H KA i B2 )iy /. BT A5 4 P GEAE VPN [T — 1Nl id s 14 i) A B 72 12 45 1 H o
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s =L
NetScreen {f Fil B FHHLIEF: VPN S1HIHL B LATSE # A5 26 11 VPN £ ML AE )
o IKE DBMES
. IKE HAR

X PIAT TR, b TCP W I RE el e D) 4i i (152 Pd %5 388 il ) “TCP SYN Fridfi#r” ), NetScreen it
Fe ] UKD N 5 22 VPN SRRy, LA A ik VPN B TR B U e 215 1

IKE L BKES

IKE 0MBUE 572 IKE X578 “BrBr 17 24508 (SA) PR3 T B AHKIEN hello 48, A LAIA 7 — 5 g Rz
TIRES. B, Wik device_m ( “Iifsds” ) WAFIEIK H device_t ( “Hin” ) Fee HERILBME 5 (4 (EZ
5), device_m #fih % device t T H . Device_m ¥ M SA EZEAE FIEFRAIN A BB 17 A “IYEX 27 24
B (SA), JEITIR IKE ELFE. (1SR 385 1l LY “IKE kELFE” ). Device_t tHiFlR H CLif) SA.

LB 77 VPN 271 VPN 38 By 1 i 4 -8 20 7 IKE DBk 52055 W87 device_m -7 /i 1G5, liid:
device_t [ AK/7/, device_m 72511 IKE DBEF 51650, FEHAFH &AL TFHE . “Heartbeats have
been disabled because the peer is not sending them.”

“IKE L5557 w2l
VPN Sl3E X 0] i) o
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FE AR E VPN GHIE 1 IKE (LB 5 ] B Al FE (SUEEE 5), IEHhATEL N R4

WebUI
VPNs > AutoKey Advanced > Gateway > Edit ( H T2 &L IKE -LEME  Im FHE I M SC ) > Advanced: £
“Heartbeat Hello” 1 “Heartbeat Threshold fields” 7Bt AN #E, K55 OK.

CLI

set ike gateway name str heartbeat hello number
set 1ke gateway name str heartbeat threshold number

IKE Wk € 132

NetScreen Wifa ¥ % i AR & DO ITG, WSSO 1 J % IKE OBk 2, I ML SA Bl 207 il izt sy
t) SA. 7EE K IRIRIBG G, Wads e ossik 5 ok I 05 TFUG “BBE 17 B W — ViR AR Ty, Wafs s
i Bk UL R 52 I T IR “BEE 17 iR, BRI .
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e g H t5
A ) ¥ -
s \ cxme=En Vv a— HRKI
(300 F)) : : : : S WS
& | AN & | FAR R

e AR E VPN GIE 1 IKE WA Ta] )b (e BcE 2 60 &), iHHhAT LR AL 84T
WebUI

VPNs > AutoKey Advanced > Gateway > Edit ( I T2 &5 IKE 53532 a] 18] g £ 1% 5% ) > Advanced:
7t Heartbeat Reconnect B AT, A5 Hidi OK.

CLI

set ike gateway name str heartbeat reconnect number

2 HAT OB ) VPN Al SR T8 i D) e B S A b1, S8R FOFNE R IR v I, I8 TE K B S s ) 46 o]
BN IR G AF AL s U (R O AR EE VPN 2508l ( JC i i) ik U 0 5 ] DLARAT BEERAE )
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LUN BB 20 T =0k B AR R OG R IR Db A5 5 b 1 e s s S

Wifs e
. 650 Selelel - - - - — - - - - - - - —_ ’m

TEWIAN T ) iR i
IKE DkfE 5

E 20090929002
\ o= ey -
H W%Jtﬁiz IKE
OBk
_ e - — . — - . 20 -
T R . —

VPN I IR A R P 3% (2R H AR E

FEALER VPN il ) Bid R P11 A P2 1

SA, JFELEFR E O TR) [ B PN 2238 30T
<7 VPN Jii .

H s H IKE OB,
Wi Y PR AR AR 5

IKE P1 1 P2 ppa iy, #&ridis,
VPN Hls i [b] ( 4n SR HACE thH e
VPN 2 i st ).

VPN 21 i S 42 D R 75
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TCP SYN #Ricte®E
TR K A= VPN )i, WAHEAT TCP ik HgAL . Mbstle)a, Anop s sl MCAEIL A 1) TCP 2l izl
BB, BRI EEH TCP il b 1928 — R A B, It dt SR kP i E T SYN dxid. T

SE B ST IUAT UG 8y, BRI e BB SYN Arid. B, B SR 4at . 5] TCP SYN Arid Ao
I, ERAESEDIHG, P TCP MR A AU B IS 7%

SRR RE, 5T LU VPN GEIE S TCP 2l SYN Aricku s, 4nkprid
WebUI
AT Ll WebUI Z5H] SYN #ridknf.
CLI

unset flow tcp-syn-check-in-tunnel

TR EAE A, 7/ SYN Frid 227
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Sef : TR VPN B

FERLB A, 2 F] 0l S A — AN AR O 1) VPN R IE AR & O B O B R OB TE . BT A A o IX AN B
Pty SR RO S e B 1% . B POy B AT 1, B JE AR R AR IR i (il an, 3R P FR T Rk H AR K
)W, WA DRSS

WA TINT B FR . PR 1 S Trust A1 Untrust X ECFR IP Huhik. %1 NetScreen #5451 VPN 4 ID FIALEE, U

i
B B wEEO WEED . VPN 4
frE Ey S 1P Huik IP fik. HRAEFIK ID FMIAE
( Trust X B ) ( Untrust X Bt )
A Monitor1 ethernet1, 10.10.1.1/24 ethernet3, 1.1.1.1/24, (GW) 1.1.1.2 —-—
Brahony () Target1 ethernet1, 10.1.1.1/16 ethernet3, 2.2.2.1/24, (GW) 2.2.2.2 ID=1, ] &FE =2
B (%49) Target2 ethernet1, 10.1.1.1/16 ethernet3, 3.3.3.1/24, (GW) 3.3.3.2 ID=1, }{E =1

TER 1 BN 10 8 R P e B 5 ] b 2 — K o

PN 24 X I ERAE trust-vr B 3. A a2 uh A B 3% 8] IKE VPNl #- 48 FH 756 e 42, Xt
“IYEE 17 R “FRBr 27 $RIENRE “Compatible” . FULEZEFNIES HE.
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YEB 1 WX B RS Hy B3 R s Untrust, eth3  Trust, eth1
LEEIBH, 2.2.2.1/24 10.1.1.1/16
| |

| Target! | B vt
e 10.1.0018) | T
=

R LB

17 2 1 X i BRI 0)
£10.10.1.0/2 NI i 15 PR 2
l l
Trust, eth1 Untrust, eth3
10.10.1.1/24 1.1.1.1/24
Target2

= | s
10.1.0.0/16%) Pl

(“...

[ [
Untrust, eth3 Trust, eth1
3.3.3.1/24 10.1.1.1/16

WebUI ( K#558 1)

1. #&0O
Network > Interfaces > Edit ( %f T ethernet1 ): HIALL N N2, X5 Hd: Apply:
Zone Name: Trust

Static IP: ( HH I IEPESLIE TN )
IP Address/Netmask: 10.10.1.1/24

BMANLLRNZ, R JE R OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T* ethernet3 ): # AL TN Z, X5 Hili OK:
Zone Name: Untrust
Static IP: ( LR ZEFEIELE T )
IP Address/Netmask: 1.1.1.1/24

2. bk

Objects > Addresses > List > New: #i AL F A%, X5 OK:
Address Name: in_trust
IP Address/Domain Name:

IP/Netmask: ( i&+¢ ), 10.10.1.0/24

Zone: Trust

Objects > Addresses > List > New: #i AL NN ZE, X5 i OK:
Address Name: data_ctr
IP Address/Domain Name:

IP/Netmask: ( E+% ), 10.1.0.0/16
Zone: Untrust

3. VPN
VPNs > AutoKey Advanced > VPN Group: 7 “VPN Group ID” FBhHiA 1, RJ5Hd: Add.
VPNs > AutoKey Advanced > Gateway > New: i ALL F A%, SR )5 5 OK:
Gateway Name: target1
Security Level: Compatible
Remote Gateway Type: Static IP Address: ( #£#f ), IP Address: 2.2.2.1
Preshared Key: SLi1yoo0129
Outgoing Interface: ethernet3

NetScreen #t 253565 - % 5 % : VPN 391



% 7% 5% VPN Ih&E

JUA VPN W 3%

> Advanced: T AL =g s, AR5 5l Return, R[FIJEA Gateway
PC e L

Security Level: Compatible
Mode (Initiator): Main (ID Protection)
Heartbeat:
Hello: 3
Reconnect: 60 seconds
Threshold: 5

VPNs > AutoKey IKE > New: fii AN LLF A%, 2R )5 #ili OK:

VPN Name: to_target1

Security Level: Compatible
Remote Gateway: Predefined: ( i£F¥ ), target1

> Advanced: fIALL R s s, AR5 il Return, IR[FIJEA AutoKey IKE
(=W

VPN Group: VPN Group -1
Weight: 2

VPNs > AutoKey Advanced > Gateway > New: #i AL TN %, 4R)5 Hid OK:

Gateway Name: target2

Security Level: Compatible

Remote Gateway Type: Static IP Address: ( #£#¢ ), IP Address: 3.3.3.1
Preshared Key: CMFwb70N23

Outgoing Interface: ethernet3
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> Advanced: T AL =g s, AR5 5l Return, R[FIJEA Gateway
PC e L

Security Level: Compatible

Mode (Initiator): Main ( ID Protection)

Heartbeat:
Hello: 3
Reconnect: 60 seconds
Threshold: 5

VPNs > AutoKey IKE > New: #it AL F W%, SR )5 H.if OK:
VPN Name: to_target2

Security Level: Compatible
Remote Gateway: Predefined: ( i£$¥ ), target2

> Advanced: fIALL R s s, AR5 il Return, iz[H2EA AutoKey IKE
(=i

VPN Group: VPN Group -1
Weight: 1
4. FEH

Network > Routing > Routing Entries > trust-vr New: i AL F N2, SR)5 Hidi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: 1.1.1.2(untrust)
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5. REg

Policies > (From: Trust, To: Untrust) New: 5 AL F N2, X5 8l OK:

Source Address:

Address Book Entry: (i£#f ), in_trust
Destination Address:

Address Book Entry: (i£$% ), data_ctr
Service: ANY
Action: Tunnel
VPN: VPN Group -1
Modify matching bidirectional VPN policy: ( i%£+% )
Position at Top: ( £+% )
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WebUI ( Target1)

1. #0
Network > Interfaces > Edit ( Xf - ethernet1 ): #IALL FNZ, KRG ¥ Apply:
Zone Name: Trust
Static IP: ( PN EFEILIE T )
IP Address/Netmask: 10.1.1.1/16

BINCLUF N2, XA OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T- ethernet3 ): HIALL T N2, X5 OK:
Zone Name: Untrust
Static IP: ( PN EPEILIE T )
IP Address/Netmask: 2.2.2.1/24

2. bk

Objects > Addresses > List > New: i AL F A%, #RJ5 #.il; OK:
Address Name: in_trust
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.1.0.0/16

Zone: Trust

Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: corp
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.10.1.0/24
Zone: Untrust
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3. VPN

VPNs > AutoKey Advanced > Gateway > New: i A LL N2, K5 #id OK:
Gateway Name: monitor1
Security Level: Compatible
Remote Gateway Type:
Static IP Address: ( £$f ), IP Address/Hostname: 1.1.1.1
Preshared Key: SLi1yoo0129
Outgoing Interface: ethernet3

> Advanced: I A LU s s, A5 Hid Return, &[FIJEA Gateway
[

Security Level: Compatible
Mode (Initiator): Main ( ID Protection)
Heartbeat:
Hello: 3 Seconds
Reconnect: 0 seconds
VPN > AutoKey IKE > New: fit AL F A%, X5 il OK:
Name: to_monitor1

Security Level: Compatible

Remote Gateway: Predefined: ( i£$% ), monitor1
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4. IKH
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: 2.2.2.2
5. TREX
Policies > (From: Trust, To: Untrust) New: it AL RN %%, X5 i OK:
Source Address:

Address Book Entry: (1£#f ), in_trust
Destination Address:

Address Book Entry: ( i%£+% ), corp
Service: ANY
Action: Tunnel
Tunnel VPN: monitor1
Modify matching bidirectional VPN policy: ( £+ )
Position at Top: ( 4% )

WebUI (Target2)

VER : 7407 Target1 J E2F B/ & Target2, (HAZZ#F Untrust [X BE7%1T IP Mt X % 3.3.3.1/24,  ## M
KIP 15l X % 3.3.3.2, FH-1EH CMFwb70N23 /% At =24,
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CLI ( Monitor1)

1. #0O

set
set
set

set
set

2. bk

set
set

3. VPN

set

set
set
set
set
set

set
set
set
set
set
set

interface ethernetl zone trust
interface ethernetl ip 10.10.1.1/24
interface ethernetl nat

interface ethernet3 zone untrust
interface ethernet3 ip 1.1.1.1/24

address trust in trust 10.10.1.0/24
address untrust data ctr 10.1.0.0/16

ike

gateway targetl address 2.2.2.1 main outgoing-interface ethernet3

preshare SLilyool29 sec-level compatible

ike
ike
ike
vpn
ike

gateway targetl heartbeat hello 3

gateway targetl heartbeat reconnect 60

gateway targetl heartbeat threshold 5

to targetl gateway targetl sec-level compatible

gateway target2 address 3.3.3.1 main outgoing-interface ethernet3

preshare CMFwb70N23 sec-level compatible

ike
ike
ike
vpn

vpn-
vpn-

gateway target?2 heartbeat hello 3

gateway target2 heartbeat reconnect 60

gateway target2 heartbeat threshold 5

to target2 gateway target2 sec-level compatible
group id 1 vpn to targetl weight 2

group id 1 vpn to target2 weight 1

unset flow tcp-syn-check-in-tunnel

4. HH

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.2
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5.

Mg

set
set
save

policy top from trust to untrust in trust data ctr any tunnel “vpn-group 1”
policy top from untrust to trust data ctr in trust any tunnel “vpn-group 1”

CLI ( Target1)

1.

A
set
set
set

set
set

skl

set
set

VPN
set
set

set
set

iz =z
set
R B
set

set
save

interface ethernetl zone trust
interface ethernetl ip 10.1.1.1/16
interface ethernetl nat

interface ethernet3 zone untrust
interface ethernet3 ip 2.2.2.1/24

address trust in trust 10.1.0.0/16
address untrust corp 10.10.1.0/24

ike gateway monitorl address 1.1.1.1 main outgoing-interface ethernet3
preshare SLilyoo0l29 sec-level compatible

ike gateway monitorl heartbeat hello 3

ike gateway monitorl heartbeat threshold 5

vpn to monitorl gateway monitorl sec-level compatible

vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.2

policy top from trust to untrust in trust corp any tunnel vpn to monitor
policy top from untrust to trust corp in trust any tunnel vpn to monitor
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CLI (Target2)

JERL : 4 Target! Ji L B0 & Target2, (7057 Untrust [X BT IP Hihl & X % 3.3.3.1/24, #4M
KAP Ml iE X % 3.3.3.2, FH-1E/H CMFwb70N23 4 )i I Z 4

B XS VPN

AR R T DX B I S, A A —A VPN TBIE RIA 7)1, 7ol 2 0 T A X BEA .
BT e T AR E, RS BN — DN EERIL ) 7y —IBIEZ R, AT ML HOAL ) NetScreen B A 2IHAA T S
Ak XA REFE A Ak A TR) VPN S IE 45 B XA A B0 VPN,

HXE R VPN

X2
X B « 21

20. tBRMIERE A A BERILEE, e SRR Befenst, P2l [R] DX By Ay NI 2 11 TR ) £ L0 o
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X VPN LA A
o AIRFFTEAIN VPN [ECE. B, FEIuk A A nTEERE RIS ot DACEERE R AL A B C. D,
HE, A HXFFE—A VPN #IE . Fenlaxd T ol [ & 2+~ VPN 1@3E ) NetScreen-5XP H F, WY
MG BTV, S IEA VPN BRI 6E .
o LT A A R 0T BE SE A R A SR VPN AR B i,
— HRER AV HTTP {5 B 5 A J 3k 5 B, (H ARVFT A 45 B G A B W1 ol A A
- m‘ﬁiﬁﬁﬁﬁa: A E/‘J'f%i%\?}ﬁiui Cs ’fﬂ%ﬁéﬁ@ﬁﬁ? C E/‘J'f%i%\?}ﬁiui Ao
—  AUF AR E ENUEREEA D W%, 1 ARVF D AR ENLER: A AR ENL
o AT A AL P A BE S A RS T T A I 4 1 S B . FERRAN R A, e — N R
W&, 51 SRTA s B A A VPN, FAM Ly, i : set policy top from trust to untrust any
any any tunnel vpn name_str ( X:1', name_str & X M\EEAJEII 3k 5 2135 W 4% thL (R4 8 VPN GlIE ). 7
P2 by, R G BRI L IC DT ) . SRR SRS U (W RV HTTP ) o FEARF & 77 22 W s AT
URL PHZE%5%%,

o AR A 2 Ry, TR LR LA FEG,  SCVE AN DA K AR Rl RO R T DO PR AR AR

Seffl . EXERY VPN

B T AL2) il i AR ) NetScreen a6t 2 5UNT ELER 32 A0 P AN ILAE (1) A IE R SR ARAT SEms Al LLAN, 655 55
412 GO “Yadl - feh B VPN ARH ARl B RN Rt B AN FE OB, RIa 2 2 FRb AR K VPN 5 B
R0 LAN HUBEZEHT 8 SO X1 DB, LR LAN HithiEfe Y™ 5 SO X2 IXBEA . XIS X BUAR7E Trust-VR % i
ST L

YEB  HEQEI FE XWX B DT IX BRI 7, 1% 7] NetScreen B4 1.
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¥ VPN1 B 455E 2 tunnel.1 210, VPN2 G E 2 tunnel.2 3210, AN X1 F X2 X B0 e 1P Huhik,

(IR ENA PN TE 2 A0 E 7 Hhik o X egs 11 % 1 A 3 HIAE Trust-VR B R H . B —ANlEEs: 0 ny 1P bk E T
i — H bR W, BRIl m X A W s B s Bzl 1 .

ethernet3 J& /ML, EHGEE 2] Untrust X Beo MEL R UEEI R LR H, PAMEE A2 LT Untrust (X Bt (H2, ff
FHIX AN IE 4R BRI &S T X T X2 X B, XANEIEMH “ B39 IKE”, I a ot s, 50
Bt 1 R B 2 #2138 “Compatible” (170w 24225 . K Untrust [X B4 i€ 2 untrust-vr, T 10 IE &5 T 5 11
(B, AP b5 e, NS SRS TP R B A 6 e ), Proxy ID # RSN EE S E R

YEB 1 LU HERE T 0 34 25 4k NetScreen 845 HIHE £

. Rt (AR
- CES BHYRRR
o IP 123.1.1.2 PR ()

CANCIE AN
Untrust [X % /
eth3, IP 123.1.1.1/24
\

: Untrust-VR
&

Trust-VR
% 4
B
tunnel.1
S forlltigi 10.10.1.2/24 .
il %5t LAN
: .10.1.0/24
s LT it
T -
<Trust X Bt . [, Stk
o ’ 52 LAN
10.20.1.0/24
th1, 10.1.1.1/24 ‘
) e SRR .
tunnel.2
10.20.1.2/24
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WebUI

1. REXFEIEEHES

Network > Interfaces > Edit ( %} T* ethernet3 ): #I AL TN Z, X5 Hili OK:
IP Address/Netmask: 0.0.0.0/0
Manage IP: 0.0.0.0

Network > Interfaces > Edit ( %} T* ethernet3 ): #IALL TN %, X5 Hili OK:
Zone Name: Null

Network > Zones > Edit ( X} T Untrust ): #i AL N N2, X5 Hdi OK:
Virtual Router Name: untrust-vr
Block Intra-Zone Traffic: (1%£#¢ )

Network > Zones > New: it ALL N2, R )5 Hiidi OK:
Zone Name: X1
Virtual Router Name: trust-vr
Block Intra-Zone Traffic: ( #%£+¢ )

Network > Zones > New: i AL F A%, X5 Hiid5 OK:
Name: X2
Virtual Router Name: trust-vr

Block Intra-Zone Traffic: ( 4% )
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2. #&[O
Network > Interfaces > Edit ( %f T* ethernet3 ): HIALL T N2, X5 OK:
Zone Name: Untrust
Static IP: ( HH LR IEPESLIE TN )
IP Address/Netmask: 123.1.1.1/24
Network > Interfaces > New Tunnel IF: 5 AL FNZE, R)5 5 OK:
Tunnel Interface Name: tunnel.1
Zone (VR): X1 (trust-vr)
Fixed IP: (i£#%)
IP Address/Netmask: 10.10.1.2/24
Network > Interfaces > New Tunnel IF: 5 ALLF A%, AR5 %d OK:
Tunnel Interface Name: tunnel.2
Zone (VR): X2 (trust-vr)
Fixed IP: (#%£4%)
IP Address/Netmask: 10.20.1.2/24

NetScreen #t 253565 - % 5 % : VPN

404



%7 % 5% VPN Ifige BEXEH VPN

3. FEEMHELH VPN
VPNs > AutoKey IKE > New: i AL R A%, #RJ5 il OK:
VPN Name: VPN1
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( iEFF )
Gateway Name: Tokyo

Type: Static IP: ( £+ ), Address/Hostname: 110.1.1.1
Preshared Key: netscreen1

Outgoing Interface: ethernet3

> Advanced: fIALL R s s, AR50 Return, IR[FIJEA AutoKey IKE
(=W

Proxy-ID: (%4t ) *
Local IP/Netmask: 10.20.1.0/24
Remote IP/Netmask: 10.10.1.0/24
Service: ANY

21. 7F NetScreen ¥ % FECE VPN JliE, DARIF AR GURI AL AR, EHATLL M fEZ —

(T H M VPN ) %+ Enable Proxy-ID & i%4E, 4 Local IP A1 Netmask i A\ 10.10.1.0/24 ( 457 ) #110.20.1.0/24 ( [“%¢), 2§ Remote IP Al
Netmask %A 10.20.1.0/24 ( %<5¢ ) 1 10.10.1.0/24 ( E1%2) .

(FETFEmE 1 VPN ) 76 Trust X Bl il th 45 10.10.1 .?5/24 ( Z3%) A1 10.20.1.0/24 ( 22 ) (14 H , 7 Untrust X BGE R 2E % 10.20.1.0/24 ( 58 ) Fl
10.10.1.0/24 ( L) (K125 H o Kpax S hb F/E S s 95 R0 H brbbhl, 120800 VPN B 5| FH 3 0 sl s o
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%= X & A7 VPN

4. BEHELRY VPN

VPNs > AutoKey IKE > New: i AL R A%, #RJ5 il OK:

VPN Name: VPN2

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £#f )
Gateway Name: Paris
Type: Static IP: ( £+ ), Address/Hostname: 220.2.2.2
Preshared Key: netscreen2
Outgoing Interface: ethernet3

> Advanced: fIALL R s s, AR50 Return, IR[FIJEA AutoKey IKE
(=W

Proxy-ID: (14 )
Local IP/Netmask: 10.10.1.0/24
Remote IP/Netmask: 10.20.1.0/24
Service: ANY
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%= X & A7 VPN

5.

H
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Next Hop Virtual Router Name: ( Z£$f ), untrust-vr
Network > Routing > Routing Entries > untrust-vr New: #i A LI F A%, k)5 ¥l OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£Ff)
Interface: ethernet3
Gateway IP Address: 123.1.1.2

gkl

Objects > Addresses > List > New: #i AL NN ZE, X5 i OK:
Address Name: Tokyo LAN
IP Address/Domain Name:

IP/Netmask: ( E#% ), 10.10.1.0/24

Zone: X1

Objects > Addresses > List > New: i AL F A%, #RJ5 #.il; OK:
Address Name: Paris LAN
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.20.1.0/24
Zone: X2
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7. RHE

Policy > (From: X1, To: X2) New: i NLL R %, X5 #.ili OK:

Source Address:

Address Book Entry: ( £+ ), Tokyo LAN
Destination Address:

Address Book Entry: (1£#% ), Paris LAN
Service: ANY
Action: Permit

Position at Top: (#£F% )

Policy > (From: X2, To: X1) New: #i AL RN ZE, X5 i OK:

Source Address:

Address Book Entry: (1£#% ), Paris LAN
Destination Address:

Address Book Entry: ( i£#% ), Tokyo LAN
Service: ANY
Action: Permit

Position at Top: (%% )
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EHXxEH) VPN

CLI

1. REXFEREBESE
unset interface ethernet3 ip

unset interface ethernet3 zone
zone untrust vrouter untrust-vr

set
set
set
set
set
set
set
set

2. #O

set
set
set
set
set
set

zone untrust block

zone name

X1

zone x1 vrouter trust-vr
zone x1 block

zone name

X2

zone x2 vrouter trust-vr
zone x2 block

interface
interface
interface
interface
interface
interface

ethernet3 zone untrust

ethernet3 ip 123.1.1.1/24
tunnel.

tunnel
tunnel
tunnel

3. HEHHELHE VPN

set

set
set

1

.1
.2
.2

zone x1
ip 10.10.1.2/24
zone X2
ip 10.20.1.2/24

ike gateway Tokyo address 110.1.1.1 outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

vpn VPNl gateway Tokyo sec-level compatible
vpn VPNl bind interface tunnel.l
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set vpn VPNl proxy-id local-ip 10.20.1.0/24 remote-ip 10.10.1.0/24 any22

4. BIERHELR VPN

set ike gateway Paris address 220.2.2.2 outgoing-interface ethernet3 preshare
netscreen?2 sec-level compatible

set vpn VPN2 gateway Paris sec-level compatible
set vpn VPN2 bind interface tunnel.?2
set vpn VPN2 proxy-id local-ip 10.10.1.0/24 remote-ip 10.20.1.0/24 any

5. &R

set vrouter
set vrouter

6. bk

set address
set address

7. RHE

trust-vr route 0.0.0.0/0 vrouter untrust-vr
untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 123.1.1.2

x1 “Tokyo LAN” 10.10.1.0/24
x2 “Paris LAN” 10.20.1.0/24

set policy top from x1 to x2 “Tokyo LAN” “Paris LAN” any permit23
set policy top from x2 to x1 “Paris LAN” “Tokyo LAN” any permit

save

22. 7t NetScreen ¥ Iid s VPN iliid,

DAGRH A ORI B I i Ab iy, i BT L R4 —

(ET i VPN ) i A LL R 44 : set vpn VPN1 proxy-id local-ip 10.20.1.0/24 remote-ip 10.10.1.0/24 ( 57 ) 1l set vpn VPN1 proxy-id local-ip
10.10.1.0/24 remote-ip 10.20.1.0/24 (%) .

(FET S VPN ) 76 Trust X BGE G TP 425 10.10.1.0/24 ( F5T) A1 10.20.1.0/24 ( M2 ) 94 H, & Untrust [X BGEIHFA N 10.20.1.0/24 ( 4 5() Al
10.10.1.0/24 ( [M32) 4 H o Keix ettt AR s s A B Ar bk, XK VPN T8 5| FH B 0ol

23, "WZBELLUREE (B TlERE D E NAT #20F, FreABINiZE & ): Warning: Some interfaces in the <zone_name> zone are in NAT mode. Traffic might not

pass through them!
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£ EE VPN

AR B PIANAE NetScreen BearAb25 111 VPN JHIE, WnlBcE X, 1XFE, NetScreen Bi#f e | 15 Bt
HF—AMEIE, BESlIE. WEARPNRIE A S AR AR B A, T G VR B AN EE 23k T
TSRS o 8 SO o XM BRI H U KA R A2 1Y VPN

Ic

S R
VPN i &

IR R

Untrust X E%

NetScreen & #5157 B M — 1 EE
KIXFY 57—

WAE— M BABCE 2 VPN, JEAEAT R AN 2 0] A A5 B

Untrust X B

NetScreen %4 7F
TR E T BT
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el &£ 22 VPN

EZWJEP, IR AR A I Fi b 2z falE %) VPN 3838 VPN F1 VPN2 ST 15 . &N 18 Z0E 4G T s Fe b

R, T AR AN, A A7 T Absh £ NetScreen %455 S5 B S TN iE, Mgk ANy i,

TR 5 A5 B, TP AE R AUHE ) — X B (Untrust X BE) o2, Rk, S AE AT P 9B IX BeBH 2, (T

bk £ NetScreen N gt AT A $k, A LIAT RIS & 4k .

P IE YD FIEEH 1 tunnel. 1 Al tunnel.2, —FH WSS . XWAEIEMH “ B IKE”, Fara Tt =558,
EES B 1 A B 2 $HS “Compatible” H e X 224200 . ¥ Untrust [X BB € 2] untrust-vr. Untrust X B %

124 ethernet3.

YERC : LUT BB A FE T B 1119 VPN o 1R B B T3 s 9 56 17 22 2 VPN, S 00 7 s 7 18/ Trust 1 Untrust X

Be: AFERESTHT ) GE K %X

Untrust X B

./ untrust-vr 5% 5,

S NEBS N

CANCIEz 3N IP 1.1.1.250 il 2.2.2.2
eth3 { (£1) —
IP1.1.1.1 P (g i 10220024

N _ VPN1
@ - - s6asE \I-" D] - ) VPN2 [ 3.3.3.3
N (£R) 2
AL — ARl i AR _ ; L3 LAN
( Pz ) tunnel.1 C 10.3.3.0/24
B
tunnel. 2

24, WnpiEFE R T PRI BERLIE,  JF e SCPARIX BEOSKNS ,  SCVFINIELIE #2145 S -
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WebUI ( 27%9)
1. REXFERIEEHES

Network > Interfaces > Edit ( %f T ethernet3 ): #I AL A%, K5 Hudi OK:
IP Address/Netmask: 0.0.0.0/0
Manage IP: 0.0.0.0

Network > Interfaces > Edit ( %f T ethernet3 ): #i AL A%, K5 Hudi OK:
Zone Name: Null

Network > Zones > Edit ( % T Untrust ): B ALLF A%, K550 OK:
Virtual Router Name: untrust-vr
Block Intra-Zone Traffic: (&5 )

2. 0O

Network > Interfaces > Edit ( %f - ethernet3 ): #i ALL F A%, SRJ5 #idi OK:
Zone Name: Untrust
Static IP: ( HILHIE £ b I )
IP Address/Netmask: 1.1.1.1/24

Network > Interfaces > New Tunnel IF: i A\ LU RN %, 2R)5 ¥ OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (untrust-vr)
Unnumbered: ( %+ )

Interface: ethernet3 (untrust-vr)
NetScreen ;& 536 - 28 5 % : VPN 413



¥ 7% 5% VPN g #ch 27 VPN

Network > Interfaces > New Tunnel IF: Hi AL F N %, K5 OK:
Tunnel Interface Name: tunnel.2

Zone (VR): Untrust (untrust-vr)

Unnumbered: ( #£#% )
Interface: ethernet3(untrust-vr)

3. HFHEHFEALH VPN
VPNs > AutoKey IKE > New: #it AL F W%, SR )5 H.if OK:

VPN Name: VPN1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £#¢ )
Gateway Name: Tokyo
Type: Static IP: ( £+% ), Address/Hostname: 2.2.2.2
Preshared Key: netscreen1
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: I A LU T s s, AR5 Hid Return, iz [FJEA AutoKey IKE
[ W

Proxy-ID: ( i%£#%)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0

Service: ANY
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4. BEZRHELH VPN
VPNs > AutoKey IKE > New: fii AL NN %, 2R )5 #idi OK:

VPN Name: VPN2

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £#f )
Gateway Name: Paris
Type: Static IP: ( £+ ), Address/Hostname: 3.3.3.3
Preshared Key: netscreen2
Security Level: Compatible

Outgoing Interface: ethernet3

> Advanced: I A LA T s B, A5 Hili Return, iz [FJEA AutoKey IKE
[N

Proxy-ID: (#£#¢)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0
Service: ANY

5. H
Network > Routing > Routing Entries > untrust-vr New: i ALL F A%, X5 5l OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: (i£Ff)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
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Network > Routing > Routing Entries > untrust-vr New: i AL F A%, X5 5l OK:
Network Address/Netmask: 10.3.3.0/24
Gateway: (#£#%)
Interface: tunnel.2
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > untrust-vr New: i AL NN %, RJ5 . OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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WebUI ( 5 )

1. ZEXFEPEEHRS

Network > Interfaces > Edit ( %f T* ethernet3 ): HIALL T N2, X5 OK:
IP Address/Netmask: 0.0.0.0/0
Manage IP: 0.0.0.0

Network > Interfaces > Edit ( %f T- ethernet3 ): HIALL T N2, X5 OK:
Zone Name: Null

Network > Zones > Edit ( %} T Untrust ): B A LL RN %S, SR )55 OK:
Virtual Router Name: untrust-vr
Block Intra-Zone Traffic: ( #%£+¢ )

2. MO
Network > Interfaces > Edit ( %} T* ethernet1 ): #IALL TN %, SR)5 ¥l Apply:
Zone Name: Trust
Static IP: ( LR ZEREIELE T )
IP Address/Netmask: 10.2.2.1/24

WFELL NN, AR5 Had OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f T* ethernet3 ): HIALL T N2, X5 OK:
Zone Name: Untrust
Static IP: ( IR IEPEILIE TN )
IP Address/Netmask: 2.2.2.2/24
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L 2R VPN

Network > Interfaces > New Tunnel IF: Hi AL F N %, K5 OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (untrust-vr)

Unnumbered: ( #£#% )
Interface: ethernet3(untrust-vr)

3. bk
Objects > Addresses > List > New: i AL F A%, SR H.id; OK:
Address Name: Paris
IP Address/Domain Name:
IP/Netmask: ( £+ ), 10.3.3.0/24
Zone: Untrust

4. VPN
VPNs > AutoKey IKE > New: fii AL NN %, 2R )5 #idi OK:

VPN Name: VPN1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( i£Ff )
Gateway Name: 41%]
Type: Static IP: ( £+ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen1

Security Level: Compatible
Outgoing Interface: ethernet3
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> Advanced: fii AL s B, A5 il Return, iz [AJEA AutoKey IKE
[N

Proxy-ID: ( i%#¢)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0
Service: ANY

5. B%H
Network > Routing > Routing Entries > trust-vr New: i AL F N2, SR )5 Hd OK:
Network Address/Netmask: 0.0.0.0/0
Next Hop Virtual Router Name: ( #%£#% ); untrust-vr
Network > Routing > Routing Entries > untrust-vr New: i ALL F A%, SR )5 5 OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£F%)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
Network > Routing > Routing Entries > untrust-vr New: i AL NN %, R )5 OK:
Network Address/Netmask: 10.3.3.0/24
Gateway: ( £#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
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6. TRER

Policies > (From: Trust, To: Untrust) New: i AL F N2, X5 Hiili OK:

Source Address:
Address Book Entry: ( %+ ), Any
Destination Address:
Address Book Entry: (i%£#% ), Paris
Service: ANY
Action: Permit
WebUI ( BZ2)
1. ZEXFELEBS

Network > Interfaces > Edit ( %f T ethernet3 ): #i AL F A%, K5 Hudi OK:
IP Address/Netmask: 0.0.0.0/0
Manage IP: 0.0.0.0

Network > Interfaces > Edit ( %f T ethernet3 ): #I AL F A%, K5 Hudi OK:
Zone Name: Null

Network > Zones > Edit ( % T Untrust ): B ALLF A%, K550 OK:
Virtual Router Name: untrust-vr
Block Intra-Zone Traffic: ( 4% )
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L 2R VPN

2.

M

Network > Interfaces > Edit ( %F T* ethernet1 ): I ALL T N2, SR Apply:

Zone Name: Trust

Static IP: ( HH LR IEPESLIE TN )
IP Address/Netmask: 10.3.3.1/24

WL AR, AR5l OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f - ethernet3 ): #i ALL F A%, SRJ5 #idi OK:
Zone Name: Untrust
Static IP: ( U LR LI )
IP Address/Netmask: 3.3.3.3/24
Network > Interfaces > New Tunnel IF: i A\ LL NN %, 2R)5 ¥ OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (untrust-vr)

Unnumbered: ( %+ )
Interface: ethernet3(untrust-vr)

Rk
Objects > Addresses > List > New: S AL F A%, A5 i OK:
Address Name: Tokyo
IP Address/Domain Name:
IP/Netmask: ( &+¢ ), 10.2.2.0/24
Zone: Untrust
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4. VPN
VPNs > AutoKey IKE > New: fii AL NN %, 2R )5 #idi OK:

VPN Name: VPN2

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £#f )
Gateway Name: 41%]
Type: Static IP: ( £+ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen2

Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: I A LA T s B, A5 Hili Return, iz [FJEA AutoKey IKE
[N

Proxy-ID: (#£#¢)
Local IP/Netmask: 0.0.0.0/0
Remote IP/Netmask: 0.0.0.0/0
Service: ANY

5. B&H
Network > Routing > Routing Entries > trust-vr New: i AL F N2, SR)5 Hidi OK:
Network Address/Netmask: 0.0.0.0/0

Next Hop Virtual Router Name: ( i£$% ); untrust-vr
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Network > Routing > Routing Entries > untrust-vr New: i AL F A%, X5 5l OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (#£#%)
Interface: ethernet3
Gateway IP Address: 3.3.3.250
Network > Routing > Routing Entries > untrust-vr New: i AL NN %, RJ5 . OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: (#£F%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0

6. REE
Policies > (From: Trust, To: Untrust) New: i AL F %8, SR )5 Hidi OK:
Source Address:
Address Book Entry: ( %+ ), Any
Destination Address:

Address Book Entry: (i%£#f ), Tokyo
Service: ANY

Action: Permit
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L 2R VPN

CLI ( £8%9)

1

T2 XAELRRHEE

unset interface ethernet3 ip

unset interface ethernet3 zone

set zone untrust vrouter untrust-vr
unset zone untrust block

O

set interface ethernet3 zone untrust

set interface ethernet3 ip 1.1.1.1/24

set interface tunnel.l zone untrust

set interface tunnel.l ip unnumbered interface ethernet3
set interface tunnel.2 zone untrust

set interface tunnel.2 ip unnumbered interface ethernet3

RRIELLH VPN

set ike gateway Tokyo address 2.2.2.2 outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

set vpn VPNl gateway Tokyo sec-level compatible

set vpn VPNl bind interface tunnel.l

set vpn VPNl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

B2 E4RT VPN

set ike gateway Paris address 3.3.3.3 outgoing-interface ethernet3 preshare
netscreen?2 sec-level compatible

set vpn VPN2 gateway Paris sec-level compatible

set vpn VPN2 bind interface tunnel.?2

set vpn VPN2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

iggzz!

set vrouter untrust-vr route 10.2.2.0/24 interface tunnel.l

set vrouter untrust-vr route 10.3.3.0/24 interface tunnel.2

set vrouter untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
save
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L 2R VPN

Cll ( %=)
1. REXFELHHE

unset interface ethernet3 ip

unset interface ethernet3 zone
set zone untrust vrouter untrust-vr

2. #O

set
set
set

set
set

set
set

3. Hhut

set

4. VPN

set

set
set
set

5. I%H

interface
interface
interface

interface
interface

interface
interface

ethernetl zone trust
ethernetl ip 10.2.2.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip 2.2.2.2/24

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

address untrust Paris 10.3.3.0/24

ike gateway “New York” address 1.1.1.1 outgoing-interface ethernet3
preshare netscreenl sec-level compatible

vpn VPNl gateway “New York” sec-level compatible

vpn VPNl bind interface tunnel.l

vpn VPNl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

set vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr

set vrouter untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250

set vrouter untrust-vr route 10.3.3.0/24 interface tunnel.l
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6. REg

set policy from trust to untrust any Paris any permit
set policy from untrust to trust Paris any any permit
save

CLl ( BZZ)
1. REXMERIKBESE

unset interface ethernet3 ip

unset interface ethernet3 zone
set zone untrust vrouter untrust-vr

2. %0
set interface ethernetl zone trust

set interface ethernetl ip 10.3.3.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 3.3.3.3/24

set interface tunnel.l zone untrust
set interface tunnel.l ip unnumbered interface ethernet3

3. Hhut
set address untrust Tokyo 10.2.2.0/24
4. VPN

set ike gateway “New York” address 1.1.1.1 outgoing-interface ethernet3
preshare netscreen?2 sec-level compatible

set vpn VPN2 gateway “New York” sec-level compatible

set vpn VPN2 bind interface tunnel.l

set vpn VPN2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 an
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5. &R

set vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr
set vrouter untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 3.3.3.250
set vrouter untrust-vr route 10.2.2.0/24 interface tunnel.l

6. REg

set policy from trust to untrust any Tokyo any permit
set policy from untrust to trust Tokyo any any permit
save
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