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Copyright Notice
Copyright © 2004 NetScreen Technologies, Inc. All rights reserved.

NetScreen, NetScreen Technologies, GigaScreen, NetScreen-Global PRO,
ScreenOS and the NetScreen logo are registered trademarks of NetScreen
Technologies, Inc. in the United States and certain other countries.
NetScreen-5GT, NetScreen-5GT Extended, NetScreen-5XP, NetScreen-5XT,
NetScreen-25, NetScreen-50, NetScreen-100, NetScreen-204, NetScreen-208,
NetScreen-500, NetScreen-500 GPRS, NetScreen-5200, NetScreen-5400,
NetScreen-Global PRO, NetScreen-Global PRO Express, NetScreen-Remote,
NetScreen-Remote Security Client, NetScreen-Remote VPN Client,
NetScreen-IDP 10, NetScreen-IDP 100, NetScreen-IDP 500, NetScreen-IDP
1000, NetScreen-SA 1000, NetScreen-SA 3000, NetScreen-SA 5000,
NetScreen-SA Central Manager, NetScreen-SM 3000, NetScreen-Security
Manager, NetScreen-Security Manager 2004, NetScreen-Hardware Security
Client, NetScreen ScreenOS, NetScreen Secure Access Series, NetScreen
Secure Access Series FIPS, NetScreen-IDP Manager, GigaScreen ASIC,
GigaScreen-Il ASIC, Neoteris, Neoteris Secure Access Series, Neoteris Secure
Meeting Series, Instant Virtual Extranet, and Deep Inspection are trademarks of
NetScreen Technologies, Inc. All other trademarks and registered trademarks
are the property of their respective companies.

Information in this document is subject to change without notice.

No part of this document may be reproduced or transmitted in any form or by
any means, electronic or mechanical, for any purpose, without receiving written
permission from:

NetScreen Technologies, Inc.
Building #3

805 11th Avenue

Sunnyvale, CA 94089
www.netscreen.com

FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance

with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. If it is not installed in accordance with NetScreen’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

» Reorient or relocate the receiving antenna.
» Increase the separation between the equipment and receiver.
» Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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1. Vsysl
Vsys > New: I ALLF N2, K51 OK:
Vsys Name: vsys1
Vsys Admin Name: Alice
Vsys Admin New Password: wiEaS1v1
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Virtual Router:

Create a default virtual router: ( %% )
2. Vsys2
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Vsys Name: vsys2
Vsys Admin Name: Bob
Vsys Admin New Password: pjF56Ms2
Confirm New Password: pjF56Ms2
Virtual Router:
Create a default virtual router: ( %% )

NetScreen 53566 - £ 7 & EIRSE 4



£1E EURS

B & Vsys W&

3. Vsys3

Vsys > New: i ALL N A%, AJ5Hd OK:

CLI

1. Vsysl

ns—-> set vsys vsysl

ns(vsysl)—->
ns(vsysl)—->
ns (vsysl)-—->
ns(vsysl)—->

2. Vsys2

set admin
set admin
save’
exit

ns-> set vsys vsys2

ns (vsys2)—->
ns (vsys2)—->
ns (vsys2) ->
ns (vsys2)—->

3. Vsys3

ns-> set vsys vsys3 vrouter share untrust-vr

ns (vsys3) ->

set admin
set admin
save
exit

save

4. Kot fE, WAER L exit fir ISR save fiT 4,

Vsys Name: vsys3
Virtual Router:

Select an existing virtual router: ( %% ), untrust-vr

name Alice
password wlEaSlvl

name Bob
password pjF56Ms2
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B T 1% vsys MBI s . B4k vsyst [ vsys B2 X, IHHAT LA AT —H4E

WebUI

Vsys > Enter ( X~ vsys1)
Network > Zones > New: #ii AL F %, #RJ5 Hiidi OK:
Zone Name: (#EAX B HFR )

Virtual Router Name: ( A\ 747138 e 8 400 4% )
Zone Type: Layer 3

CLI

ns—-> enter vsys vsysl

ns (vsysl)-> set zone name name sStr
ns(vsysl)—-> set zone vrouter vrouter
ns(vsysl)—-> save
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VSYS.
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—  WEPIRN SRR, RERBE LRSI AT, I B8 D948 e B Rl —2% 41X, W] NetScreen
oK SRS 2L RN B R T /S vsys, #RJ5FEH T E/D vsys.

Y] I X B IUE BN, NetScreen SR N BIX Bt intervsys 15 Eiii. NetScreen 1% 4 56 W H
“v-i” ISR R RS B IL B Untrust B2, ARGV “v-e” SREEAIAE K. R A
a A — ANAS R BT T AN A R R e P L= (N IX B, O Ay B A VEAS R 2 8] A i, )
LIS P X B A RO P e 1)
— Z{?SEEE&J‘%’@%%%‘BEEIJJ, KRR GEAR, IF Ha DR BIA A 3t = 242X, 1] NetScreen
FEML .
NetScreen A3tz e X 2 [A] (1) #B X B intervsys.

—  WRPIF AR, R BRG], JF BN HE LA 2 L g8 BIAN R U R 4 & H
X B, W) NetScreen & 5E W “v-i” SIS . AR5 W &K 5 S EME 2] Untrust B2, 15
N “v-e” SRRGAFB K. (IHSHIE 28 1L L) “Jufl @ InterVsys [FIEE” o )

NetScreen SR & Hl 224 X Z [RI N B X B intervsys.

— W PFh R AR M, ) NetScreen ¥ £ 73100
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HILTT =
3 BUTALERR P (US) Al LR 1 H ) IP (B/D) 4825, NetScreen i fE kAL T, jﬁoﬁ
TT <L
R
2= ‘ &
E/D 5N\ N
W ? %¢ R
i vsys “v-i” (1] vsys “vee”
2 ZH AN -
iy AMALRE R AL RIS 1
)
,TE);H VsyS “V'i” / “V'e”
WS AL AN 3% l .
N vsys “v-i” S ZH Al
%¢ MR, SRJEN vsys
“v-e” TSR R
X B, 1
5 R?
514 ER
N H vsys “v-i” SRRSZH AR 3%,
SRIGIN T vsys “v-e” SFMGZH Al h %
NetScreen #t:& 5366 - 58 7 & EURAK 14



T
G
&if
3
b

£1E EMRSE

EZHRMMEZEEL
f;ﬁiﬁngm, A2 52 NetScreen 2B ANl Ea M 2R 2 E RS m 20, XA O n & - TN
MOCEHE,
T HEO

ARG (AUAIRARSE ) TUIIHT 2 LTI RS A MR D s 0. RO e R AT, Earkl
KO T RS, W Pos:
. ?%g%%*%ﬁ%ﬂﬁﬂ\?%D\%%%Dﬁ%%%mﬁ%ﬁﬁﬁﬂﬁﬂﬁégﬁﬁ,ﬁ%ﬂm%?%
. \/jZ[:AO
o HSAMYHECR GO F] vsys TR SR E BIFL ) Untrust [X Bk Trust-vsys_name X B, 4z 1
A8 5% vsys & B .
o 4YF vsys PECE TN, 0% E T vsys.

YEB: YAZHGCHFEIR], NetScreen i #wHRNHHET VILAN [915 B 77 5728 77742 1E G 57 FENA g4

:H:E_?i l:l

>N TFIK

ARG (BPARARS ) LS R — MRG0 Tt mE 0, BAEAR GO0 R TG E R A e B 3
FEFLE b 25 P K B . FEBREIE LR, TISEE K untrust-vr Y LSS B LB B 9%, T5E E LI Untrust X Bk 3t
FIX B B, vsys AP AR E 2 Untrust X BB O, FHEO . TUREDBERG# .

B Untrust [X B — X B BIdbsame O, AU XX BoE SUMMRGIL X B, BEMENX— a0, %X BOb Ji e
TH LR thas, W untrust-vr 80E SO AR ER GRS thas. K5, ZPRRZGEE Dghe 2kt
EX B, R R A AL R

TR LB BB 45, U TF vsys HFHJ B 1Y, B GETEHHIE K AF vsys iR AL TP IEITITEM F 5 KM
B 15 22 X HIFE T o

8. N THILEIXBUEIIATH], NetScreen ¥ WMZifEs; 3 J2181T, XRAAF LAUSEH IP Mtk /r oy 20— MR GEE .
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Bia %

nn]

A¥?U%$%Tiﬁ EE AT LR G 2 X o 80T LURE 0 213E 5 RE AU B 2% AR 2 X BLE O ml L 5

AL AR gRE BIL S R A (28 0T HoE SO L AR X B AR A = X B, W nT iR U R GeAE H  AEA 48
%ﬁAxﬁU%m%FHEXﬁTTA¥Mﬁ%E&%Hﬁ?%E? IR R GATH . W vsys 21X B9 e 2]
i?ﬁﬁi%iévsys (1) HEFU B 2% BAEAR R G rh Al () I = i s th 2%, X B T H X B, ACHE A LA dx X B )
vsys

SCEX B SRR L A O o AR e B 3L = X BEMAR G2 LIR o 24 10, T TR S . (90
BIFEE X B vsys i AT O, AT H T8 A% E 1 vsys.

T% CEX BT AR P B X B R G, IF HACFRZ RGN L R o AT vsys RIX Bl @ Anl 3k
=

BOE IR O, BRI AN U gy (B0 TG e R untrust-vr), BN IRz 4 X (B T
JeE H Untrust X B ), RGO 48 BILEX B, WAER RE T AT =N,

WebUI Fi1 CLI H (R 5 40 F i 7
1. EEIE IR s
WebUI
Network > Routing > Virtual Routers > New: i£#% Shared and accessible by other vsys i Jii,
NI Apply.
CLI

set vrouter name name_str

set vrouter name_str shared

(Al CATICE R S s SO A, BRAPSGINER AT R B R Se . (2, ] ABEIN G AR 52 4ol it e
AU R s )
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2. BIHICEXBL AERZGE M HRATLL M ERAE
WebUI

YR AEAIRAATHS, GERRL CLI & X IEFX B

CL

set zone name name_str
set zone zone vrouter sharable_vr_name_str

set zone zone shared

3. HEIEIEEL, ERAT AT T AR

WebUI

Network > Interfaces > New ( 8¢ Edit, H THUAHE 1 ): BUE iZ82 O IR L0 2L = X L,
A B OK.

CLI

set interface interface zone shared_zone _name_str

AW ECE 2N RG I E—ME LR, NetScreen W& AURHEET IP B B3 K07 VAR IEM L/ BN
AN
H

SRR (FIRIET 1P S R KR A 5 R, (LIRS0 24 veys A SLUEATRO F 3,
W% 33 5T LM “IET IP IR RAA K . )

2

NetScreen 53566 - £ 7 & EIRSE 17



£1E EMRSE

i
G
&if
N
'
B

SAMNSEYEREO
AT LME— A M L T — vsys. S b, BB O MR RS FAZER RS, B0 S
A vsys J5, 1% HRIH vsys T H .

HER: EHEITFAZEMRGH], Z5 LA T-REHT Null X BT

SEB  RIREOS AR EMRS

B, VE AR admin, SR ethernetd/1 FAF vsys1 . B4 5E 3 Untrust (X BT b 20 1P Huhik
1.1.1.1/24.

WebUI

1. A Vsysl
Vsys: .5 Enter ( %1 vsys1).
2. SAfIEXEO
Network > Interfaces: *.i; Import ( %} T ethernet4/1).
Network > Interfaces > Edit ( %f T* ethernet4/1): HALL F %, ARJ5%d OK:
Zone Name: Untrust
IP Address/Netmask: 1.1.1.1/24

3. B Vsysl
ik Exit Vsys $Z41 ( £ IIRHT ) IR IR 2K .
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CLI
1. # Vsysl

ns-> enter vsys vsysl
2. BAMEX#END
ns(vsysl)-> set interface ethernet4/1 import
ns (vsysl set interface ethernet4/1 zone untrust

) —>
ns (vsysl)-> set interface ethernetd4/1 ip 1.1.1.1/24
ns(vsysl)-> save

3. BH Vsysl
ns (vsysl)—-> exit
el NEVIR S HEEO

LI, R 1 ethernetd/1 485 2 vsyst HHF) Null X B, FF R340 IP #iht 0.0.0.0/0. 2R 5Kz
ethernetd4/1 FH R R4 .

WebUI
1. # Vsysl
Vsys: fi.i; Enter ( X} vsys1).
2. SiHiEO

Network > Interfaces > Edit ( X} T- ethernetd/1): HIALL F %S, X5 Hd OK:
Zone Name: Null
IP Address/Netmask: 0.0.0.0/0

Network > Interfaces: #.ii Export ( %] T ethernet4/1).

(BLfE, %1 ethernetd/1 ATLIAEMR RGTEl S — A vsys HAEIT 1. )
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3. B Vsysl

il Exit Vsys #2081 (755 542 I
CLI
1. A Vsysl
ns—-> enter vsys vsysl
2. SHEC

ns(vsysl)-> unset interface
ns (vsysl)—-> unset interface
ns (vsysl)-> unset interface
This command will remove all
ns(vsysl)-> save

ISBEYEEL] S/

ethernet4/1 ip

ethernet4/1 zone

ethernet4/1 import

objects associated with interface,

(IAE, 1 ethernetd/1 A LIZEAR RG0S — A vsys HAEH 1. )

3. B Vsysl

ns (vsysl)—-> exit

continue? y/[n]

y
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%1 B ENES HETF VIAN I EERRHE

ETF VIAN BIEE R ZE

R EE T VLAN 15 B 40251, NetScreen %4518 F VLAN 10 K5 B S 482 BIA R R L&A T4 170,
ESRETELT, vsys HAMWAZ4X — L) Untrust X ELLLK H G 11 Trust X B, B vsys #A] LLER R4 0L A
Heg BIL RS I Untrust X B, vsys I8 AT DU H T3 D 8k g0 e 2] Untrust X BLF & B L ( MR &

ZIFEN)o
3 VLAN A4S el
S\ 0 feE EEEEEE BERER 3352
B A A% F] VLAN1 (vsys1)

Hh 4 ity 11 F| VLAN2 (vsys2)
F| VLANS3 (vsys3)

l PERE: BR[O H AR
#H. % vsys ff) Trust Zone

UNTRUST-VR B R F % A
)
@ vsys1-vr
LA Untrust X B -
Y
o) VSYyS2-vr
L

Y
TR : 1 B i R 5 Untrust [X B 7% vSys3-vr
[To ENTH AT LIATE F CHT 750 5 5 YR

9. NetScreen 37754 |IEEE 802.1Q VLAN #x#fE[ VLAN,

10. ] DUERDHIEE: 1 MR R G T AR BUR G 7 ORI L B R . (SR 18 T LM “SARGHWEE N o ) MY O, %%
H_ {5 B9 E# VLAN Frid.
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VLAN

AN VLAN #GE IS 7 4 0E 25— RS, W vsys SRR G Untrust X B 1 JF HAHA 48 213
Trust-vsys_name X B¢/ 7811, WAZIH I vsys 5 Trust-vsys name X B ) VLAN BERAEK . i H I vsys ifs
A B R 2 Untrust X B 1421, A2 1 vsys 5 Untrust X BeH i 5 — VLAN BERGESK .

THEEOUR Y, BJER 78 2 b 4k 1. Hh Ak L SeVRER 2 2 R 4 e 4 T AN B MRk B 24 VLAN (1)
e S, IFHEWEL K VLAN A7IR%F (VID) X A3t AT 7028, VLAN gk seiF— MY B O S0 2 DN IS 1%
1, BEAS7H 2R LLME— (¥ VLAN Arac B4 bn e A 1] LUK PR K] VLAN ARIRET (ARl ) fies REORAE I HUE 1
B (USRI R AR SE ) 20K VLAN B8 sl 3 LIRS ORI, - NetScreen ¥4t H 3lPRf i) #lii 11 %€ S
Ay ks . 9AE B B E RS VLAN I, 25 LR CLI i 4 LATF=3h 5 20K B A3 4 B o 11 52 ok v

4kum I : set interface vlan1 vilan trunk .

Ii VLAN JZ501% % —l
Untrust [X B AR A A 3%
(3L=) 6 H A% LHAHL AHAL 5 B35
NetScreen &% /’_ JN_‘\ Trust [X B
P —— —— S €T )
e | R = o
. P ™\ Trust-vsys1
| { T ‘7 veys 1 T v’ 7 H
b ‘ vsys 2 T

= — Trust-vsys2
B vian2 ) ® X Bt

YER 1 vsys BF i LIS R AZZILZEE 145, 10 i LUEHT H SR8 7% A1
B F G A0 #) Untrust #1 Trust-vsys_name X BH) 7417, SR iiAT
A B PR T2 VLAN 431201 »
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4 vsys {6 E 3] Trust-vsys_name X B¢F8: 0 (AE L HIW LR O ) B, Trust-vsys _name [X B Hh 1) P RS 4 LN
PR A AU AT SRR VLAN IRRE ). G RAER— B 0 LR 7 2/ T80, WA UK EBAs B LI g 1 5 L
Shy v gk 11 34 R R A i BT A VILAN PR R R R

4 vsys 1 4R FIIL = Untrust XECH) 74 0 (ARIS 232 sl - 10 ) I, SRS NSl A S o LR (R A i A
NSNS 1 25 6 20 B AT SCHF VLAN [RIRETT . B a6 N IR IniE T, BUEE 2 N 12135 NetScreen B4 1,
i ph s m] LUK G ) IEAR N T

HAR vsys ANREAL T “IEH” BT (R ERFE O H 0 IP bbb ZiE— ), (ER ARG AT “IEI” B
., ;d@‘ﬁz%?fﬁﬁ “EW” AT SZFF VLAN, 15U CLI S LU e s “Layer2 (2 )2 )7 %
XA PREE 1 REfE 75 4R 4k 11 : set interface vlan1 vian trunk .

E X F1ZOF0 VLAN $Rid
Trust-vsys _name X B 12 L% vsys FERZERIIL A VLAN. Untrust X Be 742 106 vsys #8221 A TL1) WAN, 3@
FERIRE . O BA LT JE
e WE—[f1 VLAN ID ( M 1 @J 4095 )
o AHERAG P HhE? (FEHETET, 1P MR )
A, B CETMIHMLEH
o HRERH VLAN

vsys 1] LI —A> Untrust [X Bt 73 DRI £ A Trust-vsys name X B 7450 . WRERLR S A C¥H Untrust X B 1%
1, Rt ?*E?& Untrust X Bt 11, NetScreen #5108 SRR -4 L1 A1 VLAN.

1. UMRGAT EH” BT, EAZFEENRR. (HE, S E B BT SR Y% VLAN,
12. HRAJRFAG IP HbEE R, SRS 2-79 T ER “ATF IP #ihk” FZE 2-80 0 L/ “FAH IP bl .
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vsys1 S5 R G = Untrust [X Bt if = 4Lk NetScreen %
B, sif = 71
vsys2 fll vsys100 F.77 H CL46
JE 2] Untrust X B % 7806

-« — |f if — P LAN
i sif =  » VLAN.1

WARFE LG GE3H Trust X BRI i : '
R LR B B st == = VLAN2
I vsys1 sif ==——» VLAN3

sif =—=—»  VLANA4
vsys1 HA3 A4 e 31 ' '

Trust-vsys1 X Bt 142 H, = sif sif  ==—— VLANS5
IR LRI AE A0 VLAN. VSYSZ &t .+  VLANSG

vsys2 FHAMWANGE e 21| H
Trust-vsys2 X B[ FH:11,
TN HIHOE AT A F 1) VLAN.

vsys100 FLf7— Mg 3| H
Trust-vsys100 X Bt 42110,

PEB T AYEEREL 197 VLAN ID
AL —,

sif ==——» VLAN.292

B T — e S|f

vsys100

NetScreen B 45 ZFi 77 & IEEE 802.1Q 1) VLAN Fric . Fric & UK ISk IS INAL,  FR7~%kE e VLAN H i M JE %
Fo WK VLAN 485E 21 vsys, Sthridih vl T8 e Wi J& 1 vsys,  AIMAfE H N FH 2% S ng . Wit VLAN R
g8 2] vsys, WITE NetScreen 5 £ [FAR 5 48 Hh 15z B 1 SR W 1 8 211

RS HE Ga] LG VLAN. h HAR 5 i m LK Hgl e 21 veys. [ 4 VLAN F85€ i 2 n] DLl ok 22 Fpo7 ik (st
A, MAC Ml il ) 5el, MR H T ASCRYEH 1. vsys admin (40545 16 ) 456 0] LLUE L G ik«
. ARkRSs. VPN FISERS K HE veys. WA vsys admin, ASAAR R T BE GV AT IX S84 45 .

VEB: WERK admin K17 VLAN FEiEZ)] vsys, VILAN Y474 NetScreen i #&HRZ 41517,
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N vsys QI VLAN, MRIVE B G IAT L R =/MESS - EARBLARSE. 3 X IR S VLAN BRI K.

TER: vsys THIPIE T2 T AN, UEAEY, 7 vsys HT T, —EXGHENIP bt HI4):
Subinterface1 - 10.2.2.1 255.255.255.0 £/ Subinterface2 - 10.2.3.1 255.255.255.0 Z KM, B, FHEBEF] AT
BERZHTTM o

1272, RGLUTF TN TMHLEE, HiliEE— vsys H21 a2 :

subinterface1 - 10.2.2.1 255.255.0.0 #/I subinterface2 - 10.2.3.1 255.255.0.0.

A IEILF G TP HLL 6 [ AT LA

el €EX =4F#H O VLAN FRig

RS, K ALEAS 3 UL By “YEH)  Vsys XT G A Admins” EIEE AN BILR S - vsys1. vsys2 Fl vsys3 & X
FH R VLAN bride ATMASFR: O H TNE NAT BU M sfr A BIR S, =T OH T4 “Bl” B
R TFIBITHAHEIIARS . T804 10.1.1.1/24. 10.2.2.1/24 F11.3.3.1/24, {F ethernet3/2 FAIE A = AN 181,

TG = AP R G SR R G L Untrust X B 201 (ethernet1/1; 1.1.1.1/24). Untrust X BeA7 T untrust-vr # i
.
WebUI

1. Vsysl F#[O#A VLAN #Ric
Vsys: #.i; Enter ( X} vsys1).
Network > Interfaces > New Sub-IF ( X} T ethernet3/2 ): Hi ANLL NN %, SRJGH.d OK:
Interface Name: ethernet3/2.1
Zone Name: Trust-vsys1
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IP Address/Netmask: 10.1.1.1/24
VLAN Tag: 1"

2. Vsys2 F#:[0#0 VLAN #rid
Vsys: Hi.i; Enter ( %1 vsys2).
Network > Interfaces > New Sub-IF ( X ethernet3/2 ): HIALL T, AR5 OK:
Interface Name: ethernet3/2.2
Zone Name: Trust-vsys2
IP Address/Netmask: 10.2.2.1/24
VLAN Tag: 2

3. Vsys3 F# 70 VLAN #xid
Vsys: Hi.i; Enter ( %1 vsys3).
Network > Interfaces > New Sub-IF ( 1T ethernet3/2 ): I AL F N, AR5 Apply:
Interface Name: ethernet3/2.3
Zone Name: Trust-vsys3
IP Address/Netmask: 1.3.3.1/24
VLAN Tag: 3

1%EF Interface Mode: Route, X5 OK.,
il Exit Vsys LLIR[AIFRZK .

13, ATLUE AR “Bih” Bl NAT BOUTR ST RBEIIAR S e NAT B, [k, AEsbB] s /4R e T I QU iy A~ 5~ o
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CLI

1. Vsysl F#%O%0 VLAN Fric

ns—-> enter vsys vsysl

ns (vsysl)
ns (vsysl)
ns(vsysl)
ns ( )

->
->
->
vsysl)->

set interface
set interface
save
exit

2. Vsys2 F#:[0#0 VLAN #rid

ns-> enter vsys vsysZ2

ns (vsys2)
ns (vsys2)
ns (vsys2)
ns ( )

->
->
->
vsys2)->

set interface
set interface
save
exit

3. Vsys3 F#&[#0 VLAN #Ric

ns-> enter vsys vsys3

ns (vsys3)
ns (vsys3
ns (vsys3
ns (vsys3
ns(

->
->
->
->
vsys3) —>

)
)
)
)

set interface
set interface
set interface
save
exit

ethernet3/2.
ethernet3/2.

ethernet3/2.
ethernet3/2.

ethernet3/2.
ethernet3/2.
ethernet3/2.

o

NN

w w W

zone trust-vsysl
ip 10.1.1.1/24 tag 1

zone trust-vsys?2
ip 10.2.2.1/24 tag 2

zone trust-vsys3
ip 1.3.3.1/24 tag 3
route

14. ATLUE AR “Bih” BEE NAT BOUTR ST REIIAR S e NAT B, Rk, AEsbf] s /4R e T i QU iy A~ 5~ o
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EREMARGZ BRI
AL vsys i) VLAN A 5 BB 3 £ . KD ERURSE I VLAN B R BB BB, BRAEBRG vsys
FERCE T NGRS, R0 VF % RGN R T LT AT

M2 VLAN T[a] ()45 S AE HAR SRS ¥ B I S BOE I N Is AT MU AR ST VLAN J8] (1945 B UL H P [ R 400 R e SR v
(ZHGENIZAT"™.  NetScreen 145 HUALEE fLVF B FFUGR R AL R e 045 BRI AR VERE N H bR B0 R G015 Rt
Qe ﬁﬁ’l‘ﬁ?ﬂ%éﬁﬁ‘]@?ﬂ%éﬁ%ﬁﬁ%Bﬂ\éﬁﬁﬁﬁﬁﬂi%, VAR S EUERRK S 17 (AR RIATA ) Hsl .

e : InterVsys BYIE 1S

FESLIH,  vsys1 Al vsys2 [ admins (15255 25 v LR “Yufl oo AN EORT VLAN brid” ) e e Sms LLS
Z) VLAN 1 o1 T /E 3 (work js, IP Hillk % 10.1.1.10/32) il VLAN 2 i [ fli 4548 (ftp_server, IP ikl
10.2.2.20/32) Z [A] A5 Bt e W a2 DL N AN A, PR 2 TR) g v] AREA T34

o vsys1 [1) vsys admin ¥ & 115K BE RVHE SV Trust-vsys1 H1 (1) TAES 2] Untrust X B IR 2545 -

e vsys2 [fJ vsys admin B 115 VS B Untrust X B ) TAES R 2] Trust-vsys2 H IR 55 2% .
iV, NetScreen m%J:EI’J P AT 2% 15 2% 02 20 2 JEAC#RFL. XKk B VLAN 1 1145 B 2] VLAN 2

DB AT B WL RIA FH T4 3 2 8% f %+ NetScreen m% TR M2 25 3 2 2%, ) VLAN1 F1 VLAN2 [7]
M S vl DUBE N I 28, [A I 28dk NetScreen %4 LB M T lﬂ%

vsys1 fll vsys2 admins & B3¢ AN (K4 . JEE 1) Untrust X BT vsys1 Al vsys2 1) untrust-vr & Trust X B

15. FEMR ARS8 HH B B K SRS AN S WA AE KDL ZR E PP BRI SR, e Z IR

NetScreen #I 2 5EH -F 7 %5 ERRS 28
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BT VIAN B2 R %

o JIL 7]

NetScreen % %%

# 2 work_js
| | AL 2 10.1.1.70/32
Veyst — VLAN1 T
T e Ja
‘ B 53 = ftp_server
| | 10.2.2.20/32
Vsys2 = = VLAN 2 e

WebUI
1. Vsysl
Mtk

Objects > Addresses > List > New: ¥ AL F A%, X5 i OK:
Address Name: work_js

IP Address/Domain Name:

IP/Netmask: ( %+ ), 10.1.1.10/32
Zone: Trust-vsys1

Objects > Addresses > List > New: i AL FNZE, #RJ5 Hidi OK:
Address Name: ftp_server

IP Address/Domain Name:

IP/Netmask: ( £#f ), 10.2.2.20/32
Zone: Untrust
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% FH
Network > Routing > Routing Entries > untrust-vr New: i ALL RN %, RJ55d OK

H
Network Address/Netmask: 10.1.1.0/24
Next Hop Virtual Router Name: ( #%$% ); vsys1-vr

Network > Routing > Routing Entries > vsys1-vr New: 5 AL F N2, AR5 Hd OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: (1£#%)
Next Hop Virtual Router Name: ( #%$% ); untrust-vr

RES
Policies > (From: Trust-vsys1, To: Untrust) New: ¥ AL RN %, K5 Hiddi OK:

Source Address:
Address Book Entry: ( £+ ), work_js

Destination Address:
Address Book Entry: ( i£+# ), ftp_server

Service: FTP-Get
Action: Permit

2. Vsys2

H ik
Objects > Addresses > List > New: ¥ ALL F A%, K5 i OK:
Address Name: ftp_server
IP Address/Domain Name:
IP/Netmask: (i%£+¢ ), 10.2.2.2/032

Zone: Trust-vsys2

30
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£1E EURS
Objects > Addresses > List > New: ¥ AL F A%, X5 i OK:
Address Name: work_js
IP Address/Domain Name:

IP/Netmask: (i%&+¢ ), 10.1.1.10/32

Zone: Untrust

% FH
Network > Routing > Routing Entries > untrust-vr New: i ALL RN %, RJ55d OK
Network Address/Netmask: 10.2.2.0/24
Next Hop Virtual Router Name: ( #%$% ); vsys2-vr

Network > Routing > Routing Entries > vsys2-vr New: ¥ AL F N %, AR5 Hd OK:

Network Address/Netmask: 0.0.0.0/0
Next Hop Virtual Router Name: ( #%£#% ); untrust-vr

i
Policies > (From: Untrust, To: Trust-vsys2) New: i ALL RN %, AR5 $d OK:

Source Address:
Address Book Entry: (i£$% ), work_js

Destination Address:
Address Book Entry: (#£# ), ftp_server

Service: FTP-Get
Action: Permit
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CLI

1. Vsysl
kil

set address trust-vsysl work js 10.1.1.10/32
set address untrust ftp server 10.2.2.20/32

2

set vrouter untrust-vr route 10.1.1.0/24 vrouter vsysl-vr
set vrouter vsysl-vr route 0.0.0.0/0 vrouter untrust-vr

R g

set policy from trust-vsysl to untrust work js ftp server ftp-get permit
save

2. Vsys2
kil

set address trust-vsys2 ftp server 10.2.2.20/32
set address untrust work js 10.1.1.10/32

3. H&H

set vrouter untrust-vr route 10.2.2.0/24 vrouter vsys2-vr
set vrouter vsys2-vr route 0.0.0.0/0 vrouter untrust-vr

4. Vsys2 %K

set policy from untrust to trust-vsys2 work js ftp server ftp-get permit
save
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ETFIPHEERSE

T IP (5 B 2K A AT VLAN 148 2L 2 45, NetScreen #4518 1P #uhik (A& VLAN Frid ) 202515
S, KM 1P VS 5% e RS (#RER vsys ) BERML K . BMCRHIFE T IP BE B 28 71k 2505 B,
i RGP %00

e untrust-vr F1H /52 XH internal-vr

e Untrust X BRI 7 sE I ERIX B

o Untrust X Bt LR P e X 3 X B 1 ™°

W HBAZ AL

2
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(=
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F| vsys2
F| vsys3

ISR th &
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C
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H
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oK

xesy

H== [ UNTRUST-VR

vsys1
10.1.1.0/24

L7 Untrust X B

4t
(, TP )

N
okk/
i
X
E}E

E’ vsys2
””10.1 .2.0/24

vsys
10.1.3.0/24

YEB 1 T A IS Untrust FIABEIX BE. Untrust F177 551X BéBE LT, LU
& untrust-vr 1l internal-vr.

16. BIAEREEE T VLAN [R5 SRR T N A5 B, (E TANIAE B, PrT SR GUA A AL 5 Untrust X B LUAE 21 Untrust B I (BRAFER ST
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TN RS SE T B (R R G de € 1ML IP HuhEE ], I AR AT LA AT — 54
WebUI

Network > Zones > Edit ( T zone ) > IP Classification: #i AL F N %, RJGHd OK:
System: (LR EL vsys_name_str)

Address Type: (£ Subnet J-#ii\ ip_addr/mask, 5i%+% Range Jf-4i A
ip_addr1 — ip_addr2)

CLI

set zone zone ip-classification net jp_addr/mask { root | vsys name_str}
set zone zone ip-classification range ip_addr1-ip_addr2 { root | vsys name_str}

3T 1P FE B BBkt = e X, IrURL R AR S A IP #ukk, (HEXFT5F VLAN
PE S RTTEHIT CL e ek, TP R IL AR N8 0, B Bz D ia AT b ZiE NAT 88 “ g7
B AnTCURE NAT BCF “Bg i ” BERAG AT AR RS WNIXEE SN, 2T IP 5 Mghl 7 S
B BI3ET VLAN [R5 VR BT R IR 7 &6 R0

B0k, RS A ZeX A D BRMA R — vsys TH — AW ERIE Has . W2 X BL N B AN
NI V2 A . U B R S I R OB, 3E— vsys H i vsys admin B LUf ] snoop fir AR S —
vsys MBS IESI G B Ak, EH?TI*]*K?J‘&TUI&?T IP k3w, NetScreen gt s 4% A == 8 11 1 1P R Ol
SCREEN T, 75 ¥ A MRS B 0 2K0r Zhf, DAESRET IP Jrvkde b i B 2R R 535+ VLAN JiE$e it
iﬁﬁé'fﬁﬂﬁﬁE@%iﬁiiﬁﬁ?.l%&ﬁﬂ@}
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/E',{ylj EEEﬁ%: IP Ef”mm»i}l \g!_é

FELLHI, BNAES 3 JLER “yu Vsys XA Admins” FHBEF =AMNR ARG R ERE T IP 1EBRS2E. ¥
trust-vr & X o nl 3=, QI E X B, Ky 44 o Internal JE 48 € 3 trust-vr. SR J5 ik Internal IZEXTA% pEs
ethernet3/2 4 23211 Internal X B, HILAC IP Mkt 10.1.0.1/16, JFiE$E NAT £z,

¥ ethernet1/2 4552 3L 11 Untrust X B3 A4 IP Hihlk 210.1.1.1/24.  Untrust X B 548 W ¢ 1P Hubik 4
210.1.1.250. Internal £l Untrust X B &RLE 3L trust-vr B fdal

T R A E K vsys BER IR TR
J 10.1.1.0/24 — vsys1
J 10.1.2.0/24 — vsys2
e 10.1.3.0/24 — vsys3

WebUI

1. ERIRHR. ReXMAEO
Network > Routing > Virtual Routers > Edit ( X} trust-vr): " Shared and accessible by other vsys &
EHE, AR5 OK.

Network > Zones > New: i AL F %, #RJ5 Hiili OK:
Zone Name: Internal
Virtual Router Name: trust-vr
Zone Type: Layer 3
Network > Zones > Edit ( X} - Internal ): £+ Share Zone &iEHE, )5 ¥ OK.
Network > Interfaces > Edit ( X} T- ethernet3/2): HIALL RN %, X5 Hd: OK:
Zone Name: Internal
IP Address/Netmask: 10.1.0.1/16
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215 BEMES
Network > Interfaces > Edit ( %f - ethernet1/2): #ALL F A%, AR5 Hd OK:

Zone Name: Untrust
IP Address/Netmask: 210.1.1.1/24

g
Network > Routing > Routing Entries > trust-vr New: i AL F N %, A5 Hdi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (1£#%)

Interface: ethernet1/2
Gateway IP Address: 210.1.1.250

Trust XEZ BT IP 533
Network > Zones > Edit ( X} T Internal ) > IP Classification: i AL NN %, ARG OK:

System: vsys1

Address Type:

Subnet: (1£# ); 10.1.1.0/24
Network > Zones > Edit ( X} T* Internal ) > IP Classification: i AL F N %E, R )5 Hidi OK:

System: vsys2

Address Type:

Subnet: ( 1£$% ); 10.1.2.0/24
Network > Zones > Edit ( X} T* Internal ) > IP Classification: #i AL F N %, AR5 Hdi OK:

System: vsys3

Address Type:
Subnet: ( 1L+ ); 10.1.3.0/24
Network > Zones > Edit ( %f T* Internal ): ¥t IP Classification = ikHE, XJ5 8 di OK.
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ET IPHERBRSE

CLI
1. EMSHR. *EXFE0

set vrouter trust-vr shared

set zone name Internal

set zone Internal shared
set interface ethernet3/2
set interface ethernet3/2
set interface ethernet3/2
set interface ethernetl/2
set interface ethernetl/2

2. P&H

zone Internal
ip 10.1.0.1/16
nat

zone untrust

ip 210.1.1.1/24

set vrouter trust-vr route 0.0.0.0/0 interface ethernetl/2 gateway 210.1.1.250

3. Trust XEERY IP 92

set zone Internal ip-classification net 10.1.1.0/24 vsysl
set zone Internal ip-classification net 10.1.2.0/24 vsys2
set zone Internal ip-classification net 10.1.3.0/24 vsys3
set zone Internal ip-classification

save
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LA Vsys ADMIN 105 %
SR ZCE I 3 MARZE N vsys ANJFl,  vsys admin m] EEEREAN B CUIF) veys. MARE EE SR Y vsys B, 1% L 01K
BHFIR RS, 24 vsys admin 1B H! vsys I, CErar R iE %
PG4 7R 1 anff LL vsys admin B 43 55k 2 vsys,  Gnqe] B0 5 LA

e BRHFENZ
FELEGI T, & (VE R vsys admin ) B il Hg N e 8 5k 44 jsmith F125 00 PA50iH10 2 5% 2 vsys1. K200 3 2 Ay
I6DIs13guh, #RJ57F4 .

JEB: vsys admin A LLEMHERE (/75 ), [ NetScreen #4514 (/1 1% 5 B At FE UM A SR 25 Hy
LUSFEFIHII T vSys, 24 BT A vsys admin 128 25—

WebUI
1. &%
7F Web W 52811 URL 7B, %\ vsys1 [ Untrust X Bz IP bk,
I Network Password XfiGHERT, fIALLRAZE, 2R OK:
User Name: jsmith
Password: Pd50iH10
2. BEME
Configuration > Admin > Administrators: i \LL N %%, X5 #.il OK:
Vsys Admin Old Password: Pd50iH10
Vsys Admin New Password: 16DIs13guh
Confirm New Password: 16DIs13guh
3. X
i Logout, A7 T35 (1) EEH .
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L Vsys Admin 4%

1 i aanAAhse” (SCS). Telnet 58 Hyper Terminal <5i% (s 2474, i vsys1 [ Untrust [X Bd%

CLI
1. &%
1 IP Hiuhk,
SR CAR FH P A4 A0 i 26 5%
— User Name: jsmith
— Password: Pd50iH10
2. BEHE
set admin password I6Dlsl3guh
save
3. I
exit
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