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No part of this document may be reproduced or transmitted in any form or by
any means, electronic or mechanical, for any purpose, without receiving written
permission from:

Juniper Networks, Inc.
ATTN: General Counsel
1194 N. Mathilda Ave.
Sunnyvale, CA 94089-1206

FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. If it is not installed in accordance with NetScreen'’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
» Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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NetScreen-500, HF#z 1 dy % DASEER 407 B R izt [ LUK W bRl B, 4210 ethernet1/2 oz LB H
ESE—FEAL (ethernet1/2) F158 —/ i O (ethernet1/2).

YPERE Oy

[
.," 3/2[EEE

Pl
e" 414/ JEER

TER 1 H T HER 1119 NetScreen i 17 £ 29/, 1P Zially “/H/ 15/ 7 -

4. XTAEGRE B[] DB AN L s AR B, O AN R BAT A (K 22 4 90, T AN 2258 . ScreenOS X - PN X BRI TR A7 Bt 7 225K
s R FEAS DXBUAN T 2
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% 1 &= ScreenOS K& LW ZEXEEO

FED

KT 3ZFr L LAN (VLAN) B 4%, wDAEZ S B — M 10 00 o LN R T 10, BS9SRI A 21
P B R 58 . TR — NSNS, (HedEthae B SWE: O, 1801 802.1Q VLAN #ric® 1
17X 4. NetScreen ¥ £ H T4 Lt 3 1P Hubik Al VLAN Fric k385 1Ms BN FGL X B, N7 W, ML
PR O VLAN Arid 5l 5 8 054 . @i, fH VLAN #rid 3 113210 ethernet1/2 13444 ethernet1/2.3.
KRR LBRAE S — M7, 5 AN Ak b, THE05 04 3 (ethernet1/2.3).

R, BARTFEOSYHEE O SLEERbRR, (H R Y0 1 X B I EAMKHE T B4 1455 1 X B 78 mT LUK 142 1
ethernet1/2.3 4152 2| 5 W) #3211 ethernet1/2 B, ethernet1/2.2 Fi4b e AN EIX B o [FIFE, 1P Huhik (K43 i to % A PR
e ARIE FELTHA ZRSE SLHHEAE Y B2 O HohlE 23 (8] i T b

TR
311 3/2.1
1111 1/2.1 312  3/2.2
112 1/2.2 313 323

3/2 sEK

211 221 4111 4/2.1
212 222 412  4/2.2

5. 802.1Q & [EEE #rifE, & X 7 SEHUEAE LAN IHLHILL A& AIKIE R VLAN FRic s VLAN A 26 38 19 UK R hids X
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% 1 &= ScreenOS K& LW ERE RS

FE LB FH 25

REPLEE 28 (VR) IThae Sk thas A A . e ¥iE B O 0 & | ARk 7k % th R . #F ScreenQS 1,
NetScreen ¥4 S TIE XA REILRE 28 . 1XHF LY NetScreen ¥ £ 430 WA B ) SR AN 3R Bk th 6, [RIIt
Rl Kl FOL Py 2 0 b 2 TR () % i As B B, untrust-vr S8 SR SASAI {5 G BTG, I HA A R X BURAR AR
s B AR X B s S trust-vre FEAT4EY . K, SV RE  untrust-vr HRRR S HRE S 1K) 5 oK 4
ATAR] A 38 X 2545 L o

trust-vr B f1 2k ek y untrust-vr B ik £

e ek

U2k NetScreen ¥ EAFAEPIANHEAUi thas, W AZEELER T ANE VR o IX B2 18] B sl AR SR (B AR e iy
e SRS ) I RAy B RURAE MR AL s 2 A0, U 223 1 VR 22 Ta) FR) it el Aok g — A VR E O B —
BRI VR ARG E R ASE . A O A B A R B, WS 6 5“7
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?
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% 1 ZE ScreenOS AR %

A

R
NetScreen B¢ M TR LR (11224, "B T EOR I — A 2 e X BRI o) — X BUR R X A AT 2, AR T LA
SGIBUNEIE [ ERA O
TEGAE DL, NetScreen B 404447 [ I T A 7 BA°e S G Sms, IR o SOV Tl ) I 3E e 4 v
Yt s BE R E H AR S BRI RS, SmT LU X Bl (R B LAl Vel R, o USeVF T R4
S AN DB A AT 5 s B B AT X B AR AR H bt s, 10 HBAT AR AR 0E I 1R) PR Y BBl e /N, R L
Ao, VR E B HUE N TR B A2 B e EHLS 55— X BUh B fR € EALLZ IR

] B IR ) AR R SS T AEATR AT B U IR U ] - SMTP AR 45 il 7E 5:00 AM |
B TE] A Trust X B fRAT ] — 55 %] Untrust ~ 7:00 PM, M Trust X B (R lE£F IR 45 22 2] Untrust
X BT — 5 X B PR R 55 %

— o=
-

! Untrust
( % B

|\
ﬁ/ Trust
X Bt

Untrust
X B

6. JCLb NetScreen 4 ) I BEE IIHAE S0y SOV T M Trust X BE3 Untrust X B (s B, (RFEZEFT4E M Untrust X B3] Trust X BNk B .
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% 1 &= ScreenOS K& LW H A%

BRI B O 2 N A X B A o) — X BeAL s AR S0 e 2 7] B P 4% I Tal 4L 60N, NetScreen st i ex i & I
T A HN R P R RVFIXPME BRSNS (TS M 298 vt B “SRIKAIL” )o EAEFEEIR AT A — 22X
BAB 2] 5 — B (P, AIXE A 2IXEBB), WZIRCE D FEVFX B A X B B AIE(E B SN . A5 5
WLl o — 7 s, WARCE T — s, SV BRI B B WA X B Ao X T N B o5 — DX Bt i (AR ]
fr L, AR SEVFE SRS . [FIRE, WA A T D BERHLZE, A 20 B4 Se VA R X DX BUH MR ]

I3 AT [ SRS

trust-vr 1% f 2RIk untrust-vr B ik $ie

&

TR KM T TR, S04 6 7, I
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% 1 Z ScreenOS (KR LEH o B

WA NetScreen ¥4 FHCE 413K, 0] GE M Z0HC & 413% SEMs . BRa i F,  NetScreen 45 AN fuVF X Bl 1)
HIFLE G B A B B P (W “WTE ol (PIM)) AR50 B . ZH 4% SRms 42 i 4H 3%
PG SRS . AR B (BEEFE IR AR AR ) FEX B, Rt E R KIS . (kA%
SMEHIE R, EEIUH 6-202 TR “HIRFEIE” . )
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% 1 = ScreenOS KR L VPN

VPN

ScreenOS L Rl L L T M 4% (VPN) Bt & kI, WRh =R R s

o FTFERHM VPN — “HEiierik” wHfie NetScreen £ 5 BEMFLe(s B . SEIE RFEIE L S B Bk K
R E R H bR WSS o Vs S o B 5 40 e 1) VPN JEIE 321, W) NetScreen w4t
FIBEZ M . BURCE A2 B SRS N S VPN GEIE N . B & se iln, XSSl g o vl %R, T
PRYT—A 2 X B 55— X Bz a3 i A B .

o FETIREEHI VPN — “IOEmE A4k Bafe 2 king 5| A 2 VPN & K “tunnel” &85 A EVERT,
NetScreen ¥ #% 3f BEMF (5 S

o - s B s VPN R B R U, FE T i ) VPN & —FR A Ik $E, A 5] UK 2 AN S Y H 2 28 54~ VPN
W MG S XT3RS VPN BCE ki, LT 5051 VPN & — MR I Ee, K3k S % 7 il e e v] DL
% PP 1P sk

DL BB T 1%t (1 VPN BB b A 20 ) B0 2%

1. Jic®E VPN HIERS (141, vpn-to-SF, i SF o B FrEm Sk ), HEARM K& L — M8 08 H#: s
EONHBE . (RN A R M DG, A2 R T IP Mk, )

2. Ol AMEEEED (i, tunnel.1), WY ER—ADLERE,

3. KmiEELN tunnel. 1 485E #| VPN & vpn-to-SF .

4. oS5 REN EE, EHRE N, IBHE SF S BB AER tunnel. 1.

I B o il VPN it HR I B
e per]
Bt
tunnel.1 vpn-to-SF

7. ALKGZIEIERE 1 F0E ) VPN A5 RIRAAER R — X B b R di g g a5 1, 0 BT DX B B~ T LAS ) i 1
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% 1 = ScreenOS KR L VPN

VeI, IEIE O, O SFAREME Bl LN . BAE, B LGUEBE RS H, W “Trust LAN”
(10.1.1.0/24) A1 “SF LAN” (10.2.2.0/24), I B sms, SVFEBHLIEAFSERE SR MNIREI (W “Trust LAN” )
e BFRE Hbs (1 “SFLAN” ).

Al NetScreen B 4445 KlE L tunnel.1 3% L1 A Trust X Bt B1 3] Untrust X BLrf) “SF LAN” .
A% tunnel.1 4P 2] VPN JlE “vpn-to-SF” L, JTLL NetScreen 1 I fi S J i iod 12 3K
{7 BRI B RS A5 7 o

untrust-vr % fiE IR \.
Ebr i
1.1.1.0/24 eth1/2
10.2.2.0/24  tunnel.1

0.0.0.0/0 1.1.1.250

Untrust [X B @ SF LAN ‘
B ©10.2.2.0/24
eth1/2, 1.1.1.1/24 —

trust-vr &4 f ik Pesg VPN il i
AT vpn-to-SF
S it H 1.1.1.250
10.1.1.0/24 eth3/2 Trust X B
0.0.0.0/0 untrust-vr eth3/2-10.1.1.1/24
]

B AR VPN FIiEA G, iS4 5 25, “VPN”,
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% 1 ZE ScreenOS AR %

R R

R RS

—1 NetScreen ¥ & SZ B R SL (vsys). MEIURG SN ERENIN 7y, FEH B, Eige —MNIAL s,
REFL R GEARXS T-[7l— NetScreen 4 LA & L R G LU AR RS AR 2T AFAEM) . 4 ScreenOS 3 H T kU
ARG THEDA A EE R - KB OB s R r B MES BRI T ScreenOS & Ui [RI I 7EAR

KR vsys 2 R IX e D1 R gE A AE T

ﬁ B BRI GBI B

trust-vr

untrust-vr

vsys1-vr

vsys1

N
A VSvs2 N - vSys2-vr
‘A : N

vsys3

Untrust  vsys2 A }
?%j

LBk
vsys3 & VSys3-vr

Z-E,a B KMERRL LUK TSGR LI T I T TR s 1T i (5 48, 15 S0 7 9 2

2
/ o

“HEIRF
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% 1 & ScreenOS KR L HiRERFY
HiIEERES
7E ScreenOS ', W I T F % a0 R s i 7 k7.
OO NNONNO O ® @ ©
— SCREEN  £xi% MIP/VIP » % H s ( NAT-Dst 1 / ok Bz AT
E- UR e ik EHLIP ik ik NAT-Src £if 28
| | | | |
. SRR S AT ek EHLEEVIES SR
)\Ti% H E‘I/] -LEZ‘P'_EEE’ 1/% 10.10.10.0/24 eth1/1 Y HAR RS BAE id 977 vsys id 0, flag 000040/00,
PAT LR 4-9, 0.0.0.0/0 untrust-vr 1'?5i (31 )dQ%(%otl%es/??es >
211.68.1.2/80, 6, 002be0c0066b,
| subif 0, tun O
GRICES, WE % l
R 9,
JE X B . Permit = % k Hdi
e Reject = % JEkt
Hpsbc B TCP RST K% 5
LA B Tunnel = A Jlj 7 3 Sl I 2
47 VPN i
AR 2845 B
RIHE B2 = B 1ok A >
TR E ) 24
X B
ﬁﬂ%%?@@&@%ﬁ@%& JUIEES
< R AT 4 ;o
B VPN 3 B JHEAE BORAT SR £ 4%
F % ) VPN HiE
MG, WYEX
B = A Horp i B e
VO B,
W VPN {5 Bif 2
Wi i g X B = Wi X B, WME L
JamEs e @@ TR LI A0 A
WX B,
THIE X B
2L BEAREE 12
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1. FOBHGRBIE D, BEmIR Y E FZ%4E L TR B
P X BAR A DL A 4 BEA T 1 5
—  IRABAE B, WYX B AN D BT DGR ) A X B
—  WRAHHT T BRI R O g5 R VPN G b, YR X BCh AE e e I T R R 2 A X B
—  WRAHAT T B HaE S DA T X B, YR X B ZIE G X BT N AR R IX B (A IE X B
)22 4= X B ) o
2. M, Wil B TR B SCREEN i35, I NetScreen ¥ #-#4 % SCREEN #i}t. SCREEN f#rnf
R A =g R —
— 4R SCREEN ML 2] 75 4T 0 (54T 0 CUlCE NetScreen ¥ H 8 1% i1 ), N NetScreen
WS EFZERAIFEFHHEPER—1N5H
—  tn SCREEN ML 2 S5 AT R (AT b Clc & NetScreen ¥ £ 10 sk FAE A B HdE £0.), W)
NetScreen B 40K (EN 12 ) SCREEN I £ #8511 & il sk iz i, R4kt T F—2=2.
— % SCREEN HLHIAA R 2 25474, W NetScreen Beac4ksl F—0 K.
3. SUBHBUIT SRR, SR HIA S5 1Z B ST ISR .
W ZEH O S S AILE, NetScreen WS HAT “H AR, ZUIMRAR NS 4 3 9,
WHZA S5 IA S1EVLE, NetScreen W& 2SHAT “HREAbEL” , FIA &84 H o] IS BOR AL BEZ 3L
Paflo “PRHALEL” SBIPIE 4 3] 8, XS A (5 B O A AE S0 1K) 1 W AL PRI TR 3R A5
4. WURAE B 1P (MIP) B4 1P (VIP) kb, bk Wbt 2% MIP 2 VIP 3E4T AT LG % b 6 B & e 3]
SEBRA) AL HAE o
5. R ARG S ERIE A H bRl 8 0. [FIN, B R 4R E 1 H AR X B
H Fr X BCAR 4 LR A 4 A 3EATHf 5
— MR HFRX B X B, 15 L B T g Ak .
— W EPRXBOEEE X B, 1 AN AR X BT R A 4R
— R HERX B S R X B[R] ELAEH Tz X B I BEBHLZE, I NetScreen B aKs Bkt 038 6 Fil 7 4K
A — N2 (DB 8). W s HWNIRIX BIEHZE, N NetScreen W 4K & 5 H4 4
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% 1 & ScreenOS KR L HEERFY

6.

Tl [ S A B3R, DAELE TR H BU50R H AR DX B g bk 2 () 2 S s
TE S0 Th i B (3 /E Y E T NetScreen By K5 AT (0 1E
WA Permit, NetScreen 1 £4s ¥ e ¥ B (037 K 2 3 H brtth o
— WRHEAE Deny, NetScreen s 4x th e £ 0 % 5%

- WHEES Reject, NetScreen &k #4& v ¥ A L7 JF HW R ¥isCh TCP, B HEER Y
(RST) Ai& Y 1P Huhl,
—  WREEAES Tunnel, NetScreen % #42 w e A0 AL % A2y VPN BEEL, ZBIHO S B 47 3 2501
F8 € ) VPN I8 & B T 1R1% .
WHR SRS P e 2 7 H brbbE 4 (NAT-dst), U NAT B2 1P 30l Gk b il i H btk 4k — A~
ENGITEE: R
WERSRE TR LR (36132 10 NAT BJE T3R5 1) NAT-src ), ) NAT BEE S 706 1P s a6 Sk ()
P b L4 e 3] H Al S EE VPN RSB i AT 4 4k

(AR [m—sEmg TR [ R € T NAT-dst fil NAT-src, Il NetScreen 454 1 56T NAT-dst, R 5847
NAT-src. )

SRS R P aE A4 H, HhaSP®A 27 4R

Bt)5, NetScreen &%ﬁﬁﬁﬁ%mﬁ%ﬁ*ﬁfé‘%ﬁ AL 3 [ — 25 1% 1) s 2 A
NetScreen & AT 7L 1 1 45 38 I HRAEE .

SR R R YR L A . VPN R, Inss . s ik .
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% 1 &= ScreenOS K& LW HIERRFY

SEf (51 #B5): BT XERE

SATW B el XRH—E, HH R TR LT A B . AR5 B R B E AR X BRI
H, WEZ R A7 GUER “pl] (55 2 390 ) ANDRBURIE D7 o AR HURE N AL RS E B R NN X E

» Finance * Eng * Untrust
 Trust * Mail  DMZ

Trust. Untrust il DMZ [X B2 TISERLE . #4200%F Finance. Eng Al Mail X BEET & o AEBRETEOUT, H
S X BT trust-vr % fik SIS b . KT, A49604 Finance Al Eng X BRI hes. HZE, R THECE Mail X

Bk, ‘EE%ETEEEE untrust-vr B PRI . B AA0K Untrust A1 DMZ [X B (1 RE 0L h 2 40 B2 & trust-vr
%) untrust-vr®,

trust-vr untrust-vr

e PRI B IR

8. AT IRHEAUNES th as A L BRI TE AN R, WS 6 & “ahsith” .
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WebUI

Network > Zones > New: B AL F 2, X5 Hd OK:
Zone Name: Finance

Virtual Router Name: trust-vr

Zone Type: Layer 3: (i%£#%)
Network > Zones > New: it AL N %, X5 Hiidi OK:

Zone Name: Eng

Virtual Router Name: trust-vr

Zone Type: Layer 3: (i%£#%)
Network > Zones > New: i\ L NN %, X5 Hud; OK:

Zone Name: Mail

Virtual Router Name: untrust-vr

Zone Type: Layer 3: (%£+¢)

Network > Zones > Edit ( X} T Untrust ): 7£ Virtual Router Name F$7%1|3& 1% #¢ untrust-vr, X5 5
OK.

Network > Zones > Edit ( %1 DMZ ): 7£ Virtual Router Name 741 HF %% untrust-vr, %5 #iidi OK.
CLI

set zone name finance

set zone name eng

set zone name mail

set zone mail vrouter untrust-vr
set zone untrust vrouter untrust-vr
set zone dmz vrouter untrust-vr
save
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% 1 = ScreenOS KR L HEERFY

e (5 2 #5): /\/I\EEIE'J:J&D

R T VU B 28 B0 o AR5 FR I P IX B AT TIRCE, WS 156 Ul B “%151 (517
AN B A TT—*B P, RN AL ST ICE, WS 21 TR ¢S WJ(?@ il
PIAE HEBR” . S4B U TR B L1905 1B B 1 Jf y JLRRE 1P i’@m%ﬂ%ﬂj 7T

puis
& tl)

):
):

1.3.3.1/24
eth1/1
Finance :
10.1.2.1/24 Mail
VLAN tag 1 m' a 1.4.4.1/24
eth3/2.1 VLAN tag 2
eth1/1.2

Trust
10.1.1.1/24
eth3/2

B

DMZ
( i 1.2.2.1/24
eth2/2

g
10.1.3.1/24
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WebUI

1. 30 ethernet3/2
Network > Interfaces > Edit ( %} T ethernet3/2 ): HIALL NN %, X5 Hd OK:

Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24
Manageable: (£ )
Management Services: WebUI, Telnet, SNMP, SSH ( 1%£#¢ )
Other Services: Ping (i%£#%)

2. £ ethernet3/2.1
Network > Interfaces > Sub-IF New: # AL F W%, R)5H T OK:
Interface Name: ethernet3/2.1

Zone Name: Finance

Static IP: ( LIS IET )

IP Address/Netmask: 10.1.2.1/24
VLAN Tag: 1

Other Services: Ping ( %+ )

3. 0O ethernet3/1
Network > Interfaces > Edit ( %f T- ethernet3/1 ): s ALL F A, RJ5Hd OK:
Zone Name: Eng
Static IP: ( H IR R IE T )
IP Address/Netmask: 10.1.3.1/24

Other Services: Ping ( i+ )
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4. 0 ethernetl1/1
Network > Interfaces > Edit ( %} T ethernet1/1): B ALL TN, X5 H#d OK:
Zone Name: Mail
Static IP: ( IR EFE LT )
IP Address/Netmask: 1.3.3.1/24
5. 30 ethernet1/1.2
Network > Interfaces > Sub-IF New: #i AL N N2, SR )5 Hidi OK:
Interface Name: ethernet1/1.2
Zone Name: Mail
Static IP: ( IR IE P IE TN )
IP Address/Netmask: 1.4.4.1/24
VLAN Tag: 2

6. %0 ethernet1/2
Network > Interfaces > Edit ( %} T ethernet1/2 ): HIALL F N %, K5 Hd OK:
Zone Name: Untrust
Static IP: ( IR £ I 5 )
IP Address/Netmask: 1.1.1.1/24
Manageable: ( £ )
Management Services: SNMP( i%££% )

7. 10 ethernet2/2
Network > Interfaces > Edit ( %} T* ethernet2/2 ): i ALL F %, AR5 8k OK:
Zone Name: DMZ

Static IP: (1%£+%)
IP Address/Netmask: 1.2.2.1/24
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% 1 = ScreenOS KR % #

IR B

CLI
1. #0O

set
set
set
set
set
set
set

2. #0O
set
set
set

3. #0O
set
set
set

4. #O
set
set

5. #QO
set
set

6. #EO
set
set
set

7. #&O

set

ethernet3/2

interface
interface
interface
interface
interface
interface
interface

ethernet3/2
ethernet3/2
ethernet3/2
ethernet3/2
ethernet3/2
ethernet3/2
ethernet3/2

ethernet3/2.1

interface
interface
interface

ethernet3/1
interface
interface
interface

ethernet1/1
interface
interface

ethernet1/1
interface
interface

ethernet1/2

interface
interface
interface

ethernet2/2

interface

ethernet3/2.
ethernet3/2.
ethernet3/2.

ethernet3/1
ethernet3/1
ethernet3/1

ethernetl/1
ethernetl/1

2
ethernetl/1.
.2 ip 1.4.4.1/24

ethernetl/1

ethernetl/2
ethernetl/2
ethernetl/2

ethernet2/2

set interface ethernet2/2

save

zone trust

ip 10.1.1.1/24
manage ping
manage webui
manage telnet
manage snmp
manage ssh

1 tag 1 zone finance
1 ip 10.1.2.1/24
1 manage ping

zone eng
ip 10.1.3.1/24
manage ping

zone mail
ip 1.3.3.1/24

2 tag 2 zone mail

zone untrust
ip 1.1.1.1/24
manage snmp

zone dmz
ip 1.2.2.1/24
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% 1 = ScreenOS KR L HEERFY

SEf (3£ 3 &P ): P EE IR TR
SR ARSI 5 s (e bR, XT%/\;‘zéEExE’Ji%DiﬁﬁTix, W 17 LM i

(552350 ) ANAXKBIEED” o 5 N80, KX mmgdtir i E, WES M 23 TR Yl (5 4 84 ) R
W7 o FEA R, 8 T A I B I R S I S T M /\”BE%EEE‘ GO IP ﬂﬁﬂtﬁﬁﬁa NetScreen i%
% Hah b,

1.3.3.1/24
trust- th1/1, % i :

b
10.1.2.1/24 m
VLAN tag 1 l

.

eth3/2.1, NAT

L

Trust
10.1.1.1/24 m'
eth3/2, NAT =X

Eng
10.1.3.1/24 mb
eth3/1, NAT /N

1.4.4.1/24
VLAN tag 2

eth1/1.2, ¥

BRI RER R

1.1.1.1/24
eth1/2, ¥

1.1.1.254

DMZ
1.2.2.1/24
eth2/2, %

WebUI

Network > Routing > Routing Entries > trust-vr New: #ii ALL F N2, SRJ5 il OK:
Network Address/Netmask: 0.0.0.0/0

Next Hop Virtual Router Name: ( Z£$¥ ); untrust-vr
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Network > Routing > Routing Entries > untrust-vr New: % A LL F A %8, K5 Hdi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£$¢)
Interface: ethernet1/2
Gateway IP Address: 1.1.1.254

CLI
set vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr
set vrouter untrust-vr route 0.0.0.0/0 interface ethl/2 gateway 1.1.1.254
save
NetScreen 45 Hah I LL G H (B ):
trust-vr
E2prag fHFEE O - i FI M=% IVrouter:
10.1.3.0/24 eth3/1 0.0.0.0
10.1.1.0/24 eth3/2 0.0.0.0
10.1.2.0/24 eth3/2.1 0.0.0.0
untrust-vr TR N AL H
E2prg fEHED : f#FH M 3% IVrouter: AR
1.2.2.0/24 eth2/2 0.0.0.0
1.1.1.0/24 eth1/2 0.0.0.0
1.4.4.0/24 eth1/1.2 0.0.0.0
1.3.3.0/24 eth1/1 0.0.0.0
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Seffl (56 4 #h9Y ): SRER

R NETRE VOB B e — B oy e B A 21 U “yudil (55 3 EBar ): PR HAE PR o il X
S Qe P R (1 SRS

3 ﬂ%ﬂl}u_ﬁ

. it e R '

AIEBIABI H s AETT U e BB Sk iy, Al 2B i e 55 41
W BB, NetScreen iz 1504 41X B I T L EI AL Any . K BIXTHr 7 EHLIE/HHAE Any .
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% 1 &= ScreenOS K& LW HiRERFY

WebUI

1. BRZ54H
Objects > Services > Groups > New: #i A LL F A%, 4R )55l OK:
Group Name: Mail-Pop3

YEFE Mail, FJ 440 << ¥ k55 M Available Members #5531 Group
Members .,

YEFE Pop3, FHHH << ¥ AkSS M Available Members 12455/ 3] Group
Members £~

Objects > Services > Groups > New: it AL R %%, K5 Hidi OK:
Group Name: HTTP-FTPGet

P HTTP, FH 4 << 5 H45 M Available Members £ 5) 3] Group
Members £%.

Pt FTP-Get, FIlHH4 << ¥ R%%5 M Available Members ¥:#£3) 5 Group
Members #*.
2. RES
Policies > (From: Finance, To: Mail) New: it AL RN %%, X5 i OK:
Source Address:
Address Book Entry: ( £+ ), Any
Destination Address:

Address Book Entry: (i£#f ), Any
Service: Mail-Pop3
Action: Permit
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% 1 = ScreenOS KR L

IR B

Policies > (From: Trust, To: Mail) New: #i AL F A%, SR H¥udi OK:

Source Address:

Address Book Entry: (i£#%), Any
Destination Address:

Address Book Entry: (1£# ), Any
Service: Mail-Pop3
Action: Permit

Policies > (From: Eng, To: Mail) New: #i AL F A%, K55 OK:

Policies > (From: Untrust, To:

Source Address:

Address Book Entry: (#£#%), Any
Destination Address:

Address Book Entry: (i£#¢), Any
Service: Mail-Pop3
Action: Permit

Mail) New: i ALL RN ZE, R )5 5t OK:

Source Address:

Address Book Entry: (i£#¢ ), Any
Destination Address:

Address Book Entry: (#£#%), Any
Service: Mail
Action: Permit
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% 1 = ScreenOS KR L

IR B

Policies > (From: Finance, To: Untrust) New: i AL F N %, X5 Hidi OK:

Source Address:

Address Book Entry: (i£#%), Any
Destination Address:

Address Book Entry: (i£#f ), Any
Service: HTTP-FTPGet

Action: Permit

Policies > (From: Finance, To: DMZ) New: % AL NN %, 2R )5 % OK:

Source Address:

Address Book Entry: (#£#%), Any
Destination Address:

Address Book Entry: (i£#¢), Any
Service: HTTP-FTPGet
Action: Permit

Policies > (From: Trust, To: Untrust) New: i AL F N %S, X5 i OK:

Source Address:

Address Book Entry: (i£#¢ ), Any
Destination Address:

Address Book Entry: (#£#%), Any
Service: HTTP-FTPGet

Action: Permit
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% 1 = ScreenOS KR L

IR B

Policies > (From: Trust, To: DMZ) New: % A LL NN %, R )5 ¥ OK:

Source Address:

Address Book Entry: (i£#%), Any
Destination Address:
Address Book Entry: (1£# ), Any
Service: HTTP-FTPGet
Action: Permit
Policies > (From: Eng, To: DMZ) New: #iALL R %, K5 Hil OK:
Source Address:

Address Book Entry: (#£#%), Any
Destination Address:

Address Book Entry: (i£#¢), Any
Service: HTTP-FTPGet
Action: Permit
Policies > (From: Eng, To: DMZ) New: i AL F N2, #R)5 i OK:
Source Address:

Address Book Entry: (i£#¢ ), Any
Destination Address:

Address Book Entry: (#£#%), Any
Service: FTP-Put

Action: Permit
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% 1 &= ScreenOS K& LW HiRERFY

Policies > (From: Untrust, To: DMZ) New: #i AL FNZE, 4RJ5 Hudi OK:
Source Address:

Address Book Entry: (i£#%), Any
Destination Address:

Address Book Entry: (i£#f ), Any
Service: HTTP-FTPGet

Action: Permit
ClLl

1. BR%B4A
set group service mail-pop3 add mail
set group service mail-pop3 add pop3
set group service http-ftpget add http
set group service http-ftpget add ftp-get

2. TRE%
set policy from finance to mail any any mail-pop3 permit
set policy from trust to mail any any mail-pop3 permit
set policy from eng to mail any any mail-pop3 permit
set policy from untrust to mail any any mail permit
set policy from finance to untrust any any http-ftpget permit
set policy from finance to dmz any any http-ftpget permit
set policy from trust to untrust any any http-ftpget permit
set policy from trust to dmz any any http-ftpget permit
set policy from eng to untrust any any http-ftpget permit
set policy from eng to dmz any any http-ftpget permit
set policy from eng to dmz any any ftp-put permit
set policy from untrust to dmz any any http-ftpget permit
save
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X Eg

DCBERT LU R 2 23 () Fh W T il i i 7y (224X B ) 9h2 17 VPN JIER 1 Iy (EX B ), s L

PATREE DD REMI D) B BOZ S AA (DHREDX B ) o ARTERERIREMSRRLNIX BOZ — AT 41, e 0o H R 22 4 X B

Fo AREEHLUNLATLLL :
982 LR “weXB”

%32 71 Ei “Global X E”
332 i1 Y “SCREEN &I ”

33 b “IHIEX B
935 i B ‘PR X BOR Tunnel X B

%5 35 JU By “AUtX B
5 36 UL LM “BRIX B
5 37 BU R BRI B

5 38 UL LMY “ThREX B

5 38 JU_EM “Null XEB”
% 38 7L LI “MGT X B”
9% 38 Ui L “HA XB”
%5 38 JUEH “Self XE”
% 38 UL LY “VLAN X EBr”

%539 T ) R L

45 TURR “BEE i AL
547 7 EY “Home-Work i1 Combined i AR = 1 X B
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285 KR

B XA 5 NetScreen W25, W LLE R THECE X B. 76 WebUI H, #.di 2 S2 542 H 1) Network > Zones.
7t CLI 1, f#H] get zone 7%

NetScrean-208

Toggle Menu

Network > Zones ns208D
ID Name ¥irtual Router | ¥sys | Default IF Type Attribute Configure
o Hull untrust-ur Root hidden Mull Shared
2 Trust trust-wr Eoot | ethernetl Security(L3) Edit | Screen, Mal-UEL
1 Untrust trust-wr Root | ethermet3 Security(L3) Shared |Edit | Screen, Mal-URL
4 Self trust-vr Root self Function
10 Global trust-wr Root null Security(L3)
& Ha trust-vr Foot | ethernets Function
g MGT trust-wr Eoot rull Function Edit | Screen, Mal-UEL
16 | Untrust-Tun trust-vr Root hidden. 1 Tunnel
1z W1-Trust trust-wr Root vl-trust Security (L2} Edit | Screen, Mal-URL
11 | Y1-Untrust trust-wr Foot | wl-untrust Security (L2} Edit | Screen, Mal-UEL
] DMZ trust-wr Eoot | ethernet2 Security(L3) Edit | Screen, Mal-UEL
13 W1-DMZ trust-wr Root v1l-dmz Security (L2} Edit | Screen, Mal-URL
14 WLAMN trust-wr Root vlanl Function{wlan} dit
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£2E XK

get zone iy & [MHITHI Y

ns500-> get zone
Total of 13 zones in vsys root

- =

Name

Null

Untrust

Trust

DMZ

Self

MGT

HA

Global

V1-Untrust

V1-Trust

V1-DMZ

VLAN
Untrust-Tun)

Type /Attr
Null | Shared

Sec(L3)' Shared/
Sec(L3)\\\¥///
Sec(L3)

Func

Func

Func

Sec(L3)

Sec(L2)

Sec(L2)

Sec(L2)

Func

Tun

VR Default-IF VSYS
untrust-vr null =~ Root |
trust-vr ethernet1/2 Root
trust-vr ethernet3/2 Ro
trust-vr ethernet2/2 oot
trust-vr self Root
trust-vr mgt Root |
trust-vr ha1 Root |
trust-vr null Roo
trust-vr v1-untrust oot
trust-vr v1-trust Root
trust-vr v1-dmz Root
trust-vr vlan1 Root
trust-vr null Root

B X B ID 5 7-9 f1 15 LI4%

R ARAL -

X B

BB TR,
X E% A Untrust X B,

)

AR L P s A SRR B DX By = R AN R (RS2

24X B s Untrust.  Trust.

I IE X B : Untrust-Tun

e B - Null.

Self.

DMZ. Giobal.

- WRARGAE R G XL

X B

- REXEEAEARES

B,

41 5% M 5T Screen0S 3.1.0
HIRRAS T 2% — %FF NAT 8%
% E AR e A A = T
3, AT FIE AR M5

AT 3, XX A

A7 1) A o

VPN 8% $2 1 485 21 Untrust-Tun X B, Hk
(

V1-Untrust.

MGT. HA. VLAN

V1-Trust.

Ty, PGB IE G ¢ ) Untrust-Tun

V1-DMZ

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE

31



w2 E X REXH

I_"I

22 XER
1E A NetScreen 45 |, TIDIACE 222X B, KN a2 BE, 1l 0f ik &6 o B W FH 4% A2 4= 0 101 DL 3 Je 55 B
T, /T YN, DMESH A — AW 2% X BRI AR T Ry, [ HASZ S — XK. 763
6 NetScreen V-6 I, &nlLlE XN X B, Mgt A SRS — i XSRS 24N %
S

Global [XE&

BT LA 22 By, DO B A T HonT AZESKIS TR 5 . Global X Buji b ixse 46t (Hit, EARAHE %

X BHSAAR—FItE — &1 . Global XBII 78 WS 1P (MIP) HuhEAEA IP (VIP) bk 77 DXk e 3C

Global X Beitihil: “Any” NH] T Global X B BEEKIFHAT MIP.  VIP R g ] e SOtttk [AOG % [r X L i)
5 Bl 2 ek, Brel Global X BeAN T E48 45 B A i i94% .

Global [X Bodtd & 4 msems i A itk . A7 REAms e i 8, IS5 297 TR “2RHms” .
TER 1 AT LL Global X BEfF 29 1 H #rX BT # s 2156 7 NAT 217 [ 7 o

SCREEN 310

NetScreen [ K55 H T ORI 2%, HARMTEL & Sek f Bk N — e X BB 7 — 2 X B WA &R, AR5
TLLARFFEIELL . X TR X B MGT X B, nljaH-—4l e XY SCREEN £, il J:PH%E NetScreen
5B o e b R WA EN S E BR. BR2A 0 SCREEN K EANE R, HSE 4 &, “HBuhikg
Bi fEHL ]
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%28 KE LLE

BiEXE

LLE&%*Aﬁz¢ﬁﬁ%D%EIE%MEOﬁﬁ&&ﬁm B TR RARME T e X B, “aeX
Biey “R7, fsthnl LUk aﬁ%ﬁE&,ﬁE&ﬁﬁ%MQEmh1%kﬁ%F T X B LR 0 s / i
ﬂ‘ﬁh1%? I NAT R4S (Gl 3 BA Al LAAAA s 1P (MIP) HudikFNZh2s IP (DIP) M [P Hb bk 0 90 2% 5 i
[P EFE ).

NetScreen 254 FH % di 5 BT 7&K 3 X BOk 5 B 51 ﬁLi_lﬁﬁ me B IIEIE X B Untrust-Tun, &5 Untru I:
BUAHSCIE ., fm] DL H e Tl X B IR g6 5 21 4 éE&,tA%U%ﬁLmtA%ﬁE&%%\% il
X

BT, T X BT trust-vr ik BRI, (H R AT DO IE TE X BRS 8 21 e 5 e B

WX BT 2L X B LT 5
W17 B LE TR IR

WMk 5 VPN i ) E B

IR — 255 I P X BT
PHH 1P ]/ 257G — 3¢
FFHE T Hﬁb’? NAT ( X} - K gy fFE
BITHT VPN (F 70 5 ) -

VPN i i
AR BN

HI 1 B 2R A 1 TN I X BT A5, I 28 %P IX BB ] -
ATEIF AL 1 GBI BB L THA TG X BT HFEES, SR 28 a7 1138 ] o

M 8.1.0 LA R ScreenOS FHiiy, ZEGANTEOL T, DA RIIEIEF: O #5962 2 TRCE 1 Untrust-Tun Gl & X
B, X BOETIACE ) Untrust 22X B “F7 XBt. "R Z N EIEX B b g 2 Al — N2 X B, H2 A PRk
—ANEIE X B GPE B)  — AN EE X K.

1. WAGKSIHER RS LIILE Untrust KB HIE, SANRENE % B B0 Untrust-Tun X B,
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£2E XK

B i X

e

1% Tunnel 3O 45 E 2 Tunnel X E&

A, KN EER O, a4 tunnel.3. 48 5E ) Untrust-Tun X B, IR IP HuliFRIR K
3.3.3.3/24, #RJ5E X tunnel.3 L IP (MIP) Hitik, K 3.3.3.5 # 4o 10.1.1.5 ( Trust X Bt 3Rk 454 (o ik )
Untrust X B¢ ( Untrust-Tun X BRI B ) A Trust X BCARLE trust-vr 2% pHE R

WebUI

1.

CLI

AR
Network > Interfaces > New Tunnel IF: B ALLF A%, K5 ¥ OK:
Tunnel Interface Name: tunnel.3
Zone (VR): Untrust-Tun (trust-vr)
Fixed IP: (3£3%)
IP Address / Netmask: 3.3.3.3/24
MIP
Network > Interfaces > Edit ( %f T* tunnel.3) > MIP > New: #i A LL F N %, SRJ5 il OK:
Mapped IP: 3.3.3.5
Netmask: 255.255.255.255
Host IP Address: 10.1.1.5
Host Virtual Router Name: trust-vr

BiEEA
set interface tunnel.3 zone Untrust-Tun
set interface tunnel.3 ip 3.3.3.3/24

MIP

set interface tunnel.3 mip 3.3.3.5 host 10.1.1.5
save
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F2E XK Bl B L £ XM Tunnel XEE

At B 24 X B0 TUNNEL X ER
53 JZEES 2 R A X By Sl iE X BRI A A SO B A E A A AL
YEB 1 EAGEWIG TIE R X B TE R I X B, (HA2 ] LG5 2T

B Xk
OIS 3 EI 2 R A BB L, i WebUI 5 CLI:
WebUI

Network > Zones > New: B AL FNZE, K5 H#qdi OK:
Zone Name: A X Bt 44 Fi%.
Virtual Router Name: 12t $¢ 22 F 4 by s B ek b omsc e X B e FUL% Hh 2

Zone Type: it Layer 3 iz — X B, nl LKL T NAT 88 “ig i ” BXH
B 2z B, EHF Layer 2 0 —ANX B, nTLLEAT “IEN]7 B
R A0 E BZX B GUENEIE X BRI Y0 e B R X B, T e #¢
Tunnel Out Zone, &5 M 75 HIEPEEAR T A EIX B

Block Intra-Zone Traffic: 3% £ 1% 10 n B 2 [R]— 22 4= X B b EHLZ 18] 1945 B
Mo EGRAREHT, ZEHX BN ITELZE,

CLI

. 3
set zone name zone [ 12 vlan id num | tunnel sec zone ]
set zone zone block
set zone zone vrouter name str

2. H2RERAXBENALIAMLL “L2-” FFk; i, “L2-Corp” EX “L2-Xnet”.
3. U 2 B e BN, VLANID 54268 1 (4T VLANT ).
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285 KR

BB R L XEEF Tunnel XE§

B e X B

TG e A X BRI X B 44 R, B0 SO I X BB IX B, AU IR IX B, AR P A i R
Blo T LUSE SO DX B 1 DX B 0 B TRUR K40 % 1 25°

WebUI
1. EXEBR

CLI

Network > Zones: H#.il; Remove ( X} T2 55 5 H A4 PR 1) 2 4 X B sl 18 X B, sl T8 1 el 7R 380 1X B 1) 38
X B ).

IR, SR BR A E AT AR, 15 Yes.

Network > Zones > New: i N\ 3 5 X BLik B, AR )5 #.idi OK.

B2 ok [X B M) &R PR ZE 178 T a [ PA B FH 2%

Network > Zones > Edit ( % FZE KX B ): A LU FAZ, AR5 Hid OK:

Virtual Router Name: M 751 3% H ik B E0Fs X B Bl 31 H i ph e Be3s b (1) 1§
LB 28

Block Intra-Zone Traffic: #7 %5 HiZDhRE, 1L ML EEHE. 22 H %I
e, VHTERRIZEIEHE .

& e X Bz A R
unset zone zone
set zone name zone [ 12 vlan id num | tunnel sec zone ]

5508 (X Bt AR PH 28 1R T B AT HUL B R 2R
{ set | unset } zone zone block
set zone zone vrouter name str

4. MBERD<BLRT, AAZSEHEERAS I A28 € B IX B 4 1 I PRE »
5. WAISEINERIRE BIX B P A FE 1, AR5 1 S DU X B RS 148 o
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F2E XK Bl B L £ XM Tunnel XEE

A ER X B
IR e K B B, AT BL A

WebUI

Network > Zones: .1 Remove ( % T Z MR X B ).
LI, TR MBR A AT AR, 155 Yes.

CLI

unset zone zone

6. MBRIXBLAY, USEHEERS P ghe S X B iR T ghE . ZEMRE N S X BRI IR, HZ 5% 63 TL LY R Ngb e Bl L X B
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w2 E X R B

Dhae Xk

A EANADIEEXE, 4352& Null. MGT. HA. Self fil VLAN. [EWLLF A AR, SANXBREAA L 10 H &,

Null [X Ex
B BB T R T 20852 S S B B AT 1

MGT X kg

IEIX BogirME B 0 MGT (04 X B, T DAFEIEIX B Bt B B K I L OR 378 B 11, A HL A 52 A5 PP 2 ) A
io AP KBEINKITEANE R, WS 4 4, BBl .

HA XEg
P B el PR O HA T HA2 197 EX B RE RPN HA X B B 1, (HE X BOAR B 2 AN AT 1
Self XEg
DX B S e PR A P R B X B . Y8t HTTP. SCS 5 Telnet %% %] NetScreen %41, mtasididss|
Self X .
VLAN [X EZ

PEXBUE VLANT 20 hE BB, AR R BB, IFERG AT “iE0]” Bl 40k VPN 5 B
AIAE X B BB B KR I LA R VLANT 45210, 532 & Al st
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£2E XK i O #E

CEE R

A DL M NetScreen W #5386 777 (740, i IR A B4 B4 W B AN R A3 . 2 R Bl e’ A
NetScreen-5XT Fil NetScreen-5GT |, A LARCE T4 AR 2 — -

BEer (00 A MYER NetScreen 145 LTI A A HIHLE HEKFLEE

e Trust-Untrust #2648 i B0, IeBLCERAE R o1lum 1. FE DRI B e -
— ¥ Untrusted LI M 5 F1465E 1) Untrust 321, 1% 45 5E 3] Untrust 224X B
— R A e 0 B AT, AT RUR AR N & 90 E £ Untrust 222 X B
— CKLUKMEG I 1 ) 4 48P Trust #:0, %8 0440 E 2 Trust 224X B

Untrust £ &

Untrust DX Brify 1z Untrust
Ho mJ LUK R AT HE B
(LUK % ) 1R -
SR ARE ekl
Untrust X E%.

Trust 21

Untrust [X Bt Trust [X &

LB : X/ J NetScreen-5GT /i = Initial Configuration Wizard ( #4505 &% ) B 5 1.

R NS, SRR NetScreen 18415 0 I F4% O . 3 AR5 O3E4T 51 ] - Untrusted. 1-4. Console B Modem. RiE 2 74512 r]

7. A{EumH
LUl WebUI 8 CLI FL& (@8 1. A o A Begh e 8 — M40, {E%ﬂlﬂ%%/ﬁ‘ HgpE 8 — A
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LR i g5

e Home-Work #0445 52 3] Untrust 224 X BHT Y Home Al Work 224X Bt. Work il Home [X B 7t iF
b B REA X BER B P A Y. RSB, B SRS ARV BRAE N Work [X Bt 3l Home X B, {HA
SR BV Home X Bty 2l Work X By . ZEERATEOL T, M Home X Bt F Untrust X B B A X ENT
PR, R R A O B ORI X R e

B DA W 1 Fl 2 4852 3] ethernet! #2100, %45 L4402 3 Work 224 X B

B LUK 5 11 3 Fl1 4 4R 52 31| ethernet2 #2111, 1Z4% 441 € 21l Home 224X Bt

¥ Untrusted LIK M i 14552 2] ethernet3 #2210, %42 440 5E 3] Untrust 2243 X B

— ¥ Modem ¥ 8@ B HAT8: 1, 0] DUKEEAE g 2800 82 L 48 ¢ 2] Untrust 243X Bt

ethernet3 # M &

Untrust [X B¢ ) 3
o MUK R AT HE L
DY ERTZN)

DY e s
Untrust X E%.

N ethernet1

Untrust X B Home X B Work [X Bt

A L E AT Home-Work B FIE4IE R, 16S 0 47 0L L1 “Home-Work Al Combined i F AL R
I B o
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¥2%RKE i F A

e Dual Untrust B0 NI (— AN FE D400 8 00) 952 2 Untrust 224X Bt 30 AL IS
Untrust X B S, 10 &0 8 LHAE 8 IV IR ) A A o e At 4o 1. 2 VR IX B e
— ¥ Untrusted LUK R 14052 3] ethernet3 211, %45 10940 %€ #1) Untrust 2243 X B
— B LUKM G 4 955E 3] ethernet2 211, %8 LHE N #5042 4 90 € 3] Untrust 24X Bt ( ethernet3
152 Untrust 24X Bt E4:11)
— BLUORMEG T 1. 2 F1 3 4852 3] ethernet! 3101, %35 D94l 2 Trust 224X B

ethernet3 #2112
Untrust [X Bri) 4% H . Y o o=

ethernet2 %1 ( LLKAG,
o) A& Untrust X Bt
w A

ethernet3 P A ethernett

Untrust [x B Trust X Bt

JEE : 1T HEL 7 Dual Untrust Zi 1140 F A il

A N AME FH Dual Untrust B=U11PEGNME B, 1HS M 104, “malHE” .
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LR i 18 5%

e Combined =X LI BB I¥) 3= F2 LA 200 F2 11 & Work A1 Home [X Bt H FH R0 8 5 1) B 25

YEB : X/ F NetScreen-5XT, H 7 NetScreen-5XT Elite ( /3ZHR A )7 ) F & % #F Combined i 7 # (.
A EELEN] Initial Configuration Wizard ( #7444 &'/e-F ) A &' Combined #=(. H pgft/ i WebUI & CLI 7%
I B AP

A SR R A . BRI X B 5E
— ¥4 Untrusted DL 14552 2] ethernetd 3211, %3 14540 5E 3] Untrust X B

— LUK M R T 4 485E 2 ethernetd B2 11, %8 O/E N % 82 9548 52 2] Untrust [X Bt ( ethernet4 £ 12
Untrust 24X BLi 82100 )

— LRI 3 12 4552 3 ethernet2 11, %% #5478 5 31 Home X B

— CBLUK M 1 g5E 2 ethernet! #2101, %32 455 31 Work [X B
ethernet4 #: 14& Untrust
X B4 M.
ethernet3 #:10 ( LAK

718 ) 4 Untrust X B
#H%H .

ethernet4 , i ethernet3 = ethernet1

Untrust [X Bt Home [X Work [X B

JEB : AT 4 Combined Zi 114 A il M.

A L EAE ] Combined B TELANE B, 1SS 1045, “mal HEE” FEE 47 1 B “Home-Work
1 Combined i AR FIIXEL” o
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£2E XK

i O #E

e Trust/Untrust/DMZ ( §" 1) ) #0240 E #1) Untrust. Trust F1 DMZ 24X By, VP web. HL 7l
BB N R IR s 4 5 N 45 23 T

2B 1 H 7 NetScreen-5GT Extended V- 7 3% #F Trust/Untrust/DMZ Zi [1#E (. A EE1EH Initial
Configuration Wizard ( #/45 1 &1i7-F ) H & Combined #Ez(. HGEE/H WebUI 2¢ CLI i B9 #EC.

PR IS N #1342 URT B e

B DL M i 1 1 1 2 4852 3] ethernet1 #2110, %3 48 5€ 2] Trust 204X B

B LUK M 1 3 T 4 4R5E 3] ethernet2 #2111, %3 547 21 DMZ 224X Bt

¥ Untrusted DL 3 14552 21 ethernet3 £: 1, %8 #4621 Untrust 24X Bt
¥ Modem it [ 405 B B ATHE 10, w) UK AR 2400 F2 1 40 52 3] Untrust 2243 X B
ethernet3 #2112
Untrust X Bt f¥) 38
o A7 Lo 175

FHE R #5445 11 45
€ 2l Untrust X B,

-
R

<\ ethernet2

ethernet1

Untrust [X B DMZ [X B Trust X Bt

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE

43



£2E XK i O #E

DMZ/Dual Untrust B0 114852 2] Untrust. Trust i1 DMZ 222X B, SRV [RIISHE26 3k 1 PN 36 X 25 R4 L

EPY

MEE 1 H 7% NetScreen-5GT Extended ¥ & % 7 DMZ/Dual Untrust % /7.

AR A N A L 45 DRI BB

— BLUKMEGE T 1 12 485 3] ethernet! 3510, %3 4852 3] Trust 224X By

— BLPUK M 3 45 3] ethernet2 #:1, 1% 10845 21| DMZ ‘22X &

— LUK MERE 4 485 3] ethernet3 £ 1, %4 O #7458 ¢ 3] Untrust 224> [X Bt

— ¥ Untrust LUK GG 455 2 ethernetd 43211, %35 L4545 5 2] Untrust 24X B
ethernet3 i ethernet4
2 O [A] I A TVE BIRZS
FEREP, XD

W4E S T Untrust X B
DASIE IR A 2 3 1l

w
.
ethernetd |3 E,

ethernet1

Untrust [X B DMZ [x Bt Trust BB

JER T 7 DMZ/Dual Untrust B [0 AN ] . 7 A BE D) 12 il AN 2 [l B % i i e
set failover enable 7% .
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i 8

& & i LRI

2% NetScreen ScreenOS i AL FEAIE Ko 11 B2 HFX B4 e i LA &

Trust-Untrust
o R
70 X B
Untrusted | Untrust Untrust
1 Trust Trust
2 Trust Trust
3 Trust Trust
4 Trust Trust
Modem | 4 Null

" YF NetScreen B WA AT T A5iE.,
U OB

Combined
g iul R
Ez38] X B
Untrusted ethernet4 Untrust
1 ethernet!  Work
2 ethernet2 Home
3 ethernet2 Home
4 ethernet3  Untrust
Modem  ‘Ai&H ANid ]

" 7F NetScreen ¥4 HUAH 3EAT T h5ii:.

Home-Work =,

0 X B
ethernet3 Untrust
ethernet1  Work
ethernet1  Work
ethernet2 Home

ethernet2 Home

FAT Null
Trust/Untrust/DMZ
X

O X B

ethernet3  Untrust
ethernet1  Trust
ethernet1  Trust
ethernet2 DMZ
ethernet2 DMZ

AT Null

Dual Untrust

B
#0 XB
ethernet3 Untrust
ethernet1 Trust
ethernet1 Trust
ethernet1 Trust

ethernet2 Untrust

A3 H A3

DMZ/Dual Untrust
K

0 X B
ethernet4  Untrust
ethernet1 Trust
ethernet1 Trust
ethernet2 DMZ

ethernet3 Untrust

AdEH A3 H
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i 8

it WebUI 8¢ CLI H% NetScreen e bt HALICE . BB b AU AT, TSN 7

e

S e LB 2 4% NetScreen Bt LI ATOIATICE., JFER ARG A

%A unset all CLI iy A A5 NetScreen % £ F it DR E . Bilan, o 56 im 10 B 15 B
Combined # 5 i[m] 548 Trust-Untrust £, %A unset all iy > MIRILA LS, (H ALK R K RE N
Trust-Untrust =,

Home-Work im 18T

LEARBIT, ¥ NetScreen-5XT _F i A= % & & Home-Work iz,

YEB T 2 P NetScreen i 47 [T 1/ B I B, H-ZR Z L H &

WebUI

CLI

Configuration > Port Mode > Port Mode: M T $7%1|3 H i+t Home-Work, X5 5.t Apply.
ERFIEER T, Hid OK:

Operational mode change will erase current configuration and reset the device, continue?

exec port-mode home-work

FE NIRRT, ANy (R “RZ7):

Change port mode from <trust-untrust> to <home-work> will erase system configuration and reboot box

Are you sure y/[n] ?
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285 KR i O #E

7 NetScreen 24 b I¥) 2w im LA E -
WebUI

Configuration > Port Mode

CLI

get system

Home-Work #1 Combined ixs O T BY [X Ex
LB TR 2 RS P P02 F A 8 L BRI, & R P 22 A TR T A2 RS R F 0 P 10 5 D 0 2% 2 ik Ay il o 2%
(s i e, rAETR B b (A BB 35 ) E SR VE U ) A (IR 45 A 2% ).,

Home-Work F1 Combined i 45508 % ScreenOS % 1046 52 2145 52 1 Work A1 Home X By . 3XFEmE o1 ik A 55 fE
P R YR IR S, AN f 1 Home FiT Work X B 4 (11 FH 7 17] Untrust X B .

8. W LUMYAERLL NetScreen 45 LB E wi iR . S5 39 W LM “uf LAt .
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Home-Work

Home [X Bt Work [X Bt

Untrust [X B Home [X B¢ Work [X B¢

Home-Work iy [R5 Xt 18 il g i s i 48 B B AT8: 0, o] LUEEHAE R & 00 82 1048 € 21 Untrust ‘22X Bt K
B AT HI4E A Untrust 222X B & F D VEGNE B, IES S 10 &, “mn]

Combined i I 0K LK M i 1 4 265 3] Untrusted [X Bt L& 47 Untrust 22423 1 Wéu Untrust X Bt =80
Iy, Al S0 . AR ethernet3 #2100 4E 4 Untrust 224X B P& 00 82 DRI B, 1ES 26 10
L, “mnlHE” .

EBA LN, NetScreen-5XT 7824 “ iﬁ*?ﬁﬂ@ﬁﬁﬁ] W” (DHCP) k45 #%,  Work [X B (f) DHCP %)™ 543 i
A IP Hulik, (555 DHCP B4 #svEdifs S, 1S4 372 1L L) “DHCP MR%548” . )

Al LMY AE ) Work X B 1) Telnet & 825 WebUI fit & NetScreen ¥ 4. ARERCE Home X XX NetScreen %4, A
Befti ] Home X B 0 EATAT & HE RS, (45 ping. Work X B2 1 (ethernet1) RS2 1P Hihik
192.168.1.1/24.,
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£2E XK i 8

Home-Work F1 Combined i R ¥ 6t45 Smg S AL X B a1+ 5145 B -
o ARUFFITHEE MM Work X Bt ] Untrust X B
o RVFFTEE B Home X BLA A Untrust X B
o AUFITHE R Work X Bt i) Home X Bt
o PHIERTAHE R Home X Biifi i) Work X Bt ( ASBEMI R L3R mg )
Al LA M Work X Bifi ) Untrust X Bt A Home X Btifila) Untrust X B A A Work [X Bt i) Home [X Bt 15 S 6]

AP SENS . R LU R RV T M Work X BRI Untrust X BE. M Home X B3t 1i) Untrust X B¢ Sz )\ Work [X B
7 Home X B IR BRI SE Tin& . H2, IHERA BRI R 1FE BV Home X Bt In) Work [X B 1) S0 .

3545 : Home-Work [X E&

ARG, 5% E Home-Work i R ) NetScreen-5XT i%4%. SRS HELE AN ALVF FTP {5 B Vi M Home [X Bt
1] Untrust X BEFSEms, FEANER RV FTE 5 B Home [X Bt In) Untrust [X BE IS SRl . EARRBIH, Sad SRmE (7
VTR SS 1045 AR AT 2 U b bk 37 1) 4T 72 E Ak ) 149 1D 2k 2.

BELE - T ity P C SR NetScreen i 45 [T 1B A HIHL B, H-ZRKZZH
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WebUI

Configuration > Port Mode > Port Mode: M T $7%1|& &£ Home-Work, #AJ5 .5 Apply.
TE R HER T, i OK:
Operational mode change will erase current configuration and reset the device, continue?
Ui, REGKEH RS, HAEHATEx, RIEHATEL MRk
Policies > (From: Home, To: Untrust) > New: i ALL R A%, K55 OK.
Source Address:
Address Book Entry: (i£#%), Any
Destination Address:
Address Book Entry: (i£#¢ ), Any
Service: FTP
Action: Permit

Policies: 7 “From: Home, To: Untrust” &5, 75 1D 24 2 [)5ER& ¥ Configure #2117 Remove.
CLl

exec port-mode home-work

FERAIRER N, Ay (B “’7):

Change port mode from <trust-untrust> to <home-work> will erase system
configuration and reboot box
Are you sure y/[n] ?

set policy from home to untrust any any ftp permit
unset policy 2
save
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GRS Y O O (WA D) B X B O TS BRI AR e X By, 2k — AN
Lgbe 2Rz X B, W e 3 EX B, WE A B —A IP Huhk, SRJ5, DAECE RVEE BIRAEX B [ AE
FEIB B TSRS . v 2 N EE O ILgs — X B (HRARR AN DL 2 X B .
N RE D N
e B3 TLLM “HEIIKA”
— B3 U R X BN
- H 55 UL Ry “ThREX BRI
— 3956 Tk Il
e el mbm “AFEEN
o 630 E “HlERAeXBERN
— 63 T k) RN R e X B
— 64 LM N L3 A X B gl
— 67 T M N AEXBHRRE O
- 68 b Uik
— 70T kM Al rEn”
. AN ] A
o 72T LM “TZIP L7
— T2 LM g 1P HihbJE
o  HT74TLLM “PfLEEO”
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o R T78 LM “HEIPIREE A

5580 UL By WG s

5% 80 Ul b “RNER IP Huhl”

9587 jL by “HEEn R

%94 5L By X BUnE”

5595 1L AR shE DAYE B

Juniper Networks NetScreen #5366 — % 2 & : HAKRIE

52



£ 3 E #0 #

s
O
oBE
&

EOER
TR SRR BT LIS A AR AR S 61 LR
5. l:l » R

e XEIEO
W V4 AV R e — N, RS Ry il e e X B 2 18] 5 »

M O

NetScreen ¥4 b BN i 33 s — M BRI, Bz LI A RS TOE U PYBEREE LI A PR R AR Y | 4
5 (4T R NetScreen B4t ) M 521, Bil4n, ethernet3/2 o, ethernet2 ( F3i &1 3 L L “ 24X BL %
7). AR PR E SR I BN DR 22X B, (5 B2 N A E I X B i, 58
TR GV ) BGR HIX B

TESCHRERT “He I BIX B 46w HEAT1E 201 NetScreen 4 [, = ANEE LUK W g T se 40 e 2R e 28 2 R A
X Bt — V1-Trust. V1-Untrust 1 V1-DMZ. W% LEE5E BIRASIX BARSE RSP BT E . (AR L EXBIITEN
B WSRE 2 B o eXET . )

F#0O

FI R O —FE, FHEOWR 8 495 B i 22X BN O . B8, wpE— M3 0 s B0,
AL TR DN CORVE R B e DR F BT 5 s o, b L A FR R B D A AR IO, B, ethernet3/2.1
ot ethernet2.1. ( iEZS RS 3 Tl L) “2aXBHEN” . )

AR 74 908 BT X B, B DK 18z 1908 2034 DT e X B, ol g e I X B, (A %74l
RS, WS 63 UL LN Rk D0 Bl B e 9-23 B Eff) “E S r# H AT VLAN #7id” . )
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RexO

NetScreen-5000 RAISCHFR G0 . BEEEPADSE MY IR KRS, Hrp AP BLRE D28 70 $HIA 1R 26
AP Mk (5 SR . AR G T, DU A 1P kbl I B e R, WORER GO m A
FSCAR R AR R, L o T DAk SR A BT R — BAR AT AR e b AR 2D

TR ARG LINTHEA G, 5S04 10-60 L_LHT “TUREZ” .

RO

A LUK YA L 0 AR B — AN OR i 0, KR PR LI E Bl X Br. I Eie Db — AN i 7e
MERO, JFEERFUREE ORISR S B T g A B T DURGE sl N 1 R . R
AR, WL TCAR TR DRI B DI AR O, AR RO H I B O JOAREE DA IR O TR R DI T 4
BB AR LA EATILAR

TR HHITURIZELINTHEA TR, 5S04 10-60 H_LHT “TUREZ” .

Eilgr£#EO

RERL 22 4B 10 (VSI) 2 F5H BB 22 4 ¥ 4% (VSD) P4 NetScreen & 7E s vl HIME (HA) A5 0 F iz T BTt 2 (1 1
PRI, MR VPN f5 R VSI G IP sl Fl RSl MAC dhlik. #RJ5, VSD ¥ifis B w21 2 v o2k i% VS
A S BB O . THEOEUUARTE D . A NetScreen W7 HA BxisATIN,  WAS0R BEAE ¥ 4 K A ke )
%ﬁ%gg@% )BT A 45 1) e 4 X BB 1 4 31— N2 AN B 22 4x 1k % (VSD). ¥z 148 ) VSD J5, mhax 1931 e
ZAE (VSI),

R K VSI KA HA ZE 1 VSD — 2 (e 7 8, 52647 10 2, “E At .
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s
O
oBE
&

DReX
DU B L1 (I, <5 RHA ) #5405 10T

EIEEO

78 NetScreen ¥4 [, AT LU I BB (K BEAE 11 [ 45 B (MGT) 510 ] BB &, A FIE BIRMH FIL I 28 FH 7
5 B B k. KBS B S H S B o & ok, BoOHSE = T e, JRER R T AR 1R BT T8

TR HRIE E PR A HIG R, 5205 3-1 LA “EF”

HA %00

HA $Z F02 L H T HA Zhegii i 1. R AA LM “mml JPE” (HA) #2111 NetScreen B4, 7l I/ B %
E—ill, HBOURABER. EICRAT, —PDikfra s, PATMSE k. VPN AE BB i6e, Mo

AR TR O A, A B R AR I RO B K T e . X e S / O E . 3] LURREERE I P
ﬁi%%ﬁﬁ%%?ﬁﬁt%%&%%ﬂ%%ﬁ%o KM TG/ EHRCE. R 104, “ErlHIPE” TR IX PR EA TR
ISV

JEHIHA 120
LEV%45 5 H HA B2 1011 NetScreen 4 b, sl vl M (HA) B DL AUHIRI IO ThAS . Ty HA 5B E
F (S B 11, B 0K Rl HA” 42 95 B0 IL e (g — AN EE LUK 3 1o {8 5500 0 4% 45 11 4
58 B2 A X B R 7, K S 14552 31 HA KB (B2 055 63 10 LI W40 B2 X B ).

KR AKX HA ZELHIEH R, 152007 10-39 L LA “XKHA #2007,
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s
O
oBE
&

BEfEO
HIER 7R VPN EIEPN D, {5 BAE L mE s O3k VPN J#iE .
PG Y0 e 2 VPN JEIE RS, B nl e 28 %E e Hhr i b gl HiZEE s o, REAE—A k2wt 5 iz H
bro AHXA 7, A LUK il o 200 18 05 BRI sh . el 4E VPN (5 BRI sh A ik H0 R . Wik
HiEEZ e 2] VPN @G, WAZE SRS e 2 1l 1E ik tunnel 75 423016, 1 T-301E tunnel &R 0, Rk
ANBEBIRIE 45K 1 VPN 818 (45 B .

AT S 3 IE 3 AL T A — 5 P 302 1P (DIP) M1kt b m) 25 A i (5 B AR PUAT RS T SEmE 1K) NAT o 0 T T8 2 14l
FIBETSRmE 1) NAT 1) =2 K2 O 1 3 e e A VPN I8 T8 AR S 257 R P AN 3t i TR ) 1P ik R AR 5

WKL TR R ) VPN JEIE 5 C BEEH2 1, LME NetScreen 5% 1] LR B &k B IL th e b ) Sh R 2445 B
Yo PPREEETER D) VPN JEIESEE B — NG9 (B 1P bl / WEgHEnD ) B0k S (A 1P Hililk / W4 HERY )
(EE L o W R IE R R A S, W Zids e S A IP ik )4 1. NetScreen ¥+ HAT /8 3l Ll iE 145 &
it (W OSPF 34 &) B, NetScreen %z AN A HIfE FH ¥ 1P il AF g Jsttuhl o 3838 42 11 mT DU ) — 22 4% X B i) 4 11 3R
ARz A X B (R EEXPAS DCBUAL T [R] AN s Bl B R] ) (8% DA 1P sk

R LU VPN {5 B AT e il 5o ey i1 g 5 B IE 2 D g0 E 81— X B (KB LA
DF ¥R AU R 3 ), JF HOAGRE B[R] — X B R4 82 O A AP Sthibo il ,  wl LICRE BT A7 5047 9 5 (1 4

G B “VPN” ()7 € XIXBL, JIF HAIZ S AT RCE,  BMEM loopback.1 4 {5 ] IP Mk,

RER] VPN X B, VPN IXEA 4400 “vpn-vr” (K] 58 SCIR s f b Rtk b o RS 38 1n) 1) B A H Ar b 88 78
VPN X B Bl sestbhit i) i hoRe 45 il iE 2 1, sems Pl e X B VPN IXBCZ Tal i) VPN 15 Bt .
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set vrouter name vpn-vr
set zone name vpn vrouter vpn-vr

set interface loopback.1 zone vpn ethernet] ethernet3

set interface loopback.1 ip 172.16.1.1/24 10.1.1.1/24 LS 1.1.1.1/24
set interface tunnel.1 zone vpn Trust X B¢ ) Untrust X Bt
set interface tunnel.1 ip unnumbered loopback.1 \_!! A s phy e
e 1.1.1.250
o src-1 Fll dst-1 i E k. sre-110.1.1.5
e VPN 3 K L 405E B tunnel 1.
set vrouter trust-vr route 10.2.2.5/32 vrouter vpn-vr
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 < S ST |
gateway 1.1.1.250 . @ loopback.1 F u 22 VPN ik
set vrouter vpn-vr route 10.2.2.5 interface tunnel.1 tunnel.1 172.16.1.1/24 | FAE
. dst-1
set policy from trust to vpn scr-1 dst-1 any permit A5 VPN X B  10.2.25
NetScreen 4 H {11 10.2.2.5/32 ({15 LM trust-vr kﬁgu vpn-vr

n-vr. W tunnel.1 #5251, NetScreen ¥ & ¥ Z #5di
ﬁ)gé T (£ 0.0.0.0/0 ) {XAE trust-vr i1, At NetScreen % % Av4x
S0k LAl SO A AE B AL R % H ethernet3.

W T TR IE B L BCE AR I B AR R 224y, O VPN gy (e T IR (XA o i AT A DI TE 4 11 (1) 6 ph A2
ﬁlﬁF{ﬁz}W(@ ) 10 BT i S AR LA A P AR B e (kg e ) BOAE R (A SRR R B S Y SR ABL ) AU L
MW TESIH 5-90 TR “HE TR HA) VPN 22 SFHIm7 . )

ﬁSTJ% /\ﬁfﬁfﬁéﬂéﬁﬁﬁiﬂTunnel X, X0, ZOnsi B AT A IP bk, FliERE 040 E 2 Tunnel X B H
(5L T-ms 1) VPN SEI% Aefs 8 NAT s

1. MZHhb 4 (NAT) IS I E S DA R R 7 B e LRIBhas 1P (DIP) i FlL IP (MIP) Hufik.
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WEZEN X BEEN

| B A5 B, 4 VPN LSS ST . A
g /n EARX B VPN @i SRVFEIEEE T VPN fLE
it 8 LRSI MBS, O L % 2
BRG] 1P Kk, TR : A7 ILAT IP RIS G R 1 A e b
ST A NAT.
i 5 Wi SR AT K B E LK B B, R
s Qf} SR B VRN Sl G, 5 2 B R4 110 VPN (5607, (R H 0
R HE Bt
- LU 105E SR ENT, AR 1P LR S, 5P, T
~, Tunnel VPNEI  FEIZ4% ] Esg S DIP Jifl MIP $ahil o iR CURe 54 VPN Sl g0 2 T iliE X B,
— Jk A WO E SR . (K FIOL |, B AGIEE— A JE TG VPN U

G

MRS LF, PR VPN JEIE PR B RS TE . BT A B S B R OC,  TRDEIEH: H e X BB R I H
XA TEARAAFAE, 2 1 5 [ EERHAT RS | i) L 1 — 32 I B R] A P T S84

T, A AN E B O SRR R e (NAT-sre) — 2 N aha IP (DIP) Al Eﬁﬂﬁﬁtﬁ:?ﬁe (NAT-dst) 1]
WLS 1P (MIP) sitil, 8 Azl O ie—A IP Hitl. ¢ VPN Rtk # e v e g G B, S5 5-199 it L1y
“HAF TSN VPN 357 . 1 U\Eﬁéliﬁnjil_k_l:ﬁnﬁﬂiﬁ\ﬁ IP by b1k R o9 8 s ALh () T T 2 1

I FEIE OANT ES R IR e, F G E AN ESROR B8 7% D 98E 21 Tunnel XBL, ] DURF 8% i %€ 4 To 2
o MR ANRCH G5 KB TE L O H0E B X B I ABER LR E 2 Tunnel X Br. IR E — 1 AA IP
HBhE (IR 1, % AT S G058 AT G 5 1% 11022 4 DX BOA[R] (14 RESOL s e el o Jo g 5 (VI3E 12 1A 2R L
IP il

VEBL 1 1K Q1 1] a3 1 LT 8 FEE TR, 20 5 5-99 W LR “ub i 2ih s VPN ” F15 5-230 7L H
“He VPN 25Tk 119 VPN JE 1
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AXE

Xkt

WHIEAEE L VPN AR s, wTDifEliER: D EaH “EH % iELE” (GRE) u&%%“%ﬁ%}?ﬂ@qjﬁz%eﬂ
BEAE . NetScreen WA SCREATAE IPv4A Sl o 148 1P £d5t GREv1. 4k GRE ML EfFE, EZH
% 6-199 i B “IH B R .

il fRiBEEO

ASBEST RIH R4 A Wi 1P Hudik (MIP) Eizh 4 1P (DIP) iyt (Rl i B2 10 . BRI X Se e A0 i T 22 L i, 2y
e HEMI A % . AR5 LRI IERE O F i MIP F1 DIP . B4k, an s 8% it VPN BeE 5 H—A4
T, WA SEMES VPN RS, 2 S5 A Be i B o,

Sl MkREERED

FEAEIH, JWEE O tunnel.2 #EEE:2 DIP th 8, il 44 vpn1 [ VPN I, M Trust X BL3] Untrust X B
VPN 15 B skng (1D 10) 51 H DIP i 8. ZEMIBRZMEIE R 1, W50 S BRI R mE (B SEEE R oxT DIP ith 8
(2 | %T;kFﬁ%UFf% DIP ith. #RJ5, WZffkx tunnel.2 2 vpn1 (4552 . MIBR AR IE R T A RCE 5, RIATH
izl ]
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1. MHBXSIF DIP ith 8 &Y 3kA% 10
Policies (From: Trust, To: Untrust): .5 584 ID 10 /) Remove.

2. MIFREEIZEZE] tunnel.2 B9 DIP itb 8
Network > Interfaces > Edit ( X} tunnel.2 ) > DIP: #.i; DIP ID 8 [] Remove.

3. fi#F4 tunnel.2 2| vpn1 BI4IE

VPNs > AutoKey IKE > Edit ( X T vpn1 ) > Advanced: 7£ Bind to: Tunnel Interface F #741|% Fi%£+% None,
.75 Return, #XJ)5 i OK.

4. fHB& tunnel.2
Network > Interfaces: H.i; tunnel.2 ) Remove.

CLI

1. MBXSIF DIP ith 8 &Y 3RA% 10
unset policy 10

2. MIp&%EHEER tunnel.2 A9 DIP it 8

unset interface tunnel.2 dip 8

3. &% tunnel.2 2] vpnl HISFE

unset vpn vpnl bind interface

4. fHB& tunnel.2

unset interface tunnel.2
save
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B&5&NO

E&EO

A &5 ¥4 NetScreen w5 DT H#HOMR. BOAMHE O &R X, FIUANE LGS, EMESyIH. mxt
TR ORI E R kU, NAEQERECE S A4 2

TEAE WebUl & FHRzA %, #5807 Network > Interfaces. 145 € 227E List Interfaces N 472z Ha b o (422 287
PE CLI & FH 3K, 1H{FH get interface 774,

EJEE S
ARE TN A AR N TS

Name: b7 Bebrnildz 1 4 F5
IP/Netmask: 7B bRIRFE C1{F) 1P Hhk R0 9 28 FE i il
Zone: 7 BObRIRAE 1 TR 2 X B .

Type: Wt 7B FR 0257 - Layer2 (%5 2 J2 ). Layer3 (%5 3 /2 ). tunnel (ifii& ). redundant ( JU4% )-
aggregate ( K4 ). VSI,

Link: b5 Bebn iR 8 L2 b T35 3) (Up) IR&IEE 4 T-AE1E3) (Down) RS
Configure: It 7 B e VB il Bri L .
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ES
Netwrork = Interfaces (List) ns500:Vsys:Root [7]
List |20 ~|per page
EJ“"IPE’m List |ALL(1Z) 'Ilnterfaces M Tunnel IF -
WebUI 2 13£
MetScreen-500 Name IP/MNetmask Zone Type Link Configure
ethernet1/1 0.0.0.0/0 Ml Unused down Edit
ethernet1/2 10.100.37.155/24 Untrust Layers up Edit
ethernet2/1 0.0.0.0/0 Mull Unused down Edit
ethernet2/2 1.1.2.5/24 Untrust Layer3 down Edit
ethernet3/1 2.2.2.0/24 Untrust Layers down Edit
ethernet3/2 10.1.2.155/24 Trust Layer3 up Edit
ethernet4/1 3.3.3.0/24 Untrust Layer3 down Edit
ethernet4/2 0.0.0.0/0 Ml Unused down Edit
hai 0.0.0.0/0 Ha Layer3 down Detail
haz 0.0.0.0/0 Hea Layer3 down Detail
mgt 0.0.0.0/0 MGT Layers down Edit
RCiel wlanl 0.0.0.0/0 YLAN Layer3 down Edit
ns500-> get interface
L - dhetive, T - Inactive, U - Up, I - Down, R - EReady
CLI%§[35§ Interfaces in wsys Root:
Matne IF Address Zone MAaC VLAN 3tate V3D VWsvs
ethl/1 0.0.0.0/0 HNull 0010, dlb0d. dcdde - I - Root
ethl/2 10.100.37.155/24 Tntrust 0010, db0d. 4dde - 1) - Root
ethZ/1 0.0.0.0/0 HNull 0010, dlb0d. 4dd - I - Root
etha /2 1.1.2.5/z24 Tntrust 0010, dlb0od. addd - I - Root
ethi/1 Z.2.2.0/z24 Tntrust 0010, db0d. 4dds - I - Root
ethi/2 10.1.2.155/24 Trust 0010, db0d. ddda - 1) - Root
ethd/1 3.3.3.0/24 Tntrust 0010, dlb0d. 4ad7 - I - Root
ethd/2 0.0.0.0/0 HNull 0010, dlb0d. 4dds - I - Root
gt 0.0.0.0/0 NGT 0010, dlb0d. 4dd0 - I - Root
hal 0.0.0.0/0 HA 0010, dlb0d. 4dds - I - Root
ha 0.0.0.0/0 HA 0010, db0d. 4dde - I - Root
wvlanil 0.0.0.0/0 VLAN 0010, dlb0d. 4addf 1 I - Root
null 0.0.0.0/0 HNull 0010.dbff. 0100 - 1) u] Root
ns500->
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£ 3 E #0 RETEXEEND

EEREXEEO
AT LA L 22 4= X BERE R LR 7 1

o CEE:NYE Bl X BRBRISE

o NEE 32 (L3) LA B 4l kil

o BUMEE OO

o fEETEN

o MMERTED
YR 1 HHKA TR E G RRA HIEE, ES0FE 7 %, “[GEAEIE . HREEFEE A E PR
B R E T A G, 525 3-36 WL “HHEHEER .

BiEOMER e XE
AT EREE O GPE R L2 (55 2 2 ) B L3 (5 3 )2 ) WA B M T FHOFE IP bk, Fib el ringie
FIL3 (% 32 ) #aXBl. AAMKHEIIER L3 X Ba, 4 RENZHE I IP Hilk.
el gEEO
AR T, ¥ ethernets 455e F Trust X B,
WebUI
Network > Interfaces > Edit ( %] T ethernet5 ): )\ Zone Name F#741| & k£ Trust, X551 OK.

CLI

set interface ethernetb5 zone trust
save
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e

%3 EEDO

RETEXEEND

A L3 T2 XEEOMmIL

TN 32 (L3) 4 X B Dl P, 200k HA IS 1P Muhik R 28 /et o SR 4% 1 965 31 trust-vr HPF)IX
B, MEW g2 O NAT 56 Route (61 ). [ a0 5422 L1 gh s 2 X BEAL T untrust-vr 1, TUZ45% 1 455X

445 Route (B ). ]

YEBE 1 A5 NAT F1 Route ( [5H1 ) #ECHIEHTER), iE2005 4 7, 103 W LH “EII#EC7 .

orBCEE Dby, EE TR BIRRREACSR A 1P Mk

o Ik, HEIRMRSS UL (ISP) $RfErsbdil, F T A RS (I ) I H 2002 iE— 1)
o RAEE, MAMMEE R ADE, HTRA MY, LEE AR AT, T e R R4

TEE P Ml s 270 f5,  NetScreen i#4/4ilid ARP i Kt 1rtr 2y, LUGIIRAH 25 AN 777 1% 1P Hidif
( LT Y PEREBEB I 975 50 K8 ) HIEFAZ IP it A7 rE, TSy 2,

3P itk

FERER N M 108 DA A6 1P shhik. [IAE, Wik untrust-vr FHE) L3 (56 8 )2 ) ‘WX B3 M 4%,
If H. trust-vr X B4 OB Route (%), HS4 trust-vr B B BT sk (A5 322 DR EHLAG AR )t b2
AR, AJEIP HibEy =25, AL BRI C? W RFis

HuhEZK 5 Huhk ¥ R
A 0.0.0.0 — 127.255.255.255

B 128.0.0.0 — 191.255.255.255
C 192.0.0.0 — 223.255.255.255

2. &4y D #E bk, BERRHIE.

HEBR Ak

10.0.0.0 — 10.255.255.255,
127.0.0.0 — 127.255.255.255

172.16.0.0 — 172.31.255.255
192.168.0.0 — 192.168.255.255
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£ 3 E #0 RETEXEEND

IP ik b DA )\ AL B, A )\ ALK 8 A 72 A SRtk 1 8 7R/ %% ID, J& 24 &< FHL ID
(nnn.hhh.hhh.hhh). 7& B bk, 7 16 75 M4 1D, J5 16 f7# 5 1HL ID (nnn.nnn.hhh.hhh), 7& C 2 Hifk
H, 1T 24 AERIRMES ID, 5 8 1K R EAL ID (nnn.nnn.nnn.hhh).

Tk N RS (B RS ), IR Mg, SR b, SRR T =L ID 19—, DS AR 5
IYECAH LS D T BN, Hihk 10.2.3.4/24 i 24 SRS LoR R ¢ AT 8 A7 (ENEE—A 8 fifird]l — 010 ) FRiK
It A SRR ML 2535843, i) 16 A7 ( BRZE —ANFIEE =/ 8 fifi2H — 002.003 ) iR iz bl i1 M5B 43, i )n
8 £ (i —A 8 Mifid]l — 004 ) Rz hE ) =N 5o A 1 WX A4 R P I 28 M bk 23 () 2 /N B /NI -3 4, 3K
FERR$E S T IP B L maier .

FAH IP Huik

R ERR RN RAG LS, A AR 2855 B 03 n] AT bk o lid g e, RV I 2 0 AAA Hh b 1ol R Ye R
Hbilik — 10.0.0.0/8, 172.16.0.0 — 172.31.255.255, 192.168.0.0/16 — RFC 1918, “Address Allocation for Private
Internets” Hxf HEAT T ¢ o

W AR untrust-vr FREE 3 2 2 X BOERL B A ME%, Jf H. trust-vr "RER5E 2IIX BRI DRI NAT, 84
trust-vr ()< BeH pT A MUl (BLFEE ORI BN LRI ) # T A Hdik

3. 24 A HERS -k kg AR 255.255.255.0.
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eSS

3 E #0O RETEXEEND

Seffl : it

AT, ¥4y ethernets 2)Ac IP il 210.1.1.1/24., &3 IP #uhi 210.1.1.5. (iHEE
BAEI P Mol Ar T —F Wb ) o, K OBERE S NAT, KA RS 1P Mk #4595 52 138

S U
WebUI

Network > Interfaces > Edit ( %} T- ethernet5 ): I ALL F N %, A5 i OK:
IP Address/Netmask: 210.1.1.1/24

Manage IP: 210.1.1.5

L IP Huhib o Zi b 2 4e X
BB

CLI

set interface ethernet5 ip 210.1.1.1/24
set interface ethernetb manage-ip 210.1.1.5

save

4. RGN R e XX BRI MO, A E QR X ERINEE D, 57T WebUI th & F Network > Zones T H' (¥ Default IF =, 5(7E
CLI 1 &% get zone i fiy th N 4 H 1 Default-If 4.
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£ 3 E #0 RETEXEEND

M2 XEFRREOSE

WARBEORGS, WA w] BRI X BUIRE, RE R HINE R 2 X B RO % 5, WA
BRI IP HUE A M 8 RS R O 0.0.0.0. RJm, AIRERILEI DR e XBIIE, Wa RRILINE R ) — 2 aX
B, JF (Rl ) BB HEC 1P Mkl / 2R .

SEf : RRFRIZEOYE

FEARGIF,  ethernet3 1) IP Huht>h 210.1.1.1/24 31 HA 45 3] Untrust X Bt o H5 5L 1P HuhbF1 28 #e il i &4
0.0.0.0/0 J-¥ H:4% 52 2 Null X B

WebUI

Network > Interfaces > Edit ( %f T- ethernet3 ): i ALL F %, AR5 %l OK:
Zone Name: Null
IP Address/Netmask: 0.0.0.0/0

CLI

set interface ethernet3 ip 0.0.0.0/0
set interface ethernet3 zone null
save
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£ 3 E #0 RETEXEEND

(e &I
FCEMHE D, RO, TUREN ., BEEOE “EBRg2 0”7 (VSI) J5, nlRdE T2 UL &R E
o IP HuhilRn ) 4% HERD
o R IP Huyi:
o (S EXEHI) RIS
e (FEID) TEIDID SA VLAN bR 5
o (Hhw trust-vr 1 3 F A EBIE O ) B OB — NAT 2t Route ( #H )
o (WEED)FBHREWARKE (HSWE 7 %, % 341 1L L “fFEAEIE” )
o (WEE. JUAMELSED) AL AL (MTU) Ko
o (% 3)EN ) BHALEE AR R L AE B, B HE 2 PRI B Y 2 R B ANl B R 2 TR R R (i
45 route-deny L3¢ CLI fir% set interface K 5%/ )
XA NetScreen W& FI PR L1, w] DUsiaE SR ) B AS AL T ARG SIS S SPIRAS o 3Rk siiE 582 1K)
f%jfrﬁﬁ?iﬁ?ﬁ;j[} AT LIRS T FL 45 55 8 v 2 A4Sz (S5 phy link-down i£3 /) CLI 174 set
Te o
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%3320 RER2RXEED

%3 E &

el 2Ok E

TEAMBI, R ghE 21 Trust X B3 ethernet! BT B . KA 2 IP Hbhib A\ 10.1.1.2 BECh 1011120 4 T
T ORE PG BRI 4ant 24, ¥ T8I j5 F SCS F1 SSL LL A ZEH] Telnet Fil WebUI K B (Ui BE IR 4536 131

WebUI

Network > Interfaces > Edit ( %f T- ethernet1 ): #HTLA &L, K5 Hidi OK:
Manage IP: 10.1.1.12
Management Services: ( £ ) SSH, SSL; (i k& ) Telnet, WebUI

CLI

set interface ethernetl manage-ip 10.1.1.12
set interface ethernetl manage ssh

set interface ethernetl manage ssl

unset interface ethernetl manage telnet
unset interface ethernetl manage web

save

69
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£ 3 E #0 RETEXEEND

BIE &N

A EAR R ARG AT B 11° BRI TR, R M VLAN ARic X B 485 203% 18 1 1015 L5 45
JE B OME BRI EAR T RO AW D, IR HILFRENA T, R T O g0E BIETX B,
MA—EIFZLR LG BT “RR” B ERIMX B sboh, THON 1P Ml —E A Py Hog My B LR
LR P MU T A — 7 M

SEf  IRARGFR)FIED

EARFI, BAERKRG TN Trust X B TR0 . BlE G E S Trust XK ethernet! (74510, ¥ TR 48 3
%4 “accounting” MR e XX BE (4A2F trust-vr # ). AR 780 ID 3. IP itk 10.2.1.1/24 F1 VLAN #rid
ID 3. # KA NAT.

WebUI

Network > Interfaces > New Sub-IF: B AL F NS, X5 H T OK:
Interface Name: ethernet1.3

Zone Name: accounting
IP Address/Netmask: 10.2.1.1/24
VLAN Tag: 3

CLI

set interface ethernetl.3 zone accounting
set interface ethernetl.3 ip 10.2.1.1/24 tag 3
save

5. EHRCETIAR T VS| L. AR EILRE D LT OREE, WS 10-130 5 LK “ B RGESE DI .
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%3 ® #EO RETEXEEND

B ¥+

ASBREST BB A WS 1P Hbdik (MIP). EEHL IP Hudik (VIP) 5i3h7& IP (DIP) Mkt i) 142 10 . MHBRATA Al i e bk
IR, 0 Se R T 2 ST SRR B IKE W26, SR JE S 780 B MIP. VIP F1 DIP i,

el ML XEiEO
EARGIH, FMERTH: 0 ethernet1:1,
WebUI

Network > Interfaces: . Remove ( % T ethernet1:1).
S RN, RnEmAERR.
il Yes kR4,

CLI

unset interface ethernetl:l
save
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$£3FEDO Z4% IP bt

— 4% IP bt

B> NetScreen £ LIH(AT—ANME— 1) —ZZ P Mihk. AL, ERLEOL M EOR MR ORG24 IP dhhk. it X

AU R RES X FCAAM ) 1P Sk, iy AN SRS IN s th s ok A SL it 22, Bk, WATIERL R LAN N2 T 254 5,
VUPSEASBIURE 1~ 199 (4 A0 B B TR iR A P 28 B8 IR e BRI SR R, mRE 27 IP il In#1 Trust, DMZ 5§
H e X By v

YEBL 1 ANGEDy Untrust [XEETTHIRE LT i B 1~ 2K IP #iff.

—44 IP el EE
T AL L JE S S A St e S M R 5 . XS E AR
o ATEMAZY P Hublk 2 [RIARE L1 M bl RIS . EAh,  NetScreen ¥ & L1 — 2k IP FATA[BLA 1M
[H)ANBE B W bk BRI S o

o JHI K IP HuhEE BE NetScreen BE4S ), iZMhE B EME B RS — 2 IP bk BB AR, Rk, A
AE A 2 1P HuhbFg s sl 2R

o RREN TP HhkTCE M O,

o QUEUHII = IP HilkR, NetScreen W44 HaQIEEAHN I MRS H . MIBR =2 IP bk, W& H)
MHER LS R4 H

JA R P> 2 |P stttk 18] R % AN o (s P A AR el i, SR AR AN SR ik 2 TR i o
NetScreen &< ZF N MEO R MRO P LI, High&RIF AR AESAL.
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¥ 3E &M ZZ5 1P Hudit

Sefsl: BIIETLR IP Hitik

TEAREI, A ethernet! BEE— 4% IP #ililk — 192.168.2.1/24, #:11 ethernet1 [#] IP #uhl 4 10.1.1.1/24 F H4
€3 Trust X B,

WebUI

Network > Interfaces > Edit ( %f T- ethernet1 ) > Secondary IP: #i AL F N %, K5 Hdi Add:
IP Address/Netmask: 192.168.2.1/24

CLI

set interface ethernetl ip 192.168.2.1/24 secondary
save
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£ 3 E #0 [ & 4% O

Bl 0

A R — A 1, e NetScreen ey LRI . AR, SRR OAFRE, NEHP{ER B
T, SR 2 A TR A . L 148Kl loopback.id_num, Yo id_num Jg KTk 1° %y, #£oR
et EE AR . YRR AL, AZ0es Rl L 20 1P stk IR L0 E B % X B,

e X LR O E, Bl CHAE R e A A i it o an SRS B IE T A rh g — AN D B0k, WZ A S ] 2105k 0]
FEAE I o AT R AER T DU B D R — W Hi e . PR, B 0. SR VS,
e I REEERO
E I, Bl EEEE T loopback. 1, 345w 2] Untrust X B It 8 HArEC 1P Huhl 1.1.1.27/24.
WebUI

Network > Interfaces > New Loopback IF: i AL TN %, AR5 Hd OK:
Interface Name: loopback.1

Zone: Untrust (i£F% )
IP Address/Netmask: 1.1.1.27./24
ClLl

set interface loopback.l zone untrust
set interface loopback.l ip 1.1.1.27
save

TR 1 L1EM IS BT B A S X B L E R IS o A AW, AT 1 B 7 1 o

6. W LMREMEK id_num {EARYE T G E .
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£ 3 E #0 [ & 4% O

EREfEZEO
SR 2 P SR P e 1, SO P72 A 1, A ke S T 2 4 1

TR : N EEATIEIE R LIIE R HA KB UAGEY 4 2 AR (BB E 15 1], BEE 7 A LA B LR | KRG
[1o AFEFEIIEREL LR E LU FHF4F : NTP. DNS. VIP. —Z¢ IP. #ER IP & Webauth.

A CAZE LR O FE X MIP. 3XFE, 040t MIP, IhRE N PEE O TR E . Al B MIP [ [Rlf%3:
HfE R, 1ESHEE 7-105 1 L “MIP Fiaf&0 7 .

i R4 L1 (1) 1P iuhk 3o O 25 (Rl 4642 1 ()7 B 1P ik, mTLLEF 28 NetScreen ¥ #% o
el BT EEAEEEAO
FE NI, R SeinE S loopback. 1 42 G B B4 (15 # 1
WebUI
Network > Interfaces > loopback.1 > Edit: £ G & H LT, K5 % OK.

CLI

set interface loopback.l manage
save
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£ 3 E #0 [ & 4% O

seffl : [Ef5$ 0O L/ BGP
[l f£42 1372 #F NetScreen ¥ % L[] BGP #haS it 76 M, i3 H loopback.1 #:M1 L 1¥ BGP.

YEB T IEIEHELT [T BGP, A B 56 2 FR A L1 08 12 1T 79 j2 75 17 75 61 —1~ BGP SE6. K&
NetScreen i # /1 BGP [f17 5, =44 6 &, “Bl”.

WebUI

Network > Interfaces > loopback.1 > Edit: i+ Protocol BGP, #&J5 i OK.
CLI

set interface loopback.l protocol bgp
save

Seffl : ElfEEE0 ERY VI

I LATERIEE D Eo NSRP BLE “Efl i ” (VSI). mifEE N B VSI PIBRRESIG A AL TS SRS . HH ] R
AFE AR, Bl R TARESPIRGS, KR Tz DTN VSD A iPIRE .

WebUI

Network > Interfaces > New VSI IF: # AL RN, SR )50 OK:
Interface Name: VSI Base: loopback.1

VSD Group: 1
IP Address/Netmask: 1.1.1.1/24

CLI

set interface loopback.1l:1 ip 1.1.1.1/24
save
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£ 3 E #0 [ & 4% O

Sefl : BRI OMERIRIED

Al LS R I /R 4K 3 NetScreen ¥ 5 55 B IIUEHEE . (2 XN RS i 1 i, R AT 8 e iz
Ik 5 AN A AT, A0 i k. ) 48 NI, #4585 NetScreen ¥4 Fl i a2 LI
loopback.1 ¥z 1 k1% R 48 H &£

WebUI

Configuration > Report Settings > Syslog: #i AL F %, AR5 i Apply:
Enable Syslog Messages: ( #£#%)
Source Interface: loopback.1 (I£$f)
Syslog Servers:
No.: 1 (i%+)
IP/Hostname: 10.1.1.1
Traffic Log: ( 2E$%)
Event Log: ( #£#%)

CLI

set syslog config 10.1.1.1 log all
set syslog src-interface loopback.l
set syslog enable

save
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£ 3 E #0 EORSEN

EORSEN
B IR DU T BL R JURIRA

o WYEFEIRE - GHTE “TFHNRGEHE” (OSI) B Fs/TEs 2 )2 (FUEE ) 53 3 2 (B hst)
HI PR LR M e 25 F K LV 2 o) — 5 M4 e HonT L — D BNZIR & I BEZ N, i DAL T
P ZPIRE .
o EHEEIRE -G TYEE OO (RO JUREOMRESIRO ). Ml % 0 s B ae s 2
LM IR T WA (TEARER 1P Hidikab ) BF, %4 O AL T8I 3 RS .
o YEAREIIRGS — AR RGP L LR ) — & W 2% ek B AR ] EE?'U%EL%@J T n—amMas
FARENANBERE L HEREI , 13 DAL T PEARTESRGS . W BUAE I LU R CLI a2 18 4 4% 1 Ak Ty #EARTE S AR
7 : set interface interface phy link-down.
o EHIREIRE - BB O E BRA R RIA R 2 LR E s (FERERERR IP HubkAL ) I, BT
WiARE SR .
ORGSO SE T HAZAIRAS . #E 0 ) DU T HEROIRGS, ] DUAL T2 AR IE R s b WiRas . Rz DAk
T BARE SR, W IR AR o R K 2

AP LA TSRS, PrA A %% 1 s doRs DR S s A ] RS . A% DAL TARE SRS, NetScreen B4
R W 2 BT A s — BURAS R Al e AL T AR SIRAS MR 1, XD ik Lo A T B ARE SR
S RRARE IR E (IS5 95 UL “AREaHE I AE R ). BAMEN Z R D 5 1 h & 2%,
A LA £ FH 4 R IC & % F %

AR 5% B 1) 2 RS BE SO B VR I BB DL, P 2 11 RPIR S B X ( Eﬁ{ﬁzﬂﬁ(j‘}Ejﬁ”ﬁ{ﬁZJﬂkj‘ ) ATRESS
SRR O RPIRES KR ( HARESPIRES GRS ) BRCEIXFAT, W MERILL T CLI A4

set interface interface monitor threshold number action up { logically |
physically }

A LIifar< )5, NetScreen Bz#545 Hahid Al i 8z DAL TR Bl IRES ﬁn%%ﬁ"@*ﬂ% (BEIRERT 1P Mk, 2
. %S%‘c ) R, T A7 1 T RPARES R AL TG BPIRES — W REA IR SPIRES,  nl RE2 Y BERSPIRES, 1Kk 11
(H HARFCE
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%3 &N EORSEN

B Al DU B LA N — A el Ao XS R (AR A F B A 5 34 ) G SR P 1 i s sl RS2 4 AR 3)
UL HARESPIR AL 5 BIRES

o WIBEWTITIER: / EOBTESL

o P EREZRIG/ )

o BRI/ R

o PURIE R AEXBURM /Bl

BB IR R .. I LGB > i b
i S, .
YU T e
o =N e FLE B B T3,
2 UK TOT R R
IP B 5 W b/ ”*%“”%%DHJE%
Y- . h E|SRINIEIN
(CMP R BT 2. :
Bl O <« ﬂ — > x
- - I[/‘J:""jl%l_l

1P SRR IR i S P
¢

WP BUR I
,‘ \ f .

[l — X B ) BT 4
AR ARE RS

U R A P GAE RO B T Rl (3% DA HNERR B P EREAFRRSE) ), WA TR K B S aIRAS . Mk
AR G2 R Tl B 42 4 1 FORTROE B 5 KA — R B IR I R

B J5 25 TR B AN AR — BT
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£ 3 E #0 EORSEN

Y38 i B

4T NetScreen v LMW BEEL D7 A1 2L € M4 B (D BDERRIPIRAS o R0 MHER B g M 2 B If it
LT BZBER BRI, %A% FOR AL T BRSPS, OF BT 8 A% O i % 0RE AL TE sRES

A LI7E get interface 4 1f)% i 1) State 1)LLK WebUI [¥) Network > Interfaces T1f_F 1) Link 41 b 72 &4 LR
Ao ARG BB ARE SPIRA

" LIZE get route id number i 4 1) Status 7-E{ L} WebUI 1) Network > Routing > Routing Entries 5 fij o[ 25 & % i1
PPIRES . AR — AT, WERINZEK A TS REEE S, WRVIZE b TIEESPIRE .

ERER IP Mk

NetScreen B¢ #5n] LUl ik #2 EREAFRE ) IP Huhl, M9 — A2 IP Huhb AN vl 2R Ry, B B aE R0 4L T35 30
RA, NetScreen ¥4t mT W T 5% 32 LA C I H . 24 NetScreen 4% [RIBLL [P Mk 2 (Al Mk S35 5, T
1) 3% FH R P AR A 3G BIRAS

AT NSRP i 1 Zhfit, NetScreen {5 3 E M ia s (8 IP #EF) itz Dok I FR 2 1P Huhil: (¥ m )ik
Yo Bildn, wRE: O HEEERIE S, WIATEREAE: O 0 R —BkR e, DA e 1% th g S S e 2k . M Bl
BT IP EREERT, NetScreen i #%5¥5 LA 7 5 SCHI ] [R] B 7E 1242 11 12K ping 8K k%45 238 DU Hbw 1P bt
NetScreen 4% I #5iX 46 H bp A HE G TN . a0 A 7] 1% H bn KGR @ IS K 5, 5% K A% H bx
PN, A2 % IP HulE R4 A 2 AN o] BA N . TeVE M —AERZ AN H AR 20 3 v] G/l NetScreen 15 45 H W 5% 42
CAHCI B o W R RN [E]— H AR 55— f T A, 1) NetScreen ¥ £ 55008 € a5 B Uit LA F 3T i ki

7. %}L;;%%’gsc:)reenos B, ESMEEK FEA RO EED) R, RS EOSEE T IP IREREDE B F X (% 10-72 U EW “#hesEn
i .
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£ 3 E #0 EORSEN

BLE IP ERER

A DAZE DU E A HE P bk i) 4 11 b SCIP R
o HERILAXE (IF HA 8L MGT DiREX B ) 4 3L

PER 1 BRI A LA 2 5 (B ) 204 3 /7 ( B 1#HEC) 877

e  TE:O
o JLREO
o  REEO
JER 1 B ] LU TR T B S, (HE A GEARTL 1 B A B LT 1
YRR ARG R & L, WEA IPBREMZOUE TR AZIE RS (vsys). Aid, TAELZREO LEE IP
PREE, HBETEMIZUIAT I B,

YT RN, 204 NetScreen WAL E VA IP Mtk b T ERER . 7Rt b, 2 THLE 64 MMRES 1P Hy
k. X 64 AN ERER IP SbRe S P BER 1P SEAERy, ARSI TRRZON 2R T3 T 1P BRESAT A -5 T
NSRP (1) IP g, &2 H T veys 405 13k T8 L 1P BRESAT T35 NSRP 1) 1P #Ri.

WEERERI P HuhEA D 58 O F Rl —F Wb XA SEERER N (P Hhhik, v DLEATan TR
o Ri% ping ElFGE IP bl AN RIS ( LARD A LA ).
o {ER|IP Huhb MR R HT IELEA LI ping 2K E
o RGN IPSERIACE (— B R P RN S A 1 Im S, 55025 AR QI 6 ey B 1 ) o

8. 3%7%}\%/?%&%%!3 WP LAE NS T1% vsys (W AMEO ML EED . ANk, WA vsys Wi, AR OREEORE. AXFEAFELR, ESH
EF—"I J\ 3 {5 24

L =
PRI
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£ 3 E #0 EORSEN

A% NetScreen ¥ & A THCE, A HERER 7824 PPPOE 5 DHCP &% )7 i (1452 L R I O . BESEELIX — 44k, 1
i “Dynamic” 1 : (CLI) set interface interface monitor dynamic =7 (WebUI) Network > Interfaces > Edit
( *F DHCP = PPPoE % /" %ii$% 1 ) > Monitor > Track IP > Add: i%+% Dynamic.

JERC 24 & NetScreen i 74 Znf HETTiREFHT IP #ihil i, NetScreen 4 E2051% IP KoL T FLES 1275 11121 £
HI T,

A BRI T RC T B 1P M A 914
o WRERIOKRE 1P LM A — AR 1P SHEIA ping WIRELEKIRIOAEL, 4 KIS Bl
GUEG, BN CEEIK % IP b MBI o] BLBEZ R b . B SR 4 A o]
DU ATLUSAEA 1P MRS S0 B E 0 AT 1 5 200 2 IR, SLefi) 3.
o BEDIL P BRERMOMON T — BB L IP MG BUBURICE R BT, S e k] S 1
HISCIRS 1R85 DA P BT A T 1 15 265 2 I EREM. SO fih 1, S rnh (T AL 1
R 1P ML) ) SN 5 05 B DI R 6 o 1.

MW AR ERER 1P Mkl B ACZ BBUE, P LA R Z bk S 1 ) R (R ERER 1P HuEAREE ). R LUK
BOR IR R Fe 2 A BBk, R0/ IARCE ) FC e A IR B3t bk . VERL,  (UCHIEBIHE € IR e 1P ik

BRI AHE I, R RIBCE A sl . BN, R B IP BREAR SR IR A S 3 I, i PARGEDY 3 B
WEERERR) 1P 3 hk Ry Wi /2 124 1B 1P BREZ SRRl 8, DRI 5 8305 1% AR S (s b e TGy 1 (1
PRI BRER T 1P L hE RSB AN A2 12 11 E 1P BRER MRl AR, PRI 42 AR S (R R DR B aRES
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Sefl : BcE#EO IP ERER

E I, K ethernet! 48R T Trust X B, NH B MIZHNES 10.1.1.1/24. ¥4 10 ethernet3 FI
ethernet4 4f5E % T Untrust X . A$210 ethernet3 \EET e ihl 1.1.1.1/24 HR & ST 1.1.1.250 410 %
2%, h3:1 ethernetd 43 T N4t 2.2.2.1/24 ¥ FEFERA7 T 2.2.2.250 Ab[HIEE %L,

% A%
1.1.1.250
ethernet1 ethernet3

10.1.1.1/24 1.1.1.1/24

@ Untrust [X B

ethernet4
2.2.2.1/24

e Hh A
2.2.2.250

AEAEPA OC & B 5 i - —AME ] ethernet3 /E 0y b4 10, i ssdthht 1.1.1.250 /06, S5— MEH
ethernetd 10 1, B th#s itk 2.2.2.250 fE M C, FFRCE T REEAH 10. fH ethernet3 64y i H2 1 1k
B, iix%%Eﬁiﬁﬂﬁ%ﬁ‘]ﬁ%ﬁ(%%*E%Hﬂﬁi%ﬁ’ﬁﬁ}%éf” B 1), get route LU R B8 T trust-vr 1)
PUAMIESh G B (3G s A5 ). i ethernet3 KB 4 A TE SN, B ethernetd [KIH4E % AL 1T 5]
(K, AR B AN I
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ns—-> get route

untrust-vr (0 entries)

C - Connected, S - Static, A - Auto-Exported, I - Imported, R - RIP
iB - IBGP, eB - EBGP, O - OSPF, El1 - OSPF external type 1

E2 - OSPF external type 2

trust-vr (4 entries)

ID IP-Prefix Interface Gateway P Pref Mtr Vsys
4 0.0.0.0/0 eth3 1.1.1.250 S 20 1 Root
2 1.1.1.0/24 eth3 0.0.0.0 C 0 0 Root
3 0.0.0.0/0 eth4 2.2.2.250 S 20 10 Root
6 2.2.2.0/24 eth4 0.0.0.0 C 0 1 Root
5 10.1.1.0/24 ethl 0.0.0.0 C 20 1 Root

R ethernet3 M HAS AN, MEN ethernetd (K164 % AR AR ik 50 d. 8 IS ethernetd #2211
A IP ERESIA T AR bl 1.1.1.250. Wi IP FREEANRERIIA 1.1.1.250, NI NetScreen % %% L [f]4% 11 ethernet3 #i
KIG BT A B AR A2 N AEiE 810 . N, it ethernet4 (1164 E%HHHEUJ/%KJJE’J 1P ERER PR IR BERE BT
1.1.1.250 i}, it ethernet3 1644 i HUKE AR iE s ) . FIRFIE T ethernetd IS4 6t A2 g dEvE BN, PRSI
e 2L L iE 1) ethernetd (144 1% H I 26 eIk

LR RS 1P BRI B2 L WBR s SE A 5, JFER: D ethernet3 LT HE IP B, DMEMSIRBE S TALE 10 2%
Hiss IP Ml 1.1.1.250.
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WebUI

Network > Interfaces > Edit ( %f - ethernet3 ) > Monitor: i ALL RN %, K55 Apply:

Enable Track IP: (#£#%)
Threshold: 5

> Monitor Track IP ADD: i AL R %, X5 #ili Add:
Static: (1EFF)
Track IP: 1.1.1.250
Weight: 10

CLI

set interface ethernet3 monitor track-ip ip 1.1.1.250 weight 10
set interface ethernet3 monitor track-ip threshold 5

set interface ethernet3 monitor track-ip

save

FEAG A, H bRl i s FAE B N SEE 3. WHiE U, W HARKHES: =S ping 15 =KEA MmN, WAE 10
B Y 2082 10 1P ER BRI i . i T b IP BRI M Ilm S A 5, RIACEE 10 K 5 8UR 2 4% 1 A0 56
1% 1 7E NetScreen ¥ +4% - #rfibr,

Al LR & 1Y CLI #ir4> get interface ethernet3 track-ip k¥ iF#: 1 E 1P BREZFPIRA, W0 F R

ns-> get interface ethernet3 track-ip

ip address interval threshold wei gateway fail-count success-rate
1.1.1.250 1 1 10 0.0.0.0 343 46%
threshold: 5, failed: 1 ip(s) failed, weighted sum = 10
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get route 174 Z it ethernetd 164 B HILAE G 3IRES, il ethernet3 11T B A TR M IE BIRES

ns-> get route

untrust-vr (0 entries)

C - Connected, S - Static, A - Auto-Exported, I - Imported, R - RIP
iB - IBGP, eB - EBGP, O - OSPF, El1 - OSPF external type 1

E2 - OSPF external type 2

trust-vr (4 entries)

ID IP-Prefix Interface Gateway P Pref Mtr Vsys
4 0.0.0.0/0 eth3 1.1.1.250 S 20 1 Root
2 1.1.1.0/24 eth3 0.0.0.0 C 0 0 Root
* 3 0.0.0.0/0 eth4 2.2.2.250 S 20 10 Root
* 6 2.2.2.0/24 eth4 0.0.0.0 C 0 1 Root
* 5 10.1.1.0/24 ethl 0.0.0.0 C 20 1 Root

R, BMlIE ethernet3 M HA T ATESIRAS, 1P EREZDE A IA] ethernet3 AHC 1 4k 22 1m) H b5 1P Huhlk &
i% ping uaik él IP BREE N RERIIL 1.1.1.250 W), @it ethernet3 [¥H45 B Bk PR IRAE NetScreen Wk ARG SIR
Ao [AWF, JEIL ethernetd MFERAE B AR S AETESIRAS, XY E MK E LT ethernet3 M4 4 H AL
SR
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%3 EEDO

EORSEN

1:_:. l:l 1A 459 7S

NetScreen ¥ #% HEME X 2 L 4 BRI SR A AT

WA, ARJE R LR R AR AT N 94T 8. B, A R 9%

PR s sh A2 0 ARG 3, WAl e A 4B LU RO -

mR
O ERIR S s sh A AR Bl

2 1P BRERRIGIN,  #2 1RIZHRR AR s sRES A N S

ZIRINAS

BES— RO RED

ethernet3 il i 1P BRIEE kIS 3547
F1.1.1.250. &K% 28 .

‘\ ethernet2 it £ 11 W 47k W 44
\ ethernet3.
\
- R
ethernet3 ethernet2
IP1.1.11 IP2.1.1.1

A2

RS ] e S (LA P WAL Dy AEE SR K45 1
3 RO ARE SRS . AT BLR E Ay 5 AN
A2 NP PR SPARAESIE R R ARE SIRE

A2 B ARTE SRS (A4 L RPRES AR B2 A2 )
BRI SRS KA1 1 AN e AR S ] DA fih
NSRP i), A 24 LY BRGSO I, 4
2K NSRP i #k VSD 4 it k..

RS AT e 2 (e A M2 WAL D A S AR K45 1 1
I3 R BN AR SR . A S MR 2R
WEPRAS, A, BT DR A A AR AR B)
WA ARG SR I D BEARE SRS o

ethernet3 FPREZAL ethernet2 [FPIRESZ L
ﬁn% IR

2 1.1.1.250 )R ping 221Kk

B T % IR IP Mol it
Il 54,

1.1.1.250 [ 1P AR > Bz
XT%(E?&B%'I FHHE,
;{%ﬂi > Mg o e s 7

E%KELM’E#J A SRS N AR

[ANS)

A4, ethernet3 FLRAN HvEsh AR
HAENE S

ethernet3 [ FEACE >
sy S, JF A
WS Ky EE/%ZS?W(*’E{
HAETESPIRAS

4, ethernet2 E’W(%S#%EE
TSN AR
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ERCER OIS, WHIATEL ME A
WebUI

Network > Interfaces > Edit ( % T 23T 15 #5114 1 ) > Monitor > Edit Interface: i A\ LL R N %, SR 5l
Apply:

Interface Name JE #2060 AT IR #1311
Weight: fi AT 1 Fl 255 2 [H] (AR
CLI
set interface interfacel monitor interface interfaceZ
WA BCEATE, W) NetScreen WK FH 6k 45 {H : 255,

RPN AR, ST R0 eI, WSRO RS R AN, B az3fh 54— H
ISR 1P e o G

[ weight number ]

VEB 1 BEFF— N LA & F 1 . Juniper Networks 35 71N L1 g 321 i &

5 — B A B MREEM B AMRARA
2 T s o ﬁn% LIES
® e L P 1P SOk @) - s mmmmkopng A - B AR 5
Bt [ U P e el
A y el 7 i, I
 eiEEMEOR A, o RICEE 1P AU > BTG - WA R SR
) , LI A i hbE I,
, LTIl ’ . %ﬁﬁ?ﬁ%ﬂﬁ > P A R oo, AP RER A o
ol Il AR i .
L7 A RN
W, 5 URASHE i 22 1
ethernet3 ethernet2 R
IP1.1.1.1 IP21.1.1
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%3 En BEORKSEX

%3 E &

sefil . MR IEIERE O
FEARB R, KHC'E ethernetd K INFEH AN — ethernet1 Fll ethernet2. I FAANME IR IO IOAE (8 + 8) T
P eGS0l (16), K A ethernet1 1 ethernet2 [A] I & A= wkke ( IEE eI TR S FuEshA2 A ARG 5 ) A4 fe S

2 ethernet3 Al (I8 LR IR EhAE AR 3 )°.
TEB 1 AP Zms TH & ethernet! il ethernet2 217 [/ IP #RER (255 80 U [/ “HE IP Hohl” )o 24 IP
REFHTES T, ethernetl Fil ethernet2 nj g 4 dlFEiIME— 77 Ul A2 BN TS H B 45 i a5 Y FE LBy T a2 21T
NEELRTF G HLE K a5 I #E %o
ethernet3 i ethernet! Fil ethernet2. 1T Mo S8 dk e i FH

T U (D) = BN (W) 2 0 R AR A
» » \\\\ KA A 253 ethernet3 &A=k .
NetScreen ¥ %2 M | | | | | | | | | |
ethernet1 — ethernet8
1 | 2 B 3
W=8 W=8 F-T: 16

Bl e
ethernet1, weight 8
ethernet2, weight 8

Monitor Failure Threshold: 16

WebUI
Network > Interfaces > Edit ( Xf - ethernet3 ) > Monitor > Edit Interface: #ii A\ LL NN %, K55t Apply:

ethernet1: (i£Ff ); Weight: 8
ethernet2: (i£F% ); Weight: 8
Network > Interfaces > Edit ( Xf - ethernet3 ) > Monitor: 7£ Monitor Threshold 7B HH#i N 16, X5 Hidi

Apply.

9. ﬁﬂ%‘ﬁk%h%ﬁéﬂﬁll FHEWEA 8 (BPRFFILEY 16 ANAZ, JRRA R 28 I AR B 16), I ethernet! ol ethernet2 )i feit v 321 ethernet3
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CLI

set interface ethernet3 monitor interface ethernetl weight 8
set interface ethernet3 monitor interface ethernet?2 weight 8
set interface ethernet3 monitor threshold 16

save

Sefl ;O IR

EABI T, 5 AN D (ethernet! Al ethernet3) it & IP . AR5 A B ix S6 5 O B AR M %, DA 9 g —A
FLRESSARR, 55— MEORPRSESHE 2 R MR, REHE XK E. 4% bl ethernet1
ethernet3 # k{5 B, 5 20t HAA MR G H bedtht, (HX b B BRSO E S, BrH#ED (ethernet2
F1 ethernetd) FISAE T2 —4li . A TRXFEMECE G, 258 480k EWEER, NetScreen i 7% nf LUl ik
BBV ERE BT A B A X IERTE trust-vr B B IE BRI

PP SRS A

10.1.1.250 1.1.1.250

10.1.2.250 1.1.2.250
10.1.1.1/24 10.1.2.1/24 1.1.1.1/24

Trust X B

ethernet1 il ethernet3 #4417 IP fREE, ethernett
EREEA T 10.1.1.250 4bH 5B tH %8 « Ethernet3
PREFAL T 1.1.1.250 401140 B s o

Track IP Failure Threshold: 10
® Track IP Weight: 8
Track Object Weight: 8
Monitor Failure Threshold: 8
1.1.2.1/24

Trust X B¢  Untrust X B¢ Untrust [X B

NetScreen ¥ %4 1
ethernet1 — ethernet8

ethernet1 FiI ethernet3
AWM. BTenes
BOPIRCE = IN¥E8
Bl S, DR —$%
1) e 2K - 380 —
AN O R A R .

WSS 3R
ethernet1 #ll ethernet3
Monitored Interface Weight: 8
Monitor Failure Threshold: 8

. 800

f i ethernet1 Al ethernet3 A2 ARG BIRAS, WG| FiX E6hz 1111
AR N AR SRS . AR5, NetScreen 1 244 A d ik
ethernet2 Fil ethernetd % & {5 A M H .

#

set route 10.1.0.0/16 interface ethernetl gateway 10.1.1.250 metric
set route 10.1.0.0/16 interface ethernet2 gateway 10.1.2.250 metric
set route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250 metric 10
set route 0.0.0.0/0 interface ethernet4d gateway 1.1.2.250 metric 12
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WebUI

1. IPBREF
Network > Interfaces > Edit ( %} T- ethernet1 ) > Monitor: 5 AL F N2, R )55 Apply.

Enable Track IP: (#£#%)
Monitor Threshold: 8"

Track IP Option: Threshold: 8
Weight: 8

> Monitor Track IP ADD: #i AL RN %, K5 Hd Add:
Static: (%)
Track IP: 10.1.1.250
Weight: 8
Interval: 3 Seconds
Threshold: 10

Network > Interfaces > Edit ( %f T ethernet3 ) > Monitor: i ALL N A%, KRG H.d Apply:

Enable Track IP: (#£$%)
Monitor Threshold: 8
Track IP Option: Threshold: 8

Weight: 8

YIRS ) (B0ES) ) AT, WAUEN] CLI #14 set interface interface monitor threshold number

10, T O R KA AR 2 (305 3) ) i 21 TR, rface mon
b FUATSB5E BB Nl [ B2 AR IT 220 421X BRI 11 A B T 8 2 (i 3R

)
action { down | up } { logically | physically
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> Monitor Track IP ADD: #i AL RN %, SR)5 Hd; Add:
Static: (%)
Track IP: 1.1.1.250
Weight: 8
Interval: 3 Seconds
Threshold: 10

2. EQOIEE
Network > Interfaces > Edit ( Xf - ethernet1 ) > Monitor > Edit Interface: #ii AN LL NN %, K55t Apply:
ethernet3: (i£Ff ); Weight: 8
Network > Interfaces > Edit ( X} T* ethernet3 ) > Monitor > Edit Interface: i A LL NN %S, X5 4 Apply:
ethernet1: (iL#% ); Weight: 8

3. B%H
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 10.1.0.0/16
Gateway: (i%£#)
Interface: ethernet1
Gateway IP Address: 10.1.1.250
Metric: 10
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 i OK:
Network Address/Netmask: 10.1.0.0/16
Gateway: (%)
Interface: ethernet2
Gateway IP Address: 10.1.2.250
Metric: 12
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Network > Routing > Routing Entries > trust-vr New: #i ALL F %, K5 il OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£#¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
Metric: 10
Network > Routing > Routing Entries > trust-vr New: i AL NN %S, 2R 5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( #£F%)
Interface: ethernet4
Gateway IP Address: 1.1.2.250
Metric: 12
ClLI
1. IPREE
set interface ethernetl track-ip ip 10.1.1.250 weight 8
set interface ethernetl track-ip threshold 8
set interface ethernetl track-ip weight 8
set interface ethernetl track-ip
set interface ethernet3 track-ip ip 1.1.1.250 weight 8
set interface ethernet3 track-ip threshold 8
set interface ethernet3 track-ip weight 8
set interface ethernet3 track-ip
2. EOEE
set interface ethernetl monitor interface ethernet3 weight 8
set interface ethernetl monitor threshold 8 action down physically
set interface ethernet3 monitor interface ethernetl weight 8
set interface ethernet3 monitor threshold 8 action down physically
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3. H

set vrouter trust-vr route 10.1.0.0/16 interface ethernetl gateway 10.1.1.250
metric 10

set vrouter trust-vr route 10.1.0.0/16 interface ethernet2 gateway 10.1.2.250
metric 12

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
metric 10

set vrouter trust-vr route 0.0.0.0/0 interface ethernet4 gateway 1.1.2.250
metric 12

save

2 X s

BT AN DA, e IR X B (BT A S 2N R X B ) PR A O . B4
B AR, 405 %X B T AT 3 L L AR A A e . I R B A s X B I — AN A TR SRS, )
NetScreen ¥ #5 BIA K34 X BLAL FiG 8k 7S .

S E R D X B, AT LR A

WebUI
L\detvxllork > Interfaces > Edit ( X T-E AT IR K#11 ) > Monitor > Edit Zone: it ALL FN%, AR5 Hdr
Pply:
Zone Name: ZEFE S0 BT 2 19 X B
Weight: 5 AT 1 F1 255 2 1] (AL E
CLI
set interface interface monitor zone zone [ weight number ]

WA W ENE, W) NetScreen &Kl H Bl 44 {4 : 255.
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%3 EEDO

EORSEN

EEHIZEAFERR
UG P b 5 AN AN BERIE, WIC E e O R 1P SRR ] #5 NetScreen i b Ho e 8z 1 T3 % i 41 1)
frEiit. A, ST IP RESH RS NetScreen el fig 2 o I [R] AN LU SG % b v, 1243 1) DAGRFF 4 2
PRI AT AL AN B B4, NetScreen BLat 41X rIBERIIA 1P BRERKRIMKIA) dr e 1 _E I IIAT 23 15 4k 4t
AR P M5 B . NetScreen 1441008 4k S84 %8 1 1) H AR 1P Huhl & 3% ping 1753k LA RE H br2 75 vl LLFRR Sk
FEXLERENL R, 5 B UPRRE L 1P BRER O RO H NetScreen 4 U Il T H B tHIME2 1. NetScreen & 4 i fif &b
BEICHE (8 e T A R G T LRS00

WURMCE A P SRERIEE 78 T ailf it e, Wik [a] 52 n] DLk 42 3138 1% 82 11 I H. NetScreen 4175
BRI L B 5 AT A B

WHRRCER IP BREMEOR N T SWEA LD, WNH set arp always-on-dest i 244 53 NetScreen %
25— EHT R sl R . R AR B x4, BT NetScreen £ I 7744 FHAZ 4% TR B% 1,
NetScreen & & {/i2xilinl IP FRESZRMUIGE: N Rk mIE . (AT, REEZGL. )

BRATOLT, 4 NetScreen WAL — M &l NWIGE IR I, EWRAFSURETT ) MAC Hitilk. 4
#i N\ CLI fv% set arp always-on-dest i/, NetScreen ¥ &M SZA7 a1 KAL) MAC Huht . 1 & 7E AL PR
AR E PR AL [P R AT ARP k. @ AR AR5 1) MAC Hulib/E ARP 2, ] NetScreen ¥ 25K FH 1%
Hahik. % MAC il AN7E ARP &7, ) NetScreen %4004 &% —A> ARP 13K LISREUH #5 MAC Huhik,
%E@?gﬂ%qﬁﬁ% MAC it i) ARP 2. Bk ZE B ey,  NetScreen & #6404 T 73 4h—A>
ARP £k,

N TR RAE W R NN T2 L 1P BRERRIG G 50 20l DA, IR B SAE AN DR L TP R RIS
W N #r 4 set arp always-on-dest Jio T3 81 45 R .

JERC D FIH— T145 I 2H IP MREE L1k K 1 17 25 1 LUK X80 1 28 1 21 13 0 i NetScreen-5XT A1 -5GT .2 4F 97
% NetScreen i & F B Ei# 1. WL,  IP HREZ I nj A 610 BBE ] e 1 FTED G, 170
10-69 7 /% “Dual Untrust 2217 .
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tH O30 _E Rk

16 PR, K7 ethernet2 ERCE IP #ER, ethernet2 &\ FHL A ZFHL B Bl H H# 0. FHL A @
FOE MR R TN B KRB s, W R,

TER : WA B CIE PN B 119857, H A1 T LA T ] — X BE A LA L A T 17 B Jea X e S i
JHHTII 7 o

MEHL A FIEHL B BME R — 15K (Jasheil )

NEEAN N
ethernet1 @ ethernet2 EérégrnetZ CRATIP
10.1.1.1/24 1.1.1.1/24 e
Trust X B D B SR Untrust X B
~ mi Ak A l -
10.1.1.0/24 @ -r @Lri* | FE#LB
LHLA L—/—/wmr E g | 2222
10.1.1.5 5=
Rl Ty Wi )3 77
oA OED W5
ethernet3 1.1.1.254
1.1.2.1/24 1.1.2.254

1. ST 10.1.1.5 &N A B B I A T 2.2.2.2 AL EHL B B%E 9 k1% %) ethernet1 (10.1.1.1).
2. NetScreen W#4HIATLL FAT4 :

2.1 SEER - WARREIE A N i, W NetScreen B &I — A 4x1f. WRIET— I
U PR R 1R A H

2.2 BEHIEIR — NetScreen e EH 0 ox i T (150 — N Bt L AT I el 24k, S SR el B 2B f, UK B
i@?ﬁhﬂrf@zﬂgﬁﬁc A K P AE RU R Bl - 23034 0.0.0.0/0, K HE G N 1 ethernet2 ik 31

2.3 HMKEH — NetScreen B L1 X LHL A IEAERIAAE FUAHIZEAY , g 22 42 5 [ H 21 Trust X B
FEHLA FEM Untrust X B EHL B X B S Bt

3. NetScreen % %t ethernet2 FHdiEH k2N T 1.1.1.254 LRI <,
4. 7T 1.1.1.254 Zhi W IOR B i R 2L N — AN kK. gkskik i, H2 L B #lc R e A1k,
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HEHL B [AIEZEHL A I, R IEAE SR A ML g2 NetScreen 4, W1 b .

MEHL A B EHL B HIfE R - 02
NIE:3u F—AHOREA

ethernet1 ethernet2 ethernet2 -1y IP filEx
10.1.1.1/24 1.1.1.1/24 Bz
Trust X B @ ESTE e Untrust X E&
=+
10.1.1.0/24 F;e bl B
2228
THLA L- N
10.-11.55
/foi W N 5
A I X
ethernet3 1.1.1.254
1.1.2.1/24 1.1.2.254

Lﬁﬁ0222&m1mBﬁLafﬁﬁﬂﬂ15&%1&A%ﬁ%@ﬁﬁ@ﬁ(%ﬁﬁ@m@%7Nmm
2.éu$111%4mmm%%&ﬁﬂﬁﬁ 2Bz R B RGN —ANBkER, Bl ethernet2 (1) IP ikl

3. Nﬁejtésgeaen WEPITSWE . BT X2, Kk NetScreen ¥4 — NI 2316 5 H VT EC IE B 23
B

4. BN STEEAL I EHL A ) MAC bl sl 5 0@ i 04T ARP & #ok K L MAC Hihl:, NetScreen ¥ #%
Wt ethernett F £ L% ke gh ML Ao
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R ethernet2 L1 IP BRI 2, NetScreen &%H*Uﬂfﬁﬁ ethernet2 (118 1314 ethernet3 H -2 F 4L B B’Jtﬂﬁﬁ
R (HZ, MENLB 2 EHL A KIRE el L ethernet2 B¢ ethernet3 FiA, 31 H NetScreen % %118
ethernet F 0| Z # K 25 41 A

ML A LB B AR — 1P SRR M i A 8 % e

UNSECAE o HEED s
ethernet1 ethernet2 ggﬁgrnetZ L 1P R
10.1.1.1/24 @ 1.1.1.1/24 °
Trust X B %&% %}g l Untrust X B
10.1.1.0/24 TR : -~ BT ) kB
@l pom T
10-14.5 -| L
577 Wiy N 77
JER : S BN 1 ethernet3, (HA i 15 H 7 B oA RN x:
AL (/] ethernet2 4 ] LI/ ethernet3. ethernet3 .1.254

1.1.2.1/24

1. 4 ethernet2 Lf) IP EREZZLET, NetScreen WA KT LL FAESS

1.1 BRE T — NetScreen %451 Wit F ethernet2 M & M H . BHAT R HET$R I EE ] ethernet2 Fil
H%% 1.1.1.254 (3] 2.2.2.2 1% &N H ethernet3 A1 ¢ 1.1.2.254 H’JE%EE

AETEH — NetScreen ¥ & F IS 1ER LT AEH ethernet2 [TE 4 H, JEE T ethernet3 ¥ H &
%‘EE%EE@JI_J?% 1.1.2.254,

2. LI, NetScreen ¥ &¥ >k B EHL A HIfE B4t ethernet3 T HE 3] 1.1.2.254.

3. K[ EHL B EE AT LLRA ethernet2 % ethernet3. NetScreen m%ﬁhﬁzxﬁﬁi‘t%h;&ﬁ@Lﬁééfmﬁ
UGG . AWEIREAME— %,  NetScreen ¥4 #i 2k Bl Uil it ethernet! 3 & 45 THL A.

4. NetScreen &K Hli il ethernett % & 45 AL A.

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE 98



%3 &N EORSEN

AO#EO ERYEE

R TR, K FIRALE ethernet2 Lﬁﬂﬁ IP EREE, AXFMENL B BTN A KNS S, ethernet2 2y
NetScreen ¥4 FIOANEEH .. AL B Ml ) FHL A KIEHIE K B340

MAHL B FAHL A BB — ok (Fahain)

ANH#E:M e INE AN
ethernet1 @ ethernet2 géré;:netZ LT IP
10.1.1.1/24 1.1.1.1/24

Untrust [X B

e e TN
@ [ g 2222

Trust X B

FHLA -4/
10.1.1.5 3= /

W 3. 77 KTy
B 0N % -
ethernet3 1.1.1.254
1.1.2.1/24 1.1.2.254

1. A1 2.2.2.2 4 EHL B KX H MY 10.1.1.5 ALE ML A B (il 28 ILZ0E T NAT ).
2. éﬁﬁ@éﬂ)i ethernet2 Itf, NetScreen & £ ¥HAT LA FAES
SUEER (HTXESTERHE AN, Hkeld —Maiiks&EH)
2.2 A4k
2.3 HEES AL
3. NetScreen ¥ £ ¥ 5 i it ethernet! # R 4547 T 10.1.1.5 &I EHL A.

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE 99



%3 &N EORSEN

HEHLA BIEEHL B I, R IEAE SR urE AL g2l NetScreen 4, Wl R s,

MEHL B B EHL A FIE R - [0

o YN >
(jt\hlgrjtr?e[t:% # ettge:jrjngt% H ethernet2 F ] IP BRI
10.1.1.1/24 @ 1.1.1.1/24 e
Trust X B LBk Untrust X B

10.1.1.0/24

. ool
10:1:1.5 3= @
W N 77
BN % -
ethernet3 1.1.1.254
1.1.2.1/24 1.1.2.254

1. AT 10.1.1.5 4 EHL A ¥ B Rk 141 B (2.2.2.2) 1IR1E Bds 0 & 35 3467 T 10.1.1.1 4L ethernetd.

2. DI\Q%S%ZS% WRPATSIEEH . HTXE A ME, Kt NetScreen %45 FH— MG 23 1% 5 H VTR Il 5
~ AR

3. WA AN B AE AT 1.1.1.254 A 2 MAC itk sl il il g/ T ARP &k R BLL MAC
1, NetScreen ¥4 1) ethernet2 ¥ 5 (it k45 W %,

4. %giiﬂﬂ.zm ARG RPN I, 2R P R e A 2 L — A Bkik . 4RELi iy, ELR AL B 22k
ik,

W ethernet2 1) IP EREZKI, NetScreen ¥ &4 i { H ethernet2 [ I ethernet3 -T2 4L B (1) H 3k
fERM. Ak, MENLB B EHL A PGk )) T ethernet2 F)ik, H NetScreen % 4{/0K il T ethernet! sk
MR ENL AL 1P ERERRIUE, MEENL B B FHL A M RER LA 1P ERER SR ICHTAH Lh 3R A R weA kAR AT AT AR
tho AL, SREENL A MRIE R LUR MR B, AR, XERRT2EENH T set arp

always-on-dest % .

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE 100



e

£ 3 E #0 EORSEN

WERWE T4 set arp always-on-dest, fi4, 4AbHIGHEiE 25— o 00 1 01 52 B3k A i i o e
NetScreen B 450K Ki%—A ARP iR LISREL H Ar MAC Hihik. (4EUN & B IX 20, NetScreen & & K21l Kk
J7 1) MAC i@i&ﬁ)\mﬁéﬁﬁﬁfﬁﬁi@’Eﬂﬂiﬁﬁﬁﬂﬁhﬁ AT, RRE XML )

™ ethernet2 L1 IP BREZRIGH, NetScreen ¥4 & 5t Wil A 11 H ethernet2 % i, AR5 FHHITES &4k, &
B H 4 AliE T ethernet3 FIA7 T 1.1.2.254 &L R CEITE FHL B IR H ﬁ'k):icﬂ?’”ﬁ/z:\lﬁi%}?hﬁ?ﬁélﬁﬁi‘ﬁ
SE R BZ TS . R B H T set arp always-on-dest 174, AN T2 SGE IS 1R, 24 NetScreen 1
B E N A R — DR, HPAT ARP frdk. A8k E EHL B FIEHRE A RAM— AN D,
NetScreen ¥ #5#i<iE L ethernet3 ¥k B EHL A T E IE— DRI E KEFIA T 1.1.2.254 LMK,

MEHL B 2 EHL A BRI — 1P BRIER I fid A T8 % i

N AN N
gt\h]gjr%elt:# A etrl1 etrt‘,nl;lé% H ethernet2 i IP JRiE
10.1.1.1/24 @ 1.1.1.1/24 R -
Trust X Bt 6 /f;ﬁ @ Untrust [X B¢
B

10.1.1.0/24

THA (IR
10.1.1.5 4J¥=/
Mg 3,
FoAHOED B
ethernet3 1.1.1.254
1.1.2.1/24 1.1.2.254

1. 4 ethernet2 L[1) IP IREZIGIS, NetScreen &£ AT LA FES -
1.1 BRI E % — NetScreen &4 Wi ] ethernet2 [T M H. ©FF] 2.2.2.2 111§ ] ethernet2 F1 M 3
1.1.1.254 ()% 2 48 1] ethernet3 IR G 1.1.2.254 [ H
1.2 I‘_J*;E%??z 2NitScreen WA SR U AR ethernet2 TE 4 H, Jfiliid ethernetd #1557 % h 2
5
2. KEEWNL B FERIAT2IA ethernet2, 730, % i 45/ n] B 208 JL 89 2 1 3] ethernet3. NetScreen ¥ & AT 4
A I B S — NI SRR .
3. I THIANT setarp always-on-dest 7%, PlIt, NetScreen ¥ KH4T ARP 4k LKA ML A IR, IF2aki%
14250 5] ethernet3 %% AR T~ 1.1.2.254 Kb IR,

Juniper Networks NetScreen #t:2 53564 - & 2 & : EAXRRIE 101



£ 3 E #0 EORSEN

R BEE T4 unset arp always-on-dest ( B4 L E ), W) NetScreen ¥ &Kt AL T 1.1.1.1 &L 2 MAC
Hodik, N B RIEVIESIEEPE LI} NetScreen W &K iZ il A7 N S 2247 . NetScreen W 454k 4l 14 ethernet2
RIESUERIE . EXFEOT, 1P ERERMOAS SEUE L NetScreen % % I B da i & LE AT AT AR 1k

MEHL B LML A I ER — 1P ERERRIMCA fid A 35 % e

/\‘/“—_‘/\ o N
Nakdey B i ethernet2 L[ IP B
10.1.1.1/24 @ 1.1.1.1/24 / R -
Trust X & SUEEH ‘ Untrust [X Bt

10.1.1.0/24 E

A (3=

10.1.1.54%}/@
R I

B oAHAED
ethernet3
1.1.2.1/24

1. 4 ethernet2 [[f] IP BREZZIMIE, NetScreen 44T LL NS ¢
1.1 B HE — NetScreen & & i H ethernet2 MIFTH M H. T3] 2.2.2.2 i ethernet2 1% %
1.1.1.254 [98% ¥ 4 ] ethernet3 FIM ¢ 1.1.2.254 )% .
1.2 £iEEH — NetScreen W &2 iG # L E AT H ethernet2 [T E 4 H, It ethernetd FIL F ik b 2
ME 1.1.2.254, Ak, H1T NetScreen & ¥A47 T 1.1.1.254 4L <1 MAC HiliEfE N T Bk 9247, K4
k28 1% MAC Mt Tk B 0L A RIS .
2. K HETHL B KGR $ik ethernet2. NetScreen WA-HAT SR AL, BEHEOS — A SIECE, JfHEid
ethernet K iZ A W KA1 T 10.1.1.5 AL EHL A,
3. 43 A BTSN, NetScreen ¥ 23K n 5 M ethernet2 & Z47 T 1.1.1.254 AR 5% . BT % % set arp
always-on-dest 7%, KR MNIRMIAIE SRS HNE, MAC Hibb7E S iE R A R FEAL

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE 102



7 MR350

B RELL =R AR RISAT, 2000 - kbl (NAT). BReHALE W] . R0 255 3 2K B 0 H AT IP Hb
ik, EDERZ A R ERER R E C NAT B0 . Z05E 2055 2 2 X B (e XA vi-trust.  vi-untrust 1
vi-dmz, e IS 2 J2XBE) R s U8 IR . 7RG B B I B R
N RE D N
o 5104 U LMY BRI
— {105 WL b B E”
— 5106 TU LR A5 B R
— 107 v R CREN R L
o 122 UL LI “NAT Bizl”
— 124 v1 B NERTH GG NAT 5 B
- 1251 LR “EENwE”
o 130 UL LM B A7
— 131 bR “eEEE”

1. RUEATLUKZRE BERCR 3 2 X BB DB AE B35 U NAT, {HE, NetScreen B4 HUxil i i & 3 51 Untrust [X B M5 BT NAT . 0 AL
%n{:%rzugt{%‘%’tz&l‘?’\J%EHEEF)’EE‘Jfﬁﬁ?fﬁ, NetScreen A HAT NAT. EE 1R, NetScreen VK Untrust X Bedz 11 B oA NAT A, (HOZ2IXFRAIEA
SOGEAERT NAT 4.

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE 103



£ 45 EOKRK ERRE

ERREI

P20 AE A,  NetScreen 15 £ S i By Ak B5 £ 6L, MASE S IP Bl A Sk b AT YR ek B s
Sl T B LB AT R SR B S [J — M 2 il —35 4%, 17 NetScreen W44 IMEFH B G 245 2 AT ML ek st 768
BHEER, B IP Hohlbli% B4 0.0.0.0, 1475 NetScreen % &% T-H PR i & ] W0k “&EH” 1.

209.122.30.3
209.122.30.2 209.122.30:4

209.122.30.1 .,,/ !g’ o
e a

sl 209.122.30.5

P T e
T ——— =
g s — E .

= & Trust X Bt

‘“*:*':; . — e —
ﬁ%]ﬁ%hﬁ R | @duniper 10 —‘ (- [
¢ Untrust X &
AN 7 > r_ \\W
B R

BEEAE PP ORYT Web 55 as, o 12 MA nl (5 IR SR M e R SRR S5 4 T T B A IE WA
AATRU MR

o ANTFEEDFNCE R th A s R IR S5 AR 1 1P R

o AFTEONPESZ ORI AR SS a1 A 1] £ L G e S B UL 1P

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE 104



£ 4 5 EZOKER ERER

XEIZE
TEGRB IR, ScreenOS 2414 — AN IREX BE . VLAN X BRI = A 2 224X By - V1-Trust.  V1-Untrust Fil
V1-DMZ.
VLAN [X E%

VLAN X B VLANT 8009708 F X B, VLANT 33 0 B A 59848 DA R 1R & FE RS 7). NetScreen %
A TIE AR, AT VLANT 2 CORE PR M 1E VPN 15 8. 7% VLANT 8210 & A fevres 2 2
ﬁé&ﬁiﬂj FIENCRE H . Ak, 206 VLANT 321017 IP bk 5 o8 55 2 |2 24X B i EHIAER
—F M,

ST S B, VLANT &3 IP A04E T VLANT #2:00 IP. vl %5 5 B E “VLANT &3 IP”, I
VLANT #:0 IP & HF VPN 1 i 2 i

MEXBE 2 BEXE
EEAEIL T, ScreenOS AL =456 2 2 w4 X B, 4rHlJE - V1-Trust. V1-Untrust f1 V1-DMZ, X =4
X B ALz @ — AN 2 2. i — AN X B R E R N, SR E T S 2 EX Bh i e =
126 2 |24 . 2 2 JZIX B T EALA AR [ —F W _E DA T A .
Wb AR, WAL TIE WA, AT VLANT 32 A . 6T EERIE VLANT 32 KA BiE
i, AR VLANT 22 EORVE RS BV i X B B BRI, e 00N, BT V1-Trust X E [
P& T, BEATUE X BT B LAV R4, DA E EATTTE I X B R IR S 3

VERL 1 ZE T HEMS TP 12 1] 9 TROE S0 2 T 71~ NetScreen “F i 95 2 JZIX B, 1Sl % T & 9 L RFE)F
75

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE 105



£ 4 5 EZOKER ERER

FERRER

7E2 2 J2 (L2) 121711 NetScreen %44 A VAT X B BUX B A5 B, BRAFFE 1% B a5 LRCE T AR RS . A3 %
BRI I TEAE B, TS0 293 U1 BIF) “56Hg” o 7r NetScreen &4 FALE T RIS G, XSRS HAT UL RS -
o AVFEGIRZE SN IS E S B
o fUVF ARP FI% 2 J29E IP AE T #15 B, 2R)5, NetScreen 134 nT LAERCRIM i A2 sobs sl (1956 2 J2)
A5 S
o YREEFHIEFTA AR IP AIHE ARP HLER(S B & IPSec 15 Bt
AJ DA B ad A 25 B SO A I AT A
o HHLIEFTHE 2 )zﬂlE IP MFE ARP 15 B, BFSAREM) /(G S0, 5% A unset interface vian1
bypass-non-ip-all 7%,
o ERVITAN 2 JZHE IP 5 Rl &, iHHiA set interface vlan1 bypass-non-ip 7% .
. Tkﬁﬁk%ﬁﬁﬁ%%\ﬁi} ( BB EE IP F1HE ARP B85 (5 B ), iH %A unset interface vlani
bypass-non-ip i % .

— R, XM ERERCE SC RN, unset interface vian1 bypass-non-ip-all iy 4154475 7% unset
interface vlan1i bypass non-ip % . I, HsERT 4% A unset interface vian1
bypass-non-ip-all 774, i Eﬁéu% Txﬁﬁﬁﬂ%\ﬁﬁ (XPALIEAE 1P AR ARP SRS B ),
NiZ 1 Sk set interface vlan1 bypass-non-ip v L A VFATA AR IP /5 BB W& . KRG, s
A unset interface vlan1 bypass-non-ip 7% UAXBHIEE IP. JE ARP F4%(5 S

e Z A NetScreen &%Lii IPSec 15 it AR EZLE, 1] set interface vian1
bypass-others-ipsec #ii% . 2XJ5, NetScreen i i IPSec 17 B il i LLRA H & VPN £ 555

B 1 HALTFEW (19 NetScreen #4577 1 E5 11, FHHEH B - 715 B 17407 ( 40
SNMP [#HE) LU B hFE VPN 158 07 5 PN HAE T HE 4

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE 106



£ 4 5 EZOKER ERER

R FN AR IETN

4 AL E A R 2% B 2% LA U S e W& 1) 1P HBBEAR SR () MAC Hhkiny, AR “ Huhik i Wil (ARP)”
KRG iz 1EKTK ARP &l (arp-q) )R — T MR BT e % . arp-q T KT E H AR 1P HUhkAb )3
# K8l ARP 15 (arp-r), R K773 4EEI52 77 1) MAC $iuhik. 7R ep it pr g Hoe e e 3 arp-q I, sk A HAs IP
sk, JF B FPEAREATN P bk mf iz 8t 250 . A RATRE IP bk B& 4 ik I0 arp-r 15 .. Bi&F IP
Huhit 5 MAC HAVC LS, R (i BB AESL ARP it 2 Ar

ARP {5 Bl 3E AR 1Y NetScreen B 45 i, W44 id AN EE A 135 MAC Hhil, I H o] RLSRENWE/N 42 1
1 11% MAC $ifik. SZFx I, NetScreen ¥ 25l ik ic s e 21 i BT A 2504 & 5 Y5 MAC Hiuhibk ke 7 A Wik 42 11 3 ] WA >
MAC Hihil. R 5B (s BAEE AR e ke,

TER 1 B WIHEC 11 NetScreen iz AN X BEIHTHIE 1780, FRIFAEIZ A LHLE T 9 Mo KB FHT
A WITTFE L NG BN FH G, FSIIF 106 Z_LH “17ERFEL .

Juniper Networks NetScreen #t:2 53564 - & 2 & : EAXRRIE 107



£ 4 5 EZOKER ERER

MR RALNA H s MAC Mok i By 00 (iZ3thhk7e e ARP S 2247 ), 1 NetScreen 4% 14 Kk #H %A 1%
Hobkbiy, st BILX PG DL, 140, NetScreen w4 BRI JH i, #REIERILEL KK, (WrH CLI 74 clear
ale'p KGRt k. ) BB 1) NetScreen & I BI7E Ho A% e 6 rh e 45 B I SRR B ALy, nl AT LU A
Tz —:
o PUATIRIE A HORA 2 SLVF Ok B IR HE S BRI X B, B E B R 5 R IE R e B e X B 2
1, SRR R R P T R e D 4k 2, Xt 2844 3 H 1Y) Flood &0,
o EFVILEEIEH, ¥ ARP £rifj (F1/ o trace-route s, TESNINHE G E A 1 K ICMP [RINiER ) KEA
A ED (BEEACRERFE DRSS ), SRIEEL N h s EL (3 MAC Mtk S5H7aaEdE i H bx
MAC #ihEVERL ) 3] ARP ( 5% trace-route ) [FI & (TR H: O R IE G 828, HAoxs IP ihkZEdEA0IE 1M
I, trace-route L1 fo ¥ NetScreen ¥ £ &L HFr MAC Hudik.

JEB 1 205 ARP/trace-route X FE 7741,  ARP/trace-route %z, A1 NetScreen #4514 ARP 251
A trace-route Z(#i 14 ( IFERIAEEHE (D ) AL H T #1

iz A E

WSS 2R 2 R AT BN R 7 R R R AL . AWML e %, %R TS MAC HlERIG 5 2 2 55
(AR T o %A S N B 11, SRLI%BE 1, ASHHLRSEHS T R BN 4% o BE VA HLisk o A7 7 (10 5
MAGC Hiuli (3 (L Bk i, ASBHLER 1% MAC HulER B R R . R SRS A Sk (82 1o 0 SRS e
P S B br MAC i, A8 Hb LR AL ORI T R T 32 11 (B A OB LTRAN )o 2434 %
MAC Hitik A4 505 2648 11 2 — I, 2 BRAITZE RT AR 401 MAC Hudik &% FCAR i 1

Ja iz )5, 24 NetScreen 1421 H #r MAC Ml R 7E NetScreen ¥4 MAC 2 H %1 Hi 1 LK MRS, B8 1%
Bl s Rk T I

Juniper Networks NetScreen #t:2 53564 - & 2 & : EAXRRIE 108



%45 gOKK

ERER
5 kY ethernet1 ethernet4
R IP 0.0.0.0/0 IP 0.0.0.0/0
" . \- V1-DMZ NetScreen ¥ 55K
§EEE§$§ s j;i X B %§§§%é53%5a4’ﬂ1
VA-Trust (X & i ’
NetScreen H4 ¥ 0 K 5
A Rk ethernet3. W3 [a]
Wkl S, AT CL R -
2% ] o SRANIBAN 4 3 17 95 5 1Y
= MAC Hihl:
ethernet2 ethernet3 « ¥ MAC/ 2 L JC 7% 3
IP 0.0.0.0/0 IP 0.0.0.0/0 kR
) \ T ; ) . ﬁg%ﬁﬁ‘]ﬂﬂéﬁﬁﬁ&éﬁééﬁﬁ
W K b 2 -Untrust etherne
R RA R A X Bt
PPN
i1\
By B A

A M7 R A PR F ) AR Bt A, AT U N A2 —
WebUI

Network > Interface > Edit ( X} 1 VLAN1 ): X} £,
CLI

set interface vlanl broadcast flood
save

EFE Flood, #XJ5 i OK.

Juniper Networks NetScreen #t:2 535661 - 5 2 & : EAX/RIE

109



£ 4 5 EZOKER ERER

ARP/Trace-Route /3%

i H i trace-route T2 [ ARP 515, W1 NetScreen ¥4 2] H k5 MAC Huhk AR 75 H MAC 441 1 LUK
M,  NetScreen ¥ &K AT LR R 5 HE:AE

1. NetScreen ¥ aric kA4 EHE P 1) H AR MAC Mulil: (110 H., dn R AL s A7 sk, WK MAC $idik %
FAHD 8 s 2R Rk ).

2. NetScreen & & EF YU E A,

3. NetScreen ¥ &4 MM — ARP &f] (arp-q) FIiG s8] (TTL) FBCA 1 1 trace-route (ICMP [H] 1
WoREE PING ), IR XSt KR ARSI a D, WEEIEORIANE OB . 3T arp-q Hdi A
ICMP [H3if53K,  NetScreen ¥ £ ) 46 i (0 135 1Ptk A H A5 1P thlik. XFT arp-q £ 4,
NetScreen #&#5 ] VLAN1 1) MAC il #4740 2 €0 (1905 MAC Hihik,  FH ffefffefffff 240w an s i B
¥ MAC Hitib. XT trace-route #£15, NetScreen 4 7EI) #E 1) ICMP [1] 31k sk w5 ) 4 £ A 1 st
MAC Hihlk A1 H #x MAC il

W H AR 1P kg T 5 A0 1P ikl 78 [ — 7 M e s%, ) B IRl — 45415 3 MAC Hidik i ARP [n] &2
(arp-r), MImFE7~H NetScreen 5 7 W2l i & % e Lz b4 H 5 B e 0. (IS 112 11
) “ARP J5¥E” . )

W H AR 1P #udik g TN 1P bl BT e 7 M 2 A HE T I %, ) trace-route 35 [R5 1] [ o H* (1%

H2$ IP Mk Al MAC Hihik, SEHRZERJE, 51 T NetScreen B4 40 It & #4 & i A1 1% MAC ik ()45 L
WM. (IS 113 1L LY “Trace-Route” . )

4. NetScreen ¥ &3 MNWIHAEHE AL T K H bk MAC Hidil 53 [1)1% MAC ik (9382 DA 454, RNt 4c B
BIHE KK,

5. NetScreen ¥ #& ¥ IR 1 I A e S50 G IE 4z O 3 A 2108 H i Hb

2. i ARP ik, Bl ¥ S A trace-route 2ET. B 1] AR trace-route KETK ARP J5ik. (HSE, R Hpx IP btk 5 A 11 1P ik 7e [ — 7 M o
W% 757 2 AV NetScreen 145 R DLHLR AU 1K) HAs MAC Bl (470N IP Huhb i vrgnes &, 1520 F— . )

3. AP Huhl- ke Hodi 40 &% 3 NetScreen B4 K145 Jii 5 4 (1) 1P Mkt o PR 4% mT BB 2 OB A 9, B A R B5cdi A (0 6 1hi 2

4. LB L, trace-route & [n]-F o H BT AT I 2R 1P MR MAC ik, #X)5, NetScreen B &K 44 Bk €011 H A MAC Hihil 5 arp-r $dli (b i) MAC ik
FHVCHC, CARSE F bR a,  3Emafh e (A 1 25k i H i .

Juniper Networks NetScreen #t:2 53564 - & 2 & : EAXRRIE 110



£ 4 5 EZOKER ERER

%3 ARP/trace-route 7712 KA B AR FNIP PR R R PR A, 1 HAT L M B E 2 — -
WebUI
Network > Interface > Edit ( %} 7 VLAN1 ): X} ) #%i& i, %+ ARP, RJ5 % OK.
ClLI

set interface vlanl broadcast arp
save

VER : 21500 F e/ trace-route £, 21 R-ZEE /4777 trace-route Z£2if19 ARP, igHi A LL Fir :
unset interface vian1 broadcast arp trace-route. /i< /7IK 7 1% & trace-route ZTi, {H)32>)7 ARP
B L PER IR ECH CLH9 777 o

Juniper Networks NetScreen #t:2 53564 - & 2 & : EAXRRIE 111



%45 gOKK

ERRE

TEERT HER P bk 72450 (1 M i,

ARP J5ik

YER 1 LU IR E €0 6L 19 K 0 251
MAC #5777 7 P17 305

WER K
DPNELT
Fbs | o

IP %4k

KA |5 H #x
11bb 0800 210.1.1.5/210.1.1.75
Fik ethernet1, JFH#ERKEFETRE
MAC Hihi- 00bb.11bb.11bb 1% H,

NetScreen 45K LA arp-q ZdHE K
B R%EH eth2. eth3 fl eth4.

11aa

LA D ARP 7 5
Hix | A | H b
ffff 39ce |0806(210.1.1.5|210.1.1.75

24 NetScreen % %7t eth2 W BLL T

arp-r I,
YN ARP &
Hbs |8 S H b

39ce |[11bb |0806|210.1.1.75|210.1.1.5
EIAEREYE MAC Hubik 553 1) 1% ik (1
B PR G -

ARP Jiiktnf &k H b MAC.

VLAN1
210.1.1.1/24
0010.db15.39ce
PC A BT A
210.1.1.5 ethernet1 ethernet4 210.1.1.100
OOaa.11aa.11aa 0.0.0.0/0 0.0.0.0/0 00cc.11cc.11cc
0010.db15.39ce 0010.db15.39ce /
\,,-!H ﬁ V1-DMZ
= — X B
~ V1-Trust X B
1 H
ik
7% ]
ethernet2 ethernet3
0.0.0.0/0 0.0.0.0/0
0010.db15.39ce 0010.db15.39ce
1-
L2- Flnance - / 5 ,E(:JnEEUSt
X ﬁ{;‘_‘
/ /1Y \
PCB H e B
210.1.1.75 210.1.1.200

00bb.11bb.11bb 00dd.11dd.11dd

Juniper Networks NetScreen & 53651 -

HE2E EAREE

112



£ 4 5 EZOKER ERRE

TEE R T HER IP HUEAEAERRUT 1F W B, trace-route 1T Wi Ak H #r MAC.

VLAN1

Trace-Route
210.1.1.1/24
0010.db15.39
LRI B AT R PC A ce Bty A
MAC HH A R P 5
OOaa.11aa.11aa 0.0.0.0/0 0.0.0.0/0 00cc.11cc.11cc
L WilE e e \ 0010.db15.39ce 0010.db15.39ce
LA D IP %di B ﬁ
His |8 FH YR H b5 \fé_ 8 V1-DMZ
e X B
11dd |11aa |0800|210.1.1.5|195.1.1.5 V1-Trust [X B
F)ik ethernet1, Jf Hi# K FHEH MAC :
M 00dd.11dd.11dd 114 H ,
NetScreen % & LA~ trace-route %#i
K ERIEH eth2, eth3 Fl eth4. W H
[@lduniper %i’k
DA I ICMP ¥ A
" K |y = TTL ethernet2 ethernet3
i |[# |R% & b 0.0.0.0/0 0.0.0.0/0

0010.db15.39ce
Vi-Untrust T )

0010.db15.39ce

N

11dd |11aa |0800|210.1.1.5|195.1.1.5

NetScreen %4574 eth3 Y3 LL T 1]

IV L2-Finance - X B S -
LK A it e X B -Hr = ¢ [
LK Y ICMP Jif & - PN
TR Bl e / i
11aa |[11dd |0800|210.1.1.200|210.1.1.5 | i PCB P8 B HR4-% C

210.1.1.75 210.1.1.200 195.1.1.5
EHLAE R MAC Ml 538 [ iZ k1) 00bb.11bb.11bb 00dd.11dd.11dd 00dd.22dd.22dd
FE UM DRI

113

Juniper Networks NetScreen #t:2 535661 - 5 2 & : EAX/RIE



£ 4 5 EZOKER ERRE

Sefil . T EIERY VIANT $0

FEABI, A4 NIR N 24T NetScreen W& B TRECE, f# L VLANT 2 I HEA T4 2L «
o 4 VLANT #:H0C IP Hidik 1.1.1.1/24.
e fE VLANT BRI V1-Trust® % 4X Bt 41 Web. Telnet. SSH il Ping.

YEE T 2 R DI E IR, DA VLANT ZELIRIZE 2 2545 X BE - 13 B a1 P PRI
o {EGATRBM MR [T 10 Layer 2 (55 2 2 ) ‘WA X BYARBAE trust-vr 4 i S | A8 i iy, (A FAS

S AELE NetScreen ¥ £ AT B T AEnG ( ﬁIﬂSJ&iE NetScreen W45 [I'EA8 AN ) Z 815 . T 24X
BR#BAE trust-vr % fak Bk .

1.1.2.0/24 1.1.1.0/24
TR T

V1-Trust [X B V1-Untrust [X Bt

ethernet1
0.0.0.0/0

0.0.0.0/0

BT AR A i VLAN1
1.1.2.5 1.1.1.251 1.1.1.1/24
1.1.2.250

5. FEGRAETEULT . NetScreen i A VLANT £z 1F1 VA-Trust 224 X BEE BE . AF) A TXNZXEEEEH, (HTHHBR. BRIEETCESEH T e
i1, BWATFEFIE),
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ERER

WebUI

1.

VLANT &[0

Network > Interfaces > Edit ( % VLAN1 ): B AL F N %, AR5 i OK:
IP Address/Netmask: 1.1.1.1/24
Management Services: WebUI, Telnet, SSH (i%£#f)
Other Services: Ping (i%£#%)

V1-Trust X £
Network > Zones > Edit ( % T V1-Trust ): E#:LL RN, S5 Hili OK:
Management Services: WebUI, Telnet, SSH
Other Services: Ping
B
Network > Routing > Routing Entries > trust-vr New: #ii AL F N2, #RJ5 i OK:
Network Address/Netmask: 1.1.2.0/24
Gateway: (£#¢)
Interface: vlan1(trust-vr)
Gateway IP Address: 1.1.1.251
Metric: 1
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ERRE

CLI

1. VLAN1 #0

set interface
set interface
set interface
set interface
set interface

2. VI1-Trust XE&

set zone vl-trust
set zone vl-trust
set zone vl-trust
set zone vl-trust

3. KH

vlanl
vlanl
vlanl
vlanl
vlanl

manage
manage
manage
manage

ip 1.1.

manage
manage
manage
manage

1.1/24
web
telnet
ssh

ping

web
telnet
ssh

ping

set vrouter trust-vr route 1.1.2.0/24 interface vlanl gateway 1.1.1.251 metric 1

save
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£ 4 5 EZOKER ERRE

S IERER

L)LT?@@JU‘EEU% T A TE BRI NetScreen B4 (R4 (1 5k LAN [FIFEAHCE . SEWE /07 VA-Trust X B ir g 241
(KA B WBEEIR S5 25 1 1) SMTP RS, AN FTP RS 2410 A ) FTP-GET A%

S TS B4 PE, B WebUI A& B HTTP 3 K5 M 80 By 5555, ¥ CLI & F1[#) Telnet i 115 M 23
ok 4646. 1] VLANT IP Hudik 1.1.1.1/24 S5 5 V1-Trust 222X Bt ) NetScreen %45, € X FTP FIHEAE IR 45w
fRodbil . R P B B AR RS B B (T 1.1.1.250 4b ), LU NetScreen ¥4 fg 1) HL A& 3% Histh VPN 15 Bi°.
(VA-Trust X B g ML SRS G2 1.1.1.250. )

FTP_Server I Server AN s
1.1.1.250

1.1.1.5 1.1.10

\' \ 1.1.1.0/24

k- 8]

VLAN1 IP

— V1-Trust X B 1.1.1.1/24 V1-Untrust [X &
V1-Trust $11 V1-Untrust %X
ethernet1 ethernet3
0.0.0.0/0 0.0.0.0/0

6. AN TIEEN NetScreen W4T E VPN WIEMEH], ESHHE 5-217 T L1 “@EIE VPN .
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WebUI

1. VLANT ##O
Network > Interfaces > Edit ( % - VLANT #2211 ): #IALL F A%, K550 OK:
IP Address/Netmask: 1.1.1.1/24
Management Services: WebUI, Telnet ( £+ )
Other Services: Ping (i%£#%)

2. HTIP ix O
Configuration > Admin > Management: 7£ HTTP Port ‘7B, 4 A 5555, X5 it Apply.
3. #[O

Network > Interfaces > Edit ( %f T- ethernet1 ): A LL F %, AR5 %l OK:
Zone Name: V1-Trust

IP Address/Netmask: 0.0.0.0/0

Network > Interfaces > Edit ( %f T* ethernet3 ): A LL F %, AR5 %k OK:
Zone Name: V1-Untrust
IP Address/Netmask: 0.0.0.0/0

4. V1-Trust XE%
Network > Zones > Edit ( % T vi-trust ): LA F A, SR il OK:
Management Services: WebUI, Telnet

Other Services: Ping

7. i

=

i 150 800 AEUCKE UL S 152 1024 i1 32,767 Z MBS, LA IEX AL B AR i) o LU S VB BB A, i /E Web ST & ) URL 7Beh
ALLUF A% : http://1.1.1.1:5555.,

&

[
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5. biit

Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: FTP_Server
IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.1.1.5/32

Zone: V1-Trust

Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: Mail_Server
IP Address/Domain Name:

IP/Netmask: ( &+ ), 1.1.1.10/32
Zone: V1-Trust

6. BEH
Network > Routing > Routing Entries > trust-vr New: i AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( %£#¢)
Interface: vlan1(trust-vr)
Gateway IP Address: 1.1.1.250
Metric: 1
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7. RHEE
Policies > (From: V1-Trust, To: V1-Untrust) New: #i AL F N %, R G Hdi OK:
Source Address:
Address Book Entry: (#£#% ), Any
Destination Address:
Address Book Entry: (i£# ), Any
Service: Any
Action: Permit
Policies > (From: V1-Untrust, To: V1-Trust) New: i A LL F A%, #RJ5 ¥ OK:
Source Address:
Address Book Entry: (1£# ), Any
Destination Address:
Address Book Entry: ( %4 ), Mail_Server
Service: Mail
Action: Permit
Policies > (From: V1-Untrust, To: V1-Trust) New: #i AL F %, ARG Hdi OK:
Source Address:
Address Book Entry: (#£#), Any
Destination Address:
Address Book Entry: (i%#¢ ), FTP_Server
Service: FTP-GET
Action: Permit
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ERRE

CLI

1. VLANI

set
set
set
set

interface
interface
interface
interface

2. Telnet
set admin telnet port 4646°

3. #&O

set
set
set
set

interface
interface
interface
interface

4. V1-Trust XEZ
set zone vl-trust manage web
set zone vl-trust manage telnet
set zone vl-trust manage ping

5. ek
set address vl-trust FTP Server 1.1.1.5/32
set address vl-trust Mail Server 1.1.1.10/32

6. I%H

vlanl ip 1.1.1.1/24
vlanl manage web
vlanl manage telnet
vlanl manage ping

ethernetl ip 0.0.0.0/0
ethernetl zone vl-trust
ethernet3 ip 0.0.0.0/0
ethernet3 zone vl-untrust

set vrouter trust-vr route 0.0.0.0/0 interface vlanl gateway 1.1.1.250 metric 1

7. RER
set policy from vl-trust to vl-untrust any any any permit
set policy from vl-untrust to vl-trust any Mail Server mail permit
set policy from vl-untrust to vl-trust any FTP Server ftp-get permit
save

8. Le%rgt;ltﬁ Egtdﬁﬁf: 51?6 34?6230 AUCK IS I SO AT 1024 Fil 32,767 Z B EUHE, CARHIEXTECE IRV LU Telnet B3 U B &0, %A
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%45 gOKK

NAT &=,

N AT “ R ke (NAT)” BRI, NetScreen W4 IIVE T 558 3 J2ACHeHl (2RE% 2% ) AL, 4l
1 Untrust X ECIF40 ] 1P stk A i i /N 41 4F - HJ 1P Ml Ay 105 . NetScreen % 45 Untrust X B 4% H
(] 1P Mokl B3 v EHLIYE 1P Huhik, %46, & H B NetScreen 145 FEHLAE B IR 55— 115 B i 115,

NAT &

10.1.1.10 10.1.1.15

. 10.1.1.20
10'1'1_; . 4 | .;:. 10.1.1.25
:“?-'_5'/ ‘/f;_\ A—ﬂ. & Trust X B
/'. — Trust X Bz 1

10.1.1.1/24
FAA Huhl =51

AP IRl L]

4 A s
\. 1.1.1.250

Untrust [X Btz 0
1.1.1.1/24

7 @ — Untrust X B

LERERES

AR AE W 213k NetScreen BEa& I, XL M B 1K 1P Gk PN 4L0E © B ARHUIEA G 0, B4
Fetelnlglin 5 4. NetScreen e 1@ KAl (e A 2 H (13t

NAT 75z IR R PR — N 22 g - it NAT BiaU RN D80 (wn Trust X B ) RIA(E By L
HEMRA SR X B (40 Untrust X B ) I FENLA TR, BRAEZK AN X B T [F—> RE 40 2% ik $3s JF B
NetScreen i34 1Fl L )7 % B P03 (DRP) [ X4 7l &5 o RUETIXHFE, WA 5 ir Aulfs B Ehs, i
REFIA Trust X Bl (R A5 2EAE{E ] DRP I 0k Trust X Behil, A% Untrust X BCBCE E untrust-vr H,
¥ Trust X BURCE AR trust-vr H1, I35 HASKS trust-vr Py Sk 10 8%t 5 1 31 untrust-vr. )
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% 4T EOER NAT &3

R NetScreen w44 FHER A I F I HACH — MBI 2%, RO NAT, A ahb£e(s St Hub e
BORFRRER . 0 E A SRS RN B . i SN F G 1P (MIP) RN 1P (VIP) Huhik A S A\l S b i) H i,
D) PR 38 b 1A LR B

AN, NAT ISR BE A SE IP shk i . B2 R, SIRANAT ], ASRE A% E AT WA PR AL A S 1P Hudik.
NAT k% i 2 /AN 1P Huhb @ ok —ANak JLASASE 1P Huhik 7 o) BRI %Y, LLR IP Huhikyu AR B A FA A 1P 4%,
I AN BRI % %

10.0.0.0 — 10.255.255.255

172.16.0.0 — 172.31.255.255

192.168.0.0 — 192.168.255.255
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% 4T EOER NAT &3

)\_ql_ﬁ[] Il:l:ll Jljj NAT 11: I un,

TR NAT R 482 1 R 36 0 BRI X BN 1K =LA & IR 17 Untrust X BRI B (M E SRS il ). £F
Screen0S 5.0.0 ZHi & kA,  NAT B 18 O ENUCTEE Untrust X BAAE B, BRAENERE T
“HRSE P (MIP)” . “REFEL IP (VIP)” B8 VPN iiii°. Aif, 7F ScreenOS 5.0.0 A, MATEX B (3% Untrust
XEL) A Ca A NAT (8 DX BOR (S B, ATEAMH MIP. VIP 50 VPN, a0 5284 bk 1 FA %5 P Bk
ERATEA TS (WTH I ) IR RAA bk, Jynl g 2HAEA1AE BAE X MIP. VIP 8¢ VPN. Ak, WA
KAERENEFRA IP Motk (1)@, U Untrust X BCAE B vl HEEIA NAT BiUE: O EAL AR MIP,

VIP & VPN.

1. M Trust X Bt 5| Untrust X B )45 B
BIZE TR0 #) NAT. Untrust [X B ethernet3

2. M P UK B S Untrust < B9 5097 1.1.1.1724
TR NAT. MIP 1 1&1&?301‘;%%1 10
(FERE: AP DB Untrust <R 1120-1012.
AR A SR MIP1.11.20 ~101.2.20
AERERE. )

3. Trust [XE&%HFHFEXE&ZIEUE’JT
I RFHLTEOM NAT,

4 F1 5. af LG A Untrust [X BE31ik Trust [X
1l B P Y KB A L R ethernet1 [ ethernet2
f;}g?@@%%%%ﬁ%‘%;g%%ﬂ}gjmp 10.1.1.1/24 MIP & AT 10.1.2.1/24

= NAT Hiz NAT Hiz

R ERL T v L
Bl & » \ Y= Ay o
Trust <y 4 <—(3) G NAT — = B gy

- \p i {6

AL

YER 1 A K MIP 75, iS55 7-90 W _LHT “HUT IP ikl . 75 VIP 17iEH 7.8, 5S04 7-115 7
LHT “EMLIP b,

9. nUMNAEYR e 2] Untrust X BLRIE: D L SUEHLIP (VIP) Huhit.
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% 4T EOER NAT &=

EORE
ST NAT B, @ MPA R30S, Hrh ip_addr! 1 ip_addr2 /83 1P Ml th 807, mask 826 R 28 i o 1) 5
¥, vian_id_num {83 VLAN Fric %5, zone {RKIXEAFK, number fA3ELL kbps A FALI#) 4 58 K /)N -

X BN wE XEFHEN

{1 NAT 1 Trust. DMZ F1H] 52 XX B | IP: ip_addr1 IP: ip_addr1
Netmask: mask Netmask: mask
Manage IP": ip_addr2 VLAN Tag: vian_id_num
Traffic Bandwidth': number Zone Name: zone
NAT*: (4% ) NAT™ (&£ )

Untrust™ IP: ip_addr1 IP: ip_addr1
Netmask: mask Netmask: mask
Manage IP": ip_addr2 VLAN Tag: vlan_id_num
Traffic Bandwidth': number Zone Name: zone

©ORTAEREANE L RO FERL L BRCE AT L IP Mk 32 R D RS AE LA R 2 R K B BRSO 1P dhhik. R E e B
A PRI, Al A R 1P kRS .

v B T B .
BOERE NAT nlie RAUE SO0 NAT. b8 Bl R DBae SOy “#ri”
© R REILRE NAT 1R85 21 Untrust B 88K, ()L,  NetScreen ¥t AEIZHL I EHATHERT NAT 4%,
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%45 FOHBEK NAT #& 5%

SEf : NAT #8235

LRSI Ui T Trust X BRGS0 1K) LAN [0 & . LAN 52 NAT #F 1 NetScreen W& & 547 S 7
Y Trust X BT EHLI AN R A5 BRI AR R 5543 10 P I R o P ) 220 0k R 400 1P b kb e A 306 B A2 e 25 25 o
Trust F1 Untrust [X Bt EB7E trust-vr 4%l R0 .

HER 1 FAULTEp) S 95 132 T L “Bi 7 BRI I T L

AR % A
1.1.1.250
B A AR 25 2 _ . .
VIP1.1.1.5-> oo " L7 )
10.1.1.5 ethernet1 ethernet3 2
10.1.1.1/24 1.1.1.1/24 .
Trust X B ; NAT #Fi 2 % A5 : Untrust [X Bt
WebUI
1. #0O

Network > Interfaces > Edit ( X} T ethernet1 ): #i A LL TN %, #A)5 H.id: Apply:
Zone Name: Trust
Static |P: ( IR £ I T )
IP Address/Netmask: 10.1.1.1/24

MALLTIAE, REHd OK:
Interface Mode: NAT™

10. fESRETEILT, 02 Trust XBINFTAE DA AL T NAT BECe B, X T982 3] Trust KB, akmic &8 .

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE 126



% 4T EOER NAT &=

Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask'': 1.1.1.1/24
Interface Mode: Route

2. VIP'?

Network > Interfaces > Edit ( %f - ethernet3 ) > VIP: B ALL RN %S, X5 Hdi Add:
Virtual IP Address: 1.1.1.5

Network > Interfaces > Edit ( %} T ethernet3 ) > VIP > New VIP Service: #i ALL F A%, X5l OK:
Virtual Port: 25
Map to Service: Mail
Map to IP: 10.1.1.5

3. EH
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( %% )
Interface: ethernet3
Gateway IP Address: 1.1.1.250

11. W2k NetScreen B # |- Untrust X BEFRE) IP ik fy ISP 50 Bify, WIGRE IP #ulb Al netmask ‘v B4 %%, Jfi£# Obtain IP using DHCP. i ISP {i
LUK S xE 55 B3, E$E Obtain IP using PPPOE, #4)5 iiif; Create new PPPOE settings #4, Jf4ii A\ &A%Y .

12, HERIP (VIP) ik fE R, WSS 7-115 10 LM Bl 1P ik~ .
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4. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book Entry: (#£#), Any
Destination Address:

Address Book Entry: (i£#%), Any
Service: ANY
Action: Permit

Policies > (From: Untrust, To: Global) New: i AL R %%, X5 Hifi OK:
Source Address:

Address Book Entry: (i£#¢ ), Any
Destination Address:

Address Book Entry: (1£#¢ ), VIP(1.1.1.5)
Service: MAIL

Action: Permit
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CLI

1. #O
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat'

set interface ethernet3 zone untrust'’
set interface ethernet3 ip 1.1.1.1/24
set interface ethernet3 route

2. VIP

set interface ethernet3 vip 1.1.1.5 25 mail 10.1.1.5
3. I®H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
4. KB

set policy from trust to untrust any any any permit
set policy from untrust to global any vip(l.1.1.5) mail permit
save

13. set interface ethernetn nat i 4% NetScreen %47 NAT #iz FizfT.

14. Wik NetScreen ¥4 b Untrust XBCH ) 1P 3ulik 1 ISP 2250 lic, WAEHAILL T fir4 : set interface untrust dhep. @15 ISP /1] “ BRI s s bl ”
i H set pppoe Fl exec pppoe 4. fXTFEAEE, 1S NetScreen CLI Reference Guide.
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B AR

4 B BGURS, - NetScreen Bl fEAN [ X Be AR IR (S B G AT NAT (NAT-sre) 5 B, {5 B %l
I%Sm%nggm P Kt 4 o Sk rp Rt ik A 115 ORFFANAE . 55 NAT-sre AL, H X BLR: 14 i 8

I, AT T AVENEE B ENE ENLTE LB P (MIP) FIRESL 1P (VIP) Hikik. SiERIAAR, S4B
(342 7T AS [ 7 R e

B A

2L AL /. — Trust [X Btz

-~ 1.2.2.1/24
A [H]

AFLHhE Untrust X B0
ﬁm\\\\g$ 1.1.1.1/24

A Hh A
1.1.1.250

& ——— Untrust X B

I

Kﬁﬁﬁmﬁm%ﬁw%ﬁmﬁﬁcwwﬁw,ﬁ#@%@ﬁﬁ%ﬁ%ﬁﬁm%ﬁﬁﬂmﬁ&%ﬁ%H%ﬂ&&%
CIE 1P Huhik. AHJ, TF DAYE SRS S0k B AT NAT-sre. @ A P i sl 4 43 S b i 4 s Ui Hb b0 22 i
NAT-src [P 0%, A B8 th s B, PAAORHBIRES,E B AT NAT-src. X F M5 5, NAT affEH] 1P ik
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£ 4 5 EZOKER B

oz 1P (DIP) ety H X B L sk, 30 IP 5 H R X B DAER— 7M. X5 VPN {5 E0, NAT
AR P IETE L 1 1P b5 FEOCHK ) DIP gt

TR 1 KA ETE TG NAT-src 1A 1G6, 5S04 7-15 T_LHT “HMZEMILFEH#

EOwWE
SPT R, E XL EOWRE, Hh ip_addr! 1 ip_addr2 {83 IP Husib 08y, mask A2 4D b ik %
%, vian_id_num X3 VLAN t5ic %5, zone fRERIX B AFK, number XKLL kbps A FRAL 141 5 K/

X B wE X B FHEH

Trust. Untrust. DMZ F1H] f o CHIX B |IP: ip_addr1 IP: ip_addr1
Netmask: mask Netmask: mask
Manage IP": ip_addr2 VLAN Tag: vian_id_num
Traffic Bandwidth™: number Zone Name: zone
Route*: (4% ) Route™: (4% )

©ORTFERRNMEE O L E AL P Mhhk. 2 H RN R EAE B 2 2 R I RS Bt 1P Hhhk. MR R S
T PERCE I, Tl A L IP bk T ) .

TS IR IE I Al 5 %

FOERE B wPRE R SO B . B NAT R O REUE O NAT,
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Sefl : B EAET

b —JuBIEE 126 70 B “Juf]  NAT #2207 1, Trust X B LAN W LA A 1P stk RIS A i 55 4% 1) i
IP. 7ELU AR S ( 3Z2IaAT e AT I NetScreen W& frdf ) Bvuflh, #0EE, THLAAAILIP Hikk, H
MEPEHR 5525 AT 2 MIP . BTy 22 X BRHRAE trust-vr i ik Pt

AN B E A
"ﬂﬂ 1.1.1.250
b 3 T
ethernet1 ethernet3 . )
1.2.2.1/24 1.1.1.1/24
Trust [X B - RISy B AR _ Untrust X B
WebUI
1. #O

Network > Interfaces > Edit ( %} T- ethernet1 ): AL F %, K5 Apply:
Zone Name: Trust
Static IP: ( I E £ LT )
IP Address/Netmask: 1.2.2.1/24

BANCLN AR, AR5 Hidi OK:

Interface Mode: Route™

15. %% Route ] € NetScreen & “Mi1” #XFEAT, MAXHEH Trust X BTG BHRAT NAT.
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Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask'®: 1.1.1.1/24

2. ok
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: Mail Server
IP Address/Domain Name:

IP/Netmask: (i£#f), 1.2.2.5/32
Zone: Trust

3. B&H
Network > Routing > Routing Entries > trust-vr New: Hi AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i%£#¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250

16. W2k NetScreen B | Untrust X BLHp ) IP uhil il ISP 22570, WICRE IP HhlAl netmask 7Bl Jfik$% Obtain IP using DHCP. 412 ISP 4§ /{]
LUK mob] s B, Mi%E#% Obtain IP using PPPoE, %45 if.ili Create new PPPoE settings #4#%, H-4ii A\ FRF1% .,
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B

4. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book Entry: (#£#), Any
Destination Address:

Address Book Entry: (i£#%), Any
Service: ANY
Action: Permit

Policies > (From: Untrust, To: Trust) New: i ALL F N %S, X5 i OK:
Source Address:

Address Book Entry: (i£#¢ ), Any
Destination Address:

Address Book Entry: (i%#f ), Mail Server
Service: MAIL

Action: Permit
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%45 gOKK

B A

CLI

1. #%0O
set

set
set

set
set
set

2. bk

set address trust mail server 1.2.2.5/24

3. H

interface
interface
interface

interface
interface
interface

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3
ethernet3

zone trust

ip 1.2.2.1/24
17

route

zone untrust
ip 1.1.1.1/24
route

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

4. R

set policy from trust to untrust any any any permit
set policy from untrust to trust any mail server mail permit

save

17. set interface ethernetnumber route 7ir &1l 52 NetScreen ¥ & 7E 8 AR 1217,
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R g B FIE R

ATEVTE T AT LATE S b g I AL sk e e . g (i 2R 3 an
o 139 U1 LM “HuhE”
— {140 v by “Hbhk&H”
— 5142 ju by “Huhbgl”
o 147 T LM “HRSS”
— 147 TR “RUE LIRS
— 149 7T L “E RS
— 152 TU L “HRSEER
— 154 U LK “ICMP %
— #5156 WL L[ “RSHALG”
— 55156 TU_ L1 “Sun iR FE R N H R E M G
— #5159 UL L) “Microsoft e f2 i B i B R FH AL 2 9 56 7
— 164 TUER “SEREMSON AR P 2 M O
— $176 T LK “IP iEFEAE N H.323 ThHill”
- 5195 L By “ail a3 (SIP)”
— 35207 U Ry SR s ik 5 ) SIP”
— 25261 5L LM “VolP RS ks v #i
— %263 T by “HRS4L”
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% 5 E RESHIMIE R

e 267 it LY “DIP ith”
- %270 W By “HFE DIP Huhk”
- %271 By “YT SR DIP”
- 95279 YU ER) “[RlfEgz O DIP”
- #5285 51 L) “DIP 4~

o 289 UL LI “HfEER”

TER : A i HIE R, 26 8 %, “H/ kil ” .
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% 5 & RERAMER it

ik

NetScreen ScreenOS i ih 47 B A1 W 45 HE AL X BT A L8 Be % I ik 34T 4325 X B BAT H O A k21

VB
BAASFEHLR AN —f) 1P Hhhl, Rk, DA20HEA BEE N 255.255.255.255 1 M4 HERD (e HE i bR 1% L LA
ek &).

TR 1P Mk AR 2D (f91tn, 255.255.255.0 5 255.255.0.0 ).

TR B A LLARVE . 45 B B B NS N UR7 R (R 8 (5 R0, 1 e AT e 3% X By 41 211K NetScreen
Huhk B2 b o HoAlIE 2 H

TR : TG “Any T RIS H o SRS H B EP G S i s, LR A AL T E T X B
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% 5 & RERAMER

bl

k5 B
VPN Jfi BB EGt. %4

G IIHE AN b e e bk, SR A RE B E % Bl NetScreen Bk ki

X B bk 5 B0 EALET M 1) 1P bk a4z, 6Pk 2 LML (K o) ORI A Ve BHLZE s i i

UESEHERAE

YEB 1 7K ScreenOS iy £ 29 EHI1E B (T A Gl HTIE R ), iES 055 xii T 1T i 29 EFl-F 7627 ,

Sef RNt

FEAGIH, K IP bk 10.1.10.0/24 /{17 M “Sunnyvale_Eng” sk Trust X B ifgsthhl, JEkssthhl

www.juniper.net s 14 Untrust X Bt btk

WebUI
Objects > Addresses > List > New: S A LU {5 E, X5 Hd OK:
Address Name: Sunnyvale_Eng
IP Address/Domain Name:
IP/Netmask: (i£+f ), 10.1.10.0/24
Zone: Trust
Objects > Addresses > List > New: #i A LL N5 &, X550 OK:
Address Name: Juniper
IP Address/Domain Name:
Domain Name: ( £+ ), www.juniper.net

Zone: Untrust

1. A4 NetScreen BIAHLHE “Hi4 R4 (DNS)” M5, ARl IbhkA Hisk4s . 75¢ DNS BCEINE R, S5 859 It L1

IR ARG

140
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% 5 & RERAMER it

CLI

set address trust Sunnyvale Eng 10.1.10.0/24
set address untrust Juniper www.Jjuniper.net
save

seffl : (Eek bt
TEAIH, R sE ol “Sunnyvale_ Eng” (it gc H, DU BRIEESTT L T84 TR, BHEAAFRIP IP Hihlk —
10.1.40.0/24.

WebUI

Objects > Addresses > List > Edit ( X} T- Sunnyvale_Eng ): K& FRA1 IP bt 5550k LR N2, SR )5 i OK:
Address Name: Sunnyvale_SW_Eng

IP Address/Domain Name:

IP/Netmask: (i£+% ), 10.1.40.0/24
Zone: Trust

CLI

unset address trust Sunnyvale Eng
set address trust Sunnyvale SW Eng 10.1.40.0/24
save

TER : 06 KL B TG MG 7 A FESFHBAL 1) B YRS IXEE (P11, M Trust X B X E]
Untrust X5 ). ZEEHINE, IR iSRG 5 17573 iR
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% 5 & RERAMER it

seffl - B e dik
ARG, Kbl “Sunnyvale_SW_Eng” ihk4H .

WebUI
Objects > Addresses > List: 7 Sunnyvale_SW_Eng f{] Configure ¥, #.i; Remove.
CLI
unset address trust “Sunnyvale SW Eng”
save
itk 2H

LU T AT G A SOMUIM R B EA AT I TR % H o KBS N B LSS, SRR AR S ) A
AHhkgc H 5w, NetScreen SEVFAIE LA . XK R LLOCE BB AL, ANV BOCR k55 H o xdl
(1 5 CSORE Y P 4 A R R ik 4 H

FAME 1 AT FEAHLALAL 1 e
o

Name U Access

Address Policy

ama | Acoess | e

AddressU Policy

v

o
Name Access
Address Policy
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% 5 & RERAMER it

ik THEAT AT RE :

A DAAEARAT X B b Bt it ik 41

LA I T B4, m) LGS 25 ik 4 6 DA A6 T P S EAlT.
e b1l AT LU I EAb b2 1 R

A LIRSS b g | 4 46 H - el sl A H s

NetScreen H7E P A REAN LR 03 i gt AN SRS, AT SR S F B 20 A it o AR LT h 4L — N3k
W%, {H NetScreen SzBp b2 4l AR BB (3B M AT RHFAS D IC B 1 & TRUIRSS ) #FAIEE— S A B e . °

MR IR B AN R4 H I, NetScreen ¥ o e T IR IO I A7 40 A 3k AL B

Mk HI AR BR A -

Hohik2H K e a1 A — X Bt
bk A FRRA R S H AT . WIRAFR “Paris” H T ARG H, e AR HEH AR,
U R A RS S, WA BERS Bz k2l o (B ) ORI HEAT G 4

R A KIS SRR M b 2 I, EORe s s N ] B2 A B, JF H NetScreen B8R o g i) 171 51)3& (ACL)
PR B AR A H o RACBEANE, W RES I ) A s B A, UL Y AT H ARk
FEhEZH I HAR e 55 e g5 A

ABEF AU R FI5E St dl . “Any” . “All Virtual IPs” #1 “Dial-Up VPN” .

2. B AL ESME B G 4R
41 B, NetScreen &2 A2 LA

LR EEAEALN, AN E AR,  NetScreen i FHATIZI RO AT . F4, AR 4l A 1E 4 BRI 21
iR A BARE B AR SN .

3 mir Jg?t%?re%g B H AR HENE N BIREAHEEZE B 0L, R TE F B AN A B HBhE QI 3RNE . JEAh,  NetScreen ib 2o H45iX S8 5IE 5 N\ ASIC, XA A iy
BATH AR R
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% 5 & RERAMER it

Sef5l : elE itk 2E
76 T IF, HaE—AN4%8 “HQ 2nd Floor” 114, Z%41fu%5 “Santa Clara Eng” fil “Tech Pubs” WA~Hutik, &
TR C N Trust [X B R iR .

WebUI

Objects > Addresses > Groups > ( %f T Zone: Trust ) New: i ANLL FHZFR, #B3hLLF bk, 85 Hd OK:
Group Name: HQ 2nd Floor

1t $¢ Santa Clara Eng, 1 il << #%41 ¥l )\ Available Members #4551
#| Group Members £~ H1,

1%#¢ Tech Pubs, F11§i [ << 344 itk A Available Members #2125 5|
Group Members =/,

CLI

set group address trust “HQ 2nd Floor” add “Santa Clara Eng”
set group address trust “HQ 2nd Floor” add “Tech Pubs”
save
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% 5 & REEAIHER ik

e YmiEthit4A SR B
TEARBIF, Fd “Support” (AR TRE 11— bk ) W n®] “HQ 2nd Floor” itk
WebUI

Objects > Addresses > Groups > ( XfT- Zone: Trust ) Edit ( X J- HQ 2nd Floor ): #3) UL FHuht, 285 #idi
OK:

#FE Support, JHEH << #ZHLR AL Available Members #2123/ % Group
Members £=H,

CLI

set group address trust “HQ 2nd Floor” add Support
save
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% 5 & RERAMER it

seffl : #BBRA AN
EAEIH, KM HQ 2nd Floor #hkH s R i b1 “Support” ,  [AIISHIMERSEHT A& “Sales” Huhik4H .
WebUI

Objects > Addresses > Groups > ( XfJ- Zone: Trust ) Edit ( X-T- HQ 2nd Floor): #3) LI Fihht, 2R j5 %
OK:

% support, A >> F ALK Hihk N Group Members £ 3)%] Available
Members #:H,

Objects > Addresses > Groups > ( X} Zone: Trust ): 7£ Sales 1] Configure 1, i Remove.

CLI

unset group address trust “HQ 2nd Floor” remove Support
unset group address trust Sales
save

2EE : NetScreen i A< H 5)Mkk C 25 Bk A Pl 5 #H94 o
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% 5 & RERAMER AR 55

AR 35

MR 285 SRR, SN A AN U hRiE . BRI IR #G 5 2 SCHR AR St SOR H Axdi 1%, W1 FTP [ TCP/
i 21 M Telnet i) TCP/ i H 23, GIEESENE I, o204 HARE MRS T LAMIRSS Sk £ — A 1ioE LRSS, X
GRS IR SS B 454 . Bk A Policy Configuration BT H ) Service FH741)% (WebUl), ai{fi 1]
get service 174 (CLI), 7 LAEA REEAE SRms A8 H AR 55

T 7E M YRR 55

ScreenOS CHF R TIE LIRS o TEAT RS, SR LUKHIAT RIX LR 55 B VRAIfE B, o Ao
o 154 5L LI “ICMP JIk%s”
o 156 7 I/ “RSH ALG”
o 5156 BT LMY “Sun i R N R MO0
o 5159 B M) “Microsoft o fe ik F5 i N I FE A 2 I o6 7
o 164 UL “SER L ERON FHEFRTEOC”
o 176 WL LI “IP iETHEAE I H.323 Hhil”
o 195 JL LK “RiAZhP (SIP)”

i1} WebUI 5¢ CLI "] LA NetScreen & 1€ XRS5 & il Ik 55 B 55 4 31 3%

i i} WebUI:
Objects > Services > Predefined

Objects > Services > Custom
Objects > Services > Groups

i i CLI:

get service [ group | predefined | user ]
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% 5 & RERAMER R 55

get service pre-defined CLI [{J%i i 5 1 F s 4 2824400

Name Proto Port Group Timeout (Minute) Flag
ANY 0 0/65535 other 1 Pre-defined
AOL 6 5190/5194 remote 30 Pre-defined
BGP 6 179 other 30 Pre-defined
DHCP-Relay 17 67 info seeking 1 Pre-defined
DNS 17 53 info seeking 1 Pre-defined
FINGER 6 79 info seeking 30 Pre-defined
FTP 6 21 remote 30 Pre-defined
FTP-Get 6 21 remote 30 Pre-defined
FTP-Put 6 21 remote 30 Pre-defined
GOPHER 6 70 info seeking 30 Pre-defined
H.323 6 1720 remote 2160 Pre-defined
--- more ---

TER 1 BEINTE RSS90 B [T % 1-65535, 7 7% 800 11 5 H) e BB e XA F] AR UL A 19 K ity 77
AT 76 LS 905 50 LT AT 5y I B o XTI TGE KIS IR i B AN 19055 L 78 1 i 68— T iE
TS o KNG, I 149 W LT RS -
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% 5 & RERAMER AR 55

7E Il AR 55

Sl AR At S AR 55 1 AN F00E SRR 55 o ) D BEA 5 Tl 55 F 5 BA R sk

s K

Fehbp il
] TCP = UDP (¥}l 55 (Y540 H b 1 5
i ICMP [k 55 1SR RIS A

o HEINH
UERAEREAU AR SE (vsys) P U I Tl 55 55 S T AEAR AR G o SUIRDE ik 55 HOA IR A4 0k, WU vsys IR 95 15K T

R e bl (TCP. UDP 5 ICMP) RS e IN AR . AR S8 b HATAH R A4 K 1 5 ik 5547 e B LR e, 22
Ay vsys IR S5 E AN T8 A (B € TR INAE, 15 4% LU R U 8% vsys H AR Z 48 1 5E il IR 55

1. G, A& vsys "FEIEEATE BB R E B S -
2. W5, EMRARGE B FRAN R EE A A R 55— Bk 55
LUy Bl g n s in . B SO Br g Hil ik 55 -

LR 1 77K ScreenOS wr ZL9E I (JH T X EHIRE-CIZNTER ), 5217 Xii JLH) “ar 529 ERIF 11827

Ehl: RIMESIBRFE
OB E IR SIS N B RS, TWELINER
o JREMWIAFR, AHIF K cust-telnet
e YRS YEH ;1 - 65535
o P IRSSE SR I H bR 5 Va4 : 23000 — 23000,

o JRSSAEH] TCP HhiSGAREAEH UDP BN, B A HIB M R E X E — bl fEAIH, 4 TCP
e
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% 5 & REEAIHER AR 55

WebUI

Objects > Services > Custom > New: #i AL TN %, R)5Hd OK:
Service Name: cust-telnet
Service Timeout: Custom (#%£#% ), 30 (#i X\ )

Transport Protocol: TCP ( #£4% )
Source Port Low: 1

Source Port High: 65535
Destination Port Low: 23000
Destination Port High: 23000

CLI

set service cust-telnet protocol tcp src-port 1-65535 dst-port 23000-23000
set service cust-telnet timeout 30°
save

4. BINEBEE. WAURBEE, WE RIS FOEIE D 180 738, WURAMIRSEN, A never,
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% 5 & RERAMER AR 55

el 1B E TR
LEA R H b Y0 B S0k 283230-23230 K15 HE kS cust-telnet.,
{fiH set service service_name clear 7%, EAMNIREHEHBEERIRS WIS, BERe s e X :

WebUI

Objects > Services > Custom > Edit ( X} - cust-telnet ): AL FNZE, K5 Hidi OK:
Destination Port Low: 23230
Destination Port High: 23230

CLI

set service cust-telnet clear
set service cust-telnet + tcp src-port 1-65535 dst-port 23230-23230
save

Sef5l : FERE SRS
TEAGI, KRR E HIRSS cust-telnet.
WebUI
Objects > Services > Custom: 7t cust-telnet 1) Configure £%, i Remove.

CLI

unset service cust-telnet
save
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% 5 & RERAMER R 55

AR 55 B BT
F%??ﬁ%iﬁ&%@i%ﬁ%ﬁﬁ&%&ﬁﬁHﬁllﬁﬁﬁ(L)MJ‘%[F?’U%&)O AU IR ST SRR IR L 45 8 i i I AN AT
q BH\ o

PAT A7 RS INAT R 16— S 1445 5
o RN IV E B IN ) SRS E T B U SRS, NetScreen ¥t i HI i I o
o CMIEMESIHARSS AL ARSI E XK RS ANY I,  NetScreen ¥ &% W H CECE K. 5P (TCP B¢
UDP) + H#wdim 5 VCRC ) E— R S5 Ak o ildn, R4 LU W€ SO A il Ss
set service ftp-1 protocol tcp src 0-65535 dst 2121-2121 timeout 20
set service telnet-1 protocol tcp src 0-65535 dst 2100-2148 timeout 15

SR G AE A — s b 5 HC e RS —E 51 ftp-1, W) NetScreen ¥ &K 11 4 telnet-1 5 X 15 23BN, 1M
AN H ftp-1 1 20 43R . X &Kk NetScreen & & AEFH AN E (— NHTF TCP, 55— HF UDP)
(1] TCP Al UDP Pl A ik 55 ). 24 NetScreen B & AE MRS 41 A 2 /MRS 1 55 I B0 E 447 A 55
ANY TS AR SS B INE R, e N HAER PR B SE — MRS IR, Wi LA ES Hbsum 1512
MRS R R e — N AT R E J A B R RS . B L EyEslh,  NetScreen 45N 15 4
PEERY, PAh telnet-1 (2100-2148) 5 ftp-1 (2121) 1) H Az 58S, 11 H telnet-1 Z/EE X T ftp-1 2
JaE . Kk, EEHEA HbsuH 2121 ARSI e 2] telnet-1 [ I I % Y
%%mﬁﬁﬁﬂgﬁﬁ%%ﬁﬁﬁﬁﬁﬁ?%fﬂﬁ%, T AT TS H A - TR I 55 Bt 4 3 FH 5 1 Sk h F
A7 5% LIRSS -

e XA ICMP k44 TCP 5 UDP LIAMY B WML IARSS, Rms WL 5] H 1%k %5 i,  NetScreen
gﬁ%ﬁ%@ﬁﬁgfﬁﬂﬁﬁﬁﬂ% KW H Z ARSI, NetScreen ¥ &KX HAE TCP 2k UDP 13l B 45 N H Gk 4s
AN (8 ).

o YRBILARSE (vsys) TS e HI S HAR RGe b A HAT RPN + B brim 5 1 5610 e SRS,
NetScreen W44 ¥ AEAR e AR S5 IR I R T vsys 1P AR 55
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% 5 & RERAMER AR 55

o REENTE vsys Az i) s IR S5 WA e SCe IR . (HUE, G1RAE veys O IR 45 W AT ZE vsys 2]
PN FH 5 HIRE IR, AR Ao AR 0k 75 2L 00 5 R I Y 2 B A AH [ + i 5 IR SS. Aik, iE 3% BRI
AT T A HAE
1. 1E vsys H a0 e Hi %S
2. G, ERARGEEEAME PO HArum 5 15— @ il ss, I Bz kS EN A LA vsys NV

B o

SEf : E AR S5 RY
ApIH, KR BGP Bt SRS ORI S e 75 436
WebUI

Objects > Services > Predefined > Edit (BGP): #i AL F A%, #RJ5Hidi OK:
Service Timeout: Custom (#£$¢ ), 75 (i)

CLI

set service BGP timeout 75
save
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% 5 & RERAMER

ICMP BR %%

ScreenOS ZHF ICMP (PRI FEilfE B ) LA ZFi ICMP 314 EAE A iU SR S5 550E iR S5 . e & e il ICMP i

S it, A RIS, ICMP P ASFEIE B, ol
A0 = [FIWAE R R
KM 3 = Hbr ik 2E T B

ICMP 3 SRS th ] A S A . AU SR A S B S HAE R e il

THERE H A

5 = FOHE 7] 0 = HOPrE 7] 2% (21 ) ARt
1 = HOPE [ AL
2 = FOFTE [ W 55 JE RN 2% 1) Sl £
3 = FOFTE A e 55 A LI Hedle

11 = @S 0 = &4 R ()35 2 B 1)
1 = @I e A FE A TR

ScreenOS 7 #F 0-255 i | P AT A S5 80 el AR .

5. X ICMP RAHH LIS R, 1521 RFC 792 “Internet Control Message Protocol”.
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% 5 & REEAIHER AR 55

e X ICMP BR%
AT, AT ICMP {E R Ak s X 4% “host-unreachable” [ Hilli%s. 2% 3 (X-T HAF L5k
FIIRES ) TARHEE A 1 (3T EHLCVERIE RS ). BHEBRMERE R 2 74T

WebUI

Objects > Services > Custom: i A LL F A7, #R)5Hd: OK:
Service Name: host-unreachable
Service Timeout: Custom (#%£#), 2 (i)
Transport Protocol: ICMP ( #%$%)
ICMP Type: 3

ICMP Code: 1

CLI

set service host-unreachable protocol icmp type 5 code 0
set service host-unreachable timeout 2
save
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RSH ALG

HMHI RSH ALG (IZFEsbre MR E K ), IR P Al e A EHL s 47 5k 584 . NetScreen & SCHf “iEH]”
(L2) B, “gi” (L3) BN NAT BEC i) RSH IS5, (HANSZRF RSH 15 Bt ) 1 4t o

Sun itz EZIARNAREFEMN X

Sun RPC [ HFk1E “IHRMZ% 5L (ONC) RPC ] LLER At —F vk, A& THL s T MR REW A o) — & L
Eprigfr e i R . T OKE R RPC sy &) #id2, RPC g5 A&t bR 55 TR 55 (R 5 FARCA 5 307
BEATIRT . R L AGEE UL RPC F2)7 5 MRCA 5 WU 2 A&t ik .

NetScreen B3z K6 Sun RPC 1F Jy Filc SRS i USSR 1 1 S0 e SeVE RIS 3 AU, R TT R 2 I 5
(ALG) Jy NetScreen ¥ &340t T i Jfit, nl KA Sun RPC [UZh A AL hHb L bR BLE, T T Bk TR i1
Bl J M IS 1 5 S S LR VPR A A RPC ik, R R S R VF 4. ALG ISR
FURISMARER I “Brii” AINAT Bist.

BRI RPC HAA=

2P i I R ARSI, e T A e BZ R S5 AL b, A ] TCP/UDP W5 A4k 115 S ya 45 iy s 78 ol
wr

1. &/ GETPORT W B R IX S ¥ RPCBIND Ik%5. GETPORT W VAL 5 M S F
PR SS B IR AFIRE P56

2.  RPCBIND Jliz 45 i ik oy 115 1047 [H] &2

3. & AR [ ) 5 P RS

4. EFRNRSS RIS i .

&t e 4 CALLIT v 8 HEH A FE MRS, AN IR 45 v 5 o XM GO0 NI R an r

1. & CALLIT 3 B A2 R FEbl e B ) RPCBIND Al4s. CALLIT W VAL HEFET S M S F (R B 4
(R AS R 5

2.  RPCBIND % i i IR 55

3. WAL, RCPBIND R[HI& % o [H15KE AL 75 FH 45 SRR IR S5 1 i 115
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Sun RPC AR%
TRV T wiE X Sun RPC AR5 .

ZHR BrF5 i
SUN-RPC-PORTMAPPER 100000 Sun RPC Portmapper Hrill, ‘&i&3ET TCP/UDP ufy ¥ iRk%, W
TCP/UDP i [ 111, MR i BT e IR 45 28 4 2 T 75 IR iR 55
SUN-RPC-ANY ANigE f£47 Sun RPC JIi4%
SUN-RPC-MOUNTD 100005 Sun RPC ‘&35 f2 )7
SUN-RPC-NFS 100003 Sun RPC W44 SC1F R4t
100227
SUN-RPC-NLOCKMGR 100021 Sun RPC £ s 5 P 2%
SUN-RPC-RQUOTAD 100011 Sun RPC e 2 2% [] 43 Ficl <7 4 P2 7
SUN-RPC-RSTATD 100001 Sun RPC @R T 27
SUN-RPC-RUSERD 100002 Sun RPC @2 H 7 sF 4 27
SUN-RPC-SADMIND 100232 Sun RPC R4 H i Fi T
SUN-RPC-SPRAYD 100012 Sun RPC SPRAY <F#"FLf¢
SUN-RPC-STATUS 100024 Sun RPC STATUS
SUN-RPC-WALLD 100008 Sun RPC WALL <3 F2 ¥
SUN-RPC-YPBIND 100007 Sun RPC # 71465 i 4%
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F&45 : Sun RPC AR %

K124 Sun RPC k45 Bh A W is i 11, By LAASBEAE 224 Sl v A 25T [ 5 TCP/UDP i 1 BRI R 55 X6 % K fu v
AT M, WHUE T 5 604 sun rpe RS A 4. i,  NFS AR5 : 100003 F1 100227 . AW )
TCP/UDP i 1 hshasui Mo 7 RVHEARE TS, fRal@ XA 511 sun-rpe-nfs k%5514 . ALG #4275
WS B2 AP (1) TCP/UDP diig 11, JEAR 6 HC & 11 S s Se v aldb 4 ik 55

EbEEH, FAIEE 44 my-sunrpe-nfs RS0 %, DT CL S ANEESP ID R “Sun RPC M 28 301 &
4:” 100003 F1 100227,
WebUI

Objects > Services > Sun RPC Services > New: i AL TR %, K55 Apply:
Service Name: my-sunrpc-nfs

Service Timeout: ( %+ )
Program ID Low: 100003
Program ID High: 100003
Program ID Low: 100227
Program ID High: 100227

CLI

set service my-sunrpc-nfs protocol sun-rpc program 100003-100003
set service my-sunrpc-nfs + sun-rpc program 100227-100227
save
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Microsoft iti2 i H 2 A AN HEZEFE M X

MS RPC &34 s i1 5 3855 (DCE) RPC [ Microsoft S8, 5 Sun RPC 2L (152 [# 28 156 1L 1) “Sun igfiit
FEH N HFEFZMIC” ), MS RPC L a] DAt —Fp ik, (3 a BN ST R RER A 5 —& L L FTisiT
PR . hTFRKER RPC RS & k%, RPC RS AL bl T IR SR 38 M —FRiR s
(UUID) h&ATIIRT . #47E ScreenOS e S “ i s WL R 77 40 Pl KRR 8 UUID WIS S btk

NetScreen % #5CHi¥ MS RPC 15 i SRS, IFnl AR HE BC & (1 SR ok FovF FdE 4645 St . ALG i NetScreen
PRSI T —FhIhRE, W HSRALFE MS RPC [sh AWMt ra L], I al s IE T UUID [ B S5 e 1 S i
AJ 5 SR KRS S DL S BdE 4 fr RPC 12K, s #5452 UUID 5 R iFsldi4i . ALG I SZHF N [a) FIAR ) 1 2K 1)
“HEH” R NAT B,

MS RPC PR %
TR T e X MS RPC JIlk% -
TR UuiD i BH
MS-RPC-EPM e1af8308-5d1f-11c9-91a4-08002b14a0fa  Microsoft i&fid FLiMilJTl (RPC) s i
SRR (EPM) B, BT
TCP/UDP i ¥ [l %5, tu45% TCP/UDP
i 135, LRI ITE e RN
LT UUID FIRSS -
MS-RPC-ANY ANiEH FF47] Microsoft ZEF il F2 i H] (RPC) A%
MS-AD-BR ecec0d70-a603-11d0-96b1-00a0c91ece30 Microsoft Active Directory £/} Flids J&
16e0cf3a-a604-11d0-96b1-00a0c91ece30 HRk5%
MS-AD-DRSUAPI e€3514235-4b06-11d1-ab04-00c04fc2dcd2 Microsoft Active Directory 5 il 5%
MS-AD-DSROLE 1cbcad78-df0b-4934-b558-87839ea501¢c9 Microsoft Active Directory DSROLE Jil%%
MS-AD-DSSETUP 3919286a-b10c-11d0-9bag-00c04fd92ef5 Microsoft Active Directory %3 i %
MS-DTC 906b0ce0-c70b-1067-b317-00dd010662da Microsoft 4 i 2 5 4 24 i 46

MS-EXCHANGE-DATABASE 1a190310-bb9c-11cd-90f8-002a00466520 Microsoft Exchange it 7 ik 45
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ZHR
MS-EXCHANGE-DIRECTORY

MS-EXCHANGE-INFO-STORE

MS-EXCHANGE-MTA

MS-EXCHANGE-STORE

MS-EXCHANGE-SYSATD

MS-FRS

MS-11IS-COM

MS-IIS-IMAP4
MS-IIS-INETINFO

MS-IIS-NNTP

uuID P4 EH
f5cc5a18-4264-101a-8c59-08002b2f8426  Microsoft Exchange Directory 45

f5ccba7c-4264-101a-8¢59-08002b2f8426
f5cc59b4-4264-101a-8¢59-08002b2f8426

0e4a0156-dd5d-11d2-8c2f-00c04fb6becde  Microsoft Exchange f1i5 B A7 il il 55
1453c42c-0fa6-11d2-a910-00c04f990f3b
10f24e8e-0fa6-11d2-a910-00c04f990f3b
1544f5e0-613c-11d1-93df-00c04fd7bd09

9e8ee830-4459-11ce-979b-00aa005ffebe  Microsoft Exchange MTA fli 5%
38a94e72-a9bc-11d2-8faf-00c04fa378ff

99e66040-b032-11d0-97a4-00c04fd6551d  Microsoft Exchange 771t I 5%
89742ace-a%ed-11cf-9c0c-08002be7ae86
a4f1db00-ca47-1067-b31e-00dd010662da
a4f1db00-ca47-1067-b31f-00dd010662da

67df7c70-0f04-11ce-b13f-00aa003bac6c  Microsoft Exchange RZt 44 k5%
f930c514-1215-11d3-99a5-00a0c9b61b04
83d72bf0-0d89-11ce-b13f-00aa003bac6c
469d6ec0-0d87-11ce-b13f-00aa003bac6c
06ed1d30-d3d3-11cd-b80e-00aa004b9c30

f5cc59b4-4264-101a-8¢59-08002b2f8426  Microsoft < 45 il ik 45
d049b186-814f-11d1-9a3c-00c04fcOb232
a00c021c-2be2-11d2-b678-0000f87a8f8e

70b51430-b6ca-11d0-b9b9-00a0c922e750 Microsoft H I M {5 &k 55 2% COM
a9e69612-b80d-11d0-b9b9-00a0c922e70 GUID/UUID JIk5%

2465e9e0-a873-11d0-930b-00a0c90ab17¢ Microsoft F I 1 2 i 25 5% IMAP4 45

82ad4280-036b-11cf-972¢-00aa006887b0  Microsoft i B 1 % 4¢ INETINFO
K55

4182f460-0e21-11cf-909e-00805f48a135  Microsoft 1 IR LI 458 NNTP 4%
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ZHR
MS-IIS-POP3
MS-IIS-SMTP
MS-ISMSERV

MS-MESSENGER

MS-MQQM

MS-NETLOGON

MS-SCHEDULER

MS-WIN-DNS
MS-WINS

uuID S|
1be617c0-31a5-11cf-a7d8-00805f48a135 Microsoft H 1 k(= 5 IRk 4% 4% POP3 I# 4%
8cfb5d70-31a4-11cf-a7d8-00805f48a135  Microsoft LI M {5 AR 45 4% SMTP 4%

68dcd486-669e-11d1-ab0c-00c04fc2dcd2  Microsoft 4 i 6]l 45 ik 4%
130ceefb-e466-11d1-b78b-00c04fa32883

17fdd703-1827-4e34-79d4-24a55c53bb37 Microsoft Messenger 5%
5a7b91f8-ff00-11d0-a9b2-00c04fb6ebfc

fdb3a030-065f-11d1-bb9b-002024€a5525 Microsoft Windows 115 K 5145 21 fIi 4
76d12b80-3467-11d3-91-0090272f9ea3
1088a980-eae5-11d0-8d9b-00a02453¢33
5b5b3580-b0e0-11d1-b92d-0060081e87f0
41208e€0-6970-11d1-9b9e-00602c064¢39

12345678-1234-abcd-ef00-01234567cffb  Microsoft Netlogon fii %%

1ff70682-0a51-30e8-076d-740be8cee98b Microsoft Scheduler Jit %
378e52b0-c0a9-11cf-822d-00aa0051e40f
Oa74ef1c-41a4-4e06-83ae-dc74fb1cdd53

50abc2a4-574d-40b3-9d66-ee4fd5fba076 Microsoft Windows DNS Ji 444

45f52c28-7f9f-101a-b52b-08002b2efabe  Microsoft WINS 5%
811109bf-a4e1-11d1-ab54-00a0c91e9b45
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MS RPC BR%4H
FRFH T FisE L1 MS RPC JR441.

B L]

MS-AD Microsoft Active Directory, t#5 MS-AD-BR. MS-AD-DRSUAPI.
MS-AD-DSROLE fiI MS-AD-DSSETUP

MS-EXCHANGE Microsoft Exchange, {345 MS-EXCHANGE-DATABASE.

MS-EXCHANGE-DIRECTORY. MS-EXCHANGE-INFO-STORE.
MS-EXCHANGE-MTA. MS-EXCHANGE-STORE #1 MS-EXCHANGE-SYSATD

MS-IIS Microsoft HIE (5 B k5%, f14E MS-11IS-COM.  MS-IIS-IMAP4.,
MS-IIS-INETINFO. MS-IIS-NNTP. MS-IIS-POP3 fil MS-IIS-SMTP

J&f5 : MS RPC AR5
K28 MS RPC Ik 858 FHZ0 A Wi 11, T AAS BB 2 4> SR wh A 325 1 i 52 TCP/UDP i 1 I¥I R ik 256} 5k fui/f
‘Bl A, AU UUID G MS RPC k455t %, fillr, MS Exchange 15 S A ik 55 48 FH LR DY~ UUID:

o 0e4a0156-dd5d-11d2-8c2f-00c04fb6bcde

o 1453c42c-0fa6-11d2-a910-00c04f990f3b

o 10f24e8e-0fa6-11d2-a910-00c04f990f3b

o 1544f5e0-613c-11d1-93df-00c04fd7bd09
AHM ) TCP/UDP S I 84 o ZAVEFEA], #Had— M1 Y-~ UUID ) ms-exchange-info-store JI 55 %)
%o ALG E:TIX DY~ UUID KA e 5 s 2 sh A& B i 1) TCP/UDP i 1, JEARHC B (1) SEm A vr sldh 4a ik 55 .
TEAMG T, KA —A 4% 4 my-ex-info-store [1IkRSSX%, Hfudh MS Exchange 15 B A7 ik 4511 UUID.
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WebUI

Objects > Services > MS RPC: fit AL N A%, 285 1. Apply:
Service Name: my-ex-info-store
UUID: Oe4a0156-dd5d-11d2-8c2f-00c04fb6bcde
UUID: 1453c42c-0fa6-11d2-a910-00c04f990f3b
UUID: 10f24e8e-0fa6-11d2-a910-00c04f990f3b
UUID: 1544f5e0-613c-11d1-93df-00c04fd7bd09

CLI

set service my-ex-info-store protocol ms-rpc uuid
0e4a0156-dd5d-11d2-8c2f-00c04fbbbcde

set service my-ex-info-store + ms-rpc uuid 1453c42c-0fa6-11d2-a910-00c04£990£f3b

set service my-ex-info-store + ms-rpc uuid 10f24e8e-0fa6-11d2-a910-00c04£990£f3b

set service my-ex-info-store + ms-rpc uuid 1544f5e0-613c-11d1-93df-00c04£d7bd09

save
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SRR AL P A2 P R P 3%

RTSP Jg N H T 20, AT 3H— A AN [F2D 2 SRS (a3 oRai s ) iffetir. /8 RTSP Refgil B 5¢ il
P AL (R IR AL X AFOE S AR ), AEIE s SE AR 2 B IR A5 S3 1—Ff “ I FE P o &P
W AR T SR (RTP) SRIEFAL e (41 UDP. Z04% UDP f1 TCP ) F&siblil. RTSP tha]fi ]
“SUGULIHEML” (SDP) (1EZ %8 200 1t L[ “SDP” ) VEN M & 7w 5 B I —Fh ik, enl AR il gk
H— /N2 AN R S5 28 P B T2 P, mT LA sl il ok B8N R 55 2 10 22 PP BSOS 7S o B0 s a] A
FESEIERAER, R DU CAR G S I B 4 .

NetScreen B3 Ff RTSP 1104 — i ss, I nlAYENC & (K sk e VFAE4E RTSP 45 Bit. i1 RTSP Al # il
P ST R AR A B TP R B A I I S, IR T3 ALG. ALG REERER A 73 BC i 3m 5 I AR R 4T
THERL (W25 201 T ER) “ERALAIE” ). 75 NAT BN, ALG KR4 5 64 1P Mkl Msm . 78 “ ¥ ”
B, BN BRI TR AL TS ms ) NAT #0R,  NetScreen B 32#F RTSP.

N E R T AN AN RTSP &if. &/ e shailh (Hl, 48 P 4E RealPlayer W #.il; Play #4110 ) H4E
i I 554 #7—NF RTSP 454511 TCP &8z, AR5 K% E OPTIONS (W B WHFRAE ik ) LU & IR 55 48 32 FF 1K)

TR BE . R 552810 1 F8 52 I 45 w8 2 PR RIS 2 1A RAF (61, 24256-1) Wi, OPTIONS JHE. (X7
ERPEG S R, ESE 196 11 g “SIP ik Jrvk” K& RFC 2326 45 11 15, )

Rk, Bk kit DESCRIBE 8, b &g Br s B sERR BRSO URL. R4S 2545 LA SDP A% 2 1ol 4

I Sk Y DESCRIBE W . SRJG, 2/l kit SETUP W R, %04 B35 58 2 it 6 Vi AR ] 252 IR G S H L

(i, RTP/RTCP =% RDT ) LA X Bl AR Ad FH s o A NAT B, RTSP ALG Kf B R IX L8y [ I 7E D B %)
HHHAT A . RS 2eBmi N, SETUP Jr vk Rk £ — P&t 8l X Fh 75128 7 it AR 55 4% v gl G ARAL A LB as
—3. FENOR, Bk ik PLAY J7vk,  JIRSS 28 T Ui AR AR 4 31 5 ) b o
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%55 KMMHWER R 5%
{ | e
\\“?:
= W [ala] oooo N
RealPlayer % )" i NetScreen 4 Real Media Jil 45 %%
i 1 3408 i 1 554
1. SYN (31 3408 %] RTSP i1 554 ) » .
2. SYN ACK
- -
3. ACK
4. OPTIONS ( X H % ] o
| TR il RTSP Al 1% 24256-1 1
Sl 78 A1 -
il <5 SP 4 (41 24256-1)
6. DESCRIBE ( %A% ) Ul >
7. RTSP 3t ( SDP #% X iR 7 )
- -
il < 8:SDP (%)
9. SETUP ( % /it i Wt 6970 LILRAT LA ) Il -
10. RTSP %% ( £ifi 2456-1, [Hil1 9086 )
- -
11. SET_PARAM
> >
i < 12-RTSP i
13. PLAY
- — — >
- 14. RTSP w45 (i€ 7 RTP {5 4.)
- . .
15. & BIR%E 21 RTP 33E
- |
- -
16. Il RTCP %
¥ 11 6970 LI S > > Uit 111 9086
- -
17. TEARDOWN -
>
17. RSTP Biss
- -
17. TCP RST Il -
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RTSP ik /7%

RIS T RIRE B (B R ) AT RE A5 EIRa g ) UG T SRR IR TR s R TR SRS
s gl g DURAE N S AR I BR TR 2 iR ) B AR A UL FR AN BRARSE (b
S ) DAL AE S i b B (R AT e

ik i X% WEH
oS ErRANA R |[vor, B G R
WEBIEI o 5 5% 1 T
DESCRIBE EPRANAE  |vor &
NOUNGE EPRANAE  |vor .
WEENE W |vor i
SETUP ErwANAE R 5
GET_PARAMETER & IR % W, Tl ik
W 38 0% ) i
SET_PARAMETER & RS % W, ik
W 28 0% )
PLAY EPRINEE  |BoR P
PAUSE Erweig®E o i &
RECORD Erweisg®E o i Wi
REDIRECT WEBHES T |Bor, ® Wi
TEARDOWN EPRANAE  |vor i P

TR He e il LU E K
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JIENE SRR R P

OPTIONS — % F s 3ift S R IO 35 A AUAR TN B LA K IR S 28 I A2 FR . AS . 21 ID 2545 Bl ) IR 45 2 B4 T A1) o
DESCRIBE — [ TAC Wl AR W a6 A5 B, AN Bh o . (0 26 S 25 7 i i R A4 [ L () AT 54 2 T o 1)
fa B T, &7 0 AR B TE RIS URL, 2R 5 IS5 25 LL SDP #% 2 IR AR U BRI TR Y. . (1S 56
200 W [t} “SDP”. )

ANNOUNCE — & J7 g FH b 77 75K v 7~ 1 B B IR 5 (T8I sk URL BAs i) ) o IRSS aefili FH b 7 vk
SEI RE B A 1L

SETUP — & o fis x40 FH 100 T 8252 AR b L) ( i B AR it i) o 11 ) A AE St il

GET_PARAMETER — ¥R 7E URL H¥5 7€ FIE ~ B S 50 E . 65 v ] FH T T8 SR SR AR DLINRR 25 7 ity 5%,
R4 22 1TSS . Ping ] H TI& sh Iz .

SET_PARAMETER — % F i 4 FH it 77 ok ¥ B 1 URL 3558 [BUR BRI S UM . B T-B KBS R H, 1
JIEANREH T B AL S 4

PLAY — $5 7~ k%554 FHAE SETUP ¥ IIHLHIF UG & 65 ds . HEIPTH SETUP WK A, & imA
KHPLAY 3K MRS 2424 PLAY 15K FERN, FFAEREBIIT PLAY % R 58 i AT IR A TAE (5 PLAY
K. PLAY 1R LB FEFRE MV, Hdn] DURNE . iZ%30 B nl & T IFER IR TR S50 BL “Hhif
A7 (UTC) 4552 |, S Hh o] 1T F25 ok B ASFRIVER R

PAUSE — B3 IEAERETE s 7R o 0 ik URL 48 5€ TR I (W00 ), Wby v:%8 15 Tt .
R SETUP 7EHEIN % i85 PAUSE H T RS2, BN AR 55 2% ] RE2 o5 141k, HAE UK 5 [Pl oo o
IRl 4Ed il H 525 . PAUSE 15 SREHEUGH BT A HERA K PLAY 13K,

RECORD — FF4A 5 il it B g U BEAATE . UTC INERFS /s G R S5 oIt Ia], 75 ) IR 4% 284 FH v s
Ui B o I T U R0 45 R st )

REDIRECT — Jii A ) i b AUERL BIAN R M 554 [RIINHA 58 URL 1AL A5 S S T REMIVE I 2 8. 24k
AR R I URL IBEAA, & um b 200k 24 a6 &k TEARDOWN iR, hfresifi & SETUP i3k,
TEARDOWN — {5 1145 % URL 3R AE SRS HooRBm e . BRAES IR U E LT T s, &0
gk SETUP &K, ARG A BEFF IR IK I &1 -
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RTSP JA7S4K A5
RTSP 8 FR A B LA 52 7 i AR 45 i SR A 8 o IR ASACHE A0 55 0] W L2 182 P = A7 B0 4 SRA R K ] il A
BRI TR R R IR o A Ak s 1 R R R R A iR o RS SR
o /R (100 - 199) — LRI ENE R IF IEAE AT AL B
* &I (200 - 299) — ORISR, T H BR B IE (%
o HHIEIN (300 - 399) — T E I EEAE LLSE E K
o EJUHTR (400 - 499) — WERAL S HHRTETR, TIEEK
o JIRGFARETVR (500 - 599) — k55 s A HE 58 R AR AT AU K
TRAIE T4 RTSP 1.0 & XM BT RS P ik J5i e o nl 8 el s i of e SCRTRT AT, 1K AN 23 5% 1 Bl AL 17

YA (g RERAD a7 4 SR

100 Ak 4z 414 ik URL E %
200 OK 415 ANSCRFI A Y
201 WG 451 AN SR AR T
250 A AN R 452 REEIZWN

300 HEZ EIEHE 453 7 AN A2

301 TKAKE B 454 RERENS1E

303 Z e 455 R TR
304 KT 456 PR IR Sk BIG Ak
305 fil FHACRE 457 BENGE W

400 R IE R 458 SR R

401 REF 459 AN AR A
402 BTk 460 ISV TR A
403 3 461 ANZRE A
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RS
404
405
406
407
408
410
411
412
413

i 6L A
AR E
ASCVFIITTA
Ik

i ZARBAE
R
SUIEN
e
AL HE R
RERE 2

REE
462
500
501
502
503
504
505
551

e LR A

H br eI EiA

P R 55 A i 1R
KAT

W A 15
W4 AN w]

RES LR

Rz H5 ) RTSP A
ANSHE I

VER 1 RIS ICH 7537 K, 1524 RFC 2326, “Real Time Streaming Protocol (RTSP)”.
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% 5 E RESHIMIE R

n)lin

e EREPEIEIRIRS
LEAI, BEARIRS 28467 T Trust X B, 2 P T Untrust X B, 78 Trust X BET, 70388 2 AR IR 25 2 1)
ethernet3 # 1_FRCE MIP, SRS AIH—AN50E LAY RTSP {5 B M Untrust [X B 41 (1% P i 20 3] Trust X B

(R BEAA M 55 48
ethernet1 ethernet3
Tl 10.1.1.1 1.1.1.1 Ui
_ NetScreen ¥ %
_I!L— F==1 LAN 'l‘-
i 4658 IR =
PRI Ethernet3 /¥ Mip e
1.1.1.3->10.1.1.3

WebUI
1. &0
Network > Interfaces > Edit ( %} - ethernet1 ): I A LU F A%, X5 5 Apply:
Zone Name: Trust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 10.1.1.1/24
Manage IP: 10.1.1.2

Juniper Networks NetScreen #t: 2 5356%1 - & 2 & : EAK/RIE 170



% 5 & RERAMER R 55

Network > Interfaces > Edit ( %] T ethernet3 ): HIALL NN %, K5 Hd: Apply:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24
Manage IP: 1.1.1.2

2. bk
Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: media_server

IP Address/Domain Name:
IP/Netmask: ( %+ ), 10.1.1.3/24
Zone: Trust
Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: client
IP Address/Domain Name:

IP/Netmask: (£#f ), 1.1.1.5/24
Zone: Untrust

3. MIP

Network > Interfaces > Edit ( %} T* ethernet3 ) > MIP > New: 5 AL F N %, AR5 Hd OK:
Mapped IP: 1.1.1.3

Host IP Address: 10.1.1.5
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4. KRG
Policies > (From: Untrust, To: Trust) > New: i AL F N2, AR )58 OK:
Source Address:

Address Book Entry: (i£#f ), client
Destination Address:

Address Book Entry: (i£#¢ ), MIP(1.1.1.3)
Service: RTSP
Action: Permit

CLI

1. &0

set interface ethernetl trust
set interface ethernetl ip 10.1.1.1

set interface ethernet3 untrust
set interface ethernet3 ip 1.1.1.1

2. bk

set address trust media server 10.1.1.3/24
set address untrust client 1.1.1.5

3. MIP
set interface ethernet3 mip (1.1.1.3) host 10.1.1.3

4. REE
set policy from untrust to trust client mip(l1.1.1.3) rtsp permit
save
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% 5 E RESHIMIE R

i

e A m P R EIRAR 55 2
TEARWEIR, BEARIRS 2247 T Untrust X B, & A T Trust KB . BEARIRSs#8 A Untrust [X B E 25 P Al HH i
N}, 7E ethernet3 i I _EAC'E DIP i LAWAT NAT, RJG 60— 5 LL A iF RTSP {5 S Trust X B 5 2

Untrust X .

ethernet1 ethernet3
10.1.1.1 1.1.1.1
Trust Untrust
18
JE—— NetScreen # % _
(il LN N LAN o
ré.'f—': 8 1 I
= < i
DIP
o A1 F ethernet3 L
5 i 1.1.1.5-1.1.1.50 PR IIR 55 25
10.1.1.3 1.1.1.3
WebUI
1. #0O

Network > Interfaces > Edit ( %f T- ethernet1 ): A LU F W%, #R)5Hd: Apply:
Zone Name: Trust
Static IP: (B IEREHZE I )
IP Address/Netmask: 10.1.1.1/24
Manage IP: 10.1.1.2
Network > Interfaces > Edit ( Xf - ethernet3 ): i AL RN, ARG Hdi Apply:
Zone Name: Untrust
Static IP: ( IR etz I )
IP Address/Netmask: 1.1.1.1/24
Manage IP: 1.1.1.2
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2. ok
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: client
IP Address/Domain Name:

IP/Netmask: (i%£+%), 10.1.1.3/24
Zone: Trust

Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: media_server
IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.1.1.3/24
Zone: Untrust

3. DIPith
Network > Interfaces > Edit ( %f - ethernet3 ) > DIP > New: i AL NN %, KRG Hd OK:
ID: 5
IP Address Range: (1£#:) 1.1.1.5 ~ 1.1.1.50
Port Translation: ( i£#f )
4. TRER

Policies > (From: Trust, To: Untrust)> New: i A LL F A%, K5 Hdi OK:
Source Address:

Address Book Entry (4% ): client
Destination Address:

Address Book Entry ( #£#f ): media_server
Service: RTSP

Action: Permit
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% 5 E REMMAER R %5
> Advanced: fii ALL T NZE, AR5 i OK:
NAT:
Source Translation: ( #£Ff)
(DIP on): 5 (1.1.1.5-1.1.1.50)/port-xlate
ClLI
1. #0
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
2. Hhut
set address trust client ip 10.1.1.3/24
set address untrust media server ip 1.1.1.3/24
3. DIP it
set interface ethernet3 dip 5 1.1.5 1.1.1.50
4. RREE
set policy from trust to untrust client media server rtsp nat dip 5 permit
save
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PiEEiB1EAY H.323 1Y

A H.823 PrisCn] PRuE &S AL (W IP A 2 SR ) 18] (1 IP & 815 (VoIP) %4z, EMSSHIT RS, K
SPGB . VFATAT VoIP BEAY R IFILRZS . 58T 046 AT BE BAE AN R DB, BREE B AE ) — X B

ﬁ?g— '::::"’j. —_— - .- -————— _fE_L_tF __________ .} 'k ge;—? ——ELH%M )
Trust XB || L_ . mptl______ iniih——Ns e — : —F 4 Untrust [X B
iy 551 ity 5,

YERC: PITELLIP HiZ 25 BT i, 14 7 LIXHERT VoIP Bl H9HL & = HLAFTHE &5 4 NetMeeting” Z 21 1414 #

seffl : Trust XERHRYKRTIRE (EPSEEHET )

8 R VS R BB PSS, e H.323 15 BALAE Trust X B IP HLE LRI 57 345 LA A AE Untrust
X B IP Bk ML (2.2.2.5) fali@id . 7EAEIH, NetScreen ¥4 nf 4b 1% WAL R 5L B% A5 . Trust A1 Untrust %

X BEHRAE trust-vr B dak e .

Untrust X B

Trust X B
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WebUI

1. ik
Objects > Addresses > List > New: #i AL F A%, X5 i OK:
Address Name: IP_Phone

IP Address/Domain Name:

IP/Netmask: (i£$f ), 2.2.2.5/32
Zone: Untrust

2. RHEE
Policies > (From: Trust, To: Untrust) New: i AL F N %S, X5 i OK:
Source Address:

Address Book Entry: (i£#¢ ), Any
Destination Address:

Address Book Entry: ( i£#f ), IP_Phone
Service: H.323
Action: Permit
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: ( %% ), IP_Phone
Destination Address:

Address Book Entry: (i£# ), Any
Service: H.323

Action: Permit
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ClLI
1. #bht
set address untrust IP Phone 2.2.2.5/32
2. K&

set policy from trust to untrust any IP Phone h.323 permit
set policy from untrust to trust IP Phone any h.323 permit
save

&4 : Untrust XEE R BYRF1%% (IERPBSIS IR )

FH 137 WSS 3 RN 2% RS XA T3 AT ) 2R 28 (b e 55, DR AE Untrust X EE 96 S7 1245 1) NetScreen 4% £ Jid Bl 5 5
Trust X B i 0574511 NetScreen 4 #5 Hic B A4H [

LE R VS B O B E PN 1S, e R H.323 {5 B AE Trust XEHFF) IP HLE M-S Untrust X B IP Huhik
2.2.2.5 [ IP WLl (SR~ s ) (adEIE . 54 T LA T3 B el i, Trust Fl Untrust 24X BCARLE trust-vr 2%
SEpvirEE 8 KN

Trust X B

Untrust [X B

._ FH IR )
S IP_Phone

7

" 2.2.2.5/32

|P_Ph0ne§”fﬁ;‘ e
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WebUI

1. ik
Objects > Addresses > List > New: #i AL F A%, X5 i OK:
Address Name: IP_Phone

IP Address/Domain Name:

IP/Netmask: (i£$f ), 2.2.2.5/32
Zone: Untrust

Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: Gatekeeper
IP Address/Domain Name:

IP/Netmask: ( £FF ), 2.2.2.10/32
Zone: Untrust

2. KB
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 OK:
Source Address:
Address Book Entry: (#£#%), Any
Destination Address:
Address Book Entry: ( %% ), IP_Phone
Service: H.323
Action: Permit
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Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:
Source Address:

Address Book Entry: (#%£#¢ ), IP_Phone
Destination Address:

Address Book Entry: (i£#f ), Any
Service: H.323
Action: Permit
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 Hdi OK:
Source Address:

Address Book Entry: (#£#%), Any
Destination Address:

Address Book Entry: (#£$f ), Gatekeeper
Service: H.323
Action: Permit

CLI

1. fudk

set address untrust IP Phone 2.2.2.5/32
set address untrust gatekeeper 2.2.2.10/32

2. TREE
set policy from trust to untrust any IP Phone h.323 permit
set policy from trust to untrust any gatekeeper h.323 permit
set policy from untrust to trust IP Phone any h.323 permit

set policy from untrust to trust gatekeeper any h.323 permit
save
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SEf5) : 58 NAT B9 ] [=) FERY

NetScreen 25 fH NAT ( W& HubE 4 ) I, Trust X B OC 5 25 Bl B2 A A sk, Rz e 44
T Untrust X B4 A3tk . 76 NAT #850 F % B NetScreen BN, 520045 A3 1P Hiuhil we s 21 55 5158 1ok A H
Bl T B RN o

FEAB R, Trust X B 03 4% ARG i 5 0L (10.1.1.5) FIESF 4% (10.1.1.25).  IP_Phone?2 (2.2.2.5) 7F Untrust [X.
B, fid'® NetScreen ¥ £ UL fo 05 AL AE i 5 EAL IP_Phone1 Al Trust X B 5 57 £ LL & Untrust X B R
Ui A ML IP_Phone2 i .  Trust Al Untrust 224 X BCERLE trust-vr 2% ik FIE .

ethernet1 ethernet3 ZES
10.1.1.1/24 1.1.1.1/24 1.1.1.250

Trust X B Untrust [X B

MIP 1.1.1.25 -> 10.1.1.25
MIP 1.1.1.5->10.1.1.5

WebUI

1. #0
Network > Interfaces > Edit ( %f T- ethernet1 ): A LL TR ZE, K55 Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

LT N, R Hd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL N %, A5 i OK:

Zone Name: Untrust

Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24

2. bk
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: IP_Phone1

IP Address/Domain Name:

IP/Netmask: (#£#% ), 10.1.1.5/32
Zone: Trust

Objects > Addresses > List > New: #i A LL F A%, X5 5 OK:
Address Name: Gatekeeper
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.1.1.25/32
Zone: Trust

Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: IP_Phone?2
IP Address/Domain Name:

IP/Netmask: (£F¢ ), 2.2.2.5/32
Zone: Untrust
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3. HBRES IP ibiif

Network > Interfaces > Edit ( Xf - ethernet3 ) > MIP > New: i AL F N %, )5 Hd: OK:
Mapped IP: 1.1.1.5
Netmask: 255.255.255.255
Host IP Address: 10.1.1.5
Host Virtual Router Name: trust-vr

Network > Interfaces > Edit ( %} T- ethernet3 ) > MIP > New: 5 AL F N %, AR5 Hd: OK:
Mapped IP: 1.1.1.25
Netmask: 255.255.255.255
Host IP Address: 10.1.1.25
Host Virtual Router Name: trust-vr

4. BEH
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( #£#%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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5. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book Entry: ( i%£#% ), IP_Phone1
Destination Address:
Address Book Entry: (i%#f ), IP_Phone2
Service: H.323
Action: Permit
Policies > (From: Trust, To: Untrust) New: i AL F N %S, X5 i OK:
Source Address:
Address Book Entry: ( i£#f ), Gatekeeper
Destination Address:

Address Book Entry: ( 1+ ), IP_Phone2
Service: H.323
Action: Permit
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: ( #£Ff ), IP_Phone2
Destination Address:

Address Book Entry: (i£#¢ ), MIP(1.1.1.5)
Service: H.323

Action: Permit
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Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:
Source Address:

Address Book Entry: (i%#f ), IP_Phone2
Destination Address:

Address Book Entry: (L% ), MIP(1.1.1.25)
Service: H.323
Action: Permit

CLI

1. #QO
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bk

set address trust IP Phonel 10.1.1.5/32
set address trust gatekeeper 10.1.1.25/32
set address untrust IP Phone2 2.2.2.5/32

3. HBRET P bk

set interface ethernet3 mip 1.1.1.5 host 10.1.1.5
set interface ethernet3 mip 1.1.1.25 host 10.1.1.25

4. H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
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5. REg

set policy from
set policy from
set policy from
set policy from
save

trust to untrust
trust to untrust
untrust to trust
untrust to trust

SEf5) : £ R NAT B9 A [a) FERY

FEABIT, I E NetScreen i LLAE NAT I3 WIRIIEIY . Jitt, Wl @i DIP $thhikith LAZhZR 70 e H brdtbhit . 3X
HRZHBCEH AN, Hrp i DIP AR bt .

ethernet1
10.1.1.1/24

DIP i ID 5

IP Phonel IP PhoneZ h.323 permit
gatekeeper IP Phone2 h.323 permit

IP PhoneZ mip(1.1.1.5) h.323 permit
IP Phone2 mip (1.1.1.25) h.323 permit

ethernet3
1.1.1.1/24

‘ Untrust X B

1.1.1.12~1.1.1.150

F e X DIP (1) DIP i 2 5 v] LU DIP(id_num), 835 a0 DIP jthff 582 0 1P HuhibAH A sk isr, DU 2498k
DIP( /7). " ¥ ibIshht 2 HAE A sems b i) H brithht, S5AR%S H.323. SIP 8L VoIP (& IP) Wil —i S HF A

[ IR

4 H.323 VoIP BiE 1 () DIP. KB “incoming” ( 7] ) R/ 454 DIP A4z L Huhkids i 21 global X Bt.
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WebUI

1. #0
Network > Interfaces > Edit ( %} T- ethernet1 ): A LL TN %, K550 Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

BINCLUR N2, RJGHd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T- ethernet3 ): #i AL F N %, SR)5Hd OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24

2. A= NAT B9 DIP
Network > Interface > Edit ( %] T- ethernet3 ) > DIP > New: i ALL F A%, )55k OK:
ID: 5
IP Address Range: (i£#¢), 1.1.1.12 ~ 1.1.1.150
Port Translation: (#%£#%)
In the same subnet as the interface IP or its secondary IPs: ( i%£+%)
Incoming NAT: (#%#%)
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3. bk
Objects > Addresses > List > New ( X T Trust ): A LLFNZ, K5 Hd OK:
Address Name: IP_Phones1
IP Address/Domain Name:

IP/Netmask: (i%£+% ), 10.1.1.5/24
Zone: Trust

Objects > Addresses > List > New ( X - Untrust ): A LLF %, 2R )5 ¥ OK:
Address Name: IP_Phone?2
IP Address/Domain Name:

IP/Netmask: (i£$f ), 2.2.2.5/32
Zone: Untrust

4. TRER
Policies > (From: Trust, To: Untrust) New: i AL F %, K5 i OK:
Source Address:

Address Book Entry: ( #£F¢ ), IP_Phones1
Destination Address:

Address Book Entry: (#£+#%), Any
Service: H.323

Action: Permit
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Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:
Source Address:

Address Book Entry: (i%#f ), IP_Phone2
Destination Address:

Address Book Entry: (%% ), DIP(5)
Service: H.323

Action: Permit

CLI

1. &0

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. A= NAT & DIP
set interface ethernet3 dip 5 1.1.1.12 1.1.1.150 incoming

3. bt

set address trust IP Phonesl 10.1.1.5/24
set address untrust IP Phone2 2.2.2.5/32

4. RREE
set policy from trust to untrust IP Phonesl any h.323 nat src dip 5 permit

set policy from untrust to trust IP Phone2 dip(5) h.323 permit
save
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Sef5l : Untrust XEZ B9 R=FIR & (S NAT)

A, ST (2.2.2.25) F1EHL IP_Phone2 (2.2.2.5) #i#E Untrust X BtH, i 4L IP_Phone (10.1.1.5) 7E
Trust X B, B & NetScreen ¥4 LA L5 B AE Trust X ELrH i =41 IP_Phone1 1 Untrust X B ) 4L
IP_Phone2 ( Moy ) lali@it . Trust 1 Untrust 224X BCAREE trust-vr 1% e $A8

KAF
2.2.2.25
ethernet ethernet3
10.1.1.1/24 1.1.1.1/24

NAT 2 M 1.1.1.250

Untrust [X B

Trust X B

IP_Phone2
2225

MIP 1.1.1.5->10.1.1.5

WebUI

1. #&0O
Network > Interfaces > Edit ( %f T- ethernet1 ): AL F W%, K550 Apply:
Zone Name: Trust
Static IP: (B IEREHZE I )
IP Address/Netmask: 10.1.1.1/24

MALLUTINZ, AR5 OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL N %, A5 i OK:

Zone Name: Untrust

Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24

2. bk
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: IP_Phone1

IP Address/Domain Name:

IP/Netmask: (#£#% ), 10.1.1.5/32
Zone: Trust

Objects > Addresses > List > New: #i A LL F A%, X5 5 OK:
Address Name: Gatekeeper
IP Address/Domain Name:

IP/Netmask: ( £+ ), 2.2.2.25/32
Zone: Untrust

Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: IP_Phone?2
IP Address/Domain Name:

IP/Netmask: (£F¢ ), 2.2.2.5/32
Zone: Untrust
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3.

BRLET IP Hbiik
Network > Interfaces > Edit ( Xf - ethernet3 ) > MIP > New: i AL F N %, )5 Hd: OK:
Mapped IP: 1.1.1.5
Netmask: 255.255.255.255
Host IP Address: 10.1.1.5
B
Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
R
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 OK:
Source Address:

Address Book Entry: ( i%£#% ), IP_Phone1
Destination Address:

Address Book Entry: ( #£Ff ), IP_Phone2
Service: H.323
Action: Permit
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Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 i OK:
Source Address:
Address Book Entry: (#%£#¢ ), IP_Phone1
Destination Address:
Address Book Entry: ( i£#f ), Gatekeeper
Service: H.323
Action: Permit
Policies > (From: Untrust, To: Trust) New: % A LL N N%Z, K5 ¥ OK:
Source Address:
Address Book Entry: (i£# ), IP_Phone2
Destination Address:
Address Book Entry: (i%#¢ ), MIP(1.1.1.5)
Service: H.323
Action: Permit
Policies > (From: Untrust, To: Trust) New: i ALL F N %, X5 i OK:
Source Address:

Address Book Entry: ( i%£#f ), Gatekeeper
Destination Address:

Address Book Entry: ( £+ ), MIP(1.1.1.5)
Service: H.323

Action: Permit
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CLI
1. #0
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
2. bk
set address trust IP Phonel 10.1.1.5/32
set address untrust gatekeeper 2.2.2.25/32
set address untrust IP Phone2 2.2.2.5/32
3. BRST IP At
set interface ethernet3 mip 1.1.1.5 host 10.1.1.5
4. B&H
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
5. KHE§
set policy from trust to untrust IP Phonel IP PhoneZ h.323 permit
set policy from trust to untrust IP Phonel gatekeeper h.323 permit
set policy from untrust to trust IP PhoneZ mip(1.1.1.5) h.323 permit
set policy from untrust to trust gatekeeper mip(l.1.1.5) h.323 permit
save
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STERENTIYL (SIP)
CRUESNPLT (SIP) fE Rl “ TR TAE AL (IETF) SUEPM, TR LR ), BN ES 1k 2 50k
S XA AR AR UL, IR A, TE WSS PRI b LA 1 B SRR AR e R AR T e

NetScreen ¥4 7% SIP ﬁiﬁﬂﬁ%ﬁTUﬁ?ﬁ SIP {5 5L, A4k BT lc & 1) sems R eldbi (5 Bf. SIP &
ScreenOS H 1 TiE RS, A8 H o 111 5060 1A H bR o

Sibn b, SIP IR ilibi ], JFES IR T mAE st S 8. SIP i T 2L 2 AL,

P25 A HEAE INVITE 84 ACK 53k h e &G Ui E 216 1 2 BAAREAY, BB e Ai. SIP ] i ]
ANE BB BSR4 1%, NetScreen XS4 SDP (231Ut B L ).

SDP At R gl LIMERI AR B, MBS 2Bk ﬁ,n Ao SDP Al IP ikl S 5 IFTADMTH 15545 R 1
i, SDP LT IP f@ﬂtﬂuﬁﬁlﬂv (7393024 “c=" AN “m=" FBL) s % ) i Ay SRR IR I A 1, i A2
Hetty SIP 3K 1P kA 15 (B BT REEMFN ). ARTEAE R, 1S5 200 it Ef¥) “SDP” .

SIP 31 I3 )™ i 1 e 55 4 195 SRATORE MR 55 4% 2102 7 S (RS SR IR WO S 4L ke, S0 H R 7 21 (s ). “ 1

JUREE” (UA) a7 AE P s s 1N FRE S, 1 RSP 4Lk - AARHI A SIP iR« 1 AREE % ) b

(ElEJP%C) L AR Wi A Wi N BRI 0 6« R AR R 554 7 (UAS). HI P AREL Y fil 2 SIP AREL S5 45 A SIP
!
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SIP Bk A%
SIP =45 R ALE — St sk FIm S, P R4 AL o — NS S H I 7B, ScreenOS S HF UL R 7
VKR AR

e INVITE — HI/" &% INVITE 3k, #ai A P25 405. INVITE iR A0 Re R &1l i . 78 NAT 152
N, CBwEs 210 11 K “SIP fsk” th Rt Via:, From:, To:, Call-ID:, Contact:, Route: £l Record-Route:
A SL B ) IP HhE A T A

e ACK— & INVITE M H P kit ACK iF3K, BAIIAE S EINT INVITE B2 . 14146 INVITE i
SRA 2153, ) ACK Gk i e . 4 NAT #0F, s 210 72 Bff) “SIP Ask” /T it
Via:, From:, To:, Call-ID:, Contact:, Route: il Record-Route: fu 3 FZE ) IP Hulik T804

e OPTIONS — “H/RHEL” (UA) Bl H ek skIA ¢ SIP ARBEDI e B RSS2 LA 7. &b
IR H S R T S G 545 Em . . 76 NAT AR, B OPTIONS &=k M NAT #11) UA &k 2] NAT A
[FIACHEIN), SIP ALG 2% Request-URL H1 il &2 To: FEH I 1P Huhik 4 0 3% ) AN (1) 1P ik
UA 7+ NAT WimASEA, F NAT 24,  SIP ALG B 210 b Eff) “SIP =3k ” & P4t From:,
Via: fl Call-ID: FFE% .

e BYE— H)J'ki% BYE iEKRPUSFE & . KEAML—H M BYE 5K Hal & b & ih. £ NAT B,
WigE 210 7L B “SIP 43k ” th skt Via:, From:, To:, Call-ID:, Contact:, Route: 1 Record-Route: fi 3k
B 1P ki3T5 0

e CANCEL — H /' rJBLA 3% CANCEL i3k, PAHAERF 1 INVITE 153K, Wid A INVITE 119 SIP 55 2%
EEE] CANCEL Z i &k T INVITE iR 0 i &M, ) CANCEL ik ANEAER . 78 NAT B F,
B 210 v By “SIP 4usk” th Xt Via:, From:, To:, Call-ID:, Contact:, Route: fll Record-Route: 133k
FEBAI P Ml g T 18 2

e REGISTER — J11)"[t] SIP registrar 45 %5 %% REGISTER 5K, #1724 57 & 15 5k ss2s. SIP
registrar x5 2545 10 X E REGISTER ik Rl 2T EE R, FF RV B &3 - AL SIP IRkS 254
IS B 7F NAT BiUrf, REGISTER i3k AL FE 5 K -

— WA P B R Registrar (1) REGISTER 152K - #8 4 1) REGISTER 15K, SIP ALG ¥4t
Request-URL 11 IP Huht: ( WiiRA74E ). X ARVFW M REGISTER 14 8 2iA MIP 8% VIP $ihil:. Jo75xT
A [y e N R A T 8 6
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— M B2 Registrar (1) REGISTER i3k - #:k#4h n) REGISTER i K, SIP ALG ¥4 4
To:, From:, Via:, Call-ID: #1 Contact: €3k~ B 1P bk o X P g i SR AT I ) e 46

e Info— ATV PP PG 5 AOEBARALIE TR S 1E(E 5 AO0E G . 76 NAT BT, s 210 vt L) “SIP £
sk diprsRA Via:, From:, To:, Call-ID:, Contact:, Route: fI Record-Route: 33k B (r) IP Hibik #4715 %

e Subscribe — FF ML SE R M APIRSFRS . 78 NAT 8BRS wg BN 28 38 A\ P8
%%, W Request-URL " HuhKE SO FAAT IP ik, KEan s 210 vl By “SIP =k =) Via:, From:,
To:, Call-ID:, Contact:, Route: 1 Record-Route: 3L B g IP Hibl #4715 04 .

e Notify — i b B CLE 0@ F0 T T 28 06 Hpii T #i 47T 00 38 . 76 NAT BCR, @i 8y BN I 25 38 N Y
p2%, W Request-URL: fu3kF B 1) IP Hubbf O FAA 1P Hitik. s 210 vt By “SIP k™
R4 Via:, From:, To:, Call-ID:, Contact;, Route: #1 Record-Route: 3k B4 IP Hihk gk 15 04 .

o Refer — il fEiE R P IE ARG BB U7 (il Request-URL i ) 872 A5 — 7. £ NAT #aX
T, R R AR M 2 3E N B 2%, T Request-URL (k- S 7 1P #uhik . Kl s 210 v 1K)
“SIP 3L drffR%t Via:, From:, To:, Call-ID:, Contact:, Route: £l Record-Route: 13k B (1 1P Huhil-i3k
ATIE L
flan, WL MG TR AN RH B e N R T EHME g~ C, ) SIP ALG
¥ AP C A BeET 1P Huhk A -5, DMEA P B ofLIBER A Co HIE, WHRA P C it Registrar it
ATV, oo T AR R ALG NAT 26 th 35 4% 3 DASAT #6-46e

e Update — H T HF#sk &5 SDP 5 S 4EFfL. ¥z 210 7T LY “SIP 3k HhE7Rx} Via:, From:,
To:, Call-ID:, Contact;, Route: fiI Record-Route: £ 3k B T15 04

e Ixx. 202. 2xx. 3xx. 4xx. 5xx. 6xx WA — H TGRS . kPRGBS 210 11 L1y
“SIP 3k” FHIRFTR.
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SIP o iz B9 ZE 51

N ARISFE 7R SIP F4 PR, a4l R AR 4L L :
o /R (100 - 199) — LU BNG K, 4hEn i R EAT db 2
* I (200 - 299) — L IhEAMCERELS R, i H e AR IT D
o FEHIEN (300 - 399) — T E LD EAE LLSE A K
o KR (400 - 499) — W SRAL S HNRTEVE, BUCIEEILIRGS Ay E5E R
o RSARETE (500 - 599) — kS5 AR BE TE A AR AU 1 K
o AJREIR (600 - 699) — TEATAT k554 b HBICIE e i =k
DL & 2977 SIP i NACIE ) 52385132 . NetScreen f HIYHEME 3 FF.

1xx | 100 1EAE 248 180 1EZERFIY 181 MY IEFE#: S
182 L HERA 183 & if e
2xx | 200 OK 202 C %
3xx | 300 A& EikH 301 KA 302 Iifitf B Bk
305 i HIAREE 380 ik /R%%
4xx | 400 HEiR )ik 401 REF 402 T EAFK
403 k11 404 FHH| 405 N AVFII 1%
406 AN n[ a7 407 T EARHLYIE 408 K
409 5 410 itk 411 FEK S
413 TRk 2 414 15K URL % 415 ASCRF AR R
420 9 A4 5 R 480 I A H] 481 W &8 | B4 AT
482 far i =] 5 483 Pk K% 484 Hihl Aog i
485 AN 486 Ak i 487 WU K
488 AL AT HZ
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Sxx | 500 M55 #% A it 501 RPAT 502 M AR

502 JIg %5 AT H 504 AT 505 ASCHEI SIP hitA
6xx | 600 4=t - fig 603 4 604 4B RIEAE

606 N[5

ALG - Y HEZRFEMX

APIFPSEAL) SIP A5 B, EATRAS T REFEARGT . SIP A5 5 AR R 205 St R 5% 245 1) P 37 SR R g [ i S 4
J5, A RS e UDP 5% TCP. SR 1 &t (B, S8 ) Jf4E UDP AR I N FIRE P 2 B3,
RTP ( SEI R4 )

NetScreen £ > Hi 1 5060 F#) SIP {55 &k HE . HiEaldE £iF SIP k5 15n%, NetScreen 1e#4 R & ity
SIP {5515 B (GBI EATMERIE B —FF ), RTFEIEL4 s Bm. (&, GRS S5 H S, e
IR Hp ] AT 2 CE . B30 T8 e Mo 11, By DA R S SR SR P GRS B A AT . ZERX PG i
', NetScreen % # ¥ SIP ALG. SIP ALG 528 SIP W48 & 3H: SDP W7, AR5 HEET B i 1515 BRI &4T
TFEFALS ik itk 1 NetScreen 4.

SIP ALG i SIP 345, R M Se = 45 rh 3 BN 15 B ah &G s 4 ¥4 fL.  NetScreen SIP ALG 2 ¥t f5 SIP 77
RN, (SR 196 70 ERY “SIP sk 73k M5 198 7 ER “SIP Wi 25517 ). @it fil g s SIP RS )
ARG, ] LA SIP F45 i NetScreen [y k1. L IEHE 0 7F NetScreen & & # B SIP 15 B, FHUT T 51k
E2 — i gefs S, s eir SIP ALG #7 4 FLUMEIE M SR . SIP ALG H 755 -5 4415 & (SDP) 1)
SIP 1R AN ] e fL. 6T AL SDP i SIP Ji5 ., NetScreen B#mi 2 ik el

SIP ALG #H0 5 SDP [¥) SIP yH &, JEAl AT 28 32 I A EHFLAT T 1915 S . SIP ALG 0 & 4l 6.1 SDP #5847,

M HIAT #2320 SIP ALG ZE4FFLE It sk 58, wn 1P Bl fldm 5. SIP ALG 8 H & FLE Fad s 110 1P sk Fis
5 R FT e LI o VR G vaE ik NetScreen 4% 4% o

2B NetScreen #4151 121 SDP. 47145 NetScreen i## £y £ 117 SDP 1121 SIP )6, SIP ALG 47
FIZ I BB KA, 2 &7 B R S 4 PR % 5 H €4 . 4% SDP Jij#, W SIP ALG 574 SDP #
T HE LT G 8 Ml 1E SDP fiah 94k 14 284 5 1/ NetScreen i 75

6. FRATVREAT LA hdm AT BRIT I, 8 Se v B
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SDP

SDP iUt W23 SO M, I 24T . bl R & S AR (5 E . SR g BN ] A2,
AL AT BN TR € MR . SDP S If B A S SR AE &, EAEUMI T i Hal, JF HorlRete
b i R PR A A L

£ SDP WM V2 7 Bih, AT WA BOR SIP ALG F5milAT . B EA IR S A4 2 8. XA 7B R s

c= KpniEHEAE R
I BT BE H IRAE S U AR g . L RS N
C=< MBI >< HihERI >< FEPHNE >

A7, NetScreen WA ZFrE “IN” (KR HECN ) ERMZEEAL, ¥ “IP4” 1 bR B iknd
IP idil® s 42 6 o Hbs (4% ) IP $udil,

UK H AR 1P Mk Ak ) 1P stuhik, U SIP ALG I BRAABE W 7 Bt m= e 1) 1P Hhk A 5 68 A AL
m= KRR R
B I AR S, I S A . B8

m=< AR >< 5 [ >< £ >< fmt 513% >

457, NetScreen WUk “audio” 1EANBAA. ¥ “RTP” 1E NN R ZAEHML. i H -5 B
PRI B AR (A EARTE I RIR ) o KA1 (fmt Z1138 ) 4L T CBEARAE FH 1 N AR 7 2 0 3045 B
7f ScreenOS ix—fiiA<H, NetScreen 41V 4 RTP #1 RTCP 3] i H « 4 RTP <G #H — MHMN 1]
RTCP® ( Sl Adada il thid ) 2 ifi. Dk, R4 BHARAEH RTP I, SIP ALG 24214 RTP FI RTCP 5 Bt
PRE oG O (BIEEERAL ). BEETEALT, RTCP K5t RTP [k 5 K—.

7. f£ SDP i B, BUAZUE B L. m= 7RI,
8. W, Hix IP ikt n] DURZIRRE IP Hudik, {H NetScreen i Jf A ScHfiii i SIP 414 .
9. RTCP $2 LB R D AT &2 Ul 53 A A BRI I
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HFLEIE

RTP A1 RTCP {5 B At FLIL=2m—AN Hir IP #ikik. % IP Hulil>kys T SDP £if it B () c= #&. T
c= FBReS HILAE SDP & if Ul B S TE S B BEAR T 4, Bt LA AT 23 KAk B R 510K (5 SDP 2y —
) KHfg IP Huhk
— H4%, SIPALG {FINT#s K BAAL H REE S IP bk c= B WA, HIFras iz 1P
bk, #RJG SIP ALG fifi HiZz bk ok AR G a4t £L o
— WREARE FHA c= FB,  SIP ALG HIHT28 i NS TEHIT) c= B¢ IP sk, SXJ5 SIP ALG 1
izl R AR fLo R S TE UL AN E I ARLE o= FBL, RS A EH R,
NetScreen #5658l B il =
PLRAIH T SIP ALG G4 LT M5 S . (5 SokYET NetScreen i £ L[] SDP & if Ui BHFIS 4L -
— Protocol: UDP
— Source IP: K41
— Source port: &40
— Destination IP: #7282 WEEAREL S TH 1 o= FECHHEECH Fr 1P ik,
— Destination port: #1452 MBEARZL 1] m= FBPHEHC RTP W H s 15, RS H oA
RTCP 1) Hbrim 5« RTP 447 /[75 + 1.
— Lifetime: Mb{E 5 & FLFT T A1) S04 B A i ok i) i [a) B (DARB VT ) o B0 B0 D 200 7E A A7 31 31 3 2wl
MEL. AR, SIP ALG Bl BR4 1L
e A N B EEFL)S,  SIP ALG 237 B RS Ba B b A0 sk Y 5 1m) (4L o

NEIGEE TP SIP 2 2 (Bl FRFRY R, B SIP ALG anfel @£t L LA fe¥F RTP A RTCP 15 &
Wil . AKEE NetScreen B HAT fuvF SIP HYSKEME, PIILHT IT4m 1 5060 LAME SIP A HiH & .
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f#@‘ NetScreen # 4% R
SIP {2 .
SIP %3 A w SIP %5 B
1111 il 2222
Trust [X B Untrust [X B
fii 2. SIP ALG
1. % F13i Al NetScreen 4 L[ [l SR
5060 ¥ K AER i B [ “INVITE” 3Rk K i% I SDP )7
#| SIP {3 SDP: 1.1.1.1:2000 ( IP M- : 1.1.1.1:2000
H5) (REFAL
> 3. SIP fRELK: “INVITE” iRk 56 & 45 % F ity B
|
5. SIP fRH@ I NetScreen %4 I i [l 4. %/ B LA “Rpa i ma el & SIP A QEE
5060 5K {0 F i B [ “RPIY R wi A -
REEH P o A
- 7.SIP ALG
%ﬁﬁﬁ*
"SR ol 6. % 3 B 44 "200 OK® WK% 5] SIP f03,
2.2.28-3000 LU S INVITE 353K
‘ ‘ L rEr4L SDP: 2.2.2.2:3000 (IP #ihit : 115 )
8. SIP fRHLiE 1T NetScreen B #¥4 K 175 F i <
B ) “200 OK” Wi N4 45 % ) g A
g
9. % i A ST NetScreen ¥4 _L 1ty -1
5062, 4%@7%1%%% B 1) “ACK” i Y. 2 1% 3|
SIP {3 . "
I 10. SIP {5 “ACK” W4 K 40% P34 B
|
1. %/ im Bl AL 1 F 2k (RTP/RTCP {5
B ) KIREN% P i A
-
12. % /i A JEIEEHL 2 #5984k (RTP/RTCP 17
B ) KIEEK P B
-

Juniper Networks NetScreen #5364 — 5 2 & : BEARRE

202



% 5 & RERAMER

VER: WA #5 IP #4127 0.0.0.0 ( i 215417 ), W SIP ALG 442 RTP # RTCP {7 K /i 6Y# 7L
By, FERE 7 il i 2 20, P (T A) a4 SIP JE ( HER IP #4124 0.0.0.0 ) K22 fit
HF(HSTB)e HAT LB IRIELITEN ST B 755 178 W HI AN ZE R IR T ITER . DR 7 B (I L4
1k, NetScreen 1% #5527 12 45 €4

S1E BRI BT
T, WH—J7 & kit BYE 5t CANCEL ik, FEIYBERIZ . SIP ALG 2#X BYE & CANCEL &3k,
BAAZ R N (R BT AT AR S o — Sl gk ot [l e ) AE (e 5 5 ) m) e 2 BEL L Y P () 5 7 it A 3% BYE 5%, CANCEL 15
Ko FEXFMEM T, MEIATRES—EH U T N 25, I FE NetScreen ¥4 FIfa i, # il 8 R 2 sE4G BT NetScreen
WA WP IPNY (R 3E BR 0, G S AE AR 2 I3 N B Ve sh B2 gy
— AN R AN ANE SIS . MESEE AW (B BRI ), 23T RTP Fil RTCP.
NetScreen B4 £ BTG, 208 5183l P S im0 — AN o i (88 ISR 1) e S T 4% 2 U6 1R A1
St
B Rl LR I 2R Y nT kg 0 ) AR A7 Y
o (FERIEE N WS HER B ASI TR SIP 15515 IR A IE T BENS YE R 5 1 8 KIS TR BE ( LURD
HERAT Yo BRRIEI AT SIP A5 5 W S AIEN, #ESHE B BtaBiE o 43200 #2 (12 /).
o AR IEEN - LB EEE A T ARBHATAR AT (RTP 88 RTCP) {5 8 U A% 2% 11 WY B8 445775 5 1) 55 K I 1)
KB (LARR N8R ) o AR RN o BB RTP 8 RTCP s tulf, #5H UGN . H8Eh 120 75,
W X PRI AT— AR, ) NetScreen ¥ £ 2B iZ W () T 21l R R RS [ DA & 1y
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SIP W HRIP

SIP AR HE R 45 % Ab FEIE IY (R 8 1 W] BE 2 52 B TT A A E 46 1 FE A SIP INVITE R IF 20 ( Lg%k, B2 h
TR i e S A A 1R ) NPT L SIP AR RS 252 B LSRG K 152, w{{i i sip protect deny iy &AL &
NetScreen 25 LU HE INVITE 353K AARHE R 528 0 L 152 . R RIS rh Al & Bxx. 4xx B8 Sxx Wi NACHS (15215
55198 i b “SIP M5 ), W ALG 2KE KU 1P HuhlE AR AR 45 25 14 IP b AP fE— AR . R
K, NetScreen W & W M 42 nl e B AV EL (B 3 70 ) #SEFTE INVITE 3K, AR5 EF 53R P4 HILRLH
P Edae . thnllidde e BHAR IP Hubik X NetScreen 15 24 BEATHCE LR ¥ X RE @ AR ERAR S #3 1 INVITE 35Kk, SIP
Wi R e 4 Sy lic & 1)

JEfH : SIP {R$PIELE

FEAH T, Kixt NetScreen & HEATHC & LLRY 15> SIP ACHE IR 4548 (1.1.1.3/24) 23| SR 465 HAR LIRSS R
INVITE iR I52 0. B Bk W AEH: N ORI 5 Fb AR 8 =37, 2RJ5 NetScreen 4% -k B 1 &k H X LLyE 1)
INVITE &3k,

WebUI
JER T WAEH] CLI By il SIP fCPENRZ- 2548 INVITE 15K 2% »

CLI

set sip protect deny dst-ip 1.1.1.3/24
set sip protect deny timeout 5
save
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SEf : B S ZE S RIRER IR
CEAI, IS S R LR ACE 30,000 B, UM IERINLE 90 B,
WebU!

JER : WAEH CLI K& SIP 155 28 It 1EE 1451

CLI

set sip signaling-inactivity-timeout 30000
set sip media-inactivity-timeout 90
save

Sef5l : UDP iZ i fR1P

A X BT H btk B ik NetScreen w45 HHEL UDP 2 il . XEAEIN S, $AE Untrust X B H ¥ S —> 80000/
FIEME, BEEENH7E NetScreen 15 4% 2F 4R I 31 bl 5 080 0 2 7 ( S B Rr S 18] A %R0 R R 45 i) ) ), WIAE
IP Huhl: 1.1.1.5 EEa) UDP Hdli .

TER 1 PN 7 # ScreenOS iy, L &/ T XS SIP fiir$. £ 5 UDP iZH (RH KA1 0E 5%
BTG, i5ZP 7 4-65 T L9 “UDP 27" .

WebUI

Screening > Screen: #iIALLFNZE, SR Hd Apply:
Zone: Untrust

UDP Flood Protection (%4 )
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>Destination IP: #ii AN LL M5B, 28 )5 ¥t Web ] b 2s L) 5 1B §iSkik 1]
Screen fit & 71 :
Destination IP: 1.1.1.5

Threshold: 80000
Add: (i%#)

ClLI
set zone untrust screen udp-flood dst-ip 1.1.1.5 threshold 80000

save

S : SIP & KIEHEE

FEA R, RDRER B AN 1P ik [ JF Ao i KA i B0 20 KB IE SIP 92452 1] Untrust X BUALH 132 il A
di. WER NetScreen B Al 22K 7 — IP #uhik(¥) 20 AL E ISR, RITE Z3rbia (0 20 BB Sl B 2

VRS ONII NN
TR 1 AP 7 ScreenOS iy, T (E/HE 1 T61X) SIP #9750 A KTE TIHHTS 17 R K 41 157 5 53¢
RENHFEM T, ISV 4-40 T LI “FETIRH I 15077

WebUI
Screening > Screen (Zone: Untrust): #i A\ LI R N2, X5 i OK:
Source IP Based Session Limit: ( #%£3¢ )
Threshold: 20 Sessions

CLI

set zone untrust screen limit-session source-ip-based 20

save
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{58 FA W 4%t hik 4%+ B4 SIP

2% L IR 3 (NAT) PRisCa] 18 3 R (1 2 A BN A0 H 1P sk R D7 1) BB o 6 FAh A5 B0, NAT Kt
AR 1P sl e L 7 b i AU 1P ke X T s B, AR 1P ik Bl e 48 [ FA 7 ik H.
T AR s ey 2L F 7 R AT B AL

Xt SIP HR S5 NAT B E %, 4 SIP i EAE SIP tsk 2 SIP IECH i IP dihik.  SIP 0k 4 & A SR npny
JT RO K4 L, NetScreen B8R 20 AR L HEAT e LU AN AR Z AN T L. SIP IESCE S “ 2 il i B 7
W (SDP) i &k, Hrp W iG A T O AAL S 1P kAT %5 . NetScreen s ki e 4t SDP 15 5L LA i B UK A3 AT
P AR .

SIP 31 S (1 1P Hudib R 11 (K4 iR Tl EARAE T o XA R, &7 i AT 1P kb M 115K %
#:24 NetScreen [jj KA1 22 J1 1P HUlE RIS 1155 o 61 A IRDEL, - BI7 ke iR 28 3RO RE 32 46 2 i R AL AT i i

LB KRR INVITE YRR,  SIP ALG 245 B S A LI AL Ry R A (1238 FH 11 J5 2R3 B R 301 E A 1)
Uit ) o BRSBTS AL (1, ACK B 200 OK) Itf, ALG 2% From:. To: Fl Call-ID: 7B 5 WEny 2 hn A L5 LA
W IR Py 2. R ) S I AT PR IY DUEC 8T INVITE W,  ALG 22F34E A REINVITE 347 ANRE .,

BRIt SDP {5 B B, ALG K2 ic i I - £F X 26 1 5 SDP A i I [a) 6158 NAT et . i1 SDP %t
CSERFERCY (RTP) A1 “semt#idl il ” (RTCP) il 75 2 21 rum 1, Bl ALG B3 i g i & i 1. i
EAB S E, e EF SIP .

BN [ - AY

24 SIP BEIY  SIP 3 sk 3 B N BRSNS 2% AT, NAT K& SDP 1 IP il fli 105, Rl —ANgh e
IP Ml Fim 115 Wbt 2] NetScreen B k% . Wi B s Via:. Contact:.  Route: #1 Record-Route: SIP fu3L7 B, M
EATE S0 BB k5 IP itk . ALG A7 Leme syl DL T F8r & Al SIP m sy S

SR, SIP ALG ¥ AERE KR T F 5L LA RVFEEARAE NS /0 B 13w Il NetScreen ¥, 31X 2 25T SDP
K Via:. Contact: il Record-Route: 3k 7B 5 BTN 0. IXLeEFFLIE R 1F W 17 24l (2 2134 Contact:. Via:
F1 Record-Route: IP Hulik Fld 1. ARFR [R5 BT, ALG 23 5k Contact:. Via:. Route: il Record-Route:
SIP - Beddi Rl 0. .
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P [ R AL

DA T I Y M 2 FH T 6% A 5 2118 28 LA TP (MIP) Mbuhik, BX2IiK NetScreen ¥ & 113 1 IP Huhik. MIP J& i A c & 1)
TR A EB ML 1P Hudil, 24 ALG W E ALK 3% 3] SIP Registrar [¥) REGISTER B, Baah&idkizn
IP #ihl. (FRVE4I{E R, WESE 216 11 L “ffiH SIP Registrar (¢4 i) SIP BEAYSCHE” o) 82034 5] SIP %k
PEfull, NetScreen ¥ #4544k IR Es 0. 61 2 % & 3] SIP ALG.

ALG ¥4 2 SIP it R4 B (5014 INVITE ), #RJGHET SDP Hf)fE B AN BARFT TN IT . B E] 200 OK i i i1
SN, SIP ALG X IP Mt Alu 44T NAT A 36 75 3T 6L (ST DA 2B TSN TR, iR AR AR Pz
K] 200 OK i By v S 258 I o)

Bl #) 200 OK Wi py 5,  SIP AREDE K & SDP 15 8 I st iU EEAR S 1E ) 1P HuhbFsm 145 . NetScreen 7% 111
SIP ALG ¢ bl R 15 04T NAT .k H b R FT TFEEFL IR Ak 77 ) N 1 R IR

M3 F] 200 OK 1) ACK J5, ACK tBid it SIP ALG. iy Bl SDP {55, SIP ALG ##fits IP Mtk Al 15
AN MNSERTIT INVITE 58 o sl foss 1149 — 302, ALG B 4 5 A 4 FL TG it i s FL UL feiriiifkam it . ALG
W IRYE Via:. Contact: #ll Record-Route: SIP 7B - AE Al 2 XX Lo 7 By O & A 58 S T 8 &L o

E4¢IFE

ZEBKAL, TS PRI 2R G A 7 A BERY 8 N i B, T B OB 35S 21 I 28 NS IR 7 C
SIP ALG ¥k HH ™ A 11 INVITE /B3 —R I P ) FEIYBEAT AL EE . Wi ALG ZERGEE M B B M2 AMET C 11 AL IT
Wi & B B Al C AR R 82 10, WP AN AERG KBS TR 4T FFER AL, RN AR AER A FIH P C I8 H 8l .

PRy 2% 1

BYE 1 8 k& LENY . NetScreen ix##:U#| BYE 4B 5, SSAEATATH & B —FEX a0 kA B T, H
H T30 6 20E i 200 OK B AfIA BYE W R, ATLL ALG K4 IEIR 5 Fhoh P& iy LLBS &% 200 OK [rf ] .
I£AY Re-INVITE jH 2

Re-INVITE i & TREBr AR 2 1k in 2w nv DL BRI I AR 2 1 o Bri A s ihds n 28 — Pl s, R 2ERs K
i FAT IR LT USRI IE SR o R S WIERIP I BEE AR . ARFI R IER — DB NI, SR
2 BYE 55— FER M FLIFER IR E -
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A S B 28
WHER KK 2] Re-INVITE o, UPDATE 31 &L, ) SIP ALG K{# ] Session-Expires {H# {541 . ALG MX} INVITE

200 OK i i3RI Session-Expires fH ( WA AE ), IR T A B I5E S MRS DN Rl 21 g
INVITE, ALG 244 BNHEE E DX 8 INVITE sish 818, IS RSz,

VEN—Fh MR 5 iit,  SIP ALG KA FH AR BB 152 B PP L m] RF 2 1R s B ) o XA mT 6 ORAE LA N 1B L T X NetScreen
WAL

o IFRNYMAI A R, AEME BYE M.

o CEREMSARKIEBYE WE, WEBd SIP ALG.

o HBELIY sip AAHRSZifi R AEALFE Record-Route, S3UL% K% BYE W E.

o T ML GBI BYE W .

W AL BRGH

AT —J7 ¥yl kit CANCEL 1 BB . 23 CANCEL v &5,  SIP ALG #45% FIia e By K Es R B (o
REGFTIRL ) IFMRERIBIEGRE .« BORBRURRT, ALG @R IR I 2 5 #0h,  DUHEh 5241 200 OK Ji id ¥
] IR RIS 487 5L non-200 W[y, JTAF 5 b 1B I i fa] Jm A4 £ b rp

Z\

2153

FIFH 4332 SIP ARHEE nP R A INVITE v BRI R IE B2 Hbr. G s AN PEIY () 224> 200 OK MRy S,  SIP
ALG ¥ &3t HaEAT 08T, 1H4 BRI 55— 200 OK 7 BCE B T 15 B

SIP iH 2R

SIP i B M ARG SIP A SKE A SIP IESC. AR RIFE A, kil 547 iR, P RS,
Request-URL A PSUiRA . FEMINAT R, 25— A7 W IREAT, b WiipRas M. SIP sk & 15 5 AL 1P
Mok A 5o SIP IESCHRr A2 FAT SRR T, e TS uE R, 2 vkl . NetScreen ¥
GRS iR T (SDP).  SIP IESCALE H ARG BEAARR) 1Ptk s 15

7E NAT #5230 F,  NetScreen B Rix SIP 43k v i A RBEAT e 48 LU 11245 B AN M 48 B 2. X1 SIP IE3CfS
s AT NAT DL B (i 2 R A 1) 3 115 ) o
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SIP 13k

£ N Bl SIP AERIFE S, NAT R kv Bob iy 1P sk ( U ), DU R R 28 AN m] L o

INVITE bobR10.150.20.5 SIP/2.0

Via: SIP/2.0/UDP 10.150.20.3:5434

From: alice@10.150.20.3

To: bob@10.150.20.5

Call-ID: al2abcde@10.150.20.3

Contact: alice@10.150.20.3:5434

Route: <sip:netscreen@10.150.20.3:5060>
Record-Route: <sip:netscreen@l1l0.150.20.3:5060>

P ik 9 R R A T 05 s 13 R ISR AR T 1), w DL AR AR

N
o iR
o HEK
N LT

PERAIH TGO N NAT (AT 50k TER, AP B B 72 T RS R B 48 N e 2 2%
SRS, ALG B2 T i Le B AR e E AL ZRUHTE AR IR AN S ACHES R T IH LA S 27 R VR SR S W Y
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B 032 1R A %
HERR FE e
Ak To: FIAHLHbIE 4 ALG Huhik
( N 2% 215 FH N 2% ) From: ¥
Call-ID: T
Via: I
Request-URL: FAR I E R # ALG Mtk
Contact: T
Record-Route: T
Route: v
HH 3k ) 1 To: IAHU AL e ALG bt
( L 25 21 A FH N 285 ) From: I
Call-ID: i
Via: T
Request-URL: ANiEH
Contact: H ALG il e A KL bk
Record-Route: I ALG iyl e A KL
Route: I
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HERA FE itk
sk To: X
( N 2 21 A F I 45 ) From: H ALG il e A A Ll
Call-ID: HI ALG Stk e ALt i
Via: HI ALG St e A H Lt i
Request-URL: I
Contact: H ALG HiuhE# e AL bk
Record-Route: H ALG Hbtik & e AL b ik
Route: AL e ALG Hbdik
EH Sl g Y, To: P
( NS I 24 21 74 FH IR 2% ) From: AW HE e ALG Hbtik
Call-ID: AN HE e ALG Hidil:
Via: HAPHLIE i ALG itk
Request-URL: ANiEH
Contact: I
Record-Route: FHANLIHHE S e ALG Huhik
Route: FAN LI e ALG il
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SIP IF X
SIP EC 1 SDP {3 B0 ALG FI3k H Bk i G g s i 1P Hull. %o SDP 354 iy et fs 2 4 & U8 (5 R34
PRI T ),

IR 7 SDP 153 8 G T 0 A T 4 10 B
o=user 2344234 55234434 IN IP4 10.150.20.3

c=IN IP4 10.150.20.3
m=audio 43249 RTP/AVP 0

SIP B E AL & 2N AR . IX—HES 545 2 AN SO 3 H 7 WB AR SR, filan, M\ SIP & i ALk 2 SIP i
2517 INVITE J4 BT REAL & DL R 7B

c=IN IP4 10.123.33.4

m=audio 33445 RTP/AVP 0

c=IN IP4 10.123.33.4
m=audio 33447 RTP/AVP 0

c=IN IP4 10.123.33.4
m=audio 33449 RTP/AVP 0

NetScreen & i 22 SCRE W EEANJ5 [0 DRI A7/ SDP & (RENIFAILTE 12 NlTE ). ARTEE R, 29
200 vt L) “SDP”,

SIP NAT iz=
5 R H M E RS, pht #10 ph2 &% —4c SIP INVITE j4 5. 157, NetScreen W44 X B IF) 1P Mtk (LA
FHAR R ) BEAT 4

INVITE 4 )5.) SDP #0357 WY J5 75 SR AR AT B iV i, “IAREH AL s A im 5, BT RTCP Al
RTP [¥) 52002 1 52003. “Via/Contact £1fL” & SIP {55 & EHAL T % 15 5060,

7E 200 OK M yE S A, VR MEZALE INVITE 78 8 AT I el s m 1. SeyE S 1P Huhik (A b ) At
T8, (HN B FT TF LA ARV SRR U in) o F 2%
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NetScreen % %%

SIP ph15.5.5.1 6.6.6.2 SIP ph2
AT P9 ¢ ySHiEE
INVITE Sip: ph2@6.6.6.2 SIP/2.0
Via: SIP/2.0/UDP 5.5.5.1:5060 INVITE Sip: ph2@6.6.6.2 SIP/2.0
Call-ID: a1234@5.5.5.1 Via: SIP/2.0/UDP 6.6.6.1:1234
From: ph1@5.5.5.1 Call-ID: a1234@6.6.6.1
To: ph2@6.6.6.2 From: ph1@6.6.6.1
CSeq 1INVITE To: ph2@6.6.6.2
wg%zﬂ : AL /sdp CSeq 1 INVITE
WAKSE : 98 WIS - NP /sdp
_ WK FE . 98
V=0
o=ph1 3123 1234 IP IP4 5.5.5.1 V=0
c=IN IP4 5.5.5.1 0=ph1 3123 1234 IP IP4 6.6.6.1
m=audio 45002 RTP/AVP 0 c=IN IP4 6.6.6.1
Il m=audio 52002 RTP/AVP 0
>
PEARET£L,
5.5.5.1 6.6.6.1 -] 1P
45002/45003 52002/52003 Ff ¥ I
Via/Contact £l
Riimiil 6.6.6.1 AL 1P
5060 1234 (EROE I
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NetScreen % %%

SIP ph15.5.5.1 555.2 6.6.6.1 6.6.6.2 SIP ph2
P 0 9 2% AR 4%
SIP/2.0 200 OK
Via: SIP/2.0/UDP 6.6.6.1:1234
SIP/2.0 200 OK Call-ID: a1234@86.6.6.1
Via: SIP/2.0/UDP 5.5.5.1:5060 From: ph1@#6.6.6.1
Call-ID: a1234@5.5.5.1 To: ph2@6.6.6.2
From: ph1@5.5.5.1 CSeq 1 INVITE
To: ph2@6.6.6.2 SR r”ﬁﬁﬁf% /sdp
CSeq 1 INVITE WAKRE 9
WAL N HIRER /sdp Contact: sip 6 6.6.6:5060
WARKE - 98 V=0
V= o=ph2 5454 565642 IP |P4
o=ph2 5454 565642 IP |P4 6.6.6.2
6.6.6.2 c=IN IP4 6.6.6.2
c=IN IP4 6.6.6.2 m=audio 62002 RTP/AVP 0
m=audio 62002 RTP/AVP 0
-
BEARERFL
ATAT IP 6.6.6.2
> | (T 62002/62003 >
Via/Contact £4L
- fEA] IP 6.6.6.2 .
AR 3 11 5060
ACK SIP:ph2@6.6.6.2 SIP/2.0
s ACK SIP:ph2@6.6.6.2 SIP/2.0
Wl .
>
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{§F SIP Registrar B9 [5) SIP FEIY 3735

SIP et T —Fi ek Thae, Wil tbrhng SIP AN B RS dspe e P A 5 2 BER A E . F it m)
registrar 1% REGISTER 4 & iV EM — ANk ZABRAME . W FEF7R, REGISTER #.E 9% To: 1 Contact:
Brgu frid sl URL DA — A EZ AR URL. fERICSRAE 5 — A2 AR AR DGR & g5 b, T
Bl E .

NetScreen B4 K4 4hn) REGISTER W E R T XX ek AT NAT JFrl¢E “ Wi DIP” £ 4G E. &R
G, MM AT ERCE] INVITE WER, NetScreen & #-KAi H  “ P DIP” ke K INVITE 71 8 2%t 29—
DNWEBFNL. WL AE NetScreen ¥ &1 H 4 10 FECE #21 DIP 5k DIP #b, w7840 FH SIP ACERIE MRS ok RN
P . ZE/NBIIR A Z A, $2 00 DIP 6% H CLAREE N [y EY, (EE R 28 ) 2% A b 3R 5 H et iU 37 DIP i

YER : (8177217 DIP 56 DIP /194 1] I 3 75 (X 5C 75 SIP A1 H.323 J[ 55

T EIY, - NetScreen #4525 57X 57 UDP 71 TCP. 247t/ % # £ i Hr, At URL 2545 IP Hiti,
21 F R
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W[ DIP %
555.1:1234 | 6.6.6.1:5555 | 3600

(P, NetScreen # % Registrar

- 6.6.6.2
SIP ph15.5.5.1 5.5.5.2 6.6.6.1 /
PR 8 I 4% A58 I 4%

REGISTER sip: 6.6.6.2 SIP/2.0

From: ph1@5.5.5.1

To: ph1@5.5.5.1 | .

CSeq 1 INVITE fﬁ]’ E@%bu REGISTER sip:6.6.6.2 SIP/2.0

Contact <sip: 5.5.5.1:1234> . From: ph1@6.6.6.1

Expires: 7200 DIP % To: ph1@6.6.6.1
CSeq 1 INVITE

e Contact <sip: 6.6.6.1:5555>
Expires: 7200
|

200 OK

200 OK o pI@EE6A

From: ph1@5.5.5.1 CSeq 1 INVITE

To: ph1@5.5.5.1 TR Contact <sip: 6.6.6.1:5555>

CSeq 1 INVITE Expires: 3600

Contact <sip: 5.5.5.1:1234>

Expires: 3600 -

-
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seffl : WEAERY ($£0 DIP)

ARG, phonel 7F Trust X Bt ethernet1 #5110 F, phone2 FCEEAR 5254 Untrust [X B () ethernet3 #2111 L.

T 4ETE ethernet3 L WE “4% 11 DIP” LIXFA [ FFUHAAT NAT, SR )5 80— ems, LLRRPF SIP {5 B Untrust
X B3k Trust X B, JFEX— S0 51 1% DIP. &K H] NAT JEE1E — A v SIP {5 B Trust 235 Untrust
X B S . XA Trust X B 1) phonet fgfgE L Untrust X B (ACHBE TV EM . A7 17 DIP fnfif 5 SIP
AR SS B IR AR 36, S5 216 10 iy “fiTH SIP Registrar (1P ] SIP IERYSZRE”

ethernet1 ethernet3
10.1.1.1/24 1.1.1.1/24

NetScreen % %%

LAN e  — {' LEREA ‘-\‘“

Trust Untrust

it
e JEEE
g 7 o
Jifatiy
ethernet3 bff) G
phone1 ¥ DIP phone2 I 4% B
10.1.1.3 1114 1.1.1.3

WebUI

1. #0O
Network > Interfaces > Edit ( %f T- ethernet1 ): A LL TN %, K55 Apply:
Zone Name: Trust
Static IP: ( IR B £ LT )
IP Address/Netmask: 10.1.1.1/24

BMALLNNZ, AR5 OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL N %, A5 i OK:

Zone Name: Untrust

Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24
Interface Mode: Route

2. bk

Objects > Addresses > List > New: S AL F A%, X5 OK:
Address Name: phone1
IP Address/Domain Name:

IP/Netmask: ( %+ ), 10.1.1.3/24

Zone: Trust

Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: phone2
IP Address/Domain Name:

IP/Netmask: (£#f ), 1.1.1.4/24
Zone: Untrust

Objects > Addresses > List > New: #i A LL F A%, XG5 OK:
Address Name: proxy
IP Address/Domain Name:

IP/Netmask: (E+¢), 1.1.1.3/24
Zone: Untrust
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3. A NAT g9 DIP
Network > Interface > Edit ( %f - ethernet3 ) > DIP > New: £ Incoming NAT £, #&)5H.d: OK.
4. REE
Policies > (From: Trust, To: Untrust) New: i AL F N %S, X5 i OK:
Source Address:
Address Book Entry: (%% ) phone
Destination Address:
Address Book Entry: (i%£+%) any
Service: SIP
Action: Permit
> éﬁc’ivﬁanced: BINLL N NZE, K5 i Return, 8 S 20 IFR [0 R AR
N=RUAR
NAT:
Source Translation: ( #£FF )
(DIP on): None (Use Egress Interface IP)
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:
Source Address:
Address Book Entry: (%), Any
Destination Address:
Address Book Entry: ( 1L+ ), DIP (ethernet3)
Service: SIP
Action: Permit
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CLI

1. #0
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
set interface ethernet3 route

2. ok
set address trust phonel 10.1.1.3/24
set address untrust phone2 1.1.1.4/24
set address untrust proxy 1.1.1.3/24

3. AT NAT g9 DIP
set interface ethernet3 dip interface-ip incoming
set dip sticky

4. KB
set policy from trust to untrust phonel any sip nat src permit
set policy from untrust to trust any dip(ethernet3) sip permit
save
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S5 : M@ AERY (DIP it )

TEAHBIH, phonel f7F Trust X B+, phone2 FMRELR S #5471 Untrust X Bt . i 5E7E ethernet3 #2 1 #% # DIP
LK [ BRI AT NAT, SRJ5 s — AN 3Ems,  BLARSIF SIP 5 B Untrust X B EIE Trust X B, FEEX— g o
51 H 1% DIP ith. KA FH NAT YA —A v SIP 5 B Trust 23A Untrust X BEIFISERS . 1XEH 73 Trust X B
HF) phonel BEAZIELL Untrust X BeH FARBEREATIEM . A5 5¢ DIP Wife 5 SIP VEM RS U TAERI UL, 16205
216 7 LY “f#iH] SIP Registrar (¥4 i) SIP FEAYSZFE”

ethernet1 ethernet3
10.1.1.1/24 1.1.1.1/24

NetScreen % %%

- - ,
" P L ‘Ff

) U

Untrust

w

ethernet3 L D
1.1.1.20 -> 1.1.1.40 phone2 PRILR 55 4%

phone1

10.1.1.3 1.1.14 1.11.3
WebUI
1. #0O

Network > Interfaces > Edit ( %f T- ethernet1 ): A LU F %, K55 Apply:
Zone Name: Trust
Static IP: ( H LI IE £ eI )
IP Address/Netmask: 10.1.1.1/24

BINCUF N2, RJGHd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL N %, A5 i OK:

Zone Name: Untrust

Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24
Interface Mode: Route

2. ok
Objects > Addresses > List > New: S AL F A%, X5 OK:
Address Name: phone1
IP Address/Domain Name:
IP/Netmask: ( %+ ), 10.1.1.3/24
Zone: Trust
Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: phone2
IP Address/Domain Name:
IP/Netmask: (i£E+ ), 1.1.1.4/24
Zone: Untrust
Objects > Addresses > List > New: i AL F A%, K55 OK:
Address Name: proxy
IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.1.1.3/24
Zone: Untrust
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3. A=) NAT B9 DIP ith
Network > Interface > Edit ( X T- ethernet3 ) > DIP > New: B AL F A%, KRGl OK:
ID: 5
IP Address Range: (1£#%), 1.1.1.20 ~ 1.1.1.40
Port Translation: ( %% )
In the same subnet as the interface IP or its secondary IPs: ( Z£$¥ )

Incoming NAT: ( %+ )
4. KRB
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 ¥ OK:
Source Address:
Address Book Entry: ( i%£#f ), phone1
Destination Address:
Address Book Entry: ( £+ ), Any
Service: SIP
Action: Permit
> Advanced: fit N\LAL T N2, ARG il Return, 38 w0k IR ISR A
B
NAT:
Source Translation: (i%£+%)
(DIP on): 5 (1.1.1.20-1.1.1.40)/port-xlate

Juniper Networks NetScreen #t:2 53564 - & 2 & : EARRIE 224



% 5 & RERAMER AR 55

Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:
Source Address:

Address Book Entry: (%£+% ) Any
Destination Address:

Address Book Entry: ( i%£#% ) DIP(5)
Service: SIP
Action: Permit

CLI
1. #0O

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
set interface ethernet3 route

2. ihat

set address trust phonel 10.1.1.3/24
set address untrust phone2 1.1.1.4/24
set address untrust proxy 1.1.1.3/24

3. A& NAT 89 DIP it

set interface ethernet3 dip 5 1.1.1.20 1.1.1.40 incoming
set dip sticky

4. KB
set policy from trust to untrust phonel any sip nat src dip 5 permit

set policy from untrust to trust any dip(5) sip permit
save
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Sef5 : £/ MIP B9 @A =) AERY

FEABIH, phonel 7 Trust X X1 ethernet1 210 I, phone2 FICHEARSS #$4E Untrust X Bt [1) ethernetd 11 L. &
Je{t 2] phonel (1] ethernet3 #: 11 L& MIP, RSSO0 —AN5%0E, CLRYT SIP {5 WA Untrust X B 21)i& Trust [X
B, e — ks 5] iz MIP, ﬂih@ﬂ@ AN, DL phonet it Untrust X B (AR IRSS ge i . A 55
HIPE NGB, [ 25 218 TL i “yufsl ey (#2210 DIP)” FI5S 222 W By “J641 : ]iien (DIP i) ], AS
[F 2 A6 7E T MIP B, Trust I:ExEPEﬁt/\ﬂxﬁi@ﬂtﬁﬁﬁﬁ%ﬁ~4\z\%@i¢ MAEA “$20 DIP” 8¢ DIP i, #
AR ] 2 AN FAE HuhE SRR S

ethernet1 ethernet3
Trust 10.1.1.1/24 1.1.1.1/24 Untrust

NetScreen % %%

o e

reines,

fe )5 &
phone1 FEL B phone2 RIS %%
10.1.1.3 ethernet3 L MIP 1.1.1.4

1.1.1.1/24
WebUI
1. #0O
Network > Interfaces > Edit ( %} T* ethernet1 ): i ALL NN %, K5 Apply:
Zone: Trust

Static |P: ( IR % £ I 5 )
IP Address/Netmask: 10.1.1.1/24

HNLLFNZ, AR5 Hd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL N %, A5 i OK:

Zone: Untrust
IP Address/Netmask: 1.1.1.1/24
Interface Mode: Route

2. bk
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: phone1

IP Address/Domain Name:

IP/Netmask: (£#¢ ), 10.1.1.3/24
Zone: Trust

Objects > Addresses > List > New: #i A LL F A%, X5 5 OK:
Address Name: phone2
IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.1.1.4/24
Zone: Untrust

Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: proxy
IP Address/Domain Name:

IP/Netmask: (£t ), 1.1.1.3/24
Zone: Untrust
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3. MIP
Network > Interfaces > Edit ( Xf - ethernet3 ) > MIP > New: i AL F N %, )5 Hd: OK:
Mapped IP: 1.1.1.3
Netmask: 255.255.255.255
Host IP Address: 10.1.1.3
4. ZEHE
Policies > (From: Untrust, To: Trust) New: i AL F N %, X5 i OK:
Source Address:
Address Book Entry: (i%$% ), any
Destination Address:
Address Book Entry: ( 1£#+¢ ), MIP(1.1.1.3)
Service: SIP
Action: Permit
CLI
1. %A
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
set interface ethernet3 route
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2. bt

set address trust phonel 10.1.1.3/24
set address untrust phone2 1.1.1.4/24
set address untrust proxy 1.1.1.3/24

3. MIP
set interface ethernet3 mip 1.1.1.3 host 10.1.1.3

4. KB
set policy from untrust to trust any mip(l1.1.1.3) sip permit
save

Sefl : FAE X B PRI EE

EAEIH, phonel 1 SIP ACHR R4 2878 Trust (L1 ) XX ethernet! %1 |, phone2 7& Untrust X B 1]
ethernet3 i1 . 1567 3L IS 2410 ethernet3 %10 Fi% & MIP LUt phone2 @it AAHEMN, R)G6IE—
Hng, LALARTF SIP {5 B Untrust ik Trust X B, FH7EX—5KBEH 51 H 1% MIP. 188 A% —> M Trust 2 Untrust

[X B [F) 5 A Fe 1F phonet $& Hi s

ethernet1 ethernet3

10.1.1.1/24 1.1.1.1/24 T

NetScreen % %% 4

. HHM
8l £

£

3 g l 5ot NS

ﬁ% }1&1% 4% ? 8 c;n;a 13 ethernet3 ¥ MIP
o o 11.1.2->10.1.1.4
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WebUI
1. #0O

Network > Interfaces > Edit ( %} T- ethernet1 ): AL F A%, ARJ5Hd OK:

Zone: Trust
Static IP: ( H LI IE £ e I )
IP Address/Netmask: 10.1.1.1/24

BINCUF N2, RJGHd OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL F N %, K5 i OK:

Zone: Untrust
IP Address/Netmask: 1.1.1.1/24
Interface Mode: Route

2. bk
Objects > Addresses > List > New: #i A LL F A%, X550 OK:
Address Name: phone1

IP Address/Domain Name:
IP/Netmask: (#£F¢ ), 10.1.1.3/24
Zone: Trust
Objects > Addresses > List > New: #i ALL F A%, XG5 OK:
Address Name: phone2
IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.1.1.4/24
Zone: Untrust
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Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: proxy

IP Address/Domain Name:

IP/Netmask: (i£+% ), 10.1.1.4/24
Zone: Trust

3. MIP
Network > Interfaces > Edit ( %f - loopback.3 ) > MIP > New: fii ALL F A%, SRJ5 Hidi OK:
Mapped IP: 1.1.1.2
Netmask: 255.255.255.255
Host IP Address: 10.1.1.4
Host Virtual Router Name: trust-vr
4. KB
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 OK:
Source Address:
Address Book Entry: (i%£+%) any
Destination Address:
Address Book Entry: (%4 ) phone2
Service: SIP

Action: Permit
> Advanced: FIALL N A2, ARG Return, 38 520k T 1R [B] LA
B
NAT:

Source Translation: ( £#%)
(DIP on): None (Use Egress Interface IP)
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Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 i OK:
Source Address:
Address Book Entry: ( #%£#f ), phone2
Destination Address:
Address Book Entry: (i£#¢ ), MIP(1.1.1.2)
Service: SIP
Action: Permit

CLI
1. #0O

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
set interface ethernet3 route

2. Hbk

set address trust phonel 10.1.1.3/24
set address untrust phone2 1.1.1.4/24
set address trust proxy 10.1.1.4/24

3. MIP
set interface ethernet3 mip 1.1.1.2 host 10.1.1.4
4. KB

set policy from trust to untrust any phone2 sip nat src permit
set policy from untrust to trust phone2 mip(l.1.1.2) sip permit
save
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B REERYHZ R AR 55

SEfl AR X EFRNE

EAGIH, phonel 7E Trust X B ) ethernett 41 I, fRHLR S5 %5 A1 phone2 & Untrust ( A ) X Bt ethernet3 %
H bo T564E Untrust #2101 BIECE “F20 DIP”, RS0 —AN3kEEg, LLARVF SIP {5 B3 A Untrust X Bt 215 Trust
X B, IFFIX—%mg 5] % DIP. &% 60— M Trust 3] Untrust (1505, LR phonel iliid Untrust X B 1)
ARBRIRSS A M o A 5 017 1T PR P ) P RY S AL [ 15 200 5 222 bt By “Safsl : ] mi iy ( DIP i)~ FIZE 226 bt
AR MIP R epny 7], Six g —FE, el IAE Untrust #2100 AR DIP 5% MIP.

ethernet1 ethernet3
Trust 10.1.1.1/24 1.1.1.1

=
ap

Untrust

-~ NetScreen % %%

B HKK

phone1 ¥0O DIP phone2 i 45 5
10.1.1.3 7 ethernet3 11.1.4 ﬁ1 1)1&1%%%
WebUI
1. &0
Network > Interfaces > Edit ( %f T- ethernet1 ): A LU F %, K55 Apply:
Zone: Trust

Static IP: ( I IEPE LI TN )
IP Address/Netmask: 10.1.1.1/24

BMALLINZ, SRJE R OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL N %, A5 i OK:

Zone: Untrust
IP Address/Netmask: 1.1.1.1/24
Interface Mode: Route

2. bk
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: phone1

IP Address/Domain Name:

IP/Netmask: (£#¢ ), 10.1.1.3/24
Zone: Trust

Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: phone2
IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.1.1.4/24
Zone: Untrust

Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: proxy
IP Address/Domain Name:

IP/Netmask: (£t ), 1.1.1.3/24
Zone: Untrust

Juniper Networks NetScreen #5364 — 5 2 & : BEARRE

234



% 5 & RERAMER R 55

3. #ODIP
Network > Interface > Edit ( X} T ethernet3 ) > DIP: %+ Incoming NAT & i%HE.
4. REE

Policies > (From: Trust, To: Untrust) New: i AL F N %S, X5 i OK:
Source Address:

Address Book Entry: (%% ) phone
Destination Address:

Address Book Entry: (i£+% ) Any
Service: SIP
Action: Permit

> Advanced: HIALL NN, ARG Return, 38 S & IR [FIFEAL

B

NAT:
Source Translation: ( £#%)
(DIP on): None (Use Egress Interface IP)
Policies > (From: Untrust, To: Trust) New: i AL F A%, K5 i OK:

Source Address:

Address Book Entry: ( %+ ) Any
Destination Address:

Address Book Entry: ( 1£#f ) DIP(ethernet3)
Service: SIP
Action: Permit
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CLI
1. #0O
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
2. bk
set address trust phonel 10.1.1.3/24
set address untrust phone2 1.1.1.4/24
set address untrust proxy 1.1.1.3/24
3. #ODIP
set interface ethernet3 dip interface-ip incoming
4. REE
set policy from trust to untrust phonel any sip nat src permit
set policy from untrust to trust any dip(ethernet3) sip permit
save
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a5l : =X, DMZ Hay{KIE

fEAHI T, phonel 7F Trust X B () ethernetl $#2 F, phone2 7 Untrust X B [¥) ethernet3 #2101 |, ARH RS 245
DMZ ] ethernet2 %11 F. 15C7ES] Trust X Bt phonel [¥) ethernet2 #: 1 L% & MIP, 2R 56—/ M DMZ %
Trust X B[ 5RME FF 71X — 1B h 51 i MIP. SRR b, A = AN X B A A X B R) AR 75 20 0 ) 3kl . 1

R Sk 7~ Untrust X Bt 111 phone2 [ Trust X B 1) phonel k47T HLiE IS SIP {5 B I 1A] -

Untrust

- R
phone2 it ‘

1.1.1.4

ethernet3 ethernet2
10.1.1.1/24 2.2.2.2/24
NetScreen -
W 3
e __'l_— — 1
ethernet1 NN .
e REBE R
ethernet2 K MIP 2224
2.2.23->10.1.1.3
phone1
10.1.1.3
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WebUI
1. #0
Network > Interfaces > Edit ( %} T* ethernet1 ): A LL NN %, AR5 Apply:

Zone: Trust

Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

WALLNAZ, R Had OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T* ethernet2 ): #i AL F N, SR )5 Hd OK:
Zone Name: DMZ
Static IP: ( HH LI IE £ )
IP Address/Netmask: 2.2.2.2/24
Network > Interfaces > Edit ( %f T- ethernet3 ): I ALL NN, K5 Hdi OK:
Zone Name: Untrust
Static IP: (i HUE LRI )
IP Address/Netmask: 1.1.1.1/24

2. bk
Objects > Addresses > List > New: #i A LL F A%, XG5 OK:
Address Name: phone1
IP Address/Domain Name:

IP/Netmask: (i&+f ), 10.1.1.3/24
Zone: Trust
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Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: phone2

IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.1.1.4/24
Zone: Untrust

Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: proxy
IP Address/Domain Name:

IP/Netmask: ( L+ ), 2.2.2.4/24
Zone: DMZ

3. MIP

Network > Interfaces > Edit ( %f - ethernet2 ) > MIP > New: 5 ALL F %, K5 Hd OK:
Mapped IP: 2.2.2.3

Netmask: 255.255.255.255
Host IP Address: 10.1.1.3
4. REg
Policies > (From: Trust, To: DMZ) New: i A LL RN %, #RJ5 #di OK:
Source Address:

Address Book Entry: ( ##% ), phone1
Destination Address:

Address Book Entry: ( i%£#% ), proxy
Service: SIP

Action: Permit
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R 55

> Advanced: HIALL NN Z, SR)5H D Return, W8 5 2k T TR o] AL

L
NAT:
Source Translation: Enable
(DIP on): None (Use Egress Interface IP)
Policies > (From: DMZ, To: Untrust) New: i AL NN %, K5 Hidi OK:
Source Address:

Address Book Entry: (%% ), proxy
Destination Address:

Address Book Entry: ( i%£#% ), phone2
Service: SIP
Action: Permit
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: ( i%£#f ), phone2
Destination Address:

Address Book Entry: (i%$% ), phone
Service: SIP
Action: Permit
Policies > (From: Untrust, To: DMZ) New: i AL F A%, #RJ5 8l OK:
Source Address:

Address Book Entry: ( #£#% ), phone2
Destination Address:

Address Book Entry: (%% ), proxy
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Service: SIP
Action: Permit
Policies > (From: DMZ, To: Trust) New: i ALL F A%, SR ¥l OK:

Source Address:

Address Book Entry: ( #£#f ), proxy
Destination Address:

Address Book Entry: (1£#f ), MIP(2.2.2.3)
Service: SIP
Action: Permit

Policies > (From: Trust, To: Untrust) New: it ALL RN %%, X5 Hidi OK:

Source Address:

Address Book Entry: ( i%£#¢ ), phone
Destination Address:

Address Book Entry: (%% ), phone2
Service: SIP
Action: Permit
>,§9\?/?nced: BINLLF N, SRJG T Return, 3 w20k 0 IR [0 5 A

N=RUAQ

NAT:
Source Translation: Enable

(DIP on): None (Use Egress Interface IP)
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CLI

1. #&0O
set
set
set
set
set
set
set
set
set

2. bk

set
set
set

3. MIP

set

interface
interface
interface
interface
interface
interface
interface
interface
interface

ethernetl zone trust
ethernetl ip 10.1.1.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip 1.1.1.1/24
ethernet3 route
ethernet?2 zone dmz
ethernet2 ip 2.2.2.2/24
ethernet?2 route

address trust phonel 10.1.1.3/24
address untrust phone2 1.1.1.4/24
address dmz proxy 2.2.2.4

interface?2 mip 2.2.2.3 host 10.1.1.3

policy
policy
policy
policy
policy
policy

from
from
from
from
from
from

trust to dmz phonel proxy sip nat src permit

dmz to untrust proxy phone?2 sip permit

untrust to trust phone2 phonel sip permit

untrust to dmz phone2 proxy sip permit

dmz to trust proxy mip(2.2.2.3) sip permit

trust to untrust phonel phone2 sip nat src permit
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SE{5 : Untrust [X E& RER

fEAHIF, phone2 7F Untrust X Bt ethernet2 #:10 |=, phone3 7 Untrust [X B ethernetd 110 F )5 M, (L3
AR 45 2445 Trust X EIK) ethernet1 #2100 E. 4 o i4F Untrust X B AN FEE TR] 1) X BN 36 SIP {5 BA, R iflg—4

[AlfE48 1316 ethernet2 Fil ethernet3 s N2 [FIAE 4L, AR JE7EFMER: O SRS 2511 IP Huhlk 2 (6] 5 MIP, @)
[ f 32 DB R e S 7E Trust X B ARG CERAR 45 248 H #— MIP. XA AE Untrust X B &84 FTIFBHZE, AT LLE

IR ZEA R R VF X BENEBIE S . O LB O EgNE B, 1S 7-105 70 LR “MIP finlfEdz0 7 .

Untrust

phone2
1.1.24

ethernet3
1.1.2.1/24

ethernet4
1.1.1.1/24

Loopback.1
1.1.4.1/24

Loopback.1 L[] MIP
1.145->101.1.5

ethernet1
10.1.1.1/24
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WebUI
1. #0
Network > Interfaces > Edit ( %} T* ethernet1 ): A LL NN %, AR5 Apply:

Zone: Trust

Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

AL A, X5l OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T* ethernet4 ): # AL F N2, SR )5 Hd OK:
Zone: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24
Network > Interfaces > Edit ( %f T- ethernet3 ): I ALL NN, K5 Hdi OK:
Zone: Untrust
Static IP: (i HUE LRI )
IP Address/Netmask: 1.1.2.1/24
Network > Interfaces > New Loopback IF: i AL TN %, AR5 Hd OK:
Interface Name: loopback.1
Zone: Untrust (trust-vr)
IP Address/Netmask: 1.1.4.1/24
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2. bk
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: proxy

IP Address/Domain Name:

IP/Netmask: (#£#% ), 10.1.1.5/32
Zone: Trust

Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: phone1
IP Address/Domain Name:

IP/Netmask: (i&+f ), 1.1.1.4/32

Zone: Untrust

Objects > Addresses > List > New: i ALL F A%, X5 OK:
Address Name: phone2
IP Address/Domain Name:

IP/Netmask: (£F¢ ), 1.1.2.4/32
Zone: Untrust

3. [E%4A
Network > Interfaces > Edit ( %} T ethernet4 ): I AL F N %, K5 i OK:
As member of loopback group: ( %+ ) loopback.1
Zone Name: Untrust
Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL F N %, K5 i OK:

As member of loopback group: ( %+ ) loopback.1
Zone Name: Untrust
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4. MIP
Network > Interfaces > Edit ( %} - loopback.1) > MIP > New: #i AL T N %, 4RJ5 Hidi OK:
Mapped IP: 1.1.4.5
Netmask: 255.255.255.255
Host IP Address: 10.1.1.5

Host Virtual Router Name: trust-vr

5. PBHZE
Network > Zones > Edit ( %} T Untrust ): HiALL F N %, K5 Hd OK:
Block Intra-Zone Traffic: (1554 )
6. TRER
Policies > (From: Trust, To: Untrust) New: i AL F N %S, X5 Hidi OK:
Source Address:

Address Book Entry: (%% ), proxy
Destination Address:

Address Book Entry: (#£#%), Any
Service: SIP

Action: Permit

> Advanced: BIALL NN ZE, SRJG T Return, 38 S gk It [m] LA
B

NAT:
Source Translation: Enable
(DIP on): None (Use Egress Interface IP)
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Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:
Source Address:

CLI

1. &0

set
set
set

set
set
set

set
set
set

set
set
set

2. bk

interface
interface
interface

interface
interface
interface

interface
interface
interface

interface
interface
interface

Address Book Entry: (i£#%), Any

Destination Address:

Address Book Entry: (i£#¢ ), MIP(1.1.4.5)

Service: SIP
Action: Permit

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3
ethernetl

etherneti
etherneti
etherneti

zone trust
ip 10.1.1.1/24
nat

zone untrust
ip 1.1.2.1/24
route

zone untrust
ip 1.1.1.1/24
route

loopback.l zone untrust
loopback.l ip 1.1.4.1/24
loopback.1l route

set address trust proxy 10.1.1.5/32
set address untrust phonel 1.1.1.4/32
set address untrust phone2 1.1.2.4/32
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3. [Ef&4A

set interface ethernet2 loopback-group loopback.l
set interface ethernet3 loopback-group loopback.l

4. MIP

set interface loopback.l mip 1.1.4.5 host 10.1.1.5
5 M=

unset zone untrust block
6. KEE

set policy from trust to untrust proxy any sip nat src permit
set policy from untrust to trust any mip(l.1.4.5) sip permit
save
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JE45 ; Trust HERX ER

fEAHI T, phonel 7F Trust X B[] ethernet1 #:10 |, phone2 7& Trust X B — T M [ ethernet2 $£10 F, CHHIR
245 1E Untrust X Bt ethernet3 £: 101 L. Al Trust X Bt M AN UG nl 1 Ll (5, 75 2L7E ethernet3 $: 1_LC E £
1 DIP L AVFENT SR RS 2 TR, AR5 W & RIS DL SRVF Trust A1 Untrust X BRI F0UR SIP {5 B, Trust
X B2 OGP B ZE (PRI T S X B ).

phone1 ethernet1
BRI 55 2%
10.1.1.3 10.1.1.1/24 ethernet3 3.3.34

3.3.3.3/24

Untrust
NetScreen % %

»

hone2 #0O DIP
1p O.T.]g 2 1%t_q(_3£r_]f/t224 £+ ethernet3 -
WebUI
1. #0O
Network > Interfaces > Edit ( %} ethernet1 ): # A LL NN %, X5 Hidi Apply:
Zone: Trust

Static IP: ( H B HIE £ e I )
IP Address/Netmask: 10.1.1.1/24

BANLLUTINZ, AR50 OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T- ethernet2 ): i ALL RN %S, SRJ5 4t Apply:

Zone: Trust

Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.2.1/24

AL AR, X5l OK:
Interface Mode: NAT

Network > Interfaces > Edit ( % T* ethernet3 ): #i AL F N %, SR )5 Hd OK:
Zone: Untrust
Static IP: ( IR IEFESEIE TN )
IP Address/Netmask: 3.3.3.3/24

2. bk

Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: phone1
IP Address/Domain Name:

IP/Netmask: ( &+ ), 10.1.1.3/24

Zone: Trust

Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: phone2
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.1.2.2/24
Zone: Trust
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Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: proxy

IP Address/Domain Name:

IP/Netmask: ( £+ ), 3.3.3.4/24
Zone: Untrust

3. A= NAT B9 DIP
Network > Interface > Edit ( %} T ethernet3 ) > DIP > New: B AL F A%, K5 Hidi OK:

Incoming NAT: (%#%)
4. KES
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 Hdi OK:

Source Address:

Address Book Entry: (#£#%), Any
Destination Address:

Address Book Entry: (%% ), proxy
Service: SIP
Action: Permit
>,§I<;I\?/?nced: BIANLLUR 2, AR5 i Return, 158 i 0% IR [RI AL

N=RL

NAT:
Source Translation: Enable

(DIP on): None (Use Egress Interface IP)
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Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:

CLI

1. #0
set

set
set

set
set
set

set
set
set

interface
interface
interface

interface
interface
interface

interface
interface
interface

Source Address:

Address Book Entry: ( #%£#f ) proxy
Destination Address:
Address Book Entry: (%£+% ) Any
Service: SIP
Action: Permit
> Advanced: i ALLUT N2, SR i Return DLk & s kI
NAT:

Source Translation: ( #£F%)
(DIP on): None (Use Egress Interface IP)

ethernetl zone trust
ethernetl ip 10.1.1.1/24
ethernetl nat

ethernet?2 zone trust
ethernet2 ip 10.1.2.1/24
ethernet?2 nat

ethernet3 zone untrust
ethernet3 ip 3.3.3.3/24
ethernet3 route

Juniper Networks NetScreen #5364 — 5 2 & : BEARRE

252



% 5 & REREIMER AR 55

2. bt

set address trust phonel 10.1.1.3/24
set address trust phone2 10.1.2.2/24
set address untrust proxy 3.3.3.4/24

3. #EODIP
set interface ethernet3 dip interface-ip incoming
4. KB

set policy from trust to untrust any proxy sip nat src permit
set policy from untrust to trust proxy dip(ethernet3) sip permit
save

Seffl : SIP B9 = MR VPN

FEAGI R, BB IR BN A POIR VPN S 8. RNl A — NS NetScreen ¥ . fCHRAR S5 27
T CERER” 1 Trust X B, phonet A1+ “433CHLA 17 ) Trust X B, phone2 {71 “/4rSZHLA 27 1) Trust X
Birp . EHEX e & T B AT B 1 Untrust X BeH o A 6 15 S AR T DUTC B0 ) 407 1 152 45 I P AN TE
DLAN 7 4= IR R 2%

YEBL 1 AP E/T1HT NetScreen i a5 L5 V1N 7] HT 1T 7] o7 i &% 1
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PEB 1 AR Untrust X/ \ - N iR
A A ol , ! 10.1.3.3
B = Trust
eth2/8-10.1.3.1
tunnel.1 tunnel.2
6.6.6.6 7777
Untrust Untrust
eth2/1-1.1.1.1 eth2/2-1.1.2.1
R 2 % 2 P e B FH 2

R 1.1.1.1 F M 1.1.2.1

245+ -1:3.3.3.3 P33 -2:2.2.2

Untrust Untrust
eth3-3-3.3.3.3 eth3-2.2.2.2
tunnel.1 0 tunnel.2 0

KT I N3 -2 A5

Trust | Trust

Untrust Untrust
eth1-10.1.1.1 . othd-4.4 4.4 othd-55 5 5 eth1-10.1.2.1
P \ I e 11123 /
Trust X B¢ k&l F|533-1:44.4.4 Trust l:J?1 '4~
/ F|4r¥%-2:55.55 J_
AR 1 _phone1_ tunneI.SEJI%D tunneI.SD%D Hwne?
10.1.1.3 A5 A 10.1.2.3 S 2
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TR AT, BT WebUI il 7 (X i TIHA 45 B B TURTHT-FHIES L. K2 i 29 /9 WebUI il 77 ¢ 2119
FFEZEAIE, iEZPgkE ) CLI i 7t

WebUI [ X7 F = 35)

1. &0
Network > Interfaces > Edit ( %/ ethernet2/1)
Network > Interfaces > Edit ( X ethernet2/2)

Network > Interfaces > Edit ( XfJ- ethernet2/8)
Network > Interfaces > New Tunnel IF

2. bk

Objects > Addresses > List > New
3. VPN

VPNs > AutoKey IKE > New: > Advanced
4. B%H

Network > Routing > Routing Entries > New
5. KRR

Policies > (From: Untrust, To: Trust) New
Policies > (From: Trust, To: Untrust) New

Juniper Networks NetScreen #t: 2 5356%1 - & 2 & : EAK/RIE 255



% 5 & REREIMER AR 55

CLl ( X1 F & 35)
1. #0O

set interface ethernet2/1 zone untrust
set interface ethernet2/1 ip 1.1.1.1/24

set interface ethernet2/2 zone untrust
set interface ethernet2/2 ip 1.1.2.1/24

set interface ethernet?2/8 zone trust
set interface ethernet2/8 ip 10.1.1.1/24
set interface ethernet2/8 nat

set interface tunnel.l zone untrust
set interface tunnel.l ip 6.6.6.6/24

1
set interface tunnel.2 zone untrust
set interface tunnel.2 ip 7.7.7.7/24

2. bk
set address trust proxy 10.1.3.3/32
3. VPN

set ike gateway to-branch-1 address 3.3.3.3 main outgoing-interface ethernet2/1
preshare “netscreen” sec-level standard

set ike gateway to-branch-2 address 2.2.2.2 main outgoing-interface ethernet2/2
preshare “netscreen” sec-level standard

set vpn vpn branch-1 gateway to-branch-1 no-reply tunnel idletime 0 sec-level
standard

set vpn vpn-branch-1 id 1 bind interface tunnel.l

set vpn vpn-branch-2 gateway to-branch-2 no-reply tunnel idletime 0 sec-level
standard

set vpn vpn-branch-2 id 2 bind interface tunnel.2
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42

set route 10.1.2.0/24 interface tunnel.2
set route 10.1.1.0/24 interface tunnel.l

R R

set policy from untrust to trust any proxy sip permit
set policy from trust to untrust proxy any sip permit

save

WebUl ( X1 F7 3% #H[#7 2 )

1.

#EO
Network > Interfaces > Edit ( /T ethernet1)
Network > Interfaces > Edit ( X} J- ethernet2)

Network > Interfaces > Edit ( X} T ethernet3)
Network > Interfaces > New Tunnel IF

ikl

Objects > Addresses > List > New

VPN
VPNs > AutoKey IKE > New: > Advanced

HEER

Network > Routing > Routing Entries > New
REG

Policies > (From: Untrust, To: Trust) New

Policies > (From: Trust, To: Untrust) New
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CL ( X1 FHZH#2 )

1. #%0O
set

set
set

set
set

set
set

interface
interface
interface

interface
interface

interface
interface

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3

ethernet4

zone trust
ip 10.1.1.1/24
nat

zone untrust
ip 2.2.2.2/24

zone untrust

ethernet4 ip 5.5.5.5/24

set interface tunnel.l zone untrust
set interface tunnel.l ip unnumbered interface ethernet3
set interface tunnel.3 zone untrust
set interface tunnel.3 ip unnumbered interface ethernet4
2. Hok
set address trust phonel 10.1.1.3/32
3. VPN

set ike gateway to-central address 1.1.1.1 Main outgoing-interface ethernet3
preshare "netscreen" sec-level standard

set ike gateway to-ns50 address 5.5.5.5 Main outgoing-interface ethernetid
preshare "netscreen" sec-level standard

set vpn vpncentral gateway to-central no-replay tunnel idletime 0 sec-level
standard

set vpn vpncentral id 4 bind interface tunnel.l

set vpn vpn-ns50 gateway to-ns50 no-replay tunnel idletime 0 sec-level standard

set vpn vpn-ns50 id 5 bind interface tunnel.3
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42

set route 10.1.3.0/24 interface tunnel.l
set route 10.1.2.0/24 interface tunnel.3

R R

set policy from trust to untrust phonel any sip permit
set policy from untrust to trust any phonel sip permit

save

WebUl ( X1 F7 3% #H[#7 1)

1.

#EO

Network > Interfaces > Edit ( %/ ethernet1 )
Network > Interfaces > Edit ( X J- ethernet3)
Network > Interfaces > Edit ( X T ethernet4 )
Network > Interfaces > New Tunnel IF

ikl

Objects > Addresses > List > New

VPN
VPNs > AutoKey IKE > New: > Advanced

HEER

Network > Routing > Routing Entries > New
REG

Policies > (From: Untrust, To: Trust) New

Policies > (From: Trust, To: Untrust) New
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CLl ( X1 F#HZH#1 )

1. #%0O
set

set
set

set
set

set
set

interface
interface
interface

interface
interface

interface
interface

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3

ethernet4

zone trust
ip 10.1.1.1/24
nat

zone untrust
ip 3.3.3.3/24

zone untrust

ethernetd4 ip 4.4.4.4/24

set interface tunnel.2 zone untrust
set interface tunnel.2 ip unnumbered interface ethernet3

2
set interface tunnel.3 zone untrust
set interface tunnel.3 ip unnumbered interface ethernet4

2. bk
set address trust phone2 10.1.2.1/32
3. VPN

set ike gateway to-central address 1.1.2.1 main outgoing-interface ethernet3
preshare "netscreen" sec-level standard

set ike gateway to-ns50 address 4.4.4.4 main outgoing-interface ethernetid
preshare "netscreen" sec-level standard

set vpn vpncentral gateway to-central no-replay tunnel idletime 0 sec-level
standard

set vpn vpncentral bind interface tunnel.?2

set vpn vpn-ns50 gateway to-ns50 no-replay tunnel idletime 0 sec-level standard

set vpn vpn-ns50 bind interface tunnel.3
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4. H

set route 10.1.1.0/24 interface tunnel.3
set route 10.1.3.0/24 interface tunnel.2

5. KRR
set policy from trust to untrust phone2 any sip permit

set policy from untrust to trust any phone2 sip permit
save

VoIP RS T & 18

Juniper Networks i34 FHAx i ScreenOS 15 B EA L Hl it LT 77 72K HE VoIP IR 25 1745 56 «

e fRiF VoIP {5 BT %6 — ZEARIE VoIP 25 Fis 1Ay 4 T e vr e A Bl i 8 O M e 30542
Bl — Aﬁ%%ﬁﬁkﬂ%ﬂmvam LRI T SN o, IR e RS B B ) . SRS
m%%E?é i 2 VolIP J g8 il f g oy v, 1 H e RS B EATT 2 VolP R4S il B A HAR
Uk

o BRAAE VoIP {5 Bl iy 58 — i Ak VolP 15 Bt v B Kr 98, I VolP {5 Bl it (e 8 15 4% F) ot 98
WK VolP {5 B LS R HEF BB fe i 4] o LA B £2TE VolP {5 B /;[LTFM?;HQEI\E%I, HIEpy
VolP {5 S AR EAEH -

o AR HES AN 25 S IR 45 15 (DSCP) #ric — fRIUE VoIP 15 Bt Ik %5 & B E VolP {5 BRIy o5 3 v]
#51il NetScreen &4 [, DSCP brid RVFE ) M OR B HAU e SN S, IF RVl i i & W 4% % %
YLW@%HH%E%%%YEE&%W?UE’J DSCP i '®, Ml F Bk 2% (185 5 LAN 5t WAN 142 i

P BENSAE “ZESPARSST WP ngE “IRSE” (QoS). #ATEN N, NetScreen ¥ 41F VPN it & FK
DSCP #xic N IP e ds iy e Sk R B MR Ak, BUE R — EJEEJ’(E% Hh % AT N 2845 ST IE A 1)
QoS. X%+ DSCP Uil SO0 Al TAERIME B, WS HE 310 i L “f5 B miEp’
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N IR T ARG S ) BB A A RE S ethernet] (2 Mbps) #2101 B AR B A1 55 (gbw) Al K5 6 (mbw) 18 & .
% EUB T LU 75 B R 22D )\ A Vol P 'Y (8 x REANIFIY Y 64 Kbps %8, il 512 Kbps), A B IFIYE AT IA
16 o B CARUERE T A2 (1)t w8 F T 0 B, IR e I 5 15 R U I e Ry 8 W B A A AR R UE T Vol P
(WAl s . IXKh VolP FI7p A %45 B R4S G —A~ 512 Kbps 15 KAy 56 B8 ( LUBZETR ).

PR 2 742 11 EAE IR O =5 A AR T 3R A m i VoIP A R ABIR R B0  IX S8 & Ay v A I IS L. 4R VolP
WA LR RN L, FrAFE BAT e S5 Bt g5 S mpe e g, S INPRAS AR E 240798, & 1A I 2o [R5
UL 20K VolP BB BAT R s G MR 2 2 A5 B BEE W BRI SG Z at 58 A IS Dl o A7 SR HL B Al sE AN
RN R, B2 341 U ER “fFERBE” .

R Z N R E
PRAE PR R 5 K5 98 1 1T SIS R o) e &
A o A
S gbw 512 Kbps o
(@]
———————— >
3 A R
e mbw 1536 Kbps mbw 1024 Kbps e
B g =
gl = [ 8
s | & = | 2
o~ {ﬁ gbw 1024 Kbps I
= A
X
Y =
VolP TAZEFRR —_
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Ak 554
MRS UL RS A — AR R 14U S FEQUEE T — ML SIS IOLLI, B Al FEAL K IS5 T B0 s, AT
s

NetScreen Ji 55 41 HA T DfE
o MRS ES HA AT LA — a2 AN RS AL H
o REMIRSSALER T AL TIUE SCHF R P e U IR 5545 H
M4 4152 2 CA R R -
o RBUANREE MRS FL: Bk, WA RS LA “FTP”, WARKIRS A4 “FTP” .
o WRERS AR I, W] DU A RERE BRIz, BRAEF e g rh R B e 1 5
o RS E TR E RS A H IR, [FIRRREZ A B N S e A b Rk .
o —MRFSUAANBRKGILE MRS A UER RSN
o A ERMEATE “ANY” RNEERINFIH T,
o JRGERER A RE I — AN —EB .
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el : fIEZEPRSEE
FEARVEHI, BEIE—N2N grpt MRS 4L, HAaF IKE. FTP fl LDAP % .
WebUI

Objects > Services > Groups > New: i A\ L FAHAFR, BahLl FRS, R Hd OK:
Group Name: grp1

W IKE, 8 << %41 45 M Available Members £33 Group
Members =+,

EFE FTP, - << %40 IR 55 M Available Members %55/ %1 Group
Members =,

%8 LDAP, JHliH << $%41% %5 M Available Members )31 Group
Members #:,

CLI

set group service grpl

set group service grpl add ike

set group service grpl add ftp

set group service grpl add ldap
save

VER : YIRS RSB - TET IR 2117, NetScreen & F 61 ZH . [AlfE, Mo 7| HH E4]
HIH A FEFFIL H 5 G725 5 A2 o
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el 1E R s54E
EAEEI, BN grpl ARSI b, WA EBAES 264 11 LI “yufl : QIR 4" helm . ok
% IKE. FTP A1 LDAP k%5, SXE¥sIN HTTP. FINGER F1 IMAP.

WebUI

Objects > Services > Groups > Edit ( X T grp1): BahLL Nk, 85 Hd OK:

YEFE IKE, JHE ] >> #2406 k55 M Group Members #5121 Available
Members #:H1,

EHE FTP, A >> 5K Ik %5 M\ Group Members ##%5)) 2] Available
Members ¥4,

¥ LDAP, FHEH >> #2415 ik ) Group Members #:%55))3] Available
Members #:H1,

EPE HTTP, JHAH << #5645 A\ Available Members #4503 Group
Members £~

1E# Finger, i << #4106 k45 M\ Available Members #:# )%l Group
Members £,

R IMAP, JHAlH << $%41% %5 M Available Members £ 3) £] Group
Members ¥,

CLI

unset group service grpl clear
set group service grpl add http
set group service grpl add finger
set group service grpl add imap
save
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SEfl : BERARSSLH
FEAGI, K MIERA A grp1 IS4
WebUI
Objects > Services > Groups: *f.if; Remove ( X/ T grp1).

CLI

unset group service grpl
save

JEE : NetScreen i #1N & H IR CZ5M P EBER T 1 73 92 »
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DIP ;th

275 IP (DIP) A &5 —Ju A ) IP Huhit, NetScreen B 7EXS IP Hidfs Gl ALk rp (U 1P hdikPiuty o9 2 s bk e 6
I, af AN S el [ e s fe ot . [ A3 0 IR B AE S, TE S 7-24 TR “RE DIP it (ATt
BEAE e ) ¥ NAT-Src” o ] itk DIP yb il ] S5 42 1 1P Huhil 7 AR R 7 9 Y, D2t oo Z00HE B mT g R A B 1t 1

RO B 1P Mk B aS 1P ik S AR s 1P (MIP) B0 IP (VIP) ikl . 4n S dhhib5a FAE 9 i 42 1 A 7 k9 o,
M Z it A HERR Y B 1) 1P il

AR =R D EERER) “Zhas IP” (DIP) it MZ5A1 VPN {5 BRI 3% O 0, UAAUH T VPN JEIE (138 1E

B
£ DMZ X B VPN i
% Untrust X B
% Trust X B
NetScreen B k5

10.10.1.2— 210.10.1.2— 220.10.1.2—- 10.20.1.2— 10.30.1.2—
10.10.1.20 210.10.1.20 220.10.1.20 10.20.1.20 10.30.1.20

DIP it e e & &
ethernet! ethernet2 ethernet3 HiE SGiBES

“ mMEE AN

10.10.1.1/24 210.10.1.1/24 220.10.1.1/24 10.20.1.1/24 10.30.1.1/24

S B 13 fi) P 4% 5% SR [ (O 1)
VPN 3. VPN JE .
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% O # i dE 3
R “im Ok (PAT), £46 BHLTILER— IP Hilik, NetScreen WA K4 — O i 0 5 5%, L
AR 215 8 T ML B H PAT 5, £ HEH 64,500 & EHLILZHRA IP Hulil,

—UER I, G “NetBIOS #7J )" #11 7 (NetBEUI) & “Windows H.EEM diy &4 k45”7 (WINS) 7548 BAAM 6 115, 4
Bt PAT NHTEAT, eAPBIIEIEREIT. X THRNAH, nIfEN A DIP B8 AHAT PAT ( RIAE A [ 2 v 1 ).
X8 2 5t 1 DIP, NetScreen ¥ &4 15081 )5t 4G AL IP Huhk 3K HARAEAE EHLEE R, T A VF NetScreen ¥ -1
IERIIETE S A ENRBGE K.

Sefl - fIZfER PAT 89 DIP jth

LEARMI, g A S P A — VPN JEIE, DR FRuG S FTP RS52s. HIE, XNl 2 Py i 4%
AR A ) RA G k25 7] 10.1.1.0/24 . 4 T iRk TS 0 i, B 7EACHE NetScreen ¥ £ 1] Untrust X B @iz —
AMEIER: DA HLAC 1P Hihl 10.10.1.1/24, AR JE k53 —HuhbJaH oy 10.10.1.2-10.10.1.2 H.C0 )3 A o H Huhk %
1% DIP JthAH Ik,

AR A admin Wil —ANmiE sz O, 5P kA T kAR R, a0 10.20.2.1/24, SRS L
SHIP” (MIP) #itik 23 FTP e %548, 40 10.20.2.5 #| 41 10.1.1.5,

TR 1 A E TG T B SRILFRERT DIP 7t 1 KA 77 FHr 0 B B R 75 75 ), 152 75 5-199 I
LR R EEMAIHT VPN 2557

WebUI

Network > Interfaces > New Tunnel IF: i AL F N2, 2R )5 Hd OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: ( 1£4%)
IP Address / Netmask: 10.10.1.1/24
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Network > Interfaces > Edit ( %} - tunnel.1) > DIP > New: #i ALL N N2, SR)5 Hdh OK:
ID: 5"
IP Address Range: 10.10.1.2 ~ 10.10.1.2
Port Translation: ( i%£+%)
In the same subnet as the interface IP or its secondary IPs: ( £+ )

CLI

set interface tunnel.l zone untrust-tun

set interface tunnel.l ip 10.10.1.1/24

set interface tunnel.l dip 5 10.10.1.2 10.10.1.2
save

TR : 1T PAT 8 I, PR GG e 9240 ZOI#E S LA DIP Ja A (8 PAT (A7
1EEE S 175 ), iFHATEL FERTE :
e (WebUI) Network > Interfaces > Edit ( ¥/ 7 tunnel.1) > DIP > New: ;&/ Port Translation 24 /%,

A7 OK.
e (CLI) set interface tunnel. 1 dip 5 10.10.1.2 10.10.1.2 fix-port

10. ATRASEHI T 2R (9 1D 5, B EMUFHESIR T — A a8, AR S .
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JEf5 ; 1554 DIP ith

EARE R, B — 4T DIP i (ID 5) Rk YE A 10.20.1.2 - 10.20.1.2 5 %4 10.20.1.2 - 10.20.1.10. itk DIP
ifg%%nnm FHOCHE, W, ZLEL CLI B DIP My, WA se®B i (8U80Y ) Bl dip ith, SR )5 Ha)d—
ST o

YEB : BHTIEIHIE 2 DIP JH 560 . IR — e (1 DIP i, S SE MR 12 7 s 5 A5 24 0 518/ DIP
R)g 4 55152 DIP i

WebUI

Network > Interfaces > Edit ( %} - tunnel.1) > DIP > Edit ( %/ - ID 5 ): A LL NN %, AR5 Hd OK:
IP Address Range: 10.20.1.2 ~ 10.20.1.10

CLI

unset interface tunnel.l dip 5
set interface tunnel.l dip 5 10.20.1.2 10.20.1.10

save

f& DIP it

24 EHURGE & SR BEAT M 25 ik e 4 (NAT) 1R SRS AR DL E A EC S 2505 13k 43 DIP B (O3 o B 48 ) B o0 IC 1 M-

", NetScreen ¥ 42 ARG AR 1P bk o X T-BIEE 2 A8 (RS S50 22 — 5 1P Hudik ) 1

W55, IXFRBEALIIE 7> BC ] RES ™ A ]

By, AEH] “AOL BDIFVHE” (AIM) 22, 2 AN il B AUR A AT A 1P Hihk o SR G —Aaxih, JF Hik

R AR IOR BN A XTI 15 & IR 1K) AIM RSG5 a%, e BER S il (Y 1P stk 51K 2

-ﬁgﬁg’%ﬁ %3 HHEEATUCEC . AR eI (TR T AT R NAT b #2 v A DIP BN LI ), AIM R S5 28R 45 4
IR

1. WUk DIP #oR AT 3 1 464, NetScreen Bt s ok H Al BN P I A& 170 i —A> IP Mtk
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L {x NetScreen ¥ M\ DIP WKL AH IR (1) IP bbb 73 Bogs L 24 k251, Al CLI v 2 set dip sticky >k /5
il “If#” DIP #hhkzhfiE.

"Rz [1%0 DIP

RRAE LRt oL, n SR 2R ki By K 5515 B AU 1P Mk A HE 192 1 R 45 ol AN ] -~ 4 e (g sk, mr s A 9
JEFZ LTI BRI A VPRE S A IP itk 5 A0 — AN EBE DIP S8 B4 T AN 7 R 4 1. SRS w] TR SEng
JEH NAT Ji455E DIP fth (it 48 TR s d e 1 BRI ).

SEfl : AR F M F{EM DIP

FEARGI, WA SCHUAFLAE T 2S5 2tk o S EERAA T B 58 e g A AT T4 A 1P Hihik. AR, XM
AN SZ IR NI ISP AW 2 T AS[E 0 T E R AE S 1P Hohk . A T 5 RSBk T, B3 S s 1 k1
SN SCHURI I NetScreen W& 3EATRC &, KL R I2E 2 S IR 1P bk iz pithht. 23281/ A F1 B
IR 2y T 1P Hohbktn R

SECH) 1P ikt B IP ik
(kB ISP) (REBF)
FT Untrust X B @30 HT Untrust X B3 B3O DIP
ISR A 195.1.1.1/24 211.10.1.1/24
MM B 201.1.1.1/24 211.20.1.1/24

PN ) NetScreen W #54H Trust X BRI Untrust X B . T 204 X BLARAE trust-vr % iR . B ethernett
4552 3] Trust X BOIF ML IP #idik 10.1.1.1/24. ¥ ethernet3 4§ %€ 3] Untrust X B0 H35 52 H ISP 4B 1P Hb
b “OYSEHU A R 195.1.1.1/24, “4 B B” 2 201.1.1.1/24. RJE1E ethernet3 _@1d— AN HAT DIP ki
JERe O, HAP AR IP sk

o PICHLK A TJERED IP 211.10.1.10/24 ; DIP itk 211.10.1.1 —211.10.1.1 ;  PAT )il
o Jr3CHLK B: §TJEFELN IP 211.20.1.10/24 ; DIP itk 211.20.1.1 —211.20.1.1 ; PAT )il
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7E NAT Fi% & Trust XEGE O B8] Untrust X B 1P #k4E 0 AT i ub A5 B A5 b bk ( K36 2 R s
SULERAN Yo BCE—ANBNE LSS, Byl F ¥ 4 g 1 DIP jthrp sl (DIP 3 ID 5 & 5. 'Ef&—
AP Hbhl, A bR S, TR 64,500 & EACEES G, ) ST TN ST MIP ik 2 200.1.1.1,
BIEAERE NetScreen B4 Untrust X BB IRE R HIAL “HQ” o

YERL 1 FRTHIZ6HS F5 7} B A FI B 7%
BEFZTY B

Untrust X B

HLAE

2k it

Untrust X Bt , ethernet3
ISP 73t 195.1.1.1/24

Untrust X B , ethernet3
ISP /3t 201.1.1.1/24

(ER ) (R )
HQ #Z4X 211.10.1.1/24 HQ #Z4L 211.20.1.1/24
(PR (¥ EEN)
Mok 195.1.1.254 —‘_ A oL 201.1.1.254
(= el
Trust X & , ethernet1 Trust X Bt , ethernet1
10.1.1.1/24 SRR A DEHIH B 10.1.1.1/24

Trust X B Trust X B

TEB 1 7 T ORI 2685, HE1 ISP #AA A 1 126 155 37 15 9 i ] R — T s O 1 B i S 7. ISP 5T M A My
NetScreen & # 72 ZIHT T H B 15 i 1H 2 27 M o
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WebUl ( 7 3#I#/A)

1. #0O

Network > Interfaces > Edit ( %} T* ethernet1 ): B A LL R A%, K54k OK:
Zone Name: Trust
Static IP: ( I IEFE LI TN )
IP Address/Netmask: 10.1.1.1/24
Interface Mode: NAT

Network > Interfaces > Edit ( %} T ethernet3 ): I ALL F %, K5 il OK:
Zone Name: Untrust
Static IP: ( IR IEFESEIE TN )
IP Address/Netmask: 195.1.1.1/24
Interface Mode: Route

Network > Interfaces > Edit ( %} T* ethernet3 ) > DIP > New: A LL F A%, K5 Hd OK:

ID: 5
IP Address Range: 211.10.1.1 ~211.10.1.1

Port Translation: (%£#¢)
Extended IP/Netmask: 211.10.1.10/255.255.255.0

2. ok
Objects > Addresses > List > New: S AL F A%, X5 OK:
Address Name: HQ
IP Address/Domain Name:

IP/Netmask: (i%+% ), 200.1.1.1/32
Zone: Untrust
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DIP i

3. H

Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:

Network Address/Netmask: 0.0.0.0/0

Gateway: (£$¢)
Interface: ethernet3
Gateway IP address: 195.1.1.254

4. RREE

Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 ¥ OK:

Source Address:

Address Book Entry: (i£#¢), Any
Destination Address:

Address Book Entry: (i£#¢ ), Any
Service: ANY
Action: Permit

Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 Hdi OK:

Source Address:

Address Book Entry: (#£+#%), Any
Destination Address:

Address Book Entry: (%), HQ
Service: ANY
Action: Permit

Position at Top: (%% )
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DIP ith

> Advanced: fit ALL N NZE, AR5 5l Return, W& i ORI [RIREACHC

B
NAT:

Source Translation: ( £FF )
(DIP on): 5 (211.10.1.1-211.10.1.1)/X-late

WebUI ( 7% #1#/B )

1. #0

Network > Interfaces > Edit ( %} T* ethernet1 ): B A LL R A%, SRJ5Hik OK:
Zone Name: Trust
Static IP: ( IR E £ LT )
IP Address/Netmask: 10.1.1.1/24
Interface Mode: NAT

Network > Interfaces > Edit ( %f T ethernet3 ): I AL FNZE, R )5 il OK:
Zone Name: Untrust
Static IP: ( IR £ I 5 )
IP Address/Netmask: 201.1.1.1/24
Interface Mode: Route

Network > Interfaces > Edit ( %} T ethernet3 ) > DIP > New: i AL F A%, A5 il OK:
ID: 5
IP Address Range: 211.20.1.1 ~ 211.20.1.1

Port Translation: ( i%£$%)

Extended IP/Netmask: 211.20.1.10/255.255.255.0
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2. ok
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: HQ
IP Address/Domain Name:

IP/Netmask: (£#¢ ), 200.1.1.1/32
Zone: Untrust

3. I&H
Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 Hdi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i%£#¢)
Interface: ethernet3
Gateway IP address: 201.1.1.254
4. TREE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 %d OK:
Source Address:

Address Book Entry: (#£#), Any
Destination Address:

Address Book Entry: (i£#¢), Any
Service: ANY

Action: Permit

Juniper Networks NetScreen #t:2 53564 - & 2 & : EARRIE 276



% 5 & RERAMER
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Policies > (From: Trust, To: Untrust) New: i AL F N %%, k)5 Hidi OK:
Source Address:

CLl ( #ZHIHA)
1. #O

set interface
set interface
set interface

set interface
set interface
set interface
set interface

2. Hbk

Address Book Entry: ( £+ ), Any

Destination Address:

Address Book Entry: (#£#%), HQ

Service: ANY

Action: Permit

Position at Top: (i%F% )

> Advanced: AL FNZE, AR5 Hidi Return, E @ 200 R [RIFE AT

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3
ethernet3
ethernet3

B
NAT:

Source Translation: ( #£F%)
DIP On: (4 ), 5 (211.20.1.1-211.20.1.1)/X-late

zone trust
ip 10.1.1.1/24
nat

zone untrust

ip 195.1.1.1/24

rout

ext ip 211.10.1.10 255.255.255.0 dip 5 211.10.1.1

set address untrust hg 200.1.1.1/32
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3. I%H
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 195.1.1.254

4. REE

set policy from trust to untrust any any any permit
set policy top from trust to untrust any hg any nat src dip 5 permit

CLl ( #Z#[#/B )
1. #QO

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust

set interface ethernet3 ip 201.1.1.1/24

set interface ethernet3 route

set interface ethernet3 ext ip 211.20.1.10 255.255.255.0 dip 5 211.20.1.1

2. ek

set address untrust hg 200.1.1.1/32
3. HH

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 201.1.1.254
4. KB

set policy from trust to untrust any any any permit
set policy top from trust to untrust any hg any nat src dip 5 permit
save
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DIP it

[E14&£4& O %0 DIP

[l e — M ER RO,

NEHFHEMRAATTR, %A AT TARRE", wTAERIRE O Rold— 3

IP (DIP) stuhibith, MMUAESAT IR ML SIS, i 3 AR SR m i D 4L D 4l n] sl it NetScreen a5 ML
DIP jt b SRtk 5 Al %52 11 1P bbb A FARTRI A7 R, AN EAEAR T R D3 L 7 e (TRTERS,  DIP
Wt ARE S8 O IP ik B f] AR R 1R 1 E ) MIP ik & . )

£ DIP ity H i F: B A% 2% 11 ) 32 B 2 Rt k2 8 g A ) B B bV I, RVE AN R R i A0 vl e A AN [

AN up

%12 OB 1Y) DIP it st bk

1P H#r 1P % W IP Hix IP ¥
1.3.3.2 2.2.2.2 Aot 1.3.3.2 2.2.2.2 Al
ethernet2 ethernet3
1.1.1.1/24 1.2.2.1/24
[HlfEEE
Toie A, loopback. 1 . —t——— NetScreen %%
NetScreen ¥ & #5 <K 1P 1.3.3.1/30 13 3D2'P ?Fé 4.2
Huhi- % 4 {F loopback.1 4% b
H 52 X i) DIP b g sl o
ethernet1
10.1.1.1/24
PP Htrx IP % PP Hix IP %
10.1.1.5 2.2.2.2 B 10.1.1.6 2.2.2.2 Ao

12, ARMMEEDRER,

WSPE 74 TUER) <07,
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% 5 F RIEAMELR DIP ith

seffl : B2 O L/ DIP
FEAGIH,  NetScreen BE#RE I SAS A () LI IR 55 5 1L R ISP-1 AT ISP-2 Ab#Zek B A Untrust X BAZ FRY R
H) 1P Huil

o ethernet2, 1.1.1.1/24, ISP-1

o ethernet3, 1.2.2.1/24, ISP-2

BiX gz 14052 21 Untrust X EE, ARG A EHAEL Bk IP #idilk. 7520 ethernet1 455 3] Trust X B If 4 H A AL IP
Hifik 10.1.1.11/24.

1575 NetScreen #4504 Trust X Bt iy HH b B P IR HbHE A5 34 Untrust X B (P FEIp N 55 BG40 (P Hhk A 25
AR IP Mtk (1.8.8.2), BKIAEREI A E I SRIEAN SUVFK B % IP Mk N uhfs B . BIET B3RS A3 IP 3
HE 1.3.3.1 F11.3.3.2 FF L@ FA AN ISP: BT FIABAT 1A W & B stk 2, dfe i ax Ltk

F 1P ik 1.3.3.1/30 fid & [F44£4% 11 loopback.1, ] 1.3.3.2 — 1.3.3.2 fid & i%#: 1 ¥ DIP jth. DIP ysf¥) ID 5% 10.
SRJ5, K ethernet1 Fil ethernet2 I loopback.1 [FIALZH, il A iZ 4Lk i

K&K “r-office” HIEFE/pA % 2 X IP Hidk 2.2.2.2/32, FF 4448 1H ISP-1 Al ISP-2 #2511 ethernet1 Fll
ethernet2 2 1152 & B o

4 st B SCEAE TIPS R SG I e e F X S A A i F AR E UL SEREHE, DR ANEE LR I AT i
{5 R T R 2 AT — AN th s

Bcfs B —/NIRME, IZ IS NV FH 5 Y 2 bk R 3 (NAT-sre) (s B oy ImFE I A 5. SRIEHE 51 FH DIP it
ID 10,

13, ZEIR B AR (R BE RN AN b ), S0 IR b A R e e (BB 1 I — N U )
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r-office

U 1P iR . 2222
1.3.3.2 2222 A

D-t-’

@ " @

ethernet2, 1.1.1.1/24 ————————

NetScreen ¥ %2 M 1.1.1.250
By 2.2.2.2 [T
A5 1P Hidik A _‘—
10.1.1.X 4l M uniper

1.3.3.2, H
%Djju;g];% el ethernet1, 10.1.1.1/24 Y

NAT #izl

ethernet3, 1.2.2.1/24
Mk 1.2.2.250

DIP it ID 10
( 7F Loopback.1 L)

1.3.3.2-133.2

Loopbackﬂ
Untrust [X B
1.3.3.1/30

Trust X B

W IP Hr IP ot
10.1.1.X 2222 Al

WebUI

1. #0
Network > Interfaces > New Loopback IF: i ALLF N2, AR5 Hd OK:
Interface Name: loopback.1
Zone: Untrust (trust-vr)
IP Address/Netmask: 1.3.3.1/30

Network > Interfaces > Edit ( %f T- ethernet1 ): B AL F A%, K550 OK:

As member of loopback group: loopback.1
Zone Name: Trust

Static IP: ( I IEFE I IE TN )

IP Address/Netmask: 10.1.1.1/24
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T- ethernet2 ): I ALL FN %, K5 i OK:
As member of loopback group: loopback.1
Zone Name: Untrust
Static IP;: ( HHLE % B L 5 )
IP Address/Netmask: 1.1.1.1/24
Interface Mode: Route

Network > Interfaces > Edit ( X T* ethernet3 ): #iALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.2.2.1/24
Interface Mode: Route

2. DIP it
Network > Interfaces > Edit ( %f - loopback.1) > DIP > New: i AL F N %, AR5 Hd OK:
ID: 5
IP Address Range: 1.3.3.2 ~ 1.3.3.2
Port Translation: ( i%£#f )
3. ok

Objects > Addresses > List > New: #i ALL F A%, XG5 OK:
Address Name: r-office

IP Address/Domain Name:

IP/Netmask: (i£$f), 2.2.2.2/32
Zone: Untrust
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4. ¥H
Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 Hdi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i%£#)
Interface: ethernet2
Gateway IP address: 1.1.1.250

Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0

Gateway: ( %% )
Interface: ethernet3

Gateway IP address: 1.2.2.250
5. KRR
Policies > (From: Trust, To: Untrust) New: i AL F %, K5 i OK:
Source Address:

Address Book Entry: (#£#%), Any
Destination Address:

Address Book Entry: ( i%£#% ), r-office
Service: ANY
Action: Permit

> Advanced: i NLL RN ZE, AR5 it Return, 18 S 2% IR [RI LA
HUL:
NAT:
Source Translation: ( #£$%)

DIP On: (i%#¢), 10 (1.3.3.2-1.3.3.2)/port-xlate
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DIP it

CLI

1. #0O
set interface loopback.l zone untrust
set interface loopback.l ip 1.3.3.1/30

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet2 zone untrust
set interface ethernet2 ip 1.1.1.1/24
set interface ethernet2 loopback-group loopback.l

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.2.2.1/24
set interface ethernet3 loopback-group loopback.l

2. DIP it
set interface loopback.l dip 10 1.3.3.2 1.3.3.2

3. bk

set address untrust r-office 2.2.2.2/32

4. %R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet?2 gateway 1.1.1.250
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.2.2.250

5. KB
set policy from trust to untrust any r-office any nat src dip-id 10 permit
save
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DIP it

%6 5 & REEHIMER

DIP 28
RS NetScreen B 2 AN TUAR SR UGS AOOCE S IC & 1wy ol FIPE (HA) I, XA ek s il — il & T
LIRS AR PR S 2 A DIP i (2 T4 VSI I ) SRPUAT M8l (NAT) [RISEIGIN, ) o 3L L
294X 4 NetScreen 19485 VSI 1) VSD 41 L& i VSI A 4b TG aIREs, IR AL 23 E
NetScreen ¥4 (15 41% VD A4 0 Bl ) 45 SURACK ikl 1% DIP iy 44 % 57«

75 NSRP SE#E sy, AN 4f H DIP Jth 1) S :
set policy name out-nat from trust to untrust any any any nat src dip-id 7 permit

Untrust X B

./.)

thernetz "éiﬁé-rrﬁet3:1
Untrust X B VSI e
1.1.1.1/24 1.1.1.2/24 DIP it ID 7

1.1.1.101 -1.1.1.150

T A
VSD 0 VSD 1
NSRP £
A B TR
VSD 0 VSD 1
ethernet! ethernet1:1

Trust X B VSI 10.1.1.1/24
I 4

4
/ 10.1.1.2/24
tT DIP #if7 T- VSD 41 1 (%4 B &2 1% & ) 1 S
Untrust [X B VSI, BIti#% A (VSD 41 1 &k / "
%) K EFEAE ethernett (10.1.1.1/24) il sy | Trust BCEz
5 5%m& out-nat UGHL 15 B - e o

285
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h T RPN R, FEAIEEI S DIP i (—/NE%S VSD 4111 Untrust X Bt VSI F), KK DIP Jth 255 fl—
A~ DIP 4UFAE SR i in LA I o BIMESEng 15 € DIP 41, &4~ VSIHME 3L B 2 VSD it

£ NSRP SERErR N, SR DIP LA HER IV |

set policy name out-nat from trust to untrust any any any nat dip-id 9 permit

DIP it ID 8 DIP it ID 7
1.1.1.151-210.1.1.200 | Untrust [X B ) 1.1.1.101-1.1.1.150

ethernet3: 1
1.1.1.2/24

ethernet3
1.1.1.1/24

Untrust X B¢ VSI

RS T ik
VSD 0 VSD 1
NSRP 41
B
VSD 0
ethernet1 ethernet1: 1
Trust [X & VSI 10.1.1.1/24 10.1.1.2/24

T AT T P4 Untrust X B VSIH( T VSD 410

F11) K DIP &5 & —A DIP 4, s AFIB

HR ] AL FE 5 S out-nat AHUGEC S SR, &5
B R E 1) DIP b, 231 DIP 4.

YEB K HA i 2 NetScreen i #-H7i# 155, iEZ04 10 25, “E I HPE” .
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Seffl : DIP 42
A, HLEXOEZ HA SHIPIAS NetScreen 4% (%4 A f1 B) F324t NAT % .
¥ DIP i — ethernet3 Ef#) DIP 5 (1.1.1.20 =1.1.1.29), ethernet3:1 () DIP 6 (1.1.1.30 —=1.1.1.39). %)
eI G B—A DIP I3fhr1H08 DIP 7 FR/Eskms ol s .
VSD ZH 0 f1 1 i VSI i F -
e Untrust [X B VSI ethernet3 1.1.1.1/24 (VSD 41 0)
e Untrust X B VSI ethernet3:1 1.1.1.2/24 (VSD 4] 1)
e Trust X B VSI ethernet1 10.1.1.1/24 (VSD 41 0)
e Trust X Bt VSI ethernet1:1 10.1.1.1/24 (VSD 41 1)

A& CAF NSRP EREREEST 7% A FI B, G 7 VSD 41 1 (K4 B NSRP 4 #E,, NetScreen ¥ H %61
#VSD 41 0) Jixf ik O HT THCE . (550 NSRP it & NetScreen W4 1115 B, WESWHE 10 %, “mnlH

M. )
WebUI
1. DIPith
Network > Interfaces > Edit ( %} T- ethernet3 ) > DIP > New: 5 AL F N %, R )55 OK:

ID: 5
IP Address Range: 1.1.1.20-1.1.1.29
Port Translation: ( i£#f )
Network > Interfaces > Edit ( %f T- ethernet3:1 ) > DIP > New: i ALL F A%, K550 OK:
ID: 6
IP Address Range: 1.1.1.30 - 1.1.1.39
Port Translation: ( i£#f )

TEE AT, R g CLI & X DIP 4.
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2. KB
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book Entry: (i£#%), Any
Destination Address:

Address Book Entry: (i£#%), Any
Service: ANY

Action: Permit
> Advanced: HIALL N A2, SRJ5 T Return, 8 5 20k T R [F] LA

B
NAT:
Source Translation: ( #£F% )
DIP On: (k%% ), 7

ClLI
1. DIP b

set interface ethernet3 dip 5 1.1.1.20 1.1.1.29

set interface ethernet3:1 dip 6 1.1.1.30 1.1.1.39
2. DIP4H

set dip group 7 member 5

set dip group 7 member 6
3. KE

set policy from trust to untrust any any any nat src dip-id 7 permit

save
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IR

I [) o — RS E XS B, AT AN B AN SRMSAT SGIPR LA E SRS A= 5K I 18 o S N N TR) e, ) DA Al 9 245
e R I I 9 2% 2 4

SE SN TR, iR B SIS EU0E

Schedule Name: H3L7E Policy Configuration X i5HE[") Schedule T+ Hh IR 44K, I RERA 1 1 44 F
DAHE B RUn ) TR 2 . AR 2 ME— 1, JF HLRRHIZE 19 MR AN .

Comment: ZLRMFAEATEISME B o
Recurring: 77y B N [ 2 45 J8 5 I Je H b i

Start and End Times: 20 fc B TG NG5 RN ] o 5] — R N de 22 AT 48 7E S I TR] B
Once: 75 BN ]2 U FFAR 45 A — I JE e 3

mm/dd/yyyy hh:mm: 2254 AT 46 8145 118 H 3R A]

Sefl - TEIART(E) 5%

FEARBI, A7 >4 Tom IRUIYIHA B3, fbre b )G A 2 =) (0 LR R BEA T FA D 1) o f80n] LABIEE — A AE_E IR 1]
TS, SRJG OGI NS, DLAEZE K FZIR B vH AL (10.1.1.5/32) IR 1E 5 EHER [ LLAMK) s TCP/IP {5 Bt

WebUI

1. BEFE
Objects > Schedules > New: B AL F N2, KRG Hd OK:
Schedule Name: After Hours

Comment: For non-business hours
Recurring: (%+%)
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B 1:

Week Day Start Time End Time
Sunday 00:00 23:59
Monday 00:00 06:00
Tuesday 00:00 06:00
Wednesday 00:00 06:00
Thursday 00:00 06:00
Friday 00:00 06:00
Saturday 00:00 23:59

B 2:

Week Day Start Time End Time
Sunday 17:00 23:59
Monday 17:00 23:59
Tuesday 17:00 23:59
Wednesday 17:00 23:59
Thursday 17:00 23:59
Friday 17:00 23:59
Saturday 17:00 23:59
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2. Hbatb
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: Tom

Comment: Temp
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.1.1.5/32
Zone: Trust

3. IREE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 ¥ OK:
Name: No Net
Source Address:
Address Book Entry: (#£#f ), Tom
Destination Address:

Address Book Entry: (#£#%), Any
Service: HTTP
Action: Deny
Schedule: After Hours
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CLI
1. BHEsR

set schedule “after hours” recurrent sunday start 00:00 stop 23:59

set schedule “after hours” recurrent monday start 00:00 stop 06:00 start 17:00
stop 23:59

set schedule “after hours” recurrent tuesday start 00:00 stop 06:00 start 17:00
stop 23:59

set schedule “after hours” recurrent wednesday start 00:00 stop 06:00 start
17:00 stop 23:59

set schedule “after hours” recurrent thursday start 00:00 stop 06:00 start
17:00 stop 23:59

set schedule “after hours” recurrent friday start 00:00 stop 06:00 start 17:00
stop 23:59

set schedule “after hours” recurrent saturday start 00:00 stop 23:59 comment
“for non-business hours”

2. Hhut
set address trust tom 10.1.1.5/32 “temp”

3. RHEE
set policy from trust to untrust tom any http deny schedule “after hours”
save
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NetScreen % & (11854 47 A 2 HH.40 22 4 X BLRN K BT AT 1 B ( X BRI B )" (Untrust (X B (045 B ER AL ), I At
VG e B[R — X B DR BT A (5 R0 (X BEN S B )o A T e ifFid e i IX B A5 i@ NetScreen # 4,
%%%ﬁ%%ﬁ%ﬁ%%&&@%% [FIRE, A T Bk e i X BN s S B L NetScreen % 7%, 20 X Bt
ATEA ATl SR 1V D e LA S ZH SRS B AN [F) 0 35 A2 R GBI o A4 LU JLANER 4
55295 nr B “REAITTER”
o FH 206 UL Y SRR g

— 25296 T L “DX B[l s

— EE 297 TU L “IX BB SR”

— B 297 WL LK “ARng”
o 5208 U M “IRmEALANR”
o 5299 T LM “aE MIKTRmE”

— 55299 TU L “emg RN

— 55300 UL “mE Lk
o 312 T LM “IRmEN 7

— 312 LK CEBERN

— B 314 T LR Rl

— ZB 331 TR “HASRNE IREE”

- 332 L by “HpAsEms AT ZAKE”

— 35333 UL b “HuhbHERR”

Y
A

1. EEEIEM T, NetScreen-5XP il NetScreen-5XT A4 M Trust [X Bt %1 Untrust X B [4Z &
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i
o
ok

:
R

— 55 337 WU “AETORIAE I Sk
- 55338 W ER) “IREGIGALE”

— 55339 UL LAY« HUBHE R S

— 55 340 WU ER) “HERIKNG”

JER D WIR A NetScreen i 45 [ H EX A 715 1, WA EX A B S o FIERMEHTIE G, 15204 6-202
LR “H BN
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%6 E KK EATR

EXTTER
SR AT FOVE AT LA A )G o L 1) B ) £ R BN A5 SRR AT B B, (5 BRI (B “HRSS T ). W A
B UL IS ER R T SRS IR A T 3R . R i DA e Ay, (ER 3L AR R A% O i o R L BT 8 R
*  Direction — M™% 4 [X B [AMF BT 0] ( WIEIX B2 HARX B )
*  Source address — {5 FLit At i) ik
e Destination address — {i5 B3 & 26 2 () bk
e Service — JirfEHifs Bt
e Action — NetScreen ¥ &£ 213 42 5y VU AN PR IS BT B PAT FshE, iXLE501EN © deny.  permit.
reject &4, tunnel
gﬁgﬁﬂ, zjgﬁ‘zggﬁcu i A H 7 BT SRS SR VF FTP (5 B Trust X B IRAT A bk 3t 1) DMZ X Bt 4404 “servert”
4 FTP :

set policy from trust to untrust any server1 ftp permit

e Direction: from trust to untrust ( I M Trust X B # Untrust [X B )

e Source Address: any ( B[l Trust X BFRfFm il . RiE “any” AN H 2 X B AP AR (] Huhik (1) 7ie X sk )
e Destination Address: server1 ( Untrust [X Bt iR o SR dE )

e Service: ftp ( UL )

e Action: permit ( NetScreen i # VT A5 Bl ik Hip k85 )

2. “tunnel” Bh{E (VPN = L2TP i ), s “permit” MIMES.
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% 6 F KB =LA RA

=R RY R
AT BLR = s P S A
o IEITGUEXBrralskmg, w LA RV NS Z X B A A X B E B
o IO B pskng, R n] el e e i g0 e B IR — X B AR R
o XL EUEA RIS, Al APl hE )RR R, AL RS AT A X B

[X E 8] 3R B

D% B[] SR BRIk 22 A X B (RME R il mlad o v B X B R SREme SR 4 . air sy Br N— N IX BB 5 — AN X B
B EZAE BRPATIHIES)E. NetScreen £ 1 i il FPIR A A A EAKYES 5 3) TCP 21l LM% 5)) UDP £h<x
W, LMEARVEN RS E RIS . Fln, A — g Rvr A Trust KB FEHL A 2] Untrust X B (19I55 7% B
ff) HTTP i3k, 24 NetScreen B #1108 MR 452 B BIEHL A (1 HTTP [FI53 1, NetScreen #4105 (¥ K
A0, 5B BRI T R RS 7Y o 24 R IR 10 0 B CtedE HTTP ik 19191 &2 1, NetScreen 4% Bl 14K H Untrust [X.
B Rgs s B I s . g8k g7 K B 2L Trust KB EHL A ZAVFHIRS 4 B AR IR EHL A 45 B (AR
MR HENL A KRG R ), DFaIE— M Untrust X BEHH RS 35 B 2 Trust X B H AL A [15EB

set policy from trust to untrust “host A” “server B” http permit

EHLA - R5-%% B
Trust 'Z-Ei NetScreen ‘iﬁ% Untrust IZ&
(M TRk -
=, - HTTP [7]%
HTTP ik

JEBL : NetScreen i #4 /20K F RS #% B 9 HTTP 133K,
PG AT T EF 1% 35K 1 W »
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% 6 F KB =LA RA

X B N &R 5k B
X BN T T W A6 4R 5 B[R] — 22 4 X B4 1 (el B IR 48kl o Vs ik H bR bbb #RAF [F)— 22 X B, (B2l
NetScreen ¥ 5 FIANFRHE O RIIA . 5 X B A SEBS—A4E, X BN BRIy s SR SR i sl . 22 R VF NEE B 12
AT — i RS PG S, DA PSS, BRI %A — 3R

set policy from trust to trust “host A” “server B” any permit ethernet1 ethernet4
set policy from trust to trust “server B” “host A” any permit 10.1.1.1/24  10.1.2.1/24

[alJuniper’

5 2 A
THLA B AN LAN2 | M54 B
10.1.1.51 ©=..10.1.1.0/24 10.1.2.0/24 ~ 10.1.2.30

Trust X B

TR R BCE I (set interface interface nat), X Bt S IS ANSCRE VPN 8 5l /9 28 bk 5 # (NAT-src). HaE,
DB A S S SCRFAE TS 1K) NAT-src F NAT-dst. =4 SRR 1P (MIP) 514 H AR HUEEIN, EATE SRR H Ay
h-#E¥, (4% NAT-src. NAT-dst 1 MIP ({5 5L, S 7 4, “Huhb#” . )

£ FREE
L5 DX B8] SRR DX BN AR AN, 42 R SRS AN 5 | HIRE A€ YR X BORT H AR X Beo 2R siems 5 | ™ %€ i) Global [X
Bt bk s yiisE i) Global X Bl “any” o XML ] LSS AN e XBr. flhn, AR BRI 24X Beh 15 ]
BN BEATU ], AT EABEE B AT Global X Bt “any” (42 Jm S, e Iy X Berb i AT il

VEB 1 KIRAKTTH, 2 WAL FF 25 il 4 (NAT-src). VPN et “iFH " p. oL, oL MIP B
VIP 754 252 Jeif FEHE A1 H bRt
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%6 E KK

REGLATFR

NetScreen B 4Ey " —FiAF 1 SIS LA, RERP SRS AL A2 W - LA R = sfig 2 —
o XBnHms
o XBUAEBINS
o SRR

NetScreen ¥ & B A BT o3 1E A H AN, Rdsg N, MR ENZEE D e VR B . %85 NetScreen
BRI % A AR SE D, IR E 1245 I BTIRE (K I ARIX B AR BOMTH ARIX B, NetScreen 1]
DAPAAT SR A 4k, 4% LR IR 15 B S 2H 91 3%

1. WRVEX B HFRX BANE, U NetScreen #e# 11 X BIA] HE g 20 41 3 rh AT SHels A 4k
(2)
ARSI B H bR X BATR], ) NetScreen 4% 7 X Bt A Tl SR 2H 51 36 Hh AT SRS A 4k

2. % NetScreen ¥ &#AT T X BRI B X B A sk ms ik, (H 2 B R BAHUCHC A 5m% , W) NetScreen 14 7%
SR A4 JR) SRS 2H 1) 2% DL A $R VT BE SR

3. W NetScreen ¥ &HAT T X Bl F1 4 R s Mg 24k, (HJE %A L BIFAUCEC I 5Em%, W) NetScreen & &4
BAA I FVE 1 HE 4 Sms Y 20 %085 19 - unset/set policy default-permit-all.
(5)
W NetScreen ¥ & HAT T X BN A4y s ms 2 4K, (H2 %A R BIFHUCAC ) 5Em%, W) NetScreen # &4
BEAZIX B X B PN #BH 2 15 8 N HH 21 % £ - unset/set zone zone block.

NetScreen B M L& N EREENHKISAISIR . ML,  WAZIHE S PR B R IR PR SRS BT AN AR ok 1) SRS 110 L 1
(A RIS HI(E S, IS P05 339 UL LI “ OB HEPSms” . )

T

o

B%4H 51 R
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E N BIERE
L T A HE AR S0 T o T L S AU B, DRI o LS A W ([ e
W+ D P BN LA R ) 252K e T B S B

FUEREIE L. RVF. R5F (LI FHLRE A TCP RST 84 ICMP i AR BE R R ) DB FI#EZE . AIE
e ey W, UL 2l 2 X Bt ] o — A = X BURAE B T LLE MR i - A ot fig
BEHY, DLRCEATTRE S (I T A A

TR W T HF I F 261 NetScreen s, RAZ T HIFME LA SENIET R L F HIFMEA o

¥

SEEEFOF
BAANFH P g SCIR SRS N B AR Bl — AN B AR, RN Z R AR i — i i (Y5l HARHHERTRSS ) 24
oo A FHNAARE . 51 A0 & 00 AS & A5

AR SRS Pk L H B IE AR 5 4R 224 4 H B BOAE PG 0, 312 K00 F e ml /8 22 b 00t P SRS IS S
117 5 WL SRR B KA 2 . Bt DL R Sl A2 125 AN -

1 AN - 5 NEHLIE x 5 N HbsHilk x 5 MRS = 125 S IB RN
{H/&, NetScreen 1% & AN K REN RN HIZHA: . U LAASE A A ] — 2 k. filan, rF=4: 125 N2
M) IR SREmEA A 15 AN

5 MNEHEE + 5 D HFr#bdl + 5 MRS = 15 D44
X 15 NHAFUUA R TR A, Ak 125 AN H AN SIS = 2R B 8] o OV 2 AN ) LA [R) 2H A4 F 15)—2H 20
1, SRAZEMIN S A4 A X — &AM, NetScreen w4 I R/ D15 % .
FH 8T SRS 1) 2222 1) 1) 5 NetScreen WA MR EAE i i 2l AR B e il LU 451, DRI ZH AR /0 B SRS 1) 2 B B e
[FFE, SEEASNES T 2L AR, ) o K s ) L = — /Nl 2044, NetScreen i ) eI EE L 11
KM%, NetScreen W% fAe ) 5 £ .
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ID ( AZhAR, HATREE CLI ™ & X )
DX B (YR BFN H AR B )

otk (YRR H bRibal )

i &

ZfF (deny. permit. reject. tunnel)

SRSt S RO

I3 FH

2 Fx

VPN ;i i

L2TP i#iE
RNKG 2
A SRS 51 3R K T
Y5 1 e

H A -2 4
P GIE

HA 215 %4}

URL 33

itk

T

15 BRIy S
INREIES

B3 214

{5 BRI Y

AT NER I RAK oM L3RR — iR

Juniper Networks NetScreen #t:2 535661 - 5 2 & : EX/RIE

300



e
53
o
o
3
*
=
oxr

TE X HY 3R R

ID
A REEE k2 NetScreen st HBlM L, SENHISHRAT A ID 5o ARG CLI ity ik 5 iy < o S

: He
£ X/ 1D 5 : set policy id number... —HRIE T 1% ID %5, BIAlH NSRS R LUR BSOS M e i % . (17
RAMEINIFE N TEANME B, TS5 331 TUEM “H NSRISHEE” . )

X Ex

DXBERTLAE P g 25 ) b W T 2 Al i o) (24X B ). ghsE 7 VPN ISR L4 E s (JIEXE ), s 2
PATRE 2 D REMI P BL BSOS S ( DHREDC B ). SREM& SR VRS RURAE A 2 A X B TRl (DX BRI SEms ),  slfE 4
JE B A — X B R sl (BN ). (A RPEAIME R, W2 IEE 29 Bl by “XBC” . 55 296 ni kg “IX
BIm)siens ” Aes 297 jU R “XBINETRIG” o )

skl

b T AT B ks (FE— AN X B ) B BRI IS e84 (WTENLRTINES ) X 5. 5 SE NS FH H
255.255.255.255 55, #RITE 32 Al #EAG = . W Ad = AL TR 2, FRan A e U B, EONE e
HEQ A SR, DA S AR T P AR AT S LRI ZE 145 H

Wl G g, Ik Sams S R4, st N B el i A H — Ao Br bk R VR SRms e R, N R
T NetScreen ¥ £ 15 5l B ZH A (R REANHhk,  rT FH P A 308 222 20 00 D) 4560 R 2 ol 3 A0 D 710 £ A2 50K 2 Bl T30 B e
FER o PEHHERD H pr kA AE F shE 2 N OC LGRS . (A RVELIME B, 1S D05 299 T L) “SEmg RN 7 o )

AR 55

RS2 4 RE R (N HERF RS Telnet, FTP. SMTP fil HTTP [ARHERI:52 1) TCP F1 UDP i 15 ) iR
N HIREF PR 5. ScreenOS AL TIE A% L LIRSS . Jidb, den] LUE SUE B S -

AT LLE SCRG,  FRE SCVF FR4E e Ik, E Sk BRGETH IR LA 55
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3
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1k
AN R K ] A BB (£ BRI
o Deny FHLIEHUii (L, {2 AHEHILE) KHE .

e Permit FCVFEHEEIE LT kS,

e Reject [, iz ANREE BT kh%. NetScreen B4 EF i tl, I HXIT TCP i B AL —14
TCP E® (RST) B4 EH12, % T UDP {5 KA L% — ICMP “destination unreachable, port
unreachable” H & (285 3, U 3). X TANAT- TCP Al UDP ZRAY {5 Eit, NetScreen % &4 Z 551

P A AR AL, 23N “deny” I R ARG L .

VEB : 2GAJRELOAF 2 JZe 7 3 &7 Hiik g TCP i), TCP RST H1/0 IP Ml E #7145 ( EFH ) #¢
HEAHIHNT IP Hitfo “5A #1752 Fas{r HErR % UDP i, ICMP 7.8 4195 IP 1] 112 #7745 5
PRI EHR IP Mt (HAE, A TEZIHES 3 G H e % UDP #f, ICMP 76871905 IP #itiEA
[IEET TN IP Hidif

e Tunnel &40 a) IP Hdis W AEE N W\ IP #ditl. XT IPSec VPN J# 1_, T8 7€ B F A VPN Wi,
T L2TP i 1_4 HiE, ¥5E B WA L2TP g, %7 T IPSec L[#) L2TP, 55— IPSec VPN i@ iEfl—4
LoTP ik,

NetScreen i # ki & shF N H] 2 5 TS A AR AEVL BC A A5 BE, X 8BhRuE Dy « IXBC (YR B A AR B ) Hhuhik
(bR H ARtk ) BLRIRSS

3. NetScreen Bt fE#EHL (JF 55 ) —MAAAF TS A RST MRS E 1) TCP Btz J5ki%—4> TCP RST.
4. XT IPSec LX) L2TP, IPSec VPN Gl [l Al H Ardbhik 425t L2TP JHIE Rt Ik AN F AR s kAR [7) o
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Fz F

I e ThUH S Wb B skems b 5 LTSS 4 JRIRSS IS 7 RN . TOE RS B 215 7 R NS . AN, X T
g%}!ﬂ&%, WAZTUKE R 55 WA B e U AN R, U 5 B S I 22 0 06 (ALG®) B “UR N e B P 5 R
B o

45 ALG P T 5 AR5 (4 DA F P
o ARR. I AR PSR OB H AR O S RS
o WEHMGIN, RS AR R0 ALG R A
FXAs N BLF T MRS HOf R, 2 B4 4173 TTLM0 35t bR WUtk 337 AR

AR
AT LS M AR TERIZHR, T U

PR 1 779 ScreenO8 £ 205 (18 T A MBI I E 7R ) I91SH, #3055 Xil TT L1 “ar £ 2408 I 1726707
VPN &

AJ LR BN B2 A S Y F 21 CUBCE IR VPN 383 . 78 WebUI Hr, VPN Tunnel T2 it fr 431X L83 1E (1) T $7. 471
*o fECLI, "JLLH] getvpn & &FE AR HEIE. (ARHEAEE, WS 5-99 70 A “ub sk 2wk 5
VPN” FI%5 5-230 71 Lff) “4%%5 VPN”. )

1 VPN JEE P i VPN L AR F 25T SR M 11 NAT B, PR AN 19X DG 18 2% (1007 2L 00 300 5 B 00 Sl N i R oy e (3
VUSSR )o 9 VPN SEHE AL B UC T (B, BRyEHBIEAT H BRibdil S mg &b, NSRS b S5 0% 0 (R AT 9 2 #5AH [R] )
N, AT LABCE —ANSEEE, SRJ5 1%k Modify matching bidirectional VPN policy & i%HE, [E5h kA k7 [ Gl —
ARG o KT RIS OB E, ERIAEDL T, AN matching VPN policy & 3EHE. X T VUHCG R 52 B SFng i 1&
MG EERE NSO, SIEAERE T, I ER AN SRS PRI B s AR R R O — A S

YERT 1 LA IR pE S WebUl 377, LU HE— R IG5 Z 14 HITA i - i al H Bk 2R 55

5. NetScreen T2 MRS ALG, 145 DNS. FTP. H.323. HTTP. RSH. SIP. telnet fil TFTP.
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L2TP &8
A] LUK AN B 22 AN S N 21 CORCCE AT “ 2 2 EalaE i (L2TP)” il . 75 WebUIl b, L2TP I i frfix
YOG ) AR, fF CLI Y, #&nLI{§i 1] get 12tp tunn_stractive iy WoniGsh L2TP MiE (KPIRA, T LA

get 12tp all fr & A F Fr o HiliE. el LLF VPN JEEA L2TP i 4 A 70— (1 5 5 =540 A AR R s 20 ), )
SRR E PEE . XFRA IPSec Eff) L2TP.

TEB 4 TE (I NetScreen #7445 7F L2TP.

RN E

CORNKE T P TRIEM SR “AEmif2” ARVFRIGE BIRAINLE, AOUG AR ez, i B« HE”° 2R
BCRFIE . YRR A () H B2 A AN 5 AT B B AT A, el Tl e fE (e T NetScreen Blj K5 R VFHIME B
e e

TR B Y ACE SRS, T W IIERE ¢ B A B 4R BRI B s (W RN R T B ). (R TEN
HFE, WZHE 4-131 L W “RARE” . )

& 7E SR B 5 F=R A Th D

ESETEDL T, NetScreen ¥ 5 ) £ 1) 55 W 8 17 7 MG AL 51 3R G0 W SR T L0 e (67 SRS, vl LA F7E 26 339
U “HHHE AN U AT — SRS T HE T e A T B S B A TR SRl ) S ) S S T 6 B SR B 2 T
IX—FAN IR, W LLEE WebUI Hhik £ Position at Top #£15, mifE CLI F1/f) set policy fir4 i ] 554 7 top
(set policy top ...)-

6. f& “IFBURGHIE” (OSI) i, “Pge)2” 25 3 2, “Aef)z=” 24 4 2, “NHE” 2% 7 2. OSIAEAUL M Z VAT W 25 B i3 5 4507 1 A e
. OSIBh-BZ 4.
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% 6 B K

IR AR
AJ DULE SRms 2 N P Vs ik 35 e (NAT-sre). ] NAT-src, ] DL Py [ sl oh ) W28 A1 VPN 5 BV AR K s il o
(5 b AT LK [ 30745 1P (DIP) #hok i L1482 11, NAT-sre i S FF i - # e (PAT). B2 7 ki3 i I (¥) NAT-src

WEIH, SR 715 TR USRI Zg bR .
VER : ] AR TR AT T I 55 e, T g 25t #2 #e (NAT) . G KEZELTHR NAT-sre 252 NAT 156, 152
L 122 W L7 “NAT #(7 .

H fRib it 553
AJ DLTE S 2 I ) H bRl 4 (NAT-dst). 48 NAT-dst, AJ LG Py i) 5541 1) /9 25 R VPN A5 B ) H Frkbdl
NAT-dst it 3738 H bri et . 27 A ol B NAT-dst 3815, 1525 7-33 7 E1 “ HirM g bl .
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TE X HY 3R R

A RIAIE

TR T MIEIR, WIFE VRS R AT kS e HE N VPN I T, s BESRUEHHE [ auth P kSR P 42 s
B 1) 7 2O H B 0y 3E4 T IE.  NetScreen ¥ & vl i F A s £ s ZE 54158 RADIUS.  SecurlD &Y, LDAP auth Il %5,
AT IR T

TEB 1 1R FEYG B LI s W 2 1P G197, 12 7P G FEAS 1P Bt 2577 22 A 2

R ITH L HFZA auth 7K ( 42577 Telnet /9 Unix 41 ), W7 NetScreen #4551 45— 1N H T iA iiFfr
Z BT H A8 i) LU 5 — TN IR R, iF 15 i@ NetScreen i a4 ilj AN A28 iA ik

NetScreen £ 4L PRI AIE 7% -

EATIFE, ZEUENS JE FHUGIE R sERSAHUC IR [ HTTP.  FTP 58 Telnet {5 A5, NetScreen % &4~

auth J " 8¢

WebAuth, i#iil NetScreen 1% % & 1%(5 BViET, P LAHAIER

IBEITHRIAIE
AT AUER R R

A

Y auth H 7 k3% HTTP. FTP 8¢ Telnet #8535 K 21 H ARl iy, NetScreen 5 & #k U s G0 JobAT 880
NetScreen ¥ #% 1] auth F /& H 8 %R

auth H 7 H B QR H 7 44 F 2 i e B 3R

NetScreen 45 AE auth F /7 118 5105 B .

WRAAE T, WILE auth B P R0 E br ik i) 57 0%E 2.
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R TE X B3R &

X FHIUGERAG K, R LA FE R A =AM I — s T A kS - Telnet, HTTP 8k FTP., N HAIXLEHR S
R — AN R BT IR S5 S E A B JE S AE R . A] DLZE W B P P AGIE B S i A DA R AT — IR %S

e Any (Kh “any” WHEFTH =L TFHEHIRS )

e Telnet. FTP B HTTP.

o HEIIHEMSIIMELL, SMNESELFEL T ARSI — AN E A (Telnet. FTP 5, HTTP). #i
o, FLAEIEEA A “Login” (e HISS4H, X HF FTP. NetMeeting® #l H.323 JIli45. 4KJ5, 1EBg:5Eng
W, faE MRS A “Login” .

X AR 5 AR, SRS i 8 (1 BT AT R 55 04T 28
TER 1 T Tl 7 WA SEFFHF DNS ( 4 11 53 ) 1F 29 K5

RESBIHEEINIE (WebAuth)
WebAuth IAEREFEWTE

1. auth H /273 WebAuth Ak 25 1P Huhik i) HTTP &4z,

2. NetScreen % #% 1] auth /7 & H & %R

3. auth H7H A QI 4 RS R g 5 R .

4. NetScreen ¥ %ol #hil auth fiz45 4% IAIIE auth 7 118 3545 &
WHRAAIE 2R, W NetScreen %45 o VF auth H1)7 3 sl B, AFILH I AEsR Bl Ik WebAuth 77753047
YAE F S 8 5 16 H AR S

TR KB A U2 ) G, 12075 8-42 T LR “H 751 51/ Auth /#1777
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WAL EFERFE I AL A A ) BRI S, nT LR sl e i SEms 1) auth I 3B . (AR &RIE
AMEE, WS 8-6 W LN “HRIAN” . ) WERAESG H#AT S auth AP s 4 (/£ WebUI i, 3k $
Allow Any L33 ), WSEng Y H 245 5€ auth 554 IRETE auth H ™.

JER : NetScreen /1 auth /7 k1T HLHT IP 1l HE 72 A i FCBR . 214 NetScreen i 745 iA ik H R NAT 45 /7
FHLHI . Hiz NAT &8 X074 NAT 75T Ja]l—1~ IP #e 4, Wiz NAT &4 7 72 209 7 H 202 5 #
JATHTRL R

HA SiE &%

P05 NetScreen W AHAE = AT FHYE (HA) () NSRP LRI, AT LAFR @RS 284y, MRS iR ANEE& o %)
TARK S TERE BT, N HA UGSk mist H v 5kns . 78 WebUI H1, Ji5Fx HA Session Backup ik
HE. 7E CLI /1, 7 set policy #ir4 "1/ no-session-backup 2%, #EHAEIL T, NSRP £EEH 1) NetScreen
W2l

URL & 3E
URL 138, A web b g, 4 A 3 B BRI U5 a] HEBELIE VT AN 538 ) web N 2% . 487 g b 3 F URL i g
i, IRCE LN URL M pEff s TR —
o R URL ILE, fHHIZAREYTTERS, NetScreen WA KN EEAS HTTP 13K, AR /5L T4 40 2 2B KBS TR
W 1) URL ok Y C B SCAF R A 28 A 5 AU VI A2 BH ZE 1 SR i s 05 1) o
e HEFEI URL I3, i ZMei7 En), NetScreen ¥4 F TCP P 5 —A HTTP ik kit
Websense fili %5 #s5k SurfControl k45 %%, fHEEEMHE T3 URL. 344 R0 IP Hiuhk BH 2 5l 70V 6 AN [F) 3l 2501
Vi) o

TR 1 AR URL DLIEHTIFEA G, 15207 4-106 7179 “URL 4787
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103K

TES G T 5 Fld kI, NetScreen &5k W R E Sl W A 488, Al gk WebUI 5 CLI & H . 7E WebUI 17,
H.1; Reports > Policies > | ( A T2 & FEH HEM S ). /& CLI ', i get log traffic policy id_num 4.

TEB 1 AR H AR FEA G, 2P q 3-73 7 1) “lIi# NetScreen 4”7 .

g
PE SRS 3 VST, NetScreen ¥ & vHE N H G SR 145 SR IS 980, I Bl Ay il sk Bl kb . ZE7F
WebUI 1 £ 7 5 (1 g S id sk B 3%, i ¥l Reports > Policies > Fu (% T A 5 A5 Q4 eng ).

SERREIRFRE
A DAWECE 2 SR A VF RS B 45 AR AR BB AR (BN ) IR AR I A . T BRI
SRk NetScreen B W7 MB,  RIIIE L 200E FITHEDh RE

TR ARG EAIREHIHEN G, 152007 3-92 JLHT “IREaRE”

B i) 5%

M ALRE I [) 2 5 SRS AT ORI, W] LA SR A R I ] o ] LURE I ] SR C BG4, TR B S kA I Ta)
RN A 2845 SR I Bl AL DR 2% e g it 1 oAy I DR AER R 10—, RSO I B i) 24 =) A
b B 2 s, WP B E A g, BHZE IR _EIER A LM el FTP-Put A1 MAIL 5 Bt

7t WebUI ', 7t Objects > Schedules #7341 5& X[ F. {E CLI 1, i/ set schedule 7% .

TR 1 1 WebUl 117, CHEET/EHIFHMEWHKE T, 2 i AN ARG X NI 2R« CHEEHE R #5755
1, HRGFIE
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FrmaEfdim
KL NetScreen W25 SRR AV F14i4s, nTDARCE IbFi4i2s LAk g FTP. HTTP. IMAP. POP3 il SMTP 15 &
Wo WG AV FHEESEI 5, B EFEE, FEn REE BRI P kAW R, AR .

TR KBTI G, 1207 4-81 LR “Biliaifi# -

SEMER

AT DU REAN SR B B S IR R G BRI . 5 B BIES 5T
Guaranteed Bandwidth: UL T- LU EEFD (Kbps) R PR IE & . KT BRIln SHE 15 B LB i At SE 2l
ik, ANZATAE B L E B LI B .
Maximum Bandwidth: UL T LbEFREFD (Kbps) 267 IIERE 2R A v] i (1) ‘2 4l
M LT
VERL 1 XA ZEENCT 10 kbps HIHIE [H. 1T LENG TR EHTHIE (3 2> FHEH Cl# Z-77 LA 3 Z 19 F i
M TSN 5 I B

Traffic Priority: 45 Ei s 56 Ab TR Bty o8 Rl T 56 BeoE fE 2 (M), NetScreen ¥ 1 Je ik st gt
5 B, Jf B R A7ERA e E se g s Bl , AR gmfs Brimid . )\ ALk
DiffServ Codepoint Marking: 7 7145 (DiffServ) s&Anic (i SRR EHZ RGP E M RS, L\
> NetScreen {L5C WLl 21| DiffServ R4 . LA TE L T, NetScreen R4 H s =it se g (564 0) L
1% DiffServ 7Bt (15211 RFC 2474 ) FFHT =A% (0111), B3] IP H¥s ki ToS T4 (1S
RFC 1349) ¥ IP fL5E 2+ Bt - NetScreen R4 H FIFARILIEH (58S 7)) Wi 2] ToS DiffServ R4 H 1)
(0000).

TERL | KA 0 B PERIBTEH T8, 15207 341 LK “I7 BRI .

o I LRI SR A7 B S

=
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BLHE Y NetScreen L5t 2 Al DiffServ 24 A 1Ly, TEMFR LU CLI fi 4

set traffic-shaping ip_precedence number0 number1 number2 number3 number4 number5
number6 number7

Hrh number0 ZAL5E4: 0 ( TOS DiffServ 2GeH s mfLse g ) WL,  numbert JEALFES 1 L
W MRIREHE

LR 1P Ut BI2RIE FEAS b — [, 24T DiffServ “FBHIH A =A7E 0 J‘M%iﬂ@:ﬁﬁﬁ
ip_precedence ¥ & ML /E 4 T Ui i HH A% DR A7 T IEAf AL 2 — 5 LR CLI v
set traffic-shaping dscp-class-selector

YR 1 Npgdiel CLI /& set traffic-shaping dscp-class-selector 7.
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R B R F

AU RIS I A Q. B HEPP AR LSS BRSO

SH KM

FEiE T WebUl & F 50%, iE5#.d7 Policies. #id ) From 1 To Nl £ ik X L, KRG Hd Go, A LI

DB H AR X By R

R R E AR

NG . fE CLI 1, {#i[] get policy [ all | from zone to zone | global | id number] % .

A RIS HIRES,  WebUI i HI I bR S BESRMS AT I EUEAGI R . N 3RS T SR o P A A AN /] L

[l

@
@
@

&7
B

e
RiF

EiEEU

PAED

FM 2 NAT

B DL B 5

i Be
NetScreen #4511 W FH % S0 16 T 15 SR .

NetScreen ¥ #5 FH 2 N FH 1% S W& (1) BT (5 S o

NetScreen %4 FH 2 N FHZ S W& 1K) T A7 {5 it . NetScreen %4 2 7 ¥
11, FEHXT TCP {5 Bt &k —A> TCP H & (RST) B ML, *HT
UDP {5 Bt &% —4> ICMP “destination unreachable, port
unreachable” jH & (K% 3, 15 3). XTAET TCP Al UDP [
{55, NetScreen #4427 4 (o mi A @ &I FHL, M3 ER
“deny” W th o KA EFRE L.

NetScreen B4 W FH 12 S IR T A7 £ S AT AT kT~ SR ms 1 5 e H A
W4 2% bk 4% 4% (NAT-src 5% NAT-dst).

NetScreen W45 32 FT Hiuh VPN 15 B It Y FH 2% SR ms 1) B A\ il
VPN 15 B .
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Thig
XL VPN 3 0%

NIE

B 973 B

YA T

RN B B9 25

URL 13§

L2TP

3K

T

Ui
AEAEAR 7 1R UG L VPN 2RI

FPHE IR BB L AUNAIE H C

NetScreen B K b 112 S (1 BT A 5 S L A 38 B A9 5 (AV) 1
g

NetScreen ¥ #% b. I Sl (K AT 15 R HAT “IRARA” (DI)o

NetScreen 5 #%f b. HiZ el (K AT (5 R HAT RN A RIBT 25
(/SAR

NetScreen B 4Kt W I 0 (1 BT A7 5 it JOE 21— MM URL 1 98k
55t

NetScreen B4 R REHTAT 12l L2TP {5 S It Et NH 22 SRS 1) e A7 A\ 3
L2TP {%‘4@\?}?0

AR, RSP A B, IR TR G0 H S A 7 iR

NetScreen A& 1HH. ( LA 0 BLA7 ) B SR 145 B 1 5 o

5 RS I S € i s SN, NetScreen B4 £E1% SIS 15 5L
WHSH A H . iz BAsa B RIA T RS Ho s R

525
i H &
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ellFE
B AVHE BRI N B s, A s USRS X B2 [adE4s . RvF. Eas BReoh G S ) dimisE .
W NetScreen 1% % & ME— RS AE Y HUIE AT H brsthil ( SRS s I BT ) 2 0] A2 X B S S I I 45 152 4%, U
ATEI TR, PR X BN AR S . AT A A R R, ] Global X Bl v YR okl A H Bl
PRV B (1, Trust X BRI Untrust X BE) XU B, 7725 5580 A Trust 2] Untrust [F12E0&, 54

Ja PRI A Untrust 2 Trust (K550 . ARG 28, PSS ) DU AR TR AN RN 9 P ik, U AEAT H bt
hb S 1] o

REGALE
R LAAENR]— R GE (IRAGEHRM RS ) AL X B E s . LR ARG RS0 g, Horp— X B
DANIEEX B (RS BIUASA RIICEXBINER, WSS 9L, “BUARL". )
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SEf ;X BB SR R BB BR 55
FEARAAIT, A5 QU =AM L T P R R0

SN SLVF Trust X B BN BT A& J TR 2ok B DMZ X B tp A i s Il 55 2 0 - B4 e SkEms e vFk B
W] B IRSS MAIL (B SMTP ) 1 POP3 % NetScreen 7 K 4k FIik A Hu S A e 55 4% o

S NRIER AN S VEIIRSS MAIL 2858 DMZ [X Brrb A is PRIk 5543 A0 Untrust X BOH e BRI 55 4 2 TA) R B)7 K st o

ik, LEANEE SRR R B A A 22 4 X B aE B2 AT, D0 e vt N X U S ms (R 3RS . 35—, e gr e 3|
X B I BeHz D 1P Huhk

o ¥4 ethernet! 45 2 Trust X B RH IP #uli-4EIR A 10.1.1.1/24.

o ¥4 ethernet2 4§ 2| DMZ X B R H: IP #uli4RIR N 1.2.2.1/24.

e ¥ ethernet3 %55 2] Untrust X B K IL 1P Hulib 48Ry 1.1.1.1/24.

BT 24 I I A AE trust-vr 1%l ket rp

5, AR SRS A b

o YE Trust XBtHE XA “corp_net” [HHbhlFK 3L IP Hulib 459k 4 10.1.1.0/24.

o 7EDMZ XBE XA A “mail_svr” [l IS IP suhikRIR A 1.2.2.5/32,

e {F Untrust X Bt X 40 “r-mail_svr” [FiHihkIEEH 1P #ihlk 38R N 2.2.2.5/32,
=, QAN “MAIL-POP3” HIRS-4l, & mANTIE LHkg: MAIL il POP3.
SEPU, FE trust-vr B BB B LA B B, B ethernet3, F517) 1.1.1.250 AR [ 7M5B 6 HH 3%
FTHOP R — 4 2 )5, RInTOIE VAR, KraR SRk W 1 MR 8 HE 52 DR 1) 194 45 T o 5 (1) SRS
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WebUI

1. #O
Network > Interfaces > Edit ( X} - ethernet1 ): B ALL R A%, SRJ5 5.0 Apply:
Zone Name: Trust
Static IP: ( I IEFE LI TN )
IP Address/Netmask: 10.1.1.1/24

HIANCLNNE, AR5 HE OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T- ethernet2 ): I ALL F N, K5 Hdi OK:
Zone Name: DMZ

Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.2.2.1/24

Network > Interfaces > Edit ( %] T ethernet3 ): #i ALL F %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR etz i)
IP Address/Netmask: 1.1.1.1/24
2. bk
Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: corp_net

IP Address/Domain Name:

IP/Netmask: (i£+% ), 10.1.1.0/24
Zone: Trust
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Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: mail_svr

IP Address/Domain Name:
IP/Netmask: (i£#f ), 1.2.2.5/32
Zone: DMZ
Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: r-mail_svr
IP Address/Domain Name:

IP/Netmask: (£F¢ ), 2.2.2.5/32
Zone: Untrust

3. BRB4H
Objects > Services > Groups: it AL FNHLFR, BBHLLUT RS, AR5 Hd OK:
Group Name: MAIL-POP3
EFE MAIL, I << #5125 A\ Available Members £ 2) %] Group
Members =1,

%P POP3, JHH << #Z4LK iR 45 M Available Members #:# 3/ % Group
Members #:+,

4. B&H
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i£#%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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5.

MR

Policies > (From: Trust, To: Untrust) > New: i ALL F %, AR5 5d OK:

Source Address:

Address Book Entry: ( i%£#f ), corp_net
Destination Address:

Address Book Entry: (#£#f ), mail_svr
Service: Mail-POP3

Action: Permit

Policies > (From: DMZ, To: Untrust) New: % ALL F N %, X5 i OK:

Source Address:

Address Book Entry: (%% ), mail_svr
Destination Address:

Address Book Entry: ( £+ ), r-mail_svr
Service: MAIL

Action: Permit

Policies > (From: Untrust, To: DMZ) New: #i AL F A%, 4RJ5 ¥ OK:

Source Address:

Address Book Entry: ( #%£#¢ ), r-mail_svr
Destination Address:

Address Book Entry: ( i£#f ), mail_svr
Service: MAIL

Action: Permit
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CLI

1. #&0O
set
set
set
set
set
set

2. bk

interface
interface
interface
interface
interface
interface

ethernetl
ethernetl
ethernet?2
ethernet?
ethernet3
ethernet3

zone trust

ip 10.1.1.1/24
zone dmz

ip 1.2.2.1/24
zone untrust
ip 1.1.1.1/24

set address trust corp net 10.1.1.0/24
set address dmz mail svr 1.2.2.5/32

set address untrust r-mail svr 2.2.2.5/32

3. BRS4

set group service MAIL-POP3
set group service MAIL-POP3 add mail
set group service MAIL-POP3 add pop3

4. BH

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

5. RE§

set policy from trust to dmz corp net mail svr MAIL-POP3 permit
set policy from dmz to untrust mail svr r-mail svr MAIL permit
set policy from untrust to dmz r-mail svr mail svr MAIL permit

save
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seffl : XEXBISRES IR E
FEASNIEA A 7] (ABC Design) U3 I 45 20 B AN -, IX AT AAE Trust X BEH . XA A

o TFE( ﬁﬁ%ﬁ(ﬁﬁf@ﬂt% “Eng” )
o NEIMEHRT Y (B bkl “Office” ).
I Web FHRAFIR S g5t —4~ DMZ [X B,
AT R LA F P 2 R S
o “Eng” nlffi T H N B FTA RS, FTP-Put. IMAP. MAIL f1 POP3 [4F.
o HELHEIT WebAuth X B AT TIAUE, “Office” B ] FH B HEAEFIVG i) BEEM . (45 9% WebAuth H 77 A
1EEI’an ., THZHEE 8-41 U BN “IAEFH ST )
o Trust X B ATA FH /= B v] 5 i) DMZ [X Bt 11 Web FTHBAFAR S48 -
e Untrust X Bt s FEMR AR 4528 7T 17 7] DMZ X B IR A Hi R 4 i 2545
. ‘%\Egﬂ%éﬁ%ﬁﬁ (FHJ5E Xkl “sys-admins” ), % DMZ X BErb (IR 5% 2% HLAT 486 FH 7 AAs B
i o

“Untrust X B

www.abc.com
mail.abc.com

AN A
NetScreen

P

Ofrce LAN‘

Trust X &
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AN AT g, FHEE SRR R L Hihk . RS AUNTEE AT 1L . A Ol B IX LT H T4
B, WHZSME 51 JUER “Hm” . 55 139 JU LRy “Hubk” . 25 263 T B “RSTUA” FIEE 6 &, “BhASHH” .

B ( SRt ) FIXE (BiFat) | RS Bh1E
Trust - Any Untrust - Any Com ( J]R4541 : FTP-Put. IMAP. MAIL. POP3 )|Reject
Trust - Eng Untrust - Any Any Permit
Trust - Office Untrust - Any Internet ( IR4541 : FTP-Get. HTTP. HTTPS) |Permit

(+ WebAuth)

MR B (R ) BX Bt ( Hinduik ) M55 Bk
Untrust - Any DMZ - mail.abc.com MAIL Permit
Untrust - Any DMZ - www.abc.com Web ( ilR%541 : HTTP. HTTPS) Permit

MR B (UL ) BIX Bt ( Hiwdk ) 55 Bk
Trust - Any DMZ - mail.abc.com e-mail ( k5541 : IMAP. MAIL. POP3) Permit
Trust - Any DMZ - www.abc.com Internet ( Ak%541 : FTP-Get. HTTP. HTTPS) Permit
Trust - sys-admins DMZ - Any Any Permit

MR B (R ) BX Bt ( Hinduik ) M55 Bk
DMZ - mail.abc.com Untrust - Any MAIL Permit

TER 1 R HME Sy e 72
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WebUI

1. M Trust, Z| Untrust
Policies > (From: Trust, To: Untrust) New: i AL F N %S, X5 i OK:
Source Address:

Address Book Entry: (#%£#% ), Eng
Destination Address:

Address Book Entry: (i£#f ), Any
Service: ANY
Action: Permit
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: ( i%£#% ), Office
Destination Address:

Address Book Entry: (i£#¢), Any
Service: Internet’
Action: Permit
>,§I<;I\T/?nced: BINLLUR 2, AR5 et Return, 158 i 0% IR [RI L AL

B

Authentication: (%£#+% )
WebAuth: (£ )

7. “Internet” ;& HAALLF A MRS 4 : FTP-Get. HTTP Fil HTTPS.
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Policies > (From: Trust, To: Untrust) New: it ALL RN %%, X5 Hidi OK:
Source Address:
Address Book Entry: (i£#%), Any
Destination Address:
Address Book Entry: (1£# ), Any
Service: Com®
Action: Reject

Position at Top: ( £+%)

YR 1 XA Untrust X EEZ) Trust X ATI7 08, S8 HI7E 20 R M5 702607 6 15 507 -

2. M Untrust, #| DMZ
Policies > (From: Untrust, To: DMZ) New: i AL RN %, K5 Hidi OK:
Source Address:
Address Book Entry: (#£#f ), Any
Destination Address:

Address Book Entry: ( #£#f ), mail.abc.com
Service: MAIL

Action: Permit

8.  “Com” ZHALLT MMM : FTP-Put. MAIL. IMAP HI POP3.
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Policies > (From: Untrust, To: DMZ) New: #i AL FNZE, 4RJ5 Hudi OK:
Source Address:

Address Book Entry: (i£#%), Any
Destination Address:

Address Book Entry: ( %4 ), www.abc.com
Service: Web’

Action: Permit

3. M Trust, %] DMZ
Policies > (From: Trust, To: DMZ) New: i AL F %, AR5 5d OK:
Source Address:

Address Book Entry: (#£#%), Any
Destination Address:

Address Book Entry: (i%#¢ ), mail.abc.com
Service: e-mail™®
Action: Permit

9. “Web” ZHEALITFEAMRSYL : HTTP fil HTTPS.,
10. “e-mail” & HAT LU FAUA MRS 4L - MAIL.  IMAP 1 POP3.

Juniper Networks NetScreen #t:2 53564 - & 2 & : EARRIE 324



e
53
o
o
3
*
=
oxr
i
o)
k
I

Policies > (From: Trust, To: DMZ) New: % A LL NN %, R )5 ¥ OK:
Source Address:

Address Book Entry: (i£#%), Any
Destination Address:

Address Book Entry: ( 4 ), www.abc.com
Service: Internet
Action: Permit
Policies > (From: Trust, To: DMZ) New: #ii A LL N2, K5 Hidi OK:
Source Address:

Address Book Entry: ( i£#+% ), sys-admins
Destination Address:

Address Book Entry: (i£#¢), Any
Service: ANY
Action: Permit

4. M DMZ, Z| Untrust
Policies > (From: DMZ, To: Untrust) New: 5 AL F A%, X5 #idi OK:
Source Address:

Address Book Entry: (%% ), mail.abc.com
Destination Address:

Address Book Entry: (#£#%), Any
Service: MAIL

Action: Permit
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CLI

1. M Trust, ZJ Untrust

set policy from trust to untrust eng any any permit
set policy from trust to untrust office any Internet’ permit webauth
set policy top from trust to untrust any any Com'” reject

2. M Untrust, % DMZ

set policy from untrust to dmz any mail.abc.com mail permit
set policy from untrust to dmz any www.abc.com Web ' permit

3. M Trust, % DMZ

set policy from trust to dmz any mail.abc.com e-mail™’ permit
set policy from trust to dmz any www.abc.com Internet'’ permit
set policy from trust to dmz sys-admins any any permit

4. I DMZ, %l Untrust

set policy from dmz to untrust mail.abc.com any mail permit
save

1. “Internet” ZEF LT HRAMIRSA : FTP-Get. HTTP fl HTTPS.
12.  “Com” JEEALLNAUR MRS 4L : FTP-Put. MAIL. IMAP F1 POPS.
13, “Web” ZEALUTHRAMRSLA : HTTP F1 HTTPS.

14. “e-mail” 2 HRA LTRSS - MAIL. IMAP FI POP3.
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SEf X AARSR B

ARG, HOIE— A X BN RN, Y20 ViR Trust X ECH A LAN _ERIPLEIRSS 25, B 500 ethernetd
2hE 2 Trust X B, FH45YRIL IP Huhtoh 10.1.1.1/24. R854 ethernet2 482 2 Trust X B, FH45IRIL IP Huht
10.1.5.1/24. J5 H Trust X Bt BENTBILZE ., 2, w XHAHLLE, —ANEH T A G 5510 s 155w 11
HE (10.1.1.100/32), A2t ENUITAE T HIHhE (10.1.5.0/24) . AR5 G IX BN BRSNS, L X EE 4L
i A R 2545

WebUI

1. Trust XEg - O FAHEZE
Network > Interfaces > Edit ( %} T- ethernet1 ): AL NN, K5 Hdi Apply:
Zone Name: Trust
Static IP: ( I IEPE I IE TN )
IP Address/Netmask: 10.1.1.1/24

LT NE, R Hd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f - ethernet1 ): B ALL R A%, KI5 5.0 Apply:
Zone Name: Trust
Static IP: ( HH LN IE £ )
IP Address/Netmask: 10.1.5.1/24

ERLLN A, 558 OK:
Interface Mode: NAT

Network > Zones > Edit ( X} T Trust ): A LL FHNZ, S5 Hdi OK:
Block Intra-Zone Traffic: ( i£$f )
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2. bt
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: Hamilton

IP Address/Domain Name:

IP/Netmask: (1%£+% ), 10.1.1.100/32
Zone: Trust

Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: accounting
IP Address/Domain Name:

IP/Netmask: (i£+ ), 10.1.5.0/24
Zone: Trust

3. KEE
Policies > (From: Trust, To: Trust) > New: #i AL F N2, K5 Hdi OK:
Source Address:
Address Book Entry: (%% ), accounting
Destination Address:
Address Book Entry: ( i%£#f ), Hamilton
Service: ANY

Action: Permit
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CLI

1. Trust XEZ — #ZEOFIFAZE

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet?2 zone trust
set interface ethernet2 ip 10.1.5.1/24
set interface ethernet?2 nat

set zone trust block

2. bt

set address trust Hamilton 10.1.1.100/32
set address trust accounting 10.1.5.0/24

3. RES
set policy from trust to trust accounting Hamilton any permit
save
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Bl . 2R
FEABIT, IR, RN BE T (5T L HLAS AT BLUS I A5 Web F35, [ bk Jy
www juniper.net’®, UAE(EVF L 2 A BN, KO AR SN R ERE I S, e, AR S R S A

D BLIR] S I BE SEILHIAE S5 (JLrh n= X B ).
WebUI

1. ZFEit
Objects > Addresses > List > New: i ALL F A%, K59 OK:

Address Name: serveri
IP Address/Domain Name:

Domain Name: ( £+ ), www.juniper.net
Zone: Global

2. RHEE
Policies > (From: Global, To: Global) > New: i AL F A%, KRG OK:

Source Address:
Address Book Entry: (#£#), Any
Destination Address:
Address Book Entry: (i%£#f ), servert
Service: HTTP
Action: Permit

15, SUF IR AR 1P Hhilik, Naf{s 2 7F NetScreen %45 %7 DNS IRSE4T TICE .
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ClLI
1. =St
set address global serverl www.juniper.net
2. KBS
set policy global any serverl http permit
save

560 )\ cESINIE
o CLIBUE IS, /e 0IESENs SRS A IR FR BTV RS 2. B0, AT S 50 LI s -

set policy id 1 from trust to untrust hostl serverl HTTP permit attack
HIGH:HTTP:SIGS action close

U R AR IZ SRS B T R O, s e Yt ik B H bt il . e R A5 B e M 4, R R NSRS 1 A,
XA ANAT N ) iy

set policy id 1

ns (policy:1)-> set src-address host2

ns (policy:1)-> set dst-address server?2

ns (policy:1)-> set service FTP

ns (policy:1)-> set attack CRITICAL:HTTP:SIGS

WA WA BB 2 A H, RENKENIEHMBERRTT . #la, oM FIRKERE R server2, {HANHE R
#k server2 Fl servert, A4 [RIN#2ER 2 Gt A A Hbriht T -

T server2, v/' ns (policy:1)-> unset dst-address server?2
Bk servert, v// ns (policy:1)-> unset dst-address serverl

JK: ns (policy:1)-> unset dst-address server?

HARE RN e AT IR bR o
BA R ENBE s(policy:1)-> unset dst-address serverl
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BIRBABHZZIKE

ScreenOS RVFKF 24 BN INE R 5 skms 4l 4k

o Jidhhk

o HAriihk
o RS

o Ghidl

£ ScreenOS 5.0.0 Z F I ARA T, HA 2 AN AEAN H AR IE s 55 (00— 5720 B 5 QU HAT 24 B A g i ik

HE’(%QHJ, @iﬁﬁ%lﬂ%ﬁalﬁﬁﬁéﬂ ScreenOS 5.0.0 A Sl R Hu A IR 55 AH AT nT A o A, tmT DAE A I
2% H 2 SR ms 2H A

TER 1 IR T 5 — P 2R 4 “Any 7, JUE T LANGE I M s T ] = 4 H . NetScreen
By 1Lt R E AR, 2B R o

LRI N, IEHRAT AR
WebUI

TENINZA M HE AR SS, W5 s 2 e s in 4k H 204455 1) Multiple 124l . B in2 AU, i pd
Attack Protection #%4ll. 7F Available Members £k 45— /\%% H, REMHH << #8124« H#3) 3 Active
Members £, nl % HE & H ER ILEAE, 5epis, i OK IR [AI SIS HCE vl

ClLI
A8 LA i 2 S A\ SRS A5

set policy id number

SRJE LT B B & FR AR R 1) A4

ns (policy: number)-> set src-address string

s (policy: number)-> set dst-address string

ns (policy: number)-> set service string
( ) —>

s (policy: number)-> set attack string
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Ak HEFR

AT ARG B SR, LN FH B FR TS 2 S s b bk sl H An bk 2 A0S e ko lhn, e fe e BRI a) B
“P-T_contractors” Huhl-2H 2 /NP e i Huhk i SR ms . ZEsEl It B ), vl 4 B s bk HEBR T

7E WebUI Hv, i SRS IC & 5T LY bl o H Ar il 55 (1) Multiple $281, kT B BLAE 3 B S
75 CLI o, AEWHhE B H A ik (0 F i 4l A0S (1)

TER 1 WAL AR DI TR AT B4 H o

SEfl . BFRitbubHERR

FEABI, RO BUAN SRS, SRVF Trust KBUH I P AU R ER 4420 “vulcan” (1 FTP k55 4 2 S P
17 FTP k54, LREET I BUAR 55 a8 SOB DR U 45 HoAl A Hl o .

AL, FECEERIE 2 /Y, WA Se v N SRS A . B —, S Trust X B IIX By N FH %€ . 7E NetScreen 1%
T PN (B BIR— X B ) S B0, X BN F B ZE R AT S A 4k o

9, BN DGR E S Trust X EBOE N HAMEC 1P bl

o ¥ ethernet! 4§5E 2] Trust X B IfH4IH IP Huli 5k >y 10.1.1.1/24,

o ¥ ethernet4 4§5E 2] Trust X B I3 1P Huli-5Ik >y 10.1.2.1/24.
%=, 1F Trust XB{HR 44 “vulcan” ) FTP R4S 23 Gdthl (10.1.2.5/32).
SERIX AN R I, B A] A1 X B A S o

JER 1 G TS ]G P A FTP RS- 75, A % L FEIi 7= 10.1.2.0/24 7P H,  FF H A 5758
NetScreen [y K LZF AT EH C IR 55 7%
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ethernet1
10.1.1.1/24
10.1.2.1/24
P A H AL E— P—
— —
10.1.1.0/24 10.1.2.0/24
( " HARES ) (L2 ) e FTP Mk%4%
“vulcan”
' 10.1.2.5
Trust X & M
Ot FH DX B Py 0 B 2

WebUI

1. XEAERFEZE
Network > Zones > Edit ( X} T Trust ): # AL F N2, AR5 il OK:
Virtual Router Name: trust-vr

Block Intra-Zone Traffic: ( #£+% )
2. Trust XEg#EO
Network > Interfaces > Edit ( Xf - ethernet1 ): B ALL F N %, R Hdi Apply:
Zone Name: Trust

Static IP: ( MR INF% £EIH% I5 )
IP Address/Netmask: 10.1.1.1/24

ERLUTNZ, R Hd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T- ethernet4 ): I ALL NN %, K5 i Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.2.1/24

LT NE, K5 Hd OK:
Interface Mode: NAT

3. bt

Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: vulcan

IP Address/Domain Name:

IP/Netmask: (%), 10.1.2.5/32
Zone: Trust

4. KEE
Policies > (From: Trust, To: Trust) New: i ALL FNZ, K5 H.dF OK:
Source Address:

Address Book Entry: (#£#%), Any
Destination Address:

Address Book Entry: (#%£#% ), vulcan

> Hiidi Multiple, it Negate Following & EHE, 4XJ5 5 OK i [F]3E A

Policy fic & 1L,
Service: FTP
Action: Permit
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CLI
1. XEBWHEEE

set zone trust block

2. Trust XE&#EQ
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernetd4 zone trust
set interface ethernet4 ip 10.1.2.1/24
set interface ethernetl nat

3. Hhut
set address trust vulcan 10.1.2.5/32

4. KB
set policy from trust to trust any !vulcan ftp permit
save
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i e AN ZE F SR I

B SRIE 5, IR AT LLR [Pl B SRS A T2 0. 7F WebUI 1, Ao 225 1) 5% Configure FEPEI’J Edit 4. 7
H I Policy configuration Uil "H 0 i Sl AT S, AR5 i OK. 71 CLI 1, fiiH set policy 4.

ScreenOS it ffit 7 —Ff g FHANZE I Sems (075 2o AEBRAE O N, S pon HY o SEEESEms, AT L R 4AE
WebUI

Policies: 7F 2224 1] {1 %1% 1) Configure ¥4, {#F& Enable 5 i%HE.
Pl FH S () SCAAT UK B S

CLI

set policy id id num disable
save

TER 1 L NS, A2 w511 Configure #4477 Enable (WebUl), EGf#A unset policy
id id_num disable (CLI).
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SR HBE N A

7R B& GG UE

ScreenOS & flt—F T H, JH T4 Uk Heng 51K h S I 2 A 2. v RES L —Rh g k. “ 255 5)—Fb
RIEHIILG . B LT -

set policy id 1 from trust to untrust any any HTTP permit

set policy id 2 from trust to untrust any dst-A HTTP deny

[A 4 NetScreen ¥ & MR TS UA A $R 56 IS, DAFR B P85 B UL L SR IS J5, AN P 1a) B 2 4R Skmg 1) 38
(K H e s . 78 LA, NetScreen ¥4 WK FIIA MG 2, K SNE 1 Fh ) HbsHhhl “any” RG50S 2 fh 5 HAKK)
“dst-A” Hidik, F HTTP Hdli M Trust X B (5 Untrust X B dst-A 485E ) Wi — ANk 215k NetScreen # 4%
i, NetScreen W& UH A E /LB L VLEC I SIS 1,

A _ERVa ],  HA R SR, K8k H AR B SRS TRAE 58—
set policy id 2 from trust to untrust any dst-A HTTP deny
set policy id 1 from trust to untrust any any HTTP permit

SR, A H RSN T U REAE S Eﬁ?ﬁ%%ﬁﬂiﬁﬁﬁfﬁ‘ﬁ? ﬂﬁ%mﬁXﬁ%*ﬁ%ﬁﬁ%ﬁﬁﬁﬂﬁﬁ)ﬁK%ﬁZ%
TR o TR A S B rh R AT SRS IR, I R 41 CLI A%

exec policy verify
Sl 1 7 o RO RIS o ) SR o R, U P 2 R B s 2 RS I

SR IO A T L IGVER I — A g 25 55 5 — N SRS OIS Ol AE NIRRT 5 — S o SR 3, [H2, R
W& 1 RSN 2 [ZH A T SR 3:

set group address trust grpl add hostl

set group address trust grpl add host?2

set policy id 1 from trust to untrust hostl serverl HTTP permit

set policy id 2 from trust to untrust host2 serverl HTTP permit

set policy id 3 from trust to untrust grpl serverl HTTP deny

4

ﬁ%“Ei”MMAE?ﬁ%ﬂ%*ﬂa&m%ﬁ%%ﬂﬁzﬁﬁ%wiﬁm%%?H%%%é&%ﬂﬁ%&ﬂm% Aﬁ%(ﬁﬁ&&%ﬁ*E? Pt
HEAN HARHIE SR 55 R B fp JLAAARULEE ), PTEL, SR SNSRI T T i) Judl (BOnd 7). WSS 2 SR A A SR (R 5 A sk, HLAEA S 5

IR AN
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EHTHE SR

NetScreen #4475k By KA 1K 2408 5 SRBK AT X RS A, ABIFEAHR AR (1E 25 298 L B[ “SRug 415
) BRSPS — AN TFER, IER A AL . T NetScreen ¥ #-¥ SEms h 15 2 SN B 3151 % p 25— ST
BCIR Sk, DRI, 20t M BB R Ik B e — TR PP 2o HE SR o (R TR SRS AN HE R, T 213 308 18 B — P P S s P v
F AR TR R SR I 10— Pk S 257 AR I HEBR AR N )

FEBRAETOUT el B () SFEms H B S A 2 R I I o AT AN T A0 VR SRS 8 A AR Z I R TS . /E WebUI 1)
Policy configuration i, 1% Position at Top SitHE. 7 CLI 1, # <8t top W lF] set policy fir& i :
set policy top ...

LR RIS B S R PR P IIAFALE, HRATEL MR —
WebUI

7 WebUI H ] {5 FH i b J7 vk BB HE 7 SR - 762585 ) 5K mE 1Y) Configure #2rby,  fah [T 7 Sk Bl F i ko
R A Rk

L User Prompt X i5HE

TR SRS BN H R I I i, TERIA <-1>0 ZAEPIR P SRE ) R, fa N EEHE 2 21 L[ T 1) SR

(¥ 1D 5.
il OK, SATH Ak,
SR L LSk

3L Policy Move Ui, 7 ZEA2 3l 1 s LA 7 T8 SRS (1) 464

FE 27 FUE SRS B R A% 1 28— 4 (Move Location) FF & AR AN FIAL B RISk, AR SRS A 3h 21X 22407
o LR ] SR RS B 2K 51 & AL B R Sk

L Policy List UUifT, #5) 1 S UL B AL E .
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CLI

set policy move id num { before | after } number
save

T3 PR SR %

A R T HE e SRS A, B ] DABHIBR S . 7F WebUI 1, 7E ZER B 1) 5 1) Configure £+ il Remove. X4 %
G BN EH S T ERAT 2B R ERT, 15 Yes. 7E CLI v, fiiH] unset policy id_num %,
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= 7 2 MAERRER

N AREERER
155 R L T2 38 A4 100 L AR — 7 FE P RS R 20 T 3 24 1 DR 45 T B0 o 338 24 17 08 BB PR A R AR 45 i
(QoS) MIHIHE N HA ARG IR 2 TE I 01 2 M 540 24 03 R 5 B FH B3 25 NetScreen B4 (14—
fZ BRI, a1 NetScreen % £ 0= I THE .
YEB 1 NG WHLEH PR IX B AN PE R85 2 H ) s 7] LU T G BT . R H X S H—I (3
1) FEEOBE Z MY, W NetScreen 3% #1 Hi #2E -

ERMEREIETH

TG By 28, IO — M e R B I OR R e B B K e ML SE S N RN o R L [ By
AT BO A5 P AT SRS () DRISEAT S S WA SRy, T B LR B . gl R SR I 45 BT L R B ity
i P T HAC S AL R 017 v (A IE 3 H B R 08 FUAS (R BRI ) o
15 B TE D esd T A SRms 45 Bt o an R OC RS 58 S (105 IS I B T AH L e SRS 115 B TR I F e,
FR YUK 0] R SR N s (5 B A Sk, TS H T

o REEMHEN O

o KA CRR S

o MRAEGH T (BARMRALHEE )’
WA B R G005 A8 £ SR B SRS TR IR 25 O OC P LA BB kg, i id CLI dr 4 set
traffic-shaping mode off ¢4/ R4 15 B EE . nlf5 BIEIE & & ) H 3 : set traffic-shaping mode
auto. X VF RGEAEHME TG LT A5 BRI, 1R 0uE AN TT 2 H G T

1. %W A1) NetScreen 552 £ DiffServ i ribmic RETHIML . £75% “DS M ibric” MHEAIE R, W25 6-310 T LK “f5 BB .
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seffl ERRER
EARGI, BFEEAE T3 #2110 LXI4)r 45Mbps 1147 55, Az AT Rl —F M =AM 2 0. ethernet £ 104
4852 5 Trust X B, 1 ethernet3 #7745 5& £l Untrust [X EE“

Trust X & Untrust X B

’ ""‘b & T3-45 Mbps /
:?g’:‘-_,ia

= e dskas - \m@ : 5
ales: 5 Mbps it A\, 10 Mbps ¥i H! /"’ ‘\\
_i«-_; H&%%ﬁ DMZ i \
= -_,,.:\_77,&/ \H - *‘j— DMZ X &%

Support: 5 Mbps #i A, 5 Mbps it

WebUI

] . ?;D ™ Ju
Network > Interfaces > Edit ( %f - ethernet1 ): B ALL F A%, )5 Hdi OK:
Traffic Bandwidth: 450007

Network > Interfaces > Edit ( Xf - ethernet3 ): #ALL F A%, )5 ¥t OK:
Traffic Bandwidth: 45000

2. WA B O A R s, NetScreen K8 I AT A nl FH (¥4 #1455 o
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2. KRB
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Name: Marketing Traffic Shaping
Source Address:
Address Book Entry: ( i£#% ), Marketing
Destination Address:

Address Book Entry: (#£#), Any
Service: Any
Action: Permit
VPN Tunnel: None®

> Advanced: #IALL FINZE, SR)5 8 Return, % 5 w200 00 3% [P LA
B

Traffic Shaping: ( £+ )
Guaranteed Bandwidth: 10000
Maximum Bandwidth: 15000
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 ¥ OK:
Name: Sales Traffic Shaping Policy
Source Address:

Address Book Entry: ( i%£#% ), Sales
Destination Address:

Address Book Entry: ( £+ ), Any
Service: Any

3. fEnI{ESH VPN JHIE K S b R S BT .
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Action: Permit
> Advanced: #IALL NN Z, ARJGHd Return, 58 = 2 38 TR % A L A
B
Traffic Shaping: ( i%£+ )
Guaranteed Bandwidth: 10000
Maximum Bandwidth: 10000

Policies > (From: Trust, To: Untrust) New: i AL F N %, X5 Hidi OK:
Name: Support Traffic Shaping Policy
Source Address:

Address Book Entry: (%% ), Support
Destination Address:

Address Book Entry: (i£#¢), Any
Service: Any
Action: Permit

> Advanced: HIALL N2, SRJ5Hd Return, W8 5 20k T 1R [F] LA
B

Traffic Shaping: ( #£$% )
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 10000
Policies > (From: Untrust, To: Trust) New: i AL NN %, K5 Hd OK:
Name: Allow Incoming Access to Marketing
Source Address:

Address Book Entry: (i%£+% ), Any
Destination Address:

Address Book Entry: (i%#f ), Marketing
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Service: Any
Action: Permit

> Advanced: IALL N A2, SRJG D Return, 38 5 20k T R [B] LA
B

Traffic Shaping: ( %+ )
Guaranteed Bandwidth: 10000
Maximum Bandwidth: 10000
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, #R)5 i OK:
Name: Allow Incoming Access to Sales
Source Address:

Address Book Entry: (#£#%), Any
Destination Address:

Address Book Entry: (i%£#+% ), Sales
Service: Any
Action: Permit

> Advanced: IALL N2, SRJ5 T Return, 8 5 20k T R [B] LA
BT

Traffic Shaping: ( %£$% )
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 10000
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Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:
Name: Allow Incoming Access to Support
Source Address:

Address Book Entry: (i£#%), Any
Destination Address:

Address Book Entry: (i%£#f ), Support
Service: Any
Action: Permit

> Advanced: IALL N A2, ARG Hd Return, 38 5 2k T R [B] LA
B
Traffic Shaping: ( £+ )
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 5000
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ClLI
T S G B, TEPAT LT R AE
] . j:fl:] M Ju
set interface ethernetl bandwidth 45000°
set interface ethernet3 bandwidth 45000
2. RESTE
set policy name “Marketing Traffic Shaping” from trust to untrust marketing any
any permit traffic gbw 10000 priority O mbw 15000
set policy name “Sales Traffic Shaping Policy” from trust to untrust sales any
any permit traffic gbw 10000 priority O mbw 10000
set policy name “Support Traffic Shaping Policy” from trust to untrust support
any any permit traffic gbw 5000 priority 0 mbw 10000
set policy name “Allow Incoming Access to Marketing” from untrust to trust any
marketing any permit traffic gbw 10000 priority 0 mbw 10000
set policy name “Allow Incoming Access to Sales” from untrust to trust any
sales any permit traffic gbw 5000 priority 0 mbw 10000
set policy name “Allow Incoming Access to Support” from untrust to trust any
support any permit traffic gbw 5000 priority 0 mbw 5000
save

4. WREATEEEDMWEIRE, NetScreen KAl FH BT v F 104 Bl 55
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iif NetScreen ¥ L1fS BLIAHILIIAL, FTRER AN ALEA S G600 SRR AL PR 0 (I ST IR SRR 2k
HEZI Dt SV T4 PR 7 RS PR AP A B 7 1 o] PRI v SR R T B 5 L R A LI I, 00 B T LA
REBE BRI e AR . B HEFIIhRE, NetScreen &M LL\FIAN [ L S e HEFI S BTS20k 31X )\ Fh
He2 o

e High priority

e 2nd priority

e 3rd priority

e 4th priority

e  5th priority

e  6th priority

e  7th priority

e Low priority ( #4)
S DL S 0 T RS A 43 L4 L SR 0 T K T s DR S A BT RV S 7 5 R S A T 9 . LA A
P E IR SRR LU A58 44l 58 . NetScreen 4% 1 JuAb BER A BRI SE A O P A 15 DL, SR Jm AL PR
ﬂﬁﬁ%?%ﬁg%%mﬁﬁﬁ,W%%ﬁ,Eﬁﬁ@%%ﬁ%ﬁﬁﬁiom%ﬁﬁﬁﬁiﬁﬁﬂ%%ﬁ,M%%ﬁ
PSP R AR B

AP 2 PV EEANEE 11 2 B RS FRETT 1 T o AW L B FEA G A BER A B EA ST ML E s R 5
FAME T LRI 11 TG L LT L i B I T 5 T FE ZRE o

U SR A FAT AR DBty i, ) )l AL S SR SR BRI 2 R BT {5 i e Bl Bt 2R R AL S T AT = i Se 4
5 R e, A REAIRH 2 U fE B, K. HA RSB A E B2 G, NetScreen 44
AL FRARAL G 2 15 B AL

Tilf
=

1

g7
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Sef : LIERHET

ARG, T =ANEB1] (Support.  Sales Fll Marketing) Bt & {4 Fe il o Al s K 5%, I RFTs ¢

H i RAIE AU RATE HERIE 5%
Support 5 5 10 =
Sales 25 3.5 2
Marketing 25 1.5 3
Tt 10 10 20

" IR AERS (Mbps)

WIS = AT F N 18 I NetScreen [ kB A& U Bk, I84 NetScreen i 7% 0425143 it 20 Mbps 1717 i LAY A2
RAEfRSERG 25Kk . ethernet! 42 LI# 4552 3] Trust (X B, 1 ethernet3 #%455& £ Untrust [X B .

Trust X B

Untrust [X B

T3 (45 Mbps) iL

k"
V
o |
< |
N
X

Uy

Ny é&/”_’
é JR%3 DMZ

Marketing: 2.5 Mbps ¥itti, 1.5 Mbps i\, % 3 ’-ﬁiﬁflliéﬁw_,; , M////
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WebUI

1. #EFOWER
Interfaces > Edit ( %} - ethernet1 ): B ALL F A%, SRJ5Hik OK:
Traffic Bandwidth: 40000

Interfaces > Edit ( %f T- ethernet3 ): B ALL F A%, K55l OK:
Traffic Bandwidth: 40000

2. REETHE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 ¥ OK:
Name: Sup-out
Source Address:

Address Book Entry: (%% ), Support
Destination Address:

Address Book Entry: (i£#¢ ), Any
Service: Any
Action: Permit

> ég\?/gnced: BIANLLRAZ, K55 Return, ¥ & S ORI R [P 3 AC
N=RUAR
Traffic Shaping: ( 4% )
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 40000
Traffic Priority: High priority
DiffServ Codepoint Marking® : ( £+ )

%ﬁtfﬁﬁﬁtﬂl"/’ﬂ R IR A E A %mu&{ﬂﬂu ( “Mhic's” ) AR5, DS EEE'EHWM% NetScreen [ SRIEAL S WL 21 1P Hoffi t0ty
SRR =, 4758 “DS fsbnic” ISR, 25 310 i Ll “fF BB .
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Policies > (From: Trust, To: Untrust) New: i ALL F N %, X5 Hidi OK:
Name: Sal-out
Source Address:

Address Book Entry: ( i%£#% ), Sales
Destination Address:

Address Book Entry: (i£#%), Any
Service: Any
Action: Permit

> Advanced: HIALL N A2, SRJ5 T Return, 8 5 20k T R [F] LA
BT

Traffic Shaping: ( %£$% )
Guaranteed Bandwidth: 2500
Maximum Bandwidth: 40000
Traffic Priority: 2nd priority
DiffServ Codepoint Marking: Enable
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 ¥ OK:
Name: Mar-out
Source Address:

Address Book Entry: ( i%£#% ), Marketing
Destination Address:

Address Book Entry: ( £+ ), Any
Service: Any
Action: Permit
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> Advanced: B AL FNZE, SR)5 9l Return, % 8 5 200 U0 TR [0 FE AL
B

Traffic Shaping: ( 3% )
Guaranteed Bandwidth: 2500
Maximum Bandwidth: 40000
Traffic Priority: 3rd priority
DiffServ Codepoint Marking: ( 1%£#¢ )
Policies > (From: Untrust, To: Trust) New: % A LL N A%, K5 Hdi OK:
Name: Sup-in
Source Address:

Address Book Entry: (i£#¢ ), Any
Destination Address:

Address Book Entry: ( i%£#f ), Support
Service: Any
Action: Permit

> Advanced: HIALL FNZE, KRG ¥ Return, W8 5 2% JfR [F] JE AL
BT

Traffic Shaping: ( 3% )
Guaranteed Bandwidth: 5000
Maximum Bandwidth: 40000
Traffic Priority: High priority
DiffServ Codepoint Marking: ( #%£+#¢)
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Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:
Name: Sal-in
Source Address:

Address Book Entry: (#£#), Any
Destination Address:

Address Book Entry: (i%£#+% ), Sales
Service: Any
Action: Permit

> Advanced: HIALL N A2, SRJ5 T Return, 8 5 20k T R [F] LA
BT

Traffic Shaping: ( %£$% )
Guaranteed Bandwidth: 3500
Maximum Bandwidth: 40000
Traffic Priority: 2nd priority
DiffServ Codepoint Marking: ( #%£+#¢)
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:
Name: Mar-in
Source Address:

Address Book Entry: (#£+#%), Any
Destination Address:

Address Book Entry: ( £+ ), Marketing
Service: Any
Action: Permit
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> Advanced: fit AN LL RN ZE, SRt Return,  1EE s 2% IR [P JE AL
B
Traffic Shaping: ( £#% )
Guaranteed Bandwidth: 1500
Maximum Bandwidth: 40000
Traffic Priority: 3rd priority
DiffServ Codepoint Marking: ( 1%£#¢ )

CLI

1. *ICDITJJL,

set interface ethernetl bandwidth 40000
set interface ethernet3 bandwidth 40000

2- H]%rh Jd

set policy name sup-out from trust to untrust support any any permit traffic
gbw 5000 priority 0 mbw 40000 dscp enable

set policy name sal-out from trust to untrust sales any any permit traffic gbw
2500 priority 2 mbw 40000 dscp enable

set policy name mar-out from trust to untrust marketing any any permit traffic
gbw 2500 priority 3 mbw 40000 dscp enable

set policy name sup-in from untrust to trust any support any permit traffic gbw
5000 priority 0 mbw 40000 dscp enable

set policy name sal-in from untrust to trust any sales any permit traffic gbw
3500 priority 2 mbw 40000 dscp enable

set policy name mar-in from untrust to trust any marketing any permit traffic
gbw 1500 priority 3 mbw 40000 dscp enable

save
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R5S3

KREFE RGN B ETLRGSHAA RIS, XS H 20 NetScreen 2244 B ¥~ 415 i
o 5359 W LR “HM ARG

%5 360 T L[] “DNS rik”

%5 361 7 L1 “DNSRER”

%5 364 71 11 “Z)& DNS”

35 367 T L) “4RHE DNS Huhkoyfa”

e 370 5T ) “DHCP”

% 372 T Y “DHCP 5544”7
%5 382 i [-ff) “DHCP th4kftsn”
%5 388 L [-ff) “DHCP % /)it ”
%5 390 Ui i) “TCP/NP ¥ B AL

e (393t ff) “PPPoE”

5399 YU LI “HAMEIN LINZ A PPPOE £
5 404 WL LY “PPPOE Al nl FH#E”

o 5405 UL LM “THGANEE LI 1

55 406 T TR T & A LR

5 407 v by TR EORTIE 1

%414 71 R “TH2 NSRP it 'E ) NetScreen %45
% 425 5L LR “GERE AT DI ST
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o 429yt B R BAANLE”
— 429 iU B “ORAEFIFEANLE”
— B 431 bR “PRERR
— EB 434 WU L) “BiE R E SR
e 3436 il 1) “iE NetScreen-Security Manager Bulk-CLI”
o 437 W LM “VrRrssg”
o 439 UL LI “TUE MRS MM S s
— 55439 WL BN “IGIHIRS”
— 5440 TU LR “Hrie g LIRS AVL URL &L3EF1 DI gs”
— 441 U ER “EMA RS BT AV, URL ot yER DI RS
— B 442 71 by “ HJH DI Rg”
o HA443 T LI “ RGN
— B 443 WU LRy “H IR R
— 443 UL WX
- 444 5T L “NTP”
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£ 8 E RRSE 7R

BB RYGSHF

NetScreen B #4HEM T “H4 R4” (DNS) ¥, ARFEEETEH IP Mokt ny il ik 2 ok 47 & . DNS AR5 4%
TR EAH 5 AAAHICRN IP Huhk 32, [ﬁ’?TﬁﬁﬁTE@EﬁlE’] IP Huhik (1844 www.juniper.net X N [¢) IP k&
207.17.137.68 ) k5| HA & LA4h, v LLidik DNS Hik4: (W www.juniper.net ) K51 AL E . N A ITA R343R

DNS 4 :
. I
s R4
o HLFHRME

. WebTrends
. Websense

o LDAP
. SecurlD
o RADIUS

¢ NetScreen-Security Manager
7EX DNS Hl T34 / Huhitfdfr 2 iy, 0 207E NetScreen it 1 A DNS filk 554+ ( 1= DNS Jilk 5545 F1%H DNS 554+ )
B2 [

EE( 74/l NetScreen 4711y “z)a&5 LHIAE IR~ (DHCP) Mis4% ( 152 1d 4 370 W L9 “DHCP” ) 5’7‘
WA WebUI /17 DHCP i 7p A DNS JR%5-#5479 IP #4541, 14 7] 1/ CLI /719 set interface interface dhep i<
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%8B RS % R I

DNS &%

HILLL M OLI, NetScreen 23 i 4 & 1) DNS k55 4k &5 DNS R BT 4 H, AIMEREX L8 5% H 2l -

o R4 HA ks DI 5

o BITKRARFIRLE E M FRUE ) AR [ 1R FE IS TR [R] g

o TahEiilte 4T DNS &Lt
—  WebUI: Network > DNS: #.i; Refresh DNS cache.
— CLI: exec dns refresh

BRAE AT ik v EARER B Sl HT DNS SR RIS, 3l LA AT € SCRPHT IR IN TR TR) B (o 4 /N5 24 /N2 18]) o

B 1 I WebUI e i G- 2 IKE M54 2 #5095 (FQDN), 1417 Apply 2 OK /5,
NetScreen & # /52X 1% 5 1T HEHT. WIREA 71/ FQDN 19 CLI 755, W NetScreen i #& 15N i a 52
LN H A TTHEDT -
24 NetScreen 137515 DNS Jil 45 23 AHE LAENTIR A /IP Hhhb G iy, 29K1%4c H A6 EIL DNS IRA&E + . FIm %)
FA 5 DNS &4kl L2 — Lo HAR N 25
* 1 DNS &#R[FIZANKHE, BMESEZIA%H. 2 359 A ey Rz H— 14 H.
o 4{fif] WebUI # (] Refresh %4l o4 N\ CLI 74 exec dns refresh il #r ki, #1E NetScreen ¥ % &
PRI A R I B A T AR, WD T e e I SR o
o K DNS IS 8%k k%, NetScreen & <> FH 6T AT 4.
o WIREHIKIN, NetScreen i 7K M il 2 A72¢ HH ¥ SLMIBR
o INRAE AE IR S Nt bk N A Bk R, NetScreen WA 4h 44 R B, TR Cshys indthut,
{H7& DNS 4 Ak KM,
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NetScreen W45 WA R BT — OB A gk,  %80] PL22HE NetScreen ¥ 44145 & I [R) 3E4T A 4k -
WebUI

Network > DNS: #ii AL NN, 2R )5 Hid Apply:
DNS refresh every day at: & & EAE T 5 4 A B[] <hh:mm>

CLI

set dns host schedule time str
save

DNS JX75FR
DNS JRAEXRSHE BT G144 . AHMN 1P #uhlk. 232 T DL BRI 4 /IP Hihb R R st fa) . FR

A% 20 ) s
Name IP Address Status Last Lookup
www.yahoo.com 204.71.200.74 Success 8/13/2000 16:45:33

204.71.200.75
204.71.200.67
204.71.200.68
www.hotbot.com 209.185.151.28 Success 8/13/2000 16:45:38
209.185.151.210
216.32.228.18
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LA E DNSREEL, 1% MM — I ik s T A
WebUI
Network > DNS > Show DNS Table
CLI

get dns host report

Sef5: DNS AR 5% 25 F Rl #h B (8] Z2 HE

PSZHL DNS IhRE, 7 NetScreen % £ H1 4 24.1.64.38 F1 24.0.0.3 _|-[#) DNS R&-2e%i A IP Hulil, R4 R AFINE
J—& EHNL. %HE NetScreen ¥ &, i AERE R I 11:00 BlH 477 DNS JRAZFR 1) DNS ¥ & .
i DNS %548
24.1.64.38

Trust X & Untrust X B + DNS J%54s
24.0.0.3

[l duniper’

WebUI

Network > DNS: A LLF %, SRJ5 #:h Apply:
Primary DNS Server: 24.0.0.3
Secondary DNS Server: 24.1.64.38

DNS Refresh: (1£#)
Every Day at: 23:00
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set dns host dnsl 24.0.0.3
set dns host dns2 24.1.64.38
set dns host schedule 23:00
save

Seff ; 1% E DNS RlEAt a8 fE
A, 4L E NetScreen W4 145 KA = 00:01 &2, 5% 4 /NERIHT—k DNS .
WebUI

Network > DNS: A LLF %, AR5 5l Apply:
DNS Refresh: (i#£#%)
Every Day at: 00:01

Interval: 4

CLI

set dns host schedule 00:01 interval 4
save
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#h7S DNS
“ZhZ DNS” (DDNS) s&—f e i/ 7 i 2 A BB e M4 1P Hulik bLAl . 24 ISP A ] PPP. DHCP &k XAuth LA
AT Y web RS 251K) CPE ¥ rh1 %% (917 NetScreen ¥ 45 ) #) 1P #uhiknsf, SR A M. Xk, B CPE
P A ) 1P bk SE Ay g B ok, B B )y mT A P A4 U7 i) web Ik g5 4 . il DDNS JiRk4s#% (19140
dyndns.org 5% ddo.jp ) Al LASEERSEEE ok, Horb B AR Sh A S R Hu ki S HOAH OCGER 138044 « - CPE A H b5 5 2 B 58T
DDNS JIl45#%, By 1P Hubil (1 5 2
ZIH] DDNS, 57t DDNS kg5 Bald— Nk (P RS RY ) o kS5 &4l FH bk 7 45 EVHG B 25 ) i e 4%

Web 435

www.my_host.com

NetScreen # %

—< 0 AR
—_— 3 (CPE B&Hi4%)
L HIKH o
DDNS %48 : .
- . ) ethernet7

4 777777777
“~
dyntérés.qrg =119
0. B
P JEE : Untrust X BER 2R

£ L, H:10 ethernet7 1) IP Hubk rl REC AT T . ME kA SE, &) umfliH FHL4 (www.my_host.com) E%
Frilik dyndns.org k552554 ddo.jp B &2 475 v 15 in) 52 R 97 [ Web Jli 45 %% . I IXLe )il 4545 75 NetScreen 144 ML

BEANELZ W) T 47 P ANIA] o
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&5 . dyndns BR5%52589 DDNS & &

E NI, #EE X DDNS #1454} NetScreen W& THLE . 1% ¥4 fli ] dyndns.org 45 sk i A 58 ey stk . %1
ZHRS 2%, ] Host Name ¥ & SRR E 2R Y71 ML, ZENLI#I4EE 3] DNS #2110 (ethernet7) ; [RIfT, 241 &
ddo.jp 4548 AL T H N AR, Ei ek BN [FZEE 1 P b A S H

WebUI

Network > DNS > DDNS > New: fii A\LL F A%, 25k OK:
ID: 12
Server Settings:
Server Type: dyndns
Server Name: dyndns.org
Refresh Interval: 24
Minimum Update Interval: 15’
Account Settings:
Username: swordfish
Password: ad93lvb
Bind to Interface: ethernet7

Host Name: www.my_host.com

1. MBCESRE DDNS HUBT 2 18] (4 5D )] B ( A2 RoR )o SREED 10 0B, SEVRINTEEE 1-1440, JRSUKE0L N, i DNS H&%#ﬁ%%%ﬁﬁﬁ% Spue

701 DDNS 2 H, Preligse e Sz [l a k. #bsh, ik Minimum Update Interval B8 4 1R/NI{E, T84 NetScreen i
FEUAE T 10 23 B ER SR -
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set dns ddns

set dns ddns enable

set dns ddns id 12 server dyndns.org server-type dyndns refresh-interval 24
minimum-update-interval 15

set dns ddns id 12 src-interface ethernet?7 host-name www.my host.com

set dns ddns id 12 username swordfish password ad931vb

save

Sefl : ddo AR5 25 R DDNS & &

fE R, 4 NetScreen B+ HLE DDNS. 1%k 1 H ddo.jp k5Kl . %JT ddo.jp M54, K3z frd
(13 #L FQDN #5574 DDNS 4% H ¥ Username, 1fi A2 {H Host Name 1 & K45 & 2 (R4 ML 1% MR5 B 3 A
Username {3 =M% . B0, ddo.jp IR45#5KFH 7 4 my_host #4% 4 my_host.ddo.jp. #fif#7E ddo.jp LT
4 5 S Y DNS AT

WebUI

Network > DNS > DDNS > New: fij AL F N2, SR )5 #ili OK:
ID: 25
Server Settings:
Server Type: ddo
Server Name: juniper.net
Refresh Interval: 24
Minimum Update Interval: 15
Account Settings:
Username: my_host
Password: ad93Ivb
Bind to Interface: ethernet7
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set dns ddns
set dns ddns enable

set dns ddns id 25 server ddo.jp server-type ddo refresh-interval 24
minimum-update-interval 15

set dns ddns id 25 src-interface ethernet?
set dns ddns id 25 username my host password ad931lvb
save

{X 38 DNS bt 95

ACPE DNS ZhRgR ML T —Fh SR VFR 7 5 EAT 7 B i) DNS A i B AL A oA, AR AR 570 B4 el A%
HPE K DNS Ay &5 [ 255 2 (1) DNS R%585. 4 VPN JfiE sk PPPoE JE It B (AT 2 /1~ W9 4% 1% Jein] b R
WA, JF B U8 5 AR — 28 DNS Ay 5] 5 28— M2 LUCK I E &5 2 51— 4%

PLF 2 DNS A3 f BB 140 A
o BREFREE AN W, EErHSEEL (141 acme.com ) [ DNS i) r] AEA AL S/l DNS k454, 1T

11BN DNS &ifg46 £ ISP DNS ARk554%, XAEmbi > 7 Al ds s B, sedb, IXRHaa B kAl
ST R EPEN] e/ RN R it

o DNS B A VFEGE LW B2 AL ik 2 (1) DNS Axify, P ) RLBH (b8 H P 40T N S R 2% e o, 48
7€ B4RV IRk 2545 1) DNS Aty rl DUB @B B 1, I 224 Dhge (B0an, AR, s A s el )
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Sefil : 4B DNS 15k
TH a2 MMEEE DNS 4 H, X4 HA LUK DNS Bl K ga AR RS 25 o
ISP DNS Jik5-58

netscreen.com => 63.126.135.170 - netscreen.com

M
1.1. 123L\ —®-—( }—@— 63.126.135.170

acme.com => =~ acme_eng.com => ="
3.1.1.2 S 3.1.1.5 Ly

: ethernet3

tunnel.1 / ’ b
DNS k% 2%
2.1.1.21

acme.Com NS (e 2.1.1.34

acme_eng.com

o {54 acme.com [ 4 FQDN [{{T{r] DNS i #5E 4ol iE 82 11 tunnel.1, 235 IP Hililkh 2.1.1.21
14 DNS iR 428,
B, R FEHLUEH www.acme.com [¥] DNS #if], W& HaEaEws] FRIBiRS 4. (T,
RV S AT ok 1P Motk 3.1.1.2, )

e ¥4 acme_engineering.com (1) 24 FQDN [J{T{] DNS &rifj#i E 48 kil #: 1 tunnel.1, 2iA IP Huhl:
3 2.1.1.34 [f] DNS Ik %5 %5 .

fihn, R EHLK H intranet.acme_eng.com 1) DNS #if], W& A4Sk 5] SRS 8. (5T ks
], AR RSS2 R AW Ad AT 1P ik 3.1.1.5, )

o FrHHEN DNS Eif] (LA SHRI] ) Waeid kS 2%, IF&idE: 0 ethernet3 213k IP Huhth 1.1.1.23 1)
DNS flz%545%

filan, W ENIA A4S L www.juniper.net, T & el MRS 2%, RG] SRR 2, %R
LB SRR HNT A IP Hihl 207.17.137.68.
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WebUI

1. Network > DNS > Proxy: i AL F N, K5 Hdi Apply:
Initialize DNS Proxy: Enable
Enable DNS Proxy: Enable

2. Network > DNS > Proxy > New: i AL F N %, AR5 Hd OK:
Domain Name: acme.com
Outgoing Interface: tunnel.1
Primary DNS Server: 2.1.1.21

3. Network > DNS > Proxy > New: i AL FNZE, AR5 5d OK:
Domain Name: acme_eng.com
Outgoing Interface: tunnel.1
Primary DNS Server: 2.1.1.34

4. Network > DNS > Proxy > New: i AL F N2, AR5 Hd OK:
Domain Name: *
Outgoing Interface: ethernet3
Primary DNS Server: 1.1.1.23

CLI

set dns proxy

set dns proxy enable

set interface ethernet3 proxy dns

set dns server-select domain acme.com outgoing-interface tunnel.l
primary-server 2.1.1.21

set dns server-select domain acme eng.com outgoing-interface tunnel.l
primary-server 2.1.1.34 -

set dns server-select domain * outgoing-interface ethernet3 primary-server
1.1.1.23

save
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DHCP

“HISTHEE NN (DHCP) @ Azl o4 M2 b 1) EHL - BC TCP/P B B A0 1 2 7 B 61 (1) 75K . DHCP
SAVEE E R AZO M PR S HLA BC. BCE . EREAANE N (LI ) Br g TCP/IP w'E. itthk, DHCP i&n] L
FORAE R R bl BP0 O G A3kt JF BT BL B 3000 BEHLEREN 77 Boid a1 1P k.

AN[A]) NetScreen 5 £ > £ AN [11) DHCP A ¢,
e  DHCP &/ : Ktk NetScreen 141 LL75Y DHCP & )i, $I AT 25 X By b (P4 25 M PR L Bh 40 i
(1 1P Hudlk,

e  DHCP k%45 : 54k NetScreen % 4148 Al 7624 DHCP k4545, AT =X BN T =W 8: 1k VLAN 1
EWENL (7824 DHCP % /i ) s AC 1P Hhk.

YEE 1 &/ DHCP JR % #5#L 0y X BE HI L ( 201 L 1F54 ) A FH RS, 1758 7] LUy e plas ( sk %
w7 WINS jR%5#5¢) 1E/H[EE IP Hidf

e DHCP H4tfRH : if75 L NetScreen ¥ %1l L7824 DHCP 4k, 4k H DHCP Jik45 4% DHCP {5
B AR JE R IX e B A AT R X By N T R B e 1 5 VLAN #2100 B =ML

e DHCP &/ it/ IS4 [ 4k H : 518 NetScreen ¥ 45 1] LL[AIIN 7824 DHCP % /i IS #e frh gk AL HE .
HE, —NMEOEHEERE A DHCP fift. #Hln, ANEEFER—# 0 L MACE DHCP % ) b AR5 4% .
e E DHCP 2/ i, K H B TCPAP ¥ & ¥4 k4 DHCP R 45 284, LUK TCP ¥ & i fitsh
Trust X BP9 7524 DHCP %% F i (¥ LA LI AdH
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DHCP HiP 4 4% TALRE & T EHL TCP/IP B & % & B A T-20 B IP Hulik it dLiEl. 24 NetScreen i%
%7524 DHCP R4S i, ‘BafEs:— 1ML shi h HARME N TCP/IP W
o BRI IP HuhE A X SR . i L X S E R Bl 0.0.0.0/0, DHCP 45 23 s b2 3 3 B 4s Trust
X B 112 147 |P Mk R 2% 350
o AR EEI IP Huht

—  WINS %528 (2):° “Windows HIKM A 4 Kk45 7 (WINS) fil55 7445 Windows NT %28 PR 5548 (1)
NetBIOS & Frmi i kT 1P W4 25 b A FH 1) 1P Hbdik

— NetInfo Ilk45#% (2): Netinfo J& —Fl' Apple W25 Il55, JT-4F LAN P2 &8 B o

— Netinfo ¥rict (1): Apple Netinfo i ZE45 1 AR S ARIC o

— DNS Jli%4s (3): “HkA FRS” (DNS) Mess#s vl 48— e 45 (URL) BRI 4 1P Hbbik,

— SMTP 4545 (1): “TSms AR5 ” (SMTP) k5525 7] 1) £7fift A 1] WA () S ik 25 4% (21 POP3 Jlik
2% 2% ) A1k SMTP 4 &

— POP3 JIRg54% (1): “HBJmthist s 3”7 (POP3) rs5#s il A7t N M k4. POP3 k45 a8 4251 SMTP Jik
Z- A

— RS A (1) B R S5 AR O A7 T T AL B SR A R

JEBE 1 24 NetScreen 45 /i3 — DHCP %/ i {5 L5, WF %5 G 75E 0 IP Hihl, b
s M DHCP JR % #5120 915 208517 6 -

2. FERTLUK ZAMEOGEE S Trust X BUNHEE B, S H 29I E SIZIX BOF I T IP il 8 .
3. S IECT RN P SRR M R 55 A o
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DHCP fiz 5525
—& NetScreen & & % 1] 32 F8 /\ /> DHCP JiR55 %8, XULARSS28 v] DI TAT = X BE N AT — ) ¥ 2 1 8 VLAN #:1
. 784 DHCP k45251, NetScreen ¥ & LA R AR 20 /0 c (P bk A1 R4 HE AL -

o IF “BhA” B, 74 DHCP li%-4%1%) NetScreen 12 ubl-yth? s IP sl oM ( 8L “FfE” ) 4

p=

DHCP & /i EHL. Al fE—E IR AT 1P Huhl, tnlJoPRIAA], B 208 il ix IP #dik k. (2
€ SCRIRALIY, iS5 0. )

o fE PRI BIXTH, FRE& RN, NetScreen 5 & #ios Wbkt Hh L [ oA A Bl — AN 2 14 1P
Hhhk

JEB : NetScreen #4715/ DHCP 71075 IP Hili-(RIFZIANFE T . A, k757 NetScreen 44
SN

SEf5 : 7o DHCP BR£52E 89 NetScreen & &

JHl DHCP ¥4 Trust X Bt 172.16.10.0/24 R4 5r =/ IP Hiuhikit .
e 172.16.10.10 through 172.16.10.19
e 172.16.10.120 through 172.16.10.129
e 172.16.10.210 through 172.16.10.219

DHCP IR &5 #8¥4 5h7& /0 BT dr P Huhil, SV A TR 1P ik i g A AR st R 0 2 1P ik iy DY A IR 2% 2 4 A
21 ethernet! 4152 3 Trust X, H IP Huhlhy 172.16.10.1/24, Jf HALT NAT #ix. 4/ dynamic.com.

4. bbb A 1P ALK E XYEH,  NetScreen B v LA H I DHCP Mk #EAT /3L . 2 ] AZi41 255 4> IP Huhik.
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2 DNS Jli 443
N e P
Trust [X B ethernet1 i M 172.16.10.240
172.16.10.1/24 (NAT) 172.16.10.241
Hi kit 172.16.10.0/24 ok

172-16.10.10 — LAN 172-16.10.210 —

172.16.10.19 172.16.10.219
) Hu by

172-16.10.120 —
RH 1P
172.16.10.11 1 POP3 k%523
MAC: 12:34:ab:cd:56:78 il & 1P
172.16.10.25 A1 172.16.10.10
RE 1P
172.16.10.112
MAC: ab:cd:12:34:ef:gh
WebUI
1. bk
Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: DNS#1
Comment: Primary DNS Server
IP Address/Domain Name:
IP/Netmask: ( #£#¢ ), 172.16.10.240/32
Zone: Trust
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Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: DNS#2

Comment: Secondary DNS Server
IP Address/Domain Name:

IP/Netmask: (1£+f ), 172.16.10.241/32
Zone: Trust

Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: SMTP
Comment: SMTP Server
IP Address/Domain Name:
IP/Netmask: ( £+ ), 172.16.10.25/32
Zone: Trust
Objects > Addresses > List > New: #i AL N A%, X5 i OK:
Address Name: POP3
Comment: POP3 Server
IP Address/Domain Name:

IP/Netmask: (1%£+% ), 172.16.10.110/32
Zone: Trust
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2. DHCP BR52%
Network > DHCP > Edit ( %/ - ethernet1 ) > DHCP Server: i ALL F N %, K58 Apply:®

Lease: Unlimited (i%£#%)

WINS#1: 0.0.0.0

DNS#1: 172.16.10.240

> Advanced Options: 4t A LA T A%, X5 i Return, 8 i 200 1 Ik 1]

FEARTCE UL

WINS#2: 0.0.0.0
DNS#2: 172.16.10.241
DNS#3: 0.0.0.0
SMTP: 172.16.10.25
POP3: 172.16.10.110
NEWS: 0.0.0.0
Netinfo Server #1: 0.0.0.0
Netinfo Server #2: 0.0.0.0
Netinfo Tag: ( f£H F-BAZ)
Domain Name: dynamic.com

> Addresses > New: fit NLL TN %, X5 i OK:
Dynamic: (i£#¢)
IP Address Start: 172.16.10.10
IP Address End: 172.16.10.19

5. AAuts Gateway il Netmask “*Btfrfff 9 0.0.0.0, DHCP Mt di B b £o¥if i #457 ethemett [if 1P ﬂﬁﬂtﬂlﬂ%%@ﬁ%ﬁ%ﬁﬁi\%)ﬂ (A1 172.16.1 0.1 f
255.255.255.0 ), {HJE, fnfil: DHCP %»F‘ﬂ“ﬁﬁ Yol TCP/IP i i Je 45 DHCP 452t (1558 390 1 L) “TCP/P Bt ” ), MIahZi
Gateway 1 Netmask S Brp TN A 172.16.10.1 Fl 255.255.255.0.

Juniper Networks NetScreen #t:2 53564 - & 2 & : EAXRRIE 375



DHCP

> Addresses > New: 5t AL F %, A5 OK:
Dynamic: (i%£#¢)
IP Address Start: 172.16.10.120
IP Address End: 172.16.10.129

> Addresses > New: i A\LL TN %, SR )5 Hid5 OK:
Dynamic: ( %+ )
IP Address Start: 172.16.10.210
IP Address End: 172.16.10.219

> Addresses > New: 5t A\LL T A%, X5 i OK:

Reserved: (i£#%)
IP Address: 172.16.10.11

Ethernet Address: 1234 abcd 5678
> Addresses > New: B ALL N N2, R )GHal OK:

Reserved: (i#£#%)
IP Address: 172.16.10.112

Ethernet Address: abcd 1234 efgh
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1. et

set
set
set
set

address
address
address
address

2. DHCP RR%3%

set
set
set
set
set
set
set
set
set
set
set
set
save

interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

trust
trust
trust
trust

ethernetl
ethernetl
ethernetl
ethernetl
ethernetl
ethernetl
ethernetl
ethernetl
ethernetl
ethernetl
ethernetl
ethernetl

dnsl 172.16.
dns2 172.16.
snmp 172.16.
pop3 172.16.

dhcp
dhcp
dhcp
dhcp
dhcp
dhcp
dhcp
dhcp
dhcp
dhcp
dhcp
dhcp

server
Server
server
server
Server
server
server
Server
server
server
Server
server

10.241/32
10.25/32
10.110/32

“snmp server”
“pop3 server”

option
option
option
option
option
option

ip
ip
ip
ip
ip

172.
172.
172.
172.
172.
service

. . 6
domainname dynamic.com

lease O
dnsl 172
dns2 172
smtp 172
pop3 172

l6.
16.
l6.
l6.
16.

10.
10.

10

10.
10.

10

.16.10

.16.10.
.25
.16.10.
to 172.16.10.19

120 to 172.16.10.129
.210 to 172.16.10.219
11 mac 1234abcd5678

112 mac abcdl234efgh

.16.10

10.240/32 “primary dns server”
“secondary dns server”

.240

241

110

6. WIRAWE MBI BHED K IP ik, DHCP JIR 4% #iibds n) H 52 71 i 3% ethernetd [ IP MUl RN W £8 24D ( Ay 172.16.10.1 F1 255.255.255.0). 1H
J&, WAL DHCP %/ umibibuls TCP/IP B8 5 & 4y DHCP JR 45 s Bk (iF2 58 390 i Ly “TCP/P #

FAl” ), WIRAZ0T-5)) B B IXLELE I : set
interface ethernet1 dhcp server option gateway 172.16.10.1 f! set interface ethernet1 dhcp server option netmask 255.255.255.0.
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DHCP AR %5 #8110

M 45 DHCP RS54y, W REFT B4R T — LIk UK AR IR S5 4 BB A1k ph IR 25 2 A A5 8. il wTCAFR
5E 1 DNS %525 F1%d DNS 45231 |P Huhil, =i 1P Mol FH A B[]

LLR A TisE X ) DHCP k%S, RFC 2132, ‘DHCP Options and BOOTP Vendor Extensions” F1 % X S8R 45 HE4 T T 1H13R .

RiE NetScreen CLI Ri& BTG
Subnet Mask netmask 1
Router Option gateway 3
Domain Name Server dns1, dns2, dns3 6
Domain Name domainname 15
NetBIOS over TCP/IP wins1, wins2 44
Name Server Option

IP Address Lease Time lease 51
SMTP Server Option smtp 69
POP3 Server Option pop3 70
NNTP Server Option news 71
(AER) nis1, nis2 112
(AEH) nistag 113

2 THE SR S5 s 1 G T2 AL 7 22, 48] LU SCE ) DHCP JIRg5 a1k Tit. i, xJ T 548 VolP (IP i) Bic
B, AOETIE SUIRSS S AN SCRF A MAC BAS SR A T e FEIXAME DR, SBb 20 SO Y [ E il 10
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DHCP

,131911 E il DHCP AR5

I:IIJ\

Bk In

J%jﬁﬁén DHCP % )3 (1) IP Fiili 8dt DHCP g5 as i€ o X LE AR H] B 415 il e 10t

. zz*tlﬁﬁﬁ% 444,
o IEIAHY 66, @a IP Hhik 1.1.1.1
o EIFACHYL 160, fL7EHEE 2004

1. et

LT H “Server 47

set address trust dnsl 172.16.10.240/32 “primary dns server”
set address trust dns2 172.16.10.241/32 “secondary dns server”

2. DHCP Hﬁj:! AA

set
set
set
set
set
set
set
set

interface
interface
interface
interface
interface
interface
interface
interface

ethernetl
ethernetl
ethernetl
ethernetl
ethernetl
ethernetl
ethernetl
ethernetl

NSRP £ &£ pY DHCP AR 5522
7 4 NSRP A1 3 8 76 4T 4 DHOP 145 221 Th

IP il fe .

— B A 4, OB TR Bt
[T DHCP 2 BCIFD . KA HA JBAS )5, AR PN o BRI BN CLI i

fic : set nsrp rto-mirror sync.

dhcp
dhcp
dhcp
dhcp
dhcp
dhcp
dhcp
dhcp

server
server
server
server
server
server
server
server

option
option
option
option
option
option
option

ip 172.

domainname dynamic.com

lease O

dnsl 172.16.10.240

dns2 172.16.10.241

custom 444 string “Server 4”
custom 66 ip 1.1.1.1

custom 160 integer 2004
16.10.10 to 172.16.10.19

EIN, AZERAE P VI P AT R B2 HORE 4l S 4 BT 1K) DHCP e L K
T4 AT DHCP 73ic. {H72, 2k HA AR R ERE i 2

, ATLLFHX A 2P DHCP 4y
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DHCP B 55 28+

7t NetScreen 17 IG5 DHCP k%543, REHE L ER A iz g O A7 7E DHCP IR554s . i SRAS I 21 b9 25 |
FAE e DHCP fili4s#s, ScreenOS <z H3h& (A DHCP AR45 28R R 5l . AR e, DHCP flk4s#s, & 4&FF
B RD B 8 k3% — Rk DHCP JaahiEsk. Witk b a ahil =K 5 Bea R Y, & & BRI 2 8 3 A Hf¥) DHCP Ak %%
FRIEFE

R NetScreen w25 2| e, DHCP k45 #s K H IR, RESHEM—5IHE, 54 EFF NetScreen & LA T
DHCP k%%, 1HiiT- W% EA7dE S — DHCP ilRgs#s, RIS Jashizikssas. H&EH B AELEE s DHCP 45 281
IP Hudil.

A LAY B DL =R e LUE 7E 3% 0 BRI DHCP IR45%% : Auto. Enable B¢ Disable’. 7 Auto #3 F,
NetScreen 4% )i s I 4 2K BLAT 1) DHCP li4s %% . i ¥ NetScreen DHCP Jli45 #3115 '& & Enable ¥ Disable
P, AT DK B A IE B AN AR O e DHCP Jii45#%. 7F Enable #izUF, DHCP R4 s G &I H, ¥
AR 2% R SAEAE I DHCP IS #%. 7F Disable £, F, DHCP k45 #sib4 54,

7. *%'T° NetScreen-5XP 1 NetScreen-5XT ¥4, Auto UL 5144 [f) DHCP JIR45 2. %f T3 DHCP %5 #5141 e NetScreen ¥ #, Enable #{x{
JEEE I DHCP R4S 23 A =,
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SEf5 - ¥77F DHCP AR 55 2848
(EABIT, 4B ethermnet! #5111ty DHCP s 3, {E3Li ST 56 R iZE: 1 _FJ2 774742 DHCP [45 % -
WebUI

Network > DHCP > Edit ( X} T ethernet1 ) > DHCP Server: ¥ AL F A%, A5 Hd OK:
Server Mode: Auto ( %+ )
CLl

set interface ethernetl dhcp server auto
save

B4 : X DHCP AR 55 &5 A&
(EABIT, 48 ethernet! #1111ty DHCP st 3, 7E30R BN AKII M2 L2 57 (i DHCP g5 %
WebUI

Network > DHCP > Edit ( X} T ethernet1 ) > DHCP Server: ¥ ALL F %, K5 Hidi OK:
Server Mode: Enable (i#£#%)

CLI

set interface ethernetl dhcp server enable
save

JEE : & CLI w4 set interface interface dhcp server service J7, DHCP J|R55 #0585 . 4184550179
DHCP Jli 45 #42 IFE 3 270 Auto, 4 H 7724 NetScreen #4175 M25 | T A ZIBI A IRF 750, 72 501%
DHCP Jli4#. * '/ unset interface interface dhcp server service 57, 1¥25/1] NetScreen i 4_I-//) DHCP
HR 545 TR H A 19 DHCP Bl
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DHCP Hr4{E

%524 DHCP EP?IMJEEEHT NetScreen ¥ & M ii7E— BRI ENS S — A X BN DHCP E&%%ﬁZlEﬂ%ﬁ DHCP
R B . DHCP B A LLfFE NetScreen m%'ﬁ DHCP M4s#s 2 [0 A FFHAL%, sl VPN JEIE AT fE1%

iﬁ)ﬁ,@ﬁﬁﬁﬁlﬁlﬁi‘%ﬂiﬁﬂﬁ DHCP 1 4tAXEEF DHCP Jik4s 2 el Frimhge, {HHEIW LA7E NetScreen ¥ & H i —4
B2 AR D5 VLAN 0 _ERCE DHCP H4kfREE. 24 NetScreen 4 FH/E DHCP Hh kAL, ,\EDJA%JWL\?
Route (i H ) #:X5k Transparent (iZW ) #ix. X+ “BEi” B0, SO0 TE Y DHCP A4k ik 45 Iic &

M—ANX BB — AN X B e . 6T 3B #0410, DHCP )7 s b Z0ifE V1-Trust X B, 1 DHCP %%
SR T LZE VA-Untrust KBS, A7 LIZE VI-DMZ X Birb. Adbh “@i” Bt i O & 5Emg

—> DHCP iU iz % nl LANC'E =4 DHCP JIR454% . HH4RCHLR DHCP %)™ i (O ik 355 3K SR 21 prf G &L 1
DHCP Hgsas Lo BJR, rHARACHEDRISC RIS N 55 i i W e A 45 25 ) i o

JEEL 1 24 NetScreen #7724 DHCP 148 (CPEN, 1] T2 fFE DHCP JR%5-#555#12Z Pr i IP it 700, il
NetScreen i # A 51k DHCP 7 FK &R 25

TR EE R TAEH NetScreen i #%1FE°h DHCP 4k REE A G2 . 1R, 24 DHCP ¥4 B AEA 5 M 4%
FEIERT, Mtz 4y, X8y Bt VPN liE T 41% .
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FHL Trust gk Untrust X Btrf1 DHCP

KB e VPN T S 2

O @ \_L-/ mx A
\ |

&5 : NetScreen 1% #&1E DHCP A4 {{ I8

TEAWIH, NetScreen #44 M IP Hitl & 194.2.9.10 (1) DHCP k4428210 DHCP {5 B, 11 /54845 Trust X B
L. FEHLA DHCP IR4s#% s Ui IP Jtrhdaic 1P Hihlk . Huhlk 6l & 180.10.10.2—180.10.10.254. DHCP
HEM& A H NetScreen ¥+ #1 DHCP i 4%-#% [a] (] VPN iliiE, i% DHCP JIR4 %547 T Untrust X Bt 3211 IP Hudil Ay
2.2.2.2/24 11 NetScreen 1342 J5. #11 ethernetl #4583 Trust X Et, |IP Huhk 180.10.10.1/24, HAibF
“perh” B, B ethernetd 46 ) Untrust X BEdr, 1P Hulibh 1.1.1.1/24., i 22X BEERAE trust-vr 5% ik ¢

S
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i L
Trust X B ethernet1 ethernet3 Untrust [ 2 DHCP
180.10.10.1/24 1.1.1.1/24 \ il 46
| 194.2.9.10
LB ZLAE NetScreen B 7% =ns
® gpNﬁjﬁ ® | . G '
B
1.1.1.250
IP ith
180.10.102—- &
180.10.10.254
WebUI
1. O
Interfaces > Edit ( Xf T ethernet1 ): A LL F A%, K5 %l Apply:

Zone: Trust
Static IP: ( H HUR &£ E T )
IP Address/Netmask: 180.10.10.1/24
FIALL AR, AR5l OK:
Interface Mode: Route

Interfaces > Edit ( %] T ethernet3 ): HIALL F %, X5 i OK:
Zone: Untrust
Static IP: ( IR etz )
IP Address/Netmask: 1.1.1.1/24
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2. bk
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: DHCP Server
IP Address/Domain Name:
IP/Netmask: (#%£#% ), 194.2.9.10/32
Zone: Untrust
3. VPN
VPNs > AutoKey Advanced > Gateway > New: fii AL F N2, &5 Hdi OK:
Gateway Name: dhcp server
Security Level: Custom
Remote Gateway Type:

Static IP: (i%£$¢ ), Address/Hostname: 2.2.2.2
Outgoing Interface: ethernet3
> Advanced: I ANLL T N2, SR i Return, 328 i Ok IR [ 3L AT
B
Security Level:

User Defined: Custom ( i%£F%)
Phase1 Proposal: rsa-g2-3des-sha
Mode (Initiator): Main (ID Protection)
VPNs > AutoKey IKE > New: #it AL F N %, SR )5 #.i OK:
VPN Name: to_dhcp
Security Level: Compatible
Remote Gateway:

Predefined: ( 1%L+ ), to_dhcp

> Advanced: HIALL N A2, K5 Return, 38 5 20k T R [F] LA
B
Bind To: None
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4. DHCP H4x{Kie
Network > DHCP > Edit ( X} T ethernet1 ) > DHCP Relay Agent: #ii ALL NN %, K55 Apply:
Relay Agent Server IP or Domain Name: 194.2.9.10

Use Trust Zone Interface as Source IP for VPN: (£ )

5. B&H
Network > Routing > Routing Entries > trust-vr New: it AL F N %%, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i%£+¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250°
6. REX
Policies > (From: Trust, To: Untrust) New: i AL RN %, K55 d OK:
Source Address:

Address Book Entry: (i£#f ), Any
Destination Address:

Address Book Entry: (i%#f ), DHCP Server
Service: DHCP-Relay
Action: Tunnel
Tunnel VPN: to_dhcp

Modify matching outgoing VPN policy: (3% )

8. NPT vl VPN NI 2405 KU, BE IR E A B I R AR iR H s A%t R0 FE L, /R, NetScreen SRt [l X AN % Aok 83 352 VPN {5 &
Vi, A AL FZ R NetScreen B4R LAY E ANBRER. ZEAEHIEIME A, I 2eid ik th & 100 s A R .
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1. #&0O
set interface ethernetl zone trust
set interface ethernetl ip 180.10.10.1/24
set interface ethernetl route
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. eak
set address untrust dhcp server 194.2.9.10/32
3. VPN

set ike gateway “dhcp server” ip 2.2.2.2 main outgoing-interface ethernet3
proposal rsa-g2-3des-sha
set vpn to dhcp gateway “dhcp server” proposal gZ2-esp-3des-sha

4. DHCP Agk{tIE

set interface ethernetl dhcp relay server-name 194.2.9.10
set interface ethernetl dhcp relay vpn

5. EB&H
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
6. KEE

set policy from trust to untrust any dhcp server dhcp-relay tunnel vpn to dhcp
set policy from untrust to trust dhcp server any dhcp-relay tunnel vpn to dhcp
save
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DHCP % i
784 DHCP % )74t ,  NetScreen B4R 55 4 WAL R A X Bt A AR R BEEE 380 B i 1P Ml WRE 2
AN G B R BE, WA BT 8 L E — A DHCP %7 iy, B E& AT R P AN Bz L R AT I B ) [R]— I 4%
DB QR YIERL B[R — M 25 X B PN D ECE T — 4> DHCP 23w, U H AL DHCP JRg54% 70 Bo 55—l
ke (i DHCP & s e 21 [A] — P kb ikt 508, WA HFHR € IKE %5 )

JER 1T RALE NetScreen 1% 75 1] LU Al 7524 DHCP Jilk%5#%. DHCP 112 (CFEa; DHCP % /7%, KUEAGEA7]—
2L LR %1 DHCP 7164
sef5l : NetScreen & &1EH DHCP & Fim

LEARWIR, 9552 2] Untrust X B R3: 104 — DA IP Hilik, 4 NetScreen % 4 1) 2 ISP ik IP #itli, &4
U] 1P kb, FRIFERD . WSS IP ikt DA AL Z 3B . DHCP IR4s#s 1) IP Huhk A 2.2.2.5,

Trust X B
W LAN

1. iR T ethernet3 (1] IP
Hiuhk ( Untrust [X B )

B 1P bl

ISP

9 ( DHCP
45 2% )
2225 ,

B

Untrust [X B
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JER 1 7E 1807 DHCP R 5552 ff, RSP H I i 75
o HFH P14k (DSL) I INF AR
e ISP ks

WebUI
Network > Interfaces > Edit ( Xf - ethernet3): i%#% Obtain IP using DHCP®, X5 %iili OK.
CLI

set interface ethernet3 dhcp client
set interface ethernet3 dhcp settings server 2.2.2.5
save

9. Afgilid WebUl §i55& DHCP g5 a1 IP bk, (HAEE CLI PATiX—#4t.
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TCP/IP ig & &%

H:26 NetScreen £ T LAY “Eh& BHEHIFL” (DHCP) & /i, MAMIE DHCP 45 Se B AT 2 2 4 X B I 1)

AT FFE ) TCP/IP Y& 1 1P Huhil. H:4% NetScreen W%Tu%é DHCP k454, jﬂ{il:?llj*]ﬁ']%)i' i fe fit

TCP/IP &1 IP #ulik, 4 NetScreen ¥4 @I 7524 DHCP %) A1 DHCP JIlR4s 251, w4t DHCP %/ b fi

Y3k A11 TCP/IP mﬁ%ﬁ%ﬁﬂ%‘é [t] DHCP JIR4% #4155, TCP/IP ¥ B ALSRHA4 W S IP Hudil Al M6, DL
HIAR 25 2% 0 A3 a3 40 1P Mk

« DNS (3) e SMTP (1)
« WINS (2) * POP3 (1)
* NetInfo (2) * News (1)

Untrust [X B
s A w

TCP/IP ¥ '# F1 Untrust I:J?1
{ PO IP Huhk

»
l Untrust [X B4 11 : DHCP % /i

DHCP Ji%5#%

NetScreen W%EEIE Untrust X B+ DHCP

B LR Trust KB il W ISP BAsHEIK 1Pt
563 SRSl Trust [X 4510 - DHCP J 4% 52
245 A A DHCP %13kl TOP/IP % A 10.1.1.1/0

B, ARG FEN DHCP JIR 45 21Xt it B 4%

St Trust < Bl o3 DiCE 101

10.1.1.50 - 10.1.1.200

TCP/IP .

DHCP % J i

Tru'sth X Bt

0. JSUE AR I L1 0k VLAN #2211 135 2 n] DAFC %\~ DHCP Ml %, (i &) 54s DHCP i 55 as WUREAT T43A- 16 [{e e #: 1 E. 12 NetScreen-5XP I,
549 DHCP JIR %5 #54F Trust 11 I, 7E NetScreen-5XT I, 44 DHCP JIR5-#s T LA M Re e 2 11 I @ Trust-Untrust s ST Trust #2101, Dual-Untrust b
FI ¥ ethernet1 #:11 LA Jz Home-Work I Combined uf; I8 ethernet2 3210, X FH &%, #t4 DHCP M4 #54F ethernett #:11 I,
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1§ 1] set interface interface dhcp-client settings update-dhcpserver 74, L% DHCP R45 Sefi it 47id &
18 HAL 3% A DHCP % s i He i i g TCP/IP 08 o 3 m] LUt ] L e 08 7 o AN

el : 45 % TCP/IP & &
LEAWIh, %) NetScreen ¥ #5347 R, I EEFS Y ethernet3 211 1 [#) DHCP % /7 i ¥ 4524 ethernet1 310 (1
DHCP ili%2%. (54 DHCP % #5171 ethernet! #2110 I, )

YE ) DHCP %% )74, NetScreen ¥4 il WAME DHCP Jilk g5+ (Mol 211.3.1.6 ) #2U ethernet3 42 1A IP Hhik A
%gg WHE. bijG, 8720 NetScreen 1 (1) DHCP % i, Ul #f¥) TCP/IP 13 & %1% %] DHCP %
1 F B E NetScreen DHCP 45 #sfsitl, xf M DHCP % " i i Hedz i 1 1) TCP/IP ¥ B AT FAIHRAE
o H:% DNS IP Hihl 3 HAE Trust X B DHCP %) i o
o THMERE GG ML M. SMTP RS 241 POP3 R4 231 1P sl
— 10.1.1.1 (X2 ethernet1 L[ IP Huhl )

255.255.255.0 ( iX & ethernet1 2 I [{) P £ Hih) )
— SMTP: 211.1.8.150

- POP3:211.1.8.172
BIE T LS DHCP IR 55 d itk LLAIR R 3R N DHCP 22 7 i Bz 21 1Y) TCP/IP ¥
e  Primary WINS server: 10.1.2.42
e  Secondary WINS server: 10.1.5.90

5, HEACE DHCP RS Sy, A5 LUK IP Jtrh i IP Muhik 7 Biess Trust BN 7824 DHCP % )7 3 (1 1 HL -
10.1.1.50 — 10.1.1.200.

11. ?ﬁi%%ﬁﬁg}g%?%aﬁ Trust #: 1 L Ja HHE T LR 1P Hidilith (123888 NetScreen & FIEREAT N ), S Z5EMIBR IP Mk, SR)5 4 BETE cli
4 % 0,
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WebUI
PR 1 HEEH N CLI #8155,
ClLI
1. DHCP & Fim
set interface ethernet3 dhcp-client settings server 211.3.1.6
set interface ethernet3 dhcp-client settings update-dhcpserver
set interface ethernet3 dhcp-client settings autoconfig
set interface ethernet3 dhcp-client enable
2. DHCP BR%5&3
set interface ethernetl dhcp server option gateway 10.1.1.1
set interface ethernetl dhcp server option netmask 255.255.255.0
set interface ethernetl dhcp server option winsl 10.1.2.42
set interface ethernetl dhcp server option wins2 10.1.5.90
set interface ethernetl dhcp server option pop3 211.1.8.172
set interface ethernetl dhcp server option smtp 211.1.8.150
set interface ethernetl dhcp server ip 10.1.1.50 to 10.1.1.200
set interface ethernetl dhcp server service
save
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PPPOE

“CLLRIM S S M7 (PPPOE) 454 7 “ bt fiihill” (PPP) FILLKIM MY, Wi (PPP) MW Tk 5i&dE, G
R8s —ulh i B2 A e 2m —H P im i s . BARZ A  al USSR g s:, (HymaEdl. oLl &
MR 55 LA AT F A P A B, i NetScreen 45 S2FF PPPOE %5 /iy,  fu Pl PPPOE v i) H %5 7 i LB
PLAEZE )7 A ISP & B DSL. Ethernet Direct FIHLZE k2% FizqT.

1E 3K PPPOE M4 b, afLALERR B4k 1 FRc S PPPOE %/ i sl . af LIS M 44 . S5 R0 1 S 5000
B E N PPPOE 24, KRG KiZsewlgb e ®0 b, Ha P Ethernet £ 0 ( B O M8 0 ) 48 5€ ) Untrust
XBEN, nRLHECE —MED, Bl IERANE O B4R E PPPoE. #itil, 4bF Dual Untrust s D2 1N, wf
LLfE 3420 (ethernetd) LAC'E DHCP, 1Mt &134% 10 (ethernet2) il & PPPoE. o a] LIZE Ff A4 i 0 F 4
Hild & PPPOE.

Seffl : i & PPPOE

NI 5 A R Tl PPPOE 4% € X NetScreen W HIA IR, LLAAIMTH 3 PPPOE filk%5

TEALIH,  NetScreen 4K M ISP AL EKCH Untrust X B #2111 (ethernet3) 3250 BL ) IP #uhil, F£4 Trust X B
NI =6 EPBIEC IP #ulik. /A4, NetScreen ¥ #&BE 7> PPPoE %) i X 7824 DHCP Jili55 %% . Trust X Bt
FEITAZAL T NAT Bilel “#ge” Bixl. fEAWIT, EabT NAT £,

12. Ut NetScreen i % 37 v 452, 15141 NetScreen-5XT.
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Untrust (ethernet3): DHCP #<z{ Trust 1 : 172.16.30.10/24

—_—
— —

NetScreen DSL %
i fi

DHCP & :

= Untrust [X
172.16.30.2 - 172.16.30.5 4 DNS R %528 ntrust X £t

150 PPPOE Il 454 37 A i i3t 15 2 7, AT L F & -
o ML (DSL) I SR

e ISP/
o U4 KRR (ISP L)
WebUI

1. $Z[OFA PPPOE
Network > Interfaces > Edit ( %} T- ethernet1 ): BIALL F A%, K5 i OK:
Zone: Trust
Static IP: ( IR R IE T )
IP Address/Netmask: 172.16.30.10/24
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Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone: Untrust
Obtain IP using PPPoE: (i£#%)
User Name/Password: < #FR >/< %4t >
Network > Interfaces > Edit ( X T ethernet3 ): ZlliX PPPoE #%4%, 1% Connect.

YEBC: #0) PPPOE ## )7, ISP 2[5 Untrust [XBHZIFI “H4 %" (DNS) HRZ5#H#0E IP Mt
414 NetScreen 1% # i/ PPPOE #:4¢ DNS #44i), WIHA1EH > #rif) DNS 18 B 57 mi A0 i &s AR
TR DNS % B CAH %, 7/ fE/ CLI 7% unset pppoe dhcp-updateserver 25 /- /lF 77 .
YIRAE Untrust [X BRZELTHTRES IP #0)E, W2 A8k 77 DNS HRZ#5449 IP #itl, 27 7 NetScreen % #
il Trust X EEHTEHI L F )ALl -

2. DHCP fR%52%
Network > Interfaces > Edit ( %} T ethernet1 ) > DHCP: i£#% DHCP Server, &) i Apply.
Network > Interfaces > Edit ( %/ T* ethernet1 ) > DHCP: i ALL F A%, 4R )5 Hili Apply:
Lease: 1 hour
Gateway: 0.0.0.0
Netmask: 0.0.0.0
DNS#1:0.0.0.0

> Advanced: i AL A%, A5 A5 Return:
DNS#2: 0.0.0.0

Domain Name: ( £ %51 )
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Network > Interfaces > DHCP ( %} - ethernet1 ) > New Address: #ii AL F %, K5 Mt OK:

Dynamic: ( %+ )
IP Address Start: 172.16.30.2
IP Address End: 172.16.30.5

5E NetScreen 1% #& L8 PPPOE

M) DSL kI % NetScreen B4 1 =& TAFuli (1K) B

FT7 9T DSL Al g s o

FTFF NetScreen % 4% .

NetScreen & # 5 ISP 37 PPPoE %4z, Jfifid ISP 343 DNS k5541 IP Hidl.

#E AR M 4% £ By DHCP

FIIF LAES

TAEuE Azl DNS 2545 1P Hukik. AR A28 T TCPAP Sy, ek 3 2 IP ik,

JER D [T DHCP 29 Trust X EHETHL2 P IP HotiF i1/,  NetScreen %7 5015 M ISP #4197 DNS /R
I IP L FER 25 1Z TR o

WIRA L DHCP 50870 AL IP #8016 AR 6 AL F3i i A DNS HR5-#5119 IP i

Trust X B LS Untrust X BCEE AR TCP/IP &5 SE 3 3h 4 5k PPPoE B3 4bFH .
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£ F0 PPPOE

set interface ethernetl zone trust

set interface ethernetl ip 172.16.30.10/24
set interface ethernet3 zone untrust

set pppoe interface ethernet3

set pppoe username name str password pswd str

R PPPoE %4
exec pppoe connect
get pppoe

DHCP Bk %5 8%

set interface ethernetl dhcp server service

set interface ethernetl dhcp server ip 172.16.30.2 to 172.16.30.5
set interface ethernetl dhcp server option lease 60

save

5E NetScreen 1% #& LAY PPPOE

M) DSL ik #s. NetScreen B4 1= & TAFuli (1K) B o
FIJT DSL I fE I #% o

FTFF NetScreen # 4% .

HIE N ERM 4% L #Y DHCP

FIIF LAES,.

T AR A 3N DNS JRg5 2510 1P itk 72 e 122347 TCPAP S4Em, BATS 315 H 2 1P Hbdik.
Trust X B L5 Untrust X BCEEST ) BED TCP/IP ER48% B 5) 41k PPPOE 3R 403,
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PPPOE

&5l : £ Untrust 3 O #0%4 Untrust 3% 0 LB & PPPOE

TEAAH,  NetScreen-5XT 4b-T- Dual Untrust #:x0. 7& M, 24 Untrust X B 3 (ethernet3) 422 L A1 &4

(ethernet2) ¥ Mt & PPPoE.

WebUI

ethernet3 & [ #Y PPPoE L &

Network > PPPoE > New: #ii AL F A%, R )5 H.idi OK:

ethernet2 ## [ #Y PPPoE L &

PPPoE instance: eth3-pppoe

Bound to interface: ethernet3 (%)
Username: user1

Password: 123456

Authentication: Any (£#%)
Access Concentrator: ac-11

Network > PPPoE > New: #i AL F %, X5 Hid OK:

PPPoE instance: eth2-pppoe

Bound to interface: ethernet2 ( % )
Username: user2

Password: 654321

Authentication: Any (i£$% )
Access Concentrator: ac-22
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1. ethernet3 O/ PPPOE BL &

set pppoe
set pppoe
set pppoe
set pppoe

name
name
name
name

eth3-pppoe
eth3-pppoe
eth3-pppoe
eth3-pppoe

2. ethernet2 ## [ 8Y PPPOE Fit &

set pppoe
set pppoe
set pppoe
set pppoe
save

name
name
name
name

eth2-pppoe
eth2-pppoe
eth2-pppoe
eth2-pppoe

BANEOLERIZ A PPPOE 1A

26 NetScreen ¥4 SCRF W 45 € PB4 N G 24~ PPPoE ¥ 1 (i T4 1 H A H Y MAC Hulik ). 1XFisZ
Fe ARV —A ISP g B I 44, FHAEH [ — MR 4t ) — AN ISP LR T 1o mT LU HIAS W] 1)
FH 7 4 s 44 3 73K U T ] I R B AN 1 ISP

NP O F R PPPOE 23 Ul f S KB DGl e g Se VR 14 1 IO BR A X4l SCRF 2 1 g B 1
B RATREATIR B AT LA AR PPPOE SEBI B il /0 HldR e HI P 4 JiAS 1P W . AshERNILES 5.

username userl password 123456
ac ac-11

authentication any

interface ethernet3

username user2 password 654321
ac ac-22

authentication any

interface ethernet?
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AERICEYIEO

T PPPOE 451, TR RIMCH . APRICHEE D AER VLAN FRic kPR IR 78 05 VLAN. T2 H —
TR R encap IINEE, K P 10482 3] PPPoE £, Xk, BEEZA 7L, BB E O IS 2 A
PPPoOE 321, T rIHe &AL R r “HAETER” (AC), Rt ARV sszs (flan ISP ) i@ /N5 1
B PPPOE &1ifi. f52% VLAN 1 VLAN Frid BN B, 1ESE 9 &, “BAURS.

ZA RN AN EEE D (140 ethernet? )

isp_ 1 —F— | e7| --{----%» isp_lac
=4~ PPPoE 54 isp_2 —— |g7.4| ~-{----» isp_2ac =~ PPPoE £
isp_3 —I— [g79 ~-{----»isp_3ac

Trust X B

i)
| isp_2ac
‘ H’D isp_3ac

| L -

ethernet7 AR
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PPPOE

SEf : %4> PPPOE 3l
E NI, R E L =A PPPoE 241, AR SLHIHE & — MEAKES S (AC), )5 A SRS
e Sfisp_1, /"4 “usert@domain1”, #4 “swordfish”, 48 $#:11 ethernet7. AC il

“isp_1ac” .
o Sfilisp_2, HF'4 “user2@domain2”, %% “marlin”, #5¢E#:11 ethernet7.1. AC i %44
“isp_2ac” .
e 5zfilisp_3, M)"4 “user3@domain3”, 5 “trout”, 48 FH% 10 ethernet7.2. AC 4l
“isp_3ac” .
WebUI
ZEOfMFZEND

1. Network > Interfaces > Edit ( X} T ethernet7 ): HIALLF N2, X5 Hidi OK:
Zone Name: Untrust

2. Network > Interfaces > New (Sub-IF): 5 AL F N %, AR5 Hd OK:
Interface Name: ethernet7.1
Zone Name: Untrust

3. Network > Interfaces > New (Sub-IF): i ALL F %, X5 OK:
Interface Name: ethernet7.2

Zone Name: Untrust
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PPPOE

PPPOE 3k15#0 AC

4. Network > PPPoE > New: B ALL RN, K5 OK:

PPPoE Instance: isp_1
Enable: Enable

Bound to Interface: ethernet7
Username: user1 @domain1
Access Concentrator: isp_1ac

5. Network > PPPoE > New: i ALL NN %, A5 Hiid: OK:

PPPoE Instance: isp_2
Enable: Enable

Bound to Interface: ethernet7.1
Username: user2@domain2
Access Concentrator: isp_2ac

6. Network > PPPoOE > New: i AL FN%, AR5 HT OK:

J& 31 PPPOE

PPPoE instance: isp_3
Enable: Enable

Bound to interface: ethernet7.2
Username: user3@domain3

Access Concentrator: isp_3ac

7. Network > PPPoE > Connect ( X} isp_1)
8. Network > PPPoE > Connect ( %] T isp_2)
9. Network > PPPoE > Connect ( %f T isp_3)
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PPPOE

1. #EOMFEO
set interface ethernet7 zone untrust
set interface ethernet7.l encap pppoe zone untrust
set interface ethernet7.2 encap pppoe zone untrust

2. PPPoE 3:{5)%1 AC

set
set
set
set
set
set
set
set
set

save

pppoe
pppoe
pppoe
pppoe
pppoe
pppoe
pppoe
pppoe
pppoe

3. 33/ PPPoE

exec pppoe name isp 1 connect
exec pppoe name 1sp 2 connect
exec pppoe name isp 3 connect

name
name
name
name
name
name
name
name
name

isp 1
isp 1
isp 1
isp 2
isp 2
isp 2
isp 3
isp 3
isp 3

username userl@domainl password swordfish
interface ethernet?

ac 1isp lac

username user2@domain? password marlin
interface ethernet7.1

ac 1isp 2ac

username user3@domain3 password trout
interface ethernet7.2

ac 1isp 3ac
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EB8E RFSH PPPOE

PPPOE #1115 AT A 1%

SCff PPPOE AT £ / #ahiis NP & NetScreen ¥ ] LIAL B PPPOE JERRIN bR U) . RS, Tt
w5 %y e 1) PPPOE RS [FI2E . T #sh s 5 B REAAL IR IP ok, DR800 ket )a, ANl
(] PPPOE iE#:. DMk, HE s kEbmin, okl R SmALE PRI . % PPPoE 105 FF VPN %
B, JF HAE R AN e s 25U AR R R 11 1P ZRELORFFIXLEERLIN , IX e B, A o<l FPERC & R R
WZH 10 %, “maHTE” .

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE 404



£ 8B RRESY T+ 2R AR R LR [E 14

FHERFAPE LR [E 14
AFNH=FTH2 NetScreen ¥4 11771
e Web H /' #tifi (WebUI)
o AT (CLI)
o AL ScreenOS LT
TX AL Ty 3 () B AR IR 2 IRV AE AR 28 I SR FE I B i ] FH MR e 4% b N AR A A T

TER L R IR ANC T 5.0.0 ( P14 4.0.X ), 4, Bt ZRFHAHE5.0.0, 27/ 5.1.0 ScreenOS /414
X/ NetScreen 17712 .

ATEFELLUR A
o 406 UL LI “ TGO B vk [l A1 EK
— 5 407 7{ b/ “NetScreen-Security Manager 45 #5i%E4%”
o 407 W1 LW REUE R
— A0 TR “ AR E A
— B a12 50 by “AEHES) / OS InEdE
o 414 W1 I “TH4% NSRP I & /) NetScreen ¥4 ”
— HE M4 N “TFH NSRP X5 / i shid & b k&7
— M9 LN “TFH NSRP X3/ LEhE k&7
o 35425 UL LR “UIER AN DI S
— 5425 5T BB “PAFIAIRIE 7
— 25426 U1 B “InBONIEUE”
— 55427 7 LR “IAIIE ScreenOS [l £f”
— 95428 5 L “UIE DI Brkon G 8o S

HE 15145712 NetScreen 1% 7.2 Fi IRAF B & X1, - H B R—H 77 ZEFER I G K 17/ ScreenOS 5.0.0
Vel
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FrERFOBERIR & BRI EK

AFHH T X NetScreen 1325 [H F AT T2 8W B 0 A B O BR o m] DUAE ] =P 71k T+ 2% NetScreen 5 £ Bl0oKs
M ScreenOS 5.1.0 [4%:%] ScreenOS 5.0.0: WebUI. CLI 853 18 ik 2 2 in#F2 /7 5% ScreenOS iz fe)T .

VERL 1 1] LUK 5w FEFF R [F 2% NetScreen 45, £id, Juniper Networks & X - i 45 i 7 e 4 A 77
NetScreen & # 11771 R G fF R AT

HAf ] WebUI, 420 B4
e NetScreen 15 4% IR B 152 5 AL PR
o JNIEIMTHSEHLE] NetScreen ¥4 1) M 451 v
o BTN e ELI M Y A
e B ScreenOS [#f} ( A Juniper Networks Web 3 i N 1) H A U AEAE BRI T ML E )
P CLI, i 4%
*  NetScreen ¥ & AR sl 5 5 AR
o EMIIEHNLE] NetScreen & ¥ H & 1EH8L Telnet U il
o TEEIIIEANL L deAT TFTP s #%
e 7 ScreenOS [#H 1 ( M Juniper Networks Web i /5 N 4 1) FLARAEAE S THHHL LK) TRTP AR SS2% H b )
BOE A BB e s g, AR
NetScreen 15 2% IR 815 5 AL R
TEE T EALEA H W 2% 224 TRTP s o
MIEFITHE LR NetScreen 45 (1 LUK WL (4 T AE4mEds, BRI &R EHL TRTP Jikgs4s b i £ds )
MIEFITHEHLE] NetScreen ¥ & Il 51542 (4 T 2 NetScreen £ )
ETHE LT TFTP k4548 B 3 T OR47H % ScreenOS [l

BT S5 2% NetScreen W%, 1ES i LR 25715 R AH N ERAE D BRI - 58 410 0l by “ ARSI 86 414
o B “F2t NSRP 2 E i NetScreen #5457 o
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NetScreen-Security Manager Ak 55 88 1% 1&

R A B AT B/ 1Y) NetScreen % #% 2% #:31 NetScreen-Security Manager 2004 45 #% &, A A7ERF
PAZKAG L, DATESEPATLLT CLI A2

unset nsm enable

unset nsm init otp

unset nsm init id

unset nsm server primary

delete nsm keys

save

TERE R Z AT R A PATIZ A2, A N UK & T 2 Be# ScreenOS AN, ¥t Joikid e 3
NetScreen-Security Manager Jilv %545 .

TR E MG
THETH2% NetScreen ¥ 452 Rif, #/5 B AT 591 K) ScreenOS [ . %m0 LA Juniper Networks Web 3t i $:45-1% [i]
o BT 8, AR A ES T ID A M . RS AR EME ) NetScreen 724, B4
DAISETE MY, ARG A REAR S HITEAE . 7 LAFE Juniper Networks Web 3t i -y & 1) 7= i o

B [FR 7] ScreenOS 5.0.0 J7, W#HF #1977 ScreenOS 5.1.0 ZH1#15 LK. AL, A FHE)
ScreenOS 5.1.0 .2 G #2451 Z T3 1R BT o
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TR H 1Y) ScreenOS [E 1, 1H/ERE1 Web 345 H i A http://www.juniper.net/support. i Support >
Customer Support Center, X 5% LR 20 BRI THAE

1. FAEWH P 1D MM TS, AR5 50 LOGIN.

2. {£ My Technical Assistance Center |, H.il; Download Software.
Juniper ¥45 T H MBI .

3. i Continue.
H 1 File Download T [f .

File Download W[

Screen0s authentication cedificate {imagekey.cer) into a Juniper Metworks MetScreen firewallWFM device, it can then authenticate
Screen0s images when you attermpt to save them to the device.

Download the Authentication Cerificate Bl [17 KB

+MS-1SG 2000
+NS-Hardware Security Client 1 Fl%ﬁ%?%
* MS-Sut

* MS-Sxp

+ MS-5at

+ NS5t ADSL
+MS-5400
+MS-5200
+MS-500
+MS-50
+NS-25
+MS-200
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http://www.juniper.net/support

3
oo
fth
\?Di\

|,
W
s

7+ 2% AR 2 [E 4

4. A EUN B AR R
H I Upgrades Tl .

r

read

ScreenS sion 5.0.0r8 U

pgrade

[ ]u} oo

ScreendS version 5.0.0r8 upgrade Release Motes (It is strongly advised that you print this file and
it thoroughly before upgrading)

MNetScreen-500 Screen0S version 5.0.0r8 upgrade

r

r

MNetScreen-500 ScreenDsS 5.0.0r4 NSRP Configuration Without Downtime Tool

MetScreen-500 Screen0S 5.0.0r4 NSRP Configuration YWithout Downtime Tool Document

Screen0s version 5.0.0 Help Files Download

Screen0s version 5.0 Messages Text File

Screen0sS Migration Guide 5.0

all other manuals are available at http: /Awww . juniper.net/techpubs/

5. i Z R # ScreenOS FA L .
H I8 Upgrades G

6. TR
HI1 Download File XJiGHlE .

7. i Save, RJE MBS ERAE; Zip SCHFIIALE
WU [ A DR A7 B R BERAT THRARAE B V5L L

wn R EZAE ] WebUI T4 NetScreen ¥k, W RIRs [l £ ORAFAEATAT H ¢

U R EAL ] CLI 14 NetScreen B4,  WIEHF [ A1 CRAAAETH AL E AR TFTP AR S54% Hor b o WAL
TP R 28 TRTP iRk55as, A LAWEIEM B R34 WRBA W THI TFTP ko544

25T WebUI %58 [ 44 hn 4% 21 NetScreen #2454 .
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e E 4

DL 2 TH A NetScreen %4 LA K 45 M ScreenOS 5.1.0 B4 % ScreenOS 5.0.0 ({208, X4 LR L
NetScreen W& iz AT 0 C.

JEBL : IR ST ScreenOS 5.0.0 /51111 7 H-2% NetScreen #4, H4 LAt 15 /5111 71-2% ) ScreenOS 5.0.0,
R 1K F) ScreenOS 5.1.0. iFHIRGAFIH A E, LLUEILRTIA HIZ 8 TR A 2 2=

1Z/H WebUI

A WebUl INARIFE, WAAT L T 2508

1. HRERAHr ScreenOS [Eff. A1 XaRAFBI I PHIE R, HS R 407 JU B “ FEOFT I .

2. JEFTIT Web M %igs, SXJ54E Address F-E T AN B IP Hubil k& % 3] NetScreen % £r. IR admin ok
AA SR admin G4y 3E47T 8 5%,

3. RAFILAHNCE
a. % Configuration > Update > Config File, #&J5 ¥.il; Save to File.
b. 7 File Download X} i&#EH, #.i; Save.
c. FHIBEMATHE M (cfg.txt) (IALE, X5 Save.

4. Configuration > Update > ScreenOS/Keys > £+ Firmware Update.

5. Hil; Browse Tt F|# ScreenOS [l {11147 & 8 7E Load File 7Bt HHH# N %A B K AT
6. i Apply.

B I — N B T R B S AE
7. i OK 44k,

NetScreen B HANE R 5. i AEN b ae s Bk DU N, B S8R 7 T Bt

8. &%%| NetScreen #%. & WebUI E 111 Device Information #4), 1] AR %: NetScreen % % ScreenOS
[ii] A2 PR AR o
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1Z/ CLI

SAEH CLI g i, HHATEL R Ek
1. HRERAHr ScreenOS [Eff. A1 XaRAFBI I PHIE R, HS R 407 JU B “ FEOFT I .

2. Wm0 Telnet 5z 44k 7% (SSH)] ol 2 L ( Gn Hal i #3561 & v 1 H %Rz ) & %3
NetScreen % #5. LU admin sl A 1525 AR 1) admin G473 173E47 8 5% .

3. #id#4T save config to { flash | slot1 | tftp } M S {RAEHIA AL & .
IR TFTP RS 25 N R PR as AT 1 Mk L 1) TRTP g 4%

7t NetScreen ¥ % I, #i\ save soft from tftp ip_addr filename to flash, .+ 1P Huhik /2 & AL 1P
Hidik, SCff44 & ScreenOS [ L4 .

ST R ALK )G, I E NetScreen W . 14T reset iy 4, JFE I NG BN y HE K5
SRR, RS FHCE sk 2 NetScreen W%

il get system iy &K% NetScreen ¥ 4% ScreenOS [ {4 {1 A .

1§i[f] save config to { flash | slot1 | tfitp } iv% L A& 0 1E 3 HHARAEI I & SO,

ok

© ® N o
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£ B3/ OS InEIERF

g Z‘)i ﬁ{b %ES INARE T Inahi 2 240, HATIEARM I HA RS AL e, [H R g 11217 NetScreen ¥ £ 11
RILHATT o

JEE 7 NetScreen-500 17, FEABELE/IEDT 7Y% ScreenOS 5.1.0 [ 1ERZEIN 7. 1/ WebUI 8¢ CLI %
ScreenOS 5.1.0 [A]1FRAZZA 77

UL A 3 / OS M2 7 gk E 4, AT LR PR
1. R EHLER: 2] NetScreen %45 :
a. i BTG TN B 4T 55 NetScreen B4 I3 & i IEEGE k. B biER S A&
uig N R, (RS RERE % 2 NetScreen W £ .
b. Ad I LUK R HE SR 1 S R 2% 35 1 55 NetScreen ¥4 F RS 1 1 B4 Bl &Rk R, Ay 8 itk
PRSI ENL. TFTP RZ5 %51 NetScreen ¥ & 2 8] B AL 5

2. WMRIEEIHENLT N TFTP RS2 H 3% FAELE ST ScreenOS [ f. A ISR H MAEE I, iES M4 407 7
R EGHT M .

3. X TFTP RS #3 R Rz T v AL ) TFTP RS 2% . %nl Ll /ME TRETP k4528 N FHFE
I O, AR WIE G & A TiEPIRE

4, FHZImEYAGE S (B0, BE&) B 53) NetScreen ¥4 . LI admin 28 LA 35 AR ) admin & 43
T8

5. HHiii35h NetScreen %% .

6. U¥EhlE Wongsdh Il “Hit any key to run loader” & “Hit any key to load new firmware” I}, %it&H
B AT R T Wz a s .

VER : WG RIS 17 NetScreen 145, TG EENIE R17 K17 1 [T 1o

13, SRR 1 T NetScreen B[ 45
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7. 4t Boot File Name ¢/~ N, $i A2 IN# ) ScreenOS [H 14130 #F 4 .
WRIETEFR WS 2 2 AT T slott:, NIINZAE K WA Compact Flash -~ 8P A7~ H 52 BUHR e 13
o W AR 44 2 BTN slott:, WPE M TFTP 4588 FakiZ o). Wi NetScreen % £ AN 4§
Compact Flash ~, K2R —4&4 RS, HIEHE SRR EEFEA 4.

8. 7r Self IP Address #&/~ F, NS TFTP R4 aefr 76— 1M ¥ IP ik,
9. £ TFTPIP Address ¢/~ F, %A\ TFTP k452811 1P bk,

YEE : Self IP #1171 TFTP IP #itif- 25 )E T /a]— 7/, 70 TFTP #7157 Self IP #yiif 7 #2m  #
A -

[ 1 e DAy, Kbl B b LR Bor— &%) “ratatatatatata...”, H TFTP k95 & 1R Bon—
RINFT T o BIPF 2R 5E R, A BRI B k4

EREMMEIEFRTFS T EHRE

[ e N8OS, PG s R A )

Save to on-board flash disk? (y/[n]/m)

P12y (S ) RSO ORA A ks [ A dn RAN TR shid A, g B 3his AT
1% m (24 ) B SCHHRAE A Z AN 75T S5 T L AGEFE 4

Please input multiple firmware file name [BIMINITE.D]: test.d

S AP AR TRTP RS E i AL AR A B ol LA R WER AN A A FR, MR 2 HER A4 K

YEBL 1 WA DOS 8.3 FEZNTE Ko WEFE /LI 7 ) XN BRI RA A SEANGEE L 63 1~Fhfe HE
NetScreen-5GT. NetScreen-ISG200 #/7 NetScreen-5000 Z I35 #FZ 1N, &% 1] 2 NetScreen-5GT /114 &4
LB = NE X E.  NetScreen-1SG2000 #7 NetScreen-5000 Z FI5] (RA7Z) P B I 7719 J3T X AE 3274
MR
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£ 8B RRESY T+ 2R AR R LR [E 14

F2% NSRP EL & F #9 NetScreen 1% &

%} NetScreen JU4x 1 (NSRP) it & /1 [¥) NetScreen W, W5 BIST RN B VEAT TR o AT A-GAPFPAS R K
FHH L8, W AFHANANFE K NSRP fic'® : NSRP L3 / #i5hF1 NSRP 13 / 1:5).

YEE  WIEE M AT ScreenOS 5.0.0 [/ & 71-2% NetScreen #2745, Hi4 Wit 17 ¢ 74 71 2% 2l ScreenOS 5.0.0,
K7 T 2% 2] ScreenOS 5.1.0. K 75/ 725119 141 25 2 /% NetScreen ##4 M ScreenOS 5.0.0 7127 ScreenOS 5.1.0
Vg8

FH2% NSRP £z / s & AR &
TR T AN NSRP E2) / Jale®, s A REU%, W& B EAHER.

NSRP 3 / #:5)

VSD 41 0

]
HA #54%

PATTFRERVERT, 15 & 20 R AT THR I EESR (5 406 T B “THE MBS & EAFEER 7 ). Bk, i FE;
BN BT BNZ A ) ScreenOS [H 1£F:.

E 7 : =i NetScreen i 47 i T REFIAITFIS, i LIB B 2 VIR iEdE, R A)GE X i a2 iR A AR o
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THERTR

LT NSRP 3 / #Ah B & h AN A, IGIR LU T P ERPATIEAE (FE R, FLe PR aEH CLI):
A. ¥ % B F+44 31 ScreenOS 5.1.0
B. ¥ A Ul 21 B (X CLI)
C. ¥ A J+4 3] ScreenOS 5.1.0
D. b4 A ({X CLI)
E. ¥ B U2k & A (I CLI)

A. %1% % B A2k % Screen0S 5.1.0
WebUI

1. W& HEA ScreenOS 5.1.0 [Eff. AL EEIME R, ES U 407 0 B “NEORE R
2. JEILFTIT Web 3 %48 (4140 Internet Explorer = Netscape ), Jf7E Address 7B A& HE 1P Huhlok
G P B B. LR admin sl EA SRR admin G40 4T85
3. RAFBLABLE
a. % Configuration > Update > Config File, #XJ5 .l Save to File.
b. 7 File Download X} i&#EH, #.i; Save.
c. SBIEAFECE S (cfg.txt) AT E, SR Hd: Save.
4. % Configuration > Update > ScreenOS/Keys, 1%+ Firmware Update.
5. i Browse ‘7fi#| ScreenOS 5.1.0 [H /1) & 5l Load File “# Bt B AN ZAL E W 115
6. Hili Apply.
I —N B T a5 B S AE
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7. Fudi OK gk4E,
NetScreen & HAN BT B8, e £ s o s S ok nUim iy, w58 e 1 T+

8. %% NetScreen % . 7F WebUI 3= 11 1] Device Information #4>, 1] LIK:%: NetScreen ¥ &
ScreenOS &I IRAS .

CLI

1. Wi 24 ScreenOS 5.1.0 [, H ISR MG R, ESE 407 70 B “ NE0E A7 .

2. MR HIRERE [ 1 Telnet Bz 4he (SSH)] B £ o (SRR, P2 6 0 1 ELHIE L ) B 3%
B. P admin BUHATELS AR ) admin S 3178 5%

3. imit4i 4T save config to { flash | slot1 | tftp } v > RAF I A L &
4. X TFTP JRS5s N RIS AT R TN ) TFTP iRkSs4s

5. 7f NetScreen 45, %i\ save soft from tftp ip_addr filename to flash. -, P bk %115
HUEY 1P hl, SCf44 /& ScreenOS 5.1.0 [l 4E SCE4 .

6. UHHE)G, WAEE NetScreen 4. AT reset iv4, FH7EHIUEE NG B y DU E 345
7. SERLAEN, ARJE KGR E] NetScreen 4.
8. f#iff] get system 7 4% NetScreen i%#: ScreenOS [H /4 Il As .
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B. 15i% & A 11321 & B ({X CLI)
Tk LRV B8 0 B
1. BRI F RS,
2. RH T CLI A2z —. fEHATIIMmA I T E %4 R 7™ %I,
— Wi A A T LI - exec nsrp vsd-group 0 mode ineligible
— IR F 65T - exec nsrp vsd-group 0 mode backup
A S HB AT E WA AL, I A A S R AT .
C. 5% & A #% % ScreenOS 5.1.0
WebUI

1. MR IEEAT ScreenOS 5.1.0 [l ff. AR ZEFE R, WS 407 70 ER “ FEOF A .
2. %% NetScreen 134 Ao
3. RAFEFIANBCE
a. %% Configuration > Update > Config File, #X)5 #.i; Save to File.
b. 7t File Download Xfi&HE, H.i; Save.
c. SMIRIELRATECE ST (cfg.txt) IALE, X5 i Save.
4. % Configuration > Update > ScreenOS/Keys, Fi%# Firmware Update.
5. Hil; Browse FfjiF| ScreenOS 5.1.0 [l {147 & 8 7E Load File 7Bt rh N AZ AL B K A%
6. ‘fii Apply.
W I B T TR R S .
7. iy OK 4k4L.
NetScreen %+ HENFHT G 8. A& 7L W Th WG sk s, stoe e T TH ik,

14, A% W FEEIUR NSRP (WiEdl(E 5, 1S 8 &1 NetScreen #2457 ScreenOS Z4 751,

Juniper Networks NetScreen #t: 2 5356%1 - 5 2 & : EAK/RIE 417



#8E AGSE Fr R FOBE R B

8. %% NetScreen # % . £ WebUIl %= 7 [f] Device Information #5743, 1 LIE%: NetScreen i %%
ScreenOS [E IR AS .

CLi
1. R A1 ScreenOS 5.1.0 [l ff. A RFAFZMEAFE L, HSHE 407 70 ER “ FEOHr A .
2. %tF| NetScreen ¥4 A
3. Ml 4T save config to { flash | slot1 | tftp } v S IRAEINE & .
4. R TFTP RS &M R Fekais AT vk LR TRTP RS54
5. 7f NetScreen %45, i\ save soft from tftp jp_adadr filename to flash. ., 1P Huhil 24154

LY 1P $uhil, 42 /& ScreenOS 5.1.0 [E4E S04 .

YT e G, SIS NetScreen 45, AT reset 4, JFAE IR 5 B M y DLE & % 4% .
7. FRPLA BN, ARJE PG E NetScreen £ -
8. 1mxtfi ] get system iy 4 1] LIKI L NetScreen 145 ScreenOS [l {4 [ iR A

D. E#ig#& A({X CL)

TER % A T120 3] ScreenOS 5.1.0 J&, W FEIRIP XNt . R A (& ks ) b, Kill exec nsrp
sync rto all from peer CLI 7z % LI % B ( £ &) [ RTO.

E. %1% % B §1#%2)% & A ({X CLl)

EF IR &), o ol B & U2 8 B es o B T NE SRR B4 B DL N D &% B A & D45
% AN, Bras BB 417 TR “B. Bk s A P14 B (X CLL)” .

o
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£ 8B RRESY T+ 2R AR R LR [E 14

F2% NSRP £z /| EhBCE PRI E

T T NSRP Bt , HA P& NetScreen B HCH 2N R 24 ¥ s (VSD) 4+, BRI AE
AR, RS NS B BT TIERAT, O VIR I A s, MERA A
BRI VSD AWM 8% . R eTH RS mBis, Za i REw&.

T ) NSRP 15 / EahcE #AT 7Tl HAh s A & VSD 0 1 1 4 H & VSD 1 40 e 4%, T e#%
B /& VSD 1 1345 H X J& VSD 0 £ 47 15 £ o
NSRP 3/ F3)

VSD 41 : 0 VSD 4 : 1

E(é&_@j\& oo I

PATTFRERERT, 1 & 2C R AT THR I EESR (5 406 T B “THEMBEE & & EAFZER " ). Bk, s N
T Screen0S 5.1.0 [ 1F.

B 7 : 2 NetScreen #7457 iL T REIFAITFIS, 15 LIM IR ZrUIB IR, JUA] GE SN i A 18 SR A AR A o
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HRTE

LT NSRP 30 / FZNICE T A&, RO R P RPATEAE (IR, FEOPRAEGEH CLI):
A. ¥ VSD 1 it 4 B U143 VSD 1 il 4 A ({X CLI)
B. ¥ % B JI-4% % ScreenOS 5.1.0
C. Bk A Ul 21 % B (X CLI)
D. ¥ A J14¢%] ScreenOS 5.1.0
E. [P A ({L CLI)
F.# VSD 0 "% B 4% VSD 0 F 11 #% A ({L CLI)

A. 1% VSD 1 HHyig £ B 17132 VSD 1 HaJig#& A (X CLl)

¥ VSD A 1 k4 B T-3hP)#e 3] VSD 4 1 Fil & ik Ao
1. W N HFT (B0 Telnet 8024 4h5¢ (SSH)) B 2 ( W ada 5 il 65 i 1 H ARG ) Bk Bk A&
B. LU admin sl HA SRR K admin S0 HE4T 5 5%
2. RHFACL 42— TEHATHIMmAHk T ER & LA 8 7™ &,
— W B T LTI : exec nsrp vsd-group 1 mode ineligible
— RS FHHRJ51% T : exec nsrp vsd-group 1 mode backup

fF— AN A A A % 4 B kA7, Jfd s A SLRIZKHE VSD 1 f{) B Ry . ik, %4 A 2 VSD 0 A1 VSD 1
I Ew g, Mike B & VSD 0 f1 VSD 1 814504 4o

15, A% WIS SEE IR NSRP [WiEdl(5 5, 1S 8 &1 NetScreen #2457 ScreenOS =475/,
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B. %1% % B #Z % Screen0S 5.1.0
WebUI

1. BSR4 Screen0S 5.1.0 [ 1F. A% NG R, ES A 407 10 L “NEGE R
2. BT T Web 3% 2% (4140 Internet Explorer 5% Netscape ), Jf-7 Address “FE i N IP Huhil 2k
%% %) NetScreen ¥4 B. LIR admin 2 HA5 352 5 AR ) admin 54y 7E47 8 5%
3. RAIMARLE
a. ¥% Configuration > Update > Config File, #X)5¥.i; Save to File.
b. 7 File Download %[ ifHErt, il Save.
c. SIRIERAFRCE I (cfg.txt) AL E, AR5 ¥ Save.
4. %% Configuration > Update > ScreenOS/Keys, %+ Firmware Update.
5. Hil; Browse Ffji %] ScreenOS 5.1.0 [l {17 & 8 7E Load File 7Bt HH# NAZAL B K A%
6. ‘fii Apply.
W LA B A T T S i S AE
7. i OK 4k4k,
NetScreen ¥ HEHHT E 5. AR WA TP R IR G Uiy, el T FH gt
8. &% NetScreen % . ft WebUI == 71 [¥) Device Information ¥4, HJ LAKi%: NetScreen %%
ScreenOS [H I RA
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ClLI
1. R EA ScreenOS 5.1.0 [H . A RFAFZMEAFE R, HSHS 407 70 B “ FEOH AT .
2. FxFKK B,
3. ifid# 1T save config to { flash | slot1 | tftp } fr S (RAEHL AL & .
4. X TETP g5 N R PR IZ AT TN ) TFTP ikgs4s .
5. 1F NetScreen &7, %i A\ save soft from tftp ip_adadr filename to flash. H, 1P Huhl 2415
LY 1P $uhil, SC44 & ScreenOS 5.0.0 [ 4E ) S04 .
6. MAHEG, WAE E NetScreen 4. $UT reset 14, JH7E IR RE BRI y DA E 345

7. AL E, SR G 3] NetScreen W .
8. Mil{fi/H] get system i 4 1 LIK 4 NetScreen ¥4 ScreenOS [# 4 [KIilAS .
C. #ig#& A 12k & B (X CL)
TR UF kR & A V2% B.
1. BBk A.
2. JERAHLLT CLI iy4 2% VSD 0 i 1% A P13 VSD 0 HF #4034 Bo 7 EHAT I 2 HL
T ERAS LRETEH T HREED,
— WA T AE - exec nsrp vsd-group 0 mode ineligible
— WK B 5EE T : exee nsrp vsd-group 0 mode backup
3. W EHLLT CLlI 424 VSD 1 HfE 1% A V)5 VSD 1 HH & s Bo T EHAT M2 H
T ERAS LRETHEM T HREED.
— WA T AE - exec nsrp vsd-group 1 mode ineligible
— WK SEE T : exec nsrp vsd-group 1 mode backup
IR, 545 B st VSD O 1 VSD 1 [, 1Mk A& VSD 0 M1 VSD 1 &Mk & o
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D. %1% % A A2k % Screen0S 5.1.0
WebUI

1. #ifR1E 24 ScreenOS 5.1.0 [l A ISRAFZEMHIGE R, WS 407 71 < NEOF R
2. %% NetScreen 134 Ao
3. RAIMARLE |
a. %% Configuration > Update > Config File, #X)5¥.i; Save to File.
b. 7 File Download %[ ifHErt, il Save.
c. PHIBIELRAFHLE M (cfg.txt) (IALE, SR Save.
4. %% Configuration > Update > ScreenOS/Keys, %+ Firmware Update.
5. Hii Browse Ffji#| ScreenOS 5.1.0 [l {1147 & 8l fr: Load File Bt -h ¥ N ZAL B I K AT
6. ‘fii Apply.
I —N B T A5 SR S .
7. i OK 4k4k,
NetScreen ¥+ HENH T80 A BCRARN S P oG s G, wioe i T IH gk
8. &% NetScreen % . ft WebUI == 71 [¥) Device Information ¥4, nJ LAKi%: NetScreen %4
ScreenOS [H {1 RA
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ClLI
1. R EA ScreenOS 5.1.0 [H . A RFAFZMEAFE R, HSHS 407 70 B “ FEOH AT .
2. FxRIRE A,
3. ifid# 1T save config to { flash | slot1 | tftp } fr S (RAEHL AL & .
4. X TETP g5 N R PR IZ AT TN ) TFTP ikgs4s .
5. 1F NetScreen &7, %i A\ save soft from tftp ip_adadr filename to flash. H, 1P Huhl 2415
L) 1P $uhil, 44 & ScreenOS 5.1.0 [ 4E ) S04 .
6. MAHEG, WAE E NetScreen 4. $UT reset 14, JH7E IR RE BRI y DA E 345

7. ERE L EN, AR RS 3 NetScreen 45
8. Mil{fi/H] get system i 4 1 LIK 4 NetScreen ¥4 ScreenOS [# 4 [KIilAS .

E. Bl&ig#& A ({X CL)

EXG % A T+ ScreenOS 5.1.0 J5, T FshFPEX A% . fEks A I, Kili exec nsrp sync rto all
from peer CLI 74 LA 2% B [7)20 RTO.

F. 1% VSD 0 A AYi% & B /132 VSD 0 HEJi&#& A ({X CLI)
YENBJEIAPER, Uik NSRP 130 / EshldE 1%~ NetScreen 1545
1. BRI A
2. W KHLLT CLI dv4 2 —% VSD 0 ) F k4 B V43| VSD O &k Ao 75 2 BAT I A 2 HL
RT Ew FRESEH TR,
— W B T LTI : exec nsrp vsd-group 1 mode ineligible
— WK E FH G T : exec nsrp vsd-group 1 mode backup

B, e AL VSD O (I8 LU VSD 1 I (B, M8 B R VSD 1 (K04 S /2 VSD 0 [
323
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TAIEEf4F0 DI 324

M ScreenOS 2.6.1r1 iy, BHZVIEZE 2t O LRI ScreenOS Mg . W& 7E Juniper Networks
NetScreen B k3% /VPN ¥4z 7IAIFIED (imagekey.cer), M4 24243806 ScreenOS [ 4R AE R &1, 1
WEF AT LAIAGIE ScreenOS [ 4, I H 2442238 ScreenOS [l f4 R #8441, BEiEH AT LUAIE R AR A (D) Ydi
X G PE AT

WNIEBGAN DI Jreh 3 8 X — D RERRTR it T 2 3B it TRUEME . Ml Rl (B U s C U 1
ScreenOS WHR B HE FEIS , B B0 AT 4E, AR5 FRREHORAF BN A7

IRIFINIEIES
Al B BN B SR EUE TS zip SO
e NetScreen ix# B 1) 3¢+ CD:
1. B3CR CD i A% CD IKghas

ZXCH CD K aBhash. (MTARAEHRS LEH “A3hE3h” DiGer Macintosh F 7 #t PC ), iF
Xifi index.htm LL4T 1% CD. )

2. H.if; Explore CD-ROM Contents.
3. {TJT extra 3Cft3k.
image_key.zip XA T A
e Juniper Networks Web 3 5 () Customer Support [X 1§ '°:
1. 47797 Web w%E4%, fothlibArhf A LU URL: http://www.juniper.net/support/.
7t Login to Support Center {531, HAH 7 ID fi#ts, SR)5 5.4 LOGIN.
7t Download Software #i53, Hif; ScreenOS Software.

PEZ I B TS AEAE— N bRk Image Authentication 354> . 47 % %.; Download the
Authentication Certificate, 3% Save Target As, J{¥ 1} image_key.zip #4724 H

H 0D

16. Zijn] Customer Support Xk, #06%008 CyENTIYH . iR R H Pk, Wi vy e http://www juniper.net/support/, #.ii Login
Assistance, A5 3% AELIT NI I A A AE LR A — Mk -
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— B3RS TUED zip 30fF, BIRJHATUL R D5

1. F A B4 92 AR (4040 WinZip ) M image_key.zip W i# 545 LA T AN SCA: « imagekey.cer Al
image_key_readme.pdf'’.

2. ¥t imagekey.cer {rAF 2| FHIE—AE, X T ZAH WebUI it72 CLI #41% 301 inZk 2 NetScreen

&2

— WebUI — A i H 5%

— CLI—TFTP 444 mAE B 3%
IEGAUELE S

ERFUAEE 1 N7k 21 NetScreen 3452 B, W RABHIAIL 238, Ty S0 v SN 28 AR Ber Fn sl iy EHE 3, AR )5 A8
5% MD5 i S PRI T L

AC359646EDD723F541AAOE52E015E8F0

544 FastSum T Windows R4 %2 MD5 s HFEFE, w7 www.fastsum.com b3 1ZFER. 1
UNIX/Linux F, 0] B A8 a1 mdSsum 25 Sz R e S50 Es B

MR EANURIE TS, RIS AT RAE A AR, A S U IE B T B SR AR R, ) 4 I AL 3
NetScreen ¥4 L.

LR YRR I e RS L5 A, T R AT — AR %R 5 % 2 NetScreen 4t I
WebUI
1. @& 3] NetScreen &5 HTTP 1%4%, REEX%.
2. Configuration > Update > ScreenOS/Keys: #i A\ LL FN%ZE, K5 ¥ Apply:
Image Key Update (See Online Help): (%% )

Load File: fii \ imagekey.cer i {F {14 & 5 .5 Browse Sl 21 3CA P E
g, Pt imagekey.cer, X Jh ¥iili Open.

17. 5¢hs b, iz AR TS 1 fs B A i s AR .
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1. B2, A3 TFTP k%S4
2. {1% 3] NetScreen LX%E’J}I‘FEJA\ Telnet B¢, SSH %%, R )5 &%,
3. HALLT CLI %

save |mage-key tftp ip_addr imagekey.cer

Hrdr, ip_addr /& TFTP R4 28 f bk

INIE ScreenOS [ 44

T4k NetScreen ¥ 2% IS Ad DA AIEE 15 KK A SCAFEH N k11 ScreenOS 2544 . 7E# & L] LLE 21 DL T P Fh 2
>,
e [T NetScreen ¥ & 7] LA B IR L 44, R )3 B gk fe 7 / OS IR 7k Wos B Ry A

Loaded Successfully! . . .

Image authenticated!

e % NetScreen ¥ & ANGEINIE ScreenOS [l 44, N IL[E AR g fR4E, SR G HE @ nZ e kel w4 B 3) &
BRI

*xxkkxxx | nvalid DSA signatu re

e Bogus Image - not authenticated.

YERC 1 WIRAE A il il 75, 54 NetScreen iﬂéﬁf 221 LA il ScreenOS [E] 1126 DI ZdiX) RE# /% 22
Wi, iEf A delete crypto auth-key <.
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TAIE DI T8 3 5 45048 e 3 1%
UL R TR (DI) MG SR PRI, NetScreen B #-5 i FH UGELE-15 4k 75 SCAF o B ki %5 44 «
ANTENE S C T T T A

*  NetScreen & # MDA FHMN B S HARIE, JOIELLF 3R H G4 H -

Attack database version <number> has been authenticated and saved to flash.

o IEK &M, NetScreen W4 ¥ AL FHEHESLH -
Attack database was rejected because the authentication check failed.
74, Al i WebUl T30 8 72 HAOGIER AR IBS R B DT 5 G L

Rejected DI attack database because the authentication check was unable to verify its integrity.
VER : AR B A il il 75, HsZ NetScreen i #5441 =2 i iA il- ScreenOS MR 26 DI IGidiX] REH .
WERF1S, 155 delete crypto auth-key <.

BHFLH S B, 17204 NetScreen Message Log Reference Guide ( NetScreen 4 & H &5 %
15/ ).
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£ 8B RRESY THMEERE

THNLEERE

AT B AT N, BRI SRR E . WebUI R VFECEEE S NI B T AH H %, 1ERTRT &40 . A THuk
NetScreen ¥ #%, R LUER] CLIKACE Fa% TFTP IR #s okl R . W T2k & o R SR E, AT
DKL 4% 21 NetScreen 45 o

ATEFELLUF A

o 429 U1 L “LRAAFI ABLE”

o A31 WL “PE R
— 431 T ER “ R CANEMEE
- 4327 B “AS T E R
— ZB 433 WL B[ “mEHT IR E SR

o 434 U1 LW “BiehcE SR
— 35435 U bRy ol E SO IR

REFEMENLLE
PRAFA S NI B W E N DhRe et 7 K& R AL E BRI 7.
PRAFIE

WebUI

1. Configuration > Update > Config File: .5 Save to File.
SIS RGM A, RIS e R A B 5L L

2. il Save.

3. WM ELRAFIC B SR E, AR5 ik Save.
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CLI
save config from flash to { tftp ip addr | slot } filename [ from interface ]
JERL 1 71748 NetScreen #5117, U757 slot1 & slot2,
FABCE :
WebUI
Configuration > Update > Config File: % ALL F N %, X5 5d: Apply:
WU ELROHT I B S TR E S Ik, 1H1%+¢ Merge to Current
Configuration ; 4 5270 578 o6 YT fC e, 1i514L$¢ Replace Current
Configuration.
> New Configuration File: it A\FC & SO B 5 Browse ‘T 21 SO E, EF
BCE SO, 4R #iidi Open.
CLI
save config from { tftp ip addr | slot } filename to flash [ merge [ from
interface ] ]

JER 1 7ERLE NetScreen £ #4517, wWAi#5 & slot1 B slot2.
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Ao & B3R
i FEIBC SO PN BRI, {5k NetScreen K A MR BUERE T 1 A2 T AF LA AR0RE 0, 0T 4AA L
B, MRS B T DA 16 K CATE RS (LKG) A S

YER 1 JFIEIT 1 NetScreen 45 i e AL E1El/R . K 2r 4 Kif NetScreen i a2 7 S HFIL L) GE, 52 I BT/
G HIHH 7 o

EREMERMEE

PATELE PR Z 1, W ORI RAF A LKG BB S, DUE LS RIS NetScreen 14 mT AT IR . 224G A
LKG 1, i#47JT NetScreen CLI, #RJ5%E N get config rollback fir%. LKG it & SCAF L FR 2 $lkg$.cfg. WIEAK
IS, RIS AR, BRI T3 e .
WA EE SCHAE R LKG SR A7 3 A A
1. #if* NetScreen ¥ & If1 4T L & 1A -
2. ffi[{| save config to last-known-good it % 2 Hi AL E R A7 BINAE T . BT AT 25, SaiieE SO 8
BN LKG e &S0

TR | WIR 2 (BRI B 2 KE LR R BRI E A, W &R NetScreen 45 LI B IR 7% LKG
AL ERAFAK G — T2 RN E T2
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Bz 5 FHHEE BR
TS WE AT LA NetScreen %45 K E N LKG Bt 'd, WalAFhPATRER . SR ngk ne s A )@, i B3)
o B MR ThAEY NetScreen w44 MR F] LKG it & .

TEFETEOL R, B2EH AN E R DR, thAh, TR & A sharixhaeab T2 L2 8 FPIRES, [RS8l G #i a2
M. ERHAsEEE, 511 exec config rollback enable #ir4-. ZAX[i%IfE, 118 1] exec config
rollback disable 774 .

EHAT FIIRLERIE, &1l H exec config rollback i 4.
JERL : WebUI A3 HFHL & FIR L) GE -

FHECE RGeS, MR RSN A, s AR
ns-> exec config rollback enable
ns(rollback enabled)->

AHECE RIEIRES, PR FPR R RS LA
ns(rollback enabled)-> exec config rollback disable
ns->

SIS B T SRR ThRE, 1181 get config rollback @4 . 1% CH HiZIhAE, ) get config rollback [
F AT R B

config rollback is enabled
A, A e B

config rollback is disabled

WIRAEAE LKG Bo & 3, 1) get config rollback 11155 —AT4m {5 84
Last-known-good config file flash:/$1kgS$.cfg exists in the flash.

IR LKG BC B SR, WS AT (Rl —4T ) ffE B0
Last-known-good config file flash:/$1kg$.cfg does not exist.
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o FIBCE PR DI RE IS, AT DA AT — 3V fd ok [RR A
e HEHia3) NetScreen W4 (S XM, FHITIT)
e T NetScreen %% (#i reset 1% )
* i\ exec config rollback 74

NnEFT Y B & S
DLTF P AR 23 anAm] 288 (R 0 B S A o] i PR G 2 PR T i DA ST A B ST A5 1 e i ] R e
1. f#if] CLI x4 Save config to last-known-good, K 4t & 447 N LKG.
2. {ii[fl exec config rollback enable 714, 7F NetScreen &+ a3 M H BB E MR ThAE. Jo FH L Th A8 1) [
WaiE LKG X, CApTIE e 8 a5z, AR IEAE AT (WL B 1R
3. A WebUl 5% CLI Ingsi lc E k. HREAER, 1SR 405 10 L “TH B
4. R IEOR N E SO TREHELEL N LA -
—  WTRCE SCAHEAT IR
— CHTBCE SO R, TJCVEAREE ) M P NetScreen ¥ 4. B ARG, HAER % . NetScreen
WRATI G, SEBUNAE SO, XSOt 28 L E MR DhRe. 1405 S 4378 NetScreen 4 H
N LKG 3.
— BERIHTBCE SO AR R ) A R . IEIN, T2 reset fn A E NetScreen W . WA
FK}Z ,ifgiﬂllﬂﬁiﬁ, AR O 8 R E R DhRE . 1445 B 23278 NetScreen 54 H 3 N4k

— HTECE SO )@, S 2 NetScreen B4 ikiz T, I, NetScreen &2 HIIE)H. W& ERG,
SEEEUNATE SO, %SO L O R TS B RE T g . %05 B2 1i7s NetScreen ¥4 H N4 LKG .

78 : NetScreen JUA ik (NSRP) — 745/ T5) &1, UIARIMEH HIHLE AR A4 1
NetScreen 75 Ak R 2 LKG X fF. 13/ )& EHF, URWBWTHIHE X, ARG %
w U RELKG Xffo HAWHE RFZIXA 7, a7 55817 i a5 i
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i 7E B B S
AR5 LB AE B IC BSOS AOFT A C B SO 2 B B IS . e il S
PR, W R MBS TN . WER B AESE AT 1 BUE IR B CLI i, IR A Al I INAF R e
MIBCE SO BB HR . EEAETHA T ANBC B SO 2 T BUE BEA A RGBS o i3 ) AT 2B 1 D 3 Nl R HE A
111y 5 308 HEATE BRI AL LIRS
— HAUERCE SO, A e E R R4 (BlniEd Telnet 5% WebUI ) IR #1534 0k 1 i &SR AR AE I 2%
AUCIRERICE S BUE, AR5 A e H] save & RAF B MG E A2 -

TEB 1 HGEEN CLI iE / B & . N GED WebUI _L- &/ Il 155
ClLl
B e T A

exec config lock start

iR ER SCAFBUE

exec config lock end

21 AYUE IF LRI 2 A2 A PR B AR E B S B R B
exec config lock abort

SR BUE IR (5 Bl ):

set config lock timeout <number>
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o) B & 3L R IERE

A LU R BSOS IR o VR RT RESE AT AR SOA, T RELE —ATINSE AL . TERLITLIIES (#) Ik, )&
%M o WERAL T ATINE R, I F LA S — 2% Al R BRI VEHS SR 47 21 NetScreen X
Fe o BOIFPTIC E M S DA IRC B SO RPBC B SO 58 BT B B S0 o BE& 0Tl BRI, Bk D5 JF
S AT IR PITAT R A A

YERB D UWILRIFE H A5 5 1, W NetScreen i #- 1 /G H 455 bn 1, TTAESTEXS R E B HT—i5 50, KA
JEIH MR, #Z1, NetScreen 4 12HEmr< set address trust “#5 server” 10.1.1.5/32 117/ “#5 server”, /4]
TG HIT S H B A TS

NetScreen & ALK A5 IF KRB AR A7 2 NAF AT — RAM oo faltan, R AMERINLE SO AL LU %47
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24 # change IP address
# add new MIP addresses
set interface ethernet3 mip 1.1.1.10 host 10.1.1.10 netmask 255.255.255.255
set interface ethernet3 mip 1.1.1.11 host 10.1.1.11 netmask 255.255.255.255
set interface ethernet3 mip 1.1.1.12 host 10.1.1.12 netmask 255.255.255.255
# all MIPs use the trust-vr routing domain by default

MBS, FHRERRE SR, BIEINANAED T (CLER):
set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
set interface ethernet3 mip 1.1.1.10 host 10.1.1.10 netmask 255.255.255.255
set interface ethernet3 mip 1.1.1.11 host 10.1.1.11 netmask 255.255.255.255
set interface ethernet3 mip 1.1.1.12 host 10.1.1.12 netmask 255.255.255.255

AN, ISR T K E 4 (XL & nDEBER AR 6 4150 Telnet 235 ), WEIE4TIX L4y 4,
NetScreen ¥ #5423 37 Rl 206 T A3 v B .
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152 B NETSCREEN-SECURITY MANAGER BULK-CLI

W BCH 215 #E,  NetScreen-Security Manager iE#: 257, vl i 15 % bulk-CLI KA 2 AT [RIFR 1 77 2UF1
). HR IR B, ARILAG KT FT A CURCE ¥ NetScreen-Security Manager il 45454 ik —k,  Aififfie 22 1
APV o 1R . IR REE e IR, WARBH SRR R e N TR B S, S F0RH 3 & LUK R BV AL E . T8
HEHE AT 60 #0155 86400 Fb2 [, G4 L HNEh 60 7.
FRELEAE LR PR3 T # A NetScreen-Security Manager 32K
o T CLI x4 CHUT 58 5 HLT 0K R D El R B (1 J6. 2 3% 31 NetScreen-Security Manager.
o HPUAEIR, KT E [ NetScreen-Security Manager i 15 %4514 .
WIERAE CLI $AT IR = AR A, WAREE & i S0 B s 14 1191 B % 21 NetScreen-Security Manager, 485 454
HRte 4. KTANRIESH =R
o WHRFRRARHE AT, ALK AT IEPAT RIS M CLI iy 2 HF B H 30
o WRFERARE “gkL”, IBABLKGGESFATRIAR ) CLI i
o WMRLEFREME G EN AT REET S, A REE R A& 8 HEEEH bulk-cli reboot_timeout.
- WRCEH, WHELEVERE3).
- WRCAEN, WA A S Bt . BARF AR EE AT RIS (1) CLI A2
FURCE A, WAL A
set nsmgmt bulkcli reboot timeout number

Hrh,  number [P A R FD,

SEEEFTE I, W LR a4

set nsmgmt bulkcli reboot timeout disable
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£ 8T RZgSi VF 7] % 1

VAT 4R

ALV PIIRE, R NetScreen B THJUN AR i s BUR GEWGR, RIS FLRE AT Y g S mT LA 3K
—ANEPPRBUE AT h SN TE e Thag, Tl R i 1 IX LEThRE -

. PR
o BURG X BRI
e HA

£+ 45 NetScreen ¥4 ) IR TR T hruEThAESE, 1 H Al BE4 S I0E vl ik oh e sl m B ThRERBE ). 22 T fR
T WL DhRE T LABEAT T2, 1S Juniper Networks [ 57 1137 SCiik -

ATVl B AR S AR W
1. S5 NetScreen & #4 IIH(E /441 (VAR) KR, o0 H#:5 Juniper Networks B & .
2. R R A1) S I Ul W AR D) REE T
Az RV AT, T el F R R A A
3. il WebUl 5k CLI #i N iZ% 4. (EZSHLL R, )
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£ 8 E RRSE VF 7] % 1

el i KRAREE

HFNAEMEH T 5 NetScreen ¥, W& X HAHEN 10 AL H ], BEEAAIRIARE, EIAETRE—Ff
H P EAZ BRI VR . eI,  NetScreen P o1 RGN ABRGIH - B H P25, BIRT 4 @& IR J)
VFr[ %4514 4 6a48e726ca050192, i% 5157 C:\netscreen\keys Hk FIK& K “A2010002.txt” [¥)SCASCAF A

WebUI

Configuration > Update > ScreenOS/Keys: 17 F5I#AE, S8 )5 o5 Apply:
License Key Update: ( #£$%)
Load File: C:\netscreen\keys\A2010002.txt
%
$E05 Browse S ¥ C:\netscreen\keys, #£Ft A2010002.txt, X5 H.ili
pen.

CLI

exec license-key capacity 6a48e726ca050192
reset
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£ 8 E RRSE i 7€ AR 55 B9 IE AR 5 0GR

= 3 ST
ﬁi/&ﬂﬁ%ﬁq 7EEHH'5 l%ﬁlﬁ
23 T ik Juniper Networks NetScreen ¥ £ 5 WU 2B 5 (AV) #2211 E iR 55 BORAAS 2 (D) 2542 588 URL i €,
DAISETT WSS, FREMRSS, ARG A BERE T % H . WBITE IS5 Ia, e LIRSS S8os . RS des i /e
T ST R 55 1 5 ORI AR 45 1) LA N 25 o

Il B+ Bl 5%
%Eﬁgﬁﬁ FE I EITIE AV 8 DI k%S, NetScreen B AAHEAE T —Belm i se PRI . ZEbHARR N, W& AT LSRRI
Bsf AR 55

o ) J5M NetScreen & 5 H DI w45, Z5kA5 I DI RS, 2056 )H ) WebUI <31, SRJE1E
Configuration > Update > ScreenOS/Keys Uit [fii_I- .75 Retrieve Subscriptions Now %4l . i i B 7] 315
JARR Ay — R —x Ik DI &5

o LRI SERAAIAHGE T AV ks, WG CsE e im I ik S5 o Il I AR S5 AT RS TE 60 K.

o i) J5I¥ NetScreen W& %A Jo H URL 13RS Dy REWRAT I IR 55 -
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