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FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. If it is not installed in accordance with NetScreen'’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
» Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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LR E Web W38 R STRe A

TEBEE DL T 233 Al SSL.

W SSL i 5, W) admin 751 Web 3535 4 N URL I 248 & 1% AR E A o 0 5 .
ETHETM ID 5, AL T4« get pki x509 list cert.
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3. W EHLLE P NetScreen te#c M Fe 0, LLAuiFdtAT SSL & H
WebUI

Network > Interfaces > Edit (% T-ZE B 11 ): J5 FH SSL & BIRSS B ILHE, A )55 OK.
CLl

set interface interface manage ssl
save

4. J@L SSL ¥ 3% H: 2] NetScreen 1245, AN, MEEAENWEAR URL FBohH A T 2 NetScreen ¥ & 1)
IP HutiEi, 5 “http” SEECA “https”, JFELE IP Motk /5N BB S5 A HTTPS (SSL) i 1145 (Wi ool 7 3L
B ) (Fltn, https://123.45.67.89:1443 ).
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1% HTTP E E [a) 2l SSL
NetScreen B 45 Al ¥4 ] HTTP ( 614535 11 80 ) R4 HiLfe JEAL B 5 1) 1) SSL (B4 it 11 443 ).

HTTP %] SSL & In]

\ \1 - B HTTP-Get > HIEE 80
I \-fa 158 NetScreen ¥ 7%
= -« HTTP-Reply 1£ SSL #2 T- Wi, NetScreen BE# 4 HAF-F5 ik 4y Alice.
Alice : Alice FHUET5 A5 10 8 TR FA 0 B L BT s, Fols 3G
(NetSCreen }‘A HTTP gﬁf@?” ﬁ@é@ NetScreen l&%’ IZTIXL%{E%%}Aﬁ%%HX#lZﬁﬁ
Admin) HTTPS K454 TR . KRG, 25307l SE = REHLECR P v 1 Fib 2%
o o I J5i% (3DES. DES, RC4 ok RC4-40) it ;@A
-« — B, SR AH H ) S S AT n s . R 28
« SSL #F > 1SR 47 (PKZip 5% gzip) R4S, 61 Ok ik
— N Egﬁ%@%%g? 1 5 MD-5) Xf I T H46iH B e 4k
| HTTPGet [ o S
//// ///% H (0 443

C e

A EE [ JF R SSLAE Sk B sl A it A2 UE+, THHAT UM E—$4F
WebUI

Configuration > Admin > Management: #i A\ LL K N2, K5 5t Apply:
Redirect HTTP to HTTPS: (4% )
Certificate: Default — System Self-Signed Cert
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CLI

set admin http redirect®
save

HAR HTTP A H4% SSL (4 tt, {Hr] LIC'E NetScreen %%, i H R E R HTTP 15 k. BAEH HTTP )
SSL F & [a MLk, %5 Redirect HTTP to HTTPS £ (WebUl), mi#i A unset admin http redirect 774 (CLI).

6. Al CLI fir4-k M 5 SSL — [FME 1) 1 3h 4 5 11 28 44 30F 15, ﬁﬁk‘éfﬁoﬂ‘NetScreen SN+ SSL. W sERiE i 75 SSL —
ﬂﬁiﬂ%E’J —iEH, Wﬂi)ufﬁﬂﬂtﬁﬁiﬂ%ﬂﬁ%ﬁﬁ-lﬁ WLAZTAR ] DA iy 2 B 20 B 55 AR IANIE S © unset ssl cert id_num, o id_ numﬁ:ﬁ‘uﬁJ%@Eﬁ-HE’J
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£ = B BEGSITARTEITER

. N V A Ay = I

B SITHA T TE TR
s B D Ay AT S (CLI) BEAT MRS g ¥ ). £ A CLI KRG E NetScreen i, I Ad AT
VT100 238 EE. A5 T il 4%, (FnffiH Windows. UNIX" &% Macintosh® #:4F 2 4: v (145 1 £ S i
NetScreen %5, HiEit CLI JHATAFEE P, nl i Telnet 5 “2¢44h5%” (SSH). Wit #5514 b I E AT B a4
J&, {HEAfi A Hyperterminal®.

YEE 1 A5 ScreenOS CLI iy 11950584117, 152 i NetScreen CLI %455 .

Telnet

Telnet j&—P g s S Ao LML, WSV P& 7 0 / IS4 00 R IEFL B 25 15 45 Tl 1k TCP/IP W 4656 1X L6 1% 2%
BEATIE AR E . B AR B T AR uh B3 3 Telnet %5 )7 i e Jf 55 NetScreen ¥ #t i Telnet 554 f 77 4l V3%
e, Ban, AR K CL s, B &i%4 NetScreen %45 Fff) Telnet By, WA HHTAHMACE , QnfH)iE
ot SRR ATEAE—FE. T Telnet 4571 NetScreen 145 53 DL R 444

o EH T/EW LA Telnet 41t

* 5 NetScreen 4 HA LK M2
A7 Telnet MW ELFEWT ¢

7. Telnet &
\\- 1. Telnet % /2 3ty TCP #4175k 2 1% 51 NetScreen 1 4
= (14 Telnet 4545 ) i M 23,

[

2. NetScreen #7878 7 iy LA P 44 AV 00 8 5k .

-
3. B AL A A i — A5 VPN GEIE T, i el
W B CLZ N

s
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ok
MR

T B RFE P s> R PR o8 R BB 1 L%, nT LR ) NetScreen % % 2% 11 Telnet 215 2 HI BT L VI AS BT
S AR PR a] B RS i ety i B sk T A s B

SO, FEKH] Telnet 2152 HI, NetScreen % %% ALV RIS 522K, ZH KU H, 1AL
T4

set admin access attempts number

VER : WA CLI A i Bt BRI -

IRFE Telnet EizZL 4

af LLE R Telnet 15 E -5 M4 (5 B se 7 Bk I bs e 4. #Ps NetScreen w445, nlilict MGT £
AT HE B, SeE /N0 (W DMZ) 524 L TS Bif.

IeAh, T HIERE admin H AR TS Telnet & 2 NetScreen &%Hﬂfﬁﬁﬁél_% ] PLEESRIX S P AGE T UL
® (VPN) Sl kT telnet. ¥E THEIRBIE, 07 R EAE R VPN GEiE AT telnet, BAKHEL 15 i) .

BRRFE L VPN 3617 Telnet Vi), EHIALL R4

set admin telnet access tunnel

B 1 WHEN] CLI i 4l (R %Y.

7. AR VPNIEERGER, W% 54, “VPN”.
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ZEINFE

NetScreen &+ NEN] “2dh7” (SSH) Mk afetlt 7 —MFB, fFuh, BH LT UAEH e “2aedhie”
(SSH) 1 HFE > LL—Fh 24 1 7 O R BRiZ 45« SSH RVF 22 AT T fdr & 47 I AT 4. ilid SSH
A LLRT Ik 1P 5% DNS ¥ Sty DA R 3% 00 s 8 e £ 4

1] LLIEFEAE NetScreen #4%5 Fig4T SSH A 1 (SSHv1) it/ SSH A 2 (SSHv2) filss 4. Wiliihk SSHv2 Lt
SSHv1 24y, 1 H HFrEAeR S e y IETF br#fE. (H2, SSHv1 O3 iz & A w N . &, SSHv1 5
SSHv2 It FFANHER . At Ui, AR SSHv1 %/ imi% 4 1] NetScreen ¥ & ¥ SSHv2 JIk%5 4, RZIRIR.
P ) £ B o N, TR 20 5 IR 45 2 s AT AH R 1) SSH hiiAR

T (R A B ScreenOS
[ B _ i -
// \\
SSH % /7 i I A —— SSH k%24
: > \\\\\ /
BT NetScreen % 4

R (&
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A SSH IERREU TP

1. SSH & /w4 TCP #5413k & 1% 2 NetScreen ¥ 7%
(1H24 SSH fli4s-%% ) LA 22,

-

2. NetScreen 5% /it S Fr ) SSH RS e/ 5 o

o

3. NetScreen &% H EHUAIIRSS 2 255 1A TF 4144« cookie,
DL BT 2 R B a8 F AR S

4. % P A g e il w B, ] NetScreen BRI 5% %
IJ\IZ ’E{ﬁsﬂﬁ/\ﬁfﬁﬁﬁ/ﬁ\lﬁﬁbuﬁ , RGBS RSP RIS
etScreen.

H/Cho

NetScreen w25 L — k&% A A A~ SSH &

=5

t AT 1AL S BN A T
W, T % T NetScreen %
Ivsys WIE LA SN 25 15 %558 S’;!/I\ vsys
AT LN D). ) BRI AL
JE B /vsys

RS2 IR RSA AT | AAH 3905,
%?M&Kﬁ&% (Eﬂ%h%?
%etScreer)l BERE— /NI N BEAS veys A2 — A
LR - &) NetScreen (Ei&E T
1 H@J@E’Jll i 2 fﬁ’fﬂ DES &
3DES), HILLxfil 1 s (sihgimRny,
KWk 7)o
PKA # 4 : #5 A RSA AT | R % ,
BT SSH 2 ). JTUR SSH &R Z |,
IAE NetScreen ¥ £ L Iin# & F i A T
ZL?E%B, It HasZivks PKA %915 admin H -
IRE o
R« 2H BHEHITELFFEN ] B,
ﬁ?ﬁ gf’*/‘iiﬂﬂ (G R AEE I H R GEH 77—
7
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EZRimEX

RN, & um N R 25 NetScreen i £ LIRSS 281247 A0 IA] ) SSH A . 5210 SSHV2 2 7 i IiC B 1%
12K Diffie-Hellman 5 48HA i FVAR “HUrB 25357 (DSA) T AR AL 20K SSHvT 2 5 b it & %
15K RSA AT A FFEH B & INILE

NetScreen & &% L BIEZK SSH FL &

PLR /& 7E NetScreen 7% AL E SSH ) FE A D B

1.

e xt SSH i &5 il 2 “ T %B»Ju 7 (PKA), ﬁu%ﬁﬁﬁ PKA, WZEdE4T SSH &R Wi, W
PKA 475 admin 455 . ﬁa%ffﬁﬁﬁ ik PKA 45 R, ES R 19 it L “IE” .

T i€ 75 2241 NetScreen 4% A WA SSH A, (VIid, %7 i A2 A1 NetScreen £ [ I¥I il 5545
WIS AT AR A1) SSH WA . ) W AESEHT ScreenOS Mt A ) NetScreen ¥4 G H T SSH, M) SSHv1 K7
L %EF'EH SSH Wiz217. ZAHE NetScreen s EWMEAS SSH RAZIHANMHEIAR ST H, &% CLI get
ssh 4

ns-> get ssh

SSH V1 is active

SSH is not enabled

SSH is not ready for connections

Maximum sessions: 8

Active sessions: O

FELL EPos i, SSHv s2iGashiy, JFH&AEA M SSH MHafT. WZliH] 5 —AFK SSH A, iF
A ORIN R BESE AT RRCAS BRI P o i, %Rk SSHv s PRI SSHv2, iisfi ALL T CLI A4

ns—-> delete ssh device all
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HHILEL RV
SSH disabled for vsys: 1
PKA key deleted from device: O

Host keys deleted from device: 1
Execute the ‘set ssh version v2’ command to activate SSH v2 for the device

LAE SSHv2, A LLT CLI fiv % :

ns—-> set ssh version v2

YEE 1 B SSH /AT A7 NetScreen 145 [ /7 /4 SSH.

3. WURAAUE 22 (BRI ) T SSH &/ umikds, LR E — T 1024 F1 32767 2 1) ff5 115°,
ns-> set admin ssh port 1024
4. NIRARGHUERL RS )EH SSH. A KLAEEAS veys A 3Lfilja AT H SSH FIHe5 &, 1ESHEH 21 1 L
“SSH 1 Vsys” .
AR RS F SSH:

ns—-> set ssh enable

0 vsys JA T SSH, FiESEHENZ vsys, M55 SSH:

ns-> set vsys vl
ns (vl) -> set ssh enable

5. {E SSH &)™ ks ZREATIER 4 1 LR H] SSH.
ns—-> set interface manage ssh
6. Kf NetScreen ¥ LA ENLE Y] 0 4y SSH 2 . A RTEANMEE, WSS 22 7 LK) “ LAV
%E ”» R

8. WAL WebUI Skt 145, FF4E Configuration > Admin > Management 5 i L J5 | SSHv2 fil SCP.
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TAIE

B Il R E T v — 1 ] SSH 1%E$: 3 NetScreen 4% .

BERGIAAE « M7 VAL 2 B 5 AL NetScreen W& WA B A . SSH % /i & id 5 NetScreen 4511
SSH 4. W RAREBGERSS R FE T SSH & i ThfAE, NetScreen ¥ 4s1n) SSH &% /i K55,
oA PRI P AR, SSH %/ w3k 15 5 B E ¥ k15 2] NetScreen # £, 5 ¥ %GRS
admin H Pk P A R P 2R RS AT LR . W EATUEHRL, NetScreen 45 RIS ANIEIZH 7o W EAIA
VLHCE, NetScreen ¥ &4 i £ K

AFFFHIE (PKA): M7 A 0 T 30 R 1L 22 a0t Rvrs T e AR, i, SSH &/ b A kik
FH P 4 fss i, 1S R RV ATT | A 2 I A T35 820 0:°.  NetScreen #E4-K H 5 il 46 5 5]
admin 152 WA A TFEHIFT IR . iR —/N 2 EHIU0RC,  NetScreen i Bl S IR IZH . WA
BT — UL, NetScreen #4404 iP5 K o

KPR /7 VL3R AE SSH 2% P i Bk T Ao R Ak, SSH %74 5 NetScreen ¥4 47 SSH IR, 47
R P 4 RS R B 4 0 TF 5 BT B A

NG AT PKA #5575 NetScreen ¥4 |-y admin I/ NI, SR 7ERLSE SRl SSH 345 71
NetScreen B4 (04511 L il SSH & HLIhfE, (47004 admin JI Pk O, 625050 46 5T LN < X
Admin FI1/17 . ) BTAE AR T B SSH % P LGt — 5 %,

9.

SCRFIAIESREAT T SSHv1 (1) RSA Rl T+ SSHv2 [ DSA.
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iU, BN PKA VEHES, WAZiE SEHRAT EL MRS
1. f£ SSH %/ im b, A6 B P B e R A A TPARA R #DIR (1Z B P e 2 HI T SSHv1 (1) RSA 5l
seHI T SSHv2 1) DSA. HKIELIMER, TZ M SSH %) i N I FE P30 . )

YR : WIRZAEIT] PKA A7 H 38R, Wi SSH %7757 i#—MCHFEF, JHELnE PKA 2 FF
| A EVIN IR A HLIALE,  LURAEAF s PRI 1 B DI N E IR

2. HBAITEYINAM SSH H#sh 3 TFTP IR #% EREANHR", RIGHE) TFTP FfE.
3. &% NetScreen ¥, VMEREEL CLI XML ACE -
4. BN FFZHN TFTP 4528 n# %) NetScreen % 4%, g ALLF CLI 42— :

7T SSHv1:

exec ssh tftp pka-rsa [ username name ] file-name name str ip-addr
tftp ip addr

*FT SSHv2:

exec ssh tftp pka-dsa [ user-name name ] file-name name str ip-addr
tftp ip addr

username i}, user-name £ ] H T# admin, K A admin 4 62K RSA 580452 21 55— admin.
MIEAE AR admin 841 / 5 admin KA MR AR 45, NetScreen ¥ &~ HI w2 H O
(] admin 1k Fs WRE, &a¥ 3 HY0E 2% Aty 21 admin.

JEE : W THES admin /77, NetScreen #4255 /U1 PKA 2\ TF# 4,

10. A LR TF 86 BH SO 1 PO A 3G M 21 CLI iy
name_str] key key_str( X} SSHv2) v (KL
SSH PKA), {H/&,” CLI 5 WebUl A K/NRH -

< set ssh pka-rsa [username name_str} key key_str ( %+ SSHv1) &} set ssh pka-dsa [user-name
R 222 5 key, str TonAi ' ), s kil 2] WebUI 1) Key 7Bt (Configuration > Admin > Administrators >
TFEPIR/ AR 512 7. Wi TFTP gk, AArELE st R

DREE
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MR

M B 2R AE O3 ) SSH & ISR 1 LBk SSH &3¢}, NetScreen #t4 1 /I Az BE R HY0E T A

. WAZIXFE, NetScreen WA PKA VIEZE 5 . WX B GRS € AT %4, NetScreen
PR P AR, (A LUE R U Ar4 ] admin H# ] PKA J77k% : set admin ssh password disable
username name_str. ) oA EE B G A TR OCIE 7V, AR WIUOE SCERK P R, AT i dE A . AN G4
CUR N IEH P RE T ATFEAN, ZEBEE ARSI S,

SSH #0 Vsys

X T 3CFF vsys 1) NetScreen 4%, 1] LLREAS vsys 24l 3 FIRTACE SSH. &A™ vsys #845 H I WL (=128
22 GL L) “EHEH” ), IFHANRGN admin iR H-—A PKA %41,

R K SSH SR ECH A IRE], T 2 3 24 28], KEARR&ZME. WRGBFE &N SSH % 5 LA
ek, HE SSH & Joid Fi 8 sk 8% SSH R4 4% . MR RGLAI veys JLZ [ — SSH i 115 . IXEEA : Wk
BT SSH i AR o 5 22, BT vsys (1) SSH i 25 B2 T 4.
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F1EEE BEaSITREHTITER
FH =4

T 1 NetScreen Bi4%1n] SSH & AT H HAR N ZEFF BRI R S (vsys) 1) NetScreen ¥ & I, &4
vsys #H H O M. 78 vsys (X T->CFF vsys ik 4% ) B/t NetScreen W& F XA SSH I, & 2E Rt T
% vsys B A& ME— I EHUEH . X EHEHBOK AL E 2% vsys 8L %, JFHWRAESEH T SSH J5 fFa H
SSH, A [ — WL

DAL R TR T 22— NetScreen 4% LR WL EH 4 ks SSH 7% 7 it

e Fzh— M admin 5% vsys admin 3Bk L HBM . HUEERR EHLS A RIELS % i admin . #2007 admin
¥ BN AR SSH 2 )7 b RGMAHN. SSH U . ( SSH &) iy I F2 i e SCHEA B AR 2. )

e H3h— 4 SSH %)k $ 3 NetScreen #4541, SSH HRSS 25 ML B AR I 58 A TR A K ILLE 5 7 i o
SSH & 7 g8 R A B ML L 2, A E IR AL & 1 CUL 21 NetScreen 4% (1 tihk .
REVUEHARR (AR i 1 E ML H B P % A ) NetScreen W& Hubik (s ), ) admin A7 m) BLk
f&%?%é’%ﬁim%}%ﬂo TN SLabER:. (ARBEZRMEVEHANGE, ESRAANT SSH % i 3¢
M)

T KR SSH 2% e 15 MR AR M ML, %) b R4 L1 admin B a] DO BTN = AL 3E T SHA
B EE . K5, % admin H P Al LRR L SHA 57115 85 NetScreen ¥ #% B LM SHA HIME BT L
. 7F NetScreen ¥ #% I, nJLLUEILFAT CLI fiv4 get ssh host-key K i 7 EHLEH I SHA #HIME
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&5 : SSHV1 (£ PKA #HITEHHhEF

EEE R, B (VNI admin ) ¥ 41847 H s A I RE EHLREE SSHYT ATFEEIAE (PKA). e E ALY )
NetScreen 4% 1IME— H W) 2[RI R EECE S/ BT BB TIAME, Btk SSH % /7 i 5 % 2] NetScreen % %
RPN R
X —% K cfg i) admin A ik, HEMh ofg HEA SR . 402 2 Untrust X Bt #2110 ethernet1 |5
] SSH & H g
WIRTHTIR, £ SSH % /i EAf S5 40 A4 B e AR e — A RSA A TT / FAE B85, ¥ 3ctb4 2k “idnt_cfg.pub” 4
FEEH AR 3] TETP RS # LA H 3, R 30 TETP R/, TFTP R4#:11 1P Mtk & 10.1.1.5.

WebUI

Configuration > Admin > Administrators > New: #i A\ LA R %%, X5 #H.idi OK:
Name: cfg
New Password: cfg
Confirm Password: cfg
Privileges: Read-Write ( i%£#%)
SSH Password Authentication: ( £ )
Network > Interfaces > Edit ( %] T ethernet1 ): 7¢ Service Options Hi% £ SSH, X5 ¥ OK.

JEE (N[0 exec ssh i M TFTP [R55-#5 117 SSH 94 FF 2 1 1.

CLI

set admin user cfg password cfg privilege all
set interface ethernetl manage ssh
exec ssh tftp pka-rsa username cfg file-name idnt cfg.pub ip-addr 10.1.1.5

save
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Z2 &% (SCP)
Wik “4=ZH” (SCP) nf LU SSH Wl fE %% i 55 NetScreen ¥ & 45 C4F . ( SSH HriX 7] SCP %4
FRANIE . B ISR 24 PE . ) NetScreen &4 1Eh SCP 448, %k B EHL - SCP &/ i I .

SCP ZERTE I U SCA AR i 2 B I % P i idEAT UGIE . SCP YIEEFE 5 H T-AE SSH %% /o i F2 56 A ] 1]
DU %55 PKA 5 8P1RINIE SCP % )7 3. — H. SCP % " im il Ak, {Hr7E'E 5y NetScreen ¥k it i — ol
AN, SCP %)™ b N HIRE - 2 i € T4 WO H AR SCAE 24 I ik s 621 SCP 2 i i FFE 7 S0

7t NetScreen %45 b, S50 F22H SCP. Z o SCP, WJilAlN 5 H SSH.
WebUI

Configuration > Admin > Management: i££:LL F %, SR )5 i Apply:
Enable SSH: (i%#%)
Enable SCP: (i%#%)

CLI

set ssh enable
set scp enable
save

PLR 2 —A> SCP % /i fin 2 I l, Zav 4 K IC & M NetScreen B4 (5 FE A4 Z& “netscreen”, IP Hulik
& 10.1.1.1) INAEREHRIA R P im R4 L “ns_sys_config_backup” (44 :

scp netscreen@l0.1.1.1:ns_sys config ns_sys config backup
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AT LA ) NetScreen 545 5L\ il ScreenOS %, %M SCP % Pt 44 “ns.5.1.0r1” [FZ rA7 2
NetScreen % 4%, 1HHIALLT SCP & Py & (HA, FRELAMERL AN “netscreen”, NetScreen %[ IP Hh
o 10.1.1.1):

scp ns.5.1.0rl1l netscreen@l10.1.1.1:image

RGN reset iy, A EINEAIZEITH ScreenOS W14 11] NetScreen 15 £

E¥ ScreenOS WL M NetScreen e 5 il 2] SCP % /7 i JF LA FE “current_image_backup” {RfFiZMHE, 1540
ALLF SCP % J7 ity fiy 4

scp netscreen@l0.1.1.1:image current image backup

T A SCP 2 i N RE P SO, LT AT 45 ' B B3 448K L et IP ik JESCPEAT H AR ST

FRITIEH &

AJ I 28 P 6 i R PR G T AF ik 21 NetScreen W24 IH B AT E K B NetScreen ¥ 4. BAR H &R
ANRERAT, B3 NetScreen w45 i & 24210, XFERM &R Z MRS EH Tk,

YER D 9B 1R PR LU admin G0 FE S %, B PIESKR admin Nl ) & &R 2] NetScreen 1%
Ko TIAIRAII N E, S 57 T LR “HRAEIRE Admin 5 5415 w7

F3¥E NetScreen W45, G AT ERTELL FHEEZ
e [ATE DB-9 2P DB-25 ELif H AT HLZE
o [T DB-9 #BH M DB-9 ELiE A 4T 4
o [HT: DB-9 HIBHM: MiniDIN-8 Hi 4T HL 4%
Lt RJ-45 2] RJ-45 FLE LK M HL 457 RJ-45 JEFC A AHIZE B P DB-9 H

S

AN
5

°
=

(&%
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T AR I AR e “Hg 2 ” BF (85— VT100 2ol Loy ), Hoh g & o D B E R E W
- HATIE{E 9600 bps
- 811
—  AHERE
- 1M IEA
— e

YEB  HAHRAEH R #6152 NetScreen CLI Reference Guide /7 “Getting Started ”
— ORISR “Initial Configuration” — 7,

A ol 18 2% i 1
S 2 90 B4 T AR5 B2 ) NetScreen B 4 (VR IR VB S838 11, A i DV BN 4. VAR LI DDA S5l
im 2R, SR REANEE A T e 1 4 i 11 7 2 Bl XM ok a4
B AR S P T8 I BRI R 6 BRI R s R BEBEE, T U T B i R EE TR P 1
set console disable

set console aux disable

YEE 1 7 NetScreen-5XT _[-, H GELE/H 1 I 1 755 13 72 FY 1 i 1k A v s o
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£ 1 E &8 BT NetScreen-Security Manager i#{T& 18

18155 NETSCREEN-SECURITY MANAGER #1718 IH

NetScreen-Security Manager & — Mg # N AT, HT76 LAN 50 WAN FREE HH e S AR 2 AN 5%
Security Manager Ul {5 21 51 e O A BEE . PO E NV BEVE 2 4%

NetScreen-Security Manager i@ il 4~ 41 1445 NetScreen B4 SLHLZFRIE S .
o EHHFRZ FERAEANT N LR ARG . XL RSALER . ERESAIAE S Security Manager Ul Z [H)4Z
el v B G R
o [CH, BERRTERCE P NetScreen Wt EH—Fi kS “AREE” MAMER “ERIRS” HNE S, I

HAHEIZ 2 NetScreen ScreenOS. “fRHL” B SIS R A MIfL2s “ER RS . “QBL” LU R
&40, IEPB LK NetScreen ¥ %5 NetScreen-Security Manager 2 |f] EI’J%IW‘X%'J

JiH T Security Manager 3 1) FHRY Security Manager Ul

NetScreen FW/VPN % % —
o ¥ ERi &
BN nene e
#% o5 d Al GUI ,
‘ M55 4% o |
NetScreen-Security Manager U WA RS 28 A1 GUI AR S5 %% NetScreen-Se_cu‘rFiﬁt)‘/rJH

NetScreen 4411l SLH A (g 4 I 2 S IO B Manager admin ALz
NetScreen-Security Manager {3 NetScreen B4, JfF B UE 17 A i RY o
Bt I 5 2 AT A5 . Gk .

GUI I 25 # 4b #E A —A~ 84 2 /> Security
Manager % F* i S0 e B 0.

A RIX L AT J HE NetScreen-Security Manager 4111 117:4115 &, 2[4 NetScreen-Security Manager 2004
Administrator’s Guide.
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i#id NetScreen-Security Manager i#{7& 18

ARESEE ARG ZEEIVIGEE

WASEAE A (BERfERA L) 5 CEBIARGY (SERAESNE LN L) Z R LR,

NetScreen-Security

Manager 77 1] Vi in] #1455 3 NetScreen 45, 4l NetScreen ¥ #¢ [ U mi vl F T, #Ithiki 2 nl BefT Z AN FH /- 430
PEF-PIAANTRI G . IX S P R dh Security Manager 2722 77V M 471 /7, w3848 % 7 i EHL_E ) Security
Manager Ul, J&#ilid #6216 7E NetScreen B4 LT CLI v s . AIRERIRIMGAL I LW T .

TG 10 W% O TV IP Mkl 5 FL ok 9 4% JE il 5 44 mT A7 ) 3% 158 4
EXFEOL T, Security Manager B 2 634 % 7 i =ML _E 11 Security Manager Ul 8 I 345 . (A iq 2200
WA . ) NetScreen W& HZERIR| “FELRZ”, JFHER 5 H A E Y NetScreen-Security Manager
B e ROE L EAS B
0L 20 Uil A 2] 1P Hidik
FERXFPREOL R, PN P AT TG AT 55 . B bl ik Security Manager Ul s Iz & o 7 B D1k 22
SEII TR CLI 4y, PR & KL% 7, ARG ZH ) G T 4. %K E
HEh 5 “EP RS ER, IS NetScreen-Security Manager ## /4 &K 25 & (5 B
THOL 3 A AR E A G ) o E .
EIXFGOCT , PIASH P ESAT WSS . B P LAEFH 44 8 Configlet 1IN BC B A, i BIAS
Security Manager & B 53 A4 . SRR

a. Security Manager & 2 51 {# ] Security Manager Ul '] Add Device [ SiE$¢1545°F- 55 F1 NetScreen
ScreenOS KA.
B T O3 G A% LA TN T IR AR AT
(ESZNAY SRR E N
&

B0y AT ARI% Configlet SCIF (BEEZRIGUL 2 KR, L1202 CLI a4 ) eIl .

a oo

e. IIm M 4T Configlet (2% CLI fiv4 ).

A RVEAIME S, 1214 NetScreen-Security Manager 2004 Administrator's Guide '] “Adding Devices” .
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BH. ZHMEGEZERIE
WIS S 3R BE7E NetScreen w5 LI “AREL”, k& “FRHRS” ﬁﬁx_{m

T R EEUY % & NetScreen-Security Manager, i%{# ] unset nsmgmt all iy 4. Iy KA Q& & sl AT i B4
B, XA S S MR IEHE S NetScreen- Securlty Manager —#¥. éu.ﬁﬁ%‘éi%ﬁ@ﬂﬁ NetScreen-Security
Manager % EH, #J{#H unset nsmgmt all 174

%3 H NetScreen %4 L1 “AREL”, TEHAT AL —#e4E
WebUI

Configuration > Admin > NSM: i£#¢ Enable Communication with NetScreen Security Manager (NSM),
G gt Applys

CLI

set nsmgt enable
save

P25 H] NetScreen W% L1 “ARHL”, TEHATLL FAE—4#1E -
WebUI

Configuration > Admin > NSM: i5[% Enable Communication with NetScreen Security Manager (NSM),
G Hud Applys

CLI

unset nsmgt enable
save
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FUEBRFIRS M
CHREL” HTARIRANE “EHARG” WS40 1P bk — Nl E S50
el B FARSSEE IP hht
R, SRS 2 1P #hhk s R 1.1.1.100.
WebUI

Configuration > Admin > NSM: fii ACL R N2, 2R )5 Hidi Apply:
Primary IP Address/Name: 1.1.1.100

CLI

set nsmgmt server primary 1.1.1.100
save
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RERESH
“ACHE” IS NetScreen B4 FAF IR G ME4s “EHARY” . XFEH L VF Security Manager & ¥ 51 )\ Security
Manager Ul & F14:.
CAHEL” PTERER I SRR R
. %ﬁfﬁ A5 VR A f I8 B B S, O L VNS A 1T AN ) R B
. s O RS B ICE AR L S R s IR AR AR
. ﬁﬁ%ﬁﬁ%ﬁ?&iﬁﬂTﬂﬂJ VOB
H (AIERk )
- ESP (B P )
— GRE (18 & b )
— ICMP ( ELHRM 4561 S )
—  OSPF ( JF/lts st )
— TCP (f&H=Hril )
UDP ( M/ Hdla i il )
. %‘“77‘/% RIS LR g5 &
- WEHgHE R
— PAKMGTHE S
- EfFRESER
—  HEMEGEE R
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i®id NetScreen-Security Manager i

1
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B

SEf: BRERMEIHERRE
(E R, R R AR SRS

WebUI

Configuration > Admin > NSM: #i A LLF A%, SRJ5 5k Apply:

CLI

set
set
set
set
set
set
set
set
save

nsmgmt
nsmgmt
nsmgmt
nsmgmt
nsmgmt
nsmgmt
nsmgmt
nsmgmt

report
report
report
report
report
report
report
report

Attack Statistics: ( 1£F% )

Policy Statistics: ( £ )

Attack Alarms: (%% )

Traffic Alarms: (#£F% )

Flow Statistics: ( %+ )

Ethernet Statistics: ( £+% )
Deep Inspection Alarms: (1£#f )
Event Alarms: (i%4%)

statistics attack enable
statistics policy enable
alarm attack enable

alarm traffic enable
statistics flow enable
statistics ethernet enable
alarm idp enable

alarm other enable
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BLERZ
11 % NetScreen ScreenOS il & H ik 5 NetScreen-Security Manager [F]20 5 &4 72246, W) NetScreen % #%2F
2RI A NetScreen-Security Manager &2 3. 1, k&S E LTSS telnet. SSH 55 Web Ul B {
NetScreen x4 BLE R, NetScreen & #2 KiEHE . i NetScreen-Security Manager LA FHATAR B A2 B 2
Bt & AR £l i lc B ANF2P . NetScreen-Security Manager Bt & SC{F 2470 5 NetScreen ¥ £ W & SCIFR2E, A figfil
NetScreen-Security Manager 1E#% T 1. KiCE SC/F'5 A\ % NetScreen-Security Manager J&, R R 586, AKX
SN LIRS S, W20 Juniper Networks NetScreen-Security Administrator’s Guide.

MR T AEERCEIRAS I A2

B EEREIRS
R, #25F NetScreen ¥ 4 (KL & [F KA .
WebUI

YEB 1 AN CLI St & s 77 LA

CLI
get config nsmgmt-dirty

YER : WIRF NetScreen-Security Manager /7 /1 F2/7 7 B8 0B B2 XA, Wl a8 171455 K, 2l 1A]
({yes » v
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effl MEREEHINER
NetScreen-Security Manager {# it & HL 515 S KA K NetScreen &4 (IR & 725 . 78 FHIH, KR REF € B R
SIBATICE G R

WebUI
TEE 1 WAL CLI K f F s 1Tl & 0 5 -

CLI

ns-> enter vsys vsysl

ns (vsysl)-> get config hash
a26albcdob8efd40dc79dbb2ec9elabidf
ns(vsysl)—->

ns (vsysl)-> exit
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At & T2
IA NetScreen %45 S AL FIAC & IR © 21T EARAFNCE . BATHCE MRS S E USRS B R G PAT VB fr 2 ak
HOT B B A A TR TR) o AR A TE I R i VR A VA5 T & TR IR )

el ERBLERE
7E NI,  NetScreen W &Kk & vsys1 B RSE FIR VIS AT FRAT FC B I EX -
WebUI

TER 1 AN CLI K 3817 FTR AL B 1 o

CLI

get config timestamp vsys vsysl
get config saved timestamp

YEB 1 R A iy 114505 vsys vsys_name, NetScreen ik 1 ZIR AW E N #. W EA T,
B “Hd” D
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£ 1

EHIEEERR

ScreenOS At B F147 P NetScreen ¥4t 7 411

WebUI: ZEFHE TR 70 44% 138 Web J 7 FLii (WebUI) 0 HTTP 2 345 B -

Telnet: 1F 4 HECRIZSE TCP/IP W44 (&R 5l ELAE T, Telnet St Ffa il I 28 ¥ 4 R 5 2. 3tk 3 ]
Ja [ Telnet B HIIfE.

SSH: nfiiff] “&aaniibic” (SSH) I DU P 2 gk 5 A A A 255 P NetScreen W45, i HA 5
SSH s ilRA 1.5 FE25M) SSH & i, XL P il T Wlndows 95 N ERA. Windows NT.  Linux

AT UNIX. NetScreen R%Lﬂ:ﬂ:ljﬂﬁﬁ/] SSH JIk554s5 SSH % ) imilf, ST A B e & 5 5 Bk
550 IEFEILIEITA] A SSH & HLTfE

SNMP: NetScreen % [rl I 37 47 SNMPv1 F SNMPv2c DL A RFC-1213 e S AT AH O “ A 85 BE 17
(MIB Iy 4. EREIEIET AT A H SNMP & HL I R

SSL: JEFF b I i E: Dl WebUI £z NetScreen WA HTTPS 22 2% PR B

NS Security Manager: 3t £k T00E 7o /782 182U NetScreen-Security Manager 15 B i -

Ping: £ ILIE IO /L VF NetScreen ¥ 4% Wi . ICMP [RIN iF R (8iFK ping ), PUR & & 75 vl DL I X 2535 i)
FE5E 1) 1P ik,

Ident-Reset: 5 “HEf:” 5 FTP AIEFRIERAHBII MRS . WA e IARK SN, SFIROEE R, 4
TR SR AR 25 - P D). S8 Ident-reset i3 i, NetScreen ¥ 444 1% TCP B 518 %1 LAWY & 78 3¢ 11
113 [1] IDENT 153K, AR5 A bR U5 =K i gl BELLE (1) 77 1)

LAY FHIX LR I, ) MR 2 AR B A AN e H e
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MGT #A VLANT1 =[O
K46 NetScreen w2 HA — MBI (MGT), LIITHTEHEEEM. “EOAT NAT, “Eih” 80 “FEH”
R, Al P R 1 PR R

£ “FE” BT, TREEETA NetScreen i £ HC B Al o VPl ik i@ 82 10 VLANT BT EE . A H5E S pe s 2
5 VLANT B:10, A2 [FN7E VLANT R4 2 EX B (V1-Trust. V1-Untrust. V1-DMZ. /75 5 2 EXE) b
S T A B I, PR BB A I iX e X B B8 VLANT,

TR FER O 22 4x 1, Juniper Networks #E BUI0K &7 BEAS BTG TTBR I 2] VLANT 5 MGT #10, 1k 5 B
PRI B e A X T KA B R 2 A S 20 v m R R in i 388 <2 2 M S DR AR 1R 7 BT
el @i MGT #ZEO I TEIE
HEAFIFR, #H MGT BHM IP Hk¥ & N 10.1.1.2/24, F4f MGT 4 1 g0 Web Fl SSH & HIL{5 B .«
WebUI
Network > Interfaces > Edit ( % T mgt ): #I AL FH 2, K5 i OK:
IP Address/Netmask: 10.1.1.2/24
Management Services: WebUI, SSH: (%% )

CLI

set interface mgt ip 10.1.1.2/24
set interface mgt manage web

set interface mgt manage ssh
save
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e ;@i VLANT #EO#ITEE
EARMIH, ¥ VLANT 821009 1P bk % o4 10.1.1.2/24, F## VLANT #2106 1E L VA-Trust X B3I Telnet Fil
Web & {5 B

WebUI

Network > Interfaces > Edit ( % T- VLAN1 ): B AL FA %, AR5 il OK:
IP Address/Netmask: 10.1.1.1/24

Management Services: WebUI, Telnet: (i£F)
Network > Zones > Edit ( % T V1-Trust ): £ LA F N2, K55 OK:
Management Services: WebUI, Telnet: (1£#f )

CLI

set interface vlanl ip 10.1.1.1/24
set interface vlanl manage web

set interface vlanl manage telnet
set zone vl-trust manage web

set zone vl-trust manage telnet
save
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EIEEL

108 BA 24N M 2845 BB s MGT 421011 NetScreen #4% &, o LU AN BRE: 04 H T8 8, Wik
PRAG SRS M 5 B se e 8. Blin, nldakg6e ) Trust X BRIEE WA T AR FE U7 0]l 4 e 3
Untrust X B4 D3 T fe s #.

SEf : iw B EEE ORI

LEA T, ¥ ethernet1 4552 21| Trust X B, ¥ ethernet3 455 F| Untrust X B . & ethernet1 43fc IP Huhil:
10.1.1.1/24 UL R 1P Hodik 10.1.1.2. (5073, &8 IP Hihb i 522X B 01 IP HohikAr T[] — 7M. ) B
A ethernet 1 31t Web il Telnet 15 20 . 285 A ethernet3 43AC IP #idilk 1.1.1.1/24, FFPHIEFTE & #E BIR £1T
A,

WebUI

Network > Interfaces > Edit ( %f - ethernet1 ): ®ALL F W%, R Apply:
Zone Name: Trust
Static IP: ( I IEFE LI TN )
IP Address/Netmask: 10.1.1.1/24
Manage IP: 10.1.1.2
Management Services:
WebUl: (% )
SNMP: (355 )
Telnet: (I£FF)
SSL: (Ek:)
SSH: (kR )

WMALLT AR, 55 OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust

Static IP: ( I IE P IE TN )

IP Address/Netmask: 1.1.1.1/24

Management Services:

CLI

set
set
set
set

interface
interface
interface
interface

ethernetl
ethernetl
ethernetl
ethernetl

WebUI: ({4 )
SNMP: (755 )
Telnet: (5% )
SSL: (iHK)
SSH: (k)

zone trust

ip 10.1.1.1/24
manage-ip 10.1.1.2
manage web

unset interface ethernetl manage snmp
set interface ethernetl manage telnet
unset interface ethernetl manage ssl
unset interface ethernetl manage ssh
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24"

save

1. R PRE F Trust A1 VA-Trust IXBLLAMIAEM 2 X BUE, SO0 N S BIE . ik, £, ABEEH] ethernetd b (¥ PLLETI .
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G0 B LA X BT TURBER & a1 DER a4 2 /0 WAS 1P Huhl
o —HTEERMAIED P Hhbk.
o AHTHUCE R B IZHEE 1P Hut,
2 NetScreen &0 “mnl HIE” (HA) TURA P &0 ook, wild iz pooiE 8 1P tuhl (— s ANthhl ) %F
Ht AT U5 i) FITC
YEB  BPE P Mhf- 7 LU F 1y e A ] 7 VLANT 2 i) :
e 45 NetScreen &L T “iFH” K, VLANT IP Kbl i LIZ VPN #1155, (HEFE IP Hh0)

AFE
o HWLUEXZNEFIP ol HANMEREL—T AR GEEX—1 VLANT IP #ih), Zi4 /] 781
F o

WIERAE WebUI 1422 H L & U _FiE$E Manageable ZE35, W w] 3 il 2 11 1P Mtk 505 1508 FOCER A 2 1P ik ok i 2
NetScreen ¥ .
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eh mEZ MMEONERE IP

EARWIF, ¥ ethernet2 45E 3| DMZ X B, ¥ ethernet3 455E 3] Untrust X . fERE MO Bk EERET, LIFRHE
KR e PR BE BRI VTR . OVF DMZ X B ) — A Hb A B DL F ethernet2 L 3EAT HTTP A Telnet 1jin), R1F
7f ethernet3 Lit4T SNMP 1 in] DAE M Ze 2 ok i) A e i 1T WAL . - Ethernet2 1 ethernet3 #5 —MEHE IP Hb
hb, B B S sl . IR E A H, B BATA I SNMP {5 S Ui 51 21 ethernet3 #1ii 1.1.1.250 4b

AP i 28 o
Untrust X E&
Ethernet3 _! ﬁS@NM#P
IP:1.1.1.1/24 = EHy

Manage IP: 1.1.1.2

B 111250 )

DMZ X B

Ethernet2
IP:1.2.2.1/24
Manage IP: 1.2.2.2

Trust X &

WebUI
Network > Interfaces > Edit (ethernet2): % ALL F N %, X5 Hidi OK:
Zone Name: DMZ
Static IP: ( IR E £ LI )
IP Address/Netmask: 1.2.2.1/24
Manage IP: 1.2.2.2
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Management Services:

WebUI: (i£F%)
Telnet: (%)
Network > Interfaces > Edit (ethernet3): #i ALL F A%, SR )55l OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24
Manage IP: 1.1.1.2

Management Services:

SNMP: (3% )
ClLI

set interface ethernet? zone dmz

set interface ethernet2?2 ip 1.2.2.1/24

set interface ethernet? manage-ip 1.2.2.2
set interface ethernet2 manage web

set interface ethernet?2 manage telnet

set interface ethernet3 zone untrust

set interface ethernet3 ip 1.1.1.1/24

set interface ethernet3 manage-ip 1.1.1.2
set interface ethernet3 manage snmp

save

Juniper Networks NetScreen #5356 - 5 3 & : &



P EIRL A

ok
MR

£ 1

EEE 5
NetScreen & L HFF 2 MNMEBH 7 o X T H G PrEAEMILE 2, NetScreen W4l id KL FEE
o HHMTHKIE R LA
o NHHEATEE W IP Hukk
o FHGHTH

AR TR P g e RSBy i m] I PEEYE T NetScreen & [HLS . LUR &40 1 H T T admin 225
PAR A (B . admin B AT AEAE F AT R0 ™ A0 RV B Re D 63 22 Ja A Al AT A X LB RR

RERER
R 01 AT 52 & HAUR . 51 NetScreen 46 R AT — /MR FE 51, MBS HAT LU RBUR -
e &7 NetScreen & MK &%
o NN M AN EE LAl BT A A B
o FRENTRVEHER RGN U e R
o BIE. MERANGE R A (VR)
o WS MMERAE B X B
o HAEXBEEEN
o PUTHUEIKE
o IR FUE N FIPS s
o HWAHEE NHLHENE
o TBELE
o INFLELE S
o iHERIRE admin BT TES) admin 4IRS UG
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AL/ EEER
T/ 5 R B S ARAS B AT RO, (R RS 15 el S ot adimin JI Y AT /5 465 B AT LA T URR -

o QIEEBIUARGIF AN RGN MM RGE P 5
o MAENTREIM RS
o EREAG (ABER AR RIRG ARG B )

HEEE R AT WebUl BT BB (AR, JF HURLAE % Hi get 1 ping CLI fiy%. HUBAS 5 FAT LU R AR -
o RAGPHHEA, EHLIT M4 : enter. exit. get 1 ping

o RMARGHI A BAUR

B RAKERER
4 NetScreen W& S FrEIU RS . AN B RS (vsys) #le —MME— 12243k, HANGEH 1% vsys HIALPR 1) 2
WLRGEEH B a] O T T . B RSE H BB CLI 5 WebUI Jr x5 l il R AT # ., fE4E4 vsys |,
AR GUE P 0 A LU RUR

o AIEFNZnE auth. IKE. L2TP. Xauth LLK “TFah#5H” H o

o QEFNG RS

o QRN G AE S S

o GUEERIgm b

o QIR VPN

o [BERI RGP DY B S Y

o QUEMEH U ANXEL

o USINATINIER RE AU FR gt K B B

M
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FEL ARG RS B 0 5 R g M o A A — @ﬂ@,mﬁ@TﬁEﬁU%%&@Wo@U%%A&E@Aﬁﬂﬂﬂw
(1) vsys HA T WebUl i1 T & F AR, If H A fefe L vsys )k i enter. exit. get il ping CLI 174,

TR HRIEURLHTHEN G, 5 S 0 5 9-1 T LK “WEMRL” -

ENX Admin R
RO BT R M — 1T LA . B EGRINI%: admin FI S (SRR 5, 76 FOIER, ATI%0d TR e B0 53 06 200 24 KA BE 5

§Hli1§'J IIJ\\j]n/\I;l— Admin
FEA T, BRI admin %S n—~44 4 Roger H#% 1524 2bd21wG7 Y H B B 5T o

WebUI

Configuration > Admin > Administrators > New: #i AL F N2, X5 Hiili OK:
Name: Roger
New Password: 2bd21wG7"
Confirm New Password: 2bd21wG7

Privileges: Read-Only (%% )

CLI

set admin user Roger password 2bd21wG7 privilege read-only
save

12, R KA 31 AN FAF HIX 2 KN
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SEf : {884 Admin
LEARMIH, BAE AR admin ¥ Roger [FIRLFR i Hise 58 o vl / 5 .
WebUI

Configuration > Admin > Administrators > Edit ( % T Roger ): %A LLF N %, K55 d OK:
Name: Roger

New Password: 2bd21wG7
Confirm New Password: 2bd21wG7
Privileges: Read-Write ( %+ )
ClLl

unset admin user Roger

set admin user Roger password 2bd21wG7 privilege all
save

Sef5 : MIBR Admin
G, kAR AR admin Ik admin 7' Roger.
WebUI

Configuration > Admin > Administrators: 7£ Roger X} [/ Configure £~ .1 Remove.
CLI

unset admin user Roger
save
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&5 5EFR Admin BYEiE
AR T, A E R admin 201 admin 7 Roger W E &4
HIEsh =1 B MR G EHS Roger.

WebUI
YEB L MIEH CLI &5 admin /92557,

CLI

clear admin name Roger

save

1o PUTLL Fin A,

NetScreen ¥ #<x 2= A it

48
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£1EEHE REEEEFEERLE

REEEEERALZE
TR B E WIS NetScreen B4 %4, HHUTLL N
1. £ Web Ft i 5 o Bl 1
WS 50 UL LI R M S
2. EMH T RMTE RV R G P A R
B 51 11 LI “ T Admin B4 RIS
3. b admin H /e SCE B i 1P bk
THZ M 56 TR« B 7
4. RPAFEART AN B B L BRI S5 36 001
WS 36 UL LI Rl R B .
5. ZEHEO LW ping A1 Ident-Reset H 45510, W AR S W N AR 17 AR PG K, IF HooT e 2 5k 5 W 2415 B
WebUI
Network > Interfaces > Edit ( %] T-Zgmi 18 1 ): 28 DU R ARG EI, 48 )5 #idi OK:
Ping: EFEILIEIIURS SL1F NetScreen B & i, ICMP [R5 (2ifx “ping” ),
AR 72 2 15 P NI A VT )R A2 P 3l
Ident-Reset: 151 “HB{:” Bk FTP 28RS A 1% T hrilid K AR AR,
SRR ZAE R WERIATWIRIZE L P vsial. #5587 1dent-Reset & ik
HE, NetScreen ¥ #<s HaKEH Vil
CLl

unset interface interface manage ping
unset interface interface manage ident-reset
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RNEE] | |
BiimAS
H 5 NetScreen W& W 1) HTTP & FE Simm H 5 vl AR m e e, S & A H 80, X& HTTP {5 B s
Hevm 5. HkOm 5 )5, 7E FIREANSS NetScreen 44, WAZI7E Web 1 WE #4511 URL =Bt H B A B (1) 3 1
B (FEFPI, EEE R BN hitp://188.30.12.2:15522. )

EH: BErumOS

LEARFIR, 4FE 3] Trust XEBAE 0 1P Hiulikk 10.1.1.1/24, FE3E k32 101 (¥ WebUI &7 NetScreen %4, W
U HTTP., Zhn HTTP &80 4k, 20K HTTP & 15 5 80 (44 1H ) N 15522,

WebUI
Configuration > Admin > Management: 7& HTTP Port B, 4 A 15522, X5 il Apply.
CLl

set admin port 15522
save
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B Admin &R Z %85

EHE LR, NetScreen ¥ & [AWIIE & 34 4 netscreen. #JIEZ % netscreen., - T-iX46(s B OBk 2 A
#i, Juniper Networks & U 37 BB 508 sk R . B sk 2 RIS X 20 KNG o AT LU &R 2 F <« 2 Al )
PRV ONIOATAT 745 . 230 5501 admin Bk 4 I,

B g S RTINS T, WA NetScreen i # &2y H i) E, I HAIT G HLE A 57
LK. HRIFMGHE, S 55 W LA “HEE R HPH) HE®’

AT P R R B AN auth RS 24 0F NetScreen ¥ 4% (1) admin H /™. 4 admin A /" % 5% 31 NetScreen %4
B, B B S A A N AR DA TR . WERAAEAEAT A 45 H IF HIERE T AN auth Ik552%, &2 /E4ME auth
H 45w B PE P R A R A VCEC A H . admin 7 D& % 24N auth 45435, NetScreen W & S EA L 4E 1%
admin )& 3R 3

R : A admin 7 RN EH G, G SI T 44 TLHT “EHRR T . HRAEHI) A auth JRE #5190 17
B TEZ YA 8-20 WL “Hil Auth JR57% 7

MR admin B admin B ECE SCAFAEAEME (WA 4L S ERAR ) B, 1% admin S ETFT T AT B A 0E
A, R admin b H O ST R EE, BB/ 5 admin 2% vsys AL /5 admin Eii T H
CURBE RS, WIS T3ZH P AT ST b 251541, FY T4 TR T admin 2318 #8454 k.

13. NetScreen I #Fifiik RADIUS, SecurlD #il LDAP JIk 55 #5817 admin HI P IE. (A RTEAIMEE, 16255 8-3 1L L “Admin HI /7. ) KA admin ik
JAIAFAETE A B P, E T LLYESMES auth JIR g5 28 T A7 iR 20 / "5 IR 2 H 152 admin F . BRSNS auth IkRS5 38 EAPERRZLH vsys 2% admin H
PR, RS s RADIUS, 3 HanZiife 2 B2k netscreen.det S04, (453545 8-25 1 B “NetScreen i diy 47 . )

14, HTTP & HTTPS < 1& T H WebUI (772U AR T HTTP AR AES:, Bb— B&XT A AP ECE STHE T, < BBz madly
A IR 2 iE A
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TE

el . e Admin i FHIE R A%
FEARG T, EBAE A admin A/ SEH LIS RAEH “dohn” 54 “Smith”, KL i xL7s62a1 Bk
3MAb99j2150

TR | AR EPERIIGH, GS0 7 44 T LR “E PR .

WebUI
Configuration > Admin > Administrators > Edit ( %} T John ): #IALL TN %, X5 i OK:
Name: Smith
New Password: 3MADb99;2
Confirm New Password: 3MAb99j2
CLI

unset admin user John
set admin user Smith password 3MAb9932 privilege all

save

5. NG A0 FH S o T VA D 0, DA DA SO ) o 38 ] gt A B T R S A tH ORI, T DU R BRI 1R SR T E BRI 4% . ZEA X
1 253 ANARE B, filtn,  “Charles will be 6 years old on November 21”7 75, “Cwb6yooN21” .

S 4]
TR, g R0, R A
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T EE
seffl : E B 2%
eI LG x4 fEARYI, PE B SRR HE

AL /SR admin B AT DASE . B S8 BV, HANEE
SN “Smith” [ B GO IL 3 S B 3MAD992 4k ru494Va5.

WebUI
Configuration > Admin > Administrators > Edit ( X T & A ): A LU FAZ, AR5 Hd OK:
Name: Smith
New Password: ru494Vq5
Confirm New Password: ru494Vqg5
CLI

set admin password ru494vgb

save
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MR

REIR Admin B8 H/NEE

fE— 2w, NI BER A B B VR admin, HEUS 155 — N NFEAERR admin /i (0F 8 B & O TR
Lt)ﬁiﬂ"ﬁﬁ admin i FH 7] BERR &) B IR 2350, e ) HOAR admin mT LIXHR admin (2551 B —A 1 1 31 Z (A1
ANNEE S

TR, YR admin JF A& B OS85 m5 S A0 B BN EEEORE, A REw B iZm /NI E. F,
NetScreen W42 En— 401 E .

LN admin (A5G E MK, TR N i

set admin password restrict length number

YERC 1 WATEH CLI % B[R
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EREWRFI L REKE
WIS E T admin #5, W LT FAIBHEA NetSereen 1 4 TE N LI . IS4 ERILENE, A4
ST AT BEHUTIBE, %R A e, ( NetScreen CLI 24 RIHIN 24 TR IAIET T v
A

YEBE  FRE N T, SERE RS, 1% A unset admin device-reset i K25/ %1155, F5F, 41E
NetScreen & # 4L F FIPS #x(, £ H #1225 21555

1. IIVESRORIN, BAREFIS.

2. HIUEARORNT, HIREANZFA S .
¥ WU R
Il Lost Password Reset !l You have initiated a command to reset the device to factory defaults, clearing all
current configuration, keys and settings. Would you like to continue? y/n

3. &Y HE.
PR
Il Reconfirm Lost Password Reset !! If you continue, the entire configuration of the device will be erased. In
addition, a permanent counter will be incremented to signify that this device has been reset. This is your last

chance to cancel this command. If you proceed, the device will return to factory default configuration, which
is: System IP: 192.168.1.1; username: netscreen; password: netscreen. Would you like to continue? y/n

4. Y HEER&.
WAERI R A netscreen AE Jy g F ;44 AV b b AT S 5k o
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REEEEERZE

PR I & I8 17 o]

AL

AN ZAS T M HHEE H NetScreen ¥ . ZEERAIHIL T, A 5E 0 L R LA A4 2 NetScreen %

Fro EPRMRAT 2 TARSE R BERE Sy, D Z0NC B A i 1P MLk

TEBL 1 NI B S0 1P 25 7 BIAERG . Q0] P25 X0 1% %ﬁff%ﬁ’ TN A 7T P e 1 )
Wl NetScreen #4207 BIZ& 1125 72217, I HBRF L2 FM 2% T 1EG B P i 75

sefl : PR&IXT A TAEUhRY & IR
FEAGF, P Hihkoh 172.16.40.42 (1) LAERG 5 B 51 e ME—# R e %) NetScreen ¥ & AT #LIE FEA .
WebUI

Configuration > Admin > Permitted IPs: i AL F A%, X5 ¥ Add:

CLI

IP Address / Netmask: 172.16.40.42/32

set admin manager-ip 172.16.40.42/32
save
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REEEEER

TE

e PREIXF B E R
EAGIF, F8E 172.16.40.0/24 W i —2H T A/EBGE H 53 6F NetScreen W44 3H T4 7 .
WebUI

Configuration > Admin > Permitted Ips: #iALL F N2, X5 Hid Add:
IP Address / Netmask: 172.16.40.0/24

CLI
set admin manager-ip 172.16.40.0 255.255.255.0
save
PR I 1R Admin @315 % & i o)

0] DLEESRAE admin L Rgil i #3548 5k 2] NetScreen ¥ £ . PR H K AR admin iiﬁ?ﬁﬁﬁ%ﬁ%ﬂ@&%, NI

Bl b ARFZAH 7 LARR admin S sk. B TGS, wRA KB LR admin & G i e 5 5 (n
WebUI. Telnet o SSH ) &3¢, WIRIMEAEIEA O LR H TIXSE LD, st aibgiy; IFU

BUKAR admin BRI K aelct i dl e AT v m, EmA T Alm A

set admin root access console

YERL o WAL CLI e it B Ut R -
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i REEEEERELS

BT EEEE A VPN #EiE

Al DA R LS A (VPN) dldE, {REE N Sha& - Bl ekl 2 1P il %) NetScreen a4 AT AR BL ) 2 4. A
VPN 8 m] DU A R 2R 1045 S0, 1 NetScreen-Security Manager. HTTP. Telnet Bt SSH. (<6 VPN
T IE LIRS Security Manager #45 . &4t H &5 5L SNMP [aPFE A &G B2 mE R, WSS 107 1k
(1) “ BATAE RS B VPN EE” . )
NetScreen SR FHZE AL K] VPN 1l IE Nl
o ETEHH VPN: NetScreen ¥+ FH i th 2 4% H 5 B 51 n 46C 21 VPN A FpdE s . (A5
B, EBHE S5, “VPN” . )
o ETSRE&H] VPN: NetScreen ¥ £l FH S ug I HHER 2)11 VPN MiE 44, 5|55 Bmidal VPN @&, (fK
TEAE R, WSS 5, “VPN”, )
X RERD VPN GEIERC B, LU N &R VPN JfiE
o FIFH: WLAEEEMN TSR E R X LR (SA) SR w2 SHURE| (SPI). ISR
WEZH. ZEH I SA IR ICER, WA ZE T IE P i T3 N
o  BAEWHEZFAN BINFH IKE: — A sy Mt (— M TUGOE, — T ) 25 ERE
Yo IKE B iSCAE Y e ATIAE SO P i A B — LR AR s B, A W) — 3 B EAT s M s . X S8 4% T
S8 SN 18] TA) B 15 20 =58 A2 i
o  HAEUEBHAZNIFEH IKE: 15 “AJFHPERL” (PKI), BIEMIHNS5E M H AT (HTHAE)
F—A~ RSA A / A BN (TN )o B RARFRN . WET, FH P — M T, 55— H

T

JEB T 55 VPN E 5, #2095 5 2%, “VPN”. 47 NetScreen-Remote /iFH 5, S
/% NetScreen-Remote /1 /151,

A SRAE I T SR ) VPN BRE, AT — X Beh 42 1 1P ik G — NG 4 B, HARE RS 4 D g
X BLe AR il LAFEIS J2 1% VPN G ) SR o LAY bk o ik dd A IZ RS IPSec X455 i) Sk AR bk . 4
RATHI RS T ) VPN BCE, DG IX A A H
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e BEETFIRAMFNESH VPN BlEHITEIR

FEARBIH, e, — NI T3 i Fah %50 VPN diE AR AL B B AL . 12l A\ admin CAER, (Huhikh
10.1.1.56 ) [i217¥) NetScreen-Remote VPN % J7 i ZE i1 3] ethernet1 (10.1.1.1/24), 1 admin 1) _LAESE A1
ethernet1 #if7 T Trust X B, KiZiliEdr4 2 “tunnel-adm” . Gg—AN R4 5 1ME L, 4k tunnel. 1,

TR H 42 2 Trust X BT VPN i “tunnel-adm”

NetScreen 13751l f] NetScreen-Remote LEEEEI‘JV\]%B IP Hitik (10.10.10.1) VE A X577 M OCHAE 10.1.1.56 Z 4MH
FRfH B HhE . & ANl tunnel. 1 2:4F 10.10.10.1/32 (. BT RIS RN, SEmgIF AR5

o % VPN iE P {4 (0 B S B4 45 T NetScreen % A 4b, AR %% & 2410 — 24X,
. ﬁ%é’l\%?ﬁ%ﬂﬂﬁﬁ VPN, EWE M EEH (MmAEKRI S ) 25 H ihk 582 545N VPN liE 40 1)
WiER: O,

B 1 AP 65 WL “EPY A HE TR Ty VPN i H T a8 AT

NetScreen-Remote 1 [T] ethernet3 f¥) IP #idik (1.1.1.1) /20 10.1.1.1 b fE R 52 A H bR 9 H H sk
NetScreen-Remote it B4 e 2 )7 ID KR35 5E 0 “IP address” , KRN MNISE R “All”

ethernet1 ethernet3

NetScreen-Remote 10.1.1.1/24 1.1.1.1/24

Trust X B . NetScreen %%

Untrust [X B

Admin f{ T

10.1.1.56 ““== VPN i i ‘
(EA 1P Hudl) “tunnel-adm”
10.10.10.1/32 tunnel.1
( 930 1P Hil ) P iz

Juniper Networks NetScreen #5356 - 5 3 & : &

59



¥
3
—_

L

ok
MR

REEEEFEERLE

WebUI
1. #[O

Network > Interfaces > Edit (ethernet1): % ALL F N %, X5 i Apply:

Zone Name: Trust

Static IP: ( H LI IE £ e I )
IP Address/Netmask: 10.1.1.1/24

WL A, AR5 il OK:
Interface Mode: NAT
Network > Interfaces > Edit (ethernet3): #i AL F A%, X5 Huidi OK:
Zone Name: Untrust
Static IP: ( IR £ % 5 )
IP Address/Netmask: 1.1.1.1/24
Network > Interfaces > New Tunnel IF: B AL F A%, A5 5d OK:
Tunnel Interface Name: Tunnel.1
Zone (VR): Trust (trust-vr)
Unnumbered: (i%£+% )
Interface: ethernet1 (trust-vr)'

16. 1ZAG 5 B A AR C K X Bz D 1P dulik.
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2. VPN
VPNs > Manual Key > New: #ij AL NN %, X5 Hiidi OK:

VPN Tunnel Name: tunnel-adm
Gateway IP: 10.1.1.56
Security Index (HEX Number): 5555 (Local) 5555 (Remote)
Outgoing Interface: ethernet1
ESP-CBC: (i£#f)
Encryption Algorithm: DES-CBC
Generate Key by Password'’ : netscreent
Authentication Algorithm: MD5
Generate Key by Password: netscreen2

> Advanced: HIALL N2, SRJ5 T Return, 8 5 203k T R [F] LA
BT

Bind to Tunnel Interface: (#%£#¢), Tunnel.1

3. EH
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 10.10.10.1/32
Gateway: ( %% )
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0

17. 1T NetScreen-Remote ¥4 5 i Ab I 4, IX— i 5 & NetScreen /= fh AN, DRI 46 it BHIE R AT U0 F#24% : (1) 3 1] Manual Key Configuration %
WHHE (76 “tunnel-adm” AH (1) Configure F~ 1 i Edit ) (2) IR/ st 6% 8 (3) 7ElC EliE ¥ NetScreen-Remote i il FH ixX £6- 1/t il 4 o
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CLI
1. &0

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24
set interface tunnel.l zone trust

set interface tunnel.l ip unnumbered interface ethernet1'’

2. VPN

set vpn tunnel-adm manual 5555 5555 gateway 10.1.1.56 outgoing ethernetl esp

des password netscreenl auth md5 password netscreen2"’
set vpn tunnel-adm bind interface tunnel.l

3. H

set vrouter trust-vr route 10.10.10.1/32 interface tunnel.l
save

18. iZAG 5 HE %H%%EigéE&%HWHPﬂm

19. 11T NetScreen-Remote ¥ % i b B 3 4, M5 NetScreen #uuTﬂ DR TR A I FL O S AT 0 T R4 - (1) %EAHQEt vpn admin-tun; (2) &
I “netscreen1” 1 “netscreen2” éEESZD’JW@A FNHERIBH] ; (3) 70T M Ik 1) NetScreen-Remote s i Il ix 46/ 3 547
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NetScreen-Remote &2 FhE473555

1. il Options > Global Policy Settings, % Allow to Specify Internal Network Address &% HE .
i Options > Secure > Specified Connections.

¥ Add a new connection, 7t H BT B2 R BR 554N Admin.

e B A T

0D

Connection Security: Secure

Remote Party Identity and Addressing:
ID Type: IP Address, 1.1.1.1
Protocol: All

Connect using Secure Gateway Tunnel: ( i££)
ID Type: IP Address, 10.1.1.1

5. iy unix EARZEMIKIIN S, FEITIER SRS .

6. i My Identity, fi Select Certificate #4713, i%+% None, 7t Internal Network IP Address 7, ##A
10.10.10.1,

7. Hil; Security Policy, #X)51#: Use Manual Keys.
8. Hidif T Security Policy KbrZ2MIIIN S, 4R )5 Hid Key Exchange (Phase 2) Z:flihn S, #—5 B IF 5
9. i Proposal 1, RJ5IEFLL T IPSec 5l

Encapsulation Protocol (ESP): ( #%£#%)

Encrypt Alg: DES

Hash Alg: MD5

Encapsulation: Tunnel
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#¥.i1; Inbound Keys, #XJ57E Security Parameters Index 7B A\ 5555.

10.
11. #$i5 Enter Key, #ALLTHAEY, RJ5HE OK:
Choose key format: Binary
ESP Encryption Key: dccbee96c¢c7e546bc
ESP Authentication Key: dccbe9e6c¢c7e546bcb0b667794ab7290c¢

12. i Outbound Keys, #XJ57F Security Parameters Index 7Bt X\ 5555,
13. #iid; Enter Key, AL FHA®, S5 #d OK:
Choose key format: Binary

ESP Encryption Key: dccbee96c7e546bc
ESP Authentication Key: dccbe9e6c¢7e546bcb0b667794ab7290c

14. ¥ Save.

20. EAVEEAENLE NetScreen B4 i it Sl A PN AL s £ o
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e BEETFREFNESH VPN BEHITEIR

LEARMIH, B R BAE BRI AL — AN TG m& (1) TF-3h %40 VPN i . %8 M admin TAES, (Hhkk 10.1.1.56 ) I
iZ4T 1) NetScreen-Remote VPN % )i ZE{#1 3] ethernet1 (10.1.1.1/24). i% admin [{] L{/E%5F1 ethernett #i4A7T
Trust X B, KiZiBiE a4 “tunnel-adm” J£485€ 3] Trust X B,

NetScreen % #:1# /il NetScreen-Remote it & A #5 IP Hukik (10.10.10. 1) YE Ry w405 W ek 10.1.1.56 2 4 H
PRI H bt . & R 10.10.10.1/32 1¥) Trust X BOEIR#E & H, AT E ethernet3 IP Mtk [ Untrust [X B i
4 H. R ethernet3 #2 bl Ay 1.1.1.1/24, EEFTEIE L A 32 A7 M MEfD  1.1.1.1/32. FEE AT AT
WG IE “tunnel-adm” [# 55 g g b H L DL &2 1% admin 18 TAESG N bk, SEms R 351, R —AN LT
**m%a@ VPN, WA SN A (1 EEs A ) 208 H bk 8RS N VPN JiE .

B E /Nl ethernet! 2541 10.10.10.1/32 [114% Hi .
YEB : 0] A PS 55 59 T LT “HEHY : L FE TS ) F sy B4 VPN E I TE P AT

NetScreen-Remote fifi ] IP Juht 1.1.1.1 £ 10.1.1.1 &bz 2 W52 48 H br i H 3t ik . NetScreen-Remote i 1 i
BRI TT ID BTFRE N 1P ik, EARN MR E N “All” .

ethernet1 ethernet3
NetScreen-Remote 101.1.1/24 sthernet
Trust X B -
101186 gt — Untrust 1<
A T30

VPN i# i
“tunnel-adm”
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WebUI

1. #0
Network > Interfaces > Edit (ethernet1): % ALL F N %, X5 i Apply:
Zone Name: Trust
Static IP: ( IR IEFESEIE TN )
IP Address/Netmask: 10.1.1.1/24

LU N NEE, AR5 il OK:
Interface Mode: NAT
Network > Interfaces > Edit (ethernet3): #i ALL F A%, X5 5l OK:
Zone Name: Untrust
Static IP: ( IR IE T )
IP Address/Netmask: 1.1.1.1/24

2. ok

Objects > Addresses > List > New: #i A LL F A%, X5 5l OK:
Address Name: Untrust-IF
IP Address/Domain Name:

IP/Netmask: (i&+f ), 1.1.1.1/32

Zone: Untrust

Objects > Addresses > List > New: i AL F A%, K55 OK:
Address Name: admin
IP Address/Domain Name:

IP/Netmask: ( #£#% ), 10.10.10.1/32
Zone: Trust
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3. VPN
VPNs > Manual Key > New: #ij AL NN %, X5 Hiidi OK:

VPN Tunnel Name: tunnel-adm
Gateway IP: 10.1.1.56
Security Index (HEX Number): 5555 (Local) 5555 (Remote)
Outgoing Interface: ethernet1
ESP-CBC: (i£#f)
Encryption Algorithm: DES-CBC
Generate Key by Password”' : netscreent
Authentication Algorithm: MD5
Generate Key by Password: netscreen2

4. FH
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 10.10.10.1/32
Gateway: ( £F%)
Interface: ethernet1
Gateway IP Address: 0.0.0.0

21. BT NetScreen-Remote ¥ % i b R H, X155 NetScreen 7= i ANFl, [RIIEEFL B @8 53047 20 R #8645 (1) iR [ Manual Key Configuration X
WHHE (76 “tunnel-adm” XJ 3 1] Configure #~ 1 it Edit); (2) IRt/ st 6% 8 (3) 7ElC EliE ¥ NetScreen-Remote i il FH X 6|/ gt il 4 .
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5. RE§

Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:

Address Book Entry: ( i£#f ), admin
Destination Address:

Address Book Entry: (1%£#¢ ), Untrust-IF
Service: Any
Action: Tunnel
Tunnel:

VPN: tunnel-adm
Modify matching bidirectional VPN policy: ( %+ )
Position at Top: (#%F% )
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CLI
1. &0

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. Hbk

set address trust admin 10.10.10.1/32
set address untrust Untrust-IF 1.1.1.1/32

3. VPN

set vpn tunnel-adm manual 5555 5555 gateway 10.1.1.56 outgoing ethernetl esp
des password netscreenl auth md5 password netscreen2®’

4. BH

set vrouter trust-vr route 10.10.10.1/32 interface ethernetl
5. KHE§
set policy top from trust to untrust admin Untrust-IF any tunnel vpn tunnel-adm

set policy top from untrust to trust Untrust-IF admin any tunnel vpn tunnel-adm
save

22. 1T NetScreen-Remote H i i Ab 2 sl 4, X — iy 1Le NetScreen f= i AN, PR {E BL EEUE /S HRAT W0 FHEAE (1) BN get vpn admin-tun; (2) &
Mth “netscreent” Fl “netscreen2” Azl IS/ BEHI %4 ; (3) ZEMALE i IHE ) NetScreen-Remote iy I A FH iX 2675 1 il 25 1H
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NetScreen-Remote &2 FhE473555

1. Hii5 Options > Secure > Specified Connections.
2. i Add a new connection, £ HIL1HTER: KRS Admin.
3. MCEEEREEI
Connection Security: Secure
Remote Party ldentity and Addressing:
ID Type: IP Address, 1.1.1.1
Protocol: All

Connect using Secure Gateway Tunnel: (i£$f)
ID Type: IP Address, 10.1.1.1

s unix BIARZEMIIIN S, IR .

¥ My Identity, #RJ5 7 Select Certificate K #7414 11i%k+#% None.

.7t Security Policy, #X/51t#% Use Manual Keys.

i T Security Policy KIFrZEMIIINS, 4R )5 #idi Key Exchange (Phase 2) ZEflin S, #F—5 B IF 50
.1t Proposal 1, #RJ5IEFLL T IPSec 5% :

Encapsulation Protocol (ESP): (i%£+% )
Encrypt Alg: DES

Hash Alg: MD5

Encapsulation: Tunnel

© N o 0o &
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#¥.i1; Inbound Keys, #XJ57E Security Parameters Index 7B A\ 5555.

10. il Enter Key, MALLFHA?, K5l OK:
Choose key format: Binary

ESP Encryption Key: dccbee96c¢c7e546bc

ESP Authentication Key: dccbe9e6c¢c7e546bcb0b667794ab7290c¢

11. i Outbound Keys, #XJ51F Security Parameters Index 7Bt X\ 5555,
12. i Enter Key, %iALLFHA®, S5 #Hd OK:
Choose key format: Binary

ESP Encryption Key: dccbee96c7e546bc
ESP Authentication Key: dccbe9e6c¢7e546bcb0b667794ab7290c

13. H.i; Save.

23. EAEEAERLE NetScreen B4 i it Sl A P AN AL B £ o
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=42 NetScreen 1%

REW IR LN I NetScreen ¥#5 1) /81 -

B T4 R “ArEHEFR”
F 7500 By “HHE”
- 76 kM “EFEFEAHE”
- 78U My “Hp Ml jEFEHER”
- %80 W Ry RS HE”
$ 82l by “wmHE”
- 84k “EFEmHEHE”
- 86 U R “rFEImEHE”
5% 87 L Ly “Self Hi&”
- 87 k) “&fF Self H&”
— 5590 L Ry “Hk Self HA&R”
991 kg “HPEIE HE”
592 iU By “yimRE”
597 BN “RHEHEK”
— 99 i ) “WebTrends”
%101 7 B “SNMP”
— 5104 TU LR “PATHER”

107 bRy “BATAE R E BRI VPN JEIE

9130 sl b “ahHas”
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% 2 &= 54 NetScreen i%#& FiEAEER

FiEREER

Jifi NetScreen & 24 # SLVFAE N EB (ZENAFHR ) FIAMEE (722 M EAL ) A-6f SF A Fngm i H RS . RS A7
HGEE BRI, (Bfras A m A R N E A fifgs 20 (0] 58 A JHW Y, NetScreen ¥4 st T 4h F B H &4« H & o5
AWM HESRH . WRAERAITIC K PG B2 AR E 2 5E H (FIFO) ML, mias B KRB . T DX s %=
9%, A LB SRR B H A B AN &R 40 H S WebTrends R45 287, 5if7fi% % NetScreen-Global PRO %i# [
1, NetScreen ¥ &5 Hr = AF R & H &4 H RILBIINBAAAEAL B ( BEFP—IK )0

RS TS R RE H AR AL

BHIE MRS ok HE: NetScreen ¥ 45 B, X & BoRpTE HES HRA K HAMIE . It
A, AT DLGEZSAE b O I T S (OB . ORI BE ), IXFE, U AR il A R I A I AR AT
eible, RUAT Sz RRFEmR A

P : NetScreen ¥ & I [ N 8 4 2 A7 il H G4 H IO AL E, (HAE A R

B FHBAE - R H A RS R B O I — AN T (R Vs

SNMP: [ T 1%1% SNMP [EBF2 4, NetScreen ¥a& L EERFRZH B ( REERT. ZoR). B2 ) ML
H & KRS SNMP 34,

R4 H & : NetScreen W £ nJ £F W EBAAAE T FAEAR B HE S H, X4 H Wl LU R RS H GRS 5%
. TR HERS SR =L NetScreen ¥ & LI WNISINAG KA 2%, Kb, I EdE k152 25
HEMRS 2%, T Lldeb H &4 BBk SR W AAAE 2 T I R AR s 0k . RS H BT e e &
PP R RS i, DU R e e TR A e i (FE 5 Bmdids ).

WebTrends: fiFLLLL R4 HEE INE AR SOk EF B R, BORFHME2F MM HEEH, AR
ZGHEZE - MNERTIARMN LA,

CompactFlash (PCMCIA): iXFffefiti i 25 AL st 2 8 T-4#5717 . 7 CompactFlash -~ EAEitEdE 5, LA
NetScreen a5 HL %, JFAEH B &S EAEMEEEEEE
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% 2 &= 54 NetScreen i%#& EMHHEE

EHAE
NetScreen $efit ] H T IR R AR HE, Fl0, B admin AERRIHCE H e, P FAT AR B [ VB AT A
Wi G B AR . NetScreen ¥ &K R G FoAF 4% UL R P E PR 90 34T 40 2%
e Emergency ( £3): X T SYN Kifi. Tear Drop Bili &% Ping of Death B{iliff1ii 5 . A3 OIX LA [ Kr ki 11
FHAFEE, SRS 460« BEhRF gL .
o Alert (%R ): X T-FFEAL RIS EE RO (BB K85 Bt v 20 2000 ) 1R .
e Critical ( %8 ): X TV REF MK DIRE R D0 [ 0 an syl FHYE (HA) RS S ] B R .
e Error (451R ): X T 1] RESZMA U 2% T REMES RSO0 (49140 S s #EF14 R MO a5 SSH R 25 Al A e ) 113 o
. %génging (% ): T AIREFZMN B DI RE I 0 (A1 Aan 352 2] Fi - ISR R 552 R I B ik 2RI, B IS R s 2y )
G L
* Notification (A0 ): o< T H M HAF (H5tH admin A& M E S0 ) B .
e Information (158 ): WHMLC T KRG A — A BB E .
e Debugging ( /i ): PT3& AL R BT R4 1E BT B
FHHE R RN ARG F M H A WAL 20 & . ik WebUI 5 CLI AT L5 7 NetScreen i3 4% 1 [N A7 H 47-if

MEF—R ARG S . Wl FEFR C AL BT T e bR A7 3, 2R H ASCI SCAZw4E s (W1 Notepad 5 WordPad ) k& F&
. WA DUB R BN A 25 R (TS 74 T RN “AAEHEER” ).

VER : KTHFHE I B BT 55, 1520 NetScreen Message Log % f5 7 »
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% 2 &= 54 NetScreen i%#& EMHHEE

SEEHHE

I CLI 8% WebUI 1] LA B a5 HAEAf =4 H & . 75 WebUI F1 CLI Hr,  mf 42 7™ 5 P ) o H 45 H BL &

R TR H &
L GO Won S, W PUTEL N B EZ
WebUI

Reports > System Log > Event: M\ Log Level F$i751 3 Hik$— AN st ).
CLI

get event level { emergency | alert | critical | error | warning | notification
| information | debugging }

PO P R P HE, IEPATU T ERIEZ —
WebUI
Reports > System Log > Event: & search BN 2 15 N AR K IR B, 85 R Search.
CLl

get event include word string
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% 2 & I54= NetScreen % & EMHHEE

SEf: IHBEEMRANMXREFERREHEE
A, K EFIAT “warning” PRSI BAH, JHERKRT “AV7,
WebU!

Reports > System Log > Event:

Log Level: Warning ( i%£#¢)
Search: fii\ AV, #RJ5Hiili Search.

CLI

get event level warning include av

Date Time Module Level Type Description
2003-05-16 15:56:20 system warn 00547 AV scanman is removed.
2003-05-16 09:45:52 system warn 00547 AV testl is removed.
Total entries matched = 2
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HEF T REHEE
Heb, TTLABEFT CLIFEIE R B R AP S T 156

JEER B A% IP bk« FUE e S SR H bR 1P Hulik, W0 Land ik ek ping 2 il B . 3R sk H bx
IP stk HE > A HAAR, Sk HE e F om0 SR H Ax 1P M it H & sl 2 A S e H
b 1P Stk iy B A A H s

R I YRl H bs 1P ik el Bt v DR S H S, AR st g (YR H Ax 1P bk sl by
FI A H 4 H .

H : o DGR Y] s i RN (R e e A H A S H R Ta e HAE S H N, ok 4%
HE L SUMTIR ) ) B P A0 s S 45 H

Wn] DUE R f e ke dn H AL 28k H s HIVVE B IEFE H AR H . e e an HII, Bk wos e H
J /IR T i I R M H G H o e b R, Beokt B3 H) / I TRl hr iz b H
Wz A HE&H .

B8] @ 22 M T HE 7y I, B $ R T A B P s HR 40 H i AN I3 T o 248 5 e 4 1)
I, PR s JEIN T A T2 an I T 2 R IR H 4 H 1 ANE HIT . 24 2k alny, B84
o FN R B, T b TR 2 A H S 46 1 moANE E . WsR RN TR ki), Rk
7R LI TRV R AL T2 4 i AN T BEN I H S 4 H -

HRERAID 5 : LU R SR i 2R ID S (3 HAE 4 H , BE R s & A FaE L H N 103 282 1D
SRTHESH o BRI IR 5] (0 By S & 7 i s (1 SR ID S H S 4 H
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% 2 F I54F NetScreen &%

el iz IP It HIFSEHHESREB
Apd, KBEEMSE 10.100.0.0 F] 10.200.0.0 yEH AN Y5 1P bk EH G H . X8 H G4 H W42 I 1P sk

o
WebUI
YER WAL CLI #2485 45 H A7 F 1 3
CLI

get event sort-by src-ip 10.100.0.0-10.200.0.0
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% 2 &= 54 NetScreen i%#& EMHHEE

THEHEE

AR B AL B e R A H &, SR JEH ASCI SCAZw 4% ( W1 Notepad 2% WordPad ) Sk & F 1% 3. thnf LUK
H &4 H RIERINBAAE S 0] (TES 050 74 0 B “Aig HEEE” ). nTLUELR WebUl 3N FEHE. TRk
MWk CLI 2 ™ F k2 ) R g H &

el TEHREHHE

A, R H A NI H . AT WebUL, I TH33] “Ci\netscreen\logs” . i CLI, K T2 5
IP k-2 10.1.1.5 ) TFTP &5 as MR Hagk T o R34 b “evnt07-02.txt” .

WebUI

1. Reports > System Log > Event: .5 Save.

File Download *J UFHEFE /R IEFT I 3CAF (fiTH ASCII iy ) Bek HAARA RIS -
2. iL#f Save kI, ARJ5Hd OK.

File Download 1A HESE = 8k +8 H 5%
3. &/ C:\netscreen\logs, ¥ a4 “evnt07-02.txt” , SR il Save.

CLI

get event > tftp 10.1.1.5 evnt07-02.txt
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EHEE

% 2 F I54F NetScreen &%

seffl: TEHXESEHNEHEE
B, AR HE P A B FAE R A IP Hhth 10.1.1.5 1) TFTP R4 1M H & K (CLI). K3 fh-m4
A “crt_evnt07-02.txt” .

WebUI

LR 1 AN CLI #27 EERAY F#5H o

CLI

get event level critical > tftp 10.1.1.5 crt evnt07-02.txt
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% 2 = 517 NetScreen &% mERE

B EBE H =+
JILEE JTEXS
NetScreen 15 £ 1 DU $ F1c 55 56 i lC B 16 S ms B SevF sl B 4 11045 B . m UK BTG & AN S 8 FHid g i, 4
g VG BRI TS Jo I IC SR IE T, e il %SRS I VPG . oA E4a 5 B I SR g ;5 A il Ak i ey,
B Sl R B % e, (HBNZ RIS A 2 5 1S B
mEHE RN SIER A0 E
o EFTTEET H R A
o YEHhHL AR S
o B S AYE I RE A B 1
. H A sk F g 1 5
o SURMRFSENT (]
o USRS

Pk NetScreen B & H B I ITA 15 B, 204 A S ms Jo G SRk Il Bl sk e (5 B, U nd N 211
1 SV SRS i P E S 0. B SR A FHAC SRR T, 1HPIT FHEEZ —

WebUI

=
=

Policies > (From: src_zone, To: dst_zone) New : %% Logging, #X)5 i OK.
CLI

set policy from src zone to dst zone src addr dst addr service action log
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JIL 2 E nw

% 2 = 517 NetScreen &%

B3 T IC R SS (A5 RSN, B IR AP i R B i I B T AT P 4845 SR K 1 8. =8 VR BOE T, s fE
v H S H RS MER

o NBEALIER|H AR SR 7 Ak

o HAREIE B SR 7 4k
O A HIVHBOE I, THRAT FAIRAEZ

WebUI
Policies > (From: src_zone, To: dst_zone) New > Advanced: i£#% Counting, .i; Return, #&J5 ¥ OK.

CLI

set policy from src zone to dst zone src addr dst addr service action log count

83
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mERE
I E
EEA=EHE
Wit WebUI 8¢ CLI 7] LA & NetScreen %45 FIINET IR EHESLE ¢
WebUI
Policies > |8, ( X1 T-5Ms ID number)
=
Reports > Policies > |k
CLI
get log traffic policy number
= . B E =+
>E.1§'J . ﬁ%uwi E| /L\.\% E
Ak, WA 1D 5o 3y 1 H AL ET o s A TR S SRS i E H BTG R
WebUI
Policies: #.iti ID 524 3 (K151 1) Kl b5 o
FHILLL T E B
Translated Translated
Source Destination Source Destination Bytes Bytes
Date/Time Address/Port Address/Port | Address/Port | Address/Port Service Duration Sent Received
2003-01-09 21:33:43 |1.1.1.1:1046 10.1.1.5:80 1.1.1.1:1046 10.1.1.5:80 HTTP 1800 sec. 326452 289207

CLI

get log traffic policy 3

Juniper Networks NetScreen #5356 - 5 3 & : &

84



=Mt
i
jun|
ch
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HEFFiERE S
AU SR, FEA T CLI BRI G, 0T LS T 91 40 PR HE P sl 8 A6 4 H

SEfl

PEECE AR 1P ik o ] DU IR H Ax 1P sk sE it H AR Bl DU 4R @ P ek H AR 1P ki i ik i ok
AER R H A&,
HBA = AT DU I 30 e S SUIR I ) HE e o R e F I L S9N g ] py e e 27 H H RS 4% H

W] DUE e ke dn H . 28k HOBI s HVE B IEFT H A4 H . At in HII, sk wos JH
9/ TR Tk s N2 FE M H G H . e &b BN, Bk os I H 0/ I TR BAL Tz b H
WzarHEZH

AT IR e M T2 A gk oy o e T O R o o S = IR T N = A A T P K = a3
AV, AR W FLR )AL Tzl i R 2 R i H S H, ANVE Fn . 498 g 20k ey, Bie%
R T FUN T T2 2 kI e 2 T HS 4 H o mANE H . R RN E TR dnm e ki e, et
R 7 LI TR)ERAL 12 4 % AN T BEN I H S 4 H -

iRBEEHF R E B

AR, A N ) HE e ok A I TR T 01:00 2 5 & H &
WebUI

CLI

TER : R B CLI KL /7 o e s

get log traffic sort-by time start-time 01:00:00
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CH

% 2 & 547 NetScreen &% ;

TEHRERE
Wl EfR e BT T ORAT H &, R )5 ASCH SCAYw 4% (41 Notepad 5% WordPad ) >k & & 1% 31

WAl LU H & 4 B AR RSN A2 0] (S5 74 70 LK) “AAMEHEGEE” ) ¥aif& b, NetScreen ¥

wafEmEHEPER—1N%H. 411 NetScreen Wi H &4« H KL BN SNBAEAEAL B, BB e R iE—

U4 H. HT&i45 10 NetScreen W& E— M EHESH, Bk, X TFELEN—F AN RKITE S5,

?tlFetSir;en WA RIZEREHESAH . WIS Xy a HESAH - eflara H i k%4 admin 13
E]:m\/j: H o

SEfl: TEHRERE

AHrE, K ID 5o 12 g R H A& . i WebUI i, B R FIAR H % “Ch\netscreen\logs” . il il
CLI if, FH F#H] IP Hihik 2 10.10.20.200 1) TFTP R&-4s M Hax T o B30 ffansh “traf_log11-21-02.txt” .

WebUI

1. Reports > Policies > |iH& ( XF T304 ID 12 ): .17 Save.

File Download *f G HESR/REEFT T SCA; ({8 ASCII g 2% ) Boks AR A7 BIRESE -
2. &P Save i, )5 Hd OK.

File Download i HESE = 848 H 5%

3. R/ Ci\netscreen\logs, #3Cfffn44h traf_log11-21-02.txt, A )5 it Save.

CLI

get log traffic policy 12 > tftp 10.10.20.200 traf logll-21-02.txt
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% 2 = 5= NetScreen %% Self H&

SELF HE
NetScreen #2241 self Hi&, LAUEEFICFAE NetScreen ¥4 2l TA S, Wltn, wmSaEs: i B2 17—
LS FIE TN (1 WebUI. SNMP F1 ping ), H HTTP. SNMP 58 ICMP 15 ELii#k &% 8% 0, WsHFAEAN k5
FIE L, KBS 2 X N4 H HILE self H ik

LN self Hak, 1EHAT FAIEAEL—
WebUI

Configuration > Report Settings > Log Settings: i1 Log Packets Terminated to Self ZiEHE, #R)5 Hili
Apply.

CLI

set firewall log-self
M)A H self HER, NetScreen & &AM ML FEIC k4 H (self HEMMEHE. SIMEHERE, self HEHE

NN LE NetScreen 45 B IEIMEF A HEA . BR). YEdhhk /50 . Hbstbhlb /10 . RFEEm ) Ak 5%
S E . Self HES& HE HA — MK B Null fl—NHRX B “self” .

&=E Self HE
Wit CLI 5 WebUI 1] UL & NetScreen % £ [ INAE P AZGE 1) self H &

WebUI

Reports > System Log > Self

CLI

get log self
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% 2 &= 54 NetScreen i%#& Self A&

HEFEFNEE Self HE
SRR SR, (R CLI B F self [AEM, T LU I T 5 &ttt ity H s 4 H

VEER H A% IP Hulik - o7 LR ER H AR 1P HublkHE T self Hik. ol DUk ds e dsiak H A 1P Hhil sl bl i [ >k
g self Hi&k.

H3A = o] LA R sl e E SRR (R self Hak o WA i B AT ) 1) 57 21 e H 45 H

WA DB AR ke i H ] 280k H s H VDR )E self HiE4H . HigE s 0, &k Bor HiH
S 7 TRV Tzt iy HHZ S H &S H o Sfae b HAR, SR Bon S H 5 / T T2k H
WA HEZH

BFIE] « Y d% B )4k self H &R, NetScreen W& ¥ #& I M P s HESH, mAE HIAW T, 4
Fa e L AR I TR, ¥ ks s SLm TR AT Tz g TR 2 JE I H B4 B, mANE H . 2435 @ &abn)
[, AR R N AR, T2 L b N 2 ar i H 4 B, mANE H AT, dn B A G 2 TRt
IFA], 28R s FE A TR T2 48 2 s T BE N I H S 46 H «
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:;HE:-1§IJ : 1: lu\H-J-IEj:L_I)I:LE.\ Self EIL:\
AWrh, B2k E L pE self Hid&i. NetScreen w454 w7 FLIf [RIERA T8 2 MBI TR) 2 ji i H A 4 H

WebUI
JEB 1 HEEE L CLI 10 15101 7€ self .2

CLI

get log self end-time 16:32:57

Date Time Duration Source IP Port Destination IP Port Serv
2003-08-21 16:32:57 0:00:00 10.100.25.1 0 224.0.0.5 0 OSPE
2003-08-21 16:32:47 0:00:00 10.100.25.1 0 224.0.0.5 0 OSPE

Total entries matched = 2
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T Self Hx
{EZIF#%HTﬁuizliiﬁﬁ‘ﬁ%ﬁﬁﬁﬁ%‘ﬁﬁ‘ﬂiﬁ, SRIGAEH ASCI SC A 4w %% (4 Notepad B WordPad ) sk & & i%
At
el T Self HE

A, ¥ self Hi F&#IAH HX “Ci\netscreenVlogs” (WebUI) 5§ IP #ihik 24 10.1.1.5 K TFTP RS 25104 H 5%
T~ (CLI). R4 “self_log07-03-02.txt” .

WebUI

1. Reports > System Log > Self: #.if; Save.

File Download XfiEHESZ AR AT %S (A ASCI s ) sk HOR 17 2 REAT
2. iL¥f Save LI, AJEHidT OK.

File Download 1 HESE = ik 48 H 5%
3. #RiE C:\netscreen\logs, # 3 P44 self_log07-03-02.txt, #X/5 it Save.

CLI

get log self > tftp 10.1.1.5 self 1og07-03-02.txt
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% 2 = 517 NetScreen &% FHiRRERE

l}—'I?IE H n»

NetScreen $24t Mk H &, Bon &SRR A Pk = R e Ik &2 L4 mﬁﬁ’]*ﬁ?@fn B (=5 55 5 ki “&
BB A RE” ). BT i WebUIl 5 CLI &F %W E H &SN, EnI7E$5 @ A0 E T FF ol bR AF % k. i
FH ASCIl SC A4 2% (4 Notepad ) k& F 1% 1.

/Eﬁu TE‘I.’RI E EIIL,\

A, B E HAE FEEAM Hat “Ci\netscreen\logs” (WebUI) 5% IP Hisik 24 10.1.1.5 (1) TFTP A4S 23 1I4R
Hx & (CLI). B3 tbmshy “sys_rstixt” o

WebUI

1. Reports > System Log > Asset Recovery: ¥i.il; Save.

File Download Xf 1A HESE AR AT % SCAE (A ASCI s ) sk HOR A7 2 REA
2. &¥t Save ik, AJEHd OK.

File Download *} 1 HESE s ik £ H 5%
3. {RE Ci\netscreen\logs, fir#4 LN sys_rst.ixt, fAJ5 L7 Save.

CLI

get log asset-recovery > tftp 10.1.1.5 sys rst.txt
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% 2 = 517 NetScreen &% mERE

NetScreen 1 #5 SCHF 4wl H S ms v By e CRIIG AHE I BT i % . & NetScreen 1i+%, fiiifgY
NetScreen ¥ 454 i AR, B al @t LUF —Fhek 2 Fhor ok & 2R -

o iilE

o B (HMHE

o HTHRAE

e SNMP

e AGHE

o WebTrends

o NetScreen-Global PRO
RIS G AU DRI S TG Bl . BT AR SRR IR SR R, IS R IR TR B ME . B MRS B IX A
(PIFEHE, AW EE— B[] N R4S B, AR5, FEffiE TinE K/ (AAHETIERRE) 25, nTRE T 1%
PSR A B2 AR RSk — AN, DR E O 2 7 3EHE . AR5 ] A AT VR4
fiff e B B IR AL, DA RS 75 BRI T 8 LU AR R M.
] FH U BRI AL 2 i IR RGBT SRS T NAR KT IR 0 B I $E A T 4k 23X 28 H 11 1 FH It & 4R 1)

wl.
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5§ 2 & 53T NetScreen €&

SEf : AT RN RIRN

A, 78 DMZ X BENAFAE—AN IP Hulik ok 211.20.1.5 1) Web k5538 (44 “web1” ). AHZXS M Untrust [X Bt
it Telnet Uy in] itk Web ARSs 25K TG S TR . BB H G, w0 —5ams, 450 Untrust X B AT Hshik:
KA DMZ X Br N 444 web1 [ Web k454511 Telnet s, JHEmEHERIG S G E N 64 7. HTH/A IP %
Py 64 71, B IE —AMRKE M Untrust X Bk Web %5 %511 Telnet 2, W filik 4

WebUI

Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: web1

IP Address/Domain Name:
IP/Netmask: (i£$f ), 211.20.1.5/32
Zone: DMZ
Policies > (From: Untrust, To: DMZ) New: #i AL F A%, 4RJ5 Hudi OK:
Source Address:
Address Book Entry: (£# ), Any
Destination Address:

Address Book Entry: (%% ), web1
Service: Telnet

Action: Deny
> Advanced: #IALL NN Z, SRJ5Hd: Return, 38 =2k T R [B] LA
B

Counting: (%$)
Alarm Threshold: 64 Bytes/Sec, 0 Kbytes/Min
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CLI

set address dmz webl 211.20.1.5/32
set policy from untrust to dmz any webl telnet deny count alarm 64 O

save

e I R FEIEEH

A, Al R R A S B R R 4. DMZ X BRI — 4 IP Hidik 2k 211.20.1.10 (L8N ftp1 ) (1)
FTP R4S %%, 82 AE RV FTP-get /5 SR BIA MRS 25 . AAEA K E FTP RS2 KT AR5 B X
s BRI UL R 8 2 2R, IXATRE 5 NIMDA Ji 2 AH LR #5251 S 200 . 7E Global X Bt 2 X FTP R 55 %8
(IRl XFRE R HE G 2 P A 4 dal e .

WebUI
Objects > Addresses > List > New: S AL F A%, X5 OK:
Address Name: ftp1
IP Address/Domain Name:
IP/Netmask: ( %+ ), 211.20.1.10/32
Zone: Global
Policies > (From: Global, To: Global) New: #i AL %, X5 Hudi OK:
Source Address:
Address Book Entry: (i£#%), Any
Destination Address:
Address Book Entry: (i£#f), ftp1
Service: FTP-Get
Action: Permit
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Policies > (From: Global, To: Global) New: #i AL K7, X5 Hidi OK:
Source Address:
Address Book Entry: (i£#f ), ftp1
Destination Address:
Address Book Entry: (#£#% ), Any

Service: ANY

Action: Deny

> Advanced: #IALL N2, SRJG T Return, 38 5 2k T 1R [B] LA
B

Counting: (%)
Alarm Threshold: 64 Bytes/Sec, 0 Kbytes/Min

CLI

set address global ftpl 211.20.1.10/32
set policy global any ftpl ftp-get permit
set policy global ftpl any any deny count alarm 64 0

save

95

Juniper Networks NetScreen #5356 - 5 3 & : &



% 2 & 547 NetScreen &%

Sef5l : ZEBTFHMEFER
Ap e, A, S I R SR R B A RIS A Rk 172.16.10.254, G AR S — AN LT IR A
Hihik Ay jharker@juniper.net, 25 —ANHLFIRAHB3E A driggs @juniper.net.  NetScreen % £ HA o L HBLF K&

R FAE H BT H &
WebUI
Configuration > Report Settings > Email: #i A LL M5, K550 Apply:
Enable E-Mail Notification for Alarms: ( £ )
Include Traffic Log: (%$%)
SMTP Server Name: 172.16.10.254'
E-Mail Address 1: jharker@juniper.net
E-Mail Address 2: driggs @juniper.net

CLI

set admin mail alert
set admin mail mail-addrl jharker@juniper.net

set admin mail mail-addr2 driggs@juniper.net
set admin mail server-name 172.16.10.254

set admin mail traffic-log

save

1. WERBH T DNS, a2 b Ak 45 s A FH =414, @ mail.netscreen.com.
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% 2 = 517 NetScreen &% AY

A#HE
NetScreen %45 1] LA IA B Tiise IR EVEG M (TES M 75 T L) “FEHE” hrymmESRE ) KRS EH
ARG HENE R, JErT A B ok S o ik By ks 005 B AR R A H BN R . AR K iX sy Bk
RPN EM ARG HE N, XEEPISITHE UNIX/Linux 24 TF. TN RGHETENL, o7 LUEEE T 51 %10
e NetScreen & &HFMEHESRH .. FHHESLH, ELHESREHESHXOEFHHESLH
o EBHE RV VPN EIEAIZE R ARG HERS &, Rl VPN EIELIEE S, B Nz O E A
PFH O (B RAN Ve, ESEE 109 v0 b Yo - 3l i I IE ) B AT AR AE B R
119 U1 bfy “yud -l ol 1 SR M s IE 1 BAT AR AR B )
e NetScreen i & 224t H i B A5 WA i 11
o TARWRNFEIE L WE SRR R E RGN BRI ARG HEEN; FEDPIIERIEAE S %R
(= AF ) e i R
FEHAE DL R, NetScreen B4k UDP (41 514 ) Byl B ARIER R HEENL.. A T HmH B LRl 5, af
LR 24 H & BV AL i SCh TCP.
RS HEWEE N RS DA IR, S UNIX 24 H EZe Eie e EEsle i RE R,

YEE 7 UNIX/Linux V& [, 1526 X1 Jfete/re.dfinit.d/syslog, iXFEF L H.& L GEM TEFZIiHE 5 (syslog -r) HF2
156,
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sefl

WebUI

B N&2%HERS
AWk, # NetScreen HEASHLE A :

o
HRA

WS TCP K4 HikAm & H A KERNWA 4] 1P Hublk /iS5 =K% H
HRS 2 1.1.1.1/1514, 2.2.2.1/2514 Fi1 3.3.3.1/3514 . F4-22 420 M Rk 45 2 W 5 ¥ Bk LocalO.

Configuration > Report Settings > Syslog: i A LL F %, R Hdi Apply:

Enable syslog messages: &£ 10 LAE R H & A% 245 e 1 &2 40 H &
Ui D

No.: E#¢ 1. 2 F1 3 IR RIEAENIN 3 R4 H & RS 4s

IP/Hostnhame: 1.1.1.1, 2.2.2.1, 3.3.3.1

Port: 1514, 2514, 3514

Security Facility: LocalO, LocalO, Local0

Facility: LocalO, LocalO, LocalO

Event Log: (%£#¢)

Traffic Log: ( £+ )

TCP: (%)
CLI
set syslog config 1.1.1.1 port 1514
set syslog config 1.1.1.1 log all
set syslog config 1.1.1.1 facilities localO localO
set syslog config 1.1.1.1 transport tcp
set syslog config 2.2.2.1 port 2514
set syslog config 2.2.2.1 log all
set syslog config 2.2.2.1 facilities local0O localO
set syslog config 2.2.2.1 transport tcp
set syslog config 3.3.3.1 port 3514
set syslog config 3.3.3.1 log all
Juniper Networks NetScreen #2536 - 5 3 & : 18 98



% 2 = 517 NetScreen &% g

S
I
Cht

set syslog config 3.3.3.1 facilities localO localO
set syslog config 2.2.2.1 transport tcp

set syslog enable

save

WebTrends

NetlQ $#1it T—/~4 & WebTrends Firewall Suite 1725, 1% RIS NetScreen w5 ) i H & G5 B 2
XA . WebTrends 7081 H & SO LETEAS BRI 5 B o nl LLATEA X T FHAER™ BRSO ks, 8%
H RSSO (B KRB ) FE . (595 WebTrends IV EfEE, &2 WebTrends 7 il S0, )

A VPN S E % WebTrends W & . £ WebUI #, {# 4 Use Trust Zone Interface as Source IP for VPN i%
I, 7E CLI 1, {{iH] set webtrends vpn 7% .

sef5l : BB ENE4RY WebTrends

I, #15 WebTrends :HL (172.10.16.25) Kk B A & .
WebUI

1. WebTrends & &

Configuration > Report Settings > WebTrends: i AL NN %, K5 Hidi Apply:

Enable WebTrends Messages: ( 1L#F)
WebTrends Host Name/Port: 172.10.16.25/514

2. TEMNRH
Configuration > Report Settings > Log Settings: i AL FNZ, K5 5d: Apply:
WebTrends Notification: ( £+ )

YEB : AT “EW” A0 T 1T NetScreen i 4 [/ /1 WebTrends /i, U Bt d&5 5 Hi o 15 S0 4
6-1 T L) “BSZFIgAEE 17
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CLI

1. WebTrends 1 &

set webtrends host-name 172.10.16.25
set webtrends port 514
set webtrends enable

2. TEME
set log module system level notification destination webtrends
save
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SNMP

NetScreen ¥ & () 1 I 40 &P BLHMN " (SNMP) FREILAE ) 26 7 B b3 T LA A7 6 266 LA S R 4% b (9 8 e I B3
i, T RS R

NetScreen 32§ RFC-1157, “A Simple Network Management Protocol” H iTi& f\) SNMPv1 33, J£3Z LR %A
RFC ik i) SNMPv2c 1l :

e  RFC-1901, “Introduction to Community-based SNMPv2”
e  RFC-1905, “Protocol Operations for Version 2 of the Simple Network Management Protocol (SNMPv2)”
e  RFC-1906, “Transport Mappings for Version 2 of the Simple Network Management Protocol (SNMPv2)”

NetScreen 3. #F RFC-1213, “Management Information Base for Network Management of TCP/IP-based internets:
MIB-I1” 5 SCIA BT A S8 B JEUZE 1D (MIB 1) 4. NetScreen & ANk & H ) MIB 3044, wlK L in#k 2 SNMP
MIB | %5 #% . B {05 NetScreen MIB 71155, (iEZ M=% A, “SNMP MIB 34”7 . )

H L & AR JERE,  NetScreen SNMP AL H 2 AH N Hb A= 5 LR BB 40
o ABTNMEBE : 7T )8 NetScreen ¥ & 2 AL T ] BAEARASHS, A4 a8 s B

e SNMP AUEHFERERE « a0 A R EE A IERI ) SNMP A L4 7455 £ 5k 442 NetScreen 4%, B tnif
1E SNMP A SLd b ok @ GR B T IE R =ML 1P Hubik, T NetScreen #4511 SNMP AR B it A2 I\ AIE
WA RE . (ESVAIEOUT, )8 bk, )

. %iﬁ%‘ﬁﬁ@?:NetScreen B S S AEAN B K 2 AR A R E o O T IR S 2 ARG

%, € T =A NetScreen NVEEBF. (A KB KB BCEFE S TEAE R, 1S M 4-206 70 B
“ICMP )77 A5 92 Ul b)) “UisiiE” . )

o UREIREREPE : ik I SR BRI I SER, il R . (A ORRC BRI TS R, 52
5 2-293 UL LM “HEE T . )
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RN T Al RERIRE R R AR BB

F&BE 4L 1D L]
100 T )
200 7 K 33k i 5t
300 B 1)
400 It i ) 7
500 VPN |
600 NSRP i il
800 DRP i)t
900 2 11 W L 48 i) S
1000 B B Tk

VER 1 KB SNMP £ 84807 12, 47 HP OpenView” 2 SunNet Manager™, LLU{#3 4% SNMP MIB II
BHETEM AT (55 AT G I LTINS o T - 1 77— 2 [ o 2811 SNMP 52 2515 27 o

NetScreen ¥4 AT H SNMP & B S B ACE . ENCE NetScreen ¥4 SNMP, WAt Attal, &
SCHSCERP) ENLFE AR (152 / BE R ),

178 SNMP A JLZ ), AL SNMP 45 B 1 2R 1 2 %A 20 & 0 FF SNMPv1. SNMPv2c, i Al 37 FFiX
P~ SNMP fRA . (A T ) #EAAN SR SNMPY [ 5 1 ScreenOS flRA, 7EEA 1L T NetScreen % % SC#F
SNMPv1. ) a5 SNMP A 340 [m] I S2 A~ SNMP A, W25 kR4S A S 20 i 196 & FEBIEIRUAS .
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T2 7% g, BAE/ SRR SNMP A 34 6 it A8 i NetScreen % 4511 R 4114z &

. sysContact NetScreen % #% (1) admin L5 B, LA# SNMP admin #5225 LECR M . %45 ] LA
#& NetScreen admin [ZE4 . HFIBEERIEE. WG5S, EAETALE, BEXEEENHE.

* syslLocation - NetScreen W & W BEALE . X0 LUE NI - B, IRTTECEFN AR, H2K
FAE M2 A E . (NOC) INLEE L HERA B

e sysName - SNMP & # 51 H T NetScreen & & M4 7K. W, ZAA— TG4 (FQDN), Hy
Al LLAEXT SNMP admin 5 & AT 4 K

* snmpEnableAuthenTraps - Al i i 485K Ji H1EEAE ] NetScreen £ 111 SNMP AREE, 45 447 Ak
KPR IERAH SNMP A L4 4 FR 5 SNMP ACHBE TR R I B4 il — AN Fa P

o ipDefaultTTL - H ZAL4 2 il & A IR AL R (TTL) {8, e ZEs [Eid A& B NetScreen 411
Al 1P AL TTL 5B

* ipForwarding - %% & 57~ NetScreen ¥+ & 5 kA5 K ( &K1 NetScreen ¥ #& AL 15 B BRAL ).
TEBRAETEOL T, NetScreen W& e m AN KA B (DTSR PERI S A ).
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AT AR
DL R A4S T Juniper Networks i 4a] 75 H: % 4% Fh 47 SNMP:

e SNMP & F Bi# 7320 3] SNMP A3t4Hrh. NetScreen Wi £ il St =N AILAH, AN ILAHBZATH )\
AN o

o QNILAE AT DR A ML, Wn PR T AT N I BT ML, IR T e SO I A 1 DX 4 R
TEFRATEL T, NetScreen 25 SNMP A 34 fl 51 43— A 32 A7 25 HEh (255.255.255.255), 1% M 4%
FERD K SNMP 28 L1 1l 51 5 A 3N E L.

o A SNMP NI R e O M, T M AE AT £ #0 n] LAAS ) NetScreen 4% LL3KTS SNMP
MIB {5 E.. {HsE, NetScreen & ANEERF SNMP [alFRixss 1M, HEERILRIEZG BA T,

. /l\/A\éjQéE,EJﬁXT MIB 11 ZcHk 1) el 15 5 AR

o BARIA R SCFF SNMPv1 AT/ 2 SNMPv2c. 1SR 22 SLA ) I SCRF P AN RROASTE SNMP, - L 250k A~ 24 36
2 A% b 48 E B PR o

o A ARFEIR A REAN A LA BB R
o [ IHAREAERRE YT R MIB I B FIRA T

o XPWE N VELBEBH S AP RS TN, BAREIRE (0 AT E GO O EIREUE S
REHAM ) #HA A NetScreen M) SNMP B

* NetScreen W&kt “WoJash/ EATHERS / NMTHERS” BEABEAOR 2 E 0 BB AL N I BT L.

o WA RIYIRE T trap-on, WK ﬁﬁﬁiﬁﬁ%ﬁﬁgﬂ’ﬁﬁlﬁ

o DL BT e TS ) VPN JEIE X SNMP R . A RTEAIE B, WS 5 107 10 B “ BAT/E
IR B VPN GliE” .

Juniper Networks NetScreen #2536 - 5 3 & : 18 104



¥ 2 & 5= NetScreen & & SNMP

SEfil : ®Xi% / § SNMP 2 4£4H

Afglr, FAE— 20 MAge11 SNMP AR . S H o Bdise / SRR IFAE L b1 vl Felle MIB I s FHRERIE . 1%
NICAIAH AR 0 1.1.1.5/32 1 1.1.1.6/32. HAEEAp A SNMP A BN FHFR Y, BRI FE PP as 47 AN A
F A1) SNMP: SNMPv1 1 SNMPv2c.

VERL : 1 T AL R 25 B1, B E DR R Z

FHEHE NetScreen W& AN admin (5 E, BLE& SNMP A ZL4] i i 75205 S R BHEH — name:
al_baker@mage.com. ¥4t NetScreen ¥ #% ik 17 & — location: 3-15-2, X 2EE PR LB AL T = HEH
+ HHEE A E AL .

WF S SNMP ACHR, it — B 5 A Jkik24 87 5 NetScreen #4511 SNMP iE4%, IS4 m—ANBaHE. I E ks
BB — AN Rt e, HOEH T SNMP AJL4], il FE2EH %% E .

G, fEZArgbeE] Trust X B8 ethernet! |5 A SNMP w4 814, %8 112 SNMP & #8815
NetScreen 4411t SNMP A HEIE A5 B FH 2 11 o

WebUI
Configuration > Report Settings > SNMP: i AL N &, X5 #.id5 Apply:
System Contact: al_baker@mage.com
Location: 3-15-2
Enable Authentication Fail Trap: (i£#¢)
Configuration > Report Settings > SNMP > New Community: #i AL F & &, K5 Hd: OK:
Community Name: MAge11
Permissions:
Write: (1£FF)
Trap: ( £+ )
Including Traffic Alarms: (&)
Version: ANY ( £+ )
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SNMP

Hosts IP Address/Netmask and Trap Version:
1.1.1.5/32 v1
1.1.1.6/32 v2c

Network > Interfaces > Edit ( X T ethernet1 ): i AL F & E, RJ5H.d7 OK:

CLI

set
set
set
set
set
set
set
save

snmp
snmp
snmp
snmp
snmp
snmp

Service Options:
Management Services: SNMP

contact al baker@mage.com

location 3-15-2

auth-trap enable

community MAgell read-write trap-on version any
host Mage 1.1.1.5/32 trap vl

host Mage 1.1.1.6/32 trap v2

interface ethernetl manage snmp
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% 2 &= 54 NetScreen i%#& BITHE R BY{E 2imay VPN &8

BITHE RIS R7AHY VPN BB

A LU R R R (VPN S 3 A A £ AL 52 11 1P sk % NetScreen £ #EA T FE 10 24k . A VPN i
i, W PLERY AT NetScreen 15 £ A1 It &k R4 Bt A NetScreen 1% & )5 B2 B ] DLALHE -
NetScreen-Global PRO #45. Ri%EF| A% HEH WebTrends IR &2 1354 H &4 H LLA SNMP MIB F&HE.

NetScreen SZRFPI AT VPN Il IE AL &

o FTFEEHA VPN: NetScreen & £ 14 H i# 2 4% HKH A Bt g 462 21 VPN JiE b ivliE s .
NN LT Y VPN JEIE K k1% NetScreen 124 fr A4 i) =544 H &4 H . NetScreen-Global PRO i
4k SNMP [ BFSEAR S, 20T 2% AN J0 )38 24 B AR i . %08 i 22098 17 402 21 VPN il I8 1)
B0, #8458 NetScreen % #5415 Bt i% VPN iWiE 5|17 NetScreen ¥4, AT BLATAT SHIK .

o ETIREEH VPN: NetScreen i %14 I 7E S+ BHAf 5 | FH 1 VPN 18 4 Bkl ok VPN 3l 1E 51 5145 Bt .
L ELE R T SRS 1Y VPN Gl A% EAT A A BRI SR R A Y R H Atk . JEbkl ) g
H NetScreen x4 42 1) 1P Huliko  H btk vT 45 B A7 i il 2575 50 SNMP 22 3L 20 Bl 04 1) T AR wG (AT
e NetScreen B4 )51 ) 1) IP Huhib. Wi iz Fe SNMP 28 41 i 57248 i NetScreen-Remote VPN %)

i R 5 A H NetScreen w451 VPN &8z, W51 7E NetScreen-Remote 52 X A3 IP HuhkAE A H
Ptk

JEEL 1 71~ ScreenOS 5.0.0 2 Fillik AT, Jitth i h A28 2] Trust X BHTHA 1T, 7 H B bl 4007
7~ Untrust X B¢, 725 FiiRk KT 2 %G UL R

B SR AE PR O O g S AR AT B A BC I IP ik, W) NetScreen B4 ANRENTZ) VPN GBIE B RG R IKAE T 0L TG
B e IX L, FETANRE E L RIXLe I ) o ML AR RS DU, 20 e B E LR A ) VPN 8. — Htar |
LT SR BEE T I VPN S8, T ) P e S A AORAE B (ARG SRVE ). SAh, XTI TR VPN
AR SAFAE— A2 VPN GLTE I8 (7 i SE AR (R 6 B — 2086 B ) Re 2 T3 AN B, 7] B2 A H NetScreen 4%
FE I TE J5 A e BN A Bt B B B . (A OCBIASE PG R, WESHE 6 B “Hh”. )W
A LME R A rekey EIER IKE OBkE 51K VPN I ERII IR A LB IE 5, %088 R G A R FRE RIS (TIAE VPN
%?ﬁiﬂ‘fiﬁnﬁ )o (A RXECETNMTELAN(E S, 1HS M5 5-355 T L “VPN Hi4s” % 5-436 171 L1 “HHEpl
7. )
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XA VPN RIS R ESRAY,  nT LA R A58 8E VPN Sl AT Fh

o TEhEY) LN T AR IE X “UABIY (SA) IFITE : %A SEeR | (SPI). A
WIEBEH]. BHL SA TE—G%, LA PIRR AT T

o RABUCEEENEHEE IKE: s USR] (A TIE, TN ) AR, IKE
B IS BT (A A AR BBl B0, PR BT I AR S 1 e s X
i ] 9 2 55 2

o BAUEN EBEY KE: EAY < ATFEPILRL (PKY), PRSP NS (AR
AR RS ATF TR BIA O I ). s AR VSOl I T, 2

R

TEB G VPN W55, #2454 5 251 “VPN”. %7 NetScreen-Remote #4156, 152
/i NetScreen-Remote H /55 .
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SEf B E TR ERRIER BITERBIE R

Ak, KA NetScreen ¥ % (NetScreen-A) MEATHCE, Al ok I% 1% th ¥ B 3% 4 IKE VPN G iE
SNMPv1 MIB FERIEFI 22 48 H 4R 55 K4 T e 2 NetScreen u% (NetScreen-B) JGfi ] SNMP A L4l il i . il
H?\/\%m’éﬂ (Cisy0a1aAG) H T HHEIsINIE, FHk e 2445 “Compatible” ﬁﬁ? “BRBC 17 F1 “BirEr 2
L. £ LA NetScreen-A A admin 1) 5 43K G1%E tunnel.1 $210, FHR L0 2] vpn1. %1 NetScreen-B ff]
admin 4%%%%?&}5% ID:

NetScreen-A NetScreen-B
AL P 10.1.1.1/32 A IP 10.2.2.2/32
R P 10.2.2.2/32 e S IP 10.1.1.1/32
R4 Any Mk %5 Any
¥ ethernet1 4552 %1 Trust X B¢, MK ethernet3 41 5€ 3] Untrust X B 645 ¢ 1P il 1.1.1.250. FTf X B
trust-vr %tk ek

DAREARPYG A 119 TLHG T : AT TFME TG B 1T 5 B AT

n N Untrust [X B NetScreen-A i@ g vpn1 ¥
Trust [X B A - SNMP MIB (TSR AR E
S H Rk Ty 10.2.2.2 ()
SNMP E@%&%ﬂ%zﬁa K

Eth1 tunnel.1, K45 o

10.1.1.1/24 Eth3, 1.1. 1J1/24 %5 it |

NAT I

/> M 1.1.1.250 |

NetScreen-A _ . T
AN LI r 5/3'\('),;: SNMP 550 31
o1l Y= 4 | R H&

JEIE :vpnl 5 NetScreen B i g ft%lzzﬁﬁz%%&

M, 2.2.2.250 Eth1 I

Eth3, 2.2.2.2/24 10.2.2.1/24 !

tunnel.1, ﬂiﬁ*ﬁ NAT :

Untrust [X B L IR Trust X B

Juniper Networks NetScreen #t 2 53566 - 5 3 & : I8 109



% 2 &= 54 NetScreen i%#& BITHE R BY{E 2imay VPN &8

NetScreen-B [z admin i R % E € X AZhE4 IKE VPN SlIE 1 54—, BRIt ssss] . S iU
ID AHULHC

WHICE — %K “remote_admin” [ A 5E / AR SNMP AJL4], F1 )8 B A LU ERE . Brithhil
10.2.2.2/32 [ EMLE A LA K 52

WebUI (NetScreen-A)

1. #&0O
Network > Interfaces > Edit ( %f T- ethernet1 ): AL NN, K5 Hdi Apply:
Zone Name: Trust
Static IP: (B IEREHZE I )
IP Address/Netmask: 10.1.1.1/24°

EFELUN A, )5l OK:
Interface Mode: NAT ( k+% )*
Network > Interfaces > Edit ( X T ethernet3 ): #i AL F N2, X5 Hd OK:
Zone Name: Untrust
Static IP: ( I IEPE I IE TN )
IP Address/Netmask: 1.1.1.1/24
Service Options:
Management Services: SNMP

2. AFIfEEERE admin Ci2eke T RS HE MRS 8 F 32K SNMPv1 [f) SNMP 5 FL88 N FH R . Z6f% admin 76 3L NetScreen 4% % B VPN @&, i
1111 AR REM G, A6 10.1.10.1 4205 H prdbhk.

3. ZFE admin Bid & SNMP &N, 254 “Remote SNMP Agent” FEBUH A 10.1.1.1. ‘& J2 SNMP &8s & X 1 H brtuhl .
4. EHEEIT, 95EE] Trust XBIATAE AT NAT 880, Bk, XF95e 2] Trust KBGO, HIETEE )R .
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Network > Interfaces > New Tunnel IF: B AL F %, K55 OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (trust-vr)

Unnumbered: (i%£+% )
Interface: etherneti(trust-vr)

2. A% HEF SNMP
Configuration > Report Settings > Syslog: i A LL F %S, SR Hdi Apply:

Enable Syslog Messages: ( £+ )
No.: 1+ 1 LIRIIEIERIN 1 DM RGH MRS
IP / Hosthame: 10.2.2.2
Port: 514
Security Facility: auth/sec
Facility: LocalO

Configuration > Report Settings > SNMP > New Community: i AL NN %, X5 Hidi OK:
Community Name: remote_admin

Permissions:

Write: (I£FF)

Trap: (i£#)

Including Traffic Alarms: (7&K )
Version: V1

Hosts IP Address/Netmask:
10.2.2.2/32 V1

Trap Version:
VA
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3. VPN
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( 1L+f)
Gateway Name: to_admin
Type: Static IP, Address/Hostname: 2.2.2.2
Preshared Key: Cis5y0a1aAG
Security Level: Compatible
Outgoing interface: ethernet3

> Advanced: fii AL N E s, AR5 ¥ Return, R[AFEA “HEh%4
IKE” Bc'& i :

Bind To: Tunnel Interface: (i%£#+f ), tunnel.1
Proxy-ID: (i%£#¢)
Local IP/Netmask: 10.1.1.1/32
Remote IP/Netmask: 10.2.2.2/32
Service: ANY

4. ¥H
Network > Routing > Routing Entries > trust-vr New: i AL F %, SR i OK:
Network Address/Netmask: 10.2.2.2/32
Gateway: (£$¢)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
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Network > Routing > Routing Entries > trust-vr New: #i ALL F %, K5 il OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (i%£#)

Interface: ethernet3

Gateway IP Address: (%) 1.1.1.250

CLI (NetScreen-A)

1. #O
set
set
set
set
set
set
set
set

2. VPN
set
set

set
set

interface ethernetl zone trust
interface ethernetl ip 10.1.1.1/24°

interface ethernetl nat®

interface ethernet3 zone untrust

interface ethernet3 ip 1.1.1.1/24

interface ethernet3 manage snmp

interface tunnel.l zone untrust

interface tunnel.l ip unnumbered interface ethernetl

ike gateway to_admin address 2.2.2.2 outgoing-interface ethernet3 preshare

Cib5y0alaAG sec-level compatible

vpn vpnl gateway to admin sec-level compatible

vpn vpnl bind interface tunnel.l

vpn vpnl proxy-id local-ip 10.1.1.1/32 remote-ip 10.2.2.2/32 any

5. Zf admin Bid & SNMP & BN, 254 “Remote SNMP Agent” FEBUHHIA 10.1.1.1. ‘& J2 SNMP & T g8 & X 1 H brtuhl .
6. TEBRETEDLT, 5@ R Trust XBIATA I T NAT 88, Bk, XF8e 2] Trust KBGO, HIETEE)E .
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3. ZA%GHEF SNMP

set syslog config 10.2.2.2 auth/sec localO

set syslog enable

set snmp community remote admin read-write trap-on version vl
set snmp host remote admin 10.2.2.2/32

4. BH

set vrouter trust-vr route 10.2.2.2/32 interface tunnel.l
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
save

WebUI (NetScreen-B)

1. #&0O
Network > Interfaces > Edit ( Xf - ethernet1 ): B ALL F N %, ARG Hdi Apply:
Zone Name: Trust
Static IP: ( i HUE IEFEHZE 0 )
IP Address/Netmask: 10.2.2.1/24

WEHELLN A, AR5 Hd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( X T ethernet3 ): #i AL F N2, X5 Hd OK:
Zone Name: Untrust
Static IP: ( I IEFE LI TN )
IP Address/Netmask: 2.2.2.2/24
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Network > Interfaces > New Tunnel IF: B AL F %, K55 OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (trust-vr)

Unnumbered: (i%£+% )
Interface: etherneti(trust-vr)

2. bt
Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: addr1

IP Address/Domain Name:
IP/Netmask: 10.2.2.2/32

Zone: Trust
Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: ns-a

IP Address/Domain Name:
IP/Netmask: 10.1.1.1/32

Zone: Untrust

3. BRHB4
Objects > Services > Groups > New: it AL N H AR, #aLL MRS, A5 Hd OK:
Group Name: s-grp1
1%+% Syslog, i H] << %4 Kk 55 A Available Members 1% 3)) £ Group
Members =1,

R SNMP, JHEH << #2410 45 M Available Members #:# 3/ % Group
Members =,
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4. VPN
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £ )
Gateway Name: to_admin
Type: Static IP, Address/Hostname: 1.1.1.1
Preshared Key: Ci5y0a1aAG
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: i AL s, ARG Hid Return, IR[PIFEA “ HE)%EH
IKE” Bd'& i :

Bind To: Tunnel Interface: ( i%$¢ ), tunnel.1
Proxy-ID: ( %% )
Local IP/Netmask: 10.2.2.2/32
Remote IP/Netmask: 10.1.1.1/32
Service: Any

5. B&H
Network > Routing > Routing Entries > trust-vr New: i AL NN %, X5 i OK:
Network Address/Netmask: 10.1.1.1/32
Gateway: ( %% )
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
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Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 Hdi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i%£#)
Interface: ethernet3

Gateway IP Address: (i£$f ) 2.2.2.250
6. TRER
Policies > (From: Trust, To: Untrust) New: i AL F N %S, X5 i OK:
Source Address:

Address Book Entry: ( 4% ), addr1
Destination Address:

Address Book Entry: (i£#f ), ns-a
Service: s-grp1
Action: Permit
Position at Top: ( #£#% )
Policies > (From: Untrust, To: Trust) New: i AL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: (i£#f ), ns-a
Destination Address:

Address Book Entry: (#%£#¢ ), addr1
Service: s-grp1
Action: Permit
Position at Top: (%% )
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CLI (NetScreen-B)

1. #&0O
set
set
set
set
set
set
set

2. bt

interface
interface
interface
interface
interface
interface
interface

ethernetl zone trust

ethernetl ip 10.2.2.1/24

ethernetl nat

ethernet3 zone untrust

ethernet3 ip 2.2.2.2/24

tunnel.l zone untrust

tunnel.l ip unnumbered interface ethernetl

set address trust addrl 10.2.2.2/32
set address untrust ns-a 10.1.1.1/32

3. BR%F4E

set
set
set

4. VPN

set

set
set
set

5. KH

group service s-grpl
group service s-grpl add syslog
group service s-grpl add snmp

ike gateway to admin address 1.1.1.1 outgoing-interface ethernet3 preshare
Ci5y0alaAG sec-level compatible

vpn vpnl gateway to admin sec-level compatible

vpn vpnl bind interface tunnel.l

vpn vpnl proxy-id local-ip 10.2.2.2/32 remote-ip 10.1.1.1/32 any

set vrouter trust-vr route 10.1.1.1/32 interface tunnel.l
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250

6. KA

set policy top from trust to untrust addrl ns-a s-grpl permit
set policy top from untrust to trust ns-a addrl s—-grpl permit

save
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/E1§IJ L_:L_ﬁ:F H]&E,]L_L_E,]E Tﬂz_ﬁkﬁfﬂmlu\l}lb

AR, 5 AH NetScreen ¥ % (NetScreen-A) JEATHEC &, A HA8 i 3 T 5m& 1) B 5h%%5 47 IKE VPN i (vpn1) H
SNMPv2c MIB FaBERT 2R 48 H GRS Rikgh i TE i NetScreen % 4% (NetScreen-B) Jo i) SNMP 2341 i 57
LJ%\;%QZ%H (Cisy0a1aAG) H T IE, IR TE L2495 “Compatible” FH+ “BYBL1” i “Bﬁﬁﬂ
2” _[/X

R FE admin #0K ethernet! 465 2 Trust X B, H¥ ethernet3 4552 £ NetScreen-A Fi NetScreen-B L1
Untrust X Bt. NetScreen-A {45 1 5¢ IP #ilik >4 1.1.1.250. NetScreen-B {45 k¢ 1P #ililk>h 2.2.2.250., fiffy
X BYHBLE trust-vr 2 fIE P .

DAEAR)G 109 TLHG “TEPY : LT T TG B 1T G B AT

NetScreen-A i vpn1 Hf
Trust X B A< Hi G £ Untrust [X Bt SNMPR MIB [ BFFIsE/F H &

4 HARES it 10.2.2.2

i) SNMP & 2SIl R 45 H &

Eth1 R %545 0

10.1.1.1/24 Eth3, 1.1.1.1/24 i

NAT ‘\ NetS A /7 M, 1.1.1.250 |

- etocreen /7 : \- |

“Z==L AN P HEH LAN EJT
10.1.1.0/24 = TER - 10.2.2.0/24 | ' SNMP 45 H1 4L f1
svpnil o=y NetScreen-B ARG H G s
W%, 2.2.2.250 — Eth1 | 10.2.2.2
Eth3, 2.2.2.2/24 10.2.2.1/24 |
NAT
Untrust [X £t TR A Trust X B

WHELE — %N “remote_admin” B AL / SARE SNMP A JL4l, JF 8 HZ s L kgl baiE. AT
10.2.2.2/32 1ML LA IR b .

7. AfIfEEEE admin O R 23: % JIk g5 s A sC 45 SNMPv2c () SNMP 45 Bl s i I F . f% admin 7514 NetScreen B4 F & VPN Il N, {#H]
1A ARG, AEH] 10.1.1.1 /25 H bt
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STHY VPN B8

NetScreen-A | [¥) A sl H 3 5% 5 NetScreen-B 1 1 Hi il TN 0 S AH VT C o X 26 S Hh A FH iy b FOIR 45

e 10.1.1.1/32, NetScreen-A [ Trust X Bt ik
e 10.2.2.2/32, SNMP AFL41 % a1 EHLF R G H & MRS a1 Hohik
o AN “s-grp1” MRS, HAHE SNMP MRS H & MRS
M E NetScreen-B ) admin GRS, P4 NetScreen ¥ £ 1l 345 vpn1 [ F314CH ID:

NetScreen-A NetScreen-B
AHs P 10.1.1.1/32 AHs IP 10.2.2.2/32
e 1P 10.2.2.2/32 >< HE 1P 10.1.1.1/32
R4 Any R4 Any

JYER : NetScreen 7-/CH ID #4¢R#-21>51F “any” .

WebUI (NetScreen-A)

1. ¥O0-2£KXE
Network > Interfaces > Edit ( X T* ethernet1 ): #IALLF N2, X5 Hd OK:
Zone Name: Trust
Static IP: ( I IEFE LT )
IP Address/Netmask: 10.1.1.1/24°

EPELL T A2, AR i OK:
Interface Mode: NAT ( %#% )°

8. iFt admin il & SNMP &N, 757 “Remote SNMP Agent” FEBIHHIA 10.1.1.1. ‘& J2 SNMP & T g8 & X 1 H brtuhl .
9. FERETENLT, 46E R Trust X B ATA B AT NAT #55X. Fk, XEF98x 2] Trust KBGO, HIETEE)E .
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Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24
Service Options:
Management Services: SNMP

2. bk
Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: trust_int

IP Address/Domain Name:
IP/Netmask: 10.1.1.1/32

Zone: Trust
Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: remote_admin

IP Address/Domain Name:
IP/Netmask: 10.2.2.2/32

Zone: Untrust

3. BR%4A
Objects > Services > Groups > New: fij N L N A FR, BaLL T RS, SRJ5 Hidi OK:
Group Name: s-grp1
% Syslog, JHfFH << #2411 K k%5 M\ Available Members #4531 5] Group
Members =H

R SNMP, JEH << $&HIK 5 M Available Members £ 3) %] Group
Members =,
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4. VPN
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £ )
Gateway Name: to_admin
Type: Static IP, Address/Hostname: 2.2.2.2
Preshared Key: Ci5y0a1aAG
Security Level: Compatible
Outgoing Interface: ethernet3

5. AL HEF SNMP

Configuration > Report Settings > Syslog: #i AL T N2, R Hd: Apply:
Enable Syslog Messages: ( #%£#¢)
Source Interface: ethernett
No.: i+ 1 IR IEARIN 1 DM RFE HE RS
IP/Hostname: 10.2.2.2
Port: 514
Security Facility: auth/sec
Facility: LocalO

Configuration > Report Settings > SNMP > New Community: i AL NN %, X5 Hidi OK:
Community Name: remote_admin

Permissions:

Write: (i£Ff )
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Trap: (1£+)
Including Traffic Alarms: (J&F& )
Version: V2C

Hosts IP Address/Netmask:
10.2.2.2/32 V2C
Trap Version:
va2C
Source Interface:
ethernet1 (i%£#¢)
Configuration > Report Settings > SNMP: & AL K2, 2R 5 i Apply:
Enable Authentication Fail Trap: (i£#¢)

6. B&H
Network > Routing > Routing Entries > trust-vr New: i AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( #£#%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
7. IRRE&
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: ( % ), trust_int
Destination Address:

Address Book Entry: (%% ), remote_admin
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CLI (NetScreen-A)

1. #O-w2RXEK

set
set

set
set
set
set

2. bk

interface
interface

interface
interface
interface
interface

Service: s-grp1

Action: Tunnel
Tunnel VPN: vpn1

Modify matching outgoing VPN policy: ( £F¢ )
Position at Top: ( £+%)

ethernetl
ethernetl

ethernetl
ethernet3
ethernet3
ethernet3

zone trust
ip 10.1.1.1/24

10
nat

zone untrust
ip 1.1.1.1/24
manage snmp

set address trust trust int 10.1.1.1/32
set address untrust remote admin 10.2.2.2/32

3. BR%F4E

set group service s-grpl

set group service s-grpl add syslog
set group service s-grpl add snmp

10. fESRETEILT, 02 Trust XBINFTAE DA AL T NAT BECe B, X T982 3] Trust KB, akmic &8 .
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4. VPN

set ike gateway to admin address 2.2.2.2 outgoing-interface ethernet3 preshare
Ciby0alaAG sec-level compatible
set vpn vpnl gateway to admin sec-level compatible

5. ZHR% HFEF SNMP

set syslog config 10.2.2.2 auth/sec localO0

set syslog src-interface ethernetl

set syslog enable

set snmp community remote admin read-write trap-on version v2cC
set snmp host remote admin 10.2.2.2/32 src-interface ethernetl

6. HH

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

7. IRER
set policy top from trust to untrust trust int remote admin s-grpl tunnel vpn
venl
set policy top from untrust to trust remote admin trust int s-grpl tunnel vpn
vpnl
save
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WebUI (NetScreen-B)

1. ¥O0-Z2£XE
Network > Interfaces > Edit ( %} T- ethernet1 ): IALL F A%, K5 i Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.2.2.1/24

ERLLFNE, ARG Hd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T* ethernet3 ): #i AL F N %, SR )5 Hd OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 2.2.2.2/24

2. bk
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: addr1
IP Address/Domain Name:
IP/Netmask: 10.2.2.2/32
Zone: Trust
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: ns-a
IP Address/Domain Name:
IP/Netmask: 10.1.1.1/32

Zone: Untrust
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R 554H
Objects > Services > Group: i A\ L N TR, LU RIS, X5 #idi OK:
Group Name: s-grp1

EF¢ Syslog, JHH << #LHLK R 45 M Available Members #4# 5/ %1 Group
Members #=:H1,

R SNMP, JHEH << $#&HIK A5 M Available Members 1% 3/ % Group
Members £,

VPN
VPNs > AutoKey IKE > New: i AL F A%, S5 i OK:
VPN Name: vpni
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: ( ¢ )
Gateway Name: to_admin
Type: Static IP, IP Address: 1.1.1.1
Preshared Key: Ci5y0a1aAG
Security Level: Compatible
Outgoing interface: ethernet3
HH
Network > Routing > Routing Table > trust-vr New: i AL F N %%, K5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( ¥£F%)
Interface: ethernet3
Gateway IP Address: (£Ff ) 2.2.2.250
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6. TREE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book Entry: (i%£#f ), addr1
Destination Address:

Address Book Entry: (%% ), ns-a
Service: s-grp1
Action: Tunnel
Tunnel VPN: vpn1
Modify matching outgoing VPN policy: ( £FF )
Position at Top: ( £+%)
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CLI (NetScreen-B)

1.

EO-w2XE

set interface ethernetl zone trust

set interface ethernetl ip 10.2.2.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 2.2.2.2/24

ikl

set address trust addrl 10.2.2.2/32
set address untrust ns-a 10.1.1.1/32

AR 554A

set group service s-grpl

set group service s-grpl add syslog
set group service s-grpl add snmp

VPN

set ike gateway to admin address 1.1.1.1 outgoing-interface ethernet3 preshare
CibSylOalsec-level compatible
set vpn vpnl gateway to admin sec-level compatible

& H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
R

set policy top from trust to untrust addrl ns-a s-grpl tunnel vpn vpnl

set policy top from untrust to trust ns-a addrl s-grpl tunnel vpn vpnl
save
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TR
NetScreen 24t 1 5idc. WA E T EEs R NS B Vs A48 e X BURE: DR (b FEME B, IR B0 BT 75
FEWE L E -
NetScreen $&4t 7 LA N BRI 4UES,  FHR IR B BT K B 3l J B8 76 52 418 i SR W s ) (045 IS AL B o
e Bad IP Option Detection — i T-#4iti A R 8 1P e 10 A 58 1 4k 2% 57 14k
e Dst IP-based session limiting — i& 3| 215 I FUE G 4 E TR S5 4k
*  FIN bit with no ACK bit — {747 =3 ic 414 1) SR O 2% 57 208 0. 5%
*  Fragmented packet protection — 4 FHZE (1) IP 2t/ H 0% H
e HTTP Component Blocked — #FH 2 1175 HTTP 41114 (40 H
e HTTP Component Blocking for ActiveX controls — #%[[1 ZE (1] ActiveX 4114 [1%% H
*  HTTP Component Blocking for .exe files — # [ ZE 1) & .exe SCLFH) HTTP Hidls i H
e HTTP Component Blocking for Java applets — #FH %[t Java 241114 H
»  HTTP Component Blocking for .zip files — #BHZE (15 .zip SO HTTP Edli % B
e ICMP Flood Protection — {1: % ICMP ( [AI%:F k7 il {5 B UM ) 22— 70 B9 CFH2E ICMP Hiis tu 4
* ICMP Fragment — 1% & | More Fragments bric sk e 7 Boh s H T A% &1 ICMP %L
* IP Spoofing Attack Protection — {12 P 1% Brih (1) — 5 43 i 4 FHZE (1) 1P Hbhik-%%
e IP Sweep Protection — il JZ BHZE 1) 1P 14 Mook B £ 4k
e Land Attack Protection — =>4 ANH] {5 Land Juahi 43 i 434 BH 2 1 Z ks 0.3
*  Large ICMP Packet — IP K&t 1024 ¥ C A ICMP %k
e Limit session — 1 J-iA 24 1 Bl PR AN BEAL L8 1R B s fu. £k
e Loose Src Route IP Option — j&i f T “FAHCIE B f 7 &0 5 A0l 211 1P 2o w4k
e Malicious URL Protection — B2 [ A~ r] {5 %= URL %%
*  Ping-of-Death Protection — K K EGA KN AN vl {5 F1 4B 44 1K) ICMP %k £, 4%
*  Port Scan Protection — il A BH 2£ (i H 47165 %
* Record Route IP Option — J5 ] T “ic 3% 1”7 2610 fm Aoy 21 ) i %
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Security IP Option — & & T “IP 24Pt k10 5 2 35 (i %

Src IP-based session limiting — ik 2|2 5 s S 5 8% 2 50 10 1l 4L

Source Route IP Option Filter — i3 JE/1 IP 5% t %

Stream IP Option — & | “IP ¥i” FriRfT 5 4% 35 B a5

Strict Src Route IP Option — J5 F T “ ™ k&Yt (i 7 228 2005 A I 281 1) £ s £, 2
SYN-ACK-ACK-Proxy DoS — 1T SYN-ACK-ACK-proxy DoS SCREEN % T ifij # BH 2 (11 504k £, %1
SYN and FIN bits set — “i7 5 A2 An ic 414 1 Rl £ s 0.2k

SYN Flood Protection — 1E 4 ANA {5 SYN 72 #i ¥ — 3 20 i Al (1) SYN £ .44

SYN Fragment Detection — £ g AN n[ {5 SYN W Fy Bohi 18— 56 70 1 9 25 70 (R8s B ek v 4
Timestamp IP Option — &% | “ BRI [AIEK” 0005 8% 25 7010 1P 2 %k

TCP Packet without Flag — 7 7 it 2k 55k sl b ic 7= B 1) 2 2 7 AR 2o (0.3

Teardrop Attack Protection — 1% Teardrop i ) 43 11 4% BH ZE 1) Bed (0 %k

UDP Flood Protection — 1 4 AN i UDP 2 il 11— 53 11 4% 25 711 UDP £idis fu 4k
Unknown Protocol Protection — 11 4 A KRR — 840 iy 4 BH 2 (1) £ s 0. 24

WinNuke Attack Protection — {43 A~ 1] {5 WinNuke Ji 11— 35843 i gl Asr il ) £ i 0. 4%

NetScreen {1t 1 LA Mg A v S e ol i 42 s F RE e HH A PRI Al A

drop vlan — {1 T-5/> VLAN fric. A e 7808 H T NetScreen &7 “iEM” Bz TR JH A VLAN
BRI SR A E TR R

early frame — H T DK IR S F% 7 22 ol X 3R 13787 BV 1 E

in align err — LRI AP AA 7 08 A7 B DR IR P ) 2503 0.2

in bytes — W21 (1) 715 %

in coll err — P4 [a) S HCA AL 5K

in crc err — EIRTUARELE: (CRC) HAS I /Y 1) Biodis £ %

in dma err — 1775 FLFEAF A A7 B R 1) P 1) Bl 0 4

in misc err — f77E IR A DR A 1) 2 0.2

in no buffer — T2 X A ] 1 T2 I I 5o 0. 44
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e inoverrun — C &I I EE I (L 2K

* in packets — I H 1 st 5L

e inshort frame — S /0T 64 F7 (BFEWIRLLGA ) 1) ethernet il (1] P4 1) B4 .54
e inunderrun — U &% 1R B E B 4L

e late frame — F - LUK SX B R e 22 i DX At 5745 BRIV U1 2

e out bs pak — MR ARHNT MAC ki, 787E )G & A ftws P AP B4, 2 NetScreen ¥ & ¥ R A £
N, e E KA H A MAC Ml 2 5AA7E T ARP b, Wi 7E APR HHANREFR #I) H Fr MAC Hidik,
NetScreen #5245 &% — ARP &k . 7F NetScreen &% — /4 ARP 5K [FIE 211, W&k
55— HA M HAs MAC sulkfEEE A, W'E 2% out bs pak THEES IEIN—.

e outbytes — KX T
e out coll err — A ) S HHE 15
o outcslost— [T “ZL i HA I / shSEKM” (CSMA/CD) Prl E% T 155 Mgl 2 78 A A i Bodhs w2
e out defer — ZEIR 1) 4 n) F s .5k
e outdiscard — 5140 m Hdh L4
*  out heartbeat — 4l Lok 5 20 f. 4
e out misc err — 777ETRAEE R I A1 ) B L5k
e out no buffer — T2 X AN ] FH 1 R 2% (R Bt A 2
»  out packets — &% 5 0%
e re xmt limit — 32 [ DL XU TAs AT IR 303 A4 B i 1 s 25 37 1 £ e 5k
NetScreen 424t T LI Mt R 508s ', HIR MG P (s B0 w25 (1 5 5
e address spoof — it EI| AN I] {5 Ak o B B Hcdhs £ 2
e auth deny — H 7 IAIEBAE 48 1) 5L
e auth fail — ) E R AL
*  big bkstr — %4 MAC 2| IP ¥y b g Ay ] el T3k KT oy A7 21 ARP G 2% A7t s 16 2 s o 5k

11, K “Z U MR / phoK”  (CSMA/CD) Bl 4145 8, iS4 http://standards.ieee.org [$&{iLf¥) IEEE 802.3 45k,
12, FIT A R S I BE AT m R AT WA, 14878 0.
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e connections — [ X5 F a1 TR

e encrypt fail — RS0 SIEE VML (PPTP) Hidk 4L

e *icmp broadcast — [ ZI[¥] ICMP |~ #&%

e icmp flood — & 1T ICMP iz i Iii FAE I ZE vt (1) ICMP i 0.4

o illegal pak — K4 AT G W SUbRHE 1T 43 25 57 1 e 0. 2

e inarpreq— Wi arp i K EHE

e inarpresp — %M arp i K& s 2L

e in bytes — W F 15114k

o inicmp - WEIM “RIEFMEEEIE B (ICMP) Fidl 4k

e in other — & LUK (K P n) £t R0 4k

* in packets — 2 1 Hh L 5L

e inself — &1T NetScreen & F |P Huhik (1) % # 0. %1

e *inun auth — RZLFHY TCP. UDP Fl ICMP P [ %4 fu 5

e *in unk prot — {5 I A% LK P B30T P 1) 5040 0 5k

e invlan— 7] vian £t %k

e invpn— JHI IPSec ( HIBEM Pl e 4t ) B o5

e invalid zone — 1T Joali e 4 X B Bd A0 4k

* ip sweep — i FEE 1 IP FHIGFE N DO & & 5 8 dE 4

* land attack — Wi 2|[") AR {F Land Br Eod 4k

* loopback drop — Kb Afgid i NetScreen ¥ £ 3EAT [MI4& T4k 2 57 8 2. MG 21 (09641 « A7 T
Trust X BL P I BN B 164y MIP 8% VIP Hotik, iz ibhb g mess 21 7 [FIFEAL $-1% Trust X BN RS
#v. NetScreen W &G — M ulfessil, XS THHXEEBRMZENL]F 2] MIP 5 VIP kR4

*  mac relearn — [524§ MAC ik 67 B & A4k, 530 MAC Hulik SRR 20 3R 1% MAC Hibik S I (1) #%2
R 3

e mac tbl full — MAC Huhl- SRR 4 58 4> S0 I KB

e mal url — KA NS URL 1Y U FH ZE £ s 102k

e *misc prot — i}l TCP. UDP 5§ ICMP 2 &M & s i B 40,5
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o mp fail — 75 =L HE BRI Ab BEAR AR 2 (0] Ak PCI I JE B H IR 1 1R IR B
e noconn-— 1T “MZHihEEH” (NAT) ERA ] B g 2 55 0 50 5

e nodip—HT “Z&IP” (DIP) Hbudil- A ] i 4 25 35 i B 4. 5

* no frag netpak — netpak Z&Z/[X " IF) ] FH 2% (] FE 42 70% LA T (1)K

*  *no frag sess — NERETHHE L N NAT 2140 Ik

e no g-parent — K4 ok B AL PR A% 2 37 I 00 A K

* nogate — H & A AT HA L E 5 A (.2

* no gate sess — T AR G LI 1 B () 25 15 4k

*  nomap — H 1A B RTE 77 BB T 4 2 53 0 s £ 2%

e nonatvector — tH T A LIAAEMT ] “ RO ihl 47 (NAT) SEBEM 1% 5 5 10 B e 4k
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