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FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. If it is not installed in accordance with NetScreen'’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
» Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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JTAH, DAL, o A S e B o BRI e A B %

3.

P s P2 s A (K9], 25 800 (R TT AR T8 A B 20 B ] .
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% 1 Z IPSec IPSec #I&

BB UFBHIE 512 % IKE

e “HENEY] IKE” Py B HRE 150 2 538 AER, SO #AE RN /AR DI (T2 5 5
2 %, 923 W LM “AIPEPIEIEAR” ) IEPAUES (HS PR 29 1 B “UbiAT CRL” ). R EXUT 4R
AR RAT BNEFHEAN U (CA), S5 wial Km0 557 (102 RS PSR S5 7 IR 40 o AT 46 BEXT 3 AN
SA HHATERER;  IKE ¥ B3 HETERER.

TR K “TFapEY” Fl “HzE] IKE” FER)m), 5S04 4 7, 7599 W LR “iri 2555 VPN

=7 BLER
ZAUH (SA) & VPN 2535 2 (B H T IR (518 22 A KOG S Z R m sl 6 XIS, 205 224 A
SA, BT A —As
SA ¥ FAVAMA G — I T RIS 4
frga o AP LeE
PR (AR Bl I )
— BRI ( “FEHT B “AEHIKE” )
— SA i
ST VPN A5 R, SEms i ) VPN SEE A K SA. W T N b5 B, NetScreen &l i 48 F LU R i =T
kA SA: HAx IP. 24Pl (AH 5% ESP) LUK %42 51K 5| (SPI) 14.
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% 1 & IPSec BEHE

BiE e
X “TahE Y7 IPSec liE, T CAWUGE XTI LaikiEl (SA) 24, AL 24 A SA. FH5 L,
Oy TiziliE. AE RSz “Falsy]” MIERSRIATULECR, B b5 liEiErR, NetScreen i
FoRAZ P g 07 AU B A TEEcd , IR FLR A 31 H AR 5
TN “ A3 IKE” IPSec i, BT PIANB B -
o EHAPE, SHEEEN R IPSec SA ()% AilIE
o FEW 2B S AR IS AAUE P B IE LA LK) IPSec SA.

21K

“HBEY] IKE” WE P2 1 BB an T )RR R 38 38 13 A A Bl AT i m] DLAE AR X L — it
NHEAT : Aggressive mode ( & ) 8k Main mode ( EREZL) (W R AT ). AT — RS, S 55 KA HT
PR 2 AR i

. bngﬁizz (DES #1 3DES) FHALESH 7 (MD5 F SHA-1). A SR EEEIAMTEAE R, W% 7 7 B

I

e Diffie-Hellman 41 (15545 13 it L) “Diffie-Hellman 24”7 . )

o L= EHEL RSA/DSA R (W4 9 i L) “HB)EH IKE” )
4T TE 1) A R R iR N ) B> — S 1 BrBew 22, JF P S HN, 1 BB R RO AR
NetScreen ¥ 22 SZHF VYN SR 1 BrBOh A A3 I, I oV SRR B DI i — R 5 2 2 S HUH IRBIREE
NetScreen it fE X “55 1 BrEe” $2anh -

e  Standard: pre-g2-aes128-sha fl pre-g2-3des-sha

e  Compatible: pre-g2-3des-sha. pre-g2-3des-md5. pre-g2-des-sha #1 pre-g2-des-md5

e  Basic: pre-g1-des-sha fl pre-g1-des-md5
WA LUE CH & K “55 1 BrBe” $R130.
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% 1 E IPSec CRERDINE]

Main Mode / Aggressive Mode ( &R F1EFNIER )
o5 1 B BOT ek A 4E Main mode ( EAE ) 5% Aggressive mode ( LA ) . XPRE G R RTIA .
Main mode ( R ): Kty FI4222 7 2 0] R ik = XU BAC e (N4 R ) BLIRECEL R R4S
o UATH, (MR 1R 2): S I NS AN E S
o TRACH, (IHE 3 F14): 4T Diffie-Hellman 25, Kty M2 5 SR8 AN 4118 ( BEHLA RS
).
o EETUAH, (A 5 M6 ) KIEIFKAFH G4,
FE S = IRAZ e S AR (15 5L F A BT PN S e b ST I Sy . Rk, E SRR E RS S E Sy .
Aggressive mode ( EFHEIK ) : Aild 5 Rz 7 SRR R 0 %, BT PR IRACH#, B3 =M E
o AN REJTENYL SA, J23) Diffie-Hellman 35 #e, KiX—ANYHTEUH IKE H 45
e 2 j}j‘%ﬁ% R TR SA, WAERES T, RIE A YT I IKE B4y, LUK B T AETS (WRAE
FIET ).
o BAKIHE R FINIEER T IS, IR A T IRETS (AT TUET ).
HTZ 535S 0270 SO A ) (ZERTM 2 B ), Aggressive mode ( s ) AL S R
YR 1 2tk 5 VPN 7 fE FE = B8y “ H s 28] IKE” Er, 2AEH Aggressive mode ( #z)#E2( ).
[ 2576 1 25 VPN 7 5 EUERT RS 52 41519434 (FQDN) 26 IP it 1E 29 7 IKE ID. )2 %)
2877 1] LU TR 4425 FQDN, (AT LLLEH IP Ha it
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% 1 & IPSec BEHE

Diffie-Hellman i

Diffie-Hellman 2 #t 14455 % 4 il — ML . ZH RIS T B AU S S H AR 2 BAR O H k2
i, MATEHARZER T M2t %. 3 1./ Diffie-Hellman (DH) 41 (NetScreen ¢ ##41 1. 2 1 5). {E&4HiH 5
i 25 BB R NERAN ], I R BT

e DH# 1:768 { k%"

e DH 4 2: 1024 ks

e DH 4 5: 1536 fiifii%k
FEEGEOR, WA AR S e 4 (B, RREOEOR, S G R K . TR DH 4L A I AN R K
AN, PRS2 A R AT AR R R 20

E2ME

YSHHET T NENIER 2 EEE G, AT ARSHAT “58 2 B o ERLE B, AR P SA DR EE
1L IPSec il IE AL 4 12

B« 1 B R, 2 5B HIN L AR SA NI eS8 “H 2 B SRIE AR — A4
W ( “EEE e (ESP) 8 “IAFASL”  (AH)) M Fmk i n s M. R FHo “ 584 0F a5
(PFS), #WidnrLi+g e —4 Diffie-Hellman 2.

MR : 7K Diffie-Hellman 21740156, 152y L “Diffie-Hellman X#” . %K PFS Hi#H16, 15204
14 JLHG “EEiE W RE o

ANEAE B RS, S 2 BB BURAE PRI BEPIEAT, OF B AT RIATHe.
NetScreen ¥ % SCHFIUAS “2 2 BrBC” PR (M5Eil,  SevrfEe Sl LA 2 (R0 — R E TE S 500 BRI RE L o
NetScreen b4 (it [Rlg A i /4 L. (8 HIBLIIREA TR Zbh s, PO BdE QB RMFHIS il Aax. BAHKRK )
AR P SRR (AR R RIS R, IE S P )

4.

“DH 17 LatEmt S e R, ik Juniper Networks #0488 A BT e .

5. WERMEAZA (ZWUA) “5 1B Ui, ERTA s H A AH A 1 Diffie-Hellman 41 H FFERIAEMIN T T “55 2 BrBe” PRt 2 3l
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% 1 & IPSec BEHE

NetScreen $24iL [\ TiE X “28 2 BB $2ianh
e  Standard: g2-esp-3des-sha #1 g2-esp-aes128-sha
e Compatible: nopfs-esp-3des-sha. nopfs-esp-3des-md5. nopfs-esp-des-sha FI nopfs-esp-des-md5
e  Basic: nopfs-esp-des-sha F nopfs-esp-des-md5
WryBLE SCHE ) “58 2 BrBe” 110
E 2B, MEETTWAHAREE ID. ACH ID & —AN=T7 04, WA IP Huhl, wofE [P Hhhb Rk ST 4. M

ANXFEETT AR 1D L ZULHT, X EERAS A0 4507 (RACEE 1D i i IR 45 e Z0AH [R), O Hok— N REEEJ7 48 58 (R A4
P stk A 20 5 O 53— S 4R E I RS 1P bk AR o

STEIE RS

“EAIERRE” (PFS) &R TR M SRR B IO ORI <5 2 BB MR, BeAh, 91 BB
RUCR B Y] (SKEYID_d #4]), Frfi “%0 2 frBe” sl iz PR k. SKEYID_d %81 n] LU e/
[¥] CPU AR FEA S “26 2 BirBe” w5 4. A, WEREASRIBUT3RAG SKEYID_d =PI 5 AL Rtk
AN =9 .

PFS Wb X444~ “28 2 frBe” miE T Hi 1 Diffie-Hellman A oK Al vtz 4 . R AE A FH PFS J5,
“OR 2 BT BY R R R R ] BE s W BRI I R, (EAEH PRS B4,

[B] 7 I T AR £

A NI R AR QA LR A 280 KRB RS (K S EEEL R S5 (DoS)) Bk HEE N ] (FAE M 25 2
RATRA . RSB PR D e K i NetScreen a8 X & —> IPSec il b ATk er, DLAH DLATZ o
B . R AR TR E 1P ST B AR 2L, NetScreen B8 Kb £t Hdi . .
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% 1 = IPSec IKE 1 IPSec #iE €

IKE #A IPSEC #{3E €
IPSec VPN il it & /> 26 % ¢

o HIEWE : N E LAY (SA), Ll XAl e 5 B AR S5 A 0 R A T
AE X SA, WAL IKE “BrBe1” M “BirBe 27 Mhigsha e X SA. “BrE 17 ml LUk 441 Main mode ( &
Bz ) Bt Aggressive mode ( =N ) T “BrE 27 EUEKAAE Quick mode (P ) .

o NHMZRA : IPSec W HTE SA (18E B R TP ORGSR M RE ) HhoE L2 e HCR R AN T8
18 iy i TR R IS B . PIKE IPSec W LA M — BB E B . 1K RS 2008 S 4 LA
T IPSec N — “EEE PR (ESP)” M “IAIER Sk (AH)” .

BiRE—20 T ffAE VPN GBIE ) IKE AT IPSec B BUYT A A 8 (AL B BE, 72 ) & IKE AT IPSec 1% (42 5k
FIELR 417

IKE £14E &

2 S B £, 3k R IETE ) NetScreen B4k, H AR FTZIBIE RIS “BrBL 2” SA If, NetScreen % £ £ T
2 IKE Wi (3R EF%8in a0 ). 1P S A sk il s bl R H bl 2 50 & A HU I FE IKE 6 sl . 78 1P 3
P, fAE— 3R ISAKMP (IKE) %t#5 401 UDP Bt. IKE Bl itk A “BrBc 17 F1 “Br 27 dhal .

IKE %l 2
(T BB B BB 2” )
IP UDP ISAKMP
sk a3k a3k i

L» YEE 1 ISAKMP 2 IKE JIrfE i 944 ¢4 45 (.

6. UG IP Bk B, PENUR R AR . G, U N Rk NetScreen WA, IKE P CL5E,  H. NetScreen Bia 2 71 hiz #iudhi 4
ZHTEH] IPSec A ILIEATIRY",  [FINHEAS Ry b iR I BT AT i Bl .
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% 1 = IPSec IKE #A IPSec #iE &

IP 3k

UDP 14k

UDP i fif

ISAKMP 433 (%T- IKE )

ISAKMP 17 i
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% 1 = IPSec

IKE #A IPSec #iE &

CR AT FBCP S AR DL M S SRR S R

0002 — SA thrgfisr; W “BrEe1” M “BrEe2” SA w X
0004 — $&ififars AILE “BrBe1” 8l “Frie 2”7 $2i
0008 — e ffe g far s e A fr AEFE LAy B B e, BRI A AT 7 SA fhfr rh gl dsf e
0010 — ZHACH# (KE) fifis A& AT EHZH LT N5 S, 1 Diffie-Hellman 2 FHE
0020 — #5 i (IDx) 471 fuf

- fE “BrE1” o, DI KRR ID, i IDIr FKosmN Jy 1D

— fE “PYBt2” i, 1Dui KRR, 1 1DUr o A Y

ID 24 IKE ID 2%, 441 FQDN. U-FQDN. IP Huil-bL A ASN.1_DN.

0040 — il 1 (CERT) fifif
0080 — il 4 Hiii5 (CERT_REQ) 71 fif
0100 — #4 %1 (HASH) i furs AR e HLOH 1 D) BE A4 240
0200 — %44 (SIG) fifnf; WEHETEH
0400 — M HTHL (Nx) ffurs A7 A8 e b 75 (0 O BEA LA B
0800 — 3l 41 971 fiif
1000 — ISAKMP i 5: 471 fiif
2000 — fEV R ID (VID) fifirs A& 7E “BrEe1” thi I EEAIE . NetScreen H &K bricxt NAT-T (108

Fir s ISAKMP 4 iy 347 LA A (i A A3k T 46

W H ISAKMP 47 i 3k

T4k 1R G I (B )

i)
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% 1 & PSec IKE #1 IPSec #iE &

RAFAERERAE R 2 ISAKMP fivder, REANE LD <~ — sk ” FBeP EE AR . {EH 0000 %

i A ISAKMP fidfig . 152518 LA K B )

HA#WAH ISAKMP 747 1) ISAKMP 443k

KETTH) SPI
Wi % 77 B SPIL (% 45— AN, 25 0000 )
O e LEA | KB ST -
(X+F SA, ik 0002 ) X AL bR
WHE ID
TR M

SA fifif

WA

AR A A

ISAKMP
3k

BB

- e
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% 1 = IPSec IKE 1 IPSec #iE €

IPSec #E &

e IKE Prig A IKE Wiz “BrBe1” 0 “BrBr 27 224868 (SA) J5, NetScreen ¥ %4 IPSec {4 W H
B JF 2283 1P Fdi ( BEEAZ T —AN IKE WG T EWLRIE LS AL T A — W O i B e ) h (R
RIS VG IR ). R “BrBt2” SA{EmIERA FIRE T “EE ety (ESP)”, WA FHR . i
7R NetScreen 2K P9/ I AL LS N2 T H S 8h WL IE AT 5t

IPSec ¥l —
WA R« B ety (ESP)”

S IKE RIS - - - - oo

: IPSec ity ~ r--------------- - HUHB) EHURIER - - - - - - - oo - |
l | Qe |
IP2 ESP IP1 TCP fri
% 3%k 3% 3k o
- B

A i R S X e S s i 2]
.

n BRI, R sh NGB o e dE fier . TCP SRR IP 41k (IP1).

1 NetScreen &S IS IP A3k (IP2) rh& A 4E R HAx IP Hubilk (I #2 W SC ) 1P sk AR Y5 1P btk () A kb
NetScreen %451 IP Hili. NetScreen W& IEAEANBAI AL IP ALk 2 AN T —A~ ESP f3k. ESP 3kl 17 H
R VT IZEFE N 55 7 7 B N s B i ek b AT 3@ A AL BRI .

7. HRESPIEE, WS 8 W LK “ESP” . fARMIEMAGE, WS 6 i Ly “EiEs”.
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% 1 & PSec IKE #1 IPSec #iE &

AR IP 413k (IP2)

ESP {13k
WX EETT 2255 (SPI*
s
L uhkREC(V-MRFRME-MGEA - O
FFEAR * (&)
o n
R4 *F (0-255 715 ) PIRALACHE (vag |;,/'\ 1;%%& 4)
IEHE (A& )
RS

R ALK FBERW] T iy Beh BRI . AEEIERCR, %608 4, RoR IP-in-IP. WK ESP N 1A%
IR, W ERS AL R 2 P i : 6 &7x TCP, 17 &7x UDP.
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% 1 Z IPSec

IKE #1 IPSec #iE &

W IP ALk (IP1)

TCP fu3k
P 11 H bt H
55
ik R
Uu AP F
ALK B R R C S S Y I ZIEPNAN
G K H N N
il B AR
BRI (HH ) ¥ RAL
Ei
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% 1 Z IPSec

IKE 1 IPSec #iE €

Juniper Networks NetScreen #it

N
e —

JEfl -5 5% : VPN

22



NIFEHFERAR

S
=

T AFFEHERAR, FHNAHTAE “CAFFEHHEEEA” (PKI) FEREEH Qfar 5 FHUE B FHE R 1% (CRL). A
I R LR ILANER )
5 24 GUEM “ATFEPIE AR

e 26 5L “PKI”
e %29 UL LR “UE4A CRL”

— 5530 WL “ TR

- B 38 UL« AR HE S

- 43 UM “AshE R
o B 44 T LR “fE OCSP [k £

- %45 U ER) “FlE OCSP”
o 47 HER “ASUED”
- 9548 T LK) “H] SSL R4 BIAE B

£
&
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£2E AFAZEAEBEAK NFEREPAE T

g = by > st
NFZIAZREAE T

TERNTFEHBEM AR, AT/ RAE BRI 5 . AT (A & v FLA T ) hnss i) B
HEE AN AR &8 (T HE R FA IR LR ) BT . Biltn, anif Alice 145 Bob AN H &, Alice
"l H Bob BIATFEGIRINZE S, JEkIESM. 4X)5, Bob H H CHIAAAE PR IH B,
IR Wi e, HAAFHINEEE, AN A T BB B i3 . Xt & 105 i M B g 5 725 4 . 1l
an, i Alice 2B DLt AS N 1) B 04 AV B RE T, W n] A dh 1 AT 8 Bk &Y BT R %45 Bob. 2R )5, Bob H
Alice 13 THE I B, MWt 7 Alice ffisE 2 KiE T o
INTE 1 R BB PR O e G AR . B ( HE B RAWIPAT ), RIEHAFE4 (i
W7 PAT ) B R an R BTiA

EEZIER

1. KATEPE “UEPBEHIE” (CA) FHEDHEE (SHA-1 8 MD5) SKREFET, PAAE i 2,

2. ARJE CA “Z87 kP, kA ZANEME, £RNEHT54.

3. ARJEH CA NHIFIE P P A IEL N 72544 081 .

IR FE 2

1. WO SAFER G, SRS W8, JrdoRmiE B, N R #9532 (SHA-1 8, MD5).

2. YR CA A TS B T B4 0%

3. MU R (47 AN A P EEREA T LA, W RIX PN UL IE, BRSO i BEfiN CA 2844 5¢ %, Hkim
BN T A S B S8 BE A
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RILTT (CA) o
1. CA fi i MD5 1 SHA-1 Hea i M ZF 524 e 22 WEA <—— B —|
2. CA UL DRI A. SERUIEHP 2 4 WIS

=z b

(MD5 5 SHA-1)
3. CA N HUIEUEH I P RIA L B A4 e .

A W% B
(2) CA R4 4]
1. Bl 7 8 MD5 88 SHA-1 MAZAIF A= i 22 A oy @
i N FF 2550 R
2. %uﬁgﬂfﬂ% CA E%ﬁm%mﬁr%ﬁ?p it ) i A ﬁ —_—
3. BT A 5HE B TR . W SRILAD, Bl

A 15 K B ONT: R S

L (MD5 = SHA-1)
rm % B

ORIN VST L

5 IKE 3, WS 5 E 20 R0R 807 82 1 B REAR R AL LUR A E 2 4b
o RIETTAN CA UEASAE AN 2, 1 A 1P Ade 4o difar H R 28 A ko
o ZHHEAMEH CAWIATIT I BAEYIXS, MM AIETT A TT | R X
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F2E ANFAEHFHA PK

ARifs “RTTEPIIEAL” (PKI) S35 4 AT A TT 3 3SR T 5 RS AT 2 IR G5 . ERIEIE B a5, L ARerR
EECVIER] CA AR ( WRATAHIUE A5 (1) CA [BII 2] CA BIHHRAIH ).

{5 PKI 2k — CA 1, rROOT CA |
Certificate
HRZt CA HILHE 2% CA. s
R 2% CA fiLie ca ca ca |
AHE BRI CA. Qertificate Certificate Eertificate
ﬁ [] m [ m i
LOCAL ca | ca |
Qertificate Qertificate Certificate
@, @,
o
LS b e A . . LOCAL LOCAL LOCAL
AHAEAYE S P M A TFE D ertificate ertificate Certificate
® ® %
Qo Q= L+
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E2E NAFRPAEZEBEK PKI

WRACKAE B AL, WA I H O CA Bk, 7Rz, 2w CA 78 T AA e 5.
KA n A L TRES 57— CA BN A T (W, FFAIAH A C CA B S —4ZI i 51 T ) AZHAE+, W]
XA CA W TAHELGE. B, AR A AR X 5 (AR s AELETS 00T, PRI S5 G A i AN FLE A

CAlH - A CAlf-B
CA L CA |
Eertificate - - Eertificate
o~ RN @
LEOCEAT LOCAL LOCAL LOCAL
Eertificate Eertificate Eertificate Eertificate
P - Q= Q=

H T4 CA B HEAT FAHEIAUE, D, CA Bk A TR rl Ly
CA 15 B rR I SR A IR AR R g%

AT ITAERISZ R, 2006 PKI BE4TiE B FERI St . ik 2]k Her, NetScreen ScreenOS i 7 LU R LA -
1. GUEIFEE SN, EWRATE FAH BT
2. P T DISCARSCAFE S AAAEN . AENIE B G0 A %8, DEmE D] “UEBUAENIR” (CA) SHTE
HiEM (PKCS10 324 ).
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E2E NAFRPAEZEBEK PKI

3. WHREAMIE. CAERLLAAEBHEFIE (CRL) M4 .

W nl R e R e hiEr CRL IR [l b . A 0¢ CRL MIVEAN(E R, S5 29 1l By “uFH5#1 CRL” .
4. 7 IPSec I L ALIE AL .
5.  SCHEAE PKIJZ R G ) Bt )\ 2 CA BZAUH U [FIAIE 5 % AR 50 AIE

6. ¥ PKCS #7 n##tsvE, # B NetScreen ¥ & 6452 X.509 iiF-15 }2 PKCS #7 £ A H f 1) CRL.
PKCS #7 SCHF{E A PKIE SR NEEAZZ /N X509 iEH. HifE, w6 PKIECE A MAARIE 1K) CA — Ik HkHE
AT AU

7. %4 LDAP B HTTP (K74 CRL fi'&.

1. “UERERRHLE” WE R4 CRL. R ft# CRL %% NetScreen ¥4, (HANANGELE IR G X AT A E
2. NetScreen Y Hiin% 7 T 71 K/ PKCS #7 4.
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$£2E NFAEHEFHA WEFH 1 CRL

HEFE F1 CRL

By b P — MR rI AR5 =07 (WPt “IEPERBWLE 7 (CA)) KRS 43 177 . B CA
5 35 T AT CA® B B CUIMALZY (FEULIUL R, S8 A O CA ) Byl I JLb AT Bt o i RAs P AT (1
CA, 5 ZIRA LR CA A1 CRL g5 as iyt (- 3RIGIEH AAEFHuE #128 ) LR SRACAS NUEAS i I e
M5B M2 A K CAR, MEATHTIGER.

2EE : ScreenOS #1571 CA il 15, FITEHTZ Al 150 M B 7% (AV) B FIRS asfll “IRA 287 (DI) HdiXy
BREH NS 8 ATl TR m A NI as ) i 1 12 hd 7 4-81 LK) “Briia1 " . 7
K VRARE T WA RIS s K ER 7 8, 15 S 4-137 LK) A RIS 7 o

BEAE AT 224 VPN FE R IAE I BCFAE BRI S A HE T IAE, D20 Se AT DU A4
e {F NetScreen & & LA 4HH, I RIES CA DRI NAE ( RIIE S BT U 09 AAAET ), FH6 0 0E 15 0
% %] NetScreen %% .
o HRAANNIETR CA K CA UEH ( EZEHRIAE ] SHEIEAT G 5AE) CA K154y ), FEBZIEB N2
NetScreen W5t . W FHPATIATS, Wrli@Ed “ M@ iE ByEmehil” (SCEP) H3h#AT .
o IMRZIFBEAUEUEE 4 i (CDP) ¥ 44, I HASREE L LDAP 5t HTTP Ezh#%& CRL, Wn] F3k&
CRL, I nZk %] NetScreen %%
AL Gy e, A — SR E R M AHOEIE T . M BEIE T R, B MUE P & B A |l ik, 18] BE A B H0H
UEFD o Al AEAR M SZEUCHIE T AN IR B BE (e A Z BRI MR %), Wnldct 51 CA 1) CRL ( ml %55 R
JEV BRI ] () B el CA 152 B IR A4 I TR) (] B E B E LT ) Ik CRL ) Sk T 2.,

3. NetScreen 327l CA: Baltimore. Entrust. Microsoft. Netscape. RSA Keon fl Verisign.
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$£2E NFAEHEFHA WEFH 1 CRL

FHIREGER
B T3 R I 244 B b, A% LA > 58 B LA 45
1. BT RPN
2. HHGIEPHIE.
3. KHIERRAZLPTIER CA.
4. WRALHZBARUETE, WKL CA IEP— in#k 3 NetScreen 345,
KPS T HA R & AN ET
e NetScreen W& AR TS, F1% R0 0 E B L0 E 8511 5 43
o CAUES (HATFEY]), HERIGUEX ST LS
o W CAIFER A “UFPBHHSIE” (CRL), )”'JEE CRL i & o iiE 1

WX S (UEPSCEE B B4 cer, 1 CRLIEMW AV R4 orl) o, G T —/ Nk LB e
#.3] NetScreen 1,

PER 1 WIRITH AL/ T HEFR XS PKCS10 XA, BRI EFS, A IE WAL E NetScreen i &', XFFHLFEST AL
B GRIE T THE . AT B K DNS R #5F1 - DNS [R5, T H5E SMTP JR5535 K -7 HE I i

4. CAGETIfiEdif 4~ CRL, JfHAA-fl/E NetScreen Bt/ . s, CA L 5T fiet & f7fifi/: CA (0% ey CRL ¥ CRL URL (LDAP B HTTP). 1
%uiﬁﬁﬁlﬁ/ZﬁB%«Mﬁ CRL, W7k NetScreen ¥ 1 F3h%i A\ CRL URL D’J@%é T4 Be v, W3 36 51 LI <30l BOE CRL MR Hrik.
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E2E XAFAZEBA IEH 0 CRL

S5 FENEPEERIF

HIEUE TSI, NetScreen W &4 Al — AN« AFFEHEIFEFEF, I HBREESIFEMN CA RIS B4
A HAE A

T, 2 AE R A Juniper Networks T (47T inAI4E Je . Sunnyvale ) [ Michael Zhang A= iiE 15 Hiii . Bt
UETSKE % 1P Hihlky 10.10.5.44 1) NetScreen ¥ & . & i $87~ NetScreen W 441 ik HiL 1~ HBLFKs H I/ A& ik B 22
A R IHRFE admin@juniper.net. SR G, %A B O3 PRSI HE B IR 2 CA UE S s R E D H I S
AFB. EEEM G, CA A ESEN s I RE T A 0] e A B 5L

VERC AEUE T R, i HA D25 T 2400 #, FF 2% NetScreen i # 70 T WL A FItE % . (41 NetScreen
& w1 NSRP ZE#E T, JHERE BRIV E . ARIFHGHE, 52055 10-18 T LT “HFEHEW 7. )

WebUI
1. ERER
Objects > Certificates > New: it \LL TN %, 2R )5 i Generate:
Name: Michael Zhang
Phone: 408-730-6000
Unit/Department: Development
Organization: Juniper Networks
County/Locality: Sunnyvale
State: CA
Country: US
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E-mail: mzhang@juniper.net’
IP Address: 10.10.5.44
Write to file: (i£+%)
RSA: (i£$)
Create new key pair of 1024° length: (4% )
NetScreen A= PKCS #10 S0, F4n @l 7 MR Ak b S0/, K SLARF 2Ime At b, suld “ s
IEByEMIML” (SCEP) ABNEM.
% #¢ E-mail to L3, %A admin@juniper.net, &5 .l OK'.
2. EBEHIF
*%mﬁiﬂﬂﬁi#ﬁE%EW§(MﬁE% EANTCARNE, EACFESCAF SRR E ). (T
----- BEGIN CERTIFICATE REQUEST-----", 4§ “---END CERTIFICATE REQUEST---". )
SRJG, LA LRI CA Ml L IRIE 15 B UK PKCS #10 SR I BAH M 1 B (75 ).

3. ERWE

A H U IR ROk B CA HIET )5, BERIR H R 8. R LR IR SRS, JF IR A7 25
A (BERAE T WebUI Jn#i# NetScreen 4 ), slfrfr 2 TFTP fids as (bRl CLI BEAT N2 ).

5. HEUG CA RSZERUF T I H IRl o G AR HOE S B OSBRI RRE, AR BhES 0 ST L NetScreen WA, BN BERS FL T IR Mok FH 4
A IKE (DIRF 3 BIACHE ) 1D, T AT 56 4 R 1 ji%( N A A5 P AELE ), ol A M D?BUJ 1) hq/Ju , NetScreen % £ K%k H:
Eostname gomalnname (=W A ). WRRIRE BN AN 1D, WRAEX45 )5 1D Bl AT IPSec HIE 71 B %A I

ostname.domainname

6. i 1024 FoRHHAX K. WHRAEH SSL AET (IHS 5 3-7 T L) “wABimT)2” ), A Web 3 W28 th [FIRESCRerfr K o
1 T TSl I, B R E R CZ N SMTP IR #ICE T IP #ulll : set admin mail server-name { ip_addr| dom_name}.
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1. EPER
set pki x509 dn country-name US
set pki %509 dn email mzhang@juniper.net
set pki x509 dn ip 10.10.5.44
set pki x509 dn local-name “Santa Clara”
set pki x509 dn name “Michael Zhang”
set pki x509 dn org-name “Juniper Networks”
set pki x509 dn org-unit-name Development
set pki x509 phone 408-730-6000
set pki x509 dn state-name CA
set pki x509 default send-to admin@juniper.net8
exec pki rsa new-key 1024

ST HL T WA RAIE S H IS 1% 2] admin @juniper.net.

2. IEHRIE
BT ST I I N (AU A SCAR N A, A SCARHT R AT ). (FFURT
“.---BEGIN CERTIFICATE REQUEST----", 4} “--—-END CERTIFICATE REQUEST-—-". )
R, A GZ I CA Wk FIE Fk Ui PR PKCS #10 SCERIG RAH M. 7B (T2 ),

3. IEBME

A GO LSRRIk B CA MRS, BERDRK L R LR MBSO, IR B
A ()R RE T WebUI 22 NetScreen 4 ), EifRfrE] TFTP s (e R CLI 2E4TmEk ).

8. AFH L FIRAE b, B E B B2 SMTP R4S #SBCE T IP Hudik : set admin mail server-name { ip_addr| dom_name }.
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SEf5) : AnFHEFRFA CRL
CA M [FILLF =AN30A,  BAME K2 2] NetScreen # % :
e CAIETD, ZUFHHEA CAMNATF#H
o HARUURHBHLES AHIE TS (I ATFEH )
e CRL, xFIESFIAHH CA HUH KA UET
X T WebUI 56, CURHIXEE SO R 3 74 B0 TESS B4k Ci\certs\ns [FIH 3% X T CLIJufl, S F# T IP Hs
HEoh 198.168.1.5 1) TFTP ilkgs#% L1 TFTP 4R H 3%,

YEBL 1 /1] ScreenOS 2.5 5 F i/ A & 1 NetScreen i # ( t475EM Z 40 ) L 1FMEM AT CA T Z 1At

I AF 3 B AT In#& AN 44 & auth.cer ( CA 15 ) Al local.cer ( %8 [KATFE4T ) fIAET 30, LA 44 K distrust.crl )
CRL 1%,
WebUI

1. Objects > Certificates: i£#¢ Load Cert, #X)5f.if; Browse.
2. $kF Ci\certs H%, &+ auth.cer, #AJ5 . Open.
H XM A2 U4 (C:\certs\ns\auth.cer) ¥ 2 7R 7E File Browse 7B,
3. il Load.
auth.cer iiF 5 3O RIBE N2k
4. Objects > Certificates: %% Load Cert, #XJ5 ¥t Browse.
5. &% C:\certs H3%, ¥ local.cer, #X)5 ¥ Open.
H s M4 M F 4 (C:\certs\ns\local.cer) ¥ ig 7~ 75 File Browse B H1,
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6. il Load.
local.cer il 5 3 {14 RI Y gk«
7. Objects > Certificates: ¥ Load CRL, k)5 #.il; Browse.
8. k| Ci\certs H3, %+ distrust.crl, #&J5 ¥l Open.
9. H.ili Load.
distrust.crl CRL SC/:RIH N2k

CLI

exec pki x509 tftp 198.168.1.5 cert—-name auth.cer
exec pki x509 tftp 198.168.1.5 cert-name local.cer
exec pki x509 tftp 198.168.1.5 crl-name distrust.crl
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Seffl : it E CRLIZE

A MBET, 55K E CRLAIKUEE IKE AZH MBI AE 2 AR A 2. R CA IEP %A b b

CRL, Jf HA¥ CRL In#k 3 NetScreen %4 ZE 41, M) NetScreen % %2> 241 ik LDAP 5% HTTP® CRL {7 & ( 7 CA

WEF P E ) kfZ CRL. WS AR7E CA IEF A & X URL Hilit, NetScreen #4231 F 411% CA iiF 3552 X IR 45 2e
(] URL. tn %A M4 CA iFF5E X CRL URL, NetScreen #42x5| HH45 CRL URL Hulil 4k ¥ CRL k45525 .
YEE ] ScreenOS 2.5 X B kA, LA # CRL B12% 115 CRL #7849k 2. 144, 2511 CRL iiF-154%
222 NetScreen 4511921

LAY, SJellE Entrust CA RS- 2%, DIAFRKTEY CRL, J5ik sl A 2.2.2.121 (1) LDAP R4 2%, 85k
CRL 3Cff. ARG M A B AEIE 550 BEA,  DAEA A fadikJy 10.1.1.200 ()27 (f) LDAP k554, JFRERA A CRL.
YEE : Entrust CA i 151194 5] (IDX) 529 1. ZEE- & 1# 2 NetScreen i # [ /1707 f CA il BIIE 7/ 521 %, gt
HLLF CLI @4 : get pki x509 list ca-cert.

WebUI
Objects > Certificates (Show: CA) > Server Settings ( X} T NetScreen ): #i ALL F A%, X5 i OK:
X509 Cert_Path Validation Level: Full

CRL Settings:

URL Address: Idap:///CN=Entrust, CN=en2001,CN=PublicKeyServices,
CN=Services,CN=Configuration,DC=EN2001,DC=com?CertificateRevocat

ionList?base?objectclass=CRLDistributionPoint
LDAP Server: 2.2.2.121
Refresh Frequency: Daily

9. X509 iFH 1 CRL 404 i B4 (.cdp) Al LU HTTP URL 5k LDAP URL.
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Objects > Certificates > Default Cert Validation Settings: #it AL F %%, X5 i OK:
X509 Certificate Path Validation Level: Full
Certificate Revocation Settings:
Check Method: CRL

URL Address: Idap:///CN=NetScreen,CN=safecert, CN=PublicKeyServices,
CN=Services,CN=Configuration,DC=SAFECERT,DC=com?CertificateRev
ocationList?base?objectclass=CRLDistributionPoint

LDAP Server: 10.1.1.200

CLI

set pki authority 1 cert-path full

set pki authority 1 cert-status crl url “ldap:///CN=Entrust,CN=en2001,
CN=PublicKeyServices,CN=Services,CN=Configuration, DC=E
N2000, DC=com?CertificateRevocationList?base?objectclass=CRLDistributionPoin
£

set pki authority 1 cert-status crl server-name 2.2.2.121

set pki authority 1 cert-status crl refresh daily

set pki authority default cert-path full

set pki authority default cert-status crl url “ldap:///CN=NetScreen,
CN=safecert,CN=PublicKeyServices,CN=Services,CN=Configuration, DC=SAFECERT,
DC=com?CertificateRevocationlList?base?objectclass=CRLDistributionPoint”

set pki authority default cert-status crl server-name 10.1.1.200

set pki authority default cert-status crl refresh daily

save
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$£2E NFAEHEFHA WEFH 1 CRL

B 3R EUAR e H
THERE S 24 VPN LI AL AU A UE PR KRS ) S 4y, I ZSEHEAT LU #4E:
o REGFTHE NP RAFA NEB IUEBEANL (CA) UET, K55 1% CA IEF 43 NetScreen 4 H1.
o SERTCAME 7 CA IR CA FhERIBUAMIE S ( RIAEH Pt i/ AUET ), SRR A 1R 15 0 2 3]
NetScreen . W FEhHATIAES:, BUEH] “fRIPIEEMPMX” (SCEP) Kk HahHAAT .

H1 T2l HE AR S 1) ik B AT EOREAEUE P R RS S P B, DI R T RER I . LR IX LD gR,  w Al
MB35
PER : E/] SCEP Z i, UHHATEL FES

o HEIFN/ DNS (15207 2-359 W LH) “HERGLHF )

o WERZIE(iFZIF 2-443 T LI “FLZME7 )

o i NetScreen i # 7 1 HI L RIS . (W1 NetScreen #4177 NSRP 1, NS BTN 5. H
KB, IESHE10-18 T L) “LEHER. )
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TR A JEFH F1 CRL

Seffl : BEIER R

LEAMI, KA A sh vk g AMGIE 1. K A Verisign CA [ “ i) Al By Ml ” (SCEP). BE LT
CAiXHE :

SERE P ARSI

RA CGl: http://ipsec.verisign.com/cgi-bin/pkiclient.exe

CA CGil: http://ipsec.verisign.com/cgi-bin/pkiclient.exe

H sk CA IE 151 5 38k

%PiszD FriR SCEP x5 %%, o Verisign SCEP e g5 ## Ml FIk44, 4 juniper.net 5k Verisign 4o A ] & &
ST b

BB = BRI T — IR B BhiE BE ) (S A A

SRR A RSA XS, FRE 1024 A7 P, JF A3 SCEP #4F, LI _Eid CA & M Verisign CA HIiEA

HAEFS

ffFH WebUI i), #Z4851H CAET. A CLI K, %R 5] (IDX) 55/H CA ikt . fEAHKIH, Verisign CA (N2 5]
SH 17, BEE CAIUEBMNZRIS, iHEHL N4 : get pki x509 list ca-cert. %t N 28 SRt IER RS
SHID 5. W RIS, HHAmS TSI CAUERRA XRS5

10. AT MR SSA R UL, Il OCHE 17 (CGI) ¥ I FE A% 5% 31 W AR 7 IR BOR B i bsE Jr . CGI g “BESCAME ML (HTTP) f— 5. RP
{EAELE RA, Wh74iR 2 RA CGI #42. Wik RA AL, 14 CA CGI 8 EMIMH
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WebUI
1. CARRSHEE
Objects > Certificates > Show CA > Server Settings ( %I T Verisign ): #i AL F N %, R )5 i OK:
X509 certificate path validation level: Full
SCEP Settings:
RA CGil: http://ipsec.verisigncom/cgi-bin/pkiclient.exe
CA CGil: http://ipsec.verisigncom/cgi-bin/pkiclient.exe

> Advanced: it AL F s, AR5 i Return, iR [FIFEA “CA &4
WE” MlE T
Polling Interval: 30
Certificate Authentication: Auto

Certificate Renew: 14

2. ARHIEHERIE
Objects > Certificates > New: fit \LL NN %, SR )5 . Generate:
Name: Michael Zhang

Phone: 408-730-6000
Unit/Department: Development
Organization: Juniper Networks
County/Locality: Sunnyvale
State: CA

Country: US

Email: mzhang @juniper.net

IP Address: 10.10.5.44
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Key Pair Information
RSA: (£ )
QUK R 1024 47 (K8 S 40
K H CLI #ir4 get pki x509 pkcs, {# NetScreen ¥ %4l PKCS #10 S, KRG HITLL F 2 —
—  RI& PKCS #10 kA5 I SO 21— A’ 7l fF s ik
W ILARAT B WA
MRS AGR B SR “ T BRI MM (SCEP) ) CA >k A 3hiE: i
3. BahiEmm
1 $ Automatically enroll to %7, %+ Existing CA server settings £, #RJ5 M T ik
Verisign.

W5 Verisign AR, KR HIE FE & AR T A EMAIIEHEZAE S g e, 4 RE M EUET .

11. 1 1024 LR B IR . W ARAEH SSL IUEF, 1AL Web 3 B4% SCRrmIf K .
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1. CARRZHRE
set pki authority 1 cert-path full
set pki authority 1 scep ca-cgi “http://ipsec.verisign.com/cgi-bin
/pkiclient.exe”
set pki authority 1 scep ra-cgi “http://ipsec.verisign.com/cgi-bin
/pkiclient.exe”"’
set pki authority 1 scep polling-int 30

set pki authority 1 scep renew-start 14

2. ARHIEPEIF

set pki x509 dn country-name US

set pki x509 dn email mzhang@juniper.net
set pki x509 dn ip 10.10.5.44

set pki x509 dn local-name “Santa Clara”
set pki x509 dn name “Michael Zhang”

set pki x509 dn org-name “Juniper Networks”
set pki x509 dn org-unit-name Development
set pki x509 phone 408-730-6000

set pki x509 dn state-name CA

exec pki rsa new 1024

3. B#hii
exec pki x509 scep 1
AR HE ok Biz CA M5 /MIEF R, W I, Won CAUEBIREME. 215 CA K
2, DU IEREIK CA IEFS.
5 Verisign AR, KA MIE RS At AT, A EMATMEZAE B e, B Re AR,

12, XTSRS Sk U, “CEMIMHE D (CGI) K ™ B A% 3 2 IR 3 F 0 BOR MU (AR HE T v, CGI 2 “HESCAEA L (HTTP) 11— #70.
13. RUMEAAELE RA, nZidiae RA CGI Hit. Wk RA e, fliflh CA CGI & 5E mfh.
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BanEP EFh

Al i NetScreen % 7% FH 2l 5 Hom ik SCEP (i il FyE M ) SRAFUE TS . SbIhaefii&7E NetScreen ¥ & L1
WP AT, ANUICHEBENE AT B, R, @ E—Frid, %08 n] 75 B s e 4R 20iE 4
S tEOCN, BRI IhEE. AT LARCE NetScreen 4%, A FLAEUE 152 2 Ay B 2h &3 BHTUE sk . mT LA
HIHECR 3 b ek e B 1], il NetScreen 15 276 UE 5 2 A FY ASUE 1 8 HE ko 1l A BEANIE S B B AN E I TR
KBj 1 NetScreen 1 £ [7) I 5285 T A ik 5 .
Fil I BEIE 1847, NetScreen % £ A fEE i in) SCEP Mlids 2%, JF HAET Bk, NetScreen %4 FAIAEAEYF
Poo i H, FEIRINREIE T IBaAT, BIE LRI R ATIE R CA B LAFAT LL R 3R 4E

o SCFFASIHLMENE T HIE .

o IR[A[FAIFF DN (34 ). #A)ihii, CA ANREMENCHIE T H 1Y 3@ 2 B A1 SubjectAltName 3§ &4 .
XA SCEP iE Pk AEAMETS, &l LLUF FHAIZEH SCEP k15 B 8 5 #r h g

%2 A X A R

NetScreen & #5 Tl 5 A4 sl 2 BHARAFAE A7 o TG AE B B A I B IO T & S . IE R BRI R,
NetScreen & & &R 2 I ER 2 A2 B — AN B %8, NI ORI R 88 (1 2 FR BFuE . AR Pl FE i &
AR, FOATETRESHET, wA AR T —ANHrEH. Wi NetScreen % &R FHT K E ML T, MR 5E %
B, MIATRESS FHSE IS AE 8], IF AN AN R BEAN B 00 SR Bk 2 il ] . AEIXRIS 0, B8 1 AL Il B vl A
2520 NetScreen 3 #5 HIMERE. JCHIETE HA (@nf HTE ) R85 R 2 Witk, BEI, NetScreen ¥ & 1 fe 1 B I ]
n] BE SRR EL KR E Bl

NetScreen & #% L5 A4 sl 2 B0 B I T & S o A CPEANME 2, 1S NetScreen 7= 1 I
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£2E AFAZEAEBEAK {#f OCSP HIR7SHE

{EFH OCSP IS E

24 NetScreen 3450 AT— Tl FHAE P EER), BOUEZUE TSI S Bl R . AE P W el iE BT aE & 5
BOEF R RAE IR 8 72 UE P RUE #1328 (CRL). nl i “/EZ4uk RS Hi” (OCSP) kit
WEFRES . OCSP m it SUE ML e F R, I a5 I & i HOHIE RS TR £

/] OCSP 1) NetScreen W 5Hk A OCSP % /75 ( Bl K 77 ) o 1255 ) v b o U1 SR A2 BIHFR A OCSP 415 7711
45 284 h . ScreenOS . #F RSA Keon 1 Verisign 55 OCSP Wi[i 7', % sifs i sk A 2 B 7 AR hn I
HATEFR NetScreen 15 %L E W REWE IR A OCSP M 77 47 B 2 5, NetScreen 17 A4 Re U AT1T 5 OCSP #:1E.
WRNE KRG, OCSP MmNy A E B IPREGE B ATH, RE 4% Marik &R 125 NetScreen # % . OCSP i /7 1]
Wi 3 AL FEAIE 15 AR IR A W N T 14 44 A DA R A2 M . (R R TR TR B o b B A — SR B T SN, A5 U, g Y Ao
FH g N7 R S R m N A T25 44 . NetScreen 1 & I8 ik A FH i I 7 FRIAIE 15 K 56 UE Wi W 5 28 44 (A 240 o i v 7 1)
UEFEE AT LUK ALE OCSP M i, A] U AT A HLAZ 6% T 4F OCSP BLE HH IR . WRIEBEARATAE, EHHLLT
fir 218 B A M AEAE FAE S

set pki authority id numl cert-status ocsp cert-verify id id num2

id_num1 bR A CEAETE B I CA UEHS, 1 id_num2 FriR ¥ FSREGIE OCSP M N 28 44 (R A M A7 A UE 1

AR SR S5 RS AR i N OCSP Wi 8 A fEA A Ak, U NetScreen ¥ il 1 Fl A A SR IRIE TS (1) CA IES
KL o

14, R EREM LAY, Juniper Networks i& . Zhillik T Valicert OCSP Wiy J .

Juniper Networks NetScreen #2556 — 5 5 % : VPN 44



£2E AFAZEAEBEAK f#F OCSP HIRERE

A& OCSP

Al f ] CLI #iv4 4 OCSP Ht & NetScreen ¥ 4. 2% CLI fix A # FR SIS A 440 51 URL 5 CA iiF FiAH G EE.
AMEH BUR CLI iy 2Kk ID 5
get pki x509 list ca-cert

YR P AIH CA GF 5], NetScreen i #4% ID 52125 45 CA tF 5. 1EE2CIF 517 g #s k7, 7240tk ID 5

&€ CRL 5t OCSP
L5 CA IIE-PHEE MK #7775 (CRL. OCSP sAHEFRAE ), Wi LLF CLI ik :

set pki authority id num cert-status revocation-check { CRL | OCSP | none }
Hodr, id_num JZAEF RS .
DAYt OCSP #H k2t .«

set pki authority 3 cert-status revocation-check ocsp
ID 5 3 #xiH CA [HiEH.

EENRTSHRERM

TR FE CA KRGS A Jw e, EMH LT CLI R
get pki authority id num cert-status

b, id_num JE i CA AT IIE 1 R 51565 .

BRI RAT TUESS 7 () CA KpIRESH & & M, LT CLI ik
get pki authority 7 cert-status
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£2E AFAZEAEBEAK fEF OCSP BYREH

&

5 OCSP Mz 77 URL
TR E R E IR OCSP v J7 (1) URL 45, G LA CLI ik
set pki authority id num cert-status ocsp url url str

PR CA (HHUETRZREI5 4 5) 11 OCSP Wi Jj (http:\192.168.10.10) 1) URL “~4£5F 5, 5 LL T CLI i -
set pki authority 5 cert-status ocsp url http:\\192.168.10.10

FHERUET 5 1) CRL Ak45#5 1 URL (http:\192.168.2.1), &M H LA Fifvk .
unset pki authority 5 cert-status ocsp url http:\\192.168.2.1

MiFRIR SR ER
TBR CA (AT THRFRIET ) TS RA K AL, R L R i -

unset pki authority id num cert-status
SR S UL 1 AR P HOE R e, A BL R

unset pki authority 1 cert-status
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3
N
ok
>
H
E§}
N
B}
=
%_

BEIUES
ERSNE )
ST E 24 SRR AT 1 SHRE 15, BB 46 R 3. 0, AT AR TALBLIA (CA) ) CA

UEF AR H IS

WRIEEACRE “2eE T2 (SSL)” Bkt (BF, ZH—washiy ), | NetScreen ¥ & 1E A sl H A K H

ZEUETS . A A BN AE R H ZE 51 NetScreen ¥ &2 1 H 1% H AUE B I ME— & 285« 1% 8¢ MASKE AR 15 5 1 2 2L

AN . M ERHE R I PKI X% A, RI{E NetScreen w4447 T “NetScreen JU41M” (NSRP) 45

W, EWASZER Cluster B HAb A 51 3E4T PKI S B IFZP I B 248 i) B 28U 15 A HAB AL (P —FE R Pt

éo ( '\J;%SRP R A S RE AT H T B AR B B 2R UE 5. A ORTA AR A ZIE RGN, SR 51 0 L “Tahalg
BEAE7 . )

AR S B AR B AR, Ha] R H T AR ED . R 5K T SRR B R IE A R B 01, AT TR
Ja 2 AR EORIGEAE SSL i il FE v el 21 1 B Z8E 1. 2 2 A4 FRRI4R ED 2 By 1k R A (man-in-the-middle)
W T e it . e, e A\AREN SSL ikl g am ik mi N 3L [ O A 20ROy B bR
NetScreen %45, (A KRKIEAZUEPBRTEAE R, WEZMH 49 7 B “UEBIIE" . )
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£2E AFAZEAEBEAK BFIiEH

F SSL (RIPEIBE R

6] 21 NetScreen B4 “wAEHTE” (SSL) EHmy, i B&UE . Hid WebUI & BB 44 1, SSL nl i
AEDAIE AN S DL 45 1 S B . HE A A% NetScreen ¥4, B HTTP (B4 10 80 ) A& HRIE R 24,
FHE [ B SSL ( H45 3 1 443 ).

YER 1 K SSL 1T B ( (475 HTTP-to-SSL ZFE L] ), 5253 3-7 WL “ZPEHETF/E

Bt N, NetScreen 418 [ A4 B A 250 P4t SSL Whpifi . B 264K SSL iF. Wb G 2ss 74
CA ZA4IE Pt & T NetScreen B & LUVER Y —AN AZIER, M4, HWADExXEiE$5 i —fiiE T SSL.
ﬁn;%iﬂﬂﬂﬁ%?i@iﬁi% HZAE, HARECH T SSL % —AME1S, W NetScreen B+ K E ™ A sl H 8h 42 1%
—/ANEZUE,

15, AW RIS —A BAIEBIE R, WESHE 51 7R “Fahl@a8irs” .
16. A RWATIHER A 2) A B AR IE S, WS 59 T EK “MER AU
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NFABERBBA BEIUES

WE 5 E

7f SSL #2 F-#lH], NetScreen ¥ &4l ik ] SSL % )7 i AL U P RKIGUE 1ZIE P . 24 NetScreen W45 ki% HUE PN,
SSL & um oyl R A A A ) CA 2542 Sk 3 HATIGAE,  RUMATAR] CA #AR KA'E . R4, 4 NetScreen
BERSLAE ] T8 57 SSL 2% 11 A ZSE TR, ﬁ‘@ﬁm TFHEMLER Web 3] B 8% 2 23R8 H I CA f7 i 28 i) CA E Tk
U e Y B2 TV 4R B AL AN, B & BoRIRU R i &, hﬁk*iﬁj\%xjﬁﬁfﬁﬁﬁiﬂ IES

ég;;%ﬁ%%ciﬂﬁ REUE IR AT g2 LRI AT 2R A 1Y

H o

Security Alert ll Security Alert ﬂ

rir“'l Information you exchange with thiz zite cannot be viewed o rir‘"__,l Infarmation you exchange with this site cannot be viewed ar
?. chanaged by athers. Howewer, there iz a prablem with the site's ?. changed by others. However, there is a problem with the site's
: securty certificate. : zecurnity certificate.

& The security certificate was izsued by a comparny you have & The security certificate was issued by a company pou have
not chosen to tust, View the certificate ta determine whether nat chozen to trust, Wiew the certificate to determine whether
yal want b trust the cerifying autharity, you wank to trust the certifying authority.

& The security certificate has expired ar iz nat pet valid. a The security certificate date iz valid.

& The name on the zecurity certificate iz invalid or doez not & The name on the zecurity certificate is invalid or does naot
match the name of the site match the name of the site

Do you vant ta procesd? Do pou want to proceed?

Wi Certificate Tes | Mo Yiew Cerdificate

Yes

R IRV ijJF’“k#b\L%@J NetScreen %45, W RGH BT RES AR B, EBRA S HBETEESA
#HEf. B E T RS HT%*J%‘E%E%EJZT HASE, Web | 28t o4k 2AE CA, K%K NetScreen % £ fiff
FH A ZSE T SSL IERN, B BIAS ABEI e A E DL W L.
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£2E AFAZEAEBEAK BFIiEH

FERAF A IER S =77 CA BHATIEPIAEREAL N, ik SSL & sk 15 P O Al AR S0 BT 1 B 25 0E 45 48 75 i 52
K A At K IE 21 NetScreen . (He3a, EHAnREK B A (man-in-the-middle) Bt ULk K P& pk
NetScreen & #4 (KAENR F . ) B G Al 3l A 1 2530 15 10 32 AL BR AN NS 30 F At BT e B 3E 15 . ) 32
LRAFREN ARG 01, IXAE Y NetScreen £ LU FEME {25 UE 1 LA UF L B Sy, B E Gt vl B0 UE 1% A 25 UE 15

BT [ )R L BAE B E A FRRERE, L e

ns-> get pki x509 cert system
CN=0043022002000186,CN=system generated,CN=self-signed,

finger print (mdb5) <e80leaed 56699fbc 324e38f2 4cfabd47>
finger print (sha) <0113fb5ec 6bd6d32b 4ef6ead9 f£809%eead 3a71435b>

BE ARG, "R EATR GRS E B0 ( "EREH 2 a5k ), BJEE B iUk L SSL iR
#| NetScreen . 44 #1111 SSL % ) imfE SSL 42 T HAla] Bl 212k B NetScreen %44 UE 11}, Ath &K Bl 21
FRIE S H 1) 32 8044 BRI B -5 56 i s AR 16 32 LA RN PR ED AT LU o 47 3 Z TRIAHELUGHE, W m] ff s BE 5 22 m]
G HTFEA AR =07 CA BN UEIET, B, Al L 3@ A AR R BN, R 1 53
T e UE AN .

17. ABEE L WebUI Sk B 242 sty A ZE - 1 PRI {5 S -

Juniper Networks NetScreen #2556 — 5 5 % : VPN 50



F2E NFAEHEIAK B %S

FHEIEBZIEH
NetScreen W& 7E 4 — KB aIN HEh A AREUESS, RIS SCRFAE ] SSL BT WA %% . (HiE, ] Resy it
NetScreen & H 8 4E B HASUE R A e AR BLUT & FAE B 5358 I H AR IR B4 A sl 4 i) B 250E 15
(f)—Len] e A
o HAVERI AAEUEAE I E B PR (1024 47 ) TR 8T 2L, AT RESESRAE ] 50K E /N % B
Kb, A RA QI B P B N T2
o BnREAY R A A BN T B S QU U K 3 AL AR IR .
o  AREREMHZAAZUE. EXFFRILRSM NetScreen 4% b, ARG H5ITAEMRZILZAZE
SR AZUE . A, REILRGUE B G AT RE S A AT B O B AR UE TS, SRS SR AT AR B 53 A A
SEREE UL I A FRARED, AN P w1

VERL 1 5 B FEUF TS (B Tl BRI &1 ) Il 2% NSRP #7117 NetScreen i # /26 PKI X/ 5
GBERFETHIH E R, Fah4 19 23015 7] 5 7 e uF 75—
HARAHCE A UE ISP, wiRm 4 FR (DN) 2B @l AR H AN, (HELFdEH AR (CN) L5
GHZHIAE DN [ AR v
“CN = dev_serial_num, CN = NetScreen self-signed”

AR AR BT XA 2] NetScreen 11 “ LB T (SSL)” A EbEm 5 10 ke, (B ]
BAFH I B CA B4 ME R IFRE A IE . A uEPBr H&Ew ks

o fIEE “wAEHEE (SSL)” ERUATE HAE Bt L e 21k NetScreen %

e ffiff NetScreen-Security Manager (NSM) 5 NetScreen % % 2 [F)45 KL i 22 4

o 7N VPN JHIE I X IKE X455 #HEATAE

JEE X247 ScreenOS Jk 7, NetScreen 5 7#F X (1t SSL 111 17 255F 15,
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28 AAZEAZEER BFIiEH

Seffl EEREXBEFZIES

FESC RS, 5 A SSL A B 2R A LA~ 24
e Distinguished Name/Subject Name:
— Name: 4ssl
— Organization: jnpr
— FQDN: www.juniper.net
e Key type and length: RSA, 1024 bits
SERGE X, BVl A AR I AT & . ARJa R HI A RRAERED (AR “9Ral” ), K kgt SSL it
1785 LU P NetScreen 45 1 H B & FEGL .

il fimﬁl@ﬁﬂ% SSL U175 k0, NetScreen u%/\mw;z@mﬁ P RZAT 1) Tﬂﬁ%ﬁ%ﬁ
A b 1 R BRI B 5 SRR B 3 BUEAT BB 5 2 DA ELUEIE, W s A 32 T A 1

WebUI

1. EXEHREM
Objects > Certificates > New: it \LL F %, X5 #ili Generate:

Certificate Subject Information:
Name: 4ssl
Organization: jnpr
FQDN: www.juniper.net

Key Pair Information:
RSA: (£ )
BUEE KN 1024 A7 13 3 515
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£2E AFEAEBAK FiEH

2. HHBEFEIEH
NetScreen & %4 % G, g S5 HE. Hii Generate Self-Signed Cert.
3. EFEBFIEE
Objects > Certificates > Show Local: ¥.i; Detail, 7 NIMI G & HE S
FEHILCL R O, Hrh BoRAUE B TELE

Objects > Certificates ns500:Vsys:Root (7]
Load  cCert  CRL File: |_-
Show |Local =] Default Cert Yalidation Settings -

NetScreen-500

Q
E
<
=)
&
a

Toggle Menu

] S DT R A BRI DR L A0 25 AR B NetScreen eI AT SSL L E R L. 3l
SSLERL, AATIREE Al S EORB R AT B e B A UEF A 5K B NetScreen 4.
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EESINE

1. EXEREM
set pki x509 dn name 4ssl
set pki %509 dn org-name jnpr
set pki x509 cert-fgdn www.juniper.net
save

2. ERB%EIEH
PR NetScreen WA EUE T TG R TR A TF | A X, EBWALL T4

exec pki rsa new-key 1024

NetScreen ¥ LB HX G, ¥4 LLN RS i

MIIBOjCCATsCAQAWZTENMASGAIUEChMESk5QUJEZMBCcGA1UEAXMOMDAOMZAYM ] Aw
MjAWMDEANJEQMA4GA1UEAXMHCcNNhLWt1eTEYMBYGA1UEAXMPA3d3LmplbmlwZXTIu
bmVOMQOwCwYDVQQODEWQ1c3NsMIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBiIQKBgQDP
aAtelkL4HxQOmOlwl jvONMmrWnzdVY¥nGrKrXnw2MaB3xEgouWrlymEkZetAZ2ouKeA
D24SL0h1YvJ75d9PvkhwHONvP1zkOCWA84TgvxBzcAyeBnS1UpSwcCO0admX0Da6T
80EUuGrmUWodddRFUc805d2VGTUOM7WgcFDZRSGOGWIDAQABOCOWKwYJKoZIhveN
AQkOMR4wHDAaBgNVHREEEZARgg93d3cuanVuaXBlcib5uzXQwDQYJKoZIhvceNAQEF
BQADgYEAQVDXTI4HO905y/2+k40omo9Y4XQrggd4Rj3JgXAYYMgQORAOQ8HOoOyL5NE3+1
QUkiYiMTWO2wIWzErdu/tdAISEVTuO3achza3zIkUtn8sD/VYKhF1yPCBVvMiaHd
FzIHUgBuMrr+awowJDGO6wWARhR75w/pORXy/7+aAmvIjew8YRre9s=
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FARBCEYPIN 1D 5, WAL R4

get pki x509 list key-pair
Getting OTHER PKI OBJECT
IDX ID num X509 Certificate Subject Distinguish Name

O=jnpr,

SRR AR, WRALN S, JFgI a2 PRI P ID 5
exec pki x509 self-signed-cert key-pair 176095259

3. EFBFZIH

LAEENIEE R BT, WA R4

get pki x509 list local-cert
Getting LOCAL CERT
IDX ID num X509 Certificate Subject Distinguish Name

0000 176095261 LOCAL CERT friendly name <29>

LOCAL CERT friendly name <29>

CN=self-signed, CN=4ssl,CN=www.juniper.net,CN=rsa-key,CN=0043022002000186,
O=jnpr,

Expire on 10-19-2009 17:20, Issued By:

CN=self-signed,CN=4ssl,CN=www.juniper.net,CN=rsa-key,CN=004302200200018¢6,
O=Jjnpr,
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LAAUEP I EAE S, AR ID SRALL R4

get pki x509 cert 176095261

-0001 176095261 LOCAL CERT friendly name <29>

CN=self-signed,CN=4ssl ,CN=www. juniper.net,CN=rsa-key,CN=0043022002000186,
O=jnpr,

Expire on 10-19-2009 17:20, Issued By:

CN=self-signed, CN=4ssl,CN=www.juniper.net,CN=rsa-key,CN=0043022002000186,
O=Jjnpr,

Serial Number: <9dl1c03365a5caal’72acedf82bb5ec9da>

subject alt name extension:

email (1): (%)
fgdn (2) : (www.juniper.net)
ipaddr (7): (%)

no renew

finger print (md5) <be9e0280 02bdd9dl 175caf23 6345198e>

finger print (sha) <87e0eeel cO06f9bac 9098bd02 0e63lclb 26e37ele>
subject name hash: <d82be8ae 4e71ab76 2e3f06fc a98319%a3 5c8cbc27>
use count: <1>

flag <00000000>

A M AE B 2 2 AR RR AN B IR L A ik 25 AR P NetScreen W25 I SSL L& & 1 51,
JA ) SSL RN, AATIBE 5w A FH A SR CRARATT BT B B IAE P A/ 5Kk H NetScreen 4% .
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iEB B
Z—X a5 NetScreen w5, K AR EAE . HUFH M 2R 24 NetScreen W& 45446 5 a5 37 BV 2 Fr
SSL. HAEFILIET, EMHLLT CLl #r4'®:

get pki x509 cert system
CN=0010062001000021,CN=system generated,CN=self-signed,
Expire on 08- 3-2014 16:19, Issued By:
CN=0010062001000021,CN=system generated,CN=self-signed,
Serial Number: <c927f2044ee0cf8dc931cdblfc363119>
finger print (mdb) <£fd591375 83798574 88b3e698 62890b5d>
finger print (sha) <40albda8 dcd628fe e9deaeel 92a2783c 817e26d9>
subject name hash: <0324d38d 52f814fe 647aba3a 86eda’7d4 a7834581>

BT OLT, 2 LR 44, Tl NetScreen 45 7E o ahid B ol A sh A s 11 Z50F P -
o WRAPAEE BT B
o ROt SSL A HIE .
AAF Ll N a2k e i o SSLALE Tk
get ssl
web SSL enable.
web SSL port number (443).

web SSL cert: Default - System Self-Signed Cert.
web SSL cipher (RC4 MD5) .

FE BT AR SR, AT R SSL AR B A AR ( “System” ) AL,

18. HAgiiid CLI R&EA A sh ) AR
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%28 XAEAEDBA FIEH

T NetScreen ¥ £ 5 201 i A2 e uE T A2 A

UETS A B A R B FRL RIS
é@

i e

HAE
%ﬁm} o RHAER .
i
|
HE AR A SUE .

TERMIER T B kn BZE, I SSL 4 He T B —ANET, AR5 X NetScreen w#5#E1T 7 #H %, | NetScreen
WATE R S R A ST AN — A, R R T SSLACE, UK m H it 1, JfE
B T %4, W NetScreen 44K (E N — AN A ahid #2H B8 FHT A Bos 0 B 28 UE 15

Juniper Networks NetScreen #2536 - & 5 % : VPN 58



£2E AFAZEAEBEAK BFIiEH

HER B ZiE$

A FH N BRAT— 2R AR 1 1 7 vk M BR B sl T 3h A i) B 28R . rTRefs By — 0y B Ay B HL A T SSL 4 CA %%

MU, TASE AZIETS . ANE TR RN, AMIER A 304 ) AR5, E AR LR CLI 4™
delete pki object-id system

LSRR (K B A UETS, IR BU S, Horh id_num 2 S BN R KUE 15 1D 520
delete pki object-id id num

WERMER T A4 254, (B2 548 NetScreen #4427 — AN AZ5UF 4, WEHHATCL N #RAE

o AELY SSL ArECATATH IR (A LR @4 - unset ssl cert ).

e  'H NetScreen ¥+
NetScreen ¥4 1l ¥ A E B [ S 19 HTTP {5 B0 (B48 %5 0 80 ) HHE M F) SSL ( Heagin I 443 )%, Kb, #
S FER, EHILRIE T AT H T SSL,  NetScreen ¥ # LS 2 /& A7 AE B a0 AE ) B AR 15, B 16 A 15 24l
TA—Aal it SSL M FET . WA BB BT, HHABEAA A SSL 4 f T e il 1+,
NetScreen %44 H a4 B H 28 0E 1D o

19. N B CLI SRMHER A 84 ity A2 ET
20. ZREGEH ID 5, EEHLL Far4: get pki x509 list local-cert.
21, A0 HTTP {5 BB 17 2] SSL (Mfs &, S H5 3-11 T L “F HTTP sz 5 SSL” .
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VPN JE |

Bio'E VPN iEiE ), NetScreen $2tZ Fnas k. RIffR
il B 5 VPN FIZEAR 85 VPN T R0 DINEIA,  FE A kBN D s 2 AN I 1 —Fh el 22 Fh 5L A

FEATEIJE 80, BA PR R SRR AL T ) VPN TS 2 (RN 22 5%

PRI TE, WA TR AT AT 0 RS

SRJFE BATRAIETUIE T AL 155

eyt R BB T “ BB D] IKE VPN SlIE 8l i,  DLaEAE T I i sl AN sl AL BRI BL . AR5 4RI
4 T BC B N SO R 2 AT VPN BB T

KREW AL,

TR

o 62 LMy ek
— 5563 JUER “ul OB SN
- 72 U ER “4R'5 VPN LI
o %580 LAY T ML TSRS e
o 82 LM “HEtii : uhi B A VPN
o 88 N “IEM AR
o %90 UU LR “HTE MR VPN 22 gin”

9591 U ER
%5 93 J_EH)
95 97 U EK)
% 98 L LI
% 98 L LI

“Null %"

“Ph T U Ze ik

“Hl v E R

B L REOLEG A
“HUPTE RSy N EIE
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% 3 & VPN EN

N T

BB VPN I, A 20T S0 T R 3 B AR A 2 Rl ke« 25 VB SCHRAS Diffie-Hellman ZH 35 5 0E+¢ . WIRA I 5k hg
Seflesz ANWERE L [a) (1) e P A 55 ) L. AN A 2 G B A [V 3t Bt i VPN TS AL A 14 5 VPN 33 P w1

SRR, UL REANIE I A e AL, DA AR e

TR ZRAE HH 1) B8 — AN YU Al A T T A B0l 2 B A0 VPN IS (9 NetScreen 45 [A] ), &2 454k VPN il

( M NetScreen-Remote VPN % jiii £ NetScreen % #% )o JRUEIX & —ANE M g, (H I P9 Fh I IE (] 1) 22 5008 /2 25 5
e S LE N A 0o DRI, AR [R] P e AR A 2 S S 1

o A 63 BUE “uh il R e
e BT72 UL “4R'5 VPN LI

PRE EEC B o Bl I 2 P S IIE S, BRI SN RS AE D9 5 T o RERT R SRR #8021 TG I I A6 20
PR RN e . RERP ORI 1) 5 10 A B F B H HH I A A A G I B A

TR : BB P E B0 4 55, “Bia it VPN Fllgs 5 5%, “#45 VPN i,
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% 3 Z VPN &N hn 2 % IR

ﬁﬁll\\iulﬁll\\hux\ IJﬁ
P A0 A 505 VPN AN, 0T TS B I BT P T B A M IR 2.

B M E AT RN Iy Juniper Networks 2 HTE . £ AN Al IPSec T & =17 6, 17204 1
=, “IPSec”

BB IKE . o e B TR 2
|

2. 855
Aggressive it Main?

|
3. U\LE*?:L 6. IKE Diffie-Hellman 41 : 13. IPSec X :
EFIL R =% ? 13642 2 382 57 ESP........ 4 I AH?
— |
4. A 14, 15X
RSA it /& DSA? THIE L Je ARk ?
| |
5. fr i : 7. IKE Jn# il Auth 573 - 15. ESP &7
512 &/ 768 i& 4t 1024 Kt AES i&J: DES i& /2 3DES DN RN [ NIEIE A Auth?
A K = L Y— |
s He -1?
MD5 i& & SHA-17 16, bn%ﬁ& 17, Auth B -
AES it /& DES it #2 MD5 it j&: SHA-1?
3DES?
8. A IKE ID : 9. J&FE IKE ID : 10. JR[BISCKS # :
IP #hbE2 IP HhbERE R ?
U-FQDN 3£ /& FQDN it /2 U-FQDN 3£/ FQDN it & |
ASN1-DN? ASN1-DN? .
1. B IE [ RE
RIERA ?

12. IPSec Diffie-Hellman 41 :
1365 2 2 57

B 1 — IKE 2% B 2 — VPN iid
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£k}
g
=

% 3 = VPN &N e

1. BRAZE  FHEHRLEENER IKE?

B2 IKE
R ES R A G, N T s
S

- M IKE ) @
—  VHBRESLIEE N IKE P el

2. ##3, : Aggressive #RiEZ Main #2352

Aggressive

—  Hrpr—A> IPSec X455 11 IP bl 5 A 73 lic LA A AT P = 3 IS, 75 2240 H A =X
Main

- RS R

— PRI 1P MR BEIEAS P OGIERE, ) A A s
3. TNERE: MAZZHLZIES ?
e
— WA LR BRI (CA) KAlEiET, Plbi i it = s P s 2 2200 . (R 1E41E B,
WEIH 2 %, “RIPEPEEAR” . )

e A

— WTATE “RNIFEHIEAL” (PKI), KIS, wE s
4. JEF LA RSA if 2 DSA?

FARE T N ILSRAFE T CA. PIRIIE BRI TS 2 5o

Juniper Networks NetScreen #2536 - & 5 % : VPN 64
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st
5
=

5. i :512 188 768 iA8 1024 i~ 2 2048?
512
— i Rb BRI oD
768
PEAELE 512 7 3 5 1 2 A 55 2
—  FALFE RS L 1024 FiT 2048 {7 1 5 2
1024
PRALEL 512 FiI 768 N7 B i 11 28 425 4%
—  HALFR IR 2048 A7 [ D
2048
- MRS TSR
6. IKE Diffie-Hellman 2B : 1 X2 2 i£ 2 5?
Diffie-Hellman 41 1
—  fFALEETTRY L Diffie-Hellman 4 2 i1 5 (1) 56 /b
—  1F NetScreen fifif}: A3 = A 4 5 i
Diffie-Hellman 4H 2
— AL EEFFRY L Diffie-Hellman 4 5 ) 5 /b
Pt LY Diffie-Hellman 4 1 5 =R 2242264
— {F NetScreen fififtf: 4y Ab BRI &
Diffie-Hellman 41 5
- REE TR
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£t}
i
=

7. |IKE finZF0 Auth &% : AES i£2 DES i+ 2 3DES & MD5 it =2 SHA-1?
AES
— WK 4 ERASE, L DES A1 3DES N4 Pk s 5
— 7 NetScreen Hfiff: Fr 4 p b 3 53 J
— T BT B ALFEARE” (FIPS) Al 38 FARUE EALA” BRI 2% HE a5 52035
DES
— kb PR L SDES il AES (1 /b
—  FEIEFEXEETT AR AES AR A H
3DES
P LE DES B8 i 1 0 2 4> 25 2
— 1F NetScreen fifif}: A3 = A 4 5 i
MD5
—  AFAPRITEY L SHA-1 (1) 5 /b
SHA-1
FRALLE MD5 B iy (1 22 4255 2
—  FIPS #:52 E— A\ IS5
8. ZR#h IKEID: IP #hiik (%) i©2 U-FQDN L2 FQDN &2 ASN1-DN?

IP Hihl:
—  AHh NetScreen a5 HA A IP ik A4 se 4l H
— AP HVAERN 54 IKE ID
— R IP Hudk R ELAE SubjectAltName B, TR SiE A A4
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U-FQDN
— WP s etk 4 (U-FQDN — il ): 4n % U-FQDN Hi317E SubjectAltName 7B,
AJ 5 S R S R TR A
FQDN
— SEEOKKE4 (FQDN): Wi FQDN L4 SubjectAltName 7B, T n] 5L =3 4 aliiE Bl &
i ]
—  EFRFEAEHES IP HubEK VPN 4
— fii] RSA  DSA iFBIAER 54 IKE ID
ASN1-DN
- Hie5uEpr &1 H
— 4 CA FEHRATME AT Hr SubjectAltName - B 4 H
9. %2 IKEID : IP #ulik (§R%& ) 152 U-FQDN i£ 2 FQDN i 2 ASN1-DN?
IP ik
— R PSR I HX 457 /& NetScreen W44 I, AT EAERRAS 1P Huhkab % A\ 255 77 E e IKE
ID

— AT HRAEE IP AL e
—  WeR 1P sk ILAE SubjectAltName 7B, RS 5 P w2 P aldiE e A48
U-FQDN

— WP d etk 4 (U-FQDN — il ): 4n % U-FQDN Hi317E SubjectAltName 7B,
CIRSR{PA X S AT e g U !

FQDN
— SEAOKKE 4 (FQDN): Wi FQDN L4 SubjectAltName 7Bt T nl 5L =35 4 sk B id &
fi

- HTEAZE P Hubkf VPN G
— AR AR X455 77 & NetScreen #a& I, AFq &4 Nzt IKE ID
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% 3 3= VPN JEN e

ASN1-DN
- HEeHUFPR S48
— 2 CA EHRATIAE T TP A3 EF SubjectAltName - B i H

10. REHEE : EE2E ?

-
— RV AR B A S T RS S, BAR IR R T R R IPSec B AL S a8k “3E
“ifli%%” (DoS) HKiti
75

— P IRIUAT BE 2 il vk B = A D5 RSt il A
1. T2ERFRE: FLER?

v
— SEAIERRE (PFS): t1 X557 4T 55 A Diffie-Hellman <c 44 i H T IPSec % / fif #1541,
WAt 22 A 0 i
”
- RAE PR IE WA

— fF “KEr 2”7 IPSec W U A] AL T Y 52D
12. IPSec Diffie-Hellman 20 : 1 £ 2 2 i+ 2 5?

Diffie-Hellman 41 1
—  fEACFEITAY HE Diffie-Hellman 41 2 F1 5 15 /b
— f£ NetScreen Tl {41 g kb B &
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Diffie-Hellman Group 2
—  fHALBEITRY L Diffie-Hellman 41 5 5 />
P Diffie-Hellman 20 1 53 & 1 20 425 4%
— {£ NetScreen fiff /|- F1 4 =y Ab #HLH &
Diffie-Hellman 41 5
- Rt e
13. IPSec #iY :
ESP i£ 2 AH?
ESP

- Bt (ESP): MRl n Mds i 1P Bl t rl S L v, W A uE S gt e Bk

) fHE N B AR
AH

— AIEELK (AH): 2 AUEAS 1P B (LKIAIE, (45 IPSec Sk ANAME IP 433k
14, #8250 BERNEZREERN ?
EIE
—  HTRE TR 1P sk, AN T AL

3%
—  XFT L2TP-over-IPSec i & #r, A E WK
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% 3 = VPN &N e

E§}
i
=

15. ESPiEIN : ML B INE [ INEL ZIAIE ?
I
—  FRALLEAE R s / DCUE BB PP BE S A BE 4 oE D
— T ESRNUE P AR R
n# [ I\E
— T HENEERDAE R
Auth
— HTHRENEEAERIUEE RS WVHE SRR, B G B sEk B AORE SN, Lk
LEAE TR TR B AT AT N B 2 AR T
16. INZRE % : AES i£2 DES it 2 3DES?
AES
— IR T AN, W EL DES 1 3DES (190 It 5 g
— {f NetScreen fifift: i 4 v A B iF
— JITF (FIPS) A1 “3l HFRUE EALA” bk (A% HE n s S5k
DES
— kb PEFFRY L SDES Fil AES [1 5 /b
— RN AR AES IR H
3DES
— $R{tLL DES % & e w42 5%
— {F NetScreen fififtf: 4y Ab BRI &
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17. Auth &% : MD5 i 2 SHA-1?
MD5
—  fEAbFTFES L SHA-1 {1 FE /b
SHA-1
SeAIE bt MD5 B s (R0 8 22 455 4%
i F_E3R A R h U T, B A IP Ml 4 NetScreen ¥ 4% 8] it 38 JH 3l 5 313k 25 VPN i & 4t F -

o A3)# 4 IKE o SEAIEMIR# (PFS) = &

e Main &= e “BiBr 2” Diffie-Hellman 41 2
e 1024 {7 iF 1) (RSA 1 DSA) o B P AT (ESP)

e “IfrBt 1” Diffie-Hellman 41 2 o JHIEAL

o % = AES o N / NE

e Ak = SHA-1 o 13 = AES

e IKE ID = IP il ( 5:4) o AiF = SHA-1

o SRS = 2
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B A, WEHE 11 50 e .
o UFRHEBHEATIAE, Jf FL NetScreen & I 1R £ A DN AMBIE T, 044G 2 75 H4E 4 VPN
ST E T, o BREAS W B 0 2 25, 45 23 00 LI “ATFE4ImIA "
o X T TSI VPN
RS R P SR, T TE S “Any”
A VPN P S T M R 25 6 G
XU VPN £ B R
o BIARFEITIOICHEL ID AAICHT, BCHE KR PN ST AT D S E RS, I LR
Fer s [ A H |P Mt 5 % 5 — A% 288 77 4 sz (R 22 2 1P Ml AT .
_ XFTIETE VPN BUE, Al D TR

— WPTEETHEES T VPN BUE, R TEIL T, NetScreen s MSFNE (5] FHARIE %112 TP Ifi% VPN 185H )
g E e . H bR RS T S HACEE 1D, iR SR T EEER Y VPN SE AR ID, % ID K EAR
SHHE ID.

BARAR I 1D VUG i fai 48 77 vt 4248 F 0.0.0.0/0 1y A bk, 14 FH 0.0.0.0/0 1F Ky Festhdil>, A5 )
“any” VEAMRS: . ABAEFACEE ID BEAT U5 o, 2 Al SEms e E L VPN {5 ST 3. Ao E
FH P R BCE ACER 1D ) VPN BB (TE6], iS00 4 5, “uli 30 s VPNt T i) VPN JE41

2. RFEID 2 AN=J7 04, thAH: 1P Hihik. ZEFE 1P Hudk RO RSS20 Ao
3. M AEHNE RS VPN % b i R L S b bk iy, 548 255.255.255.255/32 /5 G ACHE ID AR FE IP ik / (g HERD .
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% 3 & VPN EN

GREN W=k 2]

USRS S D5 IACER ID B EAHULAC, BIAE—ANXS S8 05 0E SC T 6 T 11 VPN i 5y — 057 T kS
(1) VPN I 2 n 457 1 AL TSR M6 1) VPN L& T 4577 2 AR T2 ki 1) VPN R, oy
57 2 MAAE X5 KR DT 1 RS S R EE 1D AHUCC IR EE 1D i SRx A5y 1 44 DIP Ao
ZE hk A (NAT-src), T RCKE % DIP iy sk A o) 2 RS VR0 4607 2 (AREE 1D ke Rtk o 434

DIP by : AEARE D A :
1.1.1.8-1.1.1.8 1.1.1.8/32
1.1.1.20 - 1.1.1.50 1.1.1.20/26
1.1.1.100 — 1.1.1.200 1.1.1.100/25
1.1.1.0-1.1.1.255 1.1.1.0/24

HIXRAEE ID 5 NAT-src #1 NAT-dst FC & AN R, TES R 199 it iy “ BA HE S VPN ¥
){_:—I: » o

HFACEE ID SCRF AN RS BT RS, R 51 IR 45 4L 2 T 2R 1 VPN S H AR ER ID A i IR 25 A
j"jZEé “any” R

P EE T A FRES P HhER, A1 eI 4 IKE ID (1P Huhil ). 29— 0raE 0y sldk 5 A
HENSBCHT 1P Hubkiy, 205507 8 2 H 55 4 —Fh IKE ID. #7 hshaS 04577, diU#H FQDN ;
FNIRS T, #UE ] U-FQDN (7 st ). v LU A B L == 28 B R03E 5 /%) FQDN AT U-FQDN
IKE ID 2% ( 4 FQDN 5¢ U-FQDN HELLEE 511 SubjectAltName FBH ). A8 FHIEF, MIBha X, 4%
J7ER IS P Erfd ] ASN1-DN (14 384 N 5 4/E K IKE ID.

4. ONEES A ARl E SCE AT 2 (FACEE 1D AHDLRCAAREE 1D. Bem, XFAEDS 1 IR E SCIRIAREE 1D KRG NetScreen et SIS 211 i (4 CEE 1D
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%6 3 & VPN &N ETHHA VPN Z2EEEM

ETHHER VPN 2T EEM

NS ARSI T 500 10 VPN, (HAVENIIE T8 i) VPN, NetScreen B i & R A DI i
AP T B0 VPN EOR RS SOR . BN KRR I, NetScreen B R4 I MG 5 H b 28
i ST B 111 VPN B (0TI 1SR 0.
EL2, 243 VPN B 96 T i VPN IR I, ORI T 2 B . U, 55 51 1%
ML 3 1O I 2 2% F AR R R . AR, ORIV % I ORI (405 )t 511 ) %
PR FLLE AT B 7ERI , NetScreen i 45 £¢i 51 LS NIOBE 1, JFIUILA T MR KILRO R . K
BRI A AL B 7. 40U, NetScreen B fis I MEh L {E3LEE B F LA R IR (B9 A0SR0 AR ) 15
FLILRIS 1 JE WAN.
S TR YA SRR AR VPN LRI (7 FAE AW SO BT B 11 B0 36 WAN, LR NetScreen i, (EHfFIsch
IO BT 11805 MR kB, oot THEZITE, SRR LA RSBl
o SO TLLM “Null Bl (IR O A AR S S R )
© S TLL MRS (Ol A S R R 5
B2
SO ULEM “HIIALE " (I I O A AN B I )
o 98 LAY “IIH T IE LA ( O IR B A A R T T )
OB ULLM “THMMENS AW (SR H A A R B
It VPN i )
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Null #&

42k VPN EIE PR “Widt”, W NetScreen B S kAR 5| FHZIEIE £ A #E SOy “ARE3h7 . Wi Rid
|2 IE R LK th AR ANRT ], LRl i e o S i i (2841 ), W) NetScreen iR Al FH B4 i H R FE Bt
PIEE Rk sy VPN JHIE (45 B A 2B i s ol O 17 3 SR (s B LLAE SCASS SRR 21 24 3k WAN, - R A ]
Null 2 t1o - Null 8% i fK) F b otk S5 3085 50 T8 52 1 0 H AR AR ], AN Null 2% deRe(5 S5 1 17 Null #:0 .
Null # FU2 2 8 RA 45 1235 1 65 B FZHEE L. Null Bl B RER (G2 ) 2 T Al T4 1 o s i )
JE&, DME Null #% i BAT BRI/ 2

VEE : ScreenOS 5.1.0 Z iR AN LS Null Z 1. (HA2, L n] (e 7] 887 RS AR H v K17
IHEZ P F 97 WLEHT “FFEEZ .

i, RO — /N2 H tunnel.1 B )RR LAN (IP Hihloh 10.2.2.0/24) I A, Wtk B 8h ez s (E 1
YEN LR

set vrouter trust-vr route 10.2.2.0/24 interface tunnel.l

get route

Dest-Routes for <trust-vr> (4 entries)

ID IP-Prefix Interface Gateway P Pref Mtr Vsys
* 3 0.0.0.0/0 eth3 1.1.1.250 S 20 1 Root
* 2 1.1.1.0/24 eth3 0.0.0.0 C 0 0 Root
* 1 10.1.1.0/24 ethl 0.0.0.0 C 0 0 Root
* 4 10.2.2.0/24 tun.1 0.0.0.0 S 20 1 Root

fE B R, 2 () ol s, “S7 Fon “EESEh T, i “C7 WK CIERM T

76 B R T, NetScreen W& HAPAT 2L 10.2.2.0/24 7 W AT — A HuhE 8%t o 28— AN AT BB i &
4 Sk, BUOYE Szt BARACILAC . 25 S w2 6 % i (0.0.0.0/0).
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ETHEHN VPN £ FEEmM

W RBE JEIN T — AN E N Null #: 13 7] 10.2.2.0/24 &, FEA A0 T — KT 1 FE, WHZES b6k ] 2104
10.2.2.0/24 T HATE—/NHRE S AN el Bt . i@ tunnel.1 Ji 7] 10.2.2.0/24 1% 424 T ARG 8h i
| NetScreen 158 Bl ) Null 32 1019 . NetScreen % 8204 & 41 10.2.2.0/24 1445 B k%10, R

ZHE.

set vrouter trust-vr route 10.2.2.0/24 interface null metric 10

get route

Dest-Routes for <trust-vr> (5 entries)

ID IP-Prefix Interface Gateway b Pref Mtr Vsys
* 3 0.0.0.0/0 eth3 1.1.1.250 S 20 1 Root
* 2 1.1.1.0/24 eth3 0.0.0.0 C 0 0 Root
* 1 10.1.1.0/24 ethl 0.0.0.0 C 0 0 Root
4 10.2.2.0/24 tun.1 0.0.0.0 S 20 1 Root
* 5 10.2.2.0/24 null 0.0.0.0 S 20 10 Root

e B r s R, i tunnel.1 i F) 10.2.2.0/24 )%t & AETG 801 ( LA S — 2 ih A2 5 1 07 kAT kR ).

A, NetScreen & &8 F A5 Hbsihk B KUICE s, IR T 5 5% . (5 S Mm2mm Nk
B2 ID 500 S EE . ) )G, NetScreen B e k4t 10.2.2.0/24 {5 Bim#e k4 Null 10, Hiiz$k
N LSRR K, XA tunnel. 1 1 A2 IEIE SIS, NetScreen % %44 5 &k 4E 10.2.2.0/24 1115 B,
MAZAE ] 3 5% ¥ LA SCks 2 i ethernet3 #4245 1.1.1.250 AL I8 H 25 .
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% SR AL B

S A A AR BN, 0 AN T R A T A T F A A, T R I VR AT 1
HLPF 80 P 6 125 LR 046 P T 1226 FEL B T 00 L b VP 5300 e VPN L 9% th (10 L 1P AR, (13246 1]
B L LA AN R VR R O S i, S VPN B (98 th 5 B350, U NetScreen 1 %44 ot
5 LT 2 B 44 990 T 0 £ B3 A 77

S P 4 R S A S F A TR T, 55— AN — A T ph 1T R I A T .
NetScreen & #4418l 25 = NI Hk 1, 106 1 T A R B th o o T TI0RL B0 2 R AR IR RO 00, s s A

CRBE S FAE N SR AN TS, TR Null 2% i AE 8 = ANkl (20055 91 1L B “Null B d1” ). NEUEH
I b P e R ) ok 1) 3 T A I ) AR

%—/‘—Iﬂ% H : L m R

o577 () VPN i A
ethernet1 NetScreen
10.1.1.1/24 W ethernet3
Trust [X B [ 1.1.1.1724 Untrust [X B

O K g e
e tunnel.1 LI ‘ e VPN X475 =
=i {= R LAN
B A ks (2) it
i ) VPN 257 (R A % ethernet4
B R AT VPN JEE 1.2.2.1/24

T e
%%%%%ﬂ et )

5 i fE
2%

Null £
E 55 Bt
FEANAEREH - ,HF” _E-Ejzﬁzi%
dzﬂiﬁﬁ%% PR NUll B T, 1%
ETUK 545 R
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JE451 ; FH A £ & E Null B8 VPN #pE1)]ik

FEAGF, fEARLEK B NetScreen-A J& i 1) 4328 w] 145 Bl i 22 4= 1) VPN 1422155 NetScreen-B Ji [ 4k
2% T iZIE T P, DR A A R £ B A ) AL AR A . T R VPN I8 T R R 2 B A B e, ik
NetScreen-A 755 IR, AN SR H: DA SCA% o A 26 31 B .
7t NetScreen-A 6% =23k 10.2.2.0/24 {114t 3K S A T4 B AS [ (1 2 &

o HIERKH — 4L E R vpnl ) tunnel 1 (JEE =1)

o ik — /] ethernetd A1 1.2.2.5 Abf M e LU AL 2% (EHE =2)

o M — I Null #:0 L EFEER (JEE =10)
G IR iy, AR ER A s e, B 1. B it o 2, B LR 2 i & F s el (an R A
%%?Eg%@i%%ﬁjﬁﬁ VPN Gl ek i E 5. NetScreen v #51l H AMEH — i b, BridEmE it VPN #iE

g =

e, WIS EERT 10 (1) NULL 6. R ki th A Az ks, HLBE R — 2 th & 2Bk, U NetScreen 4
R ZFrr e, Pra L e X BUARAE trust-vr i £l

R : AP 4T T NetScreen-A L VT1NEE HI T B — HT T e L ) =15 1] + B2 B il o (H RTINS e s &
TCE ( I LRI NS ) 19 E

L SE L NN .
1. tunnel.1 -> Vpn‘] 1ﬁﬁﬁﬂﬂﬁj\/&a‘0ﬁﬁﬁﬂkj}/&§o
2. ethernet4 -> i FH 4 % thernet3 . thernet3
etherne o etherne
3. Null 1 -> E35F 1.1.1.1/24 1.1.1.250 2.2.2.2/24
tunnel.1 ‘ ‘ tunnel.1
— NetScreen-A \ LERQL / NetScreen-B —
& "\ o
_ 10.1.1.0/24 [ AT 1) vpni 2 B 1022024
l HIHZH (%M )
(3) NULL 2 H % ¢ 1.2.2.5/24
ethernet4 ethernet4 TEE 1 TRy i X
1.2.2.1/24 2.3.3.2/24
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% 3 3= VPN JEN EFi&AHE VPN & F=EI

WebUI (NetScreen-A)

Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£$¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
Metric: 1
Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: (i%£#¢)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
Metric: 1
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: (EF¢)
Interface: ethernet4
Gateway IP Address: 1.2.2.5
Metric: 2

Network > Routing > Routing Entries > trust-vr New: % A LL F A%, k)5 i OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: (i%£+¢)
Interface: Null
Gateway IP Address: 0.0.0.0
Metric: 10
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ETHEHN VPN £ FEEmM

CLI (NetScreen-A)

set vrouter trust-vr

set vrouter trust-vr

set vrouter trust-vr
metric 2

set vrouter trust-vr

save

T EHHUT get route fir &Kk 7 i A 7 A .

ns—-> get route

Dest-Routes for <trust-vr> (7 entries)

route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
route 10.2.2.0/24 interface tunnel.l
route 10.2.2.0/24 interface ethernet4d gateway 1.2.2.5

route 10.2.2.0/24 interface null metric 10

ID IP-Prefix Interface Gateway P Pref Mtr Vsys
* 4 0.0.0.0/0 eth3 1.1.1.250 S 20 1 Root
* 2 1.1.1.0/24 eth3 0.0.0.0 C 0 0 Root
* 7 10.2.2.0/24 null 0.0.0.0 S 20 1 Root
* 5 10.2.2.0/24 tunnel.l 0.0.0.0 S 20 1 Root
* 6 10.2.2.0/24 eth4 1.2.2.5 S 20 2 Root
* 1 10.1.1.0/24 ethl 0.0.0.0 C 0 0 Root
* 3 1.2.2.0/24 eth4 0.0.0.0 C 0 0 Root

ID 524 5 M EL BB Hbrh 10.2.2.0/24 145 251 tunnel.1, SRJ5 N VPN JHIE ., %5 H 2 )

10.2.2.0 P& [IA5 BRI ELE#t o WAGZEIE R Ak, W R — e g 4 H 6, Bl 1.2.2.5 Abf M 5C 1Al

M2k, WEREHZ&H 6 sk Elkbs, WighacH 7 Koy ~—ftEitt, 1 NetScreen a2kt H sl

10.2.2.0/24 KfE Eu g Null $2 1, 4% LRSS 257 s Bt
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5|35 iEiETE M
B T A5 LA VPN BAEECR S Null 3501 (GFBAJR EF0E ) 288, i n@ it Al IR B RSB — F A

YERE 1 ScreenOS 5.1.0 Z FiyRAAN#F Null 2207 (152055 91 T LT “Null #5417 ). (HAE, #n e 7]
FE LIRS 71 H e

BWCESIEEERED, EHRATCL R EAE
1. FAIENEERE D, (ARSI ZRE SR VPN . VR H G E B AN IE X B, i iE X RS
— AN B R TR B X B T A — R AU e e o ®
2. IS ANEIERE D AN E A [F - H AR, IR s B A A B e e R e
= (EEE).
4 FH P PR T ) BCDIR S FH AR A i FL9 | % 1 R % th 26 4% H AR AR Bh I, BT 1) i L 1% i

ﬁ&%T&ﬂﬁA@E#ﬁ%*mLﬁEDMM*A%mI%Smwnm%ﬁh L R B E ANl IE
O, mFiZEoRgeEs VPN EE, NIk EF G B,

5. WERIIER N E BIEIEX B WHCRAS IR &R .
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1B ¥ [ RY FE 10028 A =%
S0 T B G VPN SRR 11l o IT DL B R B I 05 R ORI B, Tk VPN i
Gl TR, SRR R, AT DL B

1. Bl ANRRE R A EE HAS, T R I EE R LT s, I A Z R s a4, il
“VR-VPN” .

BB (B, %k “VPN zone” (K4 ), ¥ H45E S| VR-VPN,
. BT R O Y8E R)i% VPN X B, KA SlRE VPN ST 13K (32 Rk 25 10 BT b e e X B
4, ST A D R R, B E RS VR-VPN e B R U th s b s A .

I, 9 VR-VPN S R UL 4% 10 O s SO e SO e M Rl nA R A 2 VPN {5 B
W, WUORE RVFIZE REE IS, Xk 2 @ 1.

n S IE B RS HIERAE A T, NetScreen WA AR K5 S & ) VR-VPN. T IEfE 1%
D{E@E@%E}é%ﬁﬁﬁi?ﬂﬁﬁﬁﬂﬁ%& I A e VLB i, K NetScreen ¥4 ¥ 7 VR-VPN L&
15 B

EHEAHE S —1EE
T?’JI_J AMEFEX S HACE WA Z A VPN :L_l_ W R — ALL#%T Hilr, NetScreen ¥ &2 i@t o —
VPN 3838 B % s B . A RME LA VPN GBI s BATEH], S MmN R
e %10-69 WL L “Dual Untrust 117
o 510-78 UL YR o ph i Sl I ) A0 T8 I 1 b b 4
e 10-86 T LM “Yufl  XE S mE”
o EE10-93 UL by “Yu s ¢ 0 D) N A R
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uh & 8% &= VPN

ZIKEUEEU@MTEWEA NetScreen ¥ #% 7] e B vl i 210l 5 1 P L F 2% (VPN) T I8 . [ 1R 3 T~ i | A3 T SREm& 11

VPN ifiiE, N EilisEn s g mon, Rt JLAusl.

o 100 UL LM kA EuL A VPN iR E
— 101 U ot s 30k S () e P R
— 5107 JU Ry el BE TR R Ik s 2 A VPN, HBhE A IKE”
— 122 GO R Yl BTSRRIk s 2 A VPN, H B IKE”
— B3 ULy “YEM o ST h s R B 2 VPN, B A
— 5148 JU Ry “YEH o BE TSN 1k s 2 A VPN, Bl AE T
— EE 162 TU L Y T Bk R S VPN, T &
— BT LRy CYEB o TS 1 s B A VPN, B

o 182 W1 LM “ffiH] FQDN [13h2 IKE M7
— 5184 TL LRy “Juf : HA5 FQDN [ H 3% IKE %4575

o 199 W “ﬁﬁiﬁﬂﬁﬁtaﬁ VPN 3 £
— 55202 71 L) “yEfe) - B NAT-Src Fil NAT-Dst [1iliE iz 11”7

e E217 yi LW “FEHIEA VPN
— 218 yU by “yull  mEIAK, L TSRES N A 3h % IKE VPN
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£ 45 i Euhis VPN s Euh s VPN BLE

uh R Euh = VPN BL &

IPSec VPN iliEAET AW 1], [RIINREAN M RER T 2 —AN IP bk YA SPGB0 1P Juhbr), wIfcd
B LA AR

o A FELE A VPN, AZhE IKE Bl (LA WL E s He0ET )

o USRI A VPN, FEhEHIEE
AW P AL, 15— AN BhA D RC R RER,  ATECE DR R R I

o FANEE T Uk A B A VPN, Az IKE @iE (B UL ulibE 15 )
T IR AL, #aS el 3k 5 VPN 45— N E R ANl 210 IPSec i, AL AR — NME N L4 ML
NetScreen ¥ . £ A B FIAE 42 10 B 32 1 8742 VAR — Nl s 1 1P kb, [R) B P 38 E AL B A
IP bk 4 NetScreen Be#54bT “iEW]” iR, Wer¥ VLANT Muhil 248 B 00 1P Huhb A o TS ul A
Fuh s VPN, I TR M) 1P bk AR AR T ol LLEE, BRI, A7 Tl EAT—im ) EALE AT S ) VPN JEE % & .
W H A —4 NetScreen ¥4 1 4 1 A S AL IP Mok, WHZ&E & EARIE Byl “ahadnrs)s”, 3FH A
HANE K VPN BUE . X Tsh AR50 5 B0k 55 VPN, i1 2 RS0y 13 &6 25 7 Ja T EA LIRS R 9 56 A4 [
SERIP kb, JFH AT DONENTR AR M S E)E, B G B4 66850 VPN BIE R S . (B2, S7Esh &0 55 7
ANy 2 (R 2 5, W H s A E 8 P Hohk,  EE RS OC2 H AT — AN X S8 5 T R 2R L3S ]
VPN {5 B

YERL : KM VPN HTN R, 265 1 5, “IPSec” . HHKMEFSEITHIHITHSENIE S, FZ045 3
#, “VPN W7 .
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% 45 WimBu S VPN s Euh s VPN BLE

uh R B R BIER B E TR

JM@MH“PNLLmMﬁﬁ%wWLLMEH&E BB (B, Huhb, B ARG ). AT = AN VPN BCE S
BB T 45 (Tokyo) 232y ) AHiH I IPSec VPN i 5 2R (Paris) 23 2> w6 HE 47 22 41815

Tokyo
X BX X Ea
Trust X B P Untrust [X &
Eth1 tunnel.1, 4=
10.1.1.1/24
NAT Eth3 1.1.1.1/24
Tokyo %;,rﬁ%ﬁhag 1.1.1.250

Eth1

LAN etScreen HIER |_AN =
10.1.1.0/24 10.2.2.0/24
= RIS : vpnl Paris
R % | 2.2.2.250 / NetScreen

Eth3, 2.2.2.2/24 10.2.2.1/24
~tunnel. 1, K4t NAT
Paris
Untrust [X B - AT Trust [X B

AN 93 i) ()7 B G DA B
o N - ZEXBANIHIE
o i
e VPN( FlZz—)
- H3EYIIKE

—  BhAENEETT
- FahEH
o
o TR
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Tokyo

Trust X B AT

Untrust X B

tunnel.1, K45

Eth1 Eth3, 1.1.1.1/24
10.1.1.1/24
NAT

n m
E=FN 8 ' : 10y =N
pmmm g | € e B [o =)

/ Eth1
Eth3, 2.2.2.2/24 10.2.2.1/24
tunnel.1, K45 NAT
Paris
Untrust [ B - ST Trust X B

1. #0O-ZREXEMBE
RNl IF) admin AR B DLZL 68 W 1 15 BRI B e X BE Rl iE . 1 B2 2 w1 1) admin £
FH LU 8 s ) 15 R B 22 A X BRI TE 2 11
Ethernet3 1l VPN {5 B0 H 42 101 A MGl o — i A6 1 VPN {35 B I 72 M ¢
Ethernet1 4b-T NAT i, Kb &EA~ admin ZnT LU A WS ENLAC IP kb, SR, 45 BV Trust
X BeALidi ) Untrust X BIN,  NetScreen W44 244 Bt Bk Hh IJR 1P Mhhb4% 42 Untrust X BiHz 1
ethernet3 fibhl ( ZR5TH 1.1.1.1, BN 2.222),
SFTEET B VPN, 54> admin ##0@iE 10 tunnel.1 2552 %) VPN i@ vpnl. i@ XGE g fEIr 2
%= LAN (A== R 8% 1, NetScreen %45 A ki% LAN 45 5€ BT A 5 B 51 52 tunnel.1 #:11, Ml
WRFEE T tunnel.1 i8IS .

A AN ZE3E TSRS ) NAT JIRkS%, Pk, T i VPN BCEAZOK tunnel. 1 BAT P ik / 2546, 5
TR VPN PC &AL 2 AN EHEIE 2
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Tokyo
I3
i n
Trust_LAN =_ i ' G e | Paris
Trust, 10.1.1.0/24 LAN ':— l ( I ) lm [:_—‘- LAN Untrust, 10.2.2.0/24
Tokyo I > — Trust_LAN
Untrust, 10.1.1.0/24 Trust, 10.2.2.0/24
Paris
PN
Ho ik

admin & Xk, DA UL AN sk sp A . AR A a1 admin & X EE S LA A B s v bk,
1 284328 A 1) admin g XK DO 6 Bos bk .

TR T 4% ) VPN,  NetScreen %4 M g S AR ID', T~ VPN I W (1) NetScreen £ 1 1
fREE 1D hoise 4L, Kk, fnRAEmE —uafd H 7RO BARR ik, AEEE S —um AREfE R 1P Huhk
0.0.0.0/0 1y ¥isE Xkt “ANY” o 4,

WER AR GURAREE ID &2 ... JF H AR ID 2 ... IAREL ID AVLHE, I H.
From: 0.0.0.0/0 X To: 10.1.1.0/24 IKE by i 45 SR I

To: 10.2.2.0/24 v From: 10.2.2.0/24

Service: ANY \/ Service: ANY

ST T I VPN, w7 L#A] “0.0.0.0/0-0.0.0.0/0—any” k5E MARHE ID [fI AR RE 1P bk &% R 4524
o SR JE nI A B R A S, AR YR L H B b AR S5 S ks R N AT H s VPN A R

1.

1t ScreenOS 5.0.0 1, EAHHAT S M) VPN B H 5] A0 VPN i3 g ACHE 1D,
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. Tokyo ' o
Trust X Ex Untrust [X
R pam | -
tunnel.1, A% ‘f-)
Eth1 Eth3, 1.1.1.1/24
10.1.1.1/24\ /
NAT .
Trust_LAN o HIEM Ss=e. | Trust_LAN
Trust, 10.1.1.0/24 LAN = — LAN Trust, 10.2.2.0/24
Tokyo WHIE : vpni Paris
Untrust, 10.1.1.0/24 J | . Untrust, 10.2.2.0/24
Eth3, 2.2.2.2/24 I 10.2.2.1/24 |
. _tunnel.1, KT NAT
. | Paris -
Untrust X Bt AN Trugt X X
3. VPN

A CARCE R A1) =Fh VPN th o —Ff
- Hz%H IKE
“HzhEE IKE” J5 1A% i ;%?»—I%deﬁ%uﬁﬁ)ﬂ%xmaﬂmlmn( KON LA ) | s (BR
B ) I AN . s2bs b, RS A T Re S IR IRAAYERE, AL, 4 IR LS 4
WA,
- BhAXNETT
AN T B A 1P Mok FE W e, TR IKE Bl i I 46 I R 25 5 1) 1P bk nT

REANIA], DRl 45 5 i T ) M L2s 20 ﬁi VPN 1p.,uomo Fiob, AR WO P AL, AR
Aggressive BizUT “PrB 17 g 5 — 40 S, XA AU IE IKE ID DO & 279 .

- TaEY
“TEVEY” JFRERT A RCE AN A AR X TEEAZ 4] VPN JlIE, ke —
AN RIAT I
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trust-vr

Dst 10.2.2.0/24 Tokyo
14 tunnel .1 LNE]
Dst 10.2.2.0/24
1] NULL tunnel 1. g i
5 : 50 Null £ prch
Dst 0.0.0.0/0 u
M5 1.1.1.250 e i =
|..| —— M B N o
r—
AN A |, 2.2.2.250 J l
trust-vr
‘ Null #11 Dst 10.1.1.0/24
tunnel.1, K45 1§/ tunnel.1
Paris Dst 10.1.1.0/24
Dst 0.0.0.0/0
i eth3

WG 1 2.2.2.250

4. B%H
BEANUE 5 admin 20 R E LR B
- Tiﬂlﬁﬁiﬁﬁ tunnel.1 [FZEFE LAN b8 3EAN Rk (1445 8 3 1 % F

— HERITEEERNEE B, OiEEL ethernet3 2R 5 4 43 2w ik ( /\;}a FNE S 1.1.1.250, ©
%%\/Aijj 2.2.2.250 ) Z AMRIAIS R FH 28 Sk TIRE R R A3 VPN IG5 2. AhF s o2 e
%, NetScreen W24 i 2 B A 5 e 8 B ATAR 5 B AL A 3% I 5

— Null # b, M Tl WHE tunnel 1 FRRESAEA “Plr” HAEMS1H tunnel. 1 ¥)15% th &8 %k h
Wr, D] NetScreen ¥ &5 AN FH B4 i pok 3% Al AT fE LAN K2 # ml &% H ethernet3 (115 &
o Null B il R FE LAN 17545 0 H brttht, (HeBE BTE R Null #20, BIEF RIEL CHE BT
PR . o Null B e S (% ) 2m Tl g fE LAN st (1 tunnel. 1) REE,
PLAE Null 2t A e 2% T 51 H tunnel. 1 $2 H RS

2. WRELH AT NetScreen #4412 1k AL ISP (S B AIANES IP ikl (BT, M EVER AT MRS, K500 AH I NetScreen #4552 L 5h &%t
Z577), W ISP ¥k %< 5( NetScreen [ zhf2 it BB 5 1P Hi
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B uhi s VPN BCE

trust-vr Trust X B To/k\)f) Untrust [X B trust-vr
Dst 10.2.2.0/24 - _ AT /| Dst 10.1.1.0/24
i 1] tunnel.1 ——— | 48] tunnel. 1
Dst 0.0.0.0/0 tunnel.1, A4S ' Dst 0.0.0.0/0
1] eth3 o e Eth3, 1.1.1.1/24 ] ethd
M 1.1.1.250 NAT \ ) / / "/f‘w"ili‘n[ﬁm}%,"% . 1.1.1.250 - | | K :2.2.2.250
: .
Trust_LAN ) LERM = | Trust_LAN
Trust, 10.1.1.0/24 LAN 3 LAN"S Trust, 10.2.2.0/24
Tokyo RiEE : vpni : \ ' Paris
Untrust, 10.1.1.0/24 SRR 4 | 2.2.2.250 / | Eth1  Untrust, 10.2.2.0/24
Eth3, 2.2.2.2/24 Null #2101 | 10.2.2.1/24 |
Pust -EAl#\jntrusl,Dt tunnel.1, F 4= : NAT : Trust -> Untrust
rust_| -> Paris e - — _— Trust_LAN -> Paris
ANY, Permit Untrust [X B Paris ' .Tr ot K& | ANY, Permit
Untrust -> Trust Hebm DA/ | - u_ o Untrust -> Trust

Paris-> Trust_LAN
ANY, Permit

5. KRR

15

NN

Paris-> Trust_LAN
ANY, Permit

[¥) admin 3E CICVFIXPIAN 73 23 w5 S0 I SR

—  AVFM Trust XBoH K “Trust_LAN” | Untrust X B ) “Paris” % “Tokyo” (KA A5 &

UL 1 S

LS

T8 [ S Rl A (1 1 R B P A2 T 905E 21 VPN i

FEVFM Untrust X B “Paris” 5t “Tokyo” 31 Trust X EBH ) “Trust_LAN” AT R 15 S

& vpn1 [f] tunnel.1, Pk, SEESATTES|H VPN @i,
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Seff AT REuh 2 2ub= VPN, B A IKE

FEAGIR, “AZEY] IKE” M H P =8 P 0 uE S (Gl P &> ) kR 50 (Tokyo) 73 A n] 5 AL
(Paris) 7>~ vl Z () 224, X1 “BrBe1” M “Bre 27 2eg), e “Bric1” fl AT
JiikEE pre-g2-3des-sha B0 E 1545 5E rsa-g2-3des-sha, 4 “FrEr 2”7 EFETE L1 “Compatible” $EIL4E.
FIA DX B AE trust-vr H

24 ¥) NetScreen &% I
FITIC AR X B S5 44

75511 NetScreen 4% I
FITTC 1 X B4 4h 454

Tokyo ) Paris
X\

Trust Untrust
X B

Untrust
X Bt X Bt

i N
Untrust X B Untrust [X B¢
Tokyo eth3, 1.1.1.1/24 eth3, 2.2.2.2124 Paris
Trust X B % 1.1.1.250 ¥ 2.2.2.250 Trust X Bt

eth1, 10.1.1.1/24 eth1, 10.2.2.1/24

O umM ¥ l@ _Q
Q @]*% VPN @iE |

T E R SRR AN
Tunnel.1 Tunnel.1

ff L = B BIE PR B T I “ A3 IKE” JdiE, BPBRanT
1. AYRE B4 X BORE S B2 L B8z Lo id 1P bk,
2. ¥ VPNIEIE, 7& Untrust XBIA$ee L n, HHH e 2lmEa o, JFEHLAH ID.
3. 7E Trust Fl Untrust X B (1038 TH 5 i A A i R re 2 i (1) 1P il
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4. BT trust-vr HANEEE RS SRR PR TR T 1) H AR 0 i LURGE ) H BRI Null B i. 4
Null # (73 BB IR B (%), MBSO ) H AR b S alig s e B4, W RIEE S 1 RIS AL
i, BRI HxE DR B 8 AEES), W) NetScreen e £&2xf H Null #H1 ( RISEIE B E57 T RKIES
AT BU A ), mAE S B b ( B R AR I 145 BRI ).

5. AN A EIEL ) VPN {5 B % B SR .
ENRIE -, TULEEH N h1p8A24nG5. BE MAZ 5H A E S RSA LT, F¥ Entrust FEIE BN
(CA). (FHISRIAIMEAE PSR, B 29 it Ly “UE4#1 CRL” . )
WebUl ( 5 )

1. #0O
Network > Interfaces > Edit ( %f - ethernet1 ): ®ALL F W%, R Apply:
Zone Name: Trust
Static IP: ( IR EFE LT )
IP Address/Netmask: 10.1.1.1/24

L FNZ, AR5 Hd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( X} T* ethernet3 ): fi AL F N, SR)5Hd OK:
Zone Name: Untrust
Static IP: ( IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24
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Network > Interfaces > New Tunnel IF: B AL F %, K55 OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (trust-vr)

Unnumbered: (i%£+% )
Interface: ethernet3 (trust-vr)

2. bk

Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: (#£F¢ ), 10.1.1.0/24

Zone: Trust

Objects > Addresses > List > New: #i A LL F A%, X5 5 OK:
Address Name: Paris_Office
IP Address/Domain Name:

IP/Netmask: (i£+f ), 10.2.2.0/24
Zone: Untrust

3. VPN

VPNs > AutoKey Advanced > Gateway > New: #ii AL F N2, SR )5 Hdi OK:
Gateway Name: To_Paris
Security Level: Custom
Remote Gateway Type:

Static IP Address: (1%£#f ), IP Address/Hostname: 2.2.2.2
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=%
Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3
> Advanced: fii AN LU T s 8, AR5 Hili Return, G [RIJEAC 0 5C 7 FUE 0L
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
()
IE$

Outgoing Interface: ethernet3
> Advanced: it ALL R sigiic s, AR5 i Return, R [AIFEA “ R 5¢ 7 N E 0T
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: i AL R %, 2R )5 il OK:
VPN Name: Tokyo_Paris
Security Level: Compatible
Remote Gateway:

Predefined: ( i£F¢ ), To_Paris
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> Advanced: fii AL N E g E, AR5 ¥t Return, R[FFEA “ HEh% 4
IKE” Bc & i :

Security Level: Compatible

Bind to: Tunnel Interface, tunnel.1

Proxy-ID: ( %% )
Local IP / Netmask: 10.1.1.0/24
Remote IP / Netmask: 10.2.2.0/24
Service: ANY

4. B%H
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( #£#%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
Network > Routing > Routing Entries > trust-vr New: #ii AL F N2, #RJ5 i OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: (£#¢)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0
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Network > Routing > Routing Entries > trust-vr New: #i ALL F %, K5 il OK:

Network Address/Netmask: 10.2.2.0/24
Gateway: ( %£#%)
Interface: Null
Gateway IP Address: 0.0.0.0
Metric: 10
5. KB
Policies > (From: Trust, To: Untrust) New: it ALL RN %%, X5 i OK:
Name: To_Paris
Source Address: Trust_LAN
Destination Address: Paris_Office
Service: ANY
Action: Permit
Position at Top: ( #£#%)
Policies > (From: Untrust, To: Trust) > New: % A LL NN %, KRG Hd OK:
Name: From_Paris
Source Address: Paris_Office
Destination Address: Trust_LAN
Service: ANY
Action: Permit

Position at Top: ( £+%)
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WebUI [ £BZ%2)

1. #0O
Network > Interfaces > Edit ( %f T- ethernet1 ): AL NN, K5 Hdi Apply:
Zone Name: Trust
Static IP: ( LR IEFESEIE TN )
IP Address/Netmask: 10.2.2.1/24

EELUNNZ, AR5 OK:
Interface Mode: NAT
Network > Interfaces > Edit ( Xf - ethernet3 ): #iALL F A%, )5 ¥t OK:
Zone Name: Untrust
Static IP: (i HUE LRI )
IP Address/Netmask: 2.2.2.2/24
Network > Interfaces > New Tunnel IF: i ALL NN Z, SRJ5 9 OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)

Unnumbered: ( %£+% )
Interface: ethernet3 (trust-vr)

2. bk

Objects > Addresses > List > New: i AL F A%, K55l OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP / Netmask: ( 1£#¢ ), 10.2.2.0/24
Zone: Trust
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Objects > Addresses > List > New: #i AL F A%, #RJ5 % OK:
Address Name: Tokyo_ Office

IP Address/Domain Name:

IP/Netmask: (i£+% ), 10.1.1.0/24
Zone: Untrust

3. VPN

VPNs > AutoKey Advanced > Gateway > New: #i AL NN %, SR 5 Hiidi OK:
Gateway Name: To_Tokyo
Security Level: Custom
Remote Gateway Type:

Static IP Address: (1%£#% ), IP Address/Hostname: 1.1.1.1

Mt =%5A
Preshared Key: h1p8A24nG5
Outgoing Interface: ethernet3
> Advanced: i AL T i RCE, AR5 il Return, JR[BIEEA “ R 5C 7 Bl E T
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
(=)
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IEH
Outgoing Interface: ethernet3
> Advanced: I A LU T =i, AR5 Hil Return, IR[FIJEA Gateway Fic & L :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: i AL F A%, X5 it OK:
Name: Paris_Tokyo
Security Level: Compatible
Remote Gateway:
Predefined: ( 1%£#+% ), To_Tokyo

> Advanced: fii N LU T st iE, AR5 it Return, 1R [0[5EA AutoKey IKE
PC e L

Security Level: Compatible

Bind to: Tunnel Interface, tunnel.1

Proxy-ID: ( %% )
Local IP / Netmask: 10.2.2.0/24
Remote IP / Netmask: 10.1.1.0/24
Service: ANY
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4. H

Network > Routing > Routing Entries > trust-vr New: #i ALL F N2, K5 il OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (i%£#)

Interface: ethernet3

Gateway IP Address: 2.2.2.250

Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 i OK:

Network Address/Netmask: 10.1.1.0/24
Gateway: ( %% )

Interface: Tunnel.1

Gateway IP Address: 0.0.0.0

Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:

Network Address/Netmask: 10.1.1.0/24
Gateway: (£#¢)

Interface: Null

Gateway IP Address: 0.0.0.0

Metric: 10
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5. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Name: To_Tokyo
Source Address:

Address Book Entry: (i%#f ), Trust_LAN
Destination Address:

Address Book Entry: (i%#f ), Tokyo_Office
Service: ANY
Action: Permit
Position at Top: ( 4% )
Policies > (From: Untrust, To: Trust) New: % A LL N N%ZE, K5 Hd OK:
Name: From_Tokyo
Source Address:

Address Book Entry: (%% ), Tokyo_Office
Destination Address:

Address Book Entry: (i%£#f ), Trust_LAN
Service: ANY

Action: Permit
Position at Top: ( 4% )

Juniper Networks NetScreen #2556 — 5 5 % : VPN

117



% 4 5 ¥hmBuhim VPN

s Euh s VPN BLE

ClLl( #57)

1. #%0O
set

set
set

set
set

set
set

2. bk

interface
interface
interface

interface
interface

interface
interface

ethernetl zone trust
ethernetl ip 10.1.1.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip 1.1.1.1/24

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

set address trust Trust LAN 10.1.1.0/24
set address untrust Paris Office 10.2.2.0/24

3. VPN

=24

set

set
set
set

(5k)

ike gateway To Paris address 2.2.2.2 main outgoing-interface ethernet3
preshare hlp8A24nG5 proposal pre-g2-3des-sha

vpn Tokyo
vpn Tokyo
vpn Tokyo

Paris gateway To Paris sec-level compatible
Paris bind interface tunnel.l
Paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any
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uEH
set

set
set
set
set
set

4. I¥H

ike

gateway To Paris address 2.2.2.2 main outgoing-interface ethernet3

proposal rsa-g2-3des-sha

ike
ike
vpn
vpn
vpn

gateway To Paris cert peer-ca 1°

gateway To Paris cert peer-cert-type x509-sig

Tokyo Paris gateway To Paris sec-level compatible

Tokyo Paris bind interface tunnel.l

Tokyo Paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 10.2.2.0/24 interface tunnel.l
set vrouter trust-vr route 10.2.2.0/24 interface null metric 10

5. RES

set policy top name “To Paris” from trust to untrust Trust LAN Paris Office any
permit
set policy top name “From Paris” from untrust to trust Paris Office Trust LAN
any permit

save

3. #7114 CAID 5. E3KE CAID 5, il flLL N4 : get ike ca.
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Cll( EZ)

1. #%0O
set

set
set

set
set

set
set

2. bk

interface
interface
interface

interface
interface

interface
interface

ethernetl zone trust
ethernetl ip 10.2.2.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip 2.2.2.2/24

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

set address trust Trust LAN 10.2.2.0/24
set address untrust Tokyo Office 10.1.1.0/24

3. VPN

=24

set

set
set
set

(5k)

ike gateway To Tokyo address 1.1.1.1 main outgoing-interface ethernet3
preshare hlp8A24nG5 proposal pre-g2-3des-sha

vpn Paris
vpn Paris
vpn Paris

Tokyo gateway To Tokyo sec-level compatible
Tokyo bind interface tunnel.l
Tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any
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IEH

set ike gateway To Tokyo address 1.1.1.1 main outgoing-interface ethernet3
proposal rsa-g2-3des-sha

set ike gateway To Tokyo cert peer-ca 1

set ike gateway To Tokyo cert peer-cert-type x509-sig

set vpn Paris Tokyo gateway To Tokyo sec-level compatible

set vpn Paris Tokyo bind interface tunnel.l

set vpn Paris Tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any

4. I¥H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.l
set vrouter trust-vr route 10.1.1.0/24 interface null metric 10

5. KRR
set policy top name “To Tokyo” from trust to untrust Trust LAN Tokyo Office any
permit
set policy top name “From Tokyo” from untrust to trust Tokyo Office Trust LAN

any permit
save
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seffl - AT REERIuL S Eul 5 VPN, B3iE 4 IKE

ARG, “ A IKE” i H P =3 ] ul— X e GRIE PGS ) SREHEAR T (Tokyo) 70/ vl 5 B &Y
(Paris) 73 A w2 B e, 0T “BrBe1” M “BrBe 27 2egionl, faE—A “BrEe1” &80 At
J748 7€ pre-g2-3des-sha i iF 115 E rsa-g2-3des-sha, Jfh “WrBt 27 wFEiE X “Compatible” $EiX4E.
JI A X B ERTE trust-vr 1o

221 NetScreen ##% I

75311 NetScreen # 4% I
T ) DX B P 454

PTBCE X BRI SR .

Tokyo Tokyo s Paris
/ | ”/
Untrust_Tun Untrust Untrust Untrust Tun  Trust

X B X B

X B X B

i RN
Untrust [ B Untrust [X B¢
Tokyo eth3, 1.1.1.1/24 eth3, 2.2.2.2/24 Paris
% 1.1.1.250 i 2.2.2.250 Trust X B

Trust X Bt
| | eth1, 10.2.2.1/24

eth1, 10.1.1.1/24 X
3 ! % R ; ! :
VPN @i 5

WA PO PIEAEB “ AziE Y] IKE” B8 “ B39 IKE” iE, HAAODES
1. EXZEXBELN P ik,

2. DAl R Rt SE AR R BGE IR 4 H

3. ESCGEFEMRANEPIAHALA, I 4RE HUL = m P uak15.

H
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4. Gl “AzEH IKE” VPN,

5. BCEBIAMEBEE B A A B

6. I E M
16 P, WL h1p8A24nG5. BUE NS 5E A CA RSAIET, J44 Entrust FI/EIEBEAHLA
(CA). (HFSRIAINEAE P HIE R, 1SR 29 1 L “UE4iA1 CRL” . )

WebUI ({ %5 )

1. #O
Network > Interfaces > Edit ( %f - ethernet1 ): B ALLF A%, K55 Apply:
Zone Name: Trust

Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 10.1.1.1/24

L FNZ, AR5 Hd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f T* ethernet3 ): i ALL F %, AR5 %d OK:
Zone Name: Untrust
Static IP: ( H LI IE £ eI )
IP Address/Netmask: 1.1.1.1/24
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2. ok
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: Trust_LAN
IP Address/Domain Name:
IP / Netmask: (1£#+¢ ), 10.1.1.0/24
Zone: Trust
Objects > Addresses > List > New: #i AL F A%, &5 OK:
Address Name: Paris_Office
IP Address/Domain Name:
IP / Netmask: ( 1£$% ), 10.2.2.0/24
Zone: Untrust
3. VPN

VPNs > AutoKey Advanced > Gateway > New: #ii A LL F N2, &5 Hidi OK:
Gateway Name: To_Paris
Security Level: Custom
Remote Gateway Type:
Static IP Address: ( £#¥ ), IP Address/Hostname: 2.2.2.2

=
)

it
Ex}
g

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3

> Advanced: fii AL s, AR5 i OK IR [FISEA Gateway Pt & T
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
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(=)
EH

Outgoing Interface: ethernet3

> Advanced: ST A LL R SRR, K5 OK IRH|3EA Gateway Jit & 1 :
Security Level: Custom

Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Mode (Initiator): Main (ID Protection)
Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 i OK:
VPN Name: Tokyo_Paris
Security Level: Compatible

Remote Gateway: Predefined: ( i£$% ), To_Paris

4. BEH
Network > Routing > Routing Entries > trust-vr New: i AL NN %, K5 Hidi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( %% )
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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5. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Name: To/From Paris
Source Address:
Address Book Entry: (i%#f ), Trust_LAN
Destination Address:
Address Book Entry: (%% ), Paris_Office
Service: ANY
Action: Tunnel
Tunnel VPN: Tokyo_Paris
Modify matching bidirectional VPN policy: ( £+ )
Position at Top: ( i%£+%)
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WebUI [ £BZ%2)

1. #O
Network > Interfaces > Edit ( %f - ethernet1 ): I ALL NN, K5 Hdi Apply:
Zone Name: Trust
Static IP: ( H IR SEFELLE DN )
IP Address/Netmask: 10.2.2.1/24

WL AR, AR5l OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T ethernet3 ): I ALL F A%, SR5 il OK:
Zone Name: Untrust
Static IP: ( IR IEFESEIE TN )
IP Address/Netmask: 2.2.2.2/24

2. bk

Objects > Addresses > List > New: S AL F A%, X5 OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.2.2.0/24

Zone: Trust

Objects > Addresses > List > New: #i ALL F A%, X5 5l OK:
Address Name: Tokyo_Office
IP Address/Domain Name:

IP / Netmask: ( £F¢ ), 10.1.1.0/24
Zone: Untrust
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3. VPN

VPNs > AutoKey Advanced > Gateway > New: #ii AL F N2, &5 Hidi OK:

7Jﬁ\/\§&|j_|_\‘%ﬂ
(20)
EH

Gateway Name: To_Tokyo
Security Level: Custom
Remote Gateway Type:

Static IP Address: ( %£#¥f ), IP Address/Hostname: 1.1.1.1

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3

> Advanced: fii A\ LU T = Z0kCE, AR5 i Return, iR [EIJEA Gateway Fi'E it :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)

Outgoing Interface: ethernet3
> Advanced: fii AN LU T iR e, AR5 Hiol Return, G [RJEAS 0 5¢ 7 Mo & 0L
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Mode (Initiator): Main (ID Protection)
Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG

Juniper Networks NetScreen #2556 — 5 5 % : VPN 128



£ 45 i Euhis VPN

s Euh s VPN BLE

VPNs > AutoKey IKE > New: i A LL RN %, 4SR5 Hud; OK:
VPN Name: Paris_Tokyo

Security Level: Compatible

Remote Gateway: Predefined: ( %% ), To_Tokyo
4. F&H

Network > Routing > Routing Entries > trust-vr New: #ii AL F N %, X5 i OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (£F¢)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
5. KRR
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, R)5 ¥ OK:
Name: To/From Tokyo
Source Address:

Address Book Entry: (i%£#f ), Trust_LAN
Destination Address:

Address Book Entry: ( % ), Tokyo_Office
Service: ANY
Action: Tunnel
Tunnel VPN: Paris_Tokyo
Modify matching bidirectional VPN policy: ( #£F¢ )
Position at Top: (i%£+%)

Juniper Networks NetScreen #2556 — 5 5 % : VPN

129



% 45 shinBuhis VPN s Euh s VPN BLE

ClLl( #57)
1. #%0O

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bk

set address trust Trust LAN 10.1.1.0/24
set address untrust paris office 10.2.2.0/24

3. VPN

=%
set ike gateway to paris address 2.2.2.2 main outgoing-interface ethernet3
preshare hlp8A§4nG5 proposal pre-g2-3des-sha
set vpn tokyo paris gateway to paris sec-level compatible

(20)
IEH

set ike gateway to paris address 2.2.2.2 main outgoing-interface ethernet3
proposal rsa—gE—Bdes—sha

set ike gateway to paris cert peer-ca 1

set ike gateway to paris cert peer-cert-type x509-sig

set vpn tokyo paris gateway to paris sec-level compatible

4. ¥ 14 CAID 5. ZE3KE CA 1D 5, il N4 : get ike ca.
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4. H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

5. REg

set policy top name “To/From Paris”
paris office any tunnel vpn tokyo paris
set policy top name “To/From Paris”
Trust LAN any tunnel vpn tokyo paris
save

Cll( EZ)

1. #%0O
set

set
set

set
set

2. bk

interface
interface
interface

interface
interface

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3

zone trust
ip 10.2.2.1/24
nat

zone untrust
ip 2.2.2.2/24

set address trust Trust LAN 10.2.2.0/24

set address untrust tokyo office 10.1.1.0/24

3. VPN

M=%

set ike gateway to tokyo address 1.1.1.1 main outgoing-interface ethernet3

(20)

preshare hlp8A24nG5 proposal pre-g2-3des-sha
set vpn paris tokyo gateway to tokyo sec-level compatible

from trust to untrust Trust LAN

from untrust to trust paris office
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IEH

set ike gateway to tokyo address 1.1.1.1 main outgoing-interface ethernet3
proposal rsa—g§—3des—sha

set ike gateway to tokyo cert peer-ca 1

set i1ke gateway to tokyo cert peer-cert-type x509-sig

set vpn paris tokyo gateway to tokyo tunnel proposal nopfs-esp-3des-sha

4. IRH
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
5. KB

set policy top name “To/From Tokyo” from trust to untrust Trust LAN
tokyo office any tunnel vpn paris tokyo B

set policy top name “To/From Tokyo” from untrust to trust tokyo office
Trust LAN any tunnel vpn paris tokyo -

save
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Sefl : BT At Euhs VPN, $iSNER

EAG T, “HB)EH IKE” VPN J#E (A it =3 a5 HIE T (T E P 5 —A ) R0 -9 4 5t (Tokyo) 43
A FIELEL (Paris) 732 ][] NetScreen 4 2 [ 12 A% He . 224 2 w11 NetScreen ¥ 4% [1) Untrust [X Bz 11 A
HEA P Mok, AR ST A nl Rk ISP it DHCP 24 Untrust X B3 M Zh 44000 1P Mtk BT A AR
NetScreen 134511 Untrust [X Bt HL A [H e bk, Rk VPN 5 B2k B R A |l i ENL @liE ), @iz
WTE P SR Lok BAEE— . A 242X BRI Tunnel X BARTE trust-vr H,

221 NetScreen %% I
JITHCE (X B4 4 254

Tokyo i Paris

&€ By —m>
/

Trust

7 5Uf%) NetScreen %45 I
JITTC B (1) X B4 4 4544

Tokyo . Paris

Hn RiE AN
Tokyo Untrust X B Untrust [X B Paris
Trust X B eth3 Fl4 % eth3, 2.2.2.2/24 Trust [X B
eth1, 10.1.1.1/24 i ISP #45 i M 2.2.2.250 eth1, 10.2.2.1/24

wEmEn | ’DHgﬁﬁE‘?%ﬁ EEess

Tunnel.1 Tunnel.1
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Tt 840 % h1p8A24nG5. %P5 5% # CMIE -BFEAULIL (CA) Verisign 3575 7 RSA IE-, i HLHL T4

Mtk pmason@abc.com HHLAE NetScreen-A LA MUE H . (AXGRBOFINBAEBHER, B2
“UEPSRT CRL” o ) AT “BrBe1” M “BirBe 27 2o, faE “BrBe” $R (3 TR IE, Mo
pre-g2-3des-sha ; X} FiE15, Mok rsa-g2-3des-sha ) Jioh “BrEL 27 EF: “Compatible” 2135

1 VPN W18 P i 1) NetScreen 45 F#i N =M% H
e M (A trust-vr HANTCES A A B
o bIEIERE L ) H AR

556 29 T Ff

o P HARK Null B8 1. 24 Null i d o Boss s iR (2% ), DMEI SO m) H AR R — ik . i
2, WERGHAERL I RPIRASAS S 7, Hool s Dk A2 R 3h, ) NetScreen #4231l ] Null 2%

H1 (EDSERT ERFT T RES S AR MR SRS B ), AR SR i ey (B A AR s ) 4 LA KT )

BeJ5, T FOVE T R R SRR I S
WebUI [ 5 )
1. #O

Network > Interfaces > Edit ( %} J- ethernet1 ): B AL RN %, SRJ5Hi1 Apply:

Zone Name: Trust

Static IP: ( H LI IE £ eI )
IP Address/Netmask: 10.1.1.1/24

ERELL N NZ, R 5 Hd OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T- ethernet3 ): I ALL NN, K5 Hdi Apply:

Zone Name: Untrust

WMALLT AR, 55 OK:
Obtain IP using DHCP: (i%4%)°

5. Afeilit WebUl #55& DHCP k45 #3i IP Huhl, {Hniid CLI k178 e

Juniper Networks NetScreen #2556 — 5 5 % : VPN

134



£ 45 i Euhis VPN s Euh s VPN BLE

Network > Interfaces > New Tunnel IF: B AL F %, K55 OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (trust-vr)

Unnumbered: (i%£+% )
Interface: ethernet3 (trust-vr)

2. bt
Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: Trust_LAN

IP Address/Domain Name:
IP/Netmask: ( £+ ), 10.1.1.0/24
Zone: Trust
Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: Paris_Office
IP Address/Domain Name:

IP/Netmask: (£#¢ ), 10.2.2.0/24
Zone: Untrust

3. VPN

VPNs > AutoKey Advanced > Gateway > New: i A LU F N2, X5 Hid OK:
Gateway Name: To_Paris
Security Level: Custom

Remote Gateway Type:
Static IP Address: ( #£#¢ ), IP Address/Hostname: 2.2.2.2
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B E R
(20)
WEH

Preshared Key: h1p8A24nG5

Local ID: pmason@abc.com

Outgoing Interface: ethernet3

> Advanced: it A LL N =gt i &, AR5 Hiid Return, i [RIJEA Gateway Pic & It
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Aggressive

Local ID: pmason@abc.com®
Outgoing Interface: ethernet3
> Advanced: Fii A\ LA g0 B, AR5 Bl Return, Iz[H[2EA Gateway Fit'E it
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG

6. U-FQDN “pmason@abc.com” 40 HILAEIE (1) SubjectAltName Bt
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VPNs > AutoKey IKE > New: it AL F %Y, SR )5 i OK:
VPN Name: Tokyo_Paris
Security Level: Compatible
Remote Gateway:
Predefined: ( i%£#+% ), To_Paris

> Advanced: fii N LU T gt iE, AR5 it Return, IR [0[5EA AutoKey IKE
PC L L
Bind to: Tunnel Interface: ( #%#% ), tunnel.1
Proxy-ID: ( %)
Local IP / Netmask: 10.1.1.0/24
Remote IP / Netmask: 10.2.2.0/24
Service: ANY
4. FEH
Network > Routing > Routing Entries > trust-vr New: % AL F A%, K5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£#¢)
Interface: ethernet3
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: i AL NN %, K5 Hidi OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: (£$¢)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0

7. ISP it DHCP Bt ¢ IP bk
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Network > Routing > Routing Entries > trust-vr New: #i ALL F %, K5 il OK:

Network Address/Netmask: 10.2.2.0/24
Gateway: (i%£#%)

Interface: Null

Gateway IP Address: 0.0.0.0

Metric: 10

5. TRER
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 ¥ OK:

Source Address:

Address Book Entry: (i%£#f ), Trust_LAN
Destination Address:

Address Book Entry: ( i£#% ), Paris_Office
Service: Any
Action: Permit
Position at Top: (i%F% )

Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:

Source Address:

Address Book Entry: ( #£#¥ ), Paris_Office
Destination Address:

Address Book Entry: (i%£#f ), Trust_LAN
Service: Any
Action: Permit

Position at Top: ( £+%)
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WebUI [ £BZ%2)

1. #0O
Network > Interfaces > Edit ( %f T ethernet1 ): I AL NN, K5 Hidi Apply:
Zone Name: Trust
Static IP: ( HBLRfZEFE LD )
IP Address/Netmask: 10.2.2.1/24

ERLLFNZ, AR5 H S OK:
Interface Mode: NAT

Network > Interfaces > Edit ( X} T* ethernet3 ): fi AL F N2, SR )5 Hd OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address: 2.2.2.2/24

Network > Interfaces > New Tunnel IF: i ALL N N2, SRJ5Hd OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Unnumbered: (i%£+% )

Interface: ethernet3 (trust-vr)
2. ibhtb

Objects > Addresses > List > New: i AL F A%, K55l OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.2.2.0/24
Zone: Trust
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Objects > Addresses > List > New: #i AL F A%, #RJ5 % OK:
Address Name: Tokyo_Office

IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.1.1.0/24
Zone: Untrust

3. VPN
VPNs > AutoKey Advanced > Gateway > New: #i A LL N A%, SR )5 5l OK:
Gateway Name: To_Tokyo
Security Level: Custom
Remote Gateway Type:
Dynamic IP Address: ( £F¢ ), Peer ID: pmason@abc.com

=
)

it
Est
ol

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3

> Advanced: it A\ LL R midi i, AR5 HdT Return, & [FIEEA Gateway Pt & It
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Aggressive

(20)
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IEH
Outgoing Interface: ethernet3
> Advanced: I A LN I = E, X5 Hid Return, IR [FIJEA Gateway Pt & L :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: #it AL F N %, SR )5 #.if OK:
VPN Name: Paris_Tokyo
Security Level: Compatible
Remote Gateway:

Predefined: ( i%£#+% ), To_Tokyo

> Advanced: fii N LU T gt ikE, AR5 it Return, 1R [[5EA AutoKey IKE
[

Bind to: Tunnel Interface: ( #£#f ), tunnel.1
Proxy-ID: ( %% )
Local IP / Netmask: 10.2.2.0/24
Remote IP / Netmask: 10.1.1.0/24
Service: ANY
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4. H

Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:

Network Address/Netmask: 0.0.0.0/0

Gateway: (i%£#)
Interface: ethernet3

Gateway IP Address: (i£F% ), 2.2.2.250

Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:

Network Address/Netmask: 10.1.1.0/24
Gateway: ( £F%)

Interface: Tunnel.1

Gateway IP Address: 0.0.0.0

Network > Routing > Routing Entries > trust-vr New: #i ALL F N2, SRJ5 il OK:

Network Address/Netmask: 10.1.1.0/24
Gateway: ( %£F%)

Interface: Null

Gateway IP Address: 0.0.0.0

Metric: 10
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5. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book Entry: (i%£#f ), Trust_LAN
Destination Address:

Address Book Entry: ( i%£#% ), Tokyo_Office
Service: Any
Action: Permit
Position at Top: (i%F% )
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, R)5 ¥ OK:
Source Address:

Address Book Entry: ( % ), Tokyo_Office
Destination Address:

Address Book Entry: (i%#f ), Trust_LAN
Service: Any
Action: Permit

Position at Top: ( £+%)
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ClLl( #57)

1. #%0O
set

set
set

set
set
set

set
set

2. bk

interface
interface
interface

interface
interface
interface

interface
interface

ethernetl zone trust
ethernetl ip 10.1.1.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 dhcp client
ethernet3 dhcp client settings server 1.1.1.5

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

set address trust Trust LAN 10.1.1.0/24
set address untrust Paris Office 10.2.2.0/24

3. VPN

=%
ike gateway To Paris address 2.2.2.2 aggressive local-id pmason@abc.com
outgoing-interface ethernet3 preshare hlp8A24nG5 proposal pre-g2-3des-sha

set

set
set
set

(20)

vpn Tokyo
vpn Tokyo
vpn Tokyo

Paris gateway To Paris tunnel sec-level compatible
Paris bind interface tunnel.l
Paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any
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EH

set ike gateway To Paris address 2.2.2.2 aggressive local-id pmason@abc.com8

outgoing-interface ethernet3 proposal rsa-g2-3des-sha
set ike gateway To Paris cert peer-ca 1’
set ike gateway To Paris cert peer-cert-type x509-sig
set vpn Tokyo Paris gateway To Paris tunnel sec-level compatible
set vpn Tokyo Paris bind interface tunnel.l
set vpn Tokyo Paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any

4. I¥H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3"’
set vrouter trust-vr route 10.2.2.0/24 interface tunnel.l
set vrouter trust-vr route 10.2.2.0/24 interface null metric 10

5. KB
set policy top from trust to untrust Trust LAN Paris Office any permit

set policy top from untrust to trust Paris Office Trust LAN any permit
save

8. U-FQDN “pmason@abc.com” 40 ELAEIE 1K) SubjectAltName 7Bt
9. #7¥1KHCAIDS. ZHRINCA M ID 5, WAL T4 : get ike ca.
10. ISP i@ DHCP ZhAS$24LM 3¢ 1P ik, BRI A BELE AL+ 2
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Cll [ B%)
1. #0

set interface ethernetl zone trust

set interface ethernetl ip 10.2.2.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 2.2.2.2/24

set interface tunnel.l zone untrust
set interface tunnel.l ip unnumbered interface ethernet3

2. bk

set address trust Trust LAN 10.2.2.0/24
set address untrust Tokyo Office 10.1.1.0/24

3. VPN

=%
set ike gateway To Tokyo dynamic pmason@abc.com aggressive outgoing-interface
ethernet3 presHare h1lp8A24nG5 proposal pre-g2-3des-sha
set vpn Paris Tokyo gateway To Tokyo tunnel sec-level compatible
set vpn Paris Tokyo bind interface tunnel.l
set vpn Paris Tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any

(5k)
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IEH

set ike gateway To Tokyo dynamic pmason@abc.com aggressive outgoing-interface
ethernet3 propgsal rsa-g2-3des-sha

set ike gateway To Tokyo cert peer-ca 1t

set ike gateway To Tokyo cert peer-cert-type x509-sig

set vpn Paris Tokyo gateway To Tokyo tunnel sec-level compatible

set vpn Paris Tokyo bind interface tunnel.l

set vpn Paris Tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any

4. I¥H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.l
set vrouter trust-vr route 10.1.1.0/24 interface null metric 10

5. KRR
set policy top from trust to untrust Trust LAN Tokyo Office any permit

set policy top from untrust to trust Tokyo Office Trust LAN any permit
save

1. 71 5 CAID 5. 3R CA M ID 5, AL T4 : getike ca.
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B ETFRIEAE A2 S VPN, SiExER

FEABIF, VPN iR NetScreen-A Jolfi i Trust X Bt i H F 22 R B R S 2% 2RSS A AEA Y, DMZ [X
Bt, Ji#i NetScreen-B fi47'. NetScreen-B 1] Untrust X BtH: I —NE#AS IP Hulik, 4 NetScreen-A $E iz 2511
ISP, ik DHCP 4 H: Untrust X Bt#: 8L IP Hilik. B4 H A NetScreen-B [1) Untrust [X B¢ HLA7 i 5 Huhl:,
BRI VPN 15 B 45K 1 NetScreen-A J5 T [P FE L. NetScreen-A @ 7. TiliE 2 5, W% 015 Bkl Lk A
fEE—U. T X BEHRAE trust-vr 1%tk e,

Akt 5 () NetScreen-B |-
BTGB 1 X Bedti $h 454

P/ JH’J NetScreen-A |-
JITTC & (1) X B4 b 4544

Untrust
X B

B i
AT Untrust [X B Untrust [X B B /N
Trust [X Bt eth3 F1 M - eth3, 2.2.2.2/24 DMZ [X B
eth1, 10.1.1.1/24 i ISP AT % 2.2.2.250 eth2, 3.3.3.3/24

| | s RS

I 4—/ 3.3.3.5
VPN i > NetScreen-B ;IE‘)E\NT

UE]
=~ DHCP k% #s
y 2115

NetScreen-A

User

S| mSnE | LR ORISR #47) SMTP 2 POP3 i£4%2 fif, Phil 4%
;ﬁ;ﬁﬁ’&/ﬁ’/zf/j HTTP. FTP iz Telnet %7, LI{# NetScreen-A FEXTH
Phil HA 7 IR o
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TEAMH, A<Hy auth FH 7 Phil (83554 : pmason ; %05 : Nd4syst4 ) 2 Al s b (1 B A4 R 45 45 SR ) HL 7 B
o AT AR, RS2 IR © 26—k, FE SR VF Al A i AR Bl 8 2 7, NetScreen-A 7
AR FEHATIOUE"™ ¢ 35 0K, IBPRIRSS R TR R I 4 B I (¥ IDENT 5 skt b b AT 50 Uk

YER 1 N7 NetScreen-A Fil NetScreen-B [ i g S T & ik Z5 (TCP, 417 113), JfFH & T 2T 76
AL E FA 10.10.10.0/24 7 IHIZMEHT  HEEIRZ-#57 FEE L 120 %% IDENT 35K

WL =250 h1p8A24nG5. (B A2 5 # CIE BRI (CA) Verisign 345 T RSA UE1S, 1y H.HE -1 B
- pmason@abc.com HILTE NetScreen-A _FAMIE T F.  (FISREGH LT IE R, S5 29 1 Fi
“UEPFICRL” o ) AT “BYB1” F1 “BrBr 27 g, fae “PrB1” $280 (Tt =817, oA
pre-g2-3des-sha ; %f T-iE15, [k rsa-g2-3des-sha ) Jf-4 “BrBr 2”7 dEefie XK “Compatible” $HEiL4E.

WebUI (NetScreen-A)

1. #0
Network > Interfaces > Edit ( %} T- ethernet1 ): IALL F A%, K5 Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

LT NE, AR5 Hd OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T* ethernet3 ): #i AL F N %, SR)5Hd OK:
Zone Name: Untrust

Obtain IP using DHCP: (i&$% )™

12, 1T Phil & —NAER] ™, Bk, fEfbaEdE d SMTP sk POP3 ik 2 1, WAZI 56/ 5) HTTP. FTP i Telnet 4%, JX#¥, NetScreen-A mtfgH]—>Bik
B P L s et AT B DUR AT IAE . NetScreen-A X ABMEATINIES ,  #t AVAARIE VPN JEE 5 Al B 55 2% BEA T 1A

13. Afeilil WebUl $55E DHCP JIrg5#% 1 1P Hukil, HA@d CLI i Hat AT e 5E .«
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2.

AR
Objects > Users > Local > New: i AL F A%, SRJ5 50 OK:
User Name: pmason
Status: Enable
Authentication User: (1%£#¢)
User Password: Nd4syst4
Confirm Password: Nd4syst4

ik
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: Trusted_network

IP Address/Domain Name:
IP/Netmask: (£F¢ ), 10.1.1.0/24
Zone: Trust
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: Mail_Server
IP Address/Domain Name:

IP / Netmask: (1£#f ), 3.3.3.5/32
Zone: Untrust

Juniper Networks NetScreen #2556 — 5 5 % : VPN

150



£ 45 i Euhis VPN s Euh s VPN BLE

4. BR%

Objects > Services > Custom > New: #i AL N2, R Hd OK:
Service Name: ldent
Service Timeout:

Use protocol default: ( 3£+ )

Transport Protocol: TCP ( #%$%)
Source Port: Low 0, High 65535
Destination Port: Low 113, High 113

Objects > Services > Group > New: i AL A%, BAILLFIRS, A5 Hd OK:
Group Name: Remote_Mail

Group Members << Available Members:

HTTP
FTP
Telnet
Ident
MAIL
POP3

5. VPN

VPNs > AutoKey Advanced > Gateway > New: #j AL F N2, SR 5 Hiidi OK:
Gateway Name: To_Mail
Security Level: Custom
Remote Gateway Type:

Static IP Address: (1%£#f ), IP Address/Hostname: 2.2.2.2
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B E R
(=)
EH

Preshared Key: h1p8A24nG5

Local ID: pmason@abc.com

Outgoing Interface: ethernet3

> Advanced: il A\ LA T SR iCE, S8 il Return, ik [HJEA Gateway i & 0T :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Aggressive

Local ID: pmason@abc.com
Outgoing Interface: ethernet3
> Advanced: fii A\ LU T =2k E, AR5 il Return, iR [BIJEA Gateway Fi'E it :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
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VPNs > AutoKey IKE > New: i A LL RN %, 4SR5 Hud; OK:
Name: branch_corp

Security Level: Compatible
Remote Gateway Tunnel: To_Mail

6. &M

Network > Routing > Routing Entries > trust-vr New: #ii AL F N %, X5 i OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: ( %£#¢)
Interface: ethernet3
Gateway IP Address: 0.0.0.0"
7. RE&
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, R)5 ¥ OK:
Source Address:

Address Book Entry: ( #£$¥ ), Trusted network
Destination Address:

Address Book Entry: (%% ), Mail Server
Service: Remote_Mail
Action: Tunnel
VPN Tunnel: branch_corp
Modify matching bidirectional VPN policy: ( £+ )
Position at Top: ( 4% )

14, ISP it DHCP BSR4 ¢ 1P k.
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> Advanced: fiI A\ LU N s e, AR5 il Return, iz [FIJEA Policy BdE i :
Authentication: ( %+ )
Auth Server: Local

User: (1%£#% ), Local Auth User - pmason
WebUI (NetScreen-B)

1. #&0O

Network > Interfaces > Edit ( %f T- ethernet2 ): A LI F N, K5 Hdi OK:
Zone Name: DMZ
Static IP: (i HUE LRI )
IP Address/Netmask: 3.3.3.3/24

Network > Interfaces > Edit ( X T* ethernet3 ): #iALL F N %, X5 Hdi OK:
Zone Name: Untrust
Static IP: ( I IEFE LI TN )
IP Address/Netmask: 2.2.2.2/24

2. ibhtb
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: Mail Server

IP Address/Domain Name:

IP/Netmask: ( #£#% ), 3.3.3.5/32
Zone: DMZ
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Objects > Addresses > List > New: #i AL F A%, #RJ5 % OK:
Address Name: branch office
IP Address/Domain Name:

IP/Netmask: (i£+% ), 10.1.1.0/24
Zone: Untrust

3. BR%

Objects > Services > Custom > New: i AL FN%, RJ5 i OK:
Service Name: Ident
Service Timeout:

Use protocol default: ( i£+#¢)

Transport Protocol: TCP (i%$%)
Source Port: Low 0, High 65535
Destination Port: Low 113, High 113

Objects > Services > Group > New: i AL F A%, BAILLFIRS, )55 OK:

Group Name: Remote_Mail

Group Members << Available Members:
Ident
MAIL
POP3
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4. VPN

VPNs > AutoKey Advanced > Gateway > New: #ii AL F N2, &5 Hidi OK:
Gateway Name: To_branch
Security Level: Custom
Remote Gateway Type:

Dynamic IP Address: ( i£F¢ ), Peer ID: pmason@abc.com

=
)

it
E§t
il

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3

> Advanced: i A\ LU R K&, 485 i Return, 1R[54 Gateway it & 7 :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Aggressive

Outgoing Interface: ethernet3
> Advanced: il A\ LA T SR iCE, S8 il Return, ik [HJEA Gateway it & 0T :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
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VPNs > AutoKey IKE > New: i A LL RN %, 4SR5 Hud; OK:
VPN Name: corp_branch

Security Level: Compatible
Remote Gateway:
Predefined: ( i£F¢ ), To_branch

5. B&H
Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( %% )
Interface: ethernet3
Gateway IP Address: 2.2.2.250
6. RE
Policies > (From: DMZ, To: Untrust) New: i A LL F A%, K58l OK:
Source Address:

Address Book Entry: ( £+ ), Mail Server
Destination Address:

Address Book Entry: ( % ), branch office
Service: Remote_Malil
Action: Tunnel
VPN Tunnel: corp_branch
Modify matching bidirectional VPN policy: ( #£F¢ )
Position at Top: (%)
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CLI (NetScreen-A)

1. #%0O
set

set
set

set
set
set

2. HR

interface
interface
interface

interface
interface
interface

ethernetl
ethernetl
ethernetl nat

ethernet3
ethernet3
ethernet3

zone trust
ip 10.1.1.1/24

set user pmason password Nd4syst4

3. bk

set address trust “trusted network”
set address untrust

4. BR%

set
set
set
set
set
set
set
set

service ident

group
group
group
group
group
group
group

service
service
service
service
service
service
service

protocol tcp src-port 0-65535 dst-port 113-113

remote mail
remote mail
remote mail
remote mail
remote mail
remote mail
remote mail

“mail server”

add
add
add
add
add
add

zone untrust
dhcp client
dhcp client settings server 1.1.1.5

http
ftp
telnet
ident
mail
pop3

10.1.1.0/24
3.3.3.5/32
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5. VPN

B A

set

set

(k)
)

set

set
set
set

6. HH

set

7. RHE

set

set

save

ike gateway to mail address 2.2.2.2 aggressive local-id pmason@abc.com
outgoing-interface ethernet3 preshare hlp8A24nG5 proposal pre-g2-3des-sha
vpn branch corp gateway to mail sec-level compatible

ike gateway to mail address 2.2.2.2 aggressive local-id pmason@abc.com15
outgoing—interface ethernet3 proposal rsa-g2-3des-sha

ike gateway to mail cert peer-ca 1!

ike gateway to mail cert peer-cert-type x509-sig

vpn branch corp gateway to mail sec-level compatible

vrouter trust-vr route 0.0.0.0/0 interface ethernet3"’

policy top from trust to untrust “trusted network” “mail server”
remote mail tunnel vpn branch corp auth server Local user pmason
policy top from untrust to trust “mail server” “trusted network”
remote mail tunnel vpn branch corp

15. U-FQDN “pmason@abc.com” 545 i BLLEUE 51 SubjectAltName 7Bt .
16. #0715 CAID 5. ZHI CA W ID 5, HFHLLU 44 : get ike ca.
17. ISP ik DHCP &4 M ¢ 1P Huhik .
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CLI (NetScreen-B)

1. #O
set interface ethernet?2 zone dmz
set interface ethernet2?2 ip 3.3.3.3/24

set interface ethernet3 zone untrust
set interface ethernet3 ip 2.2.2.2/24

2. bk

set address dmz “mail server” 3.3.3.5/32
set address untrust “branch office” 10.1.1.0/24

3. BR%

set service ident protocol tcp src-port 0-65535 dst-port 113-113
set group service remote mail

set group service remote mail add ident

set group service remote mail add mail

set group service remote mail add pop3

4. VPN
Tt = % 4A

set ike gateway to branch dynamic pmason@abc.com aggressive outgoing-interface
ethernet3 preshare hlp8A24nG5 proposal pre-g2-3des-sha
set vpn corp branch gateway to branch tunnel sec-level compatible

(=)
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IEH

set ike gateway to branch dynamic pmason@abc.com aggressive outgoing-interface
ethernet3 proposal rsa-gZ2-3des-sha

set i1ke gateway to branch cert peer-ca 1

set ike gateway to branch cert peer-cert-type x509-sig
set vpn corp branch gateway to branch sec-level compatible

5. &R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250

6. REE

set policy top from dmz to untrust “mail server” “branch office” remote mail
tunnel vpn corp branch B

set policy top from untrust to dmz “branch office” “mail server” remote mail
tunnel vpn corp branch B

save

18. 171 5 CAID 5. E3KIN CA ID 5, EHHLI T4 : get ike ca.
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Sefl . T iRHmE b s VPN, FEEH

FEAG T, “FEhE 7 WIELE R 5T (Tokyo) 70w 5 LB

Trust X BCERAL T NAT #i3l. Hilibdn F -

* JRI:
- Trust X B2 11 (ethernet1): 10.1.1.1/24
- Untrust X Btz 1 (ethernet3): 1.1.1.1/24

OE%

K.

(Paris) 73~ " Z [IFEft T — A~ e fFil . BEuli Rif

- Trust X B2 11 (ethernet1): 10.2.2.1/24
- Untrust X Bt#z 0 (ethernet3): 2.2.2.2/24

Trust F1 Untrust 224X BERLE trust-vr % S d . Untrust X BE4: 10 (ethernet3) 124 VPN J@E 1) 320 .

75311 NetScreen %45 I
FITTC B X B3 S5 4

Tokyo . Paris
Q_—m%:—()
Trust Untrust

X B

GiEquy
Untrust [X B
eth3, 1.1.1.1/24

2% 1.1.1.250

Tokyo
Trust X Bt
eth1, 10.1.1.1/24

F

HBER

221 NetScreen 4% F
JITHCE (1 X B4R 4 254

Untrust

X B

0
Untrust [X &
eth3, 2.2.2.2/24

Paris

e

T E R
tunnel.1

VPN i i

W% 2.2.2.250 Trust [X B
| eth1, 10.2.2.1/24
>
i TE 4
tunnel.1
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P E WS, I C W8 UK NetScreen %45 AT UL N 8% -

1. N4Pe )44 X BORIIE B2 1 ) 4L 1 e 1P kil .

2. B VPN IEIE, 7F Untrust X BEA R L0, IR LY 2mERE .
3. 7E Trust Fl Untrust X B (118 8 i AN A b A e B it 5 ) 1P bk
4

B NI ) trust-vr FAR RS S 0 G I L T V3 ) H AR A b USGE T H RS Null B e
Null & i o m R (IE &%), DB m) H BRI~ —ASalik s b A, dnRIEE R O rpREas 4L
i, BRI DR B N AEES), W NetScreen £ 23 H Null #H ( RISERT EE57 T KIAS:
EAEATE SRR H ), mo A s i ( B R AR s (45 SR K ) o

5. NAAuhAIRE ) VPN A BGOSR .

WebUI [ 5 )

1. #0O
Network > Interfaces > Edit ( %f - ethernet1 ): #ALL F W%, R Apply:
Zone Name: Trust
Static IP: ( IR EFE LT )
IP Address/Netmask: 10.1.1.1/24

ERLLFNZ, AR5 H S OK:
Interface Mode: NAT
Network > Interfaces > Edit ( X} T* ethernet3 ): fi AL F N2, SR )5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24
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2,

Network > Interfaces > New Tunnel IF: i ALL NN %, SRJ5 T OK:

Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)

Unnumbered: (i%£+% )
Interface: ethernet3 (trust-vr)

ok
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: Trust_LAN
IP Address/Domain Name:
IP/Netmask: ( #£#¢ ), 10.1.1.0/24
Zone: Trust
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: Paris_Office
IP Address/Domain Name:
IP/Netmask: ( £+ ), 10.2.2.0/24
Zone: Untrust
VPN
VPNs > Manual Key > New: #i AL R 7, X5 i OK:
VPN Tunnel Name: Tokyo_Paris
Gateway IP: 2.2.2.2

Security Index: 3020 (Local), 3030 (Remote)

Outgoing Interface: ethernet3

ESP-CBC: (i£Ff)
Encryption Algorithm: 3DES-CBC
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Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

> Advanced: it AL s, AR5 il Return, iR [FIEEA Manual Key
T 0 P
Bind to: Tunnel Interface, tunnel.1
4. IRH
Network > Routing > Routing Entries > trust-vr New: #i AL F %, X5 Hdi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( £F%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: ( #£#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: #ii A LL F N2, k)5 i OK:
Network Address/Netmask: 10.2.2.0/24
Gateway: (£#¢)
Interface: Null
Gateway IP Address: 0.0.0.0
Metric: 10
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5. RAEg
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Name: To Paris
Source Address:

Address Book Entry: (i%#f ), Trust_LAN
Destination Address:

Address Book Entry: (%% ), Paris_Office
Service: ANY
Action: Permit
Position at Top: ( £+%)
Policies > (From: Untrust, To: Trust) New: % A LL N N%ZE, K5 Hd OK:
Name: From Paris
Source Address:

Address Book Entry: ( #£F¥ ), Paris_Office
Destination Address:

Address Book Entry: (i%£#f ), Trust_LAN
Service: ANY

Action: Permit
Position at Top: ( 4% )
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WebUI [ £BZ%2)

1. &0
Network > Interfaces > Edit ( %f T ethernet1 ): I AL NN, K5 Hidi Apply:
Zone Name: Trust
Static IP: ( IR IEFESEIE TN )
IP Address/Netmask: 10.2.2.1/24

EEELL N NZ, R 5 Hd OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T- ethernet3 ): I ALL F N, K5 Hdi OK:
Zone Name: Untrust

Static IP: (i HUE LRI )

IP Address/Netmask: 2.2.2.2/24
Network > Interfaces > New Tunnel IF: i A LLF N %, 285 ¥ OK:

Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (trust-vr)

Unnumbered: (i%£+% )
Interface: ethernet3 (trust-vr)

2. bk
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: (i£$f ), 10.2.2.0/24
Zone: Trust
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Objects > Addresses > List > New: #i AL F A%, #RJ5 % OK:
Address Name: Tokyo_ Office
IP Address/Domain Name:

IP/Netmask: (i£+% ), 10.1.1.0/24
Zone: Untrust

3. VPN
VPNs > Manual Key > New: i AL R A2, SR 5 Hdi OK:

VPN Tunnel Name: Paris_Tokyo
Gateway IP: 1.1.1.1
Security Index: 3030 (Local), 3020 (Remote)
Outgoing Interface: ethernet3
ESP-CBC: (i£Ff)
Encryption Algorithm: 3DES-CBC
Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

> Advanced: fii AN LU T st isE, AR5 i Return, 1R [[JEA Manual Key
JH T 0
Bind to: Tunnel Interface, tunnel.1
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4. ¥H
Network > Routing > Routing Entries > trust-vr New: % A LL F A%, k)5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£$¢)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
Network > Routing > Routing Entries > trust-vr New: #i AL F %, X5 Hdi OK:
Network Address/Netmask: 10.1.1.0/24
Gateway: (i%£#¢)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 10.1.1.0/24
Gateway: ( #£#%)
Interface: Null
Gateway IP Address: 0.0.0.0
Metric: 10
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5. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Name: To Tokyo
Source Address:

Address Book Entry: (i%#f ), Trust_LAN
Destination Address:

Address Book Entry: (i%#f ), Tokyo_Office
Service: ANY
Action: Permit
Position at Top: ( £+%)
Policies > (From: Untrust, To: Trust) New: % A LL N N%ZE, K5 Hd OK:
Name: From Tokyo
Source Address:

Address Book Entry: (%% ), Tokyo_Office
Destination Address:

Address Book Entry: (i%£#f ), Trust_LAN
Service: ANY

Action: Permit
Position at Top: ( 4% )
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Cl( #=)
1. &0

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

set interface tunnel.l zone untrust
set interface tunnel.l ip unnumbered interface ethernet3

2. bk

set address trust Trust LAN 10.1.1.0/24
set address untrust Paris Office 10.2.2.0/24

3. VPN

set vpn Tokyo Paris manual 3020 3030 gateway 2.2.2.2 outgoing-interface
ethernet3 esp 3des password asdlk24234 auth sha-1 password PNasl34a
set vpn Tokyo Paris bind interface tunnel.l

4. %H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 10.2.2.0/24 interface tunnel.l
set vrouter trust-vr route 10.2.2.0/24 interface null metric 10

5. KHE§
set policy top name “To Paris” from trust to untrust Trust LAN Paris Office any
permit
set policy top name “From Paris” from untrust to trust Paris Office Trust LAN

any permit
save
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Cll [ B%)
1. £#0

set interface ethernetl zone trust

set interface ethernetl ip 10.2.2.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 2.2.2.2/24

set interface tunnel.l zone untrust
set interface tunnel.l ip unnumbered interface ethernet3

2. bk

set address trust Trust LAN 10.2.2.0/24
set address untrust Tokyo Office 10.1.1.0/24

3. VPN

set vpn Paris Tokyo manual 3030 3020 gateway 1.1.1.1 outgoing-interface
ethernet3 esp 3des password asdlk24234 auth sha-1 password PNasl34a
set vpn Paris Tokyo bind interface tunnel.l

4. %H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.l
set vrouter trust-vr route 10.1.1.0/24 interface null metric 10

5. KHE§
set policy top name “To Tokyo” from trust to untrust Trust LAN Tokyo Office any
permit
set policy top name “From Tokyo” from untrust to trust Tokyo Office Trust LAN

any permit
save
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Seffl . T RIBEE R Euh S VPN, FEEH

EAG B A SDES n# A SHA-1 LR ESP, “TFah#4]” Wil E AR 5L (Tokyo) 4 /A ] AEEL (Paris)
A Z AL T — AN A EIE . RN R Trust X BCARALT- NAT Bisl. Huhban k-

o Rt o [MAX:
- Trust # 1 (ethernet1): 10.1.1.1/24 - Trust # 1 (ethernet1): 10.2.2.1/24
- Untrust 211 (ethernet3): 1.1.1.1/24 - Untrust #:11 (ethernet3d): 2.2.2.2/24

Trust L4 X B, Untrust 24X Bt L& Untrust_Tun 038 X BEESAE trust-vr B HE R . Untrust X BEE
(ethernet3) 1> VPN IS [ 1,

22 1X] NetScreen %+ I
JITHCE (1 DX B4 Hh 2544

<51 NetScreen 4% F
JITHCE (1 DX B 4 254

<3Tokyo : Paris Paris
Tr“it Untrust_Tun Untrust Untrust Untrust_ Tun  Trust
X Bt X B X Bt X Bt X B X B

WO HEO
Untrust [X B¢ Untrust X B
Tokvo eth3, 1.1.1.1/24 eth3, 2.2.2.2/24 Paris
y 5 1.1.1.250 %56 2.2.2.250 Trust [X &

Trust [X B
eth1, 10.1.1.1/24 ‘ eth1, 10.2.2.1/24

o,
: I % ERERL ; i :
VPN i 5
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SLVCE G, THAEMIE M) NetScreen %4 FHUTUL N AN 58 -

1.

2. [E VPN I#iE, F17F Untrust X Brrhdse s,
3. & Trust Fl Untrust i v i A A H A ze #4221 1P ik
4.  HNFBHMT S s A 5 .
5. 4 VPN {5 B v & R ms, A n] 38 o 28 08 X n) i )
WebUI ( ?FF’I‘_]
1. #O
Network > Interfaces > Edit ( %} T ethernet1 ): HIALL NN %, K5 Hd: Apply:
Zone Name: Trust
Static IP: ( I IEPE LI TN )
IP Address/Netmask: 10.1.1.1/24
LT N, R Hd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL F N %, K5 i OK:
Zone Name: Untrust
Static IP: ( LI ZEFELIETN )
IP Address/Netmask: 1.1.1.1/24
2. bt

B 1P sk 7y Bogs 40 € 22 X B BE

Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: Trust_LAN
IP Address/Domain Name:
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IP/Netmask: (i£+ ), 10.1.1.0/24
Zone: Trust

Objects > Addresses > List > New: S AL F A%, X5 Hd OK:
Address Name: Paris_Office
IP Address/Domain Name:

IP / Netmask: (1£# ), 10.2.2.0/24
Zone: Untrust

3. VPN
VPNs > Manual Key > New: #ij NLL NN %%, 2R )5 #idi OK:

VPN Tunnel Name: Tokyo_Paris
Gateway IP: 2.2.2.2
Security Index: 3020 (Local), 3030 (Remote)
Outgoing Interface: ethernet3
ESP-CBC: (1£#)
Encryption Algorithm: 3DES-CBC
Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

> Advanced: i AN LU T mdti’E, A5 Return, R [F[IEEA Manual Key
T 1 P T
Bind to: Tunnel Zone, Untrust-Tun
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4. ¥H
Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£$¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
5. KB
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 ¥ OK:
Name: To/From Paris
Source Address:

Address Book Entry: (i%£#f ), Trust_LAN
Destination Address:

Address Book Entry: ( #£#¥ ), Paris_Office
Service: ANY
Action: Tunnel
Tunnel VPN: Tokyo_Paris
Modify matching bidirectional VPN policy: ( #£F¢ )
Position at Top: ( £+%)
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WebUI [ £BZ%2)

1. #O
Network > Interfaces > Edit ( %f - ethernet1 ): I ALL NN, K5 Hdi Apply:
Zone Name: Trust
Static IP: ( H IR SEFELLE DN )
IP Address/Netmask: 10.2.2.1/24

WL AR, AR5l OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T ethernet3 ): I ALL F A%, SR5 il OK:
Zone Name: Untrust
Static IP: ( IR IEFESEIE TN )
IP Address/Netmask: 2.2.2.2/24

2. bk

Objects > Addresses > List > New: S AL F A%, X5 OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.2.2.0/24

Zone: Trust

Objects > Addresses > List > New: #i ALL F A%, X5 5l OK:
Address Name: Tokyo_Office
IP Address/Domain Name:

IP/Netmask: (£#¢ ), 10.1.1.0/24
Zone: Untrust
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3. VPN
VPNs > Manual Key > New: #ij AL NN %, X5 Hiidi OK:

VPN Tunnel Name: Paris_Tokyo
Gateway IP: 1.1.1.1
Security Index (HEX Number): 3030 (Local), 3020 (Remote)
Outgoing Interface: ethernet3
ESP-CBC: (i£#f)
Encryption Algorithm: 3DES-CBC
Generate Key by Password: asdlk24234
Authentication Algorithm: SHA-1
Generate Key by Password: PNas134a

> Advanced: i AL T mgti’E, AR5 Hd Return, R [F[IEEA Manual Key
AL E L

Bind to: Tunnel Zone, Untrust-Tun

4. BEH
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( %% )
Interface: ethernet3
Gateway IP Address: 2.2.2.250
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5. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Name: To/From Tokyo
Source Address:
Address Book Entry: (i%#f ), Trust_LAN
Destination Address:
Address Book Entry: (i%#f ), Tokyo_Office
Service: ANY
Action: Tunnel
Tunnel VPN: Paris_Tokyo
Modify matching bidirectional VPN policy: ( £+ )
Position at Top: ( i%£+%)
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ClLl( #57)
1. #%0O

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

ikl

set address trust Trust LAN 10.1.1.0/24
set address untrust paris office 10.2.2.0/24

VPN

set vpn tokyo paris manual 3020 3030 gateway 2.2.2.2 outgoing-interface
ethernet3 esp 3des password asdlk24234 auth sha-1 password PNasl34a
set vpn tokyo paris bind zone untrust-tun

B F

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

R

set policy top name “To/From Paris” from trust to untrust Trust LAN
paris office any tunnel vpn tokyo paris B

set policy top name “To/From Paris” from untrust to trust paris office
Trust LAN any tunnel vpn tokyo paris B

save
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Cll( EZ)

1.

O

set interface ethernetl zone trust

set interface ethernetl ip 10.2.2.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 2.2.2.2/24

ikl

set address trust Trust LAN 10.2.2.0/24
set address untrust tokyo office 10.1.1.0/24

VPN

set vpn paris tokyo manual 3030 3020 gateway 1.1.1.1 outgoing-interface
ethernet3 esp 3des password asdlk24234 auth sha-1 password PNasl34a
set vpn paris tokyo bind zone untrust-tun

B F

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250

R

set policy top name “To/From Tokyo” from trust to untrust Trust LAN
tokyo office any tunnel vpn paris_ tokyo B

set policy top name “To/From Tokyo” from untrust to trust tokyo office
Trust LAN any tunnel vpn paris tokyo B

save
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{£ A FODN BY#17S IKE P 3%

T TENATREL IP Hudilff) IKE %4805, a7Eue f M 5¢ 1 A H e B 3 8 S8 4 Ok 44 (FQDN). 404, T HE M iR 4%
FLHERT (ISP) A AT il DHCP #4 IP Huli 0 Bi4s % /. ISP MR A kb L B bk, FEAE 2 P N LIRS 29 Tic i L i
fk. R IKE X257 91A A28 1 FQDN, {HIL 1P Mk () 58 o eyl Tiiml . IKE X645 5 n] 4 =Fh 75 1489 ). FQDN %
BB IP bk “8R42 55”7 (DNS) Wbt (I FEfR b 5h 4 DNS ).
o IS IKE %4575 2 NetScreen # 4, NIl NetScreen %443k M ISP W 5 1) IP Hitikif, admin #30] F
&3 51 DNS AR 45 %% 587 FQDN 2| 1P Huhk fr st .
o IR IKE &5 25— VPN &%, H a7 8h4 DNS @4, WRZHEAT ] [ 8 H bk 56 5ol
40 DNS 4528, IXFEIRSS %800 5658 FQDN 21 IP ik g 2 .
o R IKE XJ45 5 & NetScreen ¥ 4 ol &AL RS 11 VPN £ ik 4%, WAL 51 413247 FQDN 2|
IP Mol BB R, $20E DNS 4528 - sl 28 i,

A Hh NetScreen % %% IKE 4577
ol
1111 — | WWw.ns.com @
‘ VPN i i Y
5 2.2.2.28 = www.ns.com

1. DHCP HRZ5#3 M IP Hudibith$eE 2.2.2.28, Ff-#iZ ik @
LY IKE %2575,

=
2. IKE X455 %87 i Mo bk 38 %0 DNS fiR45 2%, IXFEARSS 2% I\v
A 53 FQDN ] 1P bl ity i 2 .
2.2.2.10 — DHCP 45 2% DNS filz%5 2%

2279

ILAE T 5 AN R IKE 4577 (124 55 1P sl BT R (A H FQDN (TIASE IP $ihilk ) iS55 ieE “ Bah# 4] IKE”
VPN JiiH .
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£/ FQDN RYEZS IKE X

7l 2

WA NetScreen 146 #5111 DNS 2548 FURIEI—AN IP Huhl, D03k af i R IKE %4577 1% FQDN 514 .
U DNS M4 SR A 1Pk, W ACHA A48 PRI S Mk, Tk DINS 54548 0 R i k607 3

ARIE, RIEAHE NetScreen ¥t BEAL I A 1R IP Huhik, Jf H. IKE Bhignl

A NetScreen % 7%

A NetScreen 47y 2 5 Hoa fi
X4 7@ T IKE VPN JiE . oty
www.jnpr.net F/EIHE W OCH AL .

At NetScreen &%

DNS #rif] : www.jnpr.net = IP ?

b AL

RI

I IKE X467

DNS ik %5 %

y

A

NetScreen ¥ &1l H] It //,,,,,q\ls CE SN ~
IP Hutil. ~ www.jnpr.net = 1.1.1 202

www.jnpr.net = 1.1.1.114
www.jnpr.net = 1.1.1.20

WA RE IKE 447 fr 1 1.1.1.202,
WU IKE P ) o

AHh NetScreen % 4%

WA FE IKE
IR
1.1.1.114

14

A NetScreen &%

1.1.1.20, 1| IKE

TR IKE X4y

R IKE %4577
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sef5) : BB FQDN 9B 31Z 4 IKE 3557
ARG T, “HzhH IKE” VPN 8@ 4 it s g ol —6HEP (s P s — ) REEZR 5T (Tokyo) A dl 5
L2 (Paris) 73/~ \l 2 (A 22 ittt . L2 A N wl A B A EE I 1P Hbhl, DRI AR 540 2 W) R FE 625 75 1) FQDN
(www.nspar.com) F/EH: VPN il i e & oz Fe ) O il sk

L

PUNECE S X IE T VPN BTG X “BrB1” 1 “BrBe 2”7 229, /e “BrBL 17 323 (X0
515, Nk pre-g2-3des-sha ; X FE45, Mok rsa-g2-3des-sha ) 4 “BrEt 27 ¥E#TiE XL “Compatible”

R Py X BAARALT trust-vr

221 NetScreen %4 I
FITHCE ) DX B 2544 o

75311 NetScreen # 4% I
FITTC 1 X B A 4544

Tokyo ¢

&%DE
9 Untrust X E&

]

e eth3, ifiif DHCP 1)

Untrust [X Bt P i
Tokyo eth3, 1.1.1.1/24 WWWw.nspar.com Paris
Trust X Bt M 1.1.1.250 Trust [X B
eth1, 10.2.2.1/24

eth1, 10.1.1.1/24
i ‘
3 @l % HHKH ; l m Q
. VPNHEE

IE R : tunnel. WIERD : tunnel.1
ZEFE M ¢ : www.nspar.com RN 1.1.1.1
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R PL =R R ook B AL T i) “ A3 \KE” JliE, BACPIRWT
Y ) 22 A X BRI B2 1 B 140 BE 1P Mkl
JE U W SR B A e i oA, IR L= 3 A sl
FiE VPN J#IE, 76 Untrust X Bty o801, B dLgpe Bdms: 1, e & HACEE ID.
7 Trust A1 Untrust 1 TR 5 4 A A Y S f i s ) 1P Ml
i NH ) trust-vr SN R A 0 AR B E 8k T L ) H AR R DA R ) H AR Null B . A
Null B B Fef s I (&%), DMEILACHE [ HAR N — kg . 84, andmiEs: O prpRasas
N “rhlr, Bz O AR RS, W) NetScreen B2 ] Null i H1 ( ENs2 i EEFE T KIX4
EATATE DB B ), AN AR B R (R R AN RAE S % )
6. SNl e TR I R R A RS
16 s, WL PN h1p8A24nG5. BUEN NS 5E# LA RSAET, I Entrust FI/EIE BEAHLA
(CA). (A RIREAINEIEPBHME ., 550 NetScreen #5751/ ScreenOS 247514, # 4 %, VPN, )
WebUI ( Z5)
1. #&0O
Network > Interfaces > Edit ( %f - ethernet1 ): B A LL F A%, R M Apply:
Zone Name: Trust
Static IP: ( IR IE T )
IP Address/Netmask: 10.1.1.1/24

AR A

ERLLFNZ, AR5 Hd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL N %, K5 i OK:

Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1
Network > Interfaces > New Tunnel IF: s AL F A%, K55 d OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)

Unnumbered: (%% )
Interface: ethernet3 (trust-vr)

2. bt
Objects > Addresses > List > New: #i A LL F A%, X5 5 OK:
Address Name: Trust_LAN

IP Address/Domain Name:

IP/Netmask: (i£+% ), 10.1.1.0/24
Zone: Trust

Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: Paris_Office
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.2.2.0/24
Zone: Untrust
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£ FQDN Byzh7s IKE [ 3%

3. VPN

VPNs > AutoKey Advanced > Gateway > New: #i A LL N A%, SR )55l OK:

?ﬁ/\gﬁ}l}%ﬁ
(20)
WEH

Gateway Name: To_Paris
Security Level: Custom
Remote Gateway Type:

Static IP Address: (1£#% ), IP Address/Hostname: www.nspar.com

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3

> Advanced: i A\ LL N ik &, JR)5 ¥ Return, iR [0|5EA Gateway it & 71 :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)

Outgoing Interface: ethernet3
> Advanced: il A\ LA T SR iCE, S8 il Return, ik [FJEA Gateway it 0T :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG
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VPNs > AutoKey IKE > New: it AL F %Y, SR )5 i OK:
VPN Name: Tokyo_Paris
Security Level: Compatible
Remote Gateway:
Predefined: ( i%£#+% ), To_Paris

> Advanced: fii A LU T gt iE, AR5 Hidi Return, 1R [[JEA AutoKey IKE
[

Security Level: Compatible

Bind to: Tunnel Interface, tunnel.1
Proxy-ID: ( #%£$%)

Local IP / Netmask: 10.1.1.0/24
Remote IP / Netmask: 10.2.2.0/24
Service: ANY

4. B&H
Network > Routing > Routing Entries > trust-vr New: #ii AL F N2, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( #£F%)
Interface: ethernet3
Gateway IP Address: 0.0.0.0"

19. ISP it DHCP BSR4 ¢ 1P il .
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Network > Routing > Routing Entries > trust-vr New: #i ALL F %, K5 il OK:

Network Address/Netmask: 10.2.2.0/24

Gateway: ( %£#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0

Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:

Network Address/Netmask: 10.2.2.0/24
Gateway: ( %% )
Interface: Null
Gateway IP Address: 0.0.0.0
Metric: 10
5. TRER
Policies > (From: Trust, To: Untrust) New: i AL F N %S, X5 Hidi OK:
Name: To_Paris
Source Address: Trust_LAN
Destination Address: Paris_Office
Service: ANY
Action: Permit

Position at Top: (#%F% )
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Policies > Policy (From: Untrust, To: Trust) > New Policy: i AL F A%, AR5 Hd OK:

Name: From_Paris

Source Address: Paris_Office
Destination Address: Trust_LAN
Service: ANY

Action: Permit

Position at Top: ( £+%)
WebUI [ B%2)

1. EHZFEE
Network > DNS: A LI T W2, AR5 Hidi Apply:
Host Name: www
Domain Name: nspar.com

2. 0O
Network > Interfaces > Edit ( %f - ethernet1 ): I ALL NN, K5 Hdi Apply:
Zone Name: Trust
Static IP: (i HUE IERE LI )
IP Address/Netmask: 10.2.2.1/24

EHELUTNE, AR5 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( 5§ T- ethernet3 ): I ALL F A%, A5 Hdi OK:
Zone Name: Untrust

Obtain IP using DHCP: (i%#%)
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Network > Interfaces > New Tunnel IF: B AL F %, K55 OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (trust-vr)

Unnumbered: (i%£+% )
Interface: ethernet3 (trust-vr)

3. bt
Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: Trust_LAN

IP Address/Domain Name:
IP/Netmask: ( £+ ), 10.2.2.0/24
Zone: Trust
Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: Tokyo_Office
IP Address/Domain Name:

IP/Netmask: (£#¢ ), 10.1.1.0/24
Zone: Untrust

4. VPN

VPNs > AutoKey Advanced > Gateway > New: i A LU F N2, X5 Hid OK:
Gateway Name: To_Tokyo
Security Level: Custom

Remote Gateway Type:
Static IP Address: ( #£#¢ ), IP Address/Hostname: 1.1.1.1
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B E R
(k)
iEH

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3

> Advanced: fii A LU T = 2kCE, AR5 it Return, iR [BIJEA Gateway FL'E it :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)

Outgoing Interface: ethernet3
> Advanced: il A LL N SRR, 85 il Return, ik [FIJEA Gateway fic . it :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Preferred certificate (optional)
Peer CA: Entrust
Peer Type: X509-SIG
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VPNs > AutoKey IKE > New: it AL F %Y, SR )5 i OK:
Name: Paris_Tokyo
Security Level: Custom
Remote Gateway:

Predefined: ( £+ ), To_Tokyo

> Advanced: i A LU T mgtix s, A5 Hd Return, R [[EEA AutoKey IKE
il 5 0T

Security Level: Compatible

Bind to: Tunnel Interface, tunnel.1
Proxy-ID: (i%£#¢)

Local IP/Netmask: 10.2.2.0/24
Remote IP/Netmask: 10.1.1.0/24
Service: ANY

5. IKH
Network > Routing > Routing Entries > trust-vr New: % A LL F A%, SR i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( %£#¢)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 Hdi OK:
Network Address/Netmask: 10.1.1.0/24
Gateway: ( %£F%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
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Network > Routing > Routing Entries > trust-vr New: #i ALL F %, K5 il OK:

Network Address/Netmask: 10.1.1.0/24
Gateway: ( %£#%)
Interface: Null
Gateway IP Address: 0.0.0.0
Metric: 10
6. KEE
Policies > (From: Trust, To: Untrust) New: it ALL RN %%, X5 i OK:
Name: To Tokyo
Source Address: Trust_LAN
Destination Address: Tokyo_Office
Service: ANY
Action: Permit
Position at Top: ( #£#%)
Policies > (From: Untrust, To: Trust) New: % A LL N N%ZE, K5 Hd OK:
Name: From Tokyo
Source Address: Tokyo_Office
Destination Address: Trust_LAN
Service: ANY
Action: Permit

Position at Top: ( £+%)
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ClLl( #57)

1. #0
set

set
set

set
set

set
set

2. bk

set
set

3. VPN

interface ethernetl zone trust
interface ethernetl ip 10.1.1.1/24
interface ethernetl nat

interface ethernet3 zone untrust
interface ethernet3 ip 1.1.1.1/24

interface tunnel.l zone untrust
interface tunnel.l ip unnumbered interface ethernet3

address trust Trust LAN 10.1.1.0/24
address untrust paris office 10.2.2.0/24

it =4

set

set
set
set

(=)

ike gateway to paris address www.nspar.com main outgoing-interface
ethernet3 presﬁare h1lp8A24nG5 proposal pre-g2-3des-sha

vpn tokyo paris gateway to paris sec-level compatible

vpn tokyo paris bind interface tunnel.l

vpn tokyo paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any
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EH

set

set
set
set
set
set

4. H

ike

gateway to paris address www.nspar.com main outgoing-interface

ethernet3 proposal rsa-g2-3des-sha

ike
ike
vpn
vpn
vpn

gateway to paris cert peer-ca 1%

gateway to paris cert peer-cert-type x509-sig

tokyo paris gateway to paris sec-level compatible

tokyo paris bind interface tunnel.l

tokyo paris proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.2.0/24 any

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 10.2.2.0/24 interface tunnel.l
set vrouter trust-vr route 10.2.2.0/24 interface null metric 10

5. KK

set policy top name “To Paris” from trust to untrust Trust LAN paris office any
permit B B
set policy top name “From Paris” from untrust to trust paris office Trust LAN
any permit

save

20. #0715 CAID 5. Z3KI CA 1 ID 5, iHfHLI T4 : get ike ca.
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CLI( EZ)
1. EHNZFEZ

set hostname www
set domain nspar.com

2. #%0O
set interface ethernetl zone trust

set interface ethernetl ip 10.2.2.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip dhcp-client enable

set interface tunnel.l zone untrust
set interface tunnel.l ip unnumbered interface ethernet3

3. ok

set address trust Trust LAN 10.2.2.0/24

set address untrust tokyo office 10.1.1.0/24
4. VPN

=24

set ike gateway to tokyo address 1.1.1.1 main outgoing-interface ethernet3
preshare hlp8A24nG5 proposal pre-g2-3des-sha

set vpn paris tokyo gateway to tokyo sec-level compatible

set vpn paris tokyo bind interface tunnel.l

set vpn paris tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any

(5k)
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EH

set

set
set
set
set
set

5. KH

ike

gateway to tokyo address 1.1.1.1 main outgoing-interface ethernet3

proposal rsa-g2-3des-sha

ike
ike
vpn
vpn
vpn

gateway to tokyo cert peer-ca 1

gateway to tokyo cert peer-cert-type x509-sig

paris tokyo gateway to tokyo sec-level compatible

paris tokyo bind interface tunnel.l

paris tokyo proxy-id local-ip 10.2.2.0/24 remote-ip 10.1.1.0/24 any

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.l
set vrouter trust-vr route 10.1.1.0/24 interface null metric 10

6. REg

set policy top name “To Tokyo” from trust to untrust Trust LAN tokyo office any
permit
set policy top name “From Tokyo” from untrust to trust tokyo office Trust LAN
any permit

save
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BESEHEARY VPN 55

TR 1P ML FA XN, IR VPN X255 132 4540 W 2% (AR vl B &2, 6 T B Sk iy
Uiy SEAATA] (R0 R) VPN A5 R0, 3838 P i 1) NetScreen 1 £ W Z00R U5 AT H s W9 2 Hu ik ¥4 4 (NAT-src A1 NAT-dst) hH
T EA VPN 5 B
Xt F NAT-src, T P 3 (142 04 5N PE— (K1 I iR ZiUEAT 1P s, SRS T MR 307 IP (DIP) . AR5,
i aG VPN A5 B it sk ng o] LU F Ad A DIP tstibik () NAT-sre, 0 Ys Hu bl 4% 48 g vhe b= [a) Hh (g il
FNE A VPN {5 B AT NAT-dst, A H BL R PR 5 =
o JETHEMEI NAT-dst: 550 AT N ] NAT-dst, 4 A5k VPN A5 EOREAH ) — ANkl ikl oy DUR: T3 56 3%
FITAEI T MR ((EANEE il VPN {5 BT 1 A< s DIP st ityE i ), I8 1) BLS2 NetScreen 545 1) 4% £
A ) S AT R, (ST E NAT-dst I35 25000 2 i Bk il i 5 ., iS04 7-40 1L
B “NAT-Dst BB HHIERE” . )
o LA IP (MIP): g A LUK MIP 514 HbrHudl . MIP Huhl 5 3@ 38 8 10 kA7 T [7) — A7 M, {EARTE Hih
VPN 15 QR AT A3t DIP siya N . (5% MIP (5 B, 5S04 7-90 70 B “mesgt IP k" . )
HAT 5 & ik i3k s 1116 VPN A5 B RAE BTN 7 ) #R LR B A T Mk 4. ol 1 HH Sl U A0 P btk 5 N3l IR 9 1) H
FrtE AN GEAR [H] ( NAT-dst Huhiksl MIP ANGELE DIP il ), DR b N s R 3 ks oh 5 | i il AN BEXS R o

21, FE SN (A AN P2 rh 1P b 3040 B A AR [R] I (19 7 )

22. DIP ity {1y btk v [ e 50 A T I B4 1 BT AE (9 7 9 P, (ED 208 AN SR VR RS T R AL T 1 I R 1 IP ik, AT MIP = VIP $tihik o 05224 X B
Slb,;ifbﬂuﬁﬁﬁﬂ IP bk e 1 W Z SR 7 rh e SN JER TP A —AMERERT DIP . ARPEAIMEE, 1ES A 2-271 U LR “P DM
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27 B2 NetScreen e il i [f] — I8 I8 AU XLIA) VPN A5 EAPAT YA H bRt bk e ey, A LU PR+

o HHHETSEMSY VPN B E G XACHE ID. AEHEmsh 5 ] VPN JEIES, NetScreen ¥ # M 51 HI % 1)
WS ZH AR S HACEE ID. BRI ﬂi%u&&t}:t&%%ﬁ)ﬂﬂm%ﬁ NetScreen & % #0#% 5 H/CEE ID.
Aut, GBI A g S T VPN diE e 7 AREE ID, W) NetScreen i #-4 3 H H 7 e SCIRAREE
ID AN AIZ S 5 AR 2R 1D,

o RS TEHIN VPN JEIERCE, XA E LUEAT T AR ID. BAT ST K VPN GEIERCE S
ANBEAE SIS R A 5] VPN GBS . B2 (K, SRmeR 3 e R € HARI DT 1) ( SetFeldbsd ). 2% Hbx
(% F R AR SR E 2] VPN IS I IERE . i1 VPN JEIE A B 5 n) Ak, H Arstb ik Ak 25 5 A
H D SRS AHOCIEE, PR i T3l o Hoe U ID. (V1S ZE T VPN FCESE Vi A 5> VPN
WIE — BEAS “FrBr2” SA — REIEZ AN )

FELU AR, 25 8 AT E S ik s T (Y P At i 1) VPN JE TE (1 L

NetScreen-A VPN 18 NetScreen-B
PR 8 b 1 2 ) = P 1 [ . PN S b B ¥ ]
10.1.1.0/24 = e 10.1.1.0/24

tunnel.1 tunnel.2

10.10.1.1/24 10.20.2.1/24
S TP
10.10.1.2-10.10.1.2 DIP » MIP 10.20.2.5 (%10.1.1.5)
10.10.1.5 () 10.1.1.5 ) MIP < DIP 10.20.2.2-10.20.2.2

23. RILID & IKE X &5 Z I —Frbhis, Qs B S Acttbil . Rk A0 iR 25 1 — /N e Jo 41V, DU S v/ S e ol 3
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I i A P ) NetScreen B8 MRS HACEE ID (AnFEFE T SRS K VPN BCE IR EE ), DU st AT H ol S A=

B UL A ID:
NetScreen-A NetScreen-B
A e i &3 N by A %%
H g 10.10.1.2/32 10.20.2.5/32 Any N 10.20.2.5/32 10.10.1.2/32 Any
N 10.10.1.5/32 10.20.2.2/32 Any H 3k 10.20.2.2/32 10.10.1.5/32 Any

IEWERP R, AAEWAEL 1D —AS 2 i VPN S B m, s — A2 Ay VPN (5 BT .
NetScreen-A 1 VCKHE B 10.10.1.2/32 K i% %] 10.20.2.5/32 I5f, WAL HAT IKE Thig, FFAm “BrBe1”
FO“BYBL 27 2 4HEE (SA). “BrBL2” SA & NetScreen-A fk LTI HI54CEE ID, & NetScreen-B - i N kAt
H D,

RJE, 24 NetScreen-B ¥if5 Bl &% 3] NetScreen-A -, M 10.20.2.2/32 # 10.10.1.5/32 Kif5 B Ik mg & 42 F8
HBAE A PRI ID 3520 “BrBt 2”7 SA. Bk, WA BT RILA T “BrBE 17 SA (MRunLAAF IR %
HRNHA) H5AEE “BrBc 27 SA AT B ACER ID 7E L1 W7s A NetScreen-A 1 N ui4CHE ID &2 NetScreen-B
I SEARHE ID. i FHuMEAGTRR I B EARE CH ID, KA “BrEc2” SA (A4 VPN IEiE ).

A VPN A5 B QU —NEaE, v g SCRUT B MU ACEE 1D, i3 il 0 5 20 18 P s L e g st b

FH bRl
NetScreen-A NetScreen-B
A Hh LR i N LR i
10.10.1.0/24 10.20.2.0/24 Any 10.20.2.0/24 10.10.1.0/24 Any
o
0.0.0.0/0 0.0.0.0/0 Any 0.0.0.0/0 0.0.0.0/0 Any

T ARER 1D A LR P AN G AR A NS AT H A VPN S S A B A sk . Hihik 10.10.1.0/24 545 DIP it 10.10.1.2
-10.10.1.2 % MIP 10.10.1.5. [Al¥f, Hbhl 10.20.2.0/24 1335 DIP jth 10.20.2.2 -10.20.2.2 /% MIP 10.20.2.5*. Lfi
FIACH ID JEXTFRIY, EP NetScreen-A [ A HiHi bl /& NetScreen-B [HicfeHhl, &2 JR%R. W13 NetScreen-A ¥

24, Huhik 0.0.0.0/0 WA IP ik, it L3E DIP b jz MIP (sl
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B & i%%] NetScreen-B, M| “FhBt 2”7 SA MACH! ID i3&E AT M NetScreen-B %1% %] NetScreen-A [111Z B .
B, AN SR S BN T A “HrBe2” SA (RIFEAS VPN i ).

A — W& AT B Y NAT-src F1 NAT-dst (B HEAL T AN 15 W R sy, 28 HLAG B 28 ik 2 8] 1) 5 A ik s 18] 174 3L
{5 S — VPN s, 2 iE Qe 1D 2 (4 IP ) 0.0.0.0/0 — (f% 1P ) 0.0.0.0/0 — JRZ67, tnik
BIAEACHE 1D A B A AR bk, ) NAT-src F1 NAT-dst (1 bk 0825 76 A1 7] (K1 9

J&f5 : B NAT-Src #1 NAT-Dst BYi@iEEO

EARGIH, BAEFA L ) “NetScreen-A” 534N A w1 “NetScreen-B” Z [t E —4~ VPN ilii&. VPN
U SEAR R E A M S, eI 10.1.1.0/24 FR bl . ER b s, nl A NAT-sre #4 Huh VPN 5
SR Ys b IE DL NAT-dst #35 A\3if VPN {5 B A H stk . SRS Sovr4isk LAN A i Birg sk 21002 43 28 =) 0l 0
1] FTP HRk454%, It H FLVFor2 vl ol i B sl B bl S FTP RS 25

JERL 1 IR H b 25 F4 (NAT-src 71 NAT-dst) FIiE G, 152607 7 2 “Hill#5 7,
TH A Y i PR B TE BB DL 2400 A3hEH IKE, FidL2%4H ( “netscreent” ) LLICH “BrBe1” F “PrEe 2”7
PETIE X 22422k 5] “Compatible” . (XL PEAIGE R, WSS 11 0L “HEEhn”. )

APk ) NetScreen-A I H 2114 ethernet3, P #itl A 1.1.1.1/24, 314852 %] Untrust X Bt . 4 H 11
NetScreen-B ¥ iz il FI/E i f IKE 5%,

AT NetScreen-B ERH 2114 ethernet3, I IP #ihikh 2.2.2.2/24, F455€ £ Untrust X Bt F. A &S )
NetScreen-A ¥ izl FELfE IKE W%,

P~ NetScreen w45 111 Trust X Bt#2 1124 ethernet1, I IP 4 10.1.1.1/24. P4~ NetScreen ¥ % T A X
ERHBAL T trust-vr 8% ik Fest .
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b Jp 2N = F) NetScreen-A I
JITHC & () X B R 454

4543 % branch1 [1) NetScreen-B I+
T P X B AR 0 &

Untrust

X B

Untrust

B

7 B
ZFS EBS 1.5
1.1.1.250 2.2.2.250
(it I ng B
10.1.1.0/24 NetScreen -A NetScreen B 0.1.1. 0/24
Rg%5e A ’1!‘ Tunnel.1 10 10.1.1/24 Tunnel. 1 10 20.1.1/24
10115 || =
DIP 510.10.1.2-10.10.1.2 DIP 6 10.20.1.2 -10.20.1.2
NAT-Dst 10.10.1.5 —> 10.1.1.5 NAT-Dst 10.20.1.5 —> 10.1.1.5

WZE A LRI AT LU RS 5 Be 1925 B L9/ BT Ly e R4 A

L T 15 B8 SR 285 12 i ]9 VPN 3 )
==
( M2 A ‘ NetScreen-A NetScreen-B/ h b 4548 B
il ; VPN i o :
WAl Y “ypn1” 9% B
WebUI (NetScreen-A)

1. #0O
Network > Interfaces > Edit ( %f - ethernet1 ): A LL RN %, K55t Apply:
Zone Name: Trust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 10.1.1.1/24
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WEFELL N NEE, AR5 OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f T- ethernet3 ): I ALL F N, K5 Hdi OK:
Zone Name: Untrust
Static IP: ( IR £ I 5 )
IP Address/Netmask: 1.1.1.1/24

Network > Interfaces > New Tunnel IF: B AL F %, AR5 ¥ OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (trust-vr)

Fixed IP: (1£$%)
IP Address / Netmask: 10.10.1.1/24

2. DIP
Network > Interfaces > Edit ( %f - tunnel.1) > DIP > New: #i AL F N2, X5 il OK:

ID: 5

IP Address Range: (%£#%), 10.10.1.2 ~ 10.10.1.2
Port Translation: ( i£#f )

In the same subnet as the interface IP or its secondary IPs: ( Z£$f )
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3. bk
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: corp

IP Address/Domain Name:

IP/Netmask: (i%£+% ), 10.1.1.0/24
Zone: Trust

Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: virtualA
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.10.1.5/32
Zone: Trust

Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: branch1
IP Address/Domain Name:

IP/Netmask: (£F¢ ), 10.20.1.2/32
Zone: Untrust

Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: serverB
IP Address/Domain Name:

IP/Netmask: (1%£+% ), 10.20.1.5/32
Zone: Untrust
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4. VPN

VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:
VPN Name: vpni
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: (i£Ff)

Gateway Name: branch1

Type: Static IP: ( £F¢ ), Address/Hostname: 2.2.2.2
Preshared Key: netscreent

Security Level: Compatible

Outgoing Interface: ethernet3*

> Advanced: fii AL T gt ikE, AR5 i Return, 1R [[JEA AutoKey IKE

[N
Bind to: Tunnel Interface, tunnel.1
Proxy-ID: ( %% )
Local IP / Netmask: 10.10.1.0/24
Remote IP / Netmask: 10.20.1.0/24
Service: ANY

25. W OIA AR AL AR 1 FRE B IX B, ABAEAR] AT A X B
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5.

42

Network > Routing > Routing Entries > trust-vr New: #i ALL F N2, K5 il OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (i%£#)

Interface: ethernet3

Gateway IP Address: 1.1.1.250

Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 i OK:

Network Address/Netmask: 10.20.1.0/24
Gateway: ( %% )

Interface: tunnel.1

Gateway IP Address: 0.0.0.0

Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:

Network Address/Netmask: 10.20.1.0/24
Gateway: (£#¢)
Interface: Null
Gateway IP Address: 0.0.0.0
Metric: 10
R
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 i OK:
Source Address:

Address Book Entry: (%% ), corp
Destination Address:

Address Book Entry: (i%£#f ), serverB
Service: FTP
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Action: Permit

Position at Top: ( £+%)

> Advanced: it A LL T sk s, S5 i Return, R [FI3EA Policy P& it :
NAT:

Source Translation: ( £#%)
DIP On: 5 (10.10.1.2-10.10.1.2)/X-late

Policies > (From: Untrust, To: Trust) New: % A\ LL N N%ZE, K5 ¥ OK:
Source Address:

Address Book Entry: ( i%£#% ), branch1
Destination Address:

Address Book Entry: ( #£#f ), virtualA
Service: FTP
Action: Permit
Position at Top: (#%F% )
> Advanced: #ii AL s giCE, A8 E i Return, IR [FIZEA Policy P& i
NAT:
Destination Translation: ( i%£+% )
Translate to IP: (1£#%), 10.1.1.5
Map to Port: (7% )
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WebUI (NetScreen-B)

1. #0
Network > Interfaces > Edit ( %} J- ethernet1 ): B AL NN %, SRJ5Hi1 Apply:
Zone Name: Trust

Static IP: ( I IEFE LI TN )
IP Address/Netmask: 10.1.1.1/24

WEHELL N NEE, AR5 OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T ethernet3 ): I ALL F A%, SR5 il OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 2.2.2.2/24
Network > Interfaces > New Tunnel IF: s AL F A%, K55 d OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: ( 1£4%)
IP Address / Netmask: 10.20.1.1/24
2. DIP
Network > Interfaces > Edit ( %f - tunnel.1) > DIP > New: #i AL F N2, X5 Hili OK:
ID: 6
IP Address Range: (i£#f ), 10.20.1.2 ~ 10.20.1.2
Port Translation: ( i£+f )
In the same subnet as the interface IP or its secondary IPs: ( Z£$ )
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3. bk
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: branch1

IP Address/Domain Name:

IP/Netmask: (i%£+% ), 10.1.1.0/24
Zone: Trust

Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: virtualB
IP Address/Domain Name:

IP/Netmask: ( %+ ), 10.20.1.5/32
Zone: Trust

Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: corp
IP Address/Domain Name:

IP/Netmask: (i%+% ), 10.10.1.2/32
Zone: Untrust

Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: serverA
IP Address/Domain Name:

IP/Netmask: (i%£+% ), 10.10.1.5/32
Zone: Untrust
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4. VPN
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:
VPN Name: vpni
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: (i£Ff)
Gateway Name: corp

Type: Static IP: ( £F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreent

Security Level: Compatible

Outgoing Interface: ethernet3*®

> Advanced: fii AL T gt ikE, AR5 i Return, 1R [[JEA AutoKey IKE
[N

Bind to: Tunnel Interface, tunnel.1
Proxy-ID: ( %% )

Local IP / Netmask: 10.20.1.0/24
Remote IP / Netmask: 10.10.1.0/24
Service: ANY

26. W DA AR IR 1 FRE B X B, AEAEAE] AT R X B

Juniper Networks NetScreen #2556 — 5 5 % : VPN 211



£ 45 i Euhis VPN

BEHEEMUA VPN 3h 5

5. &R

Network > Routing > Routing Entries > trust-vr New: #i ALL F N2, K5 il OK:

Network Address/Netmask: 0.0.0.0/0
Gateway: (i%£#)

Interface: ethernet3

Gateway IP Address: 2.2.2.250

Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 i OK:

Network Address/Netmask: 10.10.1.0/24
Gateway: ( %% )

Interface: tunnel.1

Gateway IP Address: 0.0.0.0

Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:

Network Address/Netmask: 10.10.1.0/24
Gateway: (£#¢)
Interface: Null
Gateway IP Address: 0.0.0.0
Metric: 10
6. s
Policies > (From: Trust, To: Untrust) New: i AL F A%, K5 i OK:
Source Address:

Address Book Entry: ( i%£#f ), corp
Destination Address:

Address Book Entry: ( i£#f ), serverA
Service: FTP
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Action: Permit
Position at Top: ( £+%)

> Advanced: fii AN LU T st s, X5 Hd Return, iz [n[3EA Policy Bl i :
NAT:

Source Translation: ( #£$%)
DIP on: 6 (10.20.1.2-10.20.1.2)/X-late

Policies > (From: Untrust, To: Trust) New: i ALL F N %, X5 i OK:
Source Address:

Address Book Entry: ( #£$% ), corp
Destination Address:

Address Book Entry: ( i+ ), virtualB
Service: FTP
Action: Permit
Position at Top: ( #£#% )
> Advanced: I AL =ik E, R )5 i Return, iR [FI3EA Policy Bt i :
NAT:
Destination Translation: ( i%£+% )
Translate to IP: 10.1.1.5

Map to Port: (355 )
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CLI (NetScreen-A)

1. #0O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

set interface tunnel.l zone untrust
set interface tunnel.l ip 10.10.1.1/24

2. DIP
set interface tunnel.l dip 5 10.10.1.2 10.10.1.2
3. bk

set address trust corp 10.1.1.0/24

set address trust virtualA 10.10.1.5/32
set address untrust branchl 10.20.1.2/32
set address untrust serverB 10.20.1.5/32

4. VPN

set ike gateway branchl address 2.2.2.2 outgoing-interface ethernet3”’ preshare
netscreenl sec-level compatible

set vpn vpnl gateway branchl sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 10.10.1.0/24 remote-ip 10.20.1.0/24 any

27. WHEE DA AR IR 1 FRE B IX B, ABAEAR] AT R X B
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5. &R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 10.20.1.0/24 interface tunnel.l
set vrouter trust-vr route 10.20.1.0/24 interface null metric 10

6. KEE
set policy top from trust to untrust corp serverB ftp nat src dip-id 5 permit
set policy top from untrust to trust branchl virtualA ftp nat dst ip 10.1.1.5
permit
save

CLI (NetScreen-B)

1. #O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 2.2.2.2/24

set interface tunnel.l zone untrust
set interface tunnel.l ip 10.20.1.1/24

2. DIP
set interface tunnel.l dip 6 10.20.1.2 10.20.1.2
3. ek

set address trust branchl 10.1.1.0/24
set address trust virtualB 10.20.1.5/32
set address untrust corp 10.10.1.2/32
set address untrust serverA 10.10.1.5/32
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4. VPN

set ike gateway corp address 1.1.1.1 outgoing-interface ethernet3” preshare
netscreenl sec-level compatible

set vpn vpnl gateway corp sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 10.20.1.0/24 remote-ip 10.10.1.0/24 any

5. I%H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.10.1.0/24 interface tunnel.l
set vrouter trust-vr route 10.10.1.0/24 interface null metric 10

6. REE

set policy top from trust to untrust branchl serverA ftp nat src dip-id 6
permit

set policy top from untrust to trust corp virtualB ftp nat dst ip 10.1.1.5
permit

save

28. W LA AR IR 1 FRE B IX BU, AHAEARR] AT R X B
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iERRTRTS VPN

4 NetScreen &4 14T “3EW]” Azl (BRI, X463 06 IP Mkl JF FLZE OSI Rty “88 27 i847), o]
¥ VLANT IP sl FAF VPN 2611 5i. VPN GEIER S H A X BOiAS 2 e 0, 80T “Eh” 5t NAT B
(B, Xz HA 1P HuhkJtE HAE “55 =27 1817) H%Iﬂﬂ):% B SAL T, W V1-Untrust X B AESM X
Bt i 2 A 090 B[ — A m X B, W VPN G iE ap AR R AN

HER : AIREATHT, BT “GFH 7 BECHT NetScreen i 5 (X 1FH T FEms 9 VPN G “iFH 7 H=CHT 1790
156, IFZ0IF 2-104 T_LH) “EWHEC7.

29. OSI # M & ML DA R (A AT AR HERS T . OSI AR th-EANER I, Forh 2 R MR R, SR =J2 2 M%)= .
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iE A VPN

el

iEARtESN, ETFRERAIE 3154 IKE VPN

ARG, FEHE AT “FEH” BT RIPI S NetScreen Bt B E — ML THRBE T “ A3)%4H IKE” VPN

YEE 1 B 5 NetScreen i a5 77 1ALl - “iFH 7 .

— G AN AT LT 57 2 NAT #E2(

JHIE P9 um ) NetScreen Wac ) EEFCE LR T -

FRELE
V1-Trust [X B

V1-Untrust [X B
VLAN1 #1

Hiuhl:

IKE % 2%

VPN 18
SRS

AR Ay
I

A B 1P M Bk IS R A AT VLANT Hihk 26 1k VPN £ B,

NetScreen-A

Interface: ethernet1, 0.0.0.0/0
( IAHL admin Jo A )

Interface: ethernet3, 0.0.0.0/0

IP Address: 1.1.1.1/24
Manage IP: 1.1.1.2

local_lan: 1.1.1.0/24 in V1-Trust
peer_lan: 2.2.2.0/24 in V1-Untrust

gw1, 2.2.2.2, preshared key h1p8A24nG5,
security: compatible

security: compatible

local_lan -> peer_lan, any service, vpn1
peer_lan -> local_lan, any service, vpn1

IP Address: 1.1.1.250

0.0.0.0/0, A FH 3 iy I} 5%
1.1.1.250 ) VLAN1 £z

Il a9 O A LT “E T L i

NetScreen-B

Interface: ethernet1, 0.0.0.0/0
( hAH admin 5 &)
Interface: ethernet3, 0.0.0.0/0

IP Address: 2.2.2.2/24
Manage IP: 2.2.2.3

local_lan: 2.2.2.0/24 in V1-Trust
peer_lan: 1.1.1.0/24 in V1-Untrust

gw1, 1.1.1.1, preshared key h1p8A24nG5,
security: compatible

security: compatible

local_lan -> peer_lan, any service, vpn1
peer_lan -> local_lan, any service, vpn1

IP Address: 2.2.2.250

0.0.0.0/0, A5 FH3H A (4 5%
2.2.2.250 1 VLAN1 $11

AT VPN 15 B3 2 25 & BE B
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LA “iEN]” B NetScreen B HL B L TS “ oY IKE” EWAELL N D%
1. AWEERZ MR PTG 1P Hulil, IR OF0E 2128 2 J2 e X B

2. VLANT 04yl 4 BE IP bk,
3. 7E V1-Trust 1 V1-Untrust [X B i v i A A N 320 B oty 231 1P k.
4. WE VPN IEE, JRRILAMa X Bedi e i V1-Untrust X Bt.
5. HuAIEIA) trust-vr FPAMES BHAS RIGAE 2K .
6. AN A ALE T VPN {5 BT E SR
WebUI (NetScreen-A)
1. #0O

TEB 1 7 VLANT IP i 02711 721 NetScreen #2445 i —7> VLANT £ 10 #1511 /7 1 1%
Hi. W WebUI 7 & NetScreen i #-1t, I 1Eu5 L AipE w1 45 —1~ VLANT Hahf, K LHS 3 017 T
Ja]— T, g VLANT Hih) 7, 082 T AE T IP i), EUEE T E5 0T IP Hhl5 39 VLANT )
17Tl —F M. 2 0] FE 7 B T E v B (7 2/ PE L% NetScreen & & 1517197
Network > Interfaces > Edit ( % - VLANT $:10 ): B ALV RN %, SRJ5 ik OK:

IP Address / Netmask: 1.1.1.1/24

Manage IP: 1.1.1.2

Management Services: WebUI, Telnet, Ping®

30. Jy VA-Trust X BEAI VLANT 211 [ (¥ WebUI. Telnet fil Pin%ﬁ)ﬂ%@ﬁilﬁ, LI V1-Trust [X Bt g4t admin 1] LL7 i) VLANT B9 EE 1P ik, i o
1 J\él_}AN1 v@u Q/U1I-Trust1 EIZHEEA%EDLE FiE R WebUI (728, TUPKETEk il WebUI Vi i) NetScreen 1 # LIHEA TIX L6 B & . A2 1 4l W) P 45 0 1 A I
MR E WebUI il
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iE A VPN

Network > Interfaces > Edit ( %} T- ethernet1 ): i A LL R A%, SRJ5 41 Apply:

Management Services: WebUI, Telnet
Other Services: Ping

WFELL A, AR5l OK:
Zone Name: V1-Trust
IP Address/Netmask: 0.0.0.0/0
Network > Interfaces > Edit ( X T* ethernet3 ): #i AL NN, X5 Hd OK:
Zone Name: V1-Untrust
IP Address/Netmask: 0.0.0.0/0

2. bk
Objects > Addresses > List > New: #i AL N A%, X5 i OK:
Address Name: local_lan

IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.1.1.0/24
Zone: V1-Trust

Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: peer_lan
IP Address/Domain Name:

IP/Netmask: (i£F¢ ), 2.2.2.0/24
Zone: V1-Untrust
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3. VPN

VPNs > AutoKey Advanced > Gateway > New: #ii AL F N2, &5 Hidi OK:
Gateway Name: gw1
Security Level: Compatible
Remote Gateway Type:

Static IP Address: ( £$¥ ), IP Address/Hostname: 2.2.2.2

Preshared Key: h1p8A24nG5
Outgoing Zone: V1-Untrust

VPNs > AutoKey IKE > New: #it AL F N %, SR )5 #.if OK:
VPN Name: vpn1
Security Level: Compatible
Remote Gateway:

Predefined: (i%£#+ ), gw1

4. F&H
Network > Routing > Routing Entries > trust-vr New: #ii AL F N2, #RJ5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£#¢)
Interface: VLAN1 (VLAN)
Gateway IP Address: 1.1.1.250
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5. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book Entry: (%% ), local_lan
Destination Address:
Address Book Entry: (i%£#+% ), peer_lan
Service: ANY
Action: Tunnel
Tunnel VPN: vpn1
Modify matching bidirectional VPN policy: ( £+ )
Position at Top: ( £+%)
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WebUI (NetScreen-B)
1. #&0O

YEB 1 15 VLANT IP M5 B 50 2N Jel i 7 218 NetScreen i 4 Wik 57 —1~ VLANT B2 L1097 17 84
. Wil WebUI fil & NetScreen i #4#/, L 1E5 A AFE L) ] 7 —1~ VLANT Hihl, AL Bt a7 T
Jil—TF M. 2 VLANT #4057, CAATE L ET4 0T IP ), LUERE T 1ES5 1 IP 5579 VLANT 114/
BE T —F . 3] AT T3 R B FV |- NetScreen it & #1451 7191,
Network > Interfaces > Edit ( % T VLAN1T #:10 ): #iALL F A%, X580 OK:
IP Address/Netmask: 2.2.2.2/24
Manage IP: 2.2.2.3
Management Services: WebU
Network > Interfaces > Edit ( %} T* ethernet1 ): B ALL R A%, SR 50 Apply:
Management Services: WebUI, Telnet

31
I

, Telnet, Ping

Other Services: Ping

WFELL NN, AR5t OK:
Zone Name: V1-Trust
IP Address/Netmask: 0.0.0.0/0
Network > Interfaces > Edit ( %f T ethernet3 ): I AL F N ZE, AR5 i OK:
Zone Name: V1-Untrust
IP Address/Netmask: 0.0.0.0/0

31, WAL VLANT F1 VA-Trust X B M F A i WebUI B HE, LK Gi2aE S WebUI Vsl NetScreen 54 LLHEATIX S B o 200 1 Sl i 420 65 3 4%
FEIXEERE 1 L YE WebUI n] 4 B .
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2. bt

Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: local_lan

IP Address/Domain Name:
IP/Netmask: (%), 2.2.2.0/24
Zone: V1-Trust
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: peer_lan
IP Address/Domain Name:

IP/Netmask: (£F¢ ), 1.1.1.0/24
Zone: V1-Untrust

3. VPN
VPNs > AutoKey Advanced > Gateway > New: #ii AL F N2, &5 Hidi OK:
Gateway Name: gw1
Security Level: Compatible
Remote Gateway Type:

Static IP Address: (i%£$¢ ), IP Address/Hostname: 1.1.1.1
Preshared Key: h1p8A24nG5

Outgoing Zone: V1-Untrust
VPNs > AutoKey IKE > New: i ALL N NS, 285 i OK:
VPN Name: vpn1
Security Level: Compatible
Remote Gateway:
Predefined: ( i£F¢ ), gwi
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4. ¥H
Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£$¢)
Interface: VLAN1 (VLAN)
Gateway IP Address: 2.2.2.250
5. KR
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 ¥ OK:
Source Address:
Address Book Entry: (%4 ), local_lan
Destination Address:
Address Book Entry: ( i%£#+% ), peer_lan
Service: ANY
Action: Tunnel
Tunnel VPN: vpn1
Modify matching bidirectional VPN policy: ( £+ )
Position at Top: ( #£#% )
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iERREI VPN

CLI (NetScreen-A)

1. EOMXE
unset interface ethernetl ip
unset interface ethernetl zone

set
set
set
set

interface ethernetl zone vl-trust

zone vl-trust manage web
zone vl-trust manage telnet
zone vl-trust manage ping32

unset interface ethernet3 ip
unset interface ethernet3 zone

set interface ethernet3 zone vl-untrust

set
set
set
set
set

2. bk

set address vl-trust local lan 1.1.1.0/24
set address vl-untrust peer lan 2.2.2.0/24

3. VPN

interface
interface
interface
interface
interface

vlanl
vlanl
vlanl
vlianl
vlanl

ip 1.1.1.1/24
manage-ip 1.1.1.2
manage web
manage telnet
manage ping

set ike gateway gwl address 2.2.2.2 main outgoing-interface vl-untrust preshare

hlp8A24nG5 sec-level compatible
set vpn vpnl gateway gwl sec-level compatible

32. JJ V1-Trust X BEfI VLANT #2100 F (¥ WebUI.  Telnet 1 Ping Ji FH & BLIE TR, DME V1-Trust X B A admin 7T LLY5 ] VLANT B H 1P Hbhk,
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4. H

set vrouter trust-vr route 0.0.0.0/0 interface vlanl gateway 1.1.1.250

5. REg

set policy top from vl-trust to vl-untrust local lan peer lan any tunnel vpn
venl B B

set policy top from vl-untrust to vl-trust peer lan local lan any tunnel vpn
vpnl

save

CLI (NetScreen-B)

1. EOMXE
unset interface ethernetl ip
unset interface ethernetl zone
set interface ethernetl zone vl-trust
set zone vl-trust manage

unset interface ethernet3 ip
unset interface ethernet3 zone
set interface ethernet3 zone vl-untrust

set interface vlanl ip 2.2.2.2/24
set interface vlanl manage-ip 2.2.2.3
set interface vlanl manage

2. bk

set address vl-trust local lan 2.2.2.0/24
set address vl-untrust peer lan 1.1.1.0/24
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3. VPN

set ike gateway gwl address 1.1.1.1 main outgoing-interface vl-untrust preshare
hlp8A24nG5 sec-level compatible

set vpn vpnl gateway gwl sec-level compatible

4. I¥H
set vrouter trust-vr route 0.0.0.0/0 interface vlanl gateway 2.2.2.250
5. KRR
set policy top from vl-trust to vl-untrust local lan peer lan any tunnel vpn
vpnl
set policy top from vl-untrust to vl-trust peer lan local lan any tunnel vpn
venl
save
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NetScreen W25 ik "5 VPN . n] LIAC & HAFHA IP 3k ¥) NetScreen w45, MImHife A
NetScreen-Remote 7% )" i 5 A Az A IP Hulil [ H & NetScreen ¥ £ [F] IPSec iHiE %4>,

AR TS VPN & 1va )

e 230 WL LM “Pk5 VPN
- 231y kg Yol B TRk S VPN, A3E Y IKE”
— ZF 240 WU L “Yupl : EETEE RIS VPN, shA X7
— ZB 252 Ui bBpy “yufil  FETSRIE RS VPN, BhasxaETr 7
— 263 5L LRy “YEfl ATk VPN SRS

e 270 T LfY) “41 IKEID”
— %276 i by “Yufdl : 41 IKE ID (iE15)”
— #5285 5l i “yufl ;4 IKE ID ( Pt )

e 292yt Iff) “HL= IKEID”
— %5293 j{ EiY “YE4 : L IKE ID ( FiL )7
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S VPN
ALK EEAS VPN 5 H P e E e, el DL P4l VPN #5441, M A %ﬁﬁfﬁﬁaay/\ o Rt

IKE ID H /7, &R X—fH e, 17H§FE’JIKE ID 1E R &N kS IKE 1) IKE ID #)—#54) Eﬁjﬁwﬁiﬁﬁﬁ)ﬂ
U, D7 BRI TR, RO AN BRI E AR IKE P

TEB 1 O IKE H P HRTIEAF im0 7 8-76 W L/ “IKE /A4 7. HF “HIKEID” 551
AR, #2545 270 1 L1 “4IKEID”.

WIRTR 5% 7 i Re S HF R LA IP Hulik ( NetScreen-Remote BIS7 5 ), b n] Qg shA 025 4k 5 VPN, “ H 31354
IKE” il ( AA DL HBGET ). ol DUHERES IP HilikBCE NetScreen ﬁi‘ﬂ?@ MR R A
NetScreen-Remote 7 i 5 H A 8 2 IP Mk & NetScreen ¥4 1) IPSec IHIH 224>,

YER : XA VPN E TR 1GE, mZh# 1 5, “IPSec”. HHXMEHETF I HEFENIEF, F504% 3
#, “VPN W

A2 VPN $85 H Fie B 2 T 56ms 1) VPN GBS . 5 TR S ah Axa5 & i, n & 56 T SR ol T 1 1 VPN,
TR 5 Bh A5 7 % 7 i n] SR RERLN 38 IP Hidik ( NetScreen-Remote B SRR ), R nl i@ ik 15 & (R i % i &
ZERLN AL B R 45 H o IXFE AL VFAE NetScreen ¥ £ FiZ 045 7 2 ) B &0k T 1% i 1) VPN i .

TR 1 BRI S5 5 T s 1P G S IRIHAL IS 25 B8 XS 7 5 20 o 25 kit S5 LT

1. RS EE T B R T B i, E SRR 1P Mk
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effl : ETFRIERIE S VPN, BE1% 40 IKE

EASEHI Y, “ ABhEY] \KE” MW 3t = 28 9 sl fdi ] — e (WiE® i —A ), 124 IKE 7 Wendy
A1 UNIX 457 2 [ ) 22 45 1 . M3 FR R Ad F i 3DES hn%% Jf H ./l SHA-1 JAUEI ESP.

HEA UL HGE DR “ B IKE” WE “HahEH IKE” i, ZREMG ST UF RS
1.k Trust Al Untrust X BERCE 2200, PIANX BEERLE trust-vr B i 3B FEIE D

2. 7t Trust X Bm il 4 A UNIX Hi 255 i sk
3. 4 Wendy & X4 IKE H s
4. MEZEMICH “HAzh%HH IKE VPN,
5. WEIEHKE.
6. @A Untrust X Bt 2 Trust X Bt ik FH P Ui Rl UNIX ) S50
TFEH - Wendy A
NetScreen-Remote Untrust [X B M TS /NES
ethernet3, 1.1.1.1/24 Trust [X B¢
o — M2 1.1.1.250 ethernet1, 10.1.1.1/24
. T L cem UNIX i % 2
g\ \
Untrust
X B
2. FFLEZEYN h1p8A24nG5. HEM NS HEMOLHIER. AXRIEBMIEMER, ESHSE 29 By “uFHF CRL” .
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# = VPN
PILE 2 h1p8A24nG5. AVuhIEE NS 5 FH A B4 HA Verisign KA RSA IE15, JEH
NetScreen-Remote |/ AHbiE 11U U-FQDN wparker@email.com. (A 3REUFIINZIEB ISR, iES 5 29

GUEM “UEF CRL” o ) AT “BrBe 17 Al “BrBr2” 249, e “BrBe1” S (TS TR
pre-g2-3des-sha, XiE154 rsa-g2-3des-sha ) Jfxf “BrE 27 EFETIE X “Compatible ( #f%s )” HEil4E.

WebUI

1. #0
Network > Interfaces > Edit ( Xf - ethernet1 ): B ALL R A%, K55 Apply:
Zone Name: Trust

Static IP: ( HBLRfZE R LE DN )
IP Address/Netmask: 10.1.1.1/24

LT NZ, R H S OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T ethernet3 ): I AL F %, SR)5 il OK:
Zone Name: Untrust
Static IP: ( IR IEFESEIE TN )

IP Address/Netmask: 1.1.1.1/24
2. bk

Objects > Addresses > List > New: S AL F A%, X5 Hd OK:
Address Name: UNIX
IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.1.1.5/32
Zone: Trust
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3. AR
Objects > Users > Local > New: i AL F A%, SRJ5 50 OK:
User Name: Wendy
Status: Enable ( 4% )
IKE User: (i%£#)
Simple Identity: (£ )
IKE Identity: wparker@email.com
4. VPN
VPNs > AutoKey Advanced > Gateway > New: #ii AL F N2, &5 Hidi OK:
Gateway Name: Wendy_NSR
Security Level: Custom
Remote Gateway Type:

Dialup User: ( 1£4% ), User: Wendy

=
)

it
Ex}
g

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3

> Advanced: #ii A\ L N SR s, 285 Lt Return, JR[FJEA Gateway fid & T :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Aggressive
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()
IEH
Outgoing Interface: ethernet3
> Advanced: it A LL N =gk ®, 8 Hiili Return, iR[A[3EA Gateway e E U :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 i OK:
VPN Name: Wendy_UNIX
Security Level: Compatible
Remote Gateway:
Predefined: ( £#f ), Wendy_NSR

5. H
Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 Hdi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (i%£#¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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6. REE
Policies > (From: Untrust, To: Trust) New: i AL NN %, K5 %d OK:
Source Address:

Address Book Entry: (i%#f ), Dial-Up VPN
Destination Address:

Address Book Entry: (i%£#+% ), UNIX
Service: ANY
Action: Tunnel
Tunnel VPN: Wendy_UNIX
Modify matching bidirectional VPN policy: ( i&5F# )
Position at Top: ( i%£+% )

CLI

1. #0O

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bk

set address trust unix 10.1.1.5/32

3. AR

set user wendy ike-id u-fgdn wparker@email.com
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# S VPN

4. VPN
Mt ZEH

set

Ex}

ike gateway wendy nsr dialup wendy aggressive outgoing-interface ethernet3
preshare hlp8A24nG5 proposal pre-g2-3des-sha

set vpn wendy unix gateway wendy nsr sec-level compatible
(8k)
IEH
set ike gateway wendy nsr dialup wendy aggressive outgoing-interface ethernet3
proposal rsa-g2-3des-sha
set i1ke gateway wendy nsr cert peer-ca 1°
set ike gateway wendy nsr cert peer-cert-type x509-sig
set vpn wendy unix gateway wendy nsr sec-level compatible
5. I&H
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

6. REE

set

policy top from untrust to trust “Dial-Up VPN” unix any tunnel vpn
wendy unix

save

3. #7714 CAID %,

ETE CAMID 5, EMHLI T a4 : get pki x509 list ca-cert.
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NetScreen-Remote &£ ZhE473555

1. Hi5 Options > Secure > Specified Connections.
2. i Add a new connection, £ HLFHTIE R EIAR 55N UNIX,
3. WCEIEREN :
Connection Security: Secure
Remote Party Identity and Addressing:
ID Type: IP Address, 10.1.1.5
Protocol: All
Connect using Secure Gateway Tunnel: ( i£$)
ID Type: IP Address, 1.1.1.1
4. BT UNIX BAR 20 iin s, FETT I3 SEng .
5. il My Identity: $h47 DL N AT —3#4F
#il; Pre-shared Key > Enter Key: % A\ h1p8A24nG5, %X/ .ili OK.
ID Type: ( £+ E-mail Address ), #AJ5%# A\ wparker@email.com.
()
M “Select Certificate” 7413 HiEHFE—MiET .
ID Type: ( $% E-mail Address )*

6. 7 Security Policy El¥r, Jfik#¢ Aggressive Mode, %X/l Enable Perfect Forward Secrecy
(PFS).

7.  H.i7 T Security Policy ElbrZciiifiin's, 4XJ5#.idi Authentication (Phase 1) il Key Exchange (Phase 2)
Aenpmng, LRI .

4. OREUEPI R HE Ok B B BB AR AT B
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# S VPN

8. . Authentication (Phase 1) > Proposal 1: i1 FAiF 5 i f 5%
Authentication Method: Pre-Shared Key
(=)
Authentication Method: RSA Signatures
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2

9. #il; Key Exchange (Phase 2) > Proposal 1: &L T IPSec 11X :
Encapsulation Protocol (ESP): (i£$¢)
Encrypt Alg: Triple DES
Hash Alg: SHA-1

Encapsulation: Tunnel

10. 'iil; Key Exchange (Phase 2) > Create New Proposal: 4L, F IPSec til :

Encapsulation Protocol (ESP): ( %+ )
Encrypt Alg: Triple DES
Hash Alg: MD5

Encapsulation: Tunnel

11. i Key Exchange (Phase 2) > Create New Proposal: £ #:LL T IPSec 1 :

Encapsulation Protocol (ESP): (i£$f)
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Tunnel
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12. i Key Exchange (Phase 2) > Create New Proposal: i£#:LL I IPSec ¥ :
Encapsulation Protocol (ESP): ( %+ )
Encrypt Alg: DES
Hash Alg: MD5
Encapsulation: Tunnel

13. H.if; File > Save Changes.
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SEfl : 2T IREAILS VPN, shisxtER

fEABIH, VPN illiEFs NetScreen-Remote J& I [ FH J' e 4% #: 21 NetScreen 14511 Untrust X Bedz 1, DLRY
DMZ X B¢ (AR AR 448, Untrust X Bi: 10 BAA %A IP Hulk, NetScreen-Remote %% )i AT — AN A4 C (1140
BB AP HuhEAT—ANA (L) RIS IP Ml . NetScreen 1545 18 BE B s J5U NG X457 (Y N 5B 1P ik, HIE LA
AN

o EHIERME Y

o EMGIR[ANEEERH, HHuhl R e SR N B R e
NetScreen-Remote % /i 2 vl iE 5, fi B B a] MZisiE i T —umid ik . NetScreen 15 £ 1 T A X B AR AE

trust-vr B ik,
TR 7 : Phil A E1on| 71 /NEH
NetScreen-Remote ethernet3 ethernet2
1.1.1.1/24 1.2.2.1/24
DMZ X B
Si'%/l:jr‘zp Untrust [X Bt CEa ‘ X-’“‘— M A 55 4
1.1.1.250 w 1225
"‘..%= _®=é =—Q' — 'a IDENT
— VPN i - K
SRR AN
R 1P ikl NS 1P Huhil Tunnel.1
10.10.10.1 s
FEARBIH,  Phil 222 ] Wk (R IR AR 55 28 AN R FE IR o 25 223X REAR N, IR AR 55 28 R e MR A T AL

A
A o 3 17 A 35— 4% IDENT 13K

YER 1 NG NetScreen E# G iyl fFRZ#% (TCP, i1 113) G5l T EHIIRE >, I H & T 01T 15 6 /il i 8
FUA 10.10.10.1 T4 /a] ZeMEHT,  HE1FIR 55757 FE L 5 &2 IDENT 155K
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P20 h1p8A24nG5. AflfiE A2 5 ## T 3k1T Verisign & Afi ) RSA k-5, Jf H NetScreen-Remote I
[KASHIIE 5445 U-FQDN pm@juniper.net. (43 <3REUAINEAE (145 B, 5S04 29 W L “iEHA CRL” . )
XF BB 17 R BB 27 g, fRe BB 17 3 (MO 7 pre-g2-3des-sha, XJiET N
rsa-g2-3des-sha ) Jf*% “PrBt 2”7 EFTE X1 “Compatible (4% )7 $2UE.
A 7E NetScreen 4 FHIA LU =/ N -
o @ trust-vr TPARMIE A B E A 2K
o I AL L A HERI S
o @M HFRH Null B . 24 Null B o BoR s R & (%), UL ) BRI N — AN nl kg th. 2
&, WHEERE OFRPRASAS “Awr”, BaIHZE OB A SRS, W NetScreen i3 721 F Null
P (BPSE B RS T RIES EIATAE B ), AT S48 B ( RIS R AR 145 B ) -

B, QU SR VRS ERAE Phil R A A 55 % 2 18] BR8] L2 Y SRS o
WebUI

1. #&0O
Network > Interfaces > Edit ( %f T ethernet2 ): A LL F A%, K5 Hidi OK:
Zone Name: DMZ
Static |P: ( IR % £ I 5 )
IP Address/Netmask: 1.2.2.1/24
Network > Interfaces > Edit ( X T* ethernet3 ): #i AL NN, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24
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# S VPN

Network > Interfaces > New Tunnel IF: i ALL NN %, SRJ5 T OK:

Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)

Unnumbered: (i%£+% )
Interface: ethernet3 (trust-vr)

2. ok

Objects > Addresses > List > New: i ALL F A%, X5 OK:
Address Name: Mail Server
IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.2.2.5/32

Zone: DMZ

Objects > Addresses > List > New: i ALL F A%, X5 OK:
Address Name: Phil
IP Address/Domain Name:

IP/Netmask: (1%£+% ), 10.10.10.1/32
Zone: Untrust

3. BR%
Objects > Services > Custom > New: i AL F A%, 25 #idi OK:
Service Name: Ident
Service Timeout:
Use protocol default: ( #£+%)

Transport Protocol: TCP ( #%$%)
Source Port: Low 1, High 65535

Destination Port: Low 113, High 113
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Objects > Services > Group > New: i AL F A%, BAILLNIRS, A5 Hid OK:
Group Name: Remote_Mail

Group Members << Available Members:

Ident
MAIL
POP3

4. VPN

VPNs > AutoKey Advanced > Gateway > New: #i A LL N A%, SR )5 5l OK:
Gateway Name: To_Phil
Security Level: Custom

Remote Gateway Type:
Dynamic IP Address: ( i£$¢ ), Peer ID: pm@juniper.net

=
;

it
E§}
g

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3

> Advanced: fii A\ LU T =2k E, AR5 il Return, iR [BIJEA Gateway Fi'E it :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Aggressive

(5k)
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EH
Outgoing Interface: ethernet3
> Advanced: fii A\ LA T SR iCE, S8 il Return, iR [HJEA Gateway fi & it :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG

VPNs > AutoKey IKE > New: #it AL F N %, SR )5 #.if OK:
VPN Name: corp_Phil
Security Level: Compatible
Remote Gateway:
Predefined: ( i+ ), To_Phil

> Advanced: fii A LU T st iE, AR5 it Return, 1R [[JEA AutoKey IKE
[

Bind to: Tunnel Interface: ( #£#f ), tunnel.1
Proxy-ID: ( %% )

Local IP / Netmask: 1.2.2.5/32

Remote IP / Netmask: 10.10.10.1/32
Service: Any
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5. IKH
Network > Routing > Routing Entries > trust-vr New: % A LL F A%, k)5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£$¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
Network > Routing > Routing Entries > trust-vr New: #i AL F %, X5 Hdi OK:
Network Address/Netmask: 10.10.10.1/32
Gateway: (i%£#¢)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 10.10.10.1/32
Gateway: ( #£#%)
Interface: Null
Gateway IP Address: 0.0.0.0
Metric: 10
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6. TREE
Policies > (From: Untrust, To: DMZ) New: i ALL NN %S, SR )58l OK:
Source Address:
Address Book Entry: (i%£+% ), Phil
Destination Address:

Address Book Entry: ( #%£#¢ ), Mail Server
Service: Remote_Mail
Action: Permit
Position at Top: ( i%£+%)
Policies > (From: DMZ, To: Untrust) New: #ii AL F A%, 4RJ5 Huidi OK:
Source Address:

Address Book Entry: (i%#¢ ), Mail Server
Destination Address:

Address Book Entry: (%4 ), Phil
Service: Remote_Mail
Action: Permit

Position at Top: ( £+%)
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# S VPN

CLI

1. #O
set
set

set
set

set
set

2. bk

set address dmz

interface
interface

interface
interface

interface
interface

ethernet?
ethernet?

ethernet3
ethernet3

zone dmz
ip 1.2.2.1/24

zone untrust
ip 1.1.1.1/24

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

“Mail Server”

1.2.2.5/32

set address untrust phil 10.10.10.1/32

3. BR%

set
set
set
set
set

VPN

service ident
service
service
service
service

group
group

group
group

=24

set

set
set
set

(20)

protocol tcp src-port 1-65535 dst-port 113-113
remote mail
remote mail
remote mail
remote mail

add ident
add mail
add pop3

ike gateway to phil dynamic pm@juniper.net aggressive outgoing-interface
ethernet3 presﬁare h1p8A24nG5 proposal pre-g2-3des-sha

vpn corp phil gateway to phil sec-level compatible

vpn corp phil bind interface tunnel.l

vpn corp phil proxy-id local-ip 1.2.2.5/32 remote-ip 10.10.10.1/32 any
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IEH

set ike gateway to phil dynamic pm@juniper.net aggressive outgoing-interface
ethernet3 propgsal rsa-g2-3des-sha

set ike gateway to phil cert peer-ca 1°

set ike gateway to phil cert peer-cert-type x509-sig

set vpn corp phil gateway to phil sec-level compatible

set vpn corp phil bind interface tunnel.l

set vpn corp phil proxy-id local-ip 1.2.2.5/32 remote-ip 10.10.10.1/32 any

5. I%H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 10.10.10.1/32 interface tunnel.l
set vrouter trust-vr route 10.10.10.1/32 interface null metric 10

6. KR
set policy top from dmz to untrust “Mail Server” phil remote mail permit

set policy top from untrust to dmz phil “Mail Server” remote mail permit
save

5. ¥'71J/ECAIDS. E T CAMID S, ifliHLL R4 : get pki x509 list ca-cert.
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NetScreen-Remote

1.

A 0D

.1 Options > Global Policy Settings, £ Allow to Specify Internal Network Address & %L HE.
Options > Secure > Specified Connections.
#.ii Add a new connection %41, 7EHBLKHE R K bR 57 B Mail.
P B A I
Connection Security: Secure
Remote Party Identity and Addressing:

ID Type: IP Address, 1.2.2.5
Protocol: All

Connect using Secure Gateway Tunnel: (£ )
ID Type: IP Address, 1.1.1.1
oy unix BIFRZE BN S, ISR .

¥l Security Policy EFr, Ji-i%#¢ Aggressive Mode, #%/J5i%5 [ Enable Perfect Forward Secrecy
(PFS).

Hifi My Identity, FHUAT N ME—4A4F
H#.if; Pre-shared Key > Enter Key: # A\ h1p8A24nG5, #XJ5 il OK.
ID Type: E-mail Address; pm @juniper.net
Internal Network IP Address: 10.10.10.1
(5k)

M Select Certificate N a3, L4005 7 B
“pm@juniper.net” LTS,

ID Type: E-mail Address; pm @ juniper.net
Internal Network IP Address: 10.10.10.1
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8. H.ii Security Policy Ebr A2 1AM, 4R )5 H.d; Authentication (Phase 1) #1 Key Exchange (Phase 2) 51/
[Rns, 22 I Hug

9. il Authentication (Phase 1) > Proposal 1: ZE£: LU N AR J7 i
Authentication Method: Pre-Shared Key
(k)
Authentication Method: RSA Signatures
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2

10. #.i; Key Exchange (Phase 2) > Proposal 1: i£#:LL T IPSec ¥ :
Encapsulation Protocol (ESP): ( i+ )
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Tunnel

11. #.i; Key Exchange (Phase 2) > Create New Proposal: £ £: L T IPSec 131 :

Encapsulation Protocol (ESP): (i£$f)
Encrypt Alg: Triple DES

Hash Alg: MD5
Encapsulation: Tunnel
12. i Key Exchange (Phase 2) > Create New Proposal: £ LI T IPSec 11X :
Encapsulation Protocol (ESP): ( #£#%)
Encrypt Alg: DES
Hash Alg: SHA-1

Encapsulation: Tunnel
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13. .ii Key Exchange (Phase 2) > Create New Proposal: i£#:LL I IPSec ¥ :
Encapsulation Protocol (ESP): ( %+ )
Encrypt Alg: DES
Hash Alg: MD5
Encapsulation: Tunnel

14. H.3f; File > Save Changes.
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SEfl : EZTREERILS VPN, shasxtER

fEAAH, VPN J#IE¥ NetScreen-Remote Ji [ 1) H F* ¢ 4xi% 4 2] NetScreen & % 1f) Untrust [X Btz 11, LALRP
DMZ [X B (R R 45 %% . Untrust X B4 100 HAG A IP Hifik. NetScreen-Remote %% /7 i LA — AN Eha& A B i 4h
BB AP HuHEAT—ANA (L) RIS IP M. NetScreen 1545 1) BE B A J0UANTE 25 ) s 1K) N 38 1P bk, DALERER &
ANINE] Untrust @i, DUk BiZoRVE RS B Ll IE ) 5K . NetScreen-Remote & /7 b it v il 15 f5

{5 BT A E B A i i

BN

HEA ) Phil
NetScreen-Remote Untrust X B NI A=
ethernet3, 1.1.1.1/24 DMZ [X &
SMTP _ : B 1.1.1.250 ethernet2, 1.2.2.1/24
ik ) S B S 5552
- | | =T 1225
N ¥ \
- LIPS l l.; e — @( EZ iIDENT‘
Q VPN i i . . WK/
3 ) - —
P 1P Habi: 513 IP M Untrust pMz
10.10.10.1 HA X Bt X Bt

FEARGI T, Phil A2 &) /0 sk 16 BB E R 45 2 B At (4 B P B AE o 244t 22X AR, HIBPE IR S5 2 R e XAt iE A TIAIE,
JH o TH A ) At &% — 4% IDENT 3K

JEE 1 HA 7 NetScreen 717 iR %-#% (TCP, i 17 113) iS5 T EHIHRS:, I-H & T 72 iF 7 Bl i
A 10.10.10.1 [J75F ] FEMERT,  HE1FHRZS 75 FEG L &% IDENT 153K
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AL h1p8A24nG5. AJullflEMNZ 5#H M AL HA Verisign KAl RSA ik, JEH
NetScreen-Remote L[\ AHIEF40 & U-FQDN pm@juniper.net. (1 F<3RAFFIINEAE B I E4E B, &S0 29
GUEM “UERI CRL” o ) XFT “BrBe 17 R “PrBe 27 A, fRE BB 1Y 3 (O IE R ITEA
pre-g2-3des-sha, XiE154 rsa-g2-3des-sha ) Jfxf “BrE 27 EFETIE X “Compatible ( #f%s )” HEil4E.

WebUI

1. #&0O
Network > Interfaces > Edit ( %f T* ethernet2 ): A LL F %, AR5 %l OK:
Zone Name: DMZ
Static IP: (B IEREHZE I )
IP Address/Netmask: 1.2.2.1/24
Network > Interfaces > Edit ( %f T ethernet3 ): I AL %, AR5 i OK:
Zone Name: Untrust
Static IP: ( I IEFE S IE TN )
IP Address/Netmask: 1.1.1.1/24
2. bk
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: Mail Server
IP Address/Domain Name:

IP/Netmask: (£F¢ ), 1.2.2.5/32
Zone: DMZ
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# S VPN

Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: Phil

IP Address/Domain Name:

IP/Netmask: ( #£#¢ ), 10.10.10.1/32
Zone: Untrust

3. BR%
Objects > Services > Custom > New: i AL FN%, RJ5 i OK:
Service Name: Ident
Service Timeout:

Use protocol default: ( i£+#¢)
Transport Protocol: TCP (i%$%)
Source Port: Low 1, High 65535
Destination Port: Low 113, High 113
Objects > Services > Group > New: i ALL N NZ, BBHLL MRS, R Hd OK:
Group Name: Remote_Mail

Group Members << Available Members:
Ident
MAIL
POP3

Juniper Networks NetScreen #2556 — 5 5 % : VPN

254



% 5 & %5 VPN

# S VPN

4. VPN

VPNs > AutoKey Advanced > Gateway > New: #ii AL F N2, &5 Hidi OK:

LT
(s%)
S

Gateway Name: To_Phil
Security Level: Custom
Remote Gateway Type:

Dynamic IP Address: ( i£F¢ ), Peer ID: pm@juniper.net

Preshared Key: h1p8A24nG5

Outgoing Interface: ethernet3

> Advanced: it AL N =gk ®, 85 Hiili Return, iR[F[3EA Gateway it E iU :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Aggressive

Outgoing Interface: ethernet3

> Advanced: il A LA N SRR, S8 il Return, iz [AJEAC Gateway fi & it :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Mode (Initiator): Aggressive

Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
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# S VPN

VPNs > AutoKey IKE > New: i A LL RN %, 4SR5 Hud; OK:

5. KH

VPN Name: corp_Phil
Security Level: Compatible
Remote Gateway:

Predefined: ( i£F¢ ), To_Phil

Network > Routing > Routing Entries > trust-vr New: i AL NN %, K5 Hidi OK:

6. KHEE
Policies > (From: Untrust, To:

Network Address/Netmask: 0.0.0.0/0
Gateway: (i%£+¢)

Interface: ethernet3

Gateway IP Address: 1.1.1.250

DMZ) New: f A LU NN %, A5 Hif OK:
Source Address:

Address Book Entry: (%4 ), Phil
Destination Address:

Address Book Entry: (i%#f ), Mail Server
Service: Remote_Mail
Action: Tunnel
VPN Tunnel: corp_Phil
Modify matching bidirectional VPN policy: ( £ )
Position at Top: ( £+ )
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# S VPN

CLl

1. #0
set
set
set
set

2. bk

set address dmz
set address untrust phil 10.10.10.1/32

3. R%

set
set
set
set
set

4. VPN

interface
interface

interface
interface

service ident
group service
group service
group service
group service

=24

set i1ke gateway to phil dynamic pm@juniper.net aggressive outgoing-interface

(5k)

ethernet3 preshare hlp8A24nG5 proposal pre-g2-3des-sha
set vpn corp phil gateway to phil sec-level compatible

ethernet?
ethernet?

ethernet3
ethernet3

“mail server”

zone dmz
ip 1.2.2.1/24

zone untrust
ip 1.1.1.1/24

protocol tcp src-port 1-65535 dst-port 113-113
remote mail
remote mail add ident
remote mail add mail
remote mail add pop3

1.2.2.5/32
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IEH

set ike gateway to phil dynamic pm@juniper.net aggressive outgoing-interface
ethernet3 proposal rsa-g2-3des-sha

set ike gateway to phil cert peer-ca 1°

set ike gateway to phil cert peer-cert-type x509-sig
set vpn corp phil gateway to phil sec-level compatible

5. &R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

6. REE

set policy top from untrust to dmz phil “mail server” remote mail tunnel vpn
corp phil

set policy top from dmz to untrust “mail server” phil remote mail tunnel vpn
corp phil

save

6. ¥'v1 N CAIDS. ZTH# CAMID S, ilfliHLL R4 : get pki x509 list ca-cert.
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NetScreen-Remote

1.

r 0D

. Options > Global Policy Settings, #X)51E# Allow to Specify Internal Network Address.
Options > Secure > Specified Connections.
¥ Add a new connection, 7 W) R K bR S5 N Mail .
T IE R R T
Connection Security: Secure
Remote Party Identity and Addressing:
ID Type: IP Address, 1.2.2.5
Protocol: All
Connect using Secure Gateway Tunnel: ( i££)
ID Type: IP Address, 1.1.1.1
By unix BIARZEMIRIINS, TR R .

¥iid; Security Policy Klkr, Jfik#% Aggressive Mode, X554 Enable Perfect Forward Secrecy
(PFS).

Hiiy My Identity, JFUT T AIE—454F
i Pre-shared Key > Enter Key: ## A\ h1p8A24nG5, 25 Hi.ii OK.
Internal Network IP Address: 10.10.10.1
ID Type: E-mail Address; pm @ juniper.net
(k)

M Select Certificate 418, et & i 7 lisfs btk
“pmason@email.com” ik,

Internal Network IP Address: 10.10.10.1
ID Type: E-mail Address; pm @juniper.net
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8. iy T Security Policy Bk Zciiffiin's, #XJ5#.id: Authentication (Phase 1) il Key Exchange (Phase 2)
A png, LRI R .

9. i Authentication (Phase 1) > Proposal 1: &£ 2L FAiF 5 i f 5%
Authentication Method: Pre-Shared Key
()
Authentication Method: RSA Signatures
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2

10. #.i; Key Exchange (Phase 2) > Proposal 1: i£#:LL T IPSec ¥ :
Encapsulation Protocol (ESP): (i%£+%)
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Tunnel

11. .ii Key Exchange (Phase 2) > Create New Proposal: £ ¢ UL T IPSec /X :

Encapsulation Protocol (ESP): (i£$f)
Encrypt Alg: Triple DES
Hash Alg: MD5

Encapsulation: Tunnel
12. il Key Exchange (Phase 2) > Create New Proposal: £ #:LL T IPSec 11X :

Encapsulation Protocol (ESP): (i%£+% )
Encrypt Alg: DES

Juniper Networks NetScreen #2556 — 5 5 % : VPN 260



% 5 & $% = VPN # 2 VPN

Hash Alg: SHA-1
Encapsulation: Tunnel
13. f.ifi Key Exchange (Phase 2) > Create New Proposal: i£#:LL I IPSec #i¥ :

Encapsulation Protocol (ESP): (i%£+%)
Encrypt Alg: DES

Hash Alg: MD5

Encapsulation: Tunnel

14. i File > Save Changes.
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AT # 5 VPN FH PR =) SR &

AT LA S VPN B Sl . S B S Dh RE S 8D 45 VPN BCE Rl (R, A ZIEXSE VPN BLE,
NetScreen 455 H A AIANIE SR 5 F 7 I A6 1P kb 2= ia), DA RC S A1 1) SRms Iy, 29 HE 63 nl R LA B b hik
(IHZS P 252 71 By« - JE TR 3k 'S VPN, shaSeiaE77” ). MRS VPN FIPECE,  LAN sk ) 4 2t
BT ERESR S S N S bR 2] . f#47 LAN ) NetScreen ¥ £ 1 1 X il “Dial-Up VPN” £ 4 ]
SR A sk K A1 1) SR R K B AR B

BRI Tk 5 VPN SHE G0 SRS I DRE, Al IR R SR VEE B VPN EREN LAN S Ao (SR s 26 20 1
SeREEERE. ) TR, SRS VPN EE AR, Dy REEIR A ) M AR ) S R R S5 AH 1] o

JEEE » NetScreen 151511165 VPN JI7 &4 XK i] ZEmE 7 [FT R4 2 FTHG B2

B, PAEE AN AN ERIR S VPN D A bk s fa) vl e < S . Willn, 3RS M) A F B al el B A H
IP Hihk=%[A] 10.2.2.0/24 . WS HILIXFIE L, NetScreen % #2 il ixf 75 TR W& 51 #k 2 1) 58 — AN skm& h 5| i VPN
[ A R P B REFTE Hiah VPN {5 . B, iy VPN SIR B A B ol Sms o 2t BILE Sems 51 32
w1, ] NetScreen &£t & HUES T 7 A R B IFTA Hivk VPN {5 B L3 ) A.

[FIRE, 5 T BN il T e S S AT AT Sms h il B8, IR e S 2 51 VPN JlIE . 4 2R B R
U, NetScreen e oW SYhE. Hbsthht. P05 H ks 15 KRGS FIBAAS B e PELLRC R 2R — A 5K
o D S AT A AL L IE RO A 3R 5 VPN S O CRAT S bk (1 55— 55, Juniper Networks i 53CRE XL
4R 5 VPN S IR SR 512 AR AL
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seffl : WS VPN SRHES

EARGIH, K HA IKE ID jf@ns.com (1) IKE H J dialup-j Bl & %4 VPN_dial If1#k*5 “ A8)% 8 IKE VPN” HIE 1)
XU el e X T “BYE 1”7 Ui, (Y pre-g2-3des-sha LA M FIL 4] JF11d7ul. b “BrBL 27 Bk ger
E X “Compatible (3625 )" $2IU4E.

IKE F1 ' M Untrust X B 1) NetScreen ¥4 &£ F] VPN iR, PAVTR) Trust X B AR SS 2% . IKE I Fraar
VPN Z# 5, 5 B vl Ml (R AF — s Ak .

Trust X Bt#: 04 ethernet1, L IP itk A 10.1.1.1/24, - H AT NAT 5. Untrust X B 0 4 ethernet3, I IP
Motk 1.1.1.1/24. S B H TR 1.1.1.250 ALAMTES AR .

WebUI

1. #0O
Network > Interfaces > Edit ( %f - ethernet1 ): I ALL NN, K5 Hdi Apply:
Zone Name: Trust
Static IP: ( H LI IE £ eI )
IP Address/Netmask: 10.1.1.1/24

HEHELLU N NEE, AR5 Hd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f T ethernet3 ): I ANLL FHNZE, AR5 il OK:
Zone Name: Untrust
Static IP: ( I IEPE LI TN )
IP Address/Netmask: 1.1.1.1/24
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2. W&
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: trust_net
IP Address/Domain Name:

IP/Netmask: (i%£+% ), 10.1.1.0/24
Zone: Trust

Objects > Users > Local > New: #i AL F A%, #R)5 i OK:
User Name: dialup-j
Status: Enable
IKE User: (i%£#%)
Simple Identity: (%4 ); f@ns.com
3. VPN
VPNs > AutoKey Advanced > Gateway > New: fii AL F N2, &5 Hdi OK:
Gateway Name: dialup1
Security Level: Custom
Remote Gateway Type:
Dialup User: ( 1L+ ); dialup-j
Preshared Key: Jf11d7uU
> Advanced: fii A LU T = 2k E, AR5 Hiid Return, iR [BIJEA Gateway Fi'E it :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): pre-g2-3des-sha
Mode (Initiator): Aggressive
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VPNs > AutoKey IKE > New: i A LL RN %, 4SR5 Hud; OK:
VPN Name: VPN_dial

Security Level: Compatible
Remote Gateway:
Create a Simple Gateway: ( £+ )
Gateway Name: dialup1
Type:
Dialup User: (%% ); dialup-j

Preshared Key: Jf11d7uU
Security Level: Compatible
Outgoing Interface: ethernet3

4. BEH
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( #£#%)
Interface: ethernett
Gateway IP Address: 1.1.1.250
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5. RAEg
Policies > (From: Untrust, To: Trust) New: i AL NN %, K5 %d OK:
Source Address:

Address Book Entry: (i%#f ), Dial-Up VPN
Destination Address:

Address Book Entry: ( #£$F ), trust_net
Service: ANY

Action: Tunnel
VPN Tunnel: VPN_dial

Modify matching bidirectional VPN policy: ( £+ )
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CLI

1. #0O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. W&
set address trust trust net 10.1.1.0/24
set user dialup-J ike-id u-fgdn jf@ns.com

3. VPN

set ike gateway dialupl dialup dialup-j aggressive outgoing-interface ethernet3
preshare Jf11d7uU proposal pre-g2-3des-sha
set vpn VPN dial gateway dialupl sec-level compatible

4. B¥H
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
5. KB
set policy from untrust to trust “Dial-Up VPN” trust net any tunnel vpn
VPN dial
set policy from trust to untrust trust net “Dial-Up VPN” any tunnel vpn
VPN dial
save
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NetScreen-Remote &£ E s 454555

1. Hi5 Options > Secure > Specified Connections.
2. i Add a new connection, 7t HLHER EAR 5N Corp.
3. MCEEREI

Connection Security: Secure
Remote Party Identity and Addressing
ID Type: IP Subnet
Subnet: 10.1.1.0
Mask: 255.255.255.0
Protocol: All

Connect using Secure Gateway Tunnel: ( Z£Ff )
ID Type: IP Address, 1.1.1.1

4. AT UNIX BIbR i i ins, I dEReskng .

5. i My Identity: $147 LU N AFE—#4F
#ii; Pre-shared Key > Enter Key: # A\ Jf11d7uU, &5 i OK.
ID Type: ( %+ E-mail Address ), /5% jf@ns.com.

6. i Security Policy KFr, Jfik$#% Aggressive Mode, #XJ5i% 4 Enable Perfect Forward Secrecy
(PFS).

7. %Eﬁu? Security Policy KIFs 2200, X5 #.idi Authentication (Phase 1) fil Key Exchange (Phase 2)
AW, BRI .

8. i Authentication (Phase 1) > Proposal 1: &+ UL N AGE 7 i A s
Authentication Method: Pre-Shared Key
(H¢)
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# < VPN

Authentication Method: RSA Signatures
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2

9. i Key Exchange (Phase 2) > Proposal 1: £ #: DL IPSec #/3iX :
Encapsulation Protocol (ESP): ( %+ )
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Tunnel

10. 'iil; Key Exchange (Phase 2) > Create New Proposal: 4L, F IPSec Hil :

Encapsulation Protocol (ESP): ( #%£#%)
Encrypt Alg: Triple DES

Hash Alg: MD5

Encapsulation: Tunnel

11. i Key Exchange (Phase 2) > Create New Proposal: £#:LL T IPSec 1 :

Encapsulation Protocol (ESP): (i£$f)
Encrypt Alg: DES

Hash Alg: SHA-1
Encapsulation: Tunnel

12. i Key Exchange (Phase 2) > Create New Proposal: £ #:LL T IPSec 1 :

Encapsulation Protocol (ESP): (i£$f)
Encrypt Alg: DES

Hash Alg: MD5

Encapsulation: Tunnel

13. H.il; File > Save Changes.
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2H IKE ID

SEHGINHVFZ RS VPN I B, — DT T REA LN, FErRVE 2 P AR 1 I ot I 2SR ORAIE
PROTIAE 2. W TREEEZ 2R, A REALHD 23 G AR e X 415 VPN G & DR SR i A D)
BRI o

N T BRI, “A IKE ID” J5kAl—A ) e SOl 2 A . 4 IKE ID ) SGE TR R PR,
HPAA AR FR (dn) HAFREERUES R PTA T, 8548 IKE ID A1 VPN 27 i Bt =gl
NetScreen %% L1305 IKE ID FHiSL= 2 UL R 1) B A FH

TEE 5 IKE /)i #7] NetScreen i #41/, NetScreen %7 B SEF2I FF(E/H 5 IKE ID, 7425 HX125 77 /9 56 5]
R A E T IKE ID H 774 D140 IKE ID #2400 FER A VLRI 4 H,  NetScreen 452 25 1 [ TR A
IKE ID FIH E7941 IKE ID /772 []2 27 755 IKE ID VLA,

B A4 IKE ID ] —A IKE 485 VPN 74, IFR e A S T RS o KB . IRt
RECEAGEHL SRV “55 1 BrBL” SA i K¥s, = NetScreen ~- & L ALVFIK) VPN 3 i K #H .
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H IKE ID

BHIrHaY4H IKE ID

AAERK “4IKEID” & —BUAEH A, H X —418'5 IKE H 7 $UT IKE AIE, TiAS 2 A R4S H G E SR T
M BCE . NetScreen ¥ &l AL &84 IKE ID [ EEAN IKE ID H P ECE SO — ANk IKE F ] e gt or
il 7] NetScreen #4511 VPN illiE, [i#E7Eqbif VPN 2 )7 L VPN Bt B8 2 T — M &R A FRoc £ 0IE,

X 46 625 5 AR LE L B 4 NetScreen %45 (40 IKE ID FH /& SO 93343 IKE ID 58 X 7 2 AHUCHL

HAUEBHA IKE ID

4¥8 IKE ID
(RAEFR)

%5 IKE AP
iEfs
DN:

cnh=alice
W 2
| §

cn=carol
ou=sales
---------- x » LLE: 117 Carol N7l 15 TR
LA ou=eng, A
NetScreen 726 E % 17K

4 BEE P I
-

41 IKE ID ;7
ASN1-DN IKE ID 27l
/> IKE ID: ou=eng

N /

NetScreen ¥ 55 85 H P 4LAH IR A 44 B
(dn) Bk TR HUEB RN TR, UE
WG “PrBE1” Bds b H T IKE ID 6 fir
B dn AT EREE, DI P 3EATIAGE
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[ E BG4 IKE ID, kR

7 NetScreen & & + :

1. QI EA IS IKE bRIE (10 ou=sales, o=netscreen) 141 IKE ID Fi/, Jf45 & vl {40 IKE ID fid
BTG RS P A .

2. KB4l IKE ID B — MRS A, a4z .

3. k'S “HIEH IKE VPN” BlEHY, Rk s I ARARR. “BrE 17 Uit T Aggressive mode ( F
ANBI ) PLAAT RS ( AR 7E RSA i&7E DSA, ZHRT/Edk 5 VPN 27 i N2 e 2R 8 ) JE4T 001

4. A ARV BB 2 kS VPN (13RS .

£ VPN Z Pim £

1. PARTFMER EUE, ZUEH R AR 5 115 B 22 575 NetScreen ¥4 L4y IKE ID 15 SLIIME &
I

2. XT “BrB1” WhE, 11 Aggressive mode ( 1Eh#IE ) e E E 7] NetScreen ¥4+ 1f) VPN i, f5&E2
B CA B RET, 3 AN IKE ID 25M %+ Distinguished Name.

e, SAEERgED (BRI AR S4 IKE ID A7 & SO e ER 4 IKE ID USREHAE T ) 4k 5 IKE
FH P A a] LS B 2 3738 7] NetScreen %41 VPN JHiE. %40, @4l IKE ID H /1Y IKE ID 25 OU=sales,

=netscreen, | NetScreen ¥ #4252k A AR & 7 (M A FEPAE IR AR P A8 X e 625 ) 19 “Br
Bt 1”7 Wi, niEHE:E] NetScreen x4 bRk 5 IKE H /M g s, B T7E4] IKE ID H e S e e
(I RS UE I B KB

7. 1EIKE Hdlh Hae s —41 IKE ID H e
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BECEFFNZ 22 ASNT-DN IKE ID ZEH

M IKE F 75 SCIKE ID B, s 2id A 1 1) “aliiiilonik”, A4 (ASN1-DN) 7E bRl & 1 IKE
ID KA, pERIREE—IER I, P E S A (EHIERE ) MRS 2 AR, Flan

ASN1-DN: C=us,ST=ca,L=sunnyvale,O=juniper,OU=sales,CN=joe
SEIN

C=us e C =[x
ST=ca ST =
L=sunnyvale L = Hu[x
O=juniper O =44
OU=sales OU = 421 Hfr
CN=joe CN = ji &K
HAk

FCEAL IKE ID i, 25060 55 75 1 ASN1-DN ID $i5 7€ 4 LU R iR A2 —

o EESF : WIS IKE ) ASNT-DN ARl Berh ME 54 IKE FH 7 1) ASN1-DN Frils B (e VL AL,
Il NetScreen NIk 5 IKE HIJ7H) ID A8 A TR IRT B BECAT 1D RBACCRE—AMA (B0, SZfr
“ou=eng” &Y “ou=sw” , HASEF “ou=eng, ou=sw” ). Pi1> ASN1-DN “F-FF Ht Hbr i = B R G O B 42
o A WIS IKE H P ) ASN1-DN Fril B e 54 IKE FH 7 1) ASN1-DN AriR s Be b {8 58 42 UL
fic, W NetScreen \iE#k*5 IKE H1/7 1) ID ARk, W TRMRIRTFE, B4 ID BMFFZA%H (#ildn,
“ou=eng, ou=sw, ou=screenos” ). P> ASN1-DN F5F H ZEbR IR 7 B (A I HE P L 20— FF
hie#E IKE PG E ASN1-DN ID I, $rE2RA8000 “TACAT” B “48 7, FFa SOWEE AR J7 BE 5 i 20 1
ASN1-DN ID ( ##ltn, “c=us, st=ca, cn=jrogers” ). JyAHh IKE ID fic & ASN1-DN ID iJ, {#H LR 7
[DistinguishedName]. {7455 1 HAF5 N 58 2 WHT TR o
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H IKE ID

BB F ASNT-DN IKE ID

AT ASN1-DN R e 5 2507 iR 4 % IKE ID HR M5 20 IKE F 7 93554 ASN1-DN IKE ID # [F{E LA, X
B ZE ASN1-DN 455 5 FR 56 G P I o K2 i, wnsi4k5 IKE P11 ID F14] IKE A1 ID @ik -

e 5 IKE HJ 4% ASN1-DN IKE ID: CN=christine,OU=finance,O=netscreen,ST=ca,C=us
) H IKE H /113484 ASN1-DN IKE ID: C=us,O=netscreen
M—ANE AT ASN1-DN IKE ID ZhUEARC A IKE ID, BRI ID SHAE NP AN [

5 IKE H )7 i) ASN1-DN 578
4 IKE FH 11 ASN1-DN H§55E 1
i RN IFATEE,

RS IKE FH 1Y 21 \KE H 7 i IE B AT
ASN1-DN IKE ID ASN1-DN IKE ID
E= E=
CN=christine C=us
) AIE
OU=finance \/ ST=
O=juniper L=
L= O=juniper
ST=ca Oou=
C=us CN=
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H IKE ID

7528 ASN1-DN IKE ID

75 %% ASN1-DN ID ftiF4l IKE H P11 ID FEAMPRIR B HEZANSH. WS kS HP 1 ID S rES 4 IKE H
JID HfE 54 ULEE, ) NetScreen AiE#k 5 IKE A A3, ST RUARIZE, £S5 IKE H P f4dl IKE
P ID H,  ASN1-DN “FBLFIRF 20 AR [R], - I LI 7 B v 22 ML R IRt 0 250 [

MRS IKE )
ASN1-DN ¢ 541 IKE H 1
) ASN1-DN 524 UG HR )
OU ID “FEtHh 244 H iy
AR

B AMRS IKE
ASN1-DN 7 541 IKE H P
f) ASN1-DN ¢4 JCHC (I8 -
HAE, OUID 7B EA4%H
FIM A —Hf

5 IKE H i
ASN1-DN IKE ID

E=

C=us

241 IKE 7 14 s
ASN1-DN IKE ID

E=

C=us

ST=ca
L=sf

NS

ST=
L=

O=juniper
OU=mkt,0U=dom,OU=west
CN=yuki

5 IKE FH 11
ASN1-DN IKE ID

E=

O=juniper
OU=mkt,0U=dom,OU=west
CN=

H IKE H 28
ASN1-DN IKE ID

E=

C=us
ST=ca
L=la

NS

C=us
ST=
L=

O=juniper
OU=mkt,0OU=west,0U=dom
CN=joe

O=juniper
OU=mkt,0U=dom,OU=west
CN=
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ef5 ;4B IKE ID (iEH)

FEARJEHIR, A4k Usert T IKE ID F P e o B HECE 22 [Nk B A e RSA IET (ZiE B
¥ O=netscreen 1 OU=marketing ) ] VPN & i I8 28 10 N “BrBe 17 Wi . iEHEAL (CA) A4
Verisign. ¥4k 5 IKE H 44k office_1.

HidE Trust X B
Untrust X B eth1, 10.1.1.1/24
eth3, 1.1.1.1/24 NAT #iz{
Untrust [X B
b B ‘ Trust X B
5 H A IKE w VPN i = = web1
ID % : . e —— Wuniper ooz o ilifa r 10115
o=junipe ‘;s: ) = : S A1,
ou=marketin e ‘ > v

User Name: User1
. User Group: office_1
5 1.1.1.250 Distinguished Name:
o=juniper
ou=marketing

5 ‘ 21 IKE 1D HI P e S0 f

$5 IKE H 7 RIE— MR A FRAE AT IKE ID. Sl $k5 IKE H 7 BER R s 4K (dn) 7] RE LR F11ELE
— AR T I
C=us,ST=ca,L=sunnyvale,O=netscreen,OU=marketing,CN=michael zhang,CN=a2010002,CN=ns500,
CN=4085557800,CN=rsa-key,CN=10.10.5.44

i T{H O=netscreen ¥l OU=marketing tILAEX 45 AR5, IF Haz A A 2 FxAE 3 IKE 1D 287,
It NetScreen ¥ & 23 INUFZH P A 5.

X BB M BB 27 e doi, tRE A BB I (MHIEPS Y rsa-g2-3des-sha ), Jfh “Bir 2”7
WEFETIE X[ “Compatible ( 325 )7 #EUEE.

FLE RS VPN FLAYE HTTP {5 Bt Rl VPN JE 18 #15 Web fli45 2% Web1 1f5kms . P HEiZfE VPN 27 i
(fii ] NetScreen-Remote ) [HJHC &'
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WebUI
1. #0O
Network > Interfaces > Edit ( %} T- ethernet1 ): BIALL F N %, A5 i OK:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24
ERLLFNE, ARG Hd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T* ethernet3 ): #i AL F N %, SR)5Hd OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24
2. bk
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: web1
IP Address/Domain Name:
IP/Netmask: (£ ), 10.1.1.5/32
Zone: Trust
3. AR
Objects > Users > Local > New: #i AL F %S, X5 i OK:
User Name: User1
Status Enable: ( #£#%)
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IKE User: (i%£#%)
Number of Multiple Logins with same ID: 10

Use Distinguished Name For ID: (i%4¥)
OU: marketing
Organization: juniper

Objects > User Groups > Local > New: 7t Group Name 7B\ office_1, FATLLF#AE, AR5 i
OK:

P Usert, JEHH << #40K A Available Members £ 5% Group
Members ¥+,

4. VPN
VPNs > AutoKey Advanced > Gateway > New: i A LU F N2, X5 Hid: OK:
Gateway Name: Corp_GW
Security Level: Custom
Remote Gateway Type: Dialup User Group: ( i£#f ), Group: office_1
Outgoing Interface: ethernet3
> Advanced: fii A\ LU T = 20k E, AR5 il Return, iR [BIJEA Gateway Pt & it :
Security Level: Custom
Phase 1 Proposal (for Custom Security Level): rsa-g2-3des-sha
Mode (Initiator): Aggressive
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
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VPNs > AutoKey IKE > New: i A LL RN %, 4SR5 Hud; OK:
VPN Name: Corp_VPN

Security Level: Compatible
Remote Gateway: Predefined: ( %% ), Corp_GW

5. FH
Network > Routing > Routing Entries > trust-vr New: #ii AL F N2, k)5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£F¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
6. KB
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: (i%#¢ ), Dial-Up VPN
Destination Address:

Address Book Entry: ( i%£#% ), web1
Service: HTTP
Action: Tunnel
Tunnel VPN: Corp_VPN
Modify matching bidirectional VPN policy: (355 )
Position at Top: (i%F% )
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CLI
1. #0O

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bt
set address trust webl 10.1.1.5/32
3. AR

set user Userl ike-id asnl-dn wildcard o=juniper,ou=marketing share-limit 10
set user-group office 1 user Userl

4. VPN

set ike gateway Corp GW dialup office 1 aggressive outgoing-interface ethernet3
proposal rsa—g2:§des—sha B

set ike gateway Corp GW cert peer-ca 1°

set ike gateway Corp GW cert peer-cert-type x509-sig

set vpn Corp VPN gateway Corp GW sec-level compatible

5. &R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

6. REg

set policy top from untrust to trust “Dial-Up VPN” webl http tunnel vpn Corp VPN
save

8. ¥'71/ECAIDS. ET# CAMID S, ilflifHLL R4 : get pki x509 list ca-cert.
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NetScreen-Remote &£ ZhE473555

1.
2.
3.

.7 Options > Secure > Specified Connections.
#1117 Add a new connection, 7 LR bR 2 web1.
T B T
Connection Security: Secure
Remote Party Identity and Addressing
ID Type: IP Address, 10.1.1.5
Protocol: & ox All, B HTTP, % | Tab #, X5\ 80.
Connect using Secure Gateway Tunnel: (i%££)
ID Type: IP Address, 1.1.1.1
BRI T web1 BIbRZAC NS, RETFIEH R
#i.:; My Identity: )\ Select Certificate F$u513° v, A4 FR K o=netscreen,ou=marketing 1
JCER MRS,
ID Type: M FHi415£H 1%L+ Distinguished Name.

Hit; Security Policy Eltr, Jfit$: Aggressive Mode, #X)5i%Fx Enable Perfect Forward Secrecy
(PFS).
it Security Policy BlFr Aciiftiins, 4R J5 #.ifi Authentication (Phase 1) 1 Key Exchange (Phase 2) 412
(s, #E—2 RIS .
#1157 Authentication (Phase 1) > Proposal 1: @£ 41 “ns” F “Ha et ” Hyk .

Authentication Method: RSA Signatures

Encrypt Alg: Triple DES

Hash Alg: SHA-1

Key Group: Diffie-Hellman Group 2

9. ARWIMEELE NetScreen-Remote % /i [ CL4 IN#k 773G M IMAE . 45 %7F NetScreen-Remote EINZAEH K15 B, 155 % NetScreen-Remote W14,
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9.

10

11

12

13

#.i; Key Exchange (Phase 2) > Proposal 1: £ L IPSec 1Y :

Encapsulation Protocol (ESP): ( %+ )
Encrypt Alg: Triple DES

Hash Alg: SHA-1

Encapsulation: Tunnel

. 'i; Key Exchange (Phase 2) > Create New Proposal: i£#:LL T IPSec 1} :

Encapsulation Protocol (ESP): ( 4% )
Encrypt Alg: Triple DES

Hash Alg: MD5
Encapsulation: Tunnel

. i Key Exchange (Phase 2) > Create New Proposal: %t #:LL T IPSec #/3iX :

Encapsulation Protocol (ESP): (i£$f)
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Tunnel

. ¥ Key Exchange (Phase 2) > Create New Proposal: £ #:LL F IPSec /X :

. i File > Save Changes.

Encapsulation Protocol (ESP): ( %+ )
Encrypt Alg: DES

Hash Alg: MD5
Encapsulation: Tunnel
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BEML=Z=2Z4AR94HE IKE ID

HAPSL=0 “4 IKEID” 2 iR, HTX—4kS IKE AT IKE AIE, A6 29 B4 HE - Be & Sk
KA BCE SO . NetScreen B4 HI A5 i IKE ID (K192 IKE ID FI T BE & SCHF . — MRS IKE R Al ediar
il ) NetScreen 141 VPN J#1E, g2 Ui reim VPN &/ ui B VPN o A IEf it =24, JEEH M
(1430 IKE 1D [R5 5E A R 73 520 IKE 1D e & SO 3843 IKE 1D 5 SCAHILAL .

HA NI =M A IKE ID e ™
4 IKE ID
% IKE i +
Pt =N
alice.eng.ns.com
- :
- 011fg3322eda837c \/ 21 IKE 1D
< =] H : eng.ns.com
S - P PIM 7 N1T1wWd2

\_

-

bob.eng.ns.com

+ IKE Hj)‘j &%%%B IKE ID i, NetScreen <=5
bba7e22561c5da82 \/ AR R L B
> (A IKE H P i 22358 = k=223 Fh

i x 27 IKE ID. )
NetScreen ¥t AE IS 50045 “ 5 1 By

carol.ns.com B s b I UL S B T LA, DU
+ WHER .
834a2bbd32adc4e9

YER : 7 Carol [}] IKE ID 44
carol.eng.ns.com, /)t NetScreen

HHER T

A HEA LS I RE 4L IKE ID 11 IKE ID 288, Al Dot —/AN ey ifethl, nl DU — /N 5E a1k 4
(FQDN).
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AR BA T A IKE ID, 7yEWE
7f NetScreen & #& & :

1.

2.
3.

5.

B ANE B2 IKE R4 IKE ID 7 (4 juniper.net ), Jf45 @ a4 IKE ID fid & ST
GRS T E .

K4 IKE ID F P43 e s 4k 5 H P 4

EWS “ABEH IKE VPN BLEH, RigfEM Xk — N4 (W roadl ), feeiksH 4l JrmA—
AL B P

T4 CLI fi 4, FHIFL =3 SR (A1 5832 H 7 IKE ID (41 joe@juniper.net ) A2 A% 5 FH P (1) 9

g

exec ike preshare-gen name_str usr_name_str

(11 ) exec ike preshare-gen road1 joe@juniper.net

TSR E SR VPN 25 i A BT A FA) TG B2 5 4

7£ VPN B Fis L

=g

SEF “BrB1” HhE, AEH Aggressive mode ( 25 ) T @ 1) NetScreen %419 VPN ilid, JFHiA
Z it NetScreen ¥ A il AL =35 5

NetScreen 45 1] R IAESEANEE € S 7, M P 458 IKE ID 38— 53041 IKE ID H e

SCAFAHVCEC I N 2. B, a4l IKE ID A B A IKE #xiH juniper.net, N7 IKE ID H B A %384 (R ATAT H - #8

fieLL Aggressive mode ( Tz ) 7F NetScreen %4 RS “BirE 1”7 IKE Hhii. #10 : alice@juniper.net.

bob@juniper.net ! carol@juniper.net. 7]k IR P EE I T/E4] IKE 1D 7 B E SO 48 € 1 i KT
IR .
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e : A IKEID (£ Z24A )
ARG, DI G4k User2 MIFTI0ZL IKE ID JI1J. 300 B b5 RN Sk 11 B L S 6 VPN 7%/ i 1
K23k 10 MK “HrBE 17 PR, % FULSi s S 2R juniper.net 451K IKE ID. TIL = s B[t Fh T 4
jk930k. #3k*5 \KE H J 4ldn 4 M office_2.

i Trust X B
Untrust [X B ethernet1, 10.1.1.1/24
Untrust [ B ethernet3, 1.1.1.1/24 NAT =
‘ ‘ Trust X B
- - “e ; b1
a0 . 4 = we
N — — 36565 0 s 1 0145
LR Y 41 IKE ID Fi] /" fic B v
BT HAH ' User Name: User2
~ IKEID Jy: . User Group: office_2
joe@juniper.net BIo% 1.1.1.250 Simple ID: juniper.net

X ¥ j;‘igl‘%k 17 F1 “BrBe 27 i, EFEmE X “Compatible (i )7 M4, Fif 24 X BLHRAE trust-vr
LSRR r AT

WebUI

1. #0O
Network > Interfaces > Edit ( X T ethernet1 ): #IALLF N2, X5 Hd OK:
Zone Name: Trust
Static IP: ( I IEPE I IE TN )
IP Address/Netmask: 10.1.1.1/24

ERELUTNZ, ARG Hd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24

2. bk
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: web1

IP Address/Domain Name:

IP/Netmask: (#£#% ), 10.1.1.5/32
Zone: Trust

3. AR
Objects > Users > Local > New: i A\LL F A%, 485 i OK:
User Name: User2

Status: Enable
IKE User: (i%£#f)
Number of Multiple Logins with same ID: 10
Simple Identity: ( i%£+% )
IKE Identity: juniper.net
Objects > User Groups > Local > New: & Group Name F-Et#\ office_2, $WATLL NE:fE, 25 i OK:

P User2, JHHTH << #2416 L Available Members £ 2/ %] Group
Members £+,
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4. VPN

YEB : WebUI (X 70 iF A — AL ZZ T, il M NetScreen i #5774 H9 AL B 67 i (& T 97 1~
17 ZEAHE IKE MR A I Z 271, AEH CLI.

VPNs > AutoKey IKE > New: i A\ LL W%, 4SR5 #+h OK:
VPN Name: Corp_VPN

Security Level: Compatible
Remote Gateway: Predefined: (1%£#% ), Corp_GW
5. H
Network > Routing > Routing Entries > trust-vr New: #ii AL NN %, X5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( ¥£F%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
6. KES
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 i OK:
Source Address:
Address Book Entry: ( £+ ), Dial-Up VPN
Destination Address:
Address Book Entry: (#%£#¢ ), web1
Service: HTTP
Action: Tunnel
Tunnel VPN: Corp_VPN
Modify matching bidirectional VPN policy: (755 )
Position at Top: (i%£+%)
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CLI

1. #0O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bk
set address trust webl 10.1.1.5/32
3. AF

set user User2?2 ike-id u-fgdn juniper.net share-limit 10
set user-group office 2 user User2

4. VPN

set 1ke gateway Corp GW dialup office 2 aggressive seed-preshare jk930k
sec-level compatible
set vpn Corp VPN gateway Corp GW sec-level compatible

5. I®H
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
6. KRR
set policy top from untrust to trust “Dial-Up VPN” webl http tunnel vpn
Corp VPN
save

Juniper Networks NetScreen #2536 - & 5 % : VPN 288



% 5 & %5 VPN 48 IKE ID

“1

12T Z 25

HEEm T LU CLI iy A 3k it s 4
exec ike preshare-gen name_str usr_name_str

FET WAL= M {E jk930k ({E444 Corp_ GW I M R IIIC B R HR 8 ), LARANF P I 2 ihR iR
joe @juniper.net T334 11ccce 1d3968f29ffa93d11257f691af9691612.

NetScreen-Remote &2 FhE473555

1. {5 Options > Secure > Specified Connections.
2. i Add a new connection, 7 HHILFHERE K bR 5548\ web1.,
3. MCEEEREET

Connection Security: Secure

Remote Party Identity and Addressing
ID Type: IP Address, 10.1.1.5
Protocol: ¢ iox All, #EN HTTP, % | Tab %, /5N 80.
Connect using Secure Gateway Tunnel: ( i££)
ID Type: IP Address, 1.1.1.1
AT web1 BIFRZE NS, JEITIER RN .

5. H.; Security Policy El¥x, Jfi#¢ Aggressive Mode, #}/)5i% k% Enable Perfect Forward Secrecy
(PFS).

6. ifi My Identity: i Pre-shared Key > Enter Key: %\
11cccel1d39618f29ffa93d11257f691af96916f2, X )5 H.ii OK.

ID Type: (i£#¢ E-mail Address ), #AJ5# A\ joe@juniper.net.

7.  H.i7 T Security Policy ElbrZciiifiin's, 4XJ5#.idi Authentication (Phase 1) il Key Exchange (Phase 2)
SRS, M P TN .
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8. i Authentication (Phase 1) > Proposal 1: Z6# N4 “inzs” Al “ ¥l seds k7 &k
Authentication Method: Pre-Shared Key
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
9. .l Authentication (Phase 1) > Create New Proposal: i L1 IPSec 1Y :
Authentication Method: Pre-Shared Key
Encrypt Alg: Triple DES
Hash Alg: MD5
Key Group: Diffie-Hellman Group 2
10. i Authentication (Phase 1) > Create New Proposal: i££:LL T IPSec tHiX :
Authentication Method: Pre-Shared Key
Encrypt Alg: DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
11. i Authentication (Phase 1) > Create New Proposal: £ £ L4 T IPSec #/pi¥ :
Authentication Method: Pre-Shared Key
Encrypt Alg: DES
Hash Alg: MD5
Key Group: Diffie-Hellman Group 2
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12. i Key Exchange (Phase 2) > Proposal 1: i £ UL | IPSec i :

13

14

15

16

Encapsulation Protocol (ESP): ( %+ )
Encrypt Alg: Triple DES

Hash Alg: SHA-1

Encapsulation: Tunnel

. 'i; Key Exchange (Phase 2) > Create New Proposal: i£#:LL T IPSec 1} :

Encapsulation Protocol (ESP): ( 4% )
Encrypt Alg: Triple DES

Hash Alg: MD5
Encapsulation: Tunnel

. i Key Exchange (Phase 2) > Create New Proposal: %t #:LL T IPSec #/3iX :

Encapsulation Protocol (ESP): (i£$f)
Encrypt Alg: DES

Hash Alg: SHA-1

Encapsulation: Tunnel

. ¥ Key Exchange (Phase 2) > Create New Proposal: it £l IPSec i :

. i File > Save Changes.

Encapsulation Protocol (ESP): ( %+ )
Encrypt Alg: DES

Hash Alg: MD5
Encapsulation: Tunnel
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#+= IKE ID
=2 IKE ID IRefd i & KaE ks iR . A LIRS, NetScreen w5 Ad H B N4H IKE ID Rt 52 4H nf
PIXTZ k5 VPN H 3 T AR &X4E, BRIk VPN FeE oy KA i 4 3248 IPSec (/3.
WIhfe 5 A WLz “4 IKE ID” Ihaek L, HAFRZ AT
e  XIT4 IKEID IhgE, IKE ID A] L2l bk sk FQDN ( 524 A k44 ). XTIt Dige, IKE ID 24720

L P L
o NAFPMPTA R RE AU EE S, AR IO PR S EA S e IKE 1D AR A
PR

o MAEH] XAuth X EAAN P HEAT NG
7t NetScreen 7% i B I =2 IKE ID FIfidt 22541

1. AN IKE ID B/, 3f8a a4 IKE ID $ET 850035 30 . oF T IEhRg, A8 v 1 s

A 4 IKE 1D,

2. E4 IKE ID Zplcgs k5 P 4.

3. k=3 LAN H31%4H IKE VPN g, f)aitt= IKE ID M5,

4. EX XAuth H /7, FFE{EifE IKE W o¢_EJE A XAuth.
7E VPN % i I
X “BrBL1 7 v, ] Aggressive mode ( AN ) B Bl 1] NetScreen w451 VPN i, JHHi A2 HI7E
NetScreen ¥4 5 X widt=2<4, 5, NetScreen % £ XN EFEH P a0 R AT IAE
£ “BhBr 17 thigt#EP, NetScreen ¥ 45 1 5L IMIE VPN 2% /i, 7y @& i R %11 IKE 1D At =224 5
NetScreen %5 1) IKE ID FIfidt 23 gHAHUL IS . an A UCEC I, 1) NetScreen 154 {# FH] XAuth X 84N 3BT A
o 0] “EYBE1” A “BRBL 27 IKE Wppe 2 [ PG FEt f 1 F P R 68 it o SR Az e A FH AE A 1 HH P 42 Fn
PRI E =%, W “BYBE 27 Wik G
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SEf5 : 2= IKE ID (MEZZ4R)

EARRIH, G144 Remote_Sales P84 IKE ID H /7. ‘e #:52Kk H HAA M R AL %41 (abed1234) 1f) VPN
2 250 4> “BrEc 17 thid. kS IKE a4 R_S. 54k, EEBA XAuth F )7, Joe Fil Mike.

T BB R BB 2” the, ERETUE O “Compatible (7 )7 W20 I A X BUERAE trust-vr

g I
RS
IKE ID Jy : joe@ns.com T ethernet1, 10.1.1.1/24
XAuth #1151 1234 ethernet3, 1.1.1.1/24 NAT £

Trust [X B

, TF web1
& | 10.1.1.5

Untrust X B ‘

L= IKE ID H P i &3

WS H R User Name: Remote_Sales
IKE ID 24 : mike@ns.com ~ User Group: R_S
XAuth %44 : 5678 Simple ID: sales@ns.com
WebUI
1. #0

Network > Interfaces > Edit ( %} T- ethernet1 ): A LL F %, 2RJ5 i Apply:
Zone Name: Trust
Static IP: ( IR £ I 5 )
IP Address/Netmask: 10.1.1.1/24

LT NE, ARG Hd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24

2. bk
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: web1

IP Address/Domain Name:

IP/Netmask: (#£#% ), 10.1.1.5/32
Zone: Trust

3. AR
Objects > Users > Local > New: i A\LL F A%, 485 i OK:
User Name: Remote_Sales

Status: Enable
IKE User: (i%£#f)
Number of Multiple Logins with same ID: 250
Simple Identity: ( i%£+% )
IKE Identity: sales@ns.com
Objects > User Groups > Local > New: 7& Group Name F-Et 8N R_S, #UATLL NEAE, 25 Hidi OK:

% F Remote_sales, J{-fifi ] << &4 ¥ LM Available Members #:#55)) 2]
Group Members #:H,
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Objects > Users > Local > New: #i AL F A%, #R)5 i OK:
User Name: Joe
Status: Enable

XAuth User: (i%£+%)
Password: 1234

Confirm Password: 1234

Objects > Users > Local > New: i AL F A%, SRJ5 50 OK:
User Name: Mike
Status: Enable

XAuth User: (i%£+%)
Password: 5678

Confirm Password: 5678
4. VPN

VPNs > AutoKey Advanced > Gateway > New: #ij AL F N2, SR 5 Hiidi OK:
Gateway Name: sales_gateway

Security Level: Compatible ( £+% )

Remote Gateway Type: Dialup Group (i%#%), R_S

Preshared Key: abcd1234
Outgoing Interface: ethernet3

> Advanced: i NLL T A2, SR .5 Return, R[FIFEA Gateway fic & 7T :

Enable XAuth: (%% )
Local Authentication: (i%£+% )
Allow Any: (i%Hf )
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VPNs > AutoKey IKE > New: i A LL RN %, 4SR5 Hud; OK:
VPN Name: Sales_VPN

Security Level: Compatible

Remote Gateway: Predefined: ( i£#f ) sales_gateway

> Advanced: fii ANLLT st ikE, AR50 Return, R [H[5EA AutoKey IKE
[N

Bind to: Tunnel Zone, Untrust-Tun

5. FH
Network > Routing > Routing Entries > trust-vr New: #ii AL F N2, K5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£#¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
6. RHE
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:
Source Address:
Address Book Entry: ( i%#¢ ), Dial-Up VPN
Destination Address:
Address Book Entry: ( #%£#f ), web1
Service: HTTP
Action: Tunnel
Tunnel VPN: Sales_VPN
Modify matching bidirectional VPN policy: ( #5543 )
Position at Top: ( %+ )
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i1

\

~

CLI
1. #0O

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bk
set address trust webl 10.1.1.5/32
3. AR

set user Remote Sales ike-id sales@ns.com share-limit 250
set user-group R S user Remote Sales

set user Joe password 1234

set user Joe type xauth

set user Mike password 5678

set user Mike type xauth

4. VPN

set ike gateway sales gateway dialup R S aggressive outgoing-interface
ethernet3 preshare abcdl234 sec-level compatible

set 1ke gateway sales gateway xauth

set vpn sales vpn gateway sales gateway sec-level compatible

set vpn sales vpn bind zone untrust-tun

5. IXH
set route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

6. REg

set policy top from untrust to trust “Dial-Up VPN” webl http tunnel vpn sales vpn
save
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NetScreen-Remote &£ E s 454555
A - Joe L& .

1. Hii5 Options > Secure > Specified Connections.
2. udi Add a new connection, 7t H BT R R BR o5 N web1 .
3. BUEIERLLD
Connection Security: Secure
Remote Party ID Type: IP Address

IP Address: 10.1.1.5

Connect using Secure Gateway Tunnel: ( £+ )
ID Type: IP Address; 1.1.1.1

4. AT webl BIARAETLRIIN S, T IR S .

5. i Security Policy E¥x, Jfik+% Aggressive Mode, #%/J5i%F: Enable Perfect Forward Secrecy
(PFS).

6. i My Identity: *.il; Pre-shared Key > Enter Key: ## \ abcd1234, #R)5#.i; OK.
ID Type: (i%£#¢ E-mail Address ), #}/5# \ sales@ns.com.

7. M7 T Security Policy Ebr 2N, #X )5 Hids Authentication (Phase 1) il Key Exchange (Phase 2)
7—1215/];5[]73’ bis /}%ﬂ: H}%
8. i Authentication (Phase 1) > Proposal 1: &£ N4 “ " o “Hfliseisdt:” &k
Authentication Method: Pre-Shared Key; Extended Authentication
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
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9. i Authentication (Phase 1) > Create New Proposal: £ L IPSec 1Y :
Authentication Method: Pre-Shared Key; Extended Authentication
Encrypt Alg: Triple DES
Hash Alg: MD5
Key Group: Diffie-Hellman Group 2
10. H.ii Authentication (Phase 1) > Create New Proposal: i££:LL T IPSec tHiX :
Authentication Method: Pre-Shared Key; Extended Authentication
Encrypt Alg: DES
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2
11. i Authentication (Phase 1) > Create New Proposal: i £ L. T IPSec #/}i¥ :
Authentication Method: Pre-Shared Key; Extended Authentication
Encrypt Alg: DES
Hash Alg: MD5
Key Group: Diffie-Hellman Group 2
12. ¥ Key Exchange (Phase 2) > Proposal 1: i£#:LL T IPSec ¥ :
Encapsulation Protocol (ESP): ( #%£#%)
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Tunnel

13. ¥.ii Key Exchange (Phase 2) > Create New Proposal: £ £l T IPSec i :

Encapsulation Protocol (ESP): ( %+ )
Encrypt Alg: Triple DES

Hash Alg: MD5

Encapsulation: Tunnel
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14. i Key Exchange (Phase 2) > Create New Proposal: i£#:LL I IPSec ¥ :

Encapsulation Protocol (ESP): (i%£+% )
Encrypt Alg: DES

Hash Alg: SHA-1
Encapsulation: Tunnel
15. i Key Exchange (Phase 2) > Create New Proposal: E#:LL | IPSec HiX :

Encapsulation Protocol (ESP): ( #£#%)
Encrypt Alg: DES

Hash Alg: MD5
Encapsulation: Tunnel

16. H.if; File > Save Changes.
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ARFRENT 5 2 FImE 7 (L2TP) AT A4, Ut B Bl A & i 145 5 v BL 2 [A] IPSec ( Internet Protocol
i(-,};uurity, H MM At ) SR A I A ik, BRANEE X L2TP A1 IPSec Lff) L2TP 45 H T — L6 &
MENGIe
o 302 WL LY “L2TP /7
o 306 Ut B “EdE A B e g B
e 308 U1 LM “L2TP =41~
— 55309 T bR “yul c FCE 1P A L2TP Sl e E”
e 311 Wl Eff) “L2TP M1 IPSec L L2TP”
- 312 7 bRy Yl BlE L2TP”
— 55320 W1 L) “ysf ; UE IPSec L) L2TP”
— 5333 J iy “yufl: BUH Y IPSec L L2TP”
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L2TP & 4%

MR “% 2 JR@IE PN (L2TP), k5 ) nfLAads] “L2TP MLtk ssd:” (LNS) MR« s s phill”

(PPP) i&4%, Ti%R% 27 LU —% NetScreen 4. L2TP ilind “L2TP # AL #8” (LAC) 5 LNS 2 |f] (1) it sk
Ri% PPP i,

ATV L2TP KT H I, S2AERAS ISP uhi il B LAC 55 55— ISP ufi i s Al i) LNS 2[R ST IE IE %

L2TP JHiE R A58 A B 238 5 ) IV SEHL L, U@ R ) 1 35 1 A ISP ¥ LAC Fo (A7 IRPREHAR A sl
1) L2TP fiE . )

i |
ISP ‘ ENRE V‘ NetScreen ¥ % ,.,_;:‘é'
LAVAVAY ) caemmim
M .: _ LAN
= Al m
L2TP #: L2TP i#iE L2TP W%
Ly (¥ PPP 25 )\ LAC k55 4%
(LAC) —— HRHINS) ———————» (LNS)

Windows 2000 =% Windows NT [#] NetScreen-Remote % J*

sy EY, Windows 2000 % 7 s A & #4) 0] 784 LAC. L2TP il
TE AT DA B4R 5 F 7 o S, AT 4 £ i 1) s 2 3

(RXFP VA AR O B S L2TP &, )
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NetScreen-Remote

8¢ Windows 2000 NetScreen % %% E
LAC - (LNS) "
(AC) 5 e ™ B =
- )
L - C y LAN
T E— )
L2TP it i =
(¥ PPP 21 )\ LAC
R FLNS )

K4 PPP BERamat B L M TK 5 H J 48 2] NetScreen ¥ £ (LNS), JrLL2 H NetScreen i & 1A & H ISP K2 fid
) IP Hidik. DNS AT WINS 4525k 8y, 1 NetScreen ¥4 18 i A Bl FEEG AR auth 45 %% (RADIUS.
SecurlD 5 LDAP) 5 Hl /' #EATIAGE R o

SERR b, BRI EI S IP Huht, — DN T ER ISP ZRIFHER:, B— T ES LNS ZH %R, X4
%P ISP BRI (WREMEH PPP ), ISP ¥4hAE IP HAEAI DNS Hbhilk, 350k 2/ Sl AT IAGE. S5 REFT Pk i
AP HhER S BB, 1% 1P bk 7 L2TP Gl (K4S 1P ik,

G, ISP b P o ISP
ANIEIP HihEAT DNS RS e
B \‘\_/\/\/\/7 r_ =

DNS:6.6.6.6, 7.7.7.7

IP il 5.55.5 >é
7.7.
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SRJG, 24 L2TP JHIE 1) NetScreen W 445 Kk £45 1) PPP iy, 1% NetScreen B#5K 4 & i 43 it IP Huhk L& DNS
FTWINS '8 . P Hufik vl geck B BB A AR Al I FRA G Hub4E . i3t b o L2TP J@iE i) Ny 38 1P Mtk

Rk, NetScreen %4 (%624 LNS ) h% /™
S BCFAE (124E ) IP Huhik DL A2 DNS Fil WINS
45w ko

" ]
NetScreen % %% |

CZ) ‘ IR 7‘ (LNS) | i

4k LAN

'n..
e C 10.1.1.0/24
= =
IP Hihi- : 10.10.1.161
DNS: 10.1.1.10,1.2.2.10 | - P Hufi-it
WINS: 10.1.1.48, 10.1.1.49 10.10.1.1 - 10.10.1.254

VER 1 M40 L2TP 2775t IP Hidi- 5180 LAN 11 IP 4251 52040 T- A5 [ 9 7P o
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L2TP & /¢

MHTHCAS T ScreenOS #4457 LL R L2TP 7§ -

>k H3Z4T Windows 2000 ) EHLE L2TP s’
fEIEALA I L2TP fil IPSec 9414 (IPSec L1 L2TP)

—  XIF NetScreen-Remote: 7+ Main mode (=A%) Bl s i FHUE S LL K AE Aggressive mode (F##5EaK)

T 7 A FH T 2 2 H B E 11 IPSec L) L2TP

—  X}F Windows 2000: £ Main mode ( F:4%5X ) #1355 BHE HE 15119 IPSec L) L2TP
L2TP ifii&i 55 IPSec (K] L2TP JWE K4 a1 5 5 . aPERoh )4k 5 S 5 N 1) SRS AR 45 4, NI B A X0 i)
iR “EHIIAUEN” (PAP) 80 “Ffi#E F ORI L” (CHAP) 8k A s 2 sl A0 auth ik 95 #%
(RADIUS. SecurlD I LDAP) %} il /" 4T AAIE

JEE 1 AHBH %R RADIUS JR55-#514 5% 7F PAP #1 CHAP. SecurlD #1 LDAP /R4 #(X 3% 7#F PAP.

I A 1 E s P 5 RADIUS IR %545 70 etk 5 1) 1P sihik. “1842 5248 (DNS)” kRS540 “Windows T HK M
445 (WINS)” iz 554

T RS ERL RS L2TP il iEfil IPSec [ L2TP iHiE

JER D BN L2TP, NetScreen i ar b HiiE 45 3 e r, H-HZRIXEZLIL4T NAT 20 “Es 7 (.
24 NetScreen i #7455 2 e 17 H 2 X B LIL4F “iFH 7 #ECh, 7 WebUI & HIHS L2TP #1
KWEE, FHS L2TP #KHT CLI iy $ &5 K4 i M o

1. BHATEUL T, Windows 2000 ¥ #UT IPSec [[#) L2TP., ZEaifil LAl L2TP, WZiifEid IF& + $3 ProhibitiPSec #4H)# 0 (IPSec L[ L2TP) Sk 1
(X L2TP ). (Juniper Networks B UUEAEPAT MERAE BERNENIRIEAT &0 . ) iG> 84T : %A regedit. Xlili HKEY_LOCAL_MACHINE > System >
CurrentControlSet > Services > RasMan > Parameters. Xlili ProhibitlPSec: /& “X{ii” ¥ BT HEN 1, BE#eH BRI NI, K5 ndifie. &
BRI SN (IR MR RAE I H, S Microsoft Windows RS LIS M 6 %4 H B B )
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ik B2 B = A0 RRE

L2TP A FH e B 60 14 7572545 PPP il )\ LAC 1% %] LNS. fEfrF A K E L2TP Fl IPSec ¥ L2TP (1) K444
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5. LNS %f L2TP ik 43, ffi ] L2TP sk (filiE ID FIREny 1D SRR HIEF S 1K) L2TP il . 4RJ5 LNS %%
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L2TP &:%§
LNS {1 /] L2TP Ml >k B ISP k5 H ) #24t PPP %' . XU BT :
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10.10.1.1-10.10.1.2-10.10.1.3-10.10.1.1 - 10.10.1.2 ...

e DNS %M 28R4 v IP Huililk — NetScreen ¥ 5 4e fitix Lotk 4% 5 FH S i EAEF .

e WINS 2 25k % % IP Hulilk — NetScreen ¥ £ i $e fitix Lotk (4% 5 F S i EAUE .
LNS B3t i1 2 A A DAL ol LAEA R 172 B A auth 5545 (RADIUS.  SecurlD 5l LDAP) Hi4ii A
.

TR : /T Al L2TP /1719 RADIUS 26 SecurlD /#5575 7 LA T-I28 /)7 HI IR S5 as 41l 1 i8I E I IR S % o

54k, TLLY PPP ESE F AR —
©CTHREUENC (CHAP) . (EHT3 T il PP SR,  NetSoreen i o/t 2 i (s
), AR I TN 1 LI E A BRI, AHEHURPER RADIUS 5 8 5 CHAP.

o “ERIEWML” (PAP) ; uﬁﬂiﬁiﬁk%%?ﬁﬁ)jﬁ’]ﬁﬁ%, TR KI%E PPP BEREE SR . A H B A
RADIUS. SecurlD F1 LDAP k4253435 PAP,

e “ANY” ; EWE#H NetScreen W45t CHAP, i e HBLsE, M H PAP.

Al LUK B “L2TP Sy ficE” W (VPNs > L2TP > Default Settings) it & 18t L2TP S48 H T-3k5 H 7 ik
ﬁﬁﬁ)ﬂ?ﬂ, ﬂjTl_L set 2tp default iy & RPATIX—Hefl. BRATLIAE “HHCE” U (Users > Users > Local >
New) EPCF—?%IJXT L2TP Fi /" #E47 il & 5l [T set user name_str remote-settings 7ir %KM [T L2TP 2%, )45 5E K
L2TP BB B AUBVE I L2TP BEE
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e BEE IP A0 L2TP SREIKE

ARG, #E AN HhkiEEA T 10.1.3.40 5 10.1.3.100 2 Al f¢) IP ki, $55€ DNS RS2 IP Hudik 4
1112 (%) M 1.1.1.3( —%). NetScreen ¥&#1# ] CHAP #47 PPP AiiF.

YR LIBETS L2TP Wl X 4077 auth [R5 7%

~i= RADIUS

‘ 10.1.1.245
Trust N Untrust B 1D ’1\151; 12
X B X B C i o
N ' DNS 2
JER: L2TP JHh -2 4045 Trust HIKM 1.1.1.3

DXE P HIH AL T T 77

ethernet1, ethernet3,

10.1.1.1/24 L2TP IP it 1.1.1.1/24
10.1.3.40 - 10.1.3.100

WebUI

1. P
Objects > IP Pools > New: #i A LA F %, X5 Hidi OK:
IP Pool Name: Sutro
Start IP: 10.1.3.40

End IP: 10.1.3.100
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L2TP %%

2. BREL2TP&E

VPNs > L2TP > Default Settings: i ALL F N %, X5 5d: Apply:

CLI

1. P

set ippool sutro

2. RE L2TPRE

set 12tp default
set 12tp default
set 12tp default
set 12tp default
save

IP Pool Name: Sutro

PPP Authentication: CHAP

DNS Primary Server IP: 1.1.1.2
DNS Secondary Server IP: 1.1.1.3
WINS Primary Server IP: 0.0.0.0
WINS Secondary Server IP: 0.0.0.0

10.1.3.40 10.1.3.100

ippool sutro
ppp-auth chap
dnsl 1.1.1.2
dns2 1.1.1.3
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L2TP #A IPSEC LAY L2TP

JRVE AT EMER] CHAP 5 PAP AIEIR 5 I, HE L2TP &R A I, Hte A g — P HEIER VPN EiE. L2TP [
TR SEVEAHE NetScreen v (10 H#L S1 G RE 4k 5 I 20 1P Miuhik o SR X 2t i ] LA 5| 21 skamé o

PN —A L2TP #iE, T8 4% L2TP MiENH — AN In# 7%, K L2TP itk LAC 5 LNS Z MM 1P,
] DS IPSec skt . xFhdl-&F8 K IPSec L) L2TP. IPSec 1) L2TP Zisk Jy [a]— AN A % & L2TP
il Yk 'E IPSec i, RJGEFIETEK T8 RS, IPSec EiJ L2TP %3k IPSec i ab T35, LIS
ZIE T8 i A U E LR R SOIRES . ( FAREA AR IER I E S, ESHE 4 b B, )

TR M T Windows 2000 [FyE %, minl LAZE NetScreen ¥4 F1— & iz4T Windows 2000 [ = H1L2 [a] 61 2
L2TP JliE. (AW s o MR i 5, 5SS 5 305 i EE. )

A LAZE NetScreen #44F1 N HIF 2 —/ VPN % i 2 A 61— IPSec ) L2TP ifiH :
e {f Windows 2000 g% Windows NT #:1E & %4;_Ii24T NetScreen-Remote 1 EH1
e iz4T Windows 2000 ( %5 NetScreen-Remote ) ] 1-H1?

2. H/EAE %4 NetScreen-Remote ¥ Windows 2000 B2 AEIAGE, k245048 FHE T .
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sefl : BcE L2TP
e, Gl —Ah “fs” (HER “field- sales” ) Wik H 4, JFicE — 2%k “sales corp” [¥) L2TP i
5, i ethernet3 (Untrust X B ) £ L2TP i@ 420 . NetScreen Ba-H T AIELE L2TP il iE 5 & W H T4k

SHPA
o HERIAMEIEAEX L2TP H S M T

*  PPPIEMEH] CHAP.
e IPih (%4 “global” ) fHuhl3E AT 10.10.2.100 F1 10.10.2.180 Z [i°,

e DNS R 1112 (—4%) A 1.1.1.3 ( %),
B 1 —INHE L2TP W EH A %2 R T i

Auth/L2TP #£ %
HFAL: fs IP 3t : 4> )
_ Untrust 10.10.2.100 —
-_g- X Bt = ©1.1.1.2 10.10.2.180 s

L2TP j#iH :
sales_corp

MO ethernet1,
ethernet3, 1.1.1.1/24 10.1.1.1/24

TR L2TP 7% 7 A Wlndows 2000 #E RS, HRUMEZFER iy LA E L2TP {5 &, 152 Windows

2000 kY, FHENEEAE L2TP i AR ik NetScreen %4 ML E .

3. L2TP IP jthrf ity ik 6 20 b5 Ao o 2 v g ik Kb T AN ) 1 o
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WebUI
1. #0O
Network > Interfaces > Edit ( %} J- ethernet1 ): B A LL NN %, SRJ5 4t Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24
ERLLFNE, ARG Hd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T- ethernet3 ): #i AL F N %, SR)5Hd OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24
2. L2TP R

Objects > Users > Local > New: #i AL F A%, SR OK:
User Name: Adam
Status: Enable
L2TP User: (i£#%¢)
User Password: AdbioJ15
Confirm Password: AdbioJ15
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Objects > Users > Local > New: #i AL F A%, #R)5 i OK:
User Name: Betty

Status: Enable

L2TP User: (i£$%)

User Password: BviPsoJ1

Confirm Password: BviPsoJ1
Objects > Users > Local > New: #i AL F A%, #R)5 i OK:

User Name: Carol

Status: Enable

L2TP User: (i£$%)

User Password: Cs10kdD3

Confirm Password: Cs10kdD3

3. L2TP AHFR4H
Objects > User Groups > Local > New: 7£ “Group Name” 7B+, #A fs, $47LL F#AE, SR Hd: OK:

P Adam, JEEH] << #40K N Available Members #5512 Group
Members #:H1,

I Betty, JRlTH << 41 ILA Available Members #:# 3/ %] Group
Members =+,

EF Carol, JHEH << %41 I Available Members #5521 Group
Members £+,
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L2TP #A IPSec LAY L2TP

4. TREL2PigE
Objects > IP Pools > New: #i A LA F %, X5 Hidi OK:
IP Pool Name: global

Start IP: 10.10.2.100
End IP: 10.10.2.180

VPNs > L2TP > Default Settings: #i ALL N A%, K5 H.di OK:
IP Pool Name: global
PPP Authentication: CHAP
DNS Primary Server IP: 1.1.1.2
DNS Secondary Server IP: 1.1.1.3
WINS Primary Server IP: 0.0.0.0
WINS Secondary Server IP: 0.0.0.0

5. L2TP j@i&
VPNs > L2TP > Tunnel > New: i ANLL RN ZE, K5 Hiifi OK:
Name: sales_corp
Use Custom Settings: ( i%+%)
Authentication Server: Local
Dialup Group: Local Dialup Group - fs
Outgoing Interface: ethernet3
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Peer IP: 0.0.0.0*
Host Name (optional): i A 7824 LAC [iHHHLAFR.
Secret (optional): it A—ANE LAC I LNS 2 A 3L = (pL% .

VLR B — LGS 2 LAC LALKiF L2TP 338, U141 F 65152 Windows 2000 /417 :
(1) BTFLG > 1T, AT tEA regedit. 15717 “IEHZHit4 "
(2) #:4; HKEY_LOCAL_MACHINE.
(3) Lt i SYSTEM, )7 MM H 955 1 FEBFE
(4) (£ ms_I2tpminiport, /7 i B T —1
(5) 7 “Hi#d” Fp, FEHBriE, KEEFEEE.
(6) t#A Password.
(7) Xt Password. HiZ “H#d777d " X i5HE
(8) 1 “HMHEH " FET A, UL E G5 NetScreen 45 I:/#7 L2TP Tunnel Configuration
Secret FE 11T E 1S ] o
(9) EFr 5015 77 Windows 2000 H971-5H .
51/ IPSec [/ L2TP i/ ( 42 Windows 2000 ## % &), i ZEdAT#E A uF: i e L2TP K7
IPSec 1 #8012 ik il

Keep Alive: 60°

4. ROAXTETTH ISP S0 Hes e —A IP Hubk, FrLlidfEitabiiA 0.0.0.0.

5. ZHRFIIZ{T Windows 2000 (it SEHLIIZFR, EHATEL NP : aligFeh > WE > SR > RS M “ R XHEHE. RS FRREm k., I i
FEEENVHENAREHMAE .

6. BVEEELE NetScreen % LAC &% L2TP hello {55 ik L #5440,

Juniper Networks NetScreen #2556 — 5 5 % : VPN 316



% 6 & L2TP L2TP #0 IPSec _E#Yy L2TP

6. I&H
Network > Routing > Routing Entries > New: i AL F %, &5 #idi OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: (£$¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
7. REE
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: (%% ), Dial-Up VPN
Destination Address:

Address Book Entry: (#£#f ), Any
NAT: Off
Service: ANY
Action: Tunnel
Tunnel L2TP: sales_corp

Position at Top: (#%F% )
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L2TP #A IPSec _EH#Yy L2TP

CLI

1. ®SHRP
set user adam type 12tp

set user adam password AJbioJlb
unset user adam type auth’

set user betty type 12tp
set user betty password BviPsoJl
unset user betty type auth

set user carol type 12tp
set user carol password Csl10kdD3
unset user carol type auth

2. L2TP 4R

set
set
set
set

user—-group fs
user-group fs
user—-group fs
user—-group fs

3. RE L2TPRE

set
set
set
set
set
set

ippool global 10.10.2.100 10.10.2.180

12tp default
12tp default
12tp default
12tp default
12tp default

7. AB e SCE AR 320 auth JH . BTBL, S0R SRR HUE SO L2TP, s i Z5UHGH % auth JT 287,

location local
user adam
user betty
user carol

ippool global
auth server Local
ppp-auth chap
dnsl 1.1.1.2

dns2 1.1.1.3
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4. L2TP @i

set 12tp sales corp outgoing-interface ethernet3
set 12tp sales corp auth server Local user-group fs

5. I®H
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
6. KEE

set policy top from untrust to trust “Dial-Up VPN” any any tunnel 12tp
sales corp
save
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e BCE IPSec £ HY L2TP

A EP@PHEI’J L2TP i 5 _Efrp (55 312 m bBfy “yufl : BlE L2TP” ) FrGl@ ) L2TP i . 4ok, K—
AN IPSec il 78 o 3 L2TP il F LA . IPSec 1 iE A Hi n# it RSA iE+5. 3DES % f1 SHA-1 iAiiFk
UJ i Aggresswe mode ( £ ) NI “BrB 17 . WEBEANIY (CA) 4 Verisign. (A SKBCHINAGEFS 1E
B, WS 2%, B3 RN “ATPEPEMLART . ) “HrBL2” iy “BrB 27 BIHUE UK A )
“Compatible” . |IPSec @i it TL16

e X Trust B g U “4k5 7 XBLERAE trust-vr (& IR . FIF “4k5 7 A Trust X B8 1145 51
Jj ethernet2 (1.3.3.1/24) il ethernet1 (10.1.1.1/24). Trust X BtAb T NAT £z,

&5/ Adam, Betty fil Carol 1 il Windows 2000 #:1: &4 L) NetScreen-Remote % /' 3ii°. $&5 /" Adam [f]
NetScreen-Remote Ft' & th dE e M. ( HALMALEL 5 H P ) NetScreen-Remote BL'E 5 Adam [FAHIA]. )

IKE-L2TP
RS H P4 fs -
o IPh : 425
__ R5 KB 10.10.2.100 —
Adam - 10.10.2.180
P < Aol o 2%
Trust X B
Betty - ¢
i 1} =
— T I

rol i‘ L2TP jfj# : sales_corp
Sesee VPN Jii# : from_sales
i ethernet1,

10.1.1.1/24
NetScreen-Remote ethernet2, 1.3.3.1/24

B

8. Ty (¥ NetScreen-Remote ] ) Windows 2000 i & IPSec K L2TP ili&, 28 1 MrBLiriL2iit T Main mode ( E#5:0) ~, H IKE ID 880550k
ASN1-DN.
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WebUI
1. AREXHIXER
Network > Zones > New: it AL N %, SR)5 Hiidi OK:
Zone Name: Dialup
Virtual Router Name: trust-vr
Zone Type: Layer 3 (i%#%)
Block Intra-Zone Traffic: ( 1£#¢ )
TCP/IP Reassembly for ALG: (&4 )

YER 1 Trust X BFEHT THE . LA AT OIZE -

2. #0O

Network > Interfaces > Edit ( %f T- ethernet1 ): IALL NN, K5 Hdi Apply:

Zone Name: Trust

Static IP: ( I IEFE LI TN )
IP Address/Netmask: 10.1.1.1/24

EFLLUT A, K550 OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T- ethernet2 ): I AL F N %, K5 i OK:
Zone Name: Dialup
Static IP: ( H I EFEHEIE T )
IP Address/Netmask: 1.3.3.1/24
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L2TP #A IPSec LAY L2TP

IKE/L2TP A F
Objects > Users > Local > New: i AL F A%, SRJ5 50 OK:
User Name: Adam

Status: Enable
IKE User: (#£+%)
Simple Identity: ( %+ )°
IKE Identity: ajackson@abc.com
L2TP User: (i£#¢)
User Password: AdbioJ15
Confirm Password: AdbioJ15
Objects > Users > Local > New: #i AL F %S, K5 Hidi OK:
User Name: Betty
Status: Enable
IKE User: (#£#%)
Simple Identity: ( i%£+% )
IKE Identity: bdavis@abc.com
L2TP User: (i£#%)
User Password: BviPsoJ1
Confirm Password: BviPsoJ1

9. HAM IKE ID 2% 5 NetScreen-Remote % /i A i% IARIE], 842 8/ By AR IS FH RO IE 5 =0 BT B 16 e 7 R bk
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Objects > Users > Local > New: #i AL F A%, #R)5 i OK:
User Name: Carol

Status: Enable
IKE User: (i%£#f)
Simple Identity: (£ )
IKE Identity: cburnet@abc.com
L2TP User: (i£$%)
User Password: Cs10kdD3
Confirm Password: Cs10kdD3

4. IKE/L2TP FH 4R
Objects > User Groups > Local > New: 7 “Group Name” FEth, AN fs, $UATLLUFEAE, SR)5 %t OK:

P Adam, JHEH << 240K 3L Available Members #4531 %] Group
Members =+,

kPt Betty, F1filH << # ¥\ Available Members £ 3) £] Group
Members £,

E$¢ Carol, JHEH << #4DK I\ Available Members #5521 Group
Members ¥,
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5. IPis
Objects > IP Pools > New: #i A LA F %, X5 Hidi OK:
IP Pool Name: global
Start IP: 10.10.2.100

End IP: 10.10.2.180

6. TREL2TPIXE

VPNs > L2TP > Default Settings: i AL F N2, X5 5 Apply:
IP Pool Name: global
PPP Authentication: CHAP
DNS Primary Server IP: 1.1.1.2
DNS Secondary Server IP: 1.1.1.3
WINS Primary Server IP: 0.0.0.0
WINS Secondary Server IP: 0.0.0.0
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7. L2TP @i
VPNs > L2TP > Tunnel > New: i AL R A%, SR il OK:
Name: sales_corp
Dialup Group: (i%#f ), Local Dialup Group - fs
Authentication Server: Local
Outgoing Interface: ethernet2
Peer IP: 0.0.0.0"

Host Name (optional): 215206 L2TP iE P 2 a8 e i AL, iEHMA T
M LAC HITHENLARR .

Secret (optional): i A —AN7E LAC H1 LNS 2 i) L= bl 25"

LR 1 5 o LLBIE TG FRIPI B R B R R R o] 4
KE

Keep Alive: 60"

10. BRSSP Huhl 2340, Frbag ek adfi A 0.0.0.0,

11. T FIE4T Windows 2000 HITHENLFIZFR, EHATLL N2 i TFh > W E > #BHIR > R4, I “REREME7 SHIE, PG RMEIRRET, g
FERTt SN a0 [ EHTITIOR S

12, BB MYIERINF] LAC LIVGIE L2TP iE, 2k Windows 2000 [IVENIR . 1525 a3 & I

13. P 7E NetScreen # % 11 LAC k3% L2TP hello 13 2 a7 L IRFb %,
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8. VPN j&ig
VPNs > AutoKey Advanced > Gateway > New: #ii AL F N2, &5 Hidi OK:
Gateway Name: field
Security Level: Custom
Remote Gateway Type:
Dialup User Group: ( i£F¢ ), Group: fs
Outgoing Interface: ethernet2
> Advanced: BT A UL T i B, AR5 il Return, iR [IJEA Gateway it E L :
Security Level: User Defined: Custom
Phase 1 Proposal: rsa-g2-3des-sha
Mode (Initiator): Aggressive'
Preferred Certificate (optional):
Peer CA: Verisign
Peer Type: X509-SIG
VPNs > AutoKey IKE > New: i AL F A%, S5 Hidi OK:
Name: from_sales
Security Level: Compatible
Remote Gateway: Predefined: field

> Advanced: fii AU T gt ikE, AR5 it Return, IR [n[JEA AutoKey IKE
W
Security Level: Compatible

Transport Mode: (#£+%)

14. Windows 2000 ( %4 NetScreen-Remote ) %37+ Main mode ( E# = ) V7.

Juniper Networks NetScreen #2556 — 5 5 % : VPN 326



% 6 & L2TP L2TP #0 IPSec _E#Yy L2TP

9. RHEE
Policies > (From: Dialup, To: Trust) New: #i AL F A%, K550 OK:
Source Address:
Address Book Entry: (i%#f ), Dial-Up VPN
Destination Address:
Address Book Entry: (i£#%), Any
Service: ANY
Action: Tunnel
Tunnel VPN: from_sales
Modify matching bidirectional VPN policy: ( i&5F# )
L2TP: sales_corp

Position at Top: (#%F% )
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CLI
1. APEXHXE

set zone name dialup

set zone dialup vrouter trust-vr
set zone dialup block

2. O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet2 zone dialup
set interface ethernet2 ip 1.3.3.1/24

3. L2TP/IKE AR

set user adam type ike 12tp

set user adam password AJbioJlb5

unset user adam type auth

set user adam ike-id u-fgdn ajackson@abc.com

set user betty type ike 12tp

set user betty password BviPsoJl

unset user betty type auth

set user betty ike-id u-fgdn bdavis@abc.com

set user carol type ike 12tp

set user carol password Cs10kdD3

unset user carol type auth

set user carol ike-id u-fgdn cburnet@abc.com
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4. IKE/L2TP FH 4R

set user-group fs location Local
set user-group fs user adam
set user—-group fs user betty
set user-group fs user carol

5 Pt
set ippool global 10.10.2.100 10.10.2.180

6. TREL2TPIRE
set 12tp default ippool global
set 12tp default ppp-auth chap
set 12tp default dnsl 1.1.1.2
set 12tp default dns2 1.1.1.3

7. L2TP &g
set 12tp sales corp outgoing-interface ethernet2
set 12tp sales corp auth server Local user-group fs

8. VPN i&i#
set ike gateway field dialup fs aggressive15 outgoing-interface ethernet?
proposal rsa-g2-3des-sha
set ike gateway field cert peer—cal16
set ike gateway field cert peer-cert-type x509-sig
set vpn from sales gateway field transport sec-level compatible

9. RHEE
set policy top from dialup to trust “Dial-Up VPN” any any tunnel vpn from sales
12tp sales _corp B
save

15. Windows 2000 ( %4 NetScreen-Remote ) 11374 Main mode ( FHEZ ) W7
16. 5 14 CAID 5. F3kH CA 1 ID 5, EMIH LI Fr4 : get pki x509 list ca-cert.
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NetScreen-Remote &% % #s474542 (Adam")

1. Hi5 Options > Secure > Specified Connections.

2. i Add a new connection, 7t L HTE R I FR SN AJS

3. WCEEHLN :
Connection Security: Secure
Remote Party ID Type: IP Address
IP Address: 1.3.3.1
Protocol: UDP
Port: L2TP

Connect using Secure Gateway Tunnel: (&5 )
AT A BIRR A ing, R RN .
#if; My Identity, JFRCE DL R i

M “Select Certificate” THzpkH, EHFILHEFHLE NetScreen 5% L akts
E N IKE 1D FE) HL 7~ R A2k R E

ID Type: E-mail Address'®
Port: L2TP
#1117 Security Policy El#r, #AJ51k$#: Aggressive Mode.

¥ Security Policy Bl¥r 21105, 4X)5 %0 Authentication (Phase 1) #1 Key Exchange (Phase 2) /i1
E’Jﬂﬂﬁ, ‘ /%ﬂ: H}%

17. 32>} Betty # Carol ) NetScreen-Remote %/ iilic & IPSec [ i) L2TP i, 8 5 b abst % Adam /48 8 ic B R AT 7] 60 20 SR AT B4 o
18. UEF I i IR 18 B AR IR T B
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8. ifi Authentication (Phase 1) > Proposal 1: £ £ DL N AR 715
Authentication Method: Pre-Shared Key
(5k)
Authentication Method: RSA Signatures
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2

9. #.ili Key Exchange (Phase 2) > Proposal 1: &Ll IPSec #1iX :
Encapsulation Protocol (ESP): (i£$f)
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Transport

10. i Key Exchange (Phase 2) > Create New Proposal: £ #:LL T IPSec ¥ :

Encapsulation Protocol (ESP): (i£$f)
Encrypt Alg: Triple DES

Hash Alg: MD5

Encapsulation: Transport

11. #if; Key Exchange (Phase 2) > Create New Proposal: 1%L IPSec 14 :

Encapsulation Protocol (ESP): (%% )
Encrypt Alg: DES

Hash Alg: SHA-1
Encapsulation: Transport
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12. i Key Exchange (Phase 2) > Create New Proposal: i£#:LL I IPSec ¥ :
Encapsulation Protocol (ESP): ( #£#% )
Encrypt Alg: DES
Hash Alg: MD5

Encapsulation: Transport
13. H.if; File > Save Changes.

14, EFAAH “MZER:n S ” & Windows 2000 #:4F R 40 1 H M 4% % 4z .

B E “WEERZ G B, BTN — 1 H b5 P52 IP #hf . fg A 1.3.8.1. LU /5 203 5
B, 2N AN L RZER, iEmA adam, Adbiod15. HIHEIEA=E, 1Z2047 Microsoft Windows
2000 X #4.

Juniper Networks NetScreen #2556 — 5 5 % : VPN 332
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JE5 : WE Ay IPSec Ry L2TP

TEAIH,  ethernet! (10.1.1.1/24) & Trust X Bk 1 HAb T NAT #5, 11 ethernet3 (1.1.1.1/24) i& Untrust X Bz
1. 7F NetScreen-Remote $ 5 Hl /7 54k LAN 2 [8] €14 IPSec 1) L2TP i#iE . ZFEH F IEAE IS AT ER X ) 5 s

] X-Windows W FHFE)F .

4k VPN_dial 3k'5 “ 3% IKE” VPN i@id (I IKE ID b jf@ns.com. If) IKE H1 7 dialup-j Jit#7 ) LA R4
Sy tunt 1 L2TP JEGEHECE N [ FIAR A SERS . IKE P M Untrust X B3 B 21 NetScreen %417 IPSec &2, LLijjia)
Trust X B RS2, eit, X i L2TP iifE. L2TP/PPP thii )5, EInJ&sr L2TP Wil . He & W sEmg G,

] M (KA A A R AL
WS M dialup-j 1£ /] Windows 2000 #:4F %48 L (1) NetScreen-Remote % )73 '°. #k 5 /™ dialup-j ¥
NetScreen-Remote Jit &K 7E A 2 J5 HEAT 41 .

ethernet3 ethernet1
1.1.1.1/24 10.1.1.1/24

EERERE
1547 X-Windows JIZ 45 %t IPSec L[] L2TP A 7 Unix k5%
NetScreen-Remote % J iiii THiE 1.1.1.250

19. T (%A NetScreen-Remote ] ) Windows 2000 it % IPSec [-f) L2TP JHiE, 2 1 BrBtbh g 244014k T Main mode ( F4:0) F, H. IKE ID 2854470
ASN1-DN.
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WebUI
1. #0O
Network > Interfaces > Edit ( %} T- ethernet1 ): IALL F A%, K5 i Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24
EFELUN A, )5 OK:
Interface Mode: NAT
Network > Interfaces > Edit ( X T ethernet3 ): #iIALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IE P IE TN )
IP Address/Netmask: 1.1.1.1/24
2. bk

Objects > Addresses > List > New: #i A LL F A%, X5 5l OK:
Address Name: trust_net

IP Address/Domain Name:

IP/Netmask: ( #£#¢ ), 10.1.1.0/24
Zone: Trust
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L2TP/IKE A P
Objects > Users > Local > New: i AL F A%, SRJ5 50 OK:
User Name: dialup-j

Status: Enable
IKE User: (i%#%)
Simple Identity: ( i%#¢ )*°
IKE Identity: jf@ns.com
Authentication User: ( 1£$% )

L2TP User: (i£$%)
User Password: abc123

Confirm Password: abc123

L2TP

VPNs > L2TP > Tunnel > New: it AL F W%, SR )5 #.if OK:
Name: tun1
Use Default Settings: ( #£# )
Secret: netscreen
Keepalive: 60

20. ¥ AN IKE ID 705 NetScreen-Remote & 7 b K IE IWARIE, &2 % B AR IS FH R0 IE 5 =0 BT B/ 16 7 R b ke
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5. VPN
VPNs > AutoKey Advanced > Gateway > New: #ii AL F N2, &5 Hidi OK:
Gateway Name: dialup1
Security Level: (1%#¢ ); Standard
Remote Gateway Type: Dialup User; (i£#f ), dialup-j
Preshared Key: n3TsCr33N
Outgoing Interface: (1%L F¢ ) ethernet3

> Advanced: fii ACL N N2, AR5 5 Return, iz [H3E4 AutoKey IKE
Gateway fi & 1 :

Mode (Initiator): Aggressive
Enable NAT-Traversal: ( #£#%)
UDP Checksum: ( i£#% )
Keepalive Frequency: 5
VPNs > AutoKey IKE > New: i AL F A%, #R)5 i OK:

VPN Name: VPN_dial

Remote Gateway: Predefined: ( i£#% ), dialup1

> Advanced: fii AL TN %%, #8J5 Hiidi Return, JR[FI5EA AutoKey IKE Fit & 1T :
Security Level: Standard ( i%F% )
Transport Mode (1% T IPSec L) L2TP ): (i£+%)
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L2TP #A IPSec LAY L2TP

6. &M

Network > Routing > Routing Entries > New: i AL F %, &5 #idi OK:

7. RER

Network Address / Netmask: 0.0.0.0/0
Gateway: (£$¢)

Interface: ethernet3

Gateway IP Address: 1.1.1.250

Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:

Source Address:

Address Book Entry: (i%#¢ ), Dial-Up VPN
Destination Address:

Address Book Entry: (%% ), trust_net
Service: ANY
Action: Tunnel
Tunnel VPN: VPN_dial
Modify matching bidirectional VPN policy: ( £+ )
L2TP: (L% ) tunt

Policies > (From: Trust, To: Untrust) New: S ALL F N %, X5 Hdi OK:

Source Address:

Address Book Entry: ( #£$F ), trust_net
Destination Address:

Address Book Entry: (i%#¢ ), Dial-Up VPN
Service: ANY
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Action: Tunnel
Tunnel VPN: VPN_dial

Modify matching bidirectional VPN policy: ( %£+% )
L2TP: tuni

CLI

1. #QO
set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bk

set address trust trust net 10.1.1.0/24

3. L2TP/IKE AR

set user dialup-J ike-id u-fgdn Jjf@ns.com
set user dialup-j type auth ike 12tp
set user dialup-j password abcl23

4, L2TP
set 12tp tunl outgoing-interface ethernet3 secret "netscreen" keepalive 60
5. VPN

set ike gateway dialupl dialup "dialup-J" aggressive outgoing-interface
ethernet3 preshare n3TsCr33N sec-level standard

set ike gateway dialupl nat-traversal udp-checksum

set ike gateway dialupl nat-traversal keepalive-frequency 5

set vpn VPN dial gateway dialupl no-replay transport idletime 0 sec-level
standard
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6. I%H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

7. RER
set policy from untrust to trust “Dial-Up VPN” “trust net” any tunnel vpn
VPN dial tunl

set policy from trust to untrust trust net “Dial-Up VPN” any tunnel vpn
VPN dial 12tp tunl

save
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NetScreen-Remote &£ E 4455 ( X1F/H /~ dialup-j )

1. Hi5 Options > Secure > Specified Connections.
2. i Add a new connection, 1 HLHHER K bR 55N dialup-j.
3. FCEERE
Connection Security: Secure
Remote Party ID Type: IP Address
IP Address: 1.1.1.1
Protocol: UDP
Port: L2TP
Connect using Secure Gateway Tunnel: (&%)
. iy dialup-j EIRRZEOIR NS, I AN
5. i My Identity, JFECE LN RE :

M “Select Certificate” THzslkH, EHFILH A LE NetScreen 1575 L #i$s
SENH T IKE 1D R EE 7 B 2E R (g 3E

ID Type: E-mail Address®’
Port: L2TP
.75 Security Policy El1r, #RJ51E+¢ Aggressive Mode.

¥ Security Policy E¥r 22141005, 4R )5 .t Authentication (Phase 1) 1 Key Exchange (Phase 2) /-1l
[Fn's, dE—2 I Hng

21, UEF A R ISP R B B BRI BU .
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8. . Authentication (Phase 1) > Proposal 1: i1 FAiF 5 i f 5%
Authentication Method: Pre-Shared Key
(5)
Authentication Method: RSA Signatures
Hash Alg: SHA-1
Key Group: Diffie-Hellman Group 2%

9. il Key Exchange (Phase 2) > Proposal 1: %£#:LL T IPSec 13X :
Encapsulation Protocol (ESP): ( %+ )
Encrypt Alg: Triple DES
Hash Alg: SHA-1
Encapsulation: Transport

10. #.i; Key Exchange (Phase 2) > Create New Proposal: i£#:LUL T IPSec /¥ :

Encapsulation Protocol (ESP): (i£$f)
Encrypt Alg: Triple DES

Hash Alg: MD5
Encapsulation: Transport
11. i Key Exchange (Phase 2) > Create New Proposal: £ L1 T IPSec 11X :
Encapsulation Protocol (ESP): ( #£#%)
Encrypt Alg: DES
Hash Alg: SHA-1

Encapsulation: Transport

22. {F NetScreen %4 (DF 41 1. 2 8¢ 5) LAl “sg&iEm{#a” (PFS) I, @Z[F I 4 NetScreen-Remote ¥ VPN % /7 i 3 Fl e .
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12. i Key Exchange (Phase 2) > Create New Proposal: i£#:LL I IPSec ¥ :
Encapsulation Protocol (ESP): ( #£#% )
Encrypt Alg: DES
Hash Alg: MD5
Encapsulation: Transport
13. H.if; File > Save Changes.
WA “WZIER:R T i Windows 2000 #:1FE R4 B W4 1E# .

YERC: IUE WL T T I DA — T H 53 P e A 1.1.1.1. LU HRZIERNT, 28
FIAI T ERIZNS, 15HA dialup-j, abc123. H K iFEAE K, 152/ Microsoft Windows 2000 X 7.
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=% VPN ThiE

AT N4 VPN BRI S g i

Yavin

° %3

45 71 ) “NAT 55&”

o 348 Ut EIY “%FiE NAT wk”

% 351 WL i) “UDP fZ5%: 17

5 351 T LM “Woam e

55 352 it bRy RS /WA BT R RR”

« 855 JLLI “VPN iy

55 356 T L1« B g ALk

o5 357 ur bRy “UsdE ORI H bRk

55 359 T L1 “ Mg E R G

% 859 UL i “Tic'E VPN M ThRe”

%5 373 7L L) “SNMP VPN Wi 250 % fifa it

o B 374 WL “RMEER D ZAEE”

55 875 BULR iy 2 JE TE R g
5 876 BULf “am R ARy bk
5 378 WU LMY “TFahAAZIERSEH”

o B A34 JU LI “I04 VPN RR”

5435 71 ) “VPN 41”7
%436 L LR “UREEHLEY
& 440 71 Y “TCP SYN fric ki ”
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¥ 7% 5% VPN it

e {453 UL LM “HXEN VPN

— 55454 JUER) “yafl XA VPN
o 464 VU LR “HP AR VPN

— 45465 JU By “yufl A AR VPN
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% 7 E 5% VPN ik NAT FiE

NAT Zi%E

“Pzg kAR (NAT) A1 “ g bl 645 ” (NAPT) h BB ARHE, & AvF)mio (LAN) K —41 1P Hitib A T
PR A B, R AL AN . NAT B ATIE X 1P kbt A AE plox Ee AR itk o

TECE IPSec IEN, YHAXGE SR HIL NAT &R “FB 1”7 M “BrEc2” 1) IKE Ui, &k IKE #ds
fEERAE “H P EER P (UDP)” b B2, {5 “BrBe2” Whii)a, X IPSec s AT NAT < 380
BRI 75 NAT S8 IPSec KA Wil i A h, Horhr —fE 5t “dihz e il (ESP)” 15, NAT ¥4
ANBEUUN G A3 <56 4 )27 Bk E (B E OIS ). X T “UEESk” (AH) B, NAT & & nf DUE
Uiy 1145, (HARBEESOER A, R 2 T EOH AN IPSec H0i A i VIR 2 2K 6

B RIX L H) B, NetScreen ¥ # #l1 NetScreen-Remote % /73 (6.0 B %) WM H] NAT %538 (NAT-T) ThAg. 7E
“BrBe” s R, 2 NAT-T WEEERE AR 58— a2 A4S NAT w45, #424 IPSec s (s ii— /)= UDP &}

2, W1 IETF %% draft-ietf-ipsec-nat-t-ike-00.txt Fil draft-ietf-ipsec-udp-encaps-00.txt } 5 i i A 1 B fi 5

W NAT 545 [ B2 IKE/IPSec &A% %, N K AR IKE ¥ 524 500 5% IPSec W3l 524 50 (%FT- ESP)
A5 (T AH) Eds & rs A e . T8tk IKE Bl b s, EocH & IETF SAhA 2 #
WK IKE 1) UDP 3 15 M 500 A5 #k (85750 )y 4500, & T 4 IPSec ZlE AL I AbEE, HZ 0 Fil 2 #5AE4h
P sk ESP 8 AH £k [al4f A—> UDP U3k, MIfif##3 Protocol 7Bt i IFIMELA 50 B 51 ( 43 3IXT ESP 5k
AH 5 ) AR 17 (4T UDP). 14k, i AR UDP {3kt {# il im 1 4500, ScreenOS (41 iRA S FFHE T
draft-ietf-ipsec-nat-t-ike-02.txt Fl| draft-ietf-ipsec-udp-encaps-02.txt J XL EI A O ik K] NAT-T.

JEB  NetScreen 13515 “Fzy# 4" iEH NAT-T, HAEH1E/H AH 19 IPSec 156 7. NetScreen (X % 1L/
ESP 9 “FHz1%47” IKE 48 /9 NAT-T.

1.

£ % IPSec/NAT Azt s13%, 12 Bernard Aboba T #E'511) draft-ietf-ipsec-nat-regts-00.txt.

2. NetScreen-Remote 6 Il 7 32 NAT-T, Ul draft-ietf-ipsec-nat-t-ike-00.txt 1 draft-ietf-ipsec-udp-encaps-00.txt H T i& . NetScreen-Remote 8.2 I #F 5 % 02,
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IRE NAT
T RN VPN IS 5 i 2 5 482 FF NAT-T,  NetScreen &7E “BB 17 Hh i I HT PHIRAS Wl FEH ZE (LN 7 ID £t
R E IS MD-5 #1081, —ANEBIH T RE 0 bR, 51— AMH TR 2 PR
e “4485152d 18b6bbcd Obe8a846 9579ddcc” — & “draft-ietf-ipsec-nat-t-ike-00” [1]—4~ MD-5 # 41
e “90cb8091 3ebb696e 086381b5 ec427b1f” — & “draft-ietf-ipsec-nat-t-ike-02” [fj—~ MD-5 # %1
PRANKF S5 T7 #2022 /D LTI — IR HE N R Ay ID X Eefi, NAT-T BRE A REAR ST WEREATA IS
#ARIE T HLS, W) NetScreen H#ixf H%E 2 A H] NAT-T ST %
WURABEA I i VA SCHE NAT-T, B AE S8 =AUk “BrBe 17 224 [Main mode ( 43X )] 205 — e
5B =k He [Aggressive mode ( EFNIE )] AR AL L% “NAT &I (NAT-D)” fifii®s NAT-D fufeftd &4 b i
14 % T AIME B Es)
e H#¥s NAT-D H41 :
K77 Cookie (CKY-I)
i3 77 Cookie (CKY-R)
TR ( HAR) IKE %2577 1P ikl
H b 15
o i NAT-D #51 (— ek A?):
K77 Cookie (CKY-I)
i % 5 Cookie (CKY-R)
AH (Y5 ) IKE X$45 75 1P Huhl:
P 115

3. “L\lé\;;ﬁ;aﬂhj (NAT-D)” 2B T I AT NAT-T 17 IKE S22, NAT-D fifarZi 4w '5 o 0130, 7 KIL e IKE i[53, WS 0d5 15 i kW
LT o

4. RTARIRE O HRA 2R DS R BAT S, NAT-T 26 NAT-D #i51.
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AR EE TR R I T 5 AR I BEAT LU, AT RES i PN R A5 A 28 1 ik e o 3 2o 0 Wik >
s to B el fien NAT B KA

mR UL fic |

ARSI 55 1) H AR B NEREN TR — R

DN AMI ETIFEINZ —  ImREREE DT H AR AR I 4

R NN il

AHS 857 (10 H AR ) NI ETTIREAN 2 —  NAT B AL S5 TT 2.
DR AR ETTIRHANZ — SRR TT ) HFR AL NAT B AEA IO 45 T7 i o

TR NAT AN B R REE, RN IKE BuE Lo NAT W& G5 K. iS4 351 11 B “30E
G/ TR

WIS 7 #S2FF IETF F% 2, WIRMILAE “IRBE 17 Wrrg SR 2047 bb 2 477 NAT & &0, et af
IKE % 145 M\ 500 773124 4500, 7E Main mode ( L#E0) F, o547 “BhBL 17 B TLIRRTER Nk AC He g f
17800 4500, FHISGTE “BrBL 27 [META Al FE AR FF (. 7F Aggressive mode ( a0t ) T, ¥ 5 K7
“BRBEA7 R R G — IR B FE TR S 4500, BEJGAE “BhBt 27 AT A Bk A2 b AR e b A . XA
Hla kA5 B, A7 iR 4500 124 UDP b 145,
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ZFiE NAT 8 &
FECLTF I, HEiE LAN JE I NAT Wi 8lc—Ak B VPN 3805 % 5 w8k, L IP sihkh 2.1.1.5 (H
VMG 5E Yo RFT P i s IR, NAT B H0K H Bl 2.2.2.2 B0 S P T aa U5 1P Hodik. 76 “BrBe1”
M fEd, VPN %7 fll NetScreen ¥ £ Bk il 2 75 VPN 2 5 X005 #5571 NAT-T. NAT %45 25V 42
UL R e BT VPN % 5 2 R/ o

HEH N
NAT %4 NetScreen % %%

e C O HIEM
i/ SE. =
= W T ; =_

l

VPN 5 % )7 bt
VPN i
JEIP 200.1.1.1 -> 210.2.2.2

¥ 1PSec $dfi ok 24 UDP Zdii b (VPN & /i Fl NetScreen 15 % #B 20T ) 1T LUR B UGIEAS 7 ) 8. NAT
BEAHR HAE N UDP Hfls Ak B, JUBE 2 UDP A0Sk b (13t i AME e AH B ESP k) SPI. VPN 2 55 K3
JF UDP ZRALBE IPSec #iflity, XARALH AT LGB AGER 2, A DA TETS B P 25 I AR ASATEAT BE 25

W NAT 3452 IKE/IPSec BN 7%, W Res HBLILE M@, IKE/IPSec B4 NAT % % ml GE ik K 4b 2 IKE/IPSec
G AR A e . AP IESrp A BE, NAT-T (v2) K54t IKE J5A1 H b5 UDP i 15 )\ 500 4524 4500, NAT-T
EBAE UDP A3k 1K ffar Z T4l A —E ESP #xid. % T IPSec 15 B, NAT-T (vO 1 v2) ¥4 IP LA ESP
£k 2 (Bl —4> UDP f3k. UDP it H 4500 1E A ¥5A1 H Frig 15

W ERTR, NAT-T (v2) e3P ISAKMP £ 001 UDP F B Sk Gy Z IR in—HF ESP #rid. 9F ESP #x

W 4 NFTH 0 M (0000), BRI N UDP A BELAIX 4> £ 5411 ISAKMP %t 105 TG e ks () 125 ESP i
o WREAAE ESP Anic, 527K LiEM A B B 5 2 ISAKMP #dis fuid /& ESP i fe, KX R

) UDP k3548 H 4500, A FH Sbbsic nl 45 AT B 3850 A IR AR A, DUERRIOT REWS IEMHh 2 % 0 3 e .
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% 7% 5% VPN Thie
wrE R, A PRI 2] NAT W& )a,  IKE Zids i UDP A8k iy A H Frim 555 M 500 424 4500, Jf
H, VPN i@ 504 75 UDP ALK R g 2 )46 AN — N ESP Frid PAIX 233512211 ISAKMP 45 £ 51 ESP £ .
T AT A AR SR X 2 B ) ISAKMP $ids t A ESP #dis t0 F IERih 2 % 7 B e .

IKE 3t
(XTHrB1A2)
\—> B ISAKMP A2 IKE 1E/H 95 #7 (a5 (.
UDP J Bt

B (500 FI T IKE) H bR 11 (500 T IKE)

K 155
Bifif
A E) NAT 545 /7479 UDP v B
Y5 1 (4500 FHT IKE) H brifii 1 (4500 T IKE)
KBz 255
3k ESP #xic (0000)
B fif
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% 7 E 5% VPN ik

wn NE PR, AR ARSI R NAT 3465, VPN i moR RS IP SR IPSec 2iE ity ESP 4k a4
A UDP ke f T3 R ESP Axid, Ryl X 7522 1) ESP Al (AT ISAKMP odls (o1 1 3 22 1%

435 ESP Hdifu.

IPSec ¥ifE11 —
Bz 4 i (ESP)
r—-  |PSec ity
: Wik IKE MoekiE r------—-- -~
| IP2 ESP IP1 TCP
£k 3k £33k £33k
-
A b Y K 3
XA SLys i B P
12 Z NAT &7 /717 IPSec ESP #i 1,
T IPSec #1411
| Wi IKE W oeki%k
|
| P2 UDP ESP IP1
3k 3k £33k £33k
- </, _
A Hb I SR
XA SN I B E s
UDP fu.3k

P 1 (4500 FT ESP)
K

_____________

it

VI
s ke B % l

Iy o N
il A EAUKIE |

H #5311 (4500 F-T ESP)
55
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UDP #5&FA

i UDP Hiis Wit & —4> UDP B AT, — IR ) UDP idla tl i A At iR 171 5. NetScreen ¥ ANEE
SXF NAT-T 1] UDP #e8a A1, [Nk, WebUI F1 CLI A S ANy rld B . RELL, o2t NAT s 2Rk
A, B LA T e 20 BRAE I BERE E . BRAETE D0 1, S 8H I NAT-T IRt A (45 UDP A% A1

WebUI
VPNs > AutoKey Advanced > Gateway > New: fii N7E2 4 &, 55 99 i L1 “ufisi B)¥h 4 VPN” 526 5
F, 55229 5L B “4k'5 VPN R ETIRRUEEE MO L B S5, AL NEE, A5 Hd OK:
> Advanced: i A DL R s B, AR5 Hidh Return, G [HIJEAS “ 9 5C 7 & L

JA FH NAT 77535 © (E8F)
UDP Checksum: Enable

CLI

set ike gateway name nat-traversal udp-checksum
unset ike gateway name nat-traversal udp-checksum

AEEEE
2 NAT okt IP Uik Bogs AL, NAT BERRAf 2 72 307 15 BRI A Bt ik v DLOR K AT K I R . 49
NAT %% 0] feox AT O A RIELE 20 B2 RAE A 1P Hikl e, Rk, IPSec 2 535 i 2l NAT #& Ki%
EWIOEBE AL (25 UDP Bddlatl ), LUMEFE “BrBe 17 A1 “BrBe 2”7 19 SA R HIHT G 7 Bt NAT By

LR NAT 575 HI = 1880 1] 1 7] e 2> BB A6 R F1ZE 5 9 AN T A7 . 50E NAT 58285 H9/1] 1g LU A 21T 1 38 BT
Vet R
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&FECT7 [ Mo Bz 73 X FR

S NetScreen &4 7E %A NAT WML N SOEEN, B W& VE Rty ekmi v oy . (Hig, Wi
—ANEHUE NAT W82 Ja, MIRA RS TT 1 W N 5 v BETCVENFR . 24 NAT W& sh A4 IP Huhl i £ BX A i

YEB 1 LU P % 2 X BEAE
NetScreen-B X/ Z 5775,

Untrust X &

Trust X B

IP Hbflith NAT %8548 AL 1P il 42 B M b ke i 4
1.2.1.2-1.2.1.50 M NetScreen-B F2I5 2 (5 (o Y8 1P Huhk,

7F FEH, NetScreen-B 3t A 7E NAT & & G A 7M. W% NAT ¥4 4 M NetScreen-B FR 205 1 i) % i 0.4 1k
FrUE 1P Huhl (A IP Moyt rp 37832 ),  NetScreen-A K ik B ffit i 5] i NetScreen-B. [HIt, NetScreen-A
AR A& e 5 NetScreen-B 2 [H][#)iii& . NetScreen-A A0 /& 1N 77, NetScreen-B W4t kit Iy, X7 b4
7F Aggressive mode ( Eah ) FHAT “BrB1” R,

fHJE, W3 NAT &M L 1P ik (MIP) 8L —X— S0k v AR BORT IP Hulik,  NetScreen-A I nf LLE AR 51
! NetScreen-B. [k, NetScreen-A &% NetScreen-B #im] LI & KAt 7y, 1y H XU &S LA “BrEE 17 1 Main
mode ( TAEx ) 5k Aggressive mode ( Lz ) .
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JTERE 1 QR 7 2 77 11 NetScreen 45 -7/ NAT-T JE0f HA T2 LLAERE Main mode ( 744 ) FH 7T
IKE [/, W% i as R H-LL FBZERI T G X507 ( dEMT A 20 LA E) i i “Breé 17 #2iX ( #Eut
LU N7 H 2 ) o

o ZYENFT (RIS IP ML 77 )

o #H VPN JHF

o NAT K& JGIHI R G EE IP b 19X 57
HIFHR G EZ BT, 7 Main mode ( £#20) F5 “BHEE 17 I AN I GERIEN 57 G4, B “BE
17 12D 27 IKE A BEE 44,
AR BT [ 2 38 R—X1 2 28 7 717 Main mode ( :#42C) T E IKE 4/, NetScreen i #1% Fzahfr 2r “IiE
17 B9 422 T i [l LR NG 742 2 el AR 4R AN, WY NetScreen i 45 24— 444 27 6 o

e . B NAT ZFiE

FELL R nflrh, S0 LAN B HE NAT % &40 — ik 2 Bc 45 th Michael Smith ( 24U IR4 4 B ) A i)
VPN 5% . ARk 5 VPN i A A & 1 LAN, Michael Smith 2445 5 ] NAT-T, LU T-7E NetScreen
B FECE A FE M I “msmith” AN AE VPN $2 5 % 7 i lic & I FE M o0 . #8IiE 047548 NetScreen & 7EAL Hr
{5 UDP BRI B MR W & 8 7.

JiRE AL

e - HIM %
s ’ T 3 ?—: =

VPN 5% 7 i
VPN i i
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WebUI

VPNs > AutoKey Advanced > Gateway > New: #ij A7EZF 4 &, &5 100 U0 LK) “ufi 25 20k 4 VPN il 5%
995 3, 25230 L B “Hk5 VPN TR IR FEEE OSSN BL TN, AR E R OK:

> Advanced: i A LU s A, AR5 i Return, JR [RIEEA “ Y57 Bl & 0L
JA H NAT 7853 @ (1E+8)
UDP Checksum: Enable
Keepalive Frequency: 8 Seconds (0~300 Sec)

JEB 0 CLI i &4 5 VPN #f, NetScreen %445 157 /7 /1 “NAT 5”7,

CLI

set ike gateway msmith nat-traversal

set ike gateway msmith nat-traversal udp-checksum

set ike gateway msmith nat-traversal keepalive-frequency 8
save
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VPNl

SRR L VPN Wi, NetSoreen & 4 2E4R5 I IS (71 HCADRLTE ) MBI 2 IOMP [T HER ( 58
“pings” ), LUNSRSIRILI 19 MAGE N . ° WL ping AR VPN H#PRA U, 1) NetSoreen i # i
IR S BN (SNMP) BBk

o ERENTWT - IEM VPN WAL TRERRIGS N S A R B P, EARE B H (03E8E ICMP 8] R K IFA5]E
B, JF HRATIHEATAT P R VPN {5 B0 © 285, RSSO i

o FPWTERONIER : I RIEIER) VPN I T WRIRZAS, 1 ICMP [R5 K 5 RS NI N, PR AS B Ok 3 #%
A ICMP [B] i skl R Tl 18 5 [ I R I AR T Foe S Pk mif H “BrBr 2”7 SA Ph4b FisahiRas s, Fil
AR EREEPE

JEB 1 K VPN BRI SNMP 204517 #9015 5, 5 20d 48 373 7 1/ “SNMP VPN J5 X1 2 ANEGHE” .

AHZARES VPN BRIV AT VPN 8%, 1 AN 25 44> VPN GBEIESR Y . VPN X R EE R set vpn i & BAT VI
WebUI fir &€ X . T4 VPN X R 5, 8 FORRIalAE— el A S b g e (B TS5 1 VPN ).
-} ScreenOS M VPN X% J HUg Sig Z 5 rh A5 256 TS50 i) VPN GlIE, S VPN Ml LUg 24 VPN s
I —NI0E . HTERBHARIELR T, Juniper Networks E U IPSec VPN JHIE WY FH VPN I 425 B (17 38 3 4 o
ANEGERE 100, UL T## VPN X35 VPN Gl iE < a0 O AR g i Aafse ;3 7 iuie, WX Ress A VPN i
PER) VPN B IE SR AT R 2 A AR 5 R, iE S5 856 it Lty “ Hoe s PIAE ALk i .

FERE: VPN AL LR A R TERE T AT VPN WSS AT LR A At A9 7 1

5. BEHL ping N A)FIRE, A LLT CLI fiv4 : set vpnmonitor interval number, #4514 10 #5.
6. EHHIELLIIARKI) ICMP [N gk ElE FEH, AI{EALLT CLI fiv4 : set vpnmonitor threshold number. S {E Y 10 NMESLE K.
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BEEERIMALET

L e E e I, W) NetScreen 1 £ K48 58 G G A & 5 32 BU T4 K326 ICMP BN R, JF—H K% T 2,
] 17 SR Bt & A 8 IKE B ok 7 VPN JlTE, B R)EE R VPN I T &R A . #R)5 NetScreen 5 41 H
ping 1T VPN ¥, tnBi@iE ) VPN RS NERAE Ay b7, ) NetScreen WK A 25 7725/ “MrBr 27
AR W (SA). NetScreen ¥ & 1% 5 XTI 1] 7] [ 4k 252 ) SLXF 4507 R I NG SR, il K BT A8 IKE “BhE: 27 )
B O(REERES) BB W) s, BEEIRIh A . M, NetScreen A K EBIHGE “HrE 2”7 SA. R
IR E S M., EHEHEP S I 4N, ORI 5E R T S

A S ORI “ B3 IKE” Bl &AL TIEHORA, DU Rl s e 4%, sl sh 45 d b
e 0 320 FE vy 25 ) 5% o Pl el T AL IR R . N A e IR I VPN IS — AN g &, 24 VPN
T S 52 B AR D RSN BB N B IE SR E R (NHTB %) flig ik . a3 ryes,
WS 374 1 LR “RAEIEROZAEIE .

I RS E S LRI, A A P AR B RO BB N, NetScreen B# 4 2441 VPN %,

7. R NetScreen ¥ #7&—> DHCP % /%, JUANAIMLIER) DHCP BB« il IKE HOE# . (H)E, [A—Hihkf) DHCP BB AN 51k IKE H5E % P .
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Bl F2A ] VPN itk an %8 e (set vpn name monitor optimized), I VPN Wi 547 A8 58 oiecln F

*  NetScreen ¥ & Ftiidnt VPN @ IE 1) {5 S AL A ICMP [RI N[ . ks i 45 B 3iAE A ICMP [1] 3y
[ AR, )22 3 e 3 A S AR KT R Y ] 5 A s st s mT Ak ] B R 2F R 1 i
o WIHRERAAAEH L VPN B IE N R A A R 4E S, W) NetScreen ¥ &K1 HIH] VPN % ping. XFEH
BhF-de b M 2845 S -
JE VPN A B L i, AR N B I TS I, VPN IR A R (RS 1 SNMP ZivHE 5,
VPN M2 GEIR I (] 34k, WAl A VPN S R i i R v i g H b 1P dhhk g my M, Wt Dhae & =R 5
1 ORI S5 R

iR ¥ O %0 B fnit it

ALY, VPN A D RER A 4 L1 1P bk VRS, Rz R R DGR 1P bk FH A H bRtk G Sl e
S &7 S AT 1P Hi bk VPN 485 % i (10 NetScreen-Remote ), ) NetScreen 15 #4x [H Shk6: i Py &5 ik -
B HHAE Hbriohk. VPN & i a] LLEE S BC 58 1P Hisiki XAuth FH 77, 50 diG W 1P Hhk ¥k 5 VPN 4117
5 VPN FI P ER b . r4asE VPN I e L eI HAs 1P dhbik, F22H T2 VPN Gl i o — b 4k
NetScreen & #5128 VPN M52 3 FF.

AT VPN 45 2 70 A HURI e R MO s AT 10, DRI 38— P 1 9% G 2 U il vl DAAS Db 2 7 ) — i e 4 -
LB H bR bl . S2Fr b, R DUYE BT (9 P sty AN AE — i 5 B VPN I 9%
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VPN Mt

NetScreen-A —> NetScreen-B YRl

M D B FRE R 5 (B HEED
NetScreen-A 1] Untrust [X |

H brituhk -
IWEHEPS

NetScreen-B

NetScreen-A ping.

LAN \

——
P el

B P21 3] NetScreen-B | [1

Untrust [X B2 11) (1) —  NetScreen-A VPN i i
LAN Ty (o

Trust [X Bt

(BREITN)

NetScreen-A —> NetScreen-Remote

M Trust X Begz D2
NetScreen-Remote [t
NetScreen-A ping.
NetScreen-Remote 5 %i—4

S, LASRVFOR FIFE R %

YR bl
Trust X Bz M

Untrust [X B

H pribht
NetScreen-Remote

2 Ak (BP NetScreen-A

|
NetScreen-A i RN
LAN \ E VPN Jf# &

Trust X &

] Untrust X BeFz 112240 ) 1)
ANt ICMP 15 5L i .

Untrust KB

JERE : NetScreen-A 72— g, LU FAM Trust 2 Untrust [X B ping 15 67

NetScreen-A —> 5 =77 VPN & uiiEiEss

% SR - F bbb -
M Trust DB 21 E F 0
K24 E"J%Nej’ggre%-é Trust b Beik - FTP H‘&%%%
ping. 0 HIFE NS5 7 AN F=)
¥ ping TBEZ%?E?F)\H ping : NetScreen-A i VPN i VPN i i 4 4% -
f KL g, AR ] LAN ) [ —— i A —
fE R A TR, J ¥ J

Trust [X Bt

Untrust X B

JERE : NetScreen-A 72— g, LU FAM Trust 2 Untrust [X B ping 15 7

YEB D R 7 g A i XAuth K250 11 NetScreen-Remote VPN % /i, WA #2150 F

NetScreen & ##5#7 XAuth A0 IP il /T 1E H trtth a7 VPN #355. 7K XAuth 17156, 1520 % 8-81 Wi I
#9 “XAuth /57417
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KBS EESEIN
NAE RIE B LA — NSRS, DMELE NP LT ik B & Yase O X BT ping i VPN I8 18 28 AL 5 H Frith
HE X B

o YDA TE HARHIEAE X B

o YIS HARHEAEAN R X Beh, IFHJR T X BB ZE
[FIFE, AR B o6 QI A ams, DMEAE RIS O T se vk B S hk X BLK ping ilid VPN JHiE 2iA 45
H bRk i X B

o HisthhbAr 5 ik A R X B

o HARMhE S PIEAEAN R X B, IFHR T N X BB %

TER 1 WIRIZN 45 48 /7/7F' ICMP [FI PG KA 4= 7t 4 H B 20 7T LA I8 FEXT S50 LAN 09 77 58
LBl EFEXSF I KIS AR A TC HF ICMP [/ 587 KA 2L 19 FEMs o

A& VPN Y5i=1hEE
A VPN s, 1ERAT LN #1E :
WebUI

VPNs > AutoKey IKE > New: fiil & VPN, i Advanced, A F45{5JE, i Return LU [FIFEA VPN
BeE I, AR5 HTE OK:
VPN Monitor: &+ LLiA F XSk VPN il i1 VPN ¥,
Source Interface: )\ FHzFIER LR . WiHiEH “default”, NetScreen ¥
RO,
Destination IP: 4t A\ H#x IP Hulik. G WA AAETNZE, NetScreen 545K
i HZEFE W ¢ 1P Huhk.

Rekey: W14 2 NetScreen 15 7 7FE1H E RA MIEFAR N HH BTN 243K IKE “Fhy
Bt 2” this (B K IKE “BhBE 17 thig ), iddkPesbitmi. Jihlﬂﬁi
TiJ5, NetScreen i #4422 IKE Phpg UM, JF7E5¢ A &l IE 5
SR A B VPN S dE .
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W AAEE NetScreen i 775 TE AR A MIEHAR Ky Fh I 2438 IKE P
TETE BRI . 25 B e BRI, VPN I Ae 1 0 AR A S i
R AKE Wi J5 55 8l eI 18 IR A B g T 422 1

(5k)

VPNs > Manual Key > New: it & VPN, #.idi Advanced, i\ F4I{5E, #di Return LUK [FIFEA VPN fic

L, AR5 H OK:

VPN Monitor: %&£ LLJE HXF ik VPN i@ i VPN HidE.
Source Interface: M Nz F kg0, Wl %kt “default”, NetScreen
R HE D,

Destination IP: i A\ H#x 1P Huhk. dn S A AT A2, NetScreen %44
i I FE M 2 1P Bk

CLI

set vpnmonitor frequency number”

set vpnmonitor threshold number’

set vpn name str monitor [ source-interface interface”’ [ destination-ip
. 1T . . 12
ip addr ] ] [optimized] [ rekey " ]

save

VPN i F53 LAFD Ay Ay o A8 B TRIRE 10 75

VPN b7 s FHE B A5 SE 1K) S BOR 2l ICMP [RIS sR &, 8 mIf e RE A7 VPN IS RIAIERE M 5C. SA I FHEZ 10 ANES:H D) ICMP [HIN i
SREE 10 MIEL AR L) ICMP [H] WK

10. TR AEEEE D, NetScreen WK FH 3 /E kg0,
11, WERAREFE HFr IP Hidik, NetScreen ¥ 4448 FH A2 M SS 1K) 1P Ml
12, FEFHENAGEHT “Fah%H VPN” #iE.
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Sef5l : /3 VPN H5¥=4E5 2R FA B fritb it

EARFIT, ¥4 4 NetScreen 4% (NetScreen-A 1 NetScreen-B) 2 [AJit'® “ Hz3h#&4] IKE VPN” i, #H%& A,
B BEE M Trust X EH2 1 (ethernet1) 1 NetScreen-B I Trust [X Bof% 1 (10.2.1.1/24) [f] VPN i#. %} NetScreen-B,
B E M Trust X Bf% 1 (ethernet) 3] NetScreen-A Ji 1AMV 4 #5945 4% (10.1.1.5) i) VPN Hifs.

NetScreen-A NetScreen-B
X B
e etherneti e ethernet1
- Zone: Trust - Zone: Trust
- IP address: 10.1.1.1/24 - IP address: 10.2.1.1/24
- Interface mode: NAT - Interface mode: NAT
e ethernet3 ¢ ethernet3
- Zone: Untrust - Zone: Untrust
- IP address: 1.1.1.1/24 - IP address: 2.2.2.2/24
ET B HEF B31% IKE BESH
* e o B
- Gateway name: gw1 - Gateway name: gw1
- Gateway static IP address: 2.2.2.2 - Gateway static IP address: 1.1.1.1
- Security level: Compatible’ - Proposals: Compatible
- Preshared Key: Ti82g4aX - Preshared Key: Ti82g4aX
- Outgoing interface: ethernet3 - Outgoing interface: ethernet3
- Mode: Main - Mode: Main
* frix 2 o firkx 2
- VPN tunnel name: vpn1 - VPN tunnel name: vpn1
- Security level: Compatible’ - Security level: Compatible
- VPN Monitoring: src = ethernet1; dst = 10.2.1.1 - VPN Monitoring: src = ethernet1; dst = 10.1.1.5
- Bound to interface: tunnel.1 - Bound to interface: tunnel.1

" Compatible 1] “BrB 17 224 HE LU R : pre-g2-3des-sha. pre-g2-3des-md5. pre-g2-des-sha 1 pre-g2-des-md5.
T Compatible 17 “Bi i 27 44 HE LU R4 : nopfs-esp-3des-sha. nopfs-esp-3des-md5. nopfs-esp-des-sha #1 nopfs-esp-des-md5.
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NetScreen-A NetScreen-B

B H

JH1F 0.0.0.0/0, f#iH] ethernet3, W<k 1.1.1.250 1H1F 0.0.0.0/0, fiiH] ethernet3, Wk 2.2.2.250
W 10.2.1.0/24, fFH] tunnel.1, oM< JHF 10.1.1.0/24, {1 tunnel.1, JoM=<

(Null %t — Wik tunnel.1 W RKEAS SR E FiAE (Null ¥% i1 — W5 tunnel. 1 i B (S B 37
10.2.1.0/24) i fF 10.2.1.0/24, 5 Null 10, JE& 10.1.1.0/24) 4 10.1.1.0/24, i Null £, Jikt
i : 10 & : 10

M T & B ping 3R VEAR A Trust X BE#: 1 1) Untrust X B fhl, Ptk VPN I I8 #5355 () admin 225058 SR
PLAVF ping 75 DX B la) A4 s .

YER 1 1 ARG~ VPN 2555 145 7542 NetScreen 4, AL o] (E/H#E2 J AT H bt 3777 VPN Y515, K4
P CFT IR &G N AE R T o 9 417 2 NetScreen i 45 LUPEEH

WebUI (NetScreen-A)

1. #0O
Network > Interfaces > Edit ( %} - ethernet1 ): #IALL N2, K54 Apply:
Zone Name: Trust
Static IP: ( IR IE T )
IP Address/Netmask: 10.1.1.1/24

BINCUF N2, RJGHd OK:
Interface Mode: NAT
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VPN Ms#%

Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL N %, K5 i OK:

Zone Name: Untrust

Static IP: ( IR IEPESEIE TN )

IP Address/Netmask: 1.1.1.1/24
Network > Interfaces > Tunnel IF New: i AL R %%, X5 #idi OK:

Tunnel Interface Name: tunnel.1

Zone (VR): Trust (trust-vr)

Unnumbered: (%% )
Interface: etherneti(trust-vr)

2. bk

Objects > Addresses > List > New: #i A LL F A%, X5 5 OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.1.1.0/24

Zone: Trust

Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: Remote_LAN
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.2.1.0/24
Zone: Untrust
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3. VPN
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway:

Create a Simple Gateway: ( £+ )
Gateway Name: gw1
Type:
Static IP: ( £Ff ), Address/Hostname: 2.2.2.2

Preshared Key: Ti82g4aX
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: fii N LU T gt iE, AR5 it Return, 1R [0[5EA AutoKey IKE
PiC & oL

Bind to: Tunnel Interface, tunnel.1

Proxy-ID: (i%£#¢)
Local IP / Netmask: 10.1.1.0/24
Remote IP / Netmask: 10.2.1.0/24
Service: ANY

VPN Monitor: ( i£#¢)
Source Interface: ethernet1
Destination IP: 10.2.1.1

Rekey: (k)
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4. F&H
Network > Routing > Routing Entries > trust-vr New: % A LL F A%, k)5 i OK:
Network Address/Netmask: 0.0.0.0/0
Gateway: ( %% )
Interface: ethernet3
Gateway IP Address: 1.1.1.250

Network > Routing > Routing Entries > trust-vr New: i AL NN %, K5 Hidi OK:
Network Address/Netmask: 10.2.1.0/24

Gateway: (%% )
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: i AL NN %, X5 i OK:
Network Address/Netmask: 10.2.1.0/24

Gateway: ( #£F%)
Interface: Null
Gateway IP Address: 0.0.0.0
Metric: 10

5. REE
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: (i£#f ), Trust_LAN
Destination Address:

Address Book Entry: (i%#¢ ), Remote_LAN
Service: ANY
Action: Permit

Position at Top: (i%F% )
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VPN Mt

Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:

WebUI (NetScreen-B)

1. &0

Source Address:

Address Book Entry: (i%#¢ ), Remote_LAN
Destination Address:

Address Book Entry: (i%#¢ ), Trust_LAN
Service: Any

Action: Permit

Position at Top: ( £+%)

Network > Interfaces > Edit ( %f T- ethernet1 ): AL F A%, K5 Hd Apply:

Zone Name: Trust

Static IP: ( IR IE P IE TN )
IP Address/Netmask: 10.2.1.1/24

WINLTFNE, ARG Hd OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T* ethernet3 ): #i AL F N %, SR)5Hd OK:

Zone Name: Untrust

Static IP: ( HH LN IE £ )
IP Address/Netmask: 2.2.2.2/24
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Network > Interfaces > Tunnel IF New: & AL NN %, SRJ5 T OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Trust (trust-vr)

Unnumbered: (i%£+% )
Interface: etherneti(trust-vr)

2. ok

Objects > Addresses > List > New: i ALL F A%, X5 OK:
Address Name: Trust_LAN
IP Address/Domain Name:

IP/Netmask: (£F¢ ), 10.2.1.0/24

Zone: Trust

Objects > Addresses > List > New: #i AL F A%, k)5 ¥ OK:
Address Name: Remote_LAN
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.1.1.0/24
Zone: Untrust
3. VPN
VPNs > AutoKey IKE > New: i AL R %, 2R )5 il OK:
VPN Name: vpn1
Security Level: Compatible
Remote Gateway:

Create a Simple Gateway: ( #£+% )
Gateway Name: gw1
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Type:
Static IP: ( #%$¢ ), Address/Hostname: 1.1.1.1
Preshared Key: Ti82g4aX
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: it A LL R &2 E, AR5 Hili Return, IR [EEA “ HE)%4H
IKE” Bd'& il :

Bind to: Tunnel Interface, tunnel.1
Proxy-ID: (i%£#¢)
Local IP / Netmask: 10.2.1.0/24
Remote IP / Netmask: 10.1.1.0/24
Service: ANY
VPN Monitor: ( £F% )
Source Interface: ethernet1
Destination IP: 10.1.1.5

Rekey: (i5%)
4. I%H

Network > Routing > Routing Entries > trust-vr New: #ii A LL F N2, k)5 i OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (£#¢)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
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VPN Ms#%

Network > Routing > Routing Entries > trust-vr New: #i ALL F %, K5 il OK:

Network Address / Netmask: 10.1.1.0/24

Gateway: ( %£#%)
Interface: Tunnel.1
Gateway IP Address: 0.0.0.0

Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:

Network Address / Netmask: 10.1.1.0/24
Gateway: ( %% )

Interface: Null

Gateway IP Address: 0.0.0.0

Metric: 10

5. TRER
Policies > (From: Trust, To: Untrust) New: i AL F N %S, X5 Hidi OK:

Source Address:

Address Book Entry: (i%#f ), Trust_LAN
Destination Address:

Address Book Entry: ( £+ ), Remote_LAN
Service: ANY
Action: Permit

Position at Top: ( 4% )
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Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:
Source Address:

Address Book Entry: (i%#¢ ), Remote_LAN
Destination Address:

Address Book Entry: (%% ), Trust_LAN
Service: Any

Action: Permit

Position at Top: ( £+%)
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CLI (NetScreen-A)
1. #0

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24

set interface ethernetl nat

set interface ethernet3 zone untrust

set interface ethernet3 ip 1.1.1.1/24

set interface tunnel.l zone trust

set interface tunnel.l ip unnumbered interface ethernetl

2. bk

set address trust Trust LAN 10.1.1.0/24
set address untrust Remote LAN 10.2.1.0/24

3. VPN

set ike gateway gwl address 2.2.2.2 main outgoing-interface ethernet3 preshare
Ti82gd4aX sec-level compatible

set vpn vpnl gateway gwl sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 10.1.1.0/24 remote-ip 10.2.1.0/24 any

set vpn vpnl monitor source-interface ethernetl destination-ip 10.2.1.1

4. %R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
set vrouter trust-vr route 10.2.1.0/24 interface tunnel.l
set vrouter trust-vr route 10.2.1.0/24 interface null metric 10

5. KHE§
set policy top from trust to untrust Trust LAN Remote LAN any permit

set policy top from untrust to trust Remote LAN Trust LAN any permit
save
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CLI (NetScreen-B)
1. #0

set interface ethernetl zone trust

set interface ethernetl ip 10.2.1.1/24

set interface ethernetl nat

set interface ethernet3 zone untrust

set interface ethernet3 ip 2.2.2.2/24

set interface tunnel.l zone trust

set interface tunnel.l ip unnumbered interface ethernetl

2. bk

set address trust Trust LAN 10.2.1.0/24
set address untrust Remote LAN 10.1.1.0/24

3. VPN

set ike gateway gwl address 1.1.1.1 main outgoing-interface ethernet3 preshare
Ti82g4aX sec-level compatible

set vpn vpnl gateway gwl sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 10.2.1.0/24 remote-ip 10.1.1.0/24 any

set vpn vpnl monitor source-interface ethernetl destination-ip 10.1.1.5

4. %R

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.l
set vrouter trust-vr route 10.1.1.0/24 interface null metric 10

5. KHE§
set policy top from trust to untrust Trust LAN Remote LAN any permit

set policy top from untrust to trust Remote LAN Trust LAN any permit
save
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SNMP VPN iz #2 %t 52 FA Bea

ScreenOS v LU ] “fij B B FE L7 (SNMP) VPN W 2565 5 R0 B B 2 15 3h VPN PR AISA):. VPN
2 MIB I5F, CErid s B ICMP [BIN A SK B 51 & P . L F R Ihml s [l & 2 A5 Al DL A & )5 30 RS2k~ F
)] 42 A I ]

YERB 1 1t SNMP 7280 T FEF FEVE IR VPN 575 MIB ( £ 7815 /% ), A1 NetScreen L /119 MIB # fE X
PEGA B FE /7. 1] 7458 NetScreen i #4541z /17 NetScreen X 12 CD 7 #£2) MIB 7" /i X 1.

1 “HFNFHAIKE” 80 “T-3ha5 VPN il $ B H VPN = Ihfe)G, NetScreen % K8 H SNMP VPN 45
X%, H s DU s
e J%Zh VPN 231 3k
o HASURHITF UG TA]
o NN “LAB” (SA) LE
— ESP i (DES 5 3DES) FIAIF: (MD5 8¢ SHA-1) 2574
—  AH 5258 (MD5 5 SHA-1)
— PR HAL ( A3 IKE s TE )
— BB E S (PO AR )
— VPN KA ($L5 80045158z )
— WS R ARG 1P ik
— NEETT M ARHL G 1D
- BEZHRG] (SPI) 5
o SIERESH
— VPN R (R )
- WIERE (IEBErhT)
— BrBet 2 fFeRE (AEESEGES) )
— BB R 2 AR (FEE SRR BB 2 A A I T S R A 1 T B A T IR )
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BN BEEEOZ /N EE

AP 2> IPSec VPN Gl IESE w2 RAMEIEH: 1. E0KRR E B AR B 2148 e 2[R —@ 8 8 O i 24> VPN I8 E 5t
AMIEIE, NetScreen B4 LA WA B HRA T —BkEimE g (NHTB) % NetScreen ¥ 2 1i% & 4% H
FREM T —BER M ¢ [P Huhik i 2] NHTB bR 104F e VPN liE. FIHER, BANEEE O > F 24 VPN
Wi, (S 375 L LM “ESHBMIER B . )

HE zAm%Ix¢£ﬁE’J%$
M i VPN JEiE .

3 NetScreen 117

Sof T Ik AN T 2 1 3 F 6 Bl VPN G 2 B 22 ) SRR VPN JEE (BB E D
# ) B VPN {5 5, NetScreen ¥ £l 6t Hk 477024

VPN 3 JE 1 fe KB AN i ml G 3 B O BOR BRI, i 2 i i iR A B e ] VPN Ll.)??ﬁiﬁﬂ’]ﬁ&ﬁé&iﬂé@
i (BUEE R E ). W, R NetScreen ¥ £ 32 #F 4000 /™% A1 1000 4~ ] VPN i, Az 1000 4>
VPN Li.ﬁ/l%ﬁ@ﬁﬂiﬁi/l\@l_*ﬁm % NetScreen ¥4 4 8192 Mg 11 10,000 44 VPN WiA, )”'JT@'J
% 8000 £~ VPN il il 344 4 e B AV 1'%, ZEAE NetScreen W4 MR K% th & BB E A&, HZ1
A 7= i B 2%

13. él%l%gﬁl\lmﬁﬁ ﬁﬂlfiﬁ@% Va2 2 th 2 4 DX B 11 Bl 2B B R el R e T i A B ey (AR SR W SR ), X ol T RE S T e
RAE
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B FR 21 188 18 B BR 5

TR E B B TE L 2 A VPN JEIE TP 015 B i 77028, NetScreen B #-RHEAER i iH R & 10 T —BkEk M 5%
|P iy kWb S5 & ¥ VPN GHEIE 448K . 26 R4k H 21 NHTB R4 H MBS SR an FFR. 76 FIET, A NetScreen
Y46 RS tunnel. 1 B LR vpn2 44 M 10.2.1.5 RI%H] 10.1.1.5 {3 FLRLHEAT T et

AHh NetScreen ¥4, HAT ﬁﬁamNﬁ Ji ( RN BCIIANE 1P bk
%ﬁg?ﬁﬁiﬁ tunnel.1 4% 111 I 52 I3 1 1P HhiE ) M H2 4 1) LAN
JHIE
10.1.1.1
vpn1 - 10.1.0.012% 10.1.1.5
10.2.1.5 tunnel.1 10.1.2.1 § 4
= N vbn2 m o a—(10.1.1.0/24)
== W& (
10.2.0.016
Trust X B LAN —a—10.1.2.0/28
4 Bt T BB )
ID IPH4 (Dst) #H ZES T—BkEk VPN Pr&

1 10.1.0.0/24 tunnel.1 10.1.11 —————— 10.1.141 vpn1 static

2 10.1.1.0/24 tunnel.1 10.1.2.1 — 10.1.21 vpn2 static
3 10.1.2.0/24 tunnel.1 10.1.3.1

10.1.3.1 vpn3 static

AR A 28 R P [ A2 5 1 5K i (BGP) ] >k B Atk £ “BrBe2” Uhrd R, PIAS IKE 045 7 R As 4 i
LI, ’@,TEFKMJ)\JZ&“E%EE WG 1P M2 O, JF A s AN IXEE “R —BHEERFEIE . HRE
SRR S5 7 v A R T % ) ko J18h, WA FAIM ARG E . T —BkER IP Hubb i fe

XA I IE R O IP Huhk .

fE EIRSEH T, R R IP f@ijt (s NHTB & F—Bkik IP ﬂﬁﬁtz SRR ST ol R R IE R . I 1P M
HERETE RS B ( BEMCRE b B TE R O ) SRR H o8 1EE 1P TSRS B AIES 2 VPN il

/
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NetScreen B¢# i FExt <57 (FIHE S L IP bt FAEII SR & —Bkik 1P btk ol T2 A, o n]sd 3) 2
PRSI, A% HORFE XTS5 5 R IE R 1 1P ik A )5 R & I . [RIIN IR 257E NHTB £ S~ —
BERRAR [F 1P Mkt S A, VPN JETE A PR A IEA PIREEE - v T AN sE e “WirB 2”7 Prrg a4 NetScreen
B I RERT T RO A Bl -

NetScreen 1 %44 % FHEK 4 H M OC IP sl fl NHTB 345 H 9 (0 T —BkiX 1P Huhl /e @ Mo, JRi s
fﬁ%%wy%%?%%oﬁﬁ,N%%mm&%%ﬂ%NMB%*%%WB@WWE%%W%H%%%%%*
€ 1 1P HF S 15 B .

FE AT EE B bt
AT A L T ) VPN T BA e A 2 7 m S, N S-hk r £ bz — . BEszIib H i, —Mogvksd
AFREAN T FENT &5 ERPAT VAN H AR bk (7 X 25 sk 2% e (NAT) . BbAh, IEE 1 1P shbAE B m FE &5 5 v i 2
ME—, W AR T SRR %, W SR R VTN, LU 2E X2 1000 4~ VPN @i ) —A4~ v e S- ik

I
A R E R A HiEEE O W< | T~ —BkER VPN @i
(MEHFHEERZD)
10.0.3.0/24 tunnel. 1 10.0.2.1/24 vpn1
10.0.5.0/24 tunnel. 1 10.0.4.1/24 vpn2
10.0.7.0/24 tunnel. 1 10.0.6.1/24 vpn3
10.0.251.0/24 tunnel. 1 10.0.250.1/24 vpn125
10.1.3.0/24 tunnel. 1 10.1.2.1/24 vpn126
10.1.5.0/24 tunnel. 1 10.1.4.1/24 vpn127
10.1.7.0/24 tunnel. 1 10.1.6.1/24 vpn128
10.1.251.0/24 tunnel. 1 10.1.250.1/24 vpn250
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a
=
i
=

BiEEM%

A<t g B R ) B AR A HIEE R O PI2% | T —BkEk VPN i#i#
(W7 EEEE A )

10.2.3.0/24 tunnel.1 10.2.2.1/24 vpn251

10.2.251.0/24 tunnel.1 10.2.250.1/24 vpn375

10.7.3.0/24 tunnel.1 10.7.2.1/24 vpn876

10.7.251.0/24 tunnel.1 10.7.250.1/24 vpn1000

A NetScreen W4 LIFIHE 1 10.0.0.1/24. ETA R TN, #AAARS P bk az 10, Zhhk 8BoR A
AR R A NHTB £ Mo / F—BkER 1P ik

A R UL HIGRE B HAT UL R e i PR TSR D 2 T ], 2 A 381 DU vkl - A TN EIE

M ERZA4 VPN,
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K NetScreen ¥ £ M H. it 10.0.4.1/24

A 55 0 O At VPN 5 S NAT-dst 10.0.5.1 -> 10.0.6.1/24

AT HA 1P A8y B 1P Mk NAT-dst 10.0.7.1 ->

NAT-dst, *ftuti VPN {5 5 ] N ER 1P Mk

TRHRAT K B AT 3 R e IF 10.0.2.1/24 _—

H B E 2 1P Huhik i) NAT-dst 10.0.3.1 -> g >

NAT-src. £72% NAT-src il S 1P il

NAT-dst I, 1S vpn1

DS 7 45, “Hbhbi AR . / 10.1.1.1/24

NAT-dst 10.1.2.1 ->

I 1P Hihl:

vpn251 |

/
/

\ 10.6.2.1/24
<Hi NetScreen % % . NAT-dst 10.6.3.1 ->
10.00.1/24 vpn751 W IP Mk
NAT-dst 10.0.1.1 -> _y P

Ui 1P Sk ~—_vpn1000 ‘@/1/0 7.250.1/24
- NAT-dst 10.7.251.1 ->

S 1P il

FEFIEHTRFH
HI{E NHTB FlEs & h Fah a4 H . W] BahiEz NHTB I &, X T485€ 2] Al D ik HomE, T30
TR o X OREIEIE, B35kl DU B E R AR, RO 2 38 T e AR L R E R 1R A
RIS, EH sl BRI

FuERFE

ARG VPN 318 T2 et 2]~ — Bk E g0 2 (NHTB) R R fExd S5l IE e 1) 1P Mokl #oG, DR RE
admin PL3RRH 08 il 8 0 1P k. SRJE, I DU ar 28 &b ik 5 NHTB £ A4 1) VPN 18 18 44 Fx A
I -

set interface tunnel.1 nhtb peer’s_tunnel_interface_addrvpn name_str
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JH%:E, AR AR PR AN TR B, Rt AR Tzl E L 1 1P bk FHAER O . mTidad WebUI 5L CLI dr &5 A
6

set vrouter name-str route dst_addr interface tunnel.1 gateway peer’s_tunnel_interface_addr

EEES 3=
B S NHTB FIEg i, 202 LR 444
o YR E B B A HE G RE (K VPN I (7 328 R A T A i 384T ScreenOS 5.0.0 1) NetScreen # 45 .
o RN AT MUK FOR E 4 e BEE R 1, JF HLiZ% s AR BT A N AR T T 4 1 M ki o A 2 H A E— 1 1P
k.
. 7‘!&1/4\ VPN s (R, S AT e S5 IR VPN sl s FH & AN e R X 611 IKE OBk 5 dpr i3
T,
o ARHURIT RN AT DA AT 1 T B 1 B IS S B Bh A B B S IR sz
) A5 T 2 S L IR VPN Wik, i Pk 1 NetScreen 4 7% 0 2435 F F A VPN {3 B B my g v il i
7E VPN T8 P ity 3 A E e IR T VPN #7505, P 5 NetScreen & &5 40T “MrBL1” 1 “IrBr 2”7 IKE
PR DAl IE . (A RTEAME R, SRR 355 L LI “VPN lif=" . )
£ “OrB2” g, NetScreen W%AFUFHQC%@;L%D IP Huhl. SR, B IKE B n] 78 NHTB £+ B3l
B NIEIERZ 1 IP Mokt A AHN ) VPN T8 IE 4 75

14, {EITESE 1 _FIa AT DA ER dh PN, BUAEAS S A e 2 DI ek IKE (O f5 5 BB Heie I i VPN 4%, th B isU/E i f5 Rt 2l IKE Phig. H
Juniper Networks 1/ AN EAK A S) &5 i i 5 RURR b A IKE Bhis o WA A HE 3 DAL T IKE (B 5 FOBRERGE T 1) VPN %

15, X “IFSaE A AR (OSPF)” , (EAHNT 457 (R T4 11 F i B el Db SUZ i, AR ZE TG B “ iR 2 i #2H .

16. HTEQM*QEWUPMPﬂEMEFﬁ 77, U BATW FIA)a5 1P ML 8 4 £ ks (FQDN) IS REXS 5577, eATAI 1 SR Ak IKE . fH

i AHs NetScreen ¥ L) “BrBr 27 SA 7N IS NEE 1P Hubik,  DRUAT ] — NS 25 0 8 m] LAEB Rl IKE TJJ B, EOFTEEST VPN W
M*EML%E%*MMLL
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AL NetScreen 45 7F Hoit &b A s NIBAEZ R H AR B, D2 A AL E REmE R O )5 ) BGP 5k
Bl FEADIRMT

1. FEREAUE thas L AIE BGP M lisehl, iz st & e £ VPN s fsiEs% .

2. AEREINER d1ds b S s s

3. {EI [ BGP XA J5 HAEIE R M LR % i se
T RER A5 7 R A TIX LD IR
FEAHE (bl ) Beak b, W ZiUE SCEATE RN RAE T Il IE L 1 1P Huhib ik 45 % e A g o oD e o il EEl AT
XTI TERE P A B, DS g RE 0l R A VPN E 21k BGP 4B3% % .

AR ), BGP AR Zu & ac it tifi B, LUMERENS AShIe Ltk thak . PSS J7 AER LRl 7 1 VPN liE
Jai, JREXS AT RV A [ A B4 A AX e e B BN AR BE S s il 75 Bl . AN NetScreen v F 1 Bh 2R 1 5L 451
M A TE R LIRS T RS (K b, RITADREA D W SC (R Iz Rt 85 5 3 TE 12 111 1P Utk in A B 1

ARV E BRI IER 1 (b <y Bk s NHTB Mg i3k ) (2 MEIER ey, 528 413
B el s Azhig R NHTB &4 H 7 .
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effl: EEFMEY— B L% 4 VPN
AR, R =ATET N “ B2 IKE VPN JiIE (vpni, vpn2 F vpn3) 4 FFRAEIERE L (tunnel.1).
1 iE M NetScreen-A if ] =AM FEXTEETT (RFEETT 1. 05577 2 F1 4677 3 ). 1& NetScreen-A ., 4 = A&7 F

SR InE& LA NHTB %4 H .

¥ NetScreen-A ) tunnel.1 #1040 & ) =4~ VPN &, vpn1
IKE P25 : peer1, 2.2.2.2

JE R : NetScreen-A /# Trust Untrust [X Bt SRR AT BEHE H £ 10.0.2.1
KBA A peer1 /R
L =] g @ ‘ vpn2

peer2 ¥ IKE P25 : peer2, 3.3.3.3

@ e o (AN S 6 77 111
[._. 4@; LAN. ‘ WIEPH 0 10.0.4.1

NetScreen-A

k peer3 -
Trust X B tunnel.1 ethernet3 . g ail. ‘ vpn3
ethernet1 10.0.0.1/39 1.1.1.1/24u IKE M : peer3, 4.4.4.4
10.1.1.1/24 DIP Pool 5: A% RSy i IE R 1 0 10.0.6.1

10.0.0.2-10.0.0.2 1.1.1.250

TEAEE P VPN B TERCE X “PrBe 17 f1 “BrBr 27 U089 H TS50 A% IKE. Ttk 24 (peert:
“netscreent”. peer2 “netscreen2”. peer3: “netscreend”) LLKIIE 3y “Compatible” 192440 (47 HIXEESZIN
VEE S, SIS 11 LR “SEE 7. )

B G W NPT 22 X BOEE A% 3% (1) trust-vr 52400 FH e BRI

AT EEAS LAN ERAL A [R] 1 Hocil 2% 8] (10.1.1.0/24), LU B el 4 F J50F0 Eﬁﬂ%i&ﬁk%?ﬁ% (NAT-src fil NAT-dst)
Kt vk IPSec X457 2 [ -0k 5E . 5% NAT-src Fil NAT-dst IFEIME B, ESHE 7 &, “Huhb#H” .,
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WebUI (NetScreen-A)

1. #0
Network > Interfaces > Edit ( %} T- ethernet1 ): i ALLF A%, K550 Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

BINCLUR N2, RJGHd OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T* ethernet3 ): #i AL F N %, SR)5Hd OK:
Zone Name: Untrust

Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24
Network > Interfaces > New Tunnel IF: 5 AL N %, R)5 5 OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: (#£$%)
IP Address / Netmask: 10.0.0.1/30
Network > Interfaces > Edit ( %} - tunnel.1) > DIP > New: i ALL RN %, SR )5 Hik OK:
ID: 5
IP Address Range: (i£#f ), 10.0.0.2 ~ 10.0.0.2
Port Translation: ( #£$% )
In the same subnet as the interface IP or its secondary IPs: ( Z£$F )
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2.

bk
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: corp

IP Address/Domain Name:

IP/Netmask: (i%£+% ), 10.1.1.0/24
Zone: Trust

Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: oda1
IP Address/Domain Name:

IP/Netmask: (i£+% ), 10.0.1.0/24

Zone: Trust

Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: peers
IP Address/Domain Name:

IP/Netmask: (£#f ), 10.0.0.0/16
Zone: Untrust

VPN

VPNs > AutoKey IKE > New: i AL F A%, S5 i OK:
VPN Name: vpni

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: (I£Ff)
Gateway Name: peer1

Type: Static IP: ( £F¢ ), Address/Hostname: 2.2.2.2
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Preshared Key: netscreent
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: fii N LU T st i E, AR5 it Return, 1R [0[5EA AutoKey IKE
PC e L

Bind to: Tunnel Interface, tunnel.1
Proxy-ID: (i%£#¢)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY
VPNs > AutoKey IKE > New: 5 AL F A%, #RJ5 #idi OK:
VPN Name: vpn2
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: (I£$f)
Gateway Name: peer2

Type: Static IP: (1%£#F ), Address/Hostname: 3.3.3.3
Preshared Key: netscreen2
Security Level: Compatible

Outgoing Interface: ethernet3
> Advanced: fii AL T st ikE, AR50 Return, 1R [H[5EA AutoKey IKE
Jic L 0T
Bind to: Tunnel Interface, tunnel.1
Proxy-ID: (#%£$¢)
Local IP / Netmask: 0.0.0.0/0

Juniper Networks NetScreen #2556 — 5 5 % : VPN 384



% 7 E 5% VPN ik

Remote IP / Netmask: 0.0.0.0/0
Service: ANY
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 Hidi OK:
VPN Name: vpn3
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £ )
Gateway Name: peer3
Type: Static IP: ( #£F¢ ), Address/Hostname: 4.4.4.4
Preshared Key: netscreen3
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: i A LU T mgti’E, AR50 Return, IR[[5EEA AutoKey IKE

[N AU
Bind to: Tunnel Interface, tunnel.1
Proxy-ID: ( %% )
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY

4. I%H
Network > Routing > Routing Entries > (trust-vr) New: % AL F N %, X5 Hidi OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (%)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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Network > Routing > Routing Entries > (trust-vr) New: i A LL N2, K5 Huidi OK:

Network Address / Netmask: 10.0.1.0/24
Gateway: ( %£#%)

Interface: ethernet1

Gateway IP Address: 0.0.0.0

Network > Routing > Routing Entries > (trust-vr) New: #i A\ LL F A%, SR )5 #di OK:

Network Address / Netmask: 10.0.3.0/24
Gateway: ( %% )

Interface: tunnel.1

Gateway IP Address: 10.0.2.1

Network > Routing > Routing Entries > (trust-vr) New: i AL F N %%, X5 i OK:

Network Address / Netmask: 10.0.2.2/32
Gateway: (£#¢)

Interface: tunnel.1

Gateway IP Address: 10.0.2.1

Network > Routing > Routing Entries > (trust-vr) New: % AL F N %, K5 Hidi OK:

Network Address / Netmask: 10.0.5.0/24
Gateway: (i%£#¢)

Interface: tunnel.1

Gateway IP Address: 10.0.4.1
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Network > Routing > Routing Entries > (trust-vr) New: i A LL N2, K5 Huidi OK:

Network Address / Netmask: 10.0.4.2/32
Gateway: ( %£#%)

Interface: tunnel.1

Gateway IP Address: 10.0.4.1

Network > Routing > Routing Entries > (trust-vr) New: #i A\ LL F A%, SR )5 #di OK:

Network Address / Netmask: 10.0.7.0/24
Gateway: ( %% )

Interface: tunnel.1

Gateway IP Address: 10.0.6.1

Network > Routing > Routing Entries > (trust-vr) New: i AL F N %%, X5 i OK:

Network Address / Netmask: 10.0.6.2/32
Gateway: (£#¢)

Interface: tunnel.1

Gateway IP Address: 10.0.6.1

Network > Routing > Routing Entries > (trust-vr) New: % AL F N %, K5 Hidi OK:

Network Address / Netmask: 10.0.0.0/16
Gateway: ( #£#%)

Interface: null

Gateway IP Address: 0.0.0.0

Metric: 10
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Network > Interfaces > Edit ( %f - tunnel.1) > NHTB > New: % AL F A%, K55 Add:
New Next Hop Entry:
IP Address: 10.0.2.1
VPN: vpni
Network > Interfaces > Edit ( %} T tunnel.1) > NHTB: i ALL F %, K5 8 Add:
New Next Hop Entry:
IP Address: 10.0.4.1
VPN: vpn2
Network > Interfaces > Edit ( %f - tunnel.1) > NHTB: #i AL F N2, K5 il Add:
New Next Hop Entry:
IP Address: 10.0.6.1
VPN: vpn3
5. REE
Policies > (From: Trust, To: Untrust) New: i AL F A%, K5 i OK:
Source Address:
Address Book: ( £Ff ), corp
Destination Address:
Address Book: ( i£# ), peers
Service: Any
Action: Permit
Position at Top: (i%£+%)
> Advanced: HI AL N ik &, 285 s Return, iR [BI3EA Policy it & 1 :
NAT:

Source Translation: (i%£+%)
DIP On: 5 (10.0.0.2-10.0.0.2)/X-late
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Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:

CLI (NetScreen-A)

1. #0O
set
set
set
set
set
set
set

2. bk

set address
set address
set address

interface
interface
interface
interface
interface
interface
interface

Source Address:

Address Book Entry: (i£#% ), peers
Destination Address:

Address Book Entry: ( #£#¥ ), oda1l
Service: Any
Action: Permit

Position at Top: ( £+%)

> Advanced: fii A\ LT sk &, AR5 i Return, R [FIZEA Policy Pt E it :

NAT:

Destination Translation: ( £+ )
Translate to IP Range: (%% ), 10.1.1.0- 10.1.1.254

ethernetl zone trust

ethernetl ip 10.1.1.1/24
ethernet3 zone untrust

ethernet3 ip 1.1.1.1/24

tunnel.l zone untrust

tunnel.l ip 10.0.0.1/30

tunnel.l dip 5 10.0.0.2 10.0.0.2

trust corp 10.1.1.0/24
trust odal 10.0.1.0/24
untrust peers 10.0.0.0/16

Juniper Networks NetScreen #2556 — 5 5 % : VPN

389



e

¥ 7E 5% VPN Ih&E

3. VPN

set

set
set
set
set

set
set
set
set

set
set
set

4. H

set
set
set
set
set
set
set
set
set
set
set
set

ike gateway peerl address 2.2.2.2 outgoing-interface

netscreenl sec-level compatible
vpn vpnl gateway peerl sec-level compatible
vpn vpnl bind interface tunnel.l
vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.

ike gateway peer?2 address 3.3.3.3 outgoing-interface

netscreen?2 sec-level compatible
vpn vpn2 gateway peer?2 sec-level compatible
vpn vpn2 bind interface tunnel.l
vpn vpn2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.

ike gateway peer3 address 4.4.4.4 outgoing-interface

netscreen3 sec-level compatible
vpn vpn3 gateway peer3 sec-level compatible
vpn vpn3 bind interface tunnel.l
vpn vpn3 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.

vrouter
vrouter
vrouter
vrouter
vrouter
vrouter
vrouter
vrouter
vrouter

interface tunnel.
interface tunnel.
interface tunnel.

trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr
trust-vr

route 0.0.0.0/0 interface ethernet3 gateway 1.1.
10.
10.
10.
10.
10.
10.
10.

route
route
route
route
route
route
route
route

1 nhtb 10

10

.0.2

O O OO OO oo

O oY > TN W

.0/24
.0/24
.2/32
.0/24
.2/32
.0/24
.2/32

0/16

interface
interface
interface
interface
interface
interface
interface
interface

.1 vpn vpnl

1 nhtb 10.0.4.1 vpn vpnZ2
1 nhtb 10.0.6.1 vpn vpn3

ethernet3 preshare

0/0 any
ethernet3 preshare

0/0 any
ethernet3 preshare

0/0 any

=

.250

ethernetl

tunnel.
tunnel.
tunnel.
tunnel.
tunnel.
tunnel.

1

e e

1

10.
10.
10.
10.
10.
10.

gateway
gateway
gateway
gateway
gateway
gateway

cNoNoNoNoNe)
oY oy NN
T T N

null metric 10
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5. RER

set policy from trust to untrust corp peers any nat src dip-id 5 permit

set policy from untrust to trust peers odal any nat dst ip 10.1.1.0 10.1.1.254
permit

save
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Peerl

LU B S A1 2 B bk £ NetScreen-A ) VPN i, NetScreen ¥4 zEfE admin 15 peer1 ¥ i 4 A
KN 2. BT AL S Al LAN 3tk 247 Tk 2518 10.1.1.0/24 P, R fE admin 752 50 % NetScreen %
% LLIATUSAT H b NAT (NAT-src fil NAT-dst). Peerd it VPN1 3 5.7 % % 5 NetScreen-A Itf, {fif] DIP it 6
KHAT NAT-src LUK BT A N S bk 2634 10.0.2.2.  Peer1 ¥4 M. NetScreen-A %K1 VPN 13 B 4T
NAT-dst, A 22 k28 oks ik A 10.0.3.0/24 454 10.1.1.0/24.

ethernet3 tunnel.10 NAT-dst 75 [ ; NAT-dst M
222224 10.0.2.1/30 10.0.3.0-10.0.3.255 & 10.0.30 —§1J°-0-3-255
ST E A DIP it 6 ethernet1 [
222250 10.0.2.2-10.0.2.2 1011.1/24 10.1.1.0 - 10.1.1.255
e i FH b ik AR 45
Untrust [X B Peer1 L Trust [X Bt

vpn1, kK H waper
NetScreen-A o 10.‘|I_ ':‘ %/24

YERE 1 A& NAT-src #Il NAT-dst fTiEd 156, 1S3 7 25, “Hibl## 7,

WebUI (Peer1)

1. #0O
Network > Interfaces > Edit ( X} T ethernet1 ): S ALL N A%, SRJ5 045 Apply:
Zone Name: Trust
Static IP: ( IR % £ I 5 )
IP Address/Netmask: 10.1.1.1/24

EMALLUNNZ, A5 OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 2.2.2.2/24

Network > Interfaces > New Tunnel IF: B ALLF A%, K5 5d OK:
Tunnel Interface Name: tunnel.10
Zone (VR): Untrust (trust-vr)

Fixed IP: (i£#%)
IP Address / Netmask: 10.0.2.1/30

Network > Interfaces > Edit ( %f - tunnel.10 ) > DIP > New: i ALL F A%, SRJ55d: OK:
ID: 6
IP Address Range: (1£#¢ ), 10.0.2.2 ~ 10.0.2.2
Port Translation: ( i£$% )
In the same subnet as the interface IP or its secondary IPs: ( £+ )

2. bt
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: lan

IP Address/Domain Name:

IP/Netmask: ( &+ ), 10.1.1.0/24
Zone: Trust
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Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: oda2

IP Address/Domain Name:
IP/Netmask: (i£#+% ), 10.0.3.0/24
Zone: Trust
Objects > Addresses > List > New: i ALL F A%, X5 OK:
Address Name: to_corp
IP Address/Domain Name:
IP/Netmask: ( %+ ), 10.0.1.0/24
Zone: Untrust
Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: fr_corp
IP Address/Domain Name:

IP/Netmask: ( #£F¢ ), 10.0.0.2/32
Zone: Untrust

3. VPN

VPNs > AutoKey IKE > New: #i AL F A%, K5 ¥ OK:
VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( 1L+ )
Gateway Name: corp

Type: Static IP: ( £F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreent

Juniper Networks NetScreen #2556 — 5 5 % : VPN

394



¥ 7E 5% VPN Ih&E BrBEEOZ I EE

Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: i AL T migtix’ s, AR50 Return, R [[5EEA AutoKey IKE
il 5 0T

Bind to: Tunnel Interface, tunnel.10
Proxy-ID: (i%£#¢)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY

4. IRH
Network > Routing > Routing Entries > (trust-vr) New: #i AL F N7, K5 #udi OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (i%£#¢)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
Metric: 1
Network > Routing > Routing Entries > (trust-vr) New: #i AL F N7, K5 i OK:
Network Address / Netmask: 10.0.3.0/24
Gateway: (i%£#¢)
Interface: ethernet1
Gateway IP Address: 0.0.0.0
Metric: 1
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Network > Routing > Routing Entries > (trust-vr) New: i A LL N2, K5 Huidi OK:

Network Address / Netmask: 10.0.0.0/8
Gateway: (i%£#)

Interface: tunnel.10

Gateway IP Address: 0.0.0.0

Metric: 10

Network > Routing > Routing Entries > (trust-vr) New: #ii A LL N2, K5 il OK:

Network Address / Netmask: 10.0.0.0/8

Gateway: ( £F%)
Interface: null
Gateway IP Address: 0.0.0.0
Metric: 12

5. KB
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: (i%£#+% ), fr_corp
Destination Address:

Address Book Entry: ( i%£#% ), oda2
Service: Any

Action: Permit

Position at Top: ( £+%)
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> Advanced: fii A LU s E, AR5 il Return, iR [A[5EA Policy o & 0T :
NAT:
Destination Translation: (L% )
Translate to IP Range: (1%#¢), 10.1.1.0 - 10.1.1.254
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 Hd OK:
Source Address:

Address Book Entry: (#£#%), lan
Destination Address:

Address Book Entry: ( #%£#f ), to_corp
Service: Any
Action: Permit
Position at Top: (i%£+%)
> Advanced: fiiANLL T sk &, 285 i Return, iR [H[5EA Policy FC & i :
NAT:

Source Translation: ( £FF )
DIP On: 6 (10.0.2.2—10.0.2.2)/X-late
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CLI (Peer1)

1.

O
set
set
set
set
set
set
set

skl

set
set
set
set

VPN

set

set
set
set

B
set
set
set
set

R Mg

set
set

interface
interface
interface
interface
interface
interface
interface

ethernetl
ethernetl
ethernet3
ethernet3
tunnel.10
tunnel.10
tunnel.10

zone trust

ip 10.1.1.1/24

zone untrust

ip 2.2.2.2/24

zone untrust

ip 10.0.2.1/30

dip 6 10.0.2.2 10.0.2.2

address trust lan 10.1.1.0/24
address trust oda2 10.0.3.0/24

address untrust to corp 10.0.1.0/24
address untrust fr corp 10.0.0.2/32

ike gateway corp address 1.1.1.1 outgoing-interface ethernet3 preshare

netscreenl sec-level compatible

vpn vpnl gateway corp sec-level compatible

vpn vpnl bind interface tunnel.10

vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

vrouter trust-vr
vrouter trust-vr
vrouter trust-vr
vrouter trust-vr

route

route

policy from trust to untrust lan to corp any nat src dip-id 6 permit
policy from untrust to trust fr corp odaZ2 any nat dst ip 10.1.1.0
10.1.1.254 permit

save

0.0.0.0/0 interface ethernet3 gateway 2.2.2.250 metric 1
route 10.0.3.0/24 interface ethernetl metric 1

route 10.0.0.0/8 interface tunnel.l0 metric 10

10.0.0.0/8 interface null metric 12
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Peer2

PRS2 6 2 B4k k & NetScreen-A 1) VPN &, NetScreen ¥ £ K fE admin 15 peer2 uh x5+ DA 204 A\ 1)
W BT WEHhE S LAN ik F bk 258 10.1.1.0/24 P, PRI RE admin 752500 % NetScreen W 4%
LLATVER H A5 NAT (NAT-src fil NAT-dst). Peer2 iiiid VPN2 #4{3 Kifi %% %] NetScreen-A I, ] DIP ith 7 >k
AT NAT-src LUK BTA Pk bk 45l 10.0.4.2.  Peer2 ¥} A NetScreen-A %K (¥ VPN {55 B i h4T NAT-dst,
i F AR 2 ok AR ok ik A 10.0.5.0/24 #54h 10.1.1.0/24.,

NAT-dst 3 [F NAT-dst M

ethernet3 tunnel.20 ‘
3.3.3.3/24 10.0.4.1/30 10.0.5.0 — 10.0.5.255 10.0.5.0 - 10.0.5.255
A A DIP i 7 ethernet1 £
3.3.3.250 10.0.4.2-10.04.2 10.1.1.1/24 10.1.1.0-10.1.1.255
N A ) s 11k A5
Untrust [X B Peer2 Trust X Bt

LAN
10.1.1.0/24

vpn2, KH

NetScreen-A

YER 1 A NAT-src #Il NAT-dst fTiEd 1.6, 1S3 7 25, “Hibl## 7,

WebUI (Peer2)

1. #0
Network > Interfaces > Edit ( %} - ethernet1 ): I A LU F A%, X5 Apply:
Zone Name: Trust
Static IP: ( IR R IE T )
IP Address/Netmask: 10.1.1.1/24

WINLTFNZ, ARG Hd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 3.3.3.3/24

Network > Interfaces > New Tunnel IF: s AL F A%, K55 d OK:
Tunnel Interface Name: tunnel.20
Zone (VR): Untrust (trust-vr)

Fixed IP: (i£#%)
IP Address / Netmask: 10.0.4.1/30

Network > Interfaces > Edit ( %f - tunnel.20 ) > DIP > New: i ALL F A%, SRJ5Hd OK:
ID: 7
IP Address Range: (1£# ), 10.0.4.2 ~ 10.0.4.2
Port Translation: ( i£$% )
In the same subnet as the interface IP or its secondary IPs: ( £+ )

2. bt
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: lan

IP Address/Domain Name:

IP/Netmask: ( &+ ), 10.1.1.0/24
Zone: Trust
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Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: oda3

IP Address/Domain Name:
IP/Netmask: (i#£+% ), 10.0.5.0/24
Zone: Trust
Objects > Addresses > List > New: i ALL F A%, X5 OK:
Address Name: to_corp
IP Address/Domain Name:
IP/Netmask: ( %+ ), 10.0.1.0/24
Zone: Untrust
Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: fr_corp
IP Address/Domain Name:

IP/Netmask: ( #£F¢ ), 10.0.0.2/32
Zone: Untrust

3. VPN

VPNs > AutoKey IKE > New: #i AL F A%, K5 ¥ OK:
VPN Name: vpn2

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( 1L+ )
Gateway Name: corp

Type: Static IP: ( £F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen2

Juniper Networks NetScreen #2556 — 5 5 % : VPN

401



¥ 7E 5% VPN Ih&E BrBEEOZ I EE

Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: i AL T migtix’ s, AR50 Return, R [[5EEA AutoKey IKE
il 5 0T

Bind to: Tunnel Interface, tunnel.20
Proxy-ID: (i%£#¢)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY

4. FKH
Network > Routing > Routing Entries > (trust-vr) New: % AL F N %, X5 Hidi OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: ( #£F%)
Interface: ethernet3
Gateway IP Address: 3.3.3.250
Metric: 1
Network > Routing > Routing Entries > (trust-vr) New: #ii AL F N2, SR Hidi OK:
Network Address / Netmask: 10.0.5.0/24
Gateway: (i%£+¢)
Interface: etherneti
Gateway IP Address: 0.0.0.0
Metric: 1
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Network > Routing > Routing Entries > (trust-vr) New: i A LL N2, K5 Huidi OK:

Network Address / Netmask: 10.0.1.0/24
Gateway: ( %£#%)

Interface: tunnel.20

Gateway IP Address: 0.0.0.0

Metric: 10

Network > Routing > Routing Entries > (trust-vr) New: #ii A LL N2, K5 il OK:

Network Address / Netmask: 10.0.1.0/24
Gateway: ( £F%)

Interface: null

Gateway IP Address: 0.0.0.0

Metric: 12

5. KB
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 ¥ OK:

Source Address:

Address Book Entry: (#£#%), lan
Destination Address:

Address Book Entry: ( i%#f ), to_corp
Service: Any
Action: Permit

Position at Top: ( £+%)
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> Advanced: fii A UL R g B, X5 Bl Return, iz [R5 Policy B it
NAT:
Source Translation: ( #£FF)
DIP On: 7 (10.0.4.2-10.0.4.2)/X-late
Policies > (From: Untrust, To: Trust) New: i AL NN %, K5 % OK:
Source Address:

Address Book Entry: (i%£#% ), fr_corp
Destination Address:

Address Book Entry: (%% ), oda3
Service: Any
Action: Permit
Position at Top: (#%F% )
> Advanced: fii AL T =gk B, A5 i Return, R [FIJEA Policy Bt E it :
NAT:
Destination Translation: ( i%£+% )
Translate to IP Range: (1%£#¢), 10.1.1.0 - 10.1.1.254
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CLI (Peer2)

1.

#®O
set
set
set
set
set
set
set

ikl

set
set
set
set

VPN

set

set
set
set

2

set vrouter
set vrouter
set vrouter
set vrouter

MR

set
set

save

interface
interface
interface
interface
interface
interface
interface

ethernetl
ethernetl
ethernet3
ethernet3
tunnel.20
tunnel.20
tunnel.20

zone trust

ip 10.1.1.1/24

zone untrust

ip 3.3.3.3/24

zone untrust

ip 10.0.4.1/30

dip 7 10.0.4.2 10.0.4.2

address trust lan 10.1.1.0/24
address trust oda3 10.0.5.0/24

address untrust to corp 10.0.1.0/24
address untrust fr corp 10.0.0.2/32

ike gateway corp address 1.1.1.1 outgoing-interface ethernet3 preshare

netscreen?2 sec-level compatible

vpn vpn2 gateway corp sec-level compatible

vpn vpn2 bind interface tunnel.20

vpn vpn2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

policy from trust to untrust lan to corp any nat src dip-id 7 permit
policy from untrust to trust fr corp oda3 any nat dst ip 10.1.1.0
10.1.1.254 permit

trust-vr route 0.0.0.0/0 interface ethernet3 gateway 3.3.3.250 metric 1
trust-vr route 10.0.5.0/24 interface ethernetl metric 1

trust-vr route 10.0.0.0/8 interface tunnel.20 metric 10

trust-vr route 10.0.0.0/8 interface null metric 12
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Peerd

PLUF I E 2O i 2kt 55 NetScreen-A (1] VPN JHIERS, NetScreen %45 FE admin 7F peerd il £ HH 2% A\ ¥
W2 BT AR5 AE LAN 3tk A7 T Huhik45a) 10.1.1.0/24 1, BRIHGEFE admin 7522060 & NetScreen ¥4 LL
HATIERI H bx NAT (NAT-src 1 NAT-dst). Peer3 jii it VPN3 {3 A7 4% %] NetScreen-A I, {#iH] DIP i 8 AT
NAT-src LUK T N ik A 4% 10.0.6.2.  Peer3 #4557 M NetScreen-A &K [¢) VPN 15 i thdT NAT-dst, 14
KRR Bk ik AN 10.0.7.0/24 #4454 10.1.1.0/24.

ethernet3 tunnel.30 NAT-dst 75 [l ~ NAT-dst M
4.4.4.4/24 10.0.6.1/30 10.0.7.0 - 10.0.7.255 10.0.7.0-10.0.7.255
AN E A DIP it 8 Bl
444250 10.0.6.2-10.0.6.2 ethernet1 10.1.1.0 = 10.1.1.255
Untrust [:E1 10.1.1.1724 A5 FH il A
L'nsf Trust X B

NetScreen-A

10.1.1.0/24

TR 1 A NAT-dst 1TIFEHE6, HS0FE 7 %, R,

WebUI (Peer3)
1. #0O
Network > Interfaces > Edit ( %f - ethernet1 ): S AL NN %, #R)5Hd: Apply:
Zone Name: Trust
Static IP: ( IR 4tz I )
IP Address/Netmask: 10.1.1.1/24

BINCLUF N2, RJGHd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 4.4.4.4/24

Network > Interfaces > New Tunnel IF: B ALLF A%, K5 5d OK:
Tunnel Interface Name: tunnel.30
Zone (VR): Untrust (trust-vr)

Fixed IP: (i£#%)
IP Address / Netmask: 10.0.6.1/30

Network > Interfaces > Edit ( % T tunnel.30 ) > DIP > New: i AL FNZE, A5 i OK:
ID: 7
IP Address Range: (1£#% ), 10.0.6.2 ~ 10.0.6.2
Port Translation: ( i£$% )
In the same subnet as the interface IP or its secondary IPs: ( £+ )

2. bt
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: lan

IP Address/Domain Name:

IP/Netmask: ( &+ ), 10.1.1.0/24
Zone: Trust
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Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: oda4

IP Address/Domain Name:
IP/Netmask: (i£+% ), 10.0.7.0/24
Zone: Trust
Objects > Addresses > List > New: i ALL F A%, X5 OK:
Address Name: to_corp
IP Address/Domain Name:
IP/Netmask: ( %+ ), 10.0.1.0/24
Zone: Untrust
Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: fr_corp
IP Address/Domain Name:

IP/Netmask: ( #£F¢ ), 10.0.0.2/32
Zone: Untrust

3. VPN

VPNs > AutoKey IKE > New: #i AL F A%, K5 ¥ OK:
VPN Name: vpn3

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( 1L+ )
Gateway Name: corp

Type: Static IP: ( £F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen3
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Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: i AL T migtix’ s, AR50 Return, R [[5EEA AutoKey IKE
il 5 0T

Bind to: Tunnel Interface, tunnel.30
Proxy-ID: (i%£#¢)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY

4. IRH
Network > Routing > Routing Entries > (trust-vr) New: #i AL F N7, K5 #udi OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: ( %£F%)
Interface: ethernet3
Gateway IP Address: 4.4.4.250
Metric: 1
Network > Routing > Routing Entries > (trust-vr) New: #i AL F N7, K5 i OK:
Network Address / Netmask: 10.0.7.0/24
Gateway: (i%£#¢)
Interface: ethernet1
Gateway IP Address: 0.0.0.0
Metric: 1
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Network > Routing > Routing Entries > (trust-vr) New: i A LL N2, K5 Huidi OK:

Network Address / Netmask: 10.0.0.0/8
Gateway: (i%£#)
Interface: tunnel.30
Gateway IP Address: 10.0.0.1
Metric: 10

Network > Routing > Routing Entries > (trust-vr) New: #ii A LL N2, K5 il OK:

Network Address / Netmask: 10.0.0.0/8
Gateway: (i%£#¢)
Interface: null
Gateway IP Address: 10.0.0.1
Metric: 12
5. KRB
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 OK:
Source Address:
Address Book Entry: (#£#%), lan
Destination Address:
Address Book Entry: (i%#% ), to_corp
Service: Any
Action: Permit
Position at Top: (%)
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> Advanced: fii A UL R g B, X5 Bl Return, iz [R5 Policy B it
NAT:
Source Translation: ( #£FF)
DIP On: 8 (10.0.6.2—10.0.6.2)/X-late
Policies > (From: Untrust, To: Trust) New: % A\ LL N N%ZE, K5 Hdi OK:
Source Address:

Address Book Entry: (i%£#% ), fr_corp
Destination Address:

Address Book Entry: (%% ), oda4
Service: Any
Action: Permit
Position at Top: (#%F% )
> Advanced: fii AL T =gk B, A5 i Return, R [FIJEA Policy Bt E it :
NAT:
Destination Translation: ( i%£+% )
Translate to IP Range: (1%£#¢), 10.1.1.0 - 10.1.1.254
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CLI (Peer3)

1.

O
set
set
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set
set
set
set

skl

set
set
set
set

VPN

set

set
set
set

B
set
set
set
set

R Mg

set
set

interface
interface
interface
interface
interface
interface
interface

ethernetl
ethernetl
ethernet3
ethernet3
tunnel. 30
tunnel. 30
tunnel.30

zone trust

ip 10.1.1.1/24

zone untrust

ip 4.4.4.4/24

zone untrust

ip 10.0.6.1/30

dip 8 10.0.6.2 10.0.6.2

address trust lan 10.1.1.0/24
address trust odad4 10.0.7.0/24

address untrust to corp 10.0.1.0/24
address untrust fr corp 10.0.0.2/32

ike gateway corp address 1.1.1.1 outgoing-interface ethernet3 preshare

netscreen3 sec-level compatible

vpn vpn3 gateway corp sec-level compatible

vpn vpn3 bind interface tunnel.30

vpn vpn3 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

vrouter trust-vr
vrouter trust-vr
vrouter trust-vr
vrouter trust-vr

route

route

policy from trust to untrust lan to corp any nat src dip-id 8 permit
policy from untrust to trust fr corp oda4 any nat dst ip 10.1.1.0
10.1.1.254 permit

save

0.0.0.0/0 interface ethernet3 gateway 3.3.3.250 metric 1
route 10.0.7.0/24 interface ethernetl metric 1

route 10.0.0.0/8 interface tunnel.30 metric 10

10.0.0.0/8 interface null metric 12
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5 . Bahi&H3FN NHTB R H

TEAE T, AT E T “ A3h%4H IKE VPN” dl1E (vpnl. vpn2) 45 24k 5 NetScreen-A E LA
WIEF O tunnel. 1. 7ECIERES HIMIE T, BEATFEXN ST R IS 2 A H . MR “al i m et
(BGP) ¥4 1% 4y NetScreen-A. A4l ;o i/F VPN {5 2 NetScreen-A Ji5 1AMt s ) X 45 7 il 1

VERL . TEUEHIT, tiE “HaCmELIA TR (OSPF) ” /€ BGP 1F 5 H1thiX. XK OSPF B EHIGE, 15

Zl 7 431 JLLERT “TEPIHIR : H 508 1745 H 9 OSPF 7

NetScreen-A L[f] tunnel.1 £ L g05E vpn1
24> VPN i . IKE PI=% : peer1, 2.2.2.2
WREXT AT [l E R 1 2.3.3.1
Untrust X B

peer1 )

NetScreen-A

TEXTEET7 18 F BGP A ikix ek iy
s BN XEEE T I R AR
A4 NetScreen-A Fr4il.

DR
A= &® HR

St peer2 " ®
Trust [X B tunnel.1 ethernet3 : o 0 ¢ 7 > ® ) :
ethernet1 10.0.0.1/30 1.1.1.1/24 <> n ‘
10.1.1.1/24 AN T
1.1.1.250
JE& : NetScreen-A /7 Trust vpn2
X B AR IKE F5% : peer2, 3.3.3.3

TEREXT T R D : 3.4.4.1
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REANTEE P v ) VPN GEIERC B “BrBe 1”7 M “BrEe 27 SRS N2 40 A3EH IKE, WidL=% 9 (peert:
“netscreen1”. peer2: “netscreen2”) LI K Ti5E X4 “Compatible” 12244, (A3 XS AITVEAE B, 155 05
11 B “TER” . )

W ECE LR AN IIRE, Bl {f NetScreen-A HEIHE 7 NHTB F Rk H&" -
o WHEEHYIEI (5 IKE OBkE S FEE BRI ) i) VPN Har®
e tunnel.1 1Y) BGP )7 b

J “ABhEH IKE VPN lIE 5 A T Sk VPN a3 E, 98 Rz Fl A% admin 58 monk i i i ie &
i, NetScreen-A B St FExf 257 1) VPN #8s. W& IFANEERR ] 7 AR i VPN {5 Bk $UUT IKE Bhis . 78
“IEt 27 i A, NetScreen H4cAZ HuiliiE g2 1 IP Hihilk, iXFF NetScreen-A B n] [ 307 NHTB F£ A4 VPN %)
BRI L

T BRI BB 17 A “BrBe2” EAFIEIIN, Wk ASh PR IR R, e R il T
Sebr b, A FHEE SN VPN B3t 7 —Fh o7k, Al VPN 818 B 7R A H P AR efs B A IS 00 Bt REIE 2L ff
FREBRRA . X — SRR 0B, PROYIX AR FE admin 7088 P i 0@ 5 FH 1) BGP 345 1% i SEBPE % i 5 8
#i%4 NetScreen-A ﬂfﬁﬁﬁﬁﬁ%m H S TE s k. AEHD 2R (R B i 2 2e g th 2 /i, NetScreen-A iy 241 ]
X kg | il VPN GEE A B (R 5 o s admin A5 EEE R A B b 138 TE 1 1 S N TEAT R AU
A% B0 (R AR AR )

£ NetScreen-A F-fi Nl it AN A s i1, OB IEAA ) VPN I8 27X BGP fB#%kie . BEB& LI«
G X BOMH% I HAE 2025 1 trust-vr fi2 UL e St

Er$

17, {EIRIEE O RIS hA s i iln,  BUEEA R ol i e Y1 0 el IKE DB 5 EHREBRe i VPN s, diph U i 5 Bt s ik IKE By . {2
Juniper Networks /5t AN EAR B A % A5 B Al A IKE PR . NAS T iy A7 3 2 91l IKE (Do {5 5 SR T VPN A% .

18. {EilIE R I _Fizdy BGP I, RIAEAN S AT 506 % Pk el IKE (Lo f5 5 FRE LK) VPN Hifs, BGP (s St ik IKE Phig. {2 Juniper
Networks /5t i ANEZAK A BGP 15 @/;mﬂ%ﬁﬁmk IKE e e 8% H o A e % P el IKE OBYME 5 BORnE B I VPN s .

S

L
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WebUI (NetScreen-A)

1.

#EO

Network > Interfaces > Edit ( %} T- ethernet1 ): A LL TN %, K550 Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

MALLTINZ, AR5 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( X T* ethernet3 ): #iALL F N %, X5 Hdi OK:
Zone Name: Untrust
Static IP: ( IR IE P IE TN )
IP Address/Netmask: 1.1.1.1/24

Network > Interfaces > New Tunnel IF: B ALLF A%, AR5 5d OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: (#£$%)
IP Address / Netmask: 10.0.0.1/30
VPN

VPNs > AutoKey IKE > New: #i AL F A%, K5 ¥ OK:
VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( 1L+ )
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Gateway Name: peer1

Type: Static IP: ( #£$¢ ), Address/Hostname: 2.2.2.2
Preshared Key: netscreen1

Security Level: Compatible

Outgoing Interface: ethernet3

> Advanced: i A LU T mgtix s, A5 Hd Return, R [[EEA AutoKey IKE
il 5 0T

Bind to: Tunnel Interface, tunnel.1
Proxy-ID: (i%£#%)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY
VPN Monitor™ : ( 1£$¢)
Rekey: (1£$)
VPNs > AutoKey IKE > New: i AL F A%, S5 i OK:
VPN Name: vpn2
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: (1£Ff)
Gateway Name: peer2

Type: Static IP: ( #£F¢ ), Address/Hostname: 3.3.3.3
Preshared Key: netscreen2

Security Level: Compatible

Outgoing Interface: ethernet3

19. £ Source Interface il Destination IP IR HL & ¥ B . A IRXLERIAEE, ESHH 355 T LK “VPN s .
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> Advanced: fii N LU T gt iE, AR5 i Return, 1R [[5EA AutoKey IKE
PC e L

Bind to: Tunnel Interface, tunnel.1
Proxy-ID: ( #%£$%)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY
VPN Monitor™ : (%# )
Rekey: (i£F)
3. FSIKH
Network > Routing > Routing Entries > (trust-vr) New: #i AL F N7, K5 #udi OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (i%£#¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
Network > Routing > Routing Entries > (trust-vr) New: i A\ LL F A%, SR )5 #idi OK:
Network Address / Netmask: 2.3.3.1/32
Gateway: ( £F%)
Interface: tunnel.1
Gateway IP Address: 2.3.3.1

20. {#F Source Interface il Destination IP ZEIN K ELE & E . A IIXEIRTE R, S0 4 355 T L “VPN #ix” .
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Network > Routing > Routing Entries > (trust-vr) New: % AL F N %, X5 Hidi OK:
Network Address / Netmask: 3.4.4.1/32
Gateway: ( %£#%)
Interface: tunnel.1
Gateway IP Address: 3.4.4.1

4. HISHEH
Network > Routing > Virtual Routers > Edit ( ¥} trust-vr ) > Create BGP Instance: i AL F N %%, #R)5 %
o OK:

AS Number ( 475 ): 99
BGP Enabled: (i£F% )
Network > Interfaces > Edit ( %f - tunnel.1) > BGP: i} Protocol BGP & ikHE, 4R i OK.

Network > Routing > Virtual Routers > Edit ( X} trust-vr ) > Edit BGP Instance > Neighbors: i AL T
7, 5 st Add:

AS Number: 99
Remote IP: 2.3.3.1
Outgoing Interface: tunnel.1

Network > Routing > Virtual Routers > Edit ( X} trust-vr ) > Edit BGP Instance > Neighbors: #i AL~ A
7%, 5 st Add:

AS Number: 99

Remote IP: 3.4.4.1

Outgoing Interface: tunnel.1

Juniper Networks NetScreen #2556 — 5 5 % : VPN 418



¥ 7E 5% VPN Ih&E BrBEEOZ I EE

5. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book: ( &£ ), Any
Destination Address:

Address Book: ( £F ), Any
Service: ANY

Action: Permit
CLI (NetScreen-A)

1. #%0O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

set interface tunnel.l zone untrust
set interface tunnel.l ip 10.0.0.1/30

2. VPN

set ike gateway peerl address 2.2.2.2 outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

set vpn vpnl gateway peerl sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

set vpn vpnl monitor rekey
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set ike gateway peer2 address 3.3.3.3 outgoing-interface ethernet3 preshare
netscreen?2 sec-level compatible

set vpn vpn2 gateway peer2 sec-level compatible

set vpn vpn2 bind interface tunnel.l

set vpn vpn2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

set vpn vpn2 monitor rekey

3. FSIKH
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway .250

1.1.1.2
set vrouter trust-vr route 2.3.3.1/32 interface tunnel.l gateway 2.3.3.1
set vrouter trust-vr route 2.4.4.1/32 interface tunnel.l gateway 2.4.4.1

4. FHISHEH

ns-> set vrouter trust-vr protocol bgp 99

ns-> set vrouter trust-vr protocol bgp enable

ns-> set interface tunnel.l protocol bgp

ns—-> set vrouter trust-vr

ns (trust-vr)-> set protocol bgp

ns (trust-vr/bgp) -> set neighbor 2.3.3.1 remote-as 99 outgoing interface
tunnel.l

ns (trust-vr/bgp) -> set neighbor 2.3.3.1 enable

ns (trust-vr/bgp) -> set neighbor 3.4.4.1 remote-as 99 outgoing interface
tunnel.l

ns (trust-vr/bgp) -> set neighbor 3.4.4.1 enable

ns (trust-vr/bgp) -> exit

ns (trust-vr) -> exit

5. REg

set policy from trust to untrust any any any permit
save
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Peerl

PLUR G & A A1 2 B Akl &5 NetScreen-A ) VPN iliE ), NetScreen ¥4 iz FE admin {E peer1 ¥ s Hh L2 A
TN %Y. e admin BCE NetScreen 1575, DL bad i {5 Bt 875 200 E NetScreen %, LME5iH
b vpn1 2 BGP 4B 15845 1 P 3B % rh gk ATl .

ethernet3
2.2.2.2/24
AN 2% tunnel.10 ethernet1 Trust X Bt
2.2.2.250 2. 3 3.1/30 2.3.4.1/24
Untrust [X Bt Peert 23

vpn1, kA
NetScreen-A

M e m 234.024% R
- £2.3.

WebUI (Peer1)

1. #&0O

Network > Interfaces > Edit ( Xf - ethernet1 ) : B ALLF N %, RJ5Hd OK:
Zone Name: Trust
Static IP: ( HH LI £ )
IP Address/Netmask: 2.3.4.1/24

Network > Interfaces > Edit ( X T ethernet3 ): #iALL NN, X5 Hd OK:
Zone Name: Untrust
Static IP: ( I IEFE LI TN )
IP Address/Netmask: 2.2.2.2/24
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Network > Interfaces > New Tunnel IF: B AL F %, K55 OK:
Tunnel Interface Name: tunnel.10

Zone (VR): Untrust (trust-vr)
Fixed IP: (i£$%)
IP Address / Netmask: 2.3.3.1/30
2. bk

Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: corp

IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.1.1.0/24
Zone: Untrust

3. VPN
VPNs > AutoKey IKE > New: 5t AL N NS, 285 OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £ )
Gateway Name: corp
Type: Static IP: (#£F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreent
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: i AL T migti’E, AR50 Return, R [[5EEA AutoKey IKE
il 5 0T

Bind to: Tunnel Interface, tunnel.10
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Proxy-ID: ( #%£$%)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0

Service: ANY

4. BRSIEH
Network > Routing > Routing Entries > (trust-vr) New: i AL F N %%, 2RJ5 Hidi OK:

Network Address / Netmask: 0.0.0.0/0
Gateway: ( £F%)

Interface: ethernet3

Gateway IP Address: 2.2.2.250

Metric: 1

Network > Routing > Routing Entries > (trust-vr) New: % AL F N2, K5 H OK:

Network Address / Netmask: 10.1.1.0/24
Gateway: ( £F%)

Interface: tunnel.10

Gateway IP Address: 0.0.0.0

Metric: 1

5. FNTSEH
Network > Routing > Virtual Routers > Edit ( %J ] trust-vr ) > Create BGP Instance: #ii AL F N2, K55
ifi OK:
AS Number ( 475 ): 99
BGP Enabled: (i£#%)
Network > Interfaces > Edit ( %f " tunnel.10 ) > BGP: %+ Protocol BGP EiLHE, X5 ¥ OK.
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Network > Routing > Virtual Routers > Edit ( %JF- trust-vr ) > Edit BGP Instance > Neighbors: #i AL~
7, AR5 s Add:

AS Number: 99
Remote IP: 10.0.0.1
Outgoing Interface: tunnel.10

6. TRER
Policies > (From: Untrust, To: Trust) New: % AL F %, K5 i OK:
Source Address:

Address Book Entry: ( i%£#f ), corp
Destination Address:

Address Book Entry: (#£# ), Any
Service: ANY

Action: Permit
CLI (Peer1)

1. #0O

set
set

set
set

set
set

skl

interface
interface

interface
interface

interface
interface

ethernetl
ethernetl

ethernet3
ethernet3

tunnel.10
tunnel.10

zone trust
ip 2.3.4.1/24

zone untrust
ip 2.2.2.2/24

zone untrust
ip 2.3.3.1/30

set address untrust corp 10.1.1.0/24
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3. VPN

set ike gateway corp address 1.1.1.1 outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

set vpn vpnl gateway corp sec-level compatible

set vpn vpnl bind interface tunnel.10

set vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

4. FHTSIRE
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250 metric 1
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.10 metric 1

5. FNASEH
ns-> set vrouter trust-vr protocol bgp 99
ns—-> set vrouter trust-vr protocol bgp enable
ns-> set interface tunnel.l10 protocol bgp
ns—-> set vrouter trust-vr
ns (trust-vr)-> set protocol bgp
ns (trust-vr/bgp) -> set neighbor 10.0.0.1 remote-as 99 outgoing interface
tunnel.1l0
ns (trust-vr/bgp) -> set neighbor 10.0.0.1 enable
ns (trust-vr/bgp) -> exit
ns (trust-vr)-> exit

6. KRR
set policy from untrust to trust corp any any permit
save
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Peer2

PLUR G & A A1 2 B Akl &5 NetScreen-A ) VPN iliE ), NetScreen ¥4 [iZFE admin {E peer2 b s L2k A
TN %Y. e admin BCE NetScreen 1575, DL bad i {5 Bt 875 200 E NetScreen %, LME5iH
if vpn2 2 BGP 4B 15845 1 P 3B % rh gk ATl A .

ethernet3

3.3.3.3/24

ANESES S tunnel.20 ethernet1 Trust X B

3.3.3.250 3.4.4.1/30 3.4.5.1/24
vpn2, kK H / Peer 2 . 3.4.
NetScreen—A\ L_ b

____ N 3.45.024) )
Untrust [X B¢ > 34

WebUI (Peer2)

1. #O

Network > Interfaces > Edit ( %] T ethernet1 ): B ALL F A%, A5 i OK:
Zone Name: Trust
Static IP: ( HIU LR LT )
IP Address/Netmask: 2.3.4.1/24

Network > Interfaces > Edit ( X} T- ethernet3 ): fi AL F N, SR )5 Hd OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 3.3.3.3/24
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Network > Interfaces > New Tunnel IF: B AL F %, K55 OK:
Tunnel Interface Name: tunnel.20

Zone (VR): Untrust (trust-vr)
Fixed IP: (3£3%)
IP Address / Netmask: 3.4.4.1/30
2. bk

Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: corp

IP Address/Domain Name:

IP/Netmask: ( £#% ), 10.1.1.0/24
Zone: Untrust

3. VPN
VPNs > AutoKey IKE > New: i AL F A%, S5 i OK:

VPN Name: vpn2

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( ¢ )
Gateway Name: corp
Type: Static IP: ( £F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen2
Security Level: Compatible
Outgoing Interface: ethernet3
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Xkt

BrBEEOZ I EE

4. FRSHEH

> Advanced: fii AL N E g E, AR5 ¥t Return, R[FFEA “ HEh% 4
IKE” Bc & i :

Bind to: Tunnel Interface, tunnel.20
Proxy-ID: ( #%£$%)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY

Network > Routing > Routing Entries > (trust-vr) New: i AL F N %%, 2RJ5 Hidi OK:

Network Address / Netmask: 0.0.0.0/0
Gateway: (£#¢)
Interface: ethernet3
Gateway IP Address: 3.3.3.250
Metric: 1

Network > Routing > Routing Entries > (trust-vr) New: i AL F N %%, X5 i OK:

Network Address / Netmask: 10.1.1.0/24
Gateway: (£#¢)

Interface: tunnel.20

Gateway IP Address: 0.0.0.0

Metric: 1
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5. FEKH

Network > Routing > Virtual Routers > Edit ( %} trust-vr ) > Create BGP Instance: i AL F N %, SR H
ii OK:

AS Number ( 475 ): 99
BGP Enabled: ( i£#%)
Network > Interfaces > Edit ( % T tunnel.20 ) > BGP: it Protocol BGP & i%HE, #XJ5 il OK.

Network > Routing > Virtual Routers > Edit ( X} trust-vr ) > Edit BGP Instance > Neighbors: %i A L T P
7%, AR5 Hat Add:

AS Number: 99

Remote IP: 10.0.0.1

Outgoing Interface: tunnel.20

6. TREE
Policies > (From: Untrust, To: Trust) New: i AL F N %S, X5 Hadi OK:
Source Address:

Address Book Entry: ( i%£#f ), corp
Destination Address:

Address Book Entry: (#£#f ), Any
Service: ANY

Action: Permit

CLI (Peer2)

1. #&O
set interface ethernetl zone trust
set interface ethernetl ip 3.4.5.1/24
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set interface ethernet3 zone untrust
set interface ethernet3 ip 3.3.3.3/24

set interface tunnel.20 zone untrust
set interface tunnel.20 ip 3.4.4.1/30

2. bk
set address untrust corp 10.1.1.0/24
3. VPN

set ike gateway corp address 1.1.1.1 outgoing-interface ethernet3 preshare
netscreen?2 sec-level compatible

set vpn vpnl gateway corp sec-level compatible

set vpn vpnl bind interface tunnel.20

set vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

4. FRSEEH
set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 3.3.3.250 metric 1
set vrouter trust-vr route 10.1.1.0/24 interface tunnel.20 metric 1

5. EM7SHEH
ns-> set vrouter trust-vr protocol bgp 99
ns—-> set vrouter trust-vr protocol bgp enable
ns-> set interface tunnel.20 protocol bgp
ns—-> set vrouter trust-vr
ns (trust-vr)-> set protocol bgp
ns (trust-vr/bgp) -> set neighbor 10.0.0.1 remote-as 99 outgoing interface
tunnel.20
ns (trust-vr/bgp) -> set neighbor 10.0.0.1 enable
ns (trust-vr/bgp) -> exit
ns (trust-vr)-> exit

6. REE
set policy from untrust to trust corp any any permit
save
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eI SR - Eahi&HRE BB OSPF

W] fd H OSPF >k&%4C BGP shAh, X457 5 s BAk1A45 NetScreen-A. % 7 1F NetScreen-A [ [1]
tunnel.1 5257 B R OSPF 4l:, WZKpmiEe LS “EN 28 ” a0, A& OSPF 3hA M Hilic &
WRFR,

WebUI (NetScreen-A)

7S ESH (OSPF)
Network > Routing > Virtual Routers > Edit ( X} trust-vr ) > Create OSPF Instance: £ OSPF Enabled,
R ¥t Apply.

Area > Configure ( X} T [X 1 0.0.0.0 ): #.ii << Add F tunnel.1 210 M\ Available Interface(s) %1% % 5
#I| Selected Interface(s) %)%, #&J5 i OK.

Network > Interfaces > Edit ( %f - tunnel.1) > OSPF: H#i AL F N2, R Hdi Apply:
Bind to Area: (1£%% ), M Mg+ 0.0.0.0
Protocol OSPF: Enable

Link Type: Point-to-Multipoint ( i£$% )
CLI (NetScreen-A)

7S (OSPF)

ns-> set vrouter trust-vr protocol ospf

ns-> set vrouter trust-vr protocol ospf enable

ns-> set interface tunnel.l protocol ospf area 0

ns-> set interface tunnel.l protocol ospf link-type pZ2mp
ns-> set interface tunnel.l protocol ospf enable

ns-> save
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a
=

BiEEM%

ez
i

WebUI (Peer1)

7S EGH (OSPF)
Network > Routing > Virtual Routers > Edit ( ¥J T trust-vr ) > Create OSPF Instance: #£#: OSPF Enabled,
X5 Hiidi Applys

Area > Configure ( %} J-X 1 0.0.0.0 ): .7 << Add ¥4 tunnel.1 £ 11 )\ Available Interface(s) %1134 5))
#| Selected Interface(s) 5%, XJ5#.ili OK.

Network > Interfaces > Edit ( %f - tunnel.1) > OSPF: i A LL F %S, SR )55t Apply:

Bind to Area: (i£$¢ ), M Tz EF 0.0.0.0
Protocol OSPF: Enable

CLI (Peer1)

SR H (OSPF)

ns-> set vrouter trust-vr protocol ospf

ns-> set vrouter trust-vr protocol ospf enable
ns-> set interface tunnel.l protocol ospf area 0
ns-> set interface tunnel.l protocol ospf enable
ns-> save

WebUI (Peer2)

sh7SEGH (OSPF)
Network > Routing > Virtual Routers > Edit ( X} J- trust-vr ) > Create OSPF Instance: %+ OSPF Enabled,
G T Applys

Area > Configure ( X} T-[x 45 0.0.0.0 ): .17 << Add ¥ tunnel.1 $2 1 M\ Available Interface(s) 513l
#I| Selected Interface(s) 51%, XJ5H.idi OK.
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Network > Interfaces > Edit ( %/ - tunnel.1) > OSPF: i ALL %, AR5 Hd: Apply:

Bind to Area: (1£F¢ ), M\ FHr4EKi%E$: 0.0.0.0
Protocol OSPF: Enable

CLI (Peer2)

SR H (OSPF)

ns—>
ns—->
ns—>
ns—>
ns—->

set vrouter trust-vr
set vrouter trust-vr
set interface tunnel
set interface tunnel
save

protocol ospf

protocol ospf enable
.1 protocol ospf area 0
.1 protocol ospf enable
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TL4 VPN [ %

NetScreen JUAX W KT fit il 24—l vy 28, & RENE AE UG p5 B0k b e 1) e 33 1) A ke bes S5 AR AN 1) 1) VPN 3
$io ARG —AS VPN DRI —41 (B2 DUAS ) TUAR IS,  FET-SRME [k 5 21k i it b 210k i sh 54575 B 3
4] IKE IPSec® VPN I8 n] 8 23X S04 M 6 . 24 NetScreen 45 & Ui 21551 FH VPN 20 (¥ 55 & AH T IE )
5B, e S5 ZATRETE R RPAT B 17 f “BrBL2” IKE Prii. NetScreen B4tk VPN JHEH Xk
RIE B A AT B e AU M sk A M. XFFA A e T RS, NetScreen &K {a iy “MrB1”
A “PYBL 27 1) SA JFIE LT X LIl i & 3% IKE S Bds ok A ARG sk A . WRYESh ) VPN J8iE 0, HhiE
T ] DL ) 5 B 2H b B A A R ST AR T E R S

YER 1 M F % 507 I ST 0 p T B, AT 1T B 2 A ) L B R 5, FE1N a0 (&
[TEX] AT EE (HA) ) 257417 HA #E2C 757719 NetScreen 4 T0 #2571 Klit, #E19 VPN #6551 #e i SR
1 AT T B 25 AL L] He i R, 7 W ] GE L AN 249 VPN g5 1) e

VPN 41, ID 1 VPN 41, ID 1
——— ( VPN Hb b4 )

----- = IKE L

-
~ w (aa] oooo

21. VPN ZIASCH L2TP. IPSec Ef# L2TP. k'S, Fal@ g a7 2 diy VPN GBIE AL, 5“3l g0 il szl &85 45 757 |iE b, A VPN 4111 NetScreen
WA AT 1P Mk 602 B AR E 1K, 1 VPN LR 5L AN i {5 1P bk 06 2002 B A 1) o
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VPN 2H
VPN 42 —41 VPN IERE, &2 WA HARZEM oG, b aiEn “prBe1” M “Brie 27 24kl
(SA) ZH T UIASIE], o ml LAAHIR] (48R A RS IP M ANGEAE] ). VPN A BAME—/ ID 5, I HA A& %A
A A S A (B LA & AR Z 8O T s IEIE 1 PL /e B A B B 1 R R AR A B AL BRI BAS

VPN 4] 1 B

4
JERC : TEILRIP)T, A CR 50
WHE, R, Tt
PG .
3
2
S
& == 3 1

NetScreen #i#5 VPN 4k AREATIEAS, #d l 2 1Al BAT WP a5 AR R AR o M9 RO I S 47 % H b e 46 (13
AT . S RIAT AR TR T

e |KE DBKES
e IKE & 25
KPR T EAE R — 3055 436 7L B “WiEdLED” don A4

VRt TS5 H AR KR AL g o BT A5 14 1] LUE VPN Z1HG— 1 id s BT 1 7] LU I i 5 19 H #ro
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Lyl
NetScreen 1§ FH PI R LI 4% VPN ZH ¥ R b2 LA € L2811 VPN {5 BRI BE )
o IKE DMKEE
e IKE & 25

i X AT T H N TCP N FH AR B I i T (152 [ 28 440 5 L) “TCP SYN #rid kit ” ), NetScreen w4+l
AT IR 5 2 VPN D) 45 DL ART IR AN 8 R b VPN B2 iR A EL U D e 2155 1

IKE LGS

IKE LoBkfE 572 IKE XS5 “BrBe 17 2B (SA) Y N AH L R hello 88, LU 55— J7 IR i
BATIRAS . Bltn, Wi device_m (¥4 ) KUKk H device_t ( Hir ) s e = LEME S (BLAEL5),
device_m 1Ak device_t L& M. Device_m $i M SA S B2 HiGERAHN K “BrB 17 Fl1 “PrBr 27 &4
(SA) JF 4R IKE KB fE . (IS5 437 7 L) “IKE RELIFE” . ) Device_t Kk ER H i SA.

YR A4 VPN 217, VPN g8 #5119 i 2 00 IKE DBk G 5255 4187 device_m - iZ 2 g8 mi
device_t A7/, device_m 5% 11 IKE LBk 7 5155177 rEF 1 H &S 4 LU IE : “Heartbeats have been
disabled because the peer is not sending them.”

“IKE LM 57 At VPN JEiE
AR RS o

Juniper Networks NetScreen #2536 - 5 5 % : VPN 436



% 7 E 5% VPN ik TL4 VPN W&

HE SR E VPN GHIE 1 IKE (L5 5 ] f Al SE (BEESE 5), TEIATEL M EAf
WebUI

VPNs > AutoKey Advanced > Gateway > Edit ( X T S22 i IKE OBk E 5 15 FHE ) M 2¢ ) > Advanced:
7F Heartbeat Hello 1 Heartbeat Threshold B % N FiE, K5 OK.

CLI

set ike gateway name str heartbeat hello number

set ike gateway name str heartbeat threshold number

IKE & & 13 F5

NetScreen 7 B ar i H bnBi s CP TS, Mfias i (7 1R 0% IKE OBkE S, IF AL SA il Zed7 il Brizod 55 7
[f) SA. 2205 LRI THIIRIBR S, s o5 S alin 2 5 RO S5 T7 (K “BrBe 17 e WSt — il A i), g
R RS DL E N R TRl 223k “BrBe 1 Wi, ELRIR R A 1k
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FF 1) O -

5 o Y Com— LR
(300 #) \- - _ e AR RIK

SR R

- AR

HE SR E VPN SB[ IKE PRI T[] kg (5 scEsE 60 #0), iHHAT L ME—#4F :
WebUI

VPNs > AutoKey Advanced > Gateway > Edit ( % T-7y 15 2t IKE F 4] 8] [A] 5§ 1) 9 55 ) > Advanced:
7t Heartbeat Reconnect 7B AR 4L, AR5 Hidi OK.

CLI

set ike gateway name str heartbeat reconnect number

M EAT I NBCEE K VPN LR R BT S D e 2L E AR b, R BB I s e g I, I TR AR iR R R B
YIS IBCRGE R HIZ b e A P R AR P VPN Hifis (L ESZ M 5 i) APIAT BEERAT: )
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LUR BB 28 T 2ok B H AR KOG Z 2R OBk 5B i el BN, VPN R R 22 DI 7

Wiy os H#x
1.
2.
3.
28K HERR VPN B iR (an S H bR IEAEALEE VPN 2 ). kR P1 Al
P2 (1] SA, JFAEFR & M [a] 8] Bg P 2R FBr i 37 VPN ﬁL
4.
5.

IKE P1 Al P2 ip g ji D o0 3l A7 %4y, VPN e i 52
(A R LI VPN 5ok ).
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TCP SYN #ricte &

LA VPN R DI R AT, D Z0HEAT TCP Sl WAL . Wbl s, W Rpiis 2 W CEBLAT TCP 231l vh i 2
AR, BRI EAE R TCP X il b (K5 — N Bl Wt AT A B, Rl e Bl kb 25808 7 SYN
bR H IR A A SR BT SR A Ry, I E R BB SYN brid. 7 MO A b e st Bedla . J5 ] TCP
SYN brickr iy, WA kA MY, P TCP N IR PP #S s A T B #L o

TP 8, vI2EH VPN JEiE | TCP 2 i& ¥ SYN bridfidy, i~k
WebUI
AREIE T WebUI 25H] SYN prick .

CLI

unset flow tcp-syn-check-in-tunnel

YEBC : 150 T SYN #rid 15 22 7 JH 1 o
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Sef 0 TR VPN B

TR, i b pCE A — AN T8 A 250 Lo ) VPN 8 T R T 0 % 0 50 v Lo P B i o T e A X P A4
P ot mi 1) AR P IR LA 5 o Bl b @ S, BIMSEAE A AR SR e (04 R T i A A AR K )
I, n] DR RIS S5 o

IR B ZRR . PP 0 J 3 Trust A1 Untrust X E¢fF) IP #idik. & NetScreen 45 1#) VPN 4H ID FIACE, 1

NP
wEAE -2V YIEE O IP Hik YIEE D IP Huhb. BRaE PR VPN 4
(Trust XE) (Untrust X B ) ID FIAE
/| Monitor1 ethernet1, 10.10.1.1/24 ethernet3, 1.1.1.1/24, (GW) 1.1.1.2 -—
oo (1) Target1 ethernet1, 10.1.1.1/16 ethernet3, 2.2.2.1/24, (GW) 2.2.2.2 D=1, WE=2
i (£40) Target2 ethernet1, 10.1.1.1/16 ethernet3, 3.3.3.1/24, (GW) 3.3.3.2 ID=1, KE =1

B2 BN 10 B R HY I e A A ] A — K o

P A XIRARAE trust-vr B HHIEFEICH . BT “uli i 2103 5 A 3B IKE VPN JlIEXT “BrBe1” A1 “Brgc2”
FEVHRAE T E Sl “Compatible” {22420 . WL =S PIANIES 54 .
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TEE 1 LRI BRI RS Hy 28 Untrust, eth3 Trust, eth1
Vo am 2.2.2.1/24 10.1.1.1/16
| |

Hdfa b
101.00M8W) | 1%t

A3t 1

F i = 2
ol jUBEAR 2 A7
uli LR AL ] 2

Monitor1

LERERL!

|
Trust, eth1

|
Untrust, eth3
10.10.1.1/24 1.1.1.1/24

Target2 E_ KA
10.1 .0.0/1% Py e

Untruét, eth3 Trust‘, eth1

3.3.3.1/24 10.1.1.1/16

WebUI (Monitor1)

1. #0O
Network > Interfaces > Edit ( %f T ethernet1 ): A LL F N %, X5 Hidi Apply:
Zone Name: Trust
Static IP: ( LR ZE L LE DN )
IP Address/Netmask: 10.10.1.1/24

BMALLNNZ, AR5 OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24

2. ok
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: in_trust
IP Address/Domain Name:

IP/Netmask: (£#¢ ), 10.10.1.0/24
Zone: Trust

Objects > Addresses > List > New: #i A LL F A%, X5 5 OK:
Address Name: data_ctr
IP Address/Domain Name:

IP/Netmask: ( #£+% ), 10.1.0.0/16
Zone: Untrust

3. VPN

VPNs > AutoKey Advanced > VPN Group: 7£ VPN Group ID FEtHFHiAN 1, 2R J5 il Add.
VPNs > AutoKey Advanced > Gateway > New: i A LU F N2, X5 Hid OK:
Gateway Name: target1
Security Level: Compatible
Remote Gateway Type: Static IP Address: ( #£#f ), IP Address: 2.2.2.1
Preshared Key: SLi1yoo129
Outgoing Interface: ethernet3
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> Advanced: it AL N =gk ®, 85 Hiili Return, iR[F[3EA Gateway it E iU :
Security Level: Compatible
Mode (Initiator): Main (ID Protection)
Heartbeat:
Hello: 3 Seconds
Reconnect: 60 seconds
Threshold: 5
VPNs > AutoKey IKE > New: i AL F A%, X5 it OK:
VPN Name: to_target1
Security Level: Compatible

Remote Gateway: Predefined: ( %4 ), target1

> Advanced: i A LU T mgti’E, AR50 Return, IR[[5EEA AutoKey IKE
il 5 0T

VPN Group: VPN Group-1
Weight: 2
VPNs > AutoKey Advanced > Gateway > New: i A LU F N2, X5 Hid: OK:
Gateway Name: target2
Security Level: Compatible
Remote Gateway Type: Static IP Address: ( #£#f ), IP Address: 3.3.3.1
Preshared Key: CMFwb70N23
Outgoing Interface: ethernet3
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JU&R VPN WX

> Advanced: FIA UL i B, A5 il Return, i [WJEA Gateway it E T :

Security Level: Compatible
Mode (Initiator): Main (ID Protection)
Heartbeat:
Hello: 3 Seconds
Reconnect: 60 seconds
Threshold: 5
VPNs > AutoKey IKE > New: i AL F A%, X5 it OK:
VPN Name: to_target2
Security Level: Compatible

Remote Gateway: Predefined: ( i£#% ), target2

> Advanced: i A LU T mgti’E, AR50 Return, IR[[5EEA AutoKey IKE

Jic B
VPN Group: VPN Group -1

Weight: 1
4. BEH

Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 Hdi OK:

Network Address / Netmask: 0.0.0.0/0
Gateway: (i%£#¢)

Interface: ethernet3

Gateway IP Address: 1.1.1.2(untrust)
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5. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book Entry: ( i%£#% ), in_trust
Destination Address:

Address Book Entry: ( #%£#¢ ), data_ctr
Service: ANY
Action: Tunnel
VPN: VPN Group -1
Modify matching bidirectional VPN policy: ( £+ )
Position at Top: ( £+%)
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WebUI (Target1)

1. #O
Network > Interfaces > Edit ( %f - ethernet1 ): S AL NN %, #R)5Hd: Apply:
Zone Name: Trust
Static IP: ( H LI IE £ e I )
IP Address/Netmask: 10.1.1.1/16

AL A, X5l OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T ethernet3 ): I ALL F A%, SR5 il OK:
Zone Name: Untrust
Static IP: ( H IR 4L I )
IP Address/Netmask: 2.2.2.1/24

2. bk

Objects > Addresses > List > New: S AL F A%, K5 OK:
Address Name: in_trust
IP Address/Domain Name:

IP/Netmask: ( %+ ), 10.1.0.0/16

Zone: Trust

Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: corp
IP Address/Domain Name:

IP/Netmask: (#£#¢ ), 10.10.1.0/24
Zone: Untrust
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3. VPN
VPNs > AutoKey Advanced > Gateway > New: #ii AL F N2, &5 Hidi OK:
Gateway Name: monitor1
Security Level: Compatible
Remote Gateway Type:
Static IP Address: ( %£#¥f ), IP Address/Hostname: 1.1.1.1
Preshared Key: SLi1yoo129
Outgoing Interface: ethernet3
> Advanced: fii A\ LU T =2k E, AR5 il Return, iR [BIJEA Gateway FL'E it :
Security Level: Compatible
Mode (Initiator): Main (ID Protection)
Heartbeat:
Hello: 3 Seconds
Reconnect: 0 seconds
VPN > AutoKey IKE > New: fit AL 2%, 2R 5 il OK:
Name: to_monitor1
Security Level: Compatible

Remote Gateway: Predefined: ( #£$f ), monitor1
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4. ¥H
Network > Routing > Routing Entries > trust-vr New: % A LL F A%, k)5 i OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (£$¢)
Interface: ethernet3
Gateway IP Address: 2.2.2.2
5. KR
Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: ( #£#¢ ), in_trust
Destination Address:

Address Book Entry: ( #£$% ), corp
Service: ANY
Action: Tunnel
Tunnel VPN: monitor1
Modify matching bidirectional VPN policy: ( #£$¢ )
Position at Top: ( #£#% )

WebUI (Target2)

VER 1 1400 Target! A E2F 56 & Target2, (HUA1F Untrust [X 41T IP 4 & X 5 3.3.3.1/24, 2/
K IP it X K 3.3.3.2, FH1E/H CMFwb70N23 “F /i it 2 Z 4.,
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T4 VPN W%

CLI (Monitor1)

1. #0O

set
set
set

set
set

2. bt

set
set

3. VPN

set

set
set
set
set
set

set
set
set
set
set
set

interface ethernetl zone trust
interface ethernetl ip 10.10.1.1/24
interface ethernetl nat

interface ethernet3 zone untrust
interface ethernet3 ip 1.1.1.1/24

address trust in trust 10.10.1.0/24
address untrust data ctr 10.1.0.0/16

ike

gateway targetl address 2.2.2.1 main outgoing-interface ethernet3

preshare SLilyool29 sec-level compatible

ike
ike
ike
vpn
ike

gateway targetl heartbeat hello 3

gateway targetl heartbeat reconnect 60

gateway targetl heartbeat threshold 5

to targetl gateway targetl sec-level compatible

gateway target2 address 3.3.3.1 main outgoing-interface ethernet3

preshare CMFwb70N23 sec-level compatible

ike
ike
ike
vpn

vpn-
vpn-

gateway target?2 heartbeat hello 3

gateway target2 heartbeat reconnect 60

gateway target2 heartbeat threshold 5

to target2 gateway target2 sec-level compatible
group id 1 vpn to targetl weight 2

group id 1 vpn to target2 weight 1

unset flow tcp-syn-check-in-tunnel

4. H

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.2
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5. REg

set policy top from trust to untrust in trust data ctr any tunnel
set policy top from untrust to trust data ctr in trust any tunnel

save

CLI (Target1)

1.

A
set
set
set

set
set

skl

set
set

VPN

set

set
set
set

2

interface
interface
interface

interface
interface

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3

zone trust
ip 10.1.1.1/16
nat

zone untrust
ip 2.2.2.1/24

address trust in trust 10.1.0.0/16
address untrust corp 10.10.1.0/24

“vpn-group 1”
“vpn-group 1”

ike gateway monitorl address 1.1.1.1 main outgoing-interface ethernet3

preshare SLilyoo0l29 sec-level compatible

ike gateway monitorl heartbeat hello 3

ike gateway monitorl heartbeat threshold 5

vpn to monitorl gateway monitorl sec-level compatible

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.2

MR

set policy top from trust to untrust in trust corp any tunnel vpn to monitor
set policy top from untrust to trust corp in trust any tunnel vpn to monitor

save
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CLI (Target2)

MR 14 Target1 Fl e 57 & Target2, [HAAA% Untrust [X 717 IP #ifl & X 7 3.3.3.1/24, #4M
KNP Mt e X Ky 3.8.3.2, FH-A1E/H CMFwb70N23 -l i Z 4
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BXHEH VPN

AR R T DX BT S, A AR A VPN BB FIA ) — I3, 7 i s s T AR X B ™2,
BT e TARXB, e bm%)\*"Lﬁkﬁ@Jﬁ*LLZﬁT, P T M2 AL 1) NetScreen B85 A AT 3
WS AT R o IR A A I e AR ARl ol ) VPN G R B IR FE A ERR N 15 % VPN.

HXFH ) VPN

@ Juniper

22, W] IR P AR X BERHLIE I 5 SC—A> AL DX B e, LAl ) — DX BB pAY 7 /A AE T 42 1 1) (1 B0 o
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BXTE VPN FJLAME A,

o H{REFTHEAIAN VPN S . Bilhn, JEIDuk s A nEERE S L LU E s S By C. D..., {HiE, A
HFFHEAL—AS VPN T8 . R5 5t T 0] [F] I8 5 2 1A~ VPN J85E 1K) NetScreen-5XP F /WA A
RJ7En] 2 N VPN IR D fg .

o LTS A B AT SE A ) sk A ) VPN S . 9,

— AU A HTTP f5 E RS £ A VI st s B, H VAT 2 2R AL 4 A A ol 55 B At 1)l 2 A
— A ARVHEIST A G B EEA C, IR T C s B slA A,
—  SOUF A R EHUEAEA D ML, 1 AR D AR ENUER: A ZLIASE FEML.

o fE T A AL I B I R S I UG T T SR W 4 R e A AL FEREAN R s A — N R
W&, Lol 'SP el s B il 28 VPN 2liEMZ5rhity, 5l : set policy top from trust to untrust any
any any tunnel vpn name_str ( i+ name_str & SUNEEAN F 120308 3 BA W 26 HH0 (PR VPN GlTE ). 7EM
ggrpuly, IR VTSI YI A . VPRSI E B (W ARV HTTP ) e A 77 ZE 1 M ul AT
URL Pl ZE454%,

o A FH DXk P 1 9 8 o S e A R I, DL AR R DX P (1R 2R S ) — DX P 1 R AR

&fl X EE VPN

THISE 465 vl B “Yufl AR AR VPN AEF AL, ANE 2 ANE T2 T Al 2y ol s AL r) NetScreen 15 4% 75 52
Xt 2R R B R 2 A P AN JE T ) 028 B BV TR AT SRS AG I o R AN R p T AN X B, B e s i 9 &% A b 1)
VPN 15 B

Z 50 LAN HiEE H P oo SR X IXEEY, T2 LAN HBhEZER] 708 I X2 XBYIN o IX AN X BCARAE Trust-VR 4 ik
EES TSN

TR BOIEH ) E KX B ABHIE TR X B FECT 1 11#6) NetScreen 145 I
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¥ VPNT I ESS w2 tunnel.1 3200, K VPN2 Gl IE S € 2 tunnel.2 #2100, JUE WA X1 FiT X2 X B4z L2 1E IP

HE, AHJERENA PN B L A T k. X R L1 % B2y A 3 IAE Trust-VR B kb B —MliEs: nny IP Hy
HEE T F— HARF M, BERDREG )X S5 W 4R S A 2zl iE 5 .

ethernet3 /& HHF: 11, #40x 2] Untrust X Bt. MWELUFEEITT LG H, PIANEIEERZ LT Untrust X Bt (H2E, fAHIX
PHAN T T R BRI S 39071 X1 F X2 X B, XANEIEMTH “ Bah% 8 IKE” A =2 4] . B 1 Al
b Bt 2 FESGEFETE X b “Compatible” 22428 5 . K Untrust [X B4 € #1) untrust-vro B8 S 3T 1% d i) (B,

TER R TE f s i, AN SRS TP R I A0 E ), RIACER 1D K 5 e AN T 1 B B P

YEB 1 LU HERE T H0 34 5 4 NetScreen 84519 &

SEIEES 1.1
M2 B (R
i IP123.1.1.2 [ ?E,EE‘)

Untrust X &
Untrust-VR
Trust-VR eth3, IP 123.1.1.1/24 ./ i b 1k sk
% P e PRI

B
tunnel.1
10.10.1.2/24

X1 X B

R LAN‘
10.10.1.0/24

gTEH LAN‘
10.20.1.0/24

X2 X B

eth1, 10.1.1.1/24 Bl
tunnel.2
10.20.1.2/24
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WebUI
1. REXEFERIEBSE

Network > Interfaces > Edit ( %} T- ethernet3 ): I AL F N %, K5 i OK:

IP Address / Netmask: 0.0.0.0/0
Manage IP: 0.0.0.0

Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL F N %, A5 i OK:

Zone Name: Null

Network > Zones > Edit ( %} T Untrust ): B ALL F N %, K5 Hdi OK:

Virtual Router Name: untrust-vr

Block Intra-Zone Traffic: ( #£F%)
Network > Zones > New: #ii AL F A Z¥, X5 H.idi OK:

Zone Name: X1

Virtual Router Name: trust-vr

Block Intra-Zone Traffic: ( 4% )
Network > Zones > New: i A\ LL NN %, SRJ5 Hu OK:

Zone Name: X2

Virtual Router Name: trust-vr

Block Intra-Zone Traffic: ( 4% )
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2. #QO

Network > Interfaces > Edit ( X} T* ethernet3 ): fi AL F N2, SR )5 Hd OK:

Zone Name: Untrust
Static IP: ( IR IEFESEIE TN )
IP Address/Netmask: 123.1.1.1/24
Network > Interfaces > New Tunnel IF: 5 A\ LLF N %, R)55d OK:
Tunnel Interface Name: tunnel.1
Zone (VR): X1 (trust-vr)
Fixed IP: (#£$%)
IP Address / Netmask: 10.10.1.2/24
Network > Interfaces > New Tunnel IF: #i AL R %, X5 #idi OK:
Tunnel Interface Name: tunnel.2
Zone (VR): X2 (trust-vr)
Fixed IP: (i£#%)
IP Address / Netmask: 10.20.1.2/24
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3. HFREHELH VPN
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:
VPN Name: VPN1
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: (i£Ff)
Gateway Name: Tokyo

Type: Static IP: ( Z£F¢ ), Address/Hostname: 110.1.1.1
Preshared Key: netscreent

Outgoing Interface: ethernet3

> Advanced: fii N LU T gt iE, AR5 it Return, 1R [[BEA AutoKey IKE
PC e L

Proxy-ID: (%4 )*
Local IP / Netmask: 10.20.1.0/24
Remote IP / Netmask: 10.10.1.0/24
Service: ANY

23. {£ NetScreen & # [ /it i LAGRY A 5URT LA T A0 () VPN B I, 1407 LA PR AfE 2 —
FE B 111K VPN ) £ Enable Proxy-ID 51i%4E, J1-24 Local IP Fil Netmask #ii A\ 10.10.1.0/24 ( < 3% ) 1 10.20.1.0/24 ( 222 ), Jy Remote IP 11 Netmask
i 10.20.1.0/24 ( Z<3¢ ) #110.10.1 0/24( ),
(FET3EMER VPN ) 78 Trust X BEE TH# 45 % 10.10.1.0/24 ) f1110.20.1.0/24 ( IL4¢) (K5 H , 7F Untrust X Bl iR R A2 ik 10.20.1.0/24 (£ ) M
10.10.1.0/24 ( 2 ) 4 H o Fpax Lot bk H AE Sms o 1 YRl ﬁimiﬂ: XK S| B0k fUF VPN E

g
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4. BEZRHELH VPN
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:
VPN Name: VPN2
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: (i£Ff)
Gateway Name: Paris

Type: Static IP: ( Z£F¢ ), Address/Hostname: 220.2.2.2
Preshared Key: netscreen2

Outgoing Interface: ethernet3

> Advanced: I AN LL T migtiE, 550 Return, R [[5EA AutoKey IKE
PC e L

Proxy-ID: (i%£#¢)
Local IP / Netmask: 10.10.1.0/24
Remote IP / Netmask: 10.20.1.0/24
Service: ANY
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5.

B
Network > Routing > Routing Entries > trust-vr New: % A LL F A%, k)5 i OK:
Network Address / Netmask: 0.0.0.0/0
Next Hop Virtual Router Name: ( Z£$f ), untrust-vr
Network > Routing > Routing Entries > untrust-vr New: #ij A\ LI F N2, &5 i OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (£#¢)
Interface: ethernet3
Gateway IP Address: 123.1.1.2

bk
Objects > Addresses > List > New: #i A LL F A%, X5 5 OK:
Address Name: Tokyo LAN

IP Address/Domain Name:

IP/Netmask: (i£+% ), 10.10.1.0/24
Zone: X1

Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: Paris LAN
IP Address/Domain Name:

IP/Netmask: (i%+% ), 10.20.1.0/24
Zone: X2
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7. RHEE
Policy > (From: X1, To: X2) New: #i AL F %, K5 5%d OK:
Source Address:
Address Book Entry: ( i%£#% ), Tokyo LAN
Destination Address:
Address Book Entry: (i%#¢ ), Paris LAN
Service: ANY
Action: Permit
Position at Top: (i%F% )
Policy > (From: X2, To: X1) New: i AL N %S, )5 Hidi OK:
Source Address:
Address Book Entry: (i%#¢ ), Paris LAN
Destination Address:
Address Book Entry: ( i%£#f ), Tokyo LAN
Service: ANY
Action: Permit

Position at Top: ( £+%)
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CLI
1. REXEMELHHR

unset interface ethernet3 ip
unset interface ethernet3 zone

set zone untrust vrouter untrust-vr
set zone untrust block

set zone name x1
set zone x1 vrouter trust-vr
set zone x1 block

set zone name x2
set zone X2 vrouter trust-vr
set zone x2 block

2. #0O

set interface ethernet3 zone untrust
set interface ethernet3 ip 123.1.1.1/24

set interface tunnel.l zone x1
set interface tunnel.l ip 10.10.1.2/24

set interface tunnel.2 zone x2
set interface tunnel.2 ip 10.20.1.2/24

3. HHRMHELR] VPN
set ike gateway Tokyo address 110.1.1.1 outgoing-interface ethernet3 preshare
netscreenl sec-level compatible
set vpn VPNl gateway Tokyo sec-level compatible
set vpn VPNl bind interface tunnel.l
set vpn VPNl proxy-id local-ip 10.20.1.0/24 remote-ip 10.10.1.0/24 any’’
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4. BEZRHELH VPN
set ike gateway Paris address 220.2.2.2 outgoing-interface ethernet3 preshare
netscreen?2 sec-level compatible
set vpn VPN2 gateway Paris sec-level compatible
set vpn VPN2 bind interface tunnel.2
set vpn VPN2 proxy-id local-ip 10.10.1.0/24 remote-ip 10.20.1.0/24 any

5. KH

set vrouter
set vrouter

6. ik

set address
set address

7. RE&

trust-vr route 0.0.0.0/0 vrouter untrust-vr
untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 123.1.1.2

x1 “Tokyo LAN” 10.10.1.0/24
x2 “Paris LAN” 10.20.1.0/24

set policy top from x1 to x2 “Tokyo LAN” “Paris LAN” any permit25
set policy top from x2 to x1 “Paris LAN” “Tokyo LAN” any permit

save

24. {£ NetScreen % % it & H LLERI 4R

OB E PG VPN BIERS, WHITA ez —

(T VPN ) A LL R4 set vpn VPN1 proxy-id local-ip 10.20.1. 0/24 remote-ip 10.10.1.0/24 ( % 5{ ) f set vpn VPN1 proxy-id local-ip
10.10.1.0/24 remote-ip 10.20.1.0/24 ( | M),

(= T-5RmE 1Y) VPN ) 7E Trust X Bl i T 2E % 10.10.1.0/24 ( 451 Fi1 10.20.1.0/24 ( 182 ) (1945 H , 7E Untrust X BB R 420k 10.20.1.0/24 ( AR50 ) Al
10.10.1.0/24 ( %2 ) Mg H o AR BATIVE A s b R JsoR B bRk, IX U SEEH 51 F 2 b0l fi ) VPN SE5E .

25. LUNVH By Ll A/ﬁ SUEHTlEE 4T NAT 8204 B : Warning: Some interfaces in the <zone_name> zone are in NAT mode. Traffic might

not pass through them!
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P EE VPN

W RAE P NTE NetScreen WA A2 VPN JHIE, WA & X #H, X, NetScreen i HInl 5| 15 B &
FF— AN E T RA T — il . AR WA E AR S A A$@E&W M0 R E BN — N EE R Y —
T TRnG . 5w U IR A B 8 I e gE b 2 8 VPN,

(4

e g Y
VPN i i

TR R

Untrust X B

\ /

\
W RE L] — i o

WAE— X BABCE 2 VPN, JEFEAT AN 2 0] A B

X 7

ZANMEF A VPN iE1E

Untrust [X B

NetScreen & # 7.8 1] £5 11 15 67 »
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Sefhl - & 22 VPN

FEA A, ZOH R A0l 2 8 I —5% VPN Gl 18 VPN A1 VPN2 4TS . SR IE A 4G T R
B, KT AHAR AN S A7 T A S NetScreen #6455 | 345 LS TF— /N gk N\ 55—l
FEMBIE )5 5 BRI, T PR B A T 7 — X B (Untrust X B ) wh®, (AL, T8I 2EF A 30X BB 2E, i
TAR s 5 ) NetScreen Rl AT th A4k, AT HEiS A 4k

KT E B WEH O tunnel.1 F1 tunnel.2, XPAMEIEL AT . EAMEH “ A% IKE” Jfarf it =58,
BB MY B 2 $EUSGE R TIUE L “Compatible” H14c4x4. ¥ Untrust X B4 € 2 untrust-vr.  Untrust [X B

B4 ethernet3.
YEB 1 LU B TES 179 VPN 418 F B T s [ 55 1 42 7 VPN, b 20 A 7 s 7 (/1 Trust A7 Untrust [X
BT GEAEH I P K 22X B

Untrust [X Bt ./ untrust-vr % ik £
- (ENEES .
Hik o IP1.11250  Aui2222 ‘3
eth3 T (A1) . aco 2
IP1.1.1.1 | e ) %55t LAN
/ P e 10.2.2.0/24
N D] E § VPN1 ¢
o0 L 0000 "—" : 9) VPN2 4 lﬂ%@HBﬁ.SB _
Y12 — At B - () i LAN‘ -
(HEL8%) tunnel. 1 (24 10.3.3.0/24 y.
B0 "
tunnel.2

26. (AT ) thn] O B P DX BERLIE AR T IR R 5 S A I DX B e LA e v Y A ST 45 1 ) (1 B0
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WebUI [ 27%7)
1. REXEMEPIEEHE

Network > Interfaces > Edit ( X T* ethernet3 ): #iALL NN, X5 Hd OK:
IP Address/Netmask: 0.0.0.0/0
Manage IP: 0.0.0.0

Network > Interfaces > Edit ( X T* ethernet3 ): #iALL NN, X5 Hd OK:
Zone Name: Null

Network > Zones > Edit ( %} T Untrust ): B AL F N, K5 Hdi OK:
Virtual Router Name: untrust-vr
Block Intra-Zone Traffic: (%% )

2. 0O

Network > Interfaces > Edit ( %f T* ethernet3 ): A LL F %, AR5 %l OK:
Zone Name: Untrust
Static IP: ( IR 4tz )
IP Address/Netmask: 1.1.1.1/24

Network > Interfaces > New Tunnel IF: i AL N %, 2R )5 i OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (untrust-vr)
Unnumbered: ( %+ )

Interface: ethernet3 (untrust-vr)
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Network > Interfaces > New Tunnel IF: B AL F %, K55 OK:
Tunnel Interface Name: tunnel.2

Zone (VR): Untrust (untrust-vr)

Unnumbered: (i%£+% )
Interface: ethernet3 (untrust-vr)

3. FEEMHEBLH] VPN
VPNs > AutoKey IKE > New: i A\ LL W%, 4SR5 #+h OK:
VPN Name: VPN1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( 1L+ )
Gateway Name: Tokyo
Type: Static IP: ( 1%+ ), Address/Hostname: 2.2.2.2
Preshared Key: netscreen1
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: i A LU T mgtik’E, AR50 Return, R [[5EEA AutoKey IKE
[

Proxy-ID: (i%£#%)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY
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4. BEZRHELH VPN
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:
VPN Name: VPN2
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: (i£Ff)
Gateway Name: Paris

Type: Static IP: ( #£F¢ ), Address/Hostname: 3.3.3.3
Preshared Key: netscreen2

Security Level: Compatible

Outgoing Interface: ethernet3

> Advanced: fii AL T gt ikE, AR5 i Return, 1R [[JEA AutoKey IKE
[N

Proxy-ID: (#£#%)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY

5. I&H
Network > Routing > Routing Entries > untrust-vr New: #ii A\ LI F N2, &5 i OK:
Network Address / Netmask: 10.2.2.0/24
Gateway: (£#¢)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
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Network > Routing > Routing Entries > untrust-vr New: % A LL F A %8, K5 Hdi OK:
Network Address / Netmask: 10.3.3.0/24
Gateway: ( %£#%)
Interface: tunnel.2
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > untrust-vr New: #i AL F W%, R )5 #.if OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: ( %% )
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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WebUl [ Z5)

1.

& XEFNE IR R 2

Network > Interfaces > Edit ( X T* ethernet3 ): #iALL NN, X5 Hd OK:
IP Address/Netmask: 0.0.0.0/0
Manage IP: 0.0.0.0

Network > Interfaces > Edit ( X T* ethernet3 ): #iALL NN, X5 Hd OK:
Zone Name: Null

Network > Zones > Edit ( %} T Untrust ): B AL F N, K5 Hdi OK:
Virtual Router Name: untrust-vr

Block Intra-Zone Traffic: ( 4% )

#=O

Network > Interfaces > Edit ( %f - ethernet1 ): S AL NN %, #R)5Hd: Apply:
Zone Name: Trust
Static IP: ( IR 4tz )
IP Address/Netmask: 10.2.2.1/24

HEHELLUNNEE, AR5 Hd OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %f T ethernet3 ): I ANLL FHNZE, AR5 il OK:
Zone Name: Untrust
Static IP: ( I IEPE LI TN )
IP Address/Netmask: 2.2.2.2/24
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Network > Interfaces > New Tunnel IF: B AL F %, K55 OK:
Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (untrust-vr)

Unnumbered: (i%£+% )
Interface: ethernet3 (untrust-vr)

3. bt
Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: Paris

IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.3.3.0/24
Zone: Untrust

4. VPN
VPNs > AutoKey IKE > New: i AL F A%, S5 i OK:

VPN Name: VPN1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( ¢ )
Gateway Name: New York
Type: Static IP: ( #£F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreent
Security Level: Compatible
Outgoing Interface: ethernet3
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> Advanced: fii AL N E g E, AR5 ¥t Return, R[FFEA “ HEh% 4
IKE” Bc & i :

Proxy-ID: (i%£#¢)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY

5. H
Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 Hdi OK:
Network Address / Netmask: 0.0.0.0/0
Next Hop Virtual Router Name: ( Z£F¥ ); untrust-vr
Network > Routing > Routing Entries > untrust-vr New: #i A LL F A%, SR )5 i OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (i%£#¢)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
Network > Routing > Routing Entries > untrust-vr New: #i A LL N A%, SR )5 ¥l OK:
Network Address / Netmask: 10.3.3.0/24
Gateway: ( £F%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
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6. TREE

Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:

Source Address:
Address Book Entry: (#£#), Any
Destination Address:
Address Book Entry: (i%£+% ), Paris
Service: ANY
Action: Permit
WebUI [ £%2)
1. REXEFMELAR

Network > Interfaces > Edit ( %f T ethernet3 ): B AL N %, AR5 i OK:
IP Address/Netmask: 0.0.0.0/0
Manage IP: 0.0.0.0

Network > Interfaces > Edit ( %f T ethernet3 ): I AL F N %, AR5 i OK:
Zone Name: Null

Network > Zones > Edit ( % T Untrust ): #i AL F N2, R OK:
Virtual Router Name: untrust-vr
Block Intra-Zone Traffic: ( 4% )
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2. #&0O
Network > Interfaces > Edit ( %f - ethernet1 ): S AL NN %, R )5 Hd: Apply:
Zone Name: Trust
Static IP: ( IR IEFESEIE TN )
IP Address/Netmask: 10.3.3.1/24

EHLUNNE, )5 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T- ethernet3 ): I ALL NN, K5 Hdi OK:
Zone Name: Untrust

Static IP: (i HUE LRI )

IP Address/Netmask: 3.3.3.3/24
Network > Interfaces > New Tunnel IF: i A\ LLF %, 285 ¥ OK:

Tunnel Interface Name: tunnel.1

Zone (VR): Untrust (untrust-vr)

Unnumbered: (i%£+% )
Interface: ethernet3 (untrust-vr)

3. buk
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: Tokyo

IP Address/Domain Name:

IP/Netmask: (£F¢ ), 10.2.2.0/24
Zone: Untrust
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4. VPN
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:
VPN Name: VPN2
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £ )
Gateway Name: New York

Type: Static IP: ( £F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen2

Security Level: Compatible

Outgoing Interface: ethernet3

> Advanced: fii AL T gt ikE, AR5 i Return, 1R [[JEA AutoKey IKE
[N

Proxy-ID: (#£#%)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY

5. I&H
Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:
Network Address / Netmask: 0.0.0.0/0

Next Hop Virtual Router Name: ( #%$% ); untrust-vr
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Network > Routing > Routing Entries > untrust-vr New: % A LL F A %8, K5 Hdi OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (i%£#)
Interface: ethernet3
Gateway IP Address: 3.3.3.250
Network > Routing > Routing Entries > untrust-vr New: #i AL F W%, R )5 #.if OK:
Network Address / Netmask: 10.2.2.0/24
Gateway: (i£#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
6. RE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 ¥ OK:
Source Address:
Address Book Entry: (#£#%), Any
Destination Address:
Address Book Entry: (i%£#% ), Tokyo
Service: ANY
Action: Permit
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CLI [ £729)

1.

ZEXEFEPIEEHEE

unset interface ethernet3 ip

unset interface ethernet3 zone

set zone untrust vrouter untrust-vr
unset zone untrust block

#=O

set interface ethernet3 zone untrust

set interface ethernet3 ip 1.1.1.1/24

set interface tunnel.l zone untrust

set interface tunnel.l ip unnumbered interface ethernet3
set interface tunnel.2 zone untrust

set interface tunnel.2 ip unnumbered interface ethernet3

FRPELH VPN

set ike gateway Tokyo address 2.2.2.2 outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

set vpn VPNl gateway Tokyo sec-level compatible

set vpn VPNl bind interface tunnel.l

set vpn VPNl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

B2 EAbrY VPN

set ike gateway Paris address 3.3.3.3 outgoing-interface ethernet3 preshare
netscreen? sec-level compatible

set vpn VPN2 gateway Paris sec-level compatible

set vpn VPN2 bind interface tunnel.?2

set vpn VPN2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

izgzz!

set vrouter untrust-vr route 10.2.2.0/24 interface tunnel.l

set vrouter untrust-vr route 10.3.3.0/24 interface tunnel.2

set vrouter untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
save
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L 2R VPN

Cl( #=)
1. REXEMELHHR

unset interface ethernet3 ip

unset interface ethernet3 zone
set zone untrust vrouter untrust-vr

2. #O

set
set
set

set
set

set
set

3. bk

set

4. VPN

set

set
set
set

5. I%H

interface
interface
interface

interface
interface

interface
interface

ethernetl zone trust
ethernetl ip 10.2.2.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip 2.2.2.2/24

tunnel.l zone untrust
tunnel.l ip unnumbered interface ethernet3

address untrust Paris 10.3.3.0/24

ike gateway “New York” address 1.1.1.1 outgoing-interface ethernet3
preshare netscreenl sec-level compatible

vpn VPNl gateway “New York” sec-level compatible

vpn VPNl bind interface tunnel.l

vpn VPNl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

set vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr

set vrouter untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250

set vrouter untrust-vr route 10.3.3.0/24 interface tunnel.l
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6. REg

set policy from trust to untrust any Paris any permit
set policy from untrust to trust Paris any any permit
save

CLI( BZ2)
1. ZEXEMEMIEHSE

unset interface ethernet3 ip
unset interface ethernet3 zone
set zone untrust vrouter untrust-vr

2. %O

set
set
set

set
set

interface
interface
interface

interface
interface

ethernetl
ethernetl
ethernetl

ethernet3

zone trust
ip 10.3.3.1/24
nat

zone untrust

ethernet3 ip 3.3.3.3/24

set interface tunnel.l zone untrust
set interface tunnel.l ip unnumbered interface ethernet3

3. bk
set address untrust Tokyo 10.2.2.0/24
4., VPN

set ike gateway “New York” address 1.1.1.1 outgoing-interface ethernet3
preshare netscreen?2 sec-level compatible

set vpn VPN2 gateway “New York” sec-level compatible

set vpn VPN2 bind interface tunnel.l

set vpn VPN2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any
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5. I%H

set vrouter trust-vr route 0.0.0.0/0 vrouter untrust-vr
set vrouter untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 3.3.3.250
set vrouter untrust-vr route 10.2.2.0/24 interface tunnel.l

6. REg

set policy from trust to untrust any Tokyo any permit
set policy from untrust to trust Tokyo any any permit
save
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