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No part of this document may be reproduced or transmitted in any form or by
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permission from:

Juniper Networks, Inc.
ATTN: General Counsel
1194 N. Mathilda Ave.
Sunnyvale, CA 94089-1206

FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. If it is not installed in accordance with NetScreen'’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
» Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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J71%, AJLLZE Web 5525 (i NAT-dst ) FlfE BIRimA L (i H NAT-src ) & A5 B HS & AR sk i
IXFE AT DA IR 25 A 3G sl A T FeosiR s, B 1bA NSRS BB MLE G, T SE AF H OR3P IR 4545« 7E LI ScreenOS

H, BETIRIE ) NAT-sre fil NAT-dst S5 fit—pporik, nlrgs & I nr IBUREE T8 0 09 MIP 1 VIP Zhig, 1 H
T EE.

5. zﬁé&b getScreen B b, TTLMEE O IP HuhEIIRE: 2 L VIP, Wi NetScreen ¥ % A — AN BLiy IP bk, HaZ IP Huhb 2 shaS o, WE b
AER 7 fE
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E 1 E Hht iR T R BRI

BT R AgBI 4L IR N

NetScreen $4L DL JUFH N F V5 9 2% bk 35 45 (NAT-sre) A1 H b 28 Hidik- 36 (NAT-dst) 0773k, T, IhE ] LI
[ — S vh 45 51 ] NAT-src Al NAT-dst.

&8 DIP it (#7H PAT) i) NAT-Src — NetScreen B4 W) IP Muht# 45 l M2 IP (DIP) th FR$EH (1 i hik o
NetScreen W #5ib 2 Y F Y5 uh L ik # 4 (PAT). A R1E4IME R, WS 17 1 b “>kE DIP b (3 H PAT) 11

NAT-Src” .
DIPith ID 5 = U
1.1.1.10-1.1.1.40 1.1.1.20
Trust [X Bt ethernet1 ethernet3 ‘ Untrust [X Bt
10.1.1.1/24 1.1.1.1/24
10.1.1.5:25611 i/ 1.1.1.20:41834 2.2.2.2:80
- >E . _IL—" =
[ .E:. ‘ _T:,_';,-r\
WG IR CL A R H b

TR AR S BT, IR T O CFE NS5 H #ri il ( 1R Z AN g T3 B 545 ) o

>k B DIP it (JC PAT ) i) NAT-Src — NetScreen &1 414G U5 1P Hutik4% 4 sl A DIP it rh $2 B kit . NetScreen
AN IR PAT. AXHEAER, WS 21 70 LY “>kA DIP ith (25 PAT ) ) NAT-Src” .

DIP# ID5 &=
1.1.1.10 — 1.1.1.40 N

1.1.1.25
Trust X B ethernet1 ethernet3 } Untrust [X B
10.1.1.1/24 1.1.1.1/24
10.1.1.6:35030 ) 1.1.1.25:35030 2.2.2.2:80
>E o _IZ.;—" ]
(s ) J/
WA (WS H¥x
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%1 E itk T R BRI

Sk B DIP ith (#5 HuhkZE# ) 1) NAT-Src — NetScreen & 4] 8ATE IP Mk s WBh A 1P (DIP) Jtrp 42 B ) 3

hik, #T# SR REAS A6 kL WU 2R g 1) O btk . NetScreen Beas AN HIU o 1 Hbdik 54 (PAT). A X TE4I{E

B, S 24 T ER “SK A DIP b (A HhEAR ) () NAT-Sre” .

DIP it ID 5 =

1.1.1.10 - 1.1.1.40 \\
1.1.1.20

1.1.1.21
Trust X B ethernet1 ethernet3
10.1.1.1/24 1.1.1.1/24 } Untrust [X &
10.1.1.20:25611 1.1.1 zo 25611
[ -4 » 2.2.2.2:80
== 10.1.1.21:35030 [m 2, 111.21:35030
= -~ r
= : f
= 10.1.1.20 428K 1.1.1.20 T =l
-— 10.1.1.21 IRZ AR 1.1.1.21. (HEITREE ) B
VIUEIR (WS H¥x

X B 080 IP #bk ) NAT-Src — NetScreen ¥ &4 W1 4GY5 1P Huhb 4% pl 1042 ¥ stihk . NetScreen %44t 2

NHUE PAT. fCTE4I(5 8, iHS M 30 51 L1 “Sk [ W 300 1P Hulikf¥) NAT-Sre” .

Trust [X B ethernet1 ethernet3 Untrust X B
10.1.1.1/24 1.1.1.1/24
10.1.1.5:25611 ) 1.1.1.1:41834 2.2.2.2:80
= ’E —e-le————
o == i) L
YIHEUE 1-1-1-1,/ BRI F
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%1 E kiR T R BRI

B EAA IP Hulh (AR O ) B NAT-Dst — NetScreen ¥ #5 $04T H A5 M 28 Hi ik 4 4 (NAT-dst) A1 H i 1
UFe HRVEAER, WS 63 UL L)« i WU ) NAT-Dst” .

2.2.2.8:7777

Untrust [  ethernet3 ethernet1 Trust X Bt
1.1.1.1/24 10.2.2.1/24
1.1.1.5 [ A 10.2.2.8:80
== ; (ERLA)
s—%:..‘—# mf
W wmAR L CHHE

RS 1P Hulik ( To%s DB ) ) NAT-Dst — NetScreen # #5147 NAT-dst, {HA S S48 Hbrsi 5. it
MEE, TSI 33 vl ER) “ Hbr Mg bl .

2.2.2.8:80
Untrust X B} ethernet3 ethernet1 Trust X B
1.1.1.1/24 10.2.2.1/24
et R = =~ \10.2.2.8:80
\'E ( )\I{Tji}u 54 “ ) ==
e

W . _ -
Ik b iN O A
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T R BRI

F 1 E itk
M IP HuhEJEEE R84 IP HuhkfX) NAT-Dst — NetScreen % %447 NAT-dst, ¥ IP iﬂiﬁ/&ﬁ%?ﬁ%ﬁkﬁ/\ IP Hihik. G
7 %5 53 1L 11

:‘H_‘ l )
A T b S, NetScreen W4 2¥4)4h H brim L5 #e il e i 5 . FRFELIE R, 1§55

J =
“NAT-Dst: £ X—Mit”
2.2.2.8:80
Untrust [X B ethernet3 ethernet2 DMZ [X Bt
1.1.1.5:25611 1.1.1.1/24 10.2.2.1/24 */ -
' TRRET 1022880
q,h_é- l - — s —__| p=—T 2 2.9:80 M 10.2.2.8:80
- 2.2.2.8 F1 2.2.2.9 BB Y
111640365 == 7% 10.2.2.8.
b ( RIS ) CLe 4 H b
WILh Hbr
IP it i [l 2 [F] (¥) NAT-Dst — 09 IP Jthikyi [ b i NAT-dst I, NetScreen i s << i 1] —FfiFix 1’Ei1ﬁj¢3£?ﬁ%ﬁﬁﬁ7k
KU H AR HUHEGR 2L i] pedir e Va9 1 LR bbbl . VR, MR AN S R WU . A OCTEAE E, SR
58 11 fr] “NAT-Dst: Z X} Z Wit ” o
2.2.2.8:80 10.2.2.8:80
Untrust [X B ethernet3 ethernet1 o= L =
1.1.1.1/24 10.2.2.1/24 | g ' Lallp Trust X B
1.1.1.5
.; | Messsy N _.q~.~4'-‘=2f/2.2.9:80 10.2.2.9:80
= (W16 o N = F
S 2.2.9 % 229, —
. REAUL 45
i ( e D GamAk
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%v 1 % f[tilt?ﬁ??% NAT-Src %D NAT-Dst EI‘]H[‘E_‘J#;.F'HE

NAT-SRC FA NAT-DsT B9 75 [@) 4314

NAT-src #1 NAT-dst [ H %% H ML 1l Semg s prda 7~ i 5 m), vl DU E & s B B =8 i,
R NetScreen W45 W H—AN K0, XTAATHL A K2 EIITENL B 5 B AT NAT-dst, ] NetScreen % £ #4]
G HAR IP Hulik 2.2.2.2 %Tﬁ%ﬁk 3.3.3.3. (M4, WAAIESK NS S YR 1P Huhtk 3.8.3.3 ##i ik 2.2.2.2, )

set policy from “zone A” to “zone B” “host A” “virtual host B” any nat dst ip 3.3.3.3 permit
set vrouter trust-vr route 2.2.2.2/32 interface ethernet1

THLA: \g ethernet3 ethernet!  JERLLHLB I FHLB: T
1.1.1.1 1 —; 1.1.1.10/24 3.3.3.10/24 2.2.2.2 3.3.3.3 N
XE A X B B
SRC | DST N
111112222 ik T
NetScreen ¥ %K H bx IP bl 2.2.2.2 4%
el 3.3.3.3. Bk 1P Mk Fi O ik
{5 BB iR P,
SRC | DST -
— 11.1.1.1|3.3.3.3 A1 faf —>
SRC | DST -
—13.3.3.3(1.1.1.1 A1 fuf —

NetScreen ¥ ¢ il 215 % P AZAE 115 B
DTS 1) 1P bk st 11 4 1k 435 L
B, AR5 1P il 3.3.3.3 Bk
2.2.2.2,

SRC | DST
122221111 A1 faf —

TEB : B B15 1 2.2.2.2/32 ( JEM LWL B ) 1196511, X HE NetScreen i 47 BERTTES i1 2 16 /E H bR IX B B
K NAT-dst £ /115 7 I HTIEA G K, 5S04 40 7 117 “NAT-Dst [958 11 7
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%v 1 % ﬂﬂﬂtyj*& NAT-Src *D NAT-Dst E'\JE['EJ'-T%’E

B, S G R g 48 ML A B L B (1) NAT-dst, 24381 B A& 1A EHL A B45 B (e =81
A 15 S0 ) B, NetScreen & NS 4L B IAIMEYE 1P Mtk SHORIEAE TN B AU I EHL A 1 BN,
NetScreen m% BRI EHL B U 1P ik, A E S AN EHL B B3R E NAT-src 19101 A I5Ems°, (AT 0 5

MIP AN[F]. TEZ %5 90 T Ly “ it 1P k" o )

set interface ethernet1 dip-id 7 1.1.1.3 1.1.1.3
set policy from “zone B” to “zone A” “host B” “host A” any nat src dip-id 7 permit

=
THLA: \- DIP ith 7 ethernet3 ethernet1 B =
1111 v == 1.1.1.3-1.1.13 1.1.1.10/24 3.3.3.10/24 3.3.3.3 N
XE A XE B
SRC | DST N
~—13.3.3.3|1.1.1.1 A1 faf —
NetScreen ¥4 U5 IP Hidil 3.3.3.3 4k
1.1.1.3. %% P Huhib s Ol S A7
fig B 1hR T .
SRC | DST
1111311141 A1 faf i
SRC [ DST N
—11.1.1.1(1.11.3 1 faf T
NetScreen B4 <16 22 A7l 1045 JEL UG
FEEE A ) 1P HuhkFnsg O k(S B B8
Ja, B HbE IP HuE 1.1.1.3 Bk
SRC | DST
—11.1.1.1|3.3.3.3 UiRi) —>

6. MYkLL[HLE IPﬂﬁilt%?ﬁ%mleZ G Ll&ﬁleﬁﬁDiﬁﬁtﬁ#ﬁ%(PAE} WSRO L A 1P B HER DIP b e [ e i 1, JU[R]—INfle) py H ey — A
U izt . R sems J s “ 00 B” fasg ittt ik “ LML B” JerE—— i) DIP it 7 9 ENL, w25 1] PAT.
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iR P 25 b 4 R

NetScreen 2t T 15 Z HAT U5 9 28 Myl 545 (NAT-sre) A D bk 54 (PAT) (7. AN A1 LR A] FH i bl
Woorik, o HEL R LA

e 16 W L “NAT-Src fijf”

e A7 W LM “kA DIP Ik (3 PAT) ) NAT-Src”

e 21 LM “kA DIP b (25 PAT) ) NAT-Src”

o 24 W LMY “SkRHE DIP b (AT HihkARHe ) 1) NAT-Src”

e ZE30 W LM “kAHOEOIP Huhk NAT-Src”
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B 2 & R M hE A i NAT-Src & 9

NAT-SRC & 9T

HIN, NetScreen ¥ % 200 IP Hde kb (ATLEYR 1P Ml #e pl 5 — ANk . Filtn, 4FAE 1P Hidik Fff3EmL
SRS 1) A SEHhE 23 1) (K45 BRI, NetScreen W& AU AT VR IP Huhb B oA Stk [ BE, ok — MR
Huhk 23 18] i ERE I VPN T80 36 34 FHAH ] ik (g ok e, U8 388 5 i 1Y) NeetScreen & #5525 J5 1P bk Fi H
V0 | o= 2 Y E M SRV B

)4 1P (DIP) Mty 324t 7 K H Mk, {3t NetScreen ¥ & (E AT IR W 45 M bk 3 4. (NAT-src) B A FR$ I Ak .

T SRS ESRPIAT NAT-sre,  HL.5IH T45E ) DIP i, ) NetScreen ¥ #4548 AT 4 e sk I\ 1%t A $2

2ER 1 DIP J (€11 11910 Hl8 20055 5 05 5 F 19 H B IX B H 3 7 L (7 T[] — TP 17 I RZEES 119 DIP 719 8 i A
H R B LTI AT I, LAY R #E T [ E X DIP . 5 KiFEE, S 2-271 T LN “4 s
[14#1DIP” .

I5z/ME) DIP s S AL S A 1P ik, (En 5355 F 7 3 ikl 4 (PAT), W DIP Wb 2 B[R] S 4 64,500 & £, R
B ITE AR DIP BB 5 1P stk se AR, (E e I3RS 1 15 S AR ol 4E 5 ) dn kb Fog 115 55 B %
Pt hk A S5 AHVCRC 23154 45 H . NetScreen 145 1 LLFR MR SE 504 40 )8 T-WB N 231k LA S WP S 2% & T8 & E AL
5 A LRSS g ] NAT-sre, EIF5 3552 DIP i, NetScreen ¥ 44245 bl 4 3 i H A1 DX B T (1 HE 4 L Hihl
R EEE S PAT, W&2SADE T,

o T 75 B S YR 1S e 5 (R R, 022 PAT, Ff5 X—A IP ik a2 % K DIP 3, DARR{R%F
B IATIES I BRI B S il o T8 52 5% i DIP, NetScreen i #K — A~ OV #dsi bl 23 Fie 45 BT A I
ITEEFTERIE—E 0. k2, W3 DIP #js H T PAT, NetScreen ¥ & i fea4b & ORI HHE, DLk
ITANIA & — BRAER: DIP & oA “BiE” (55 2-270 11 ki “FfisE DIP Huht” ).

1. ARAIRRAT IP HBERE R, WS 2-64 T LR “A30IP Hihk” F%5 2-65 5T L “A4 IP Hulk” .

2. JiH PAT J5, NetScreen Be&ih B4 f % [ i, A 26 15 34 (W) DIP tarb itk /0 il A oK 4% 65,535 < 1023 J&, BT 45 3147
64,500, B L AT EN s AR T 1023 AN 1145,
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% 2 B RM %R sk 8 DIP it (/2 PAT) B9 NAT-Src

& B DIP i (/2 PAT) B9 NAT-SRC

7 55 i 1 Hi ik 4 (PAT) ifﬁﬁi}?ﬂ%i@iﬁ%i‘ﬁ% (NAT-src) i}, NetScreen & &4 IP HuhikFlm 1155, W F & P
APATIRSK A (R, RER IP B/ TCP A B tskd 5 NAT-src 5 RIMIGEK ):

set policy from trust to untrust any any http nat src dip-id 5 permit

‘n - =
[
— NetScreen DIP it ID 5 p
AHL ML ethernet1 10.1.1.1/24 1.1.1.30 - 1.1.1.30 TR Web 2% 3¢
10.1.1.5:25611 ethernet3 1.1.1.1/24 (J5H PAT) 2.2.2.2:80
Trust X B Untrust [X B
SRCIP | DSTIP | SRC PT| DST PT [ PROTO
10.11.5| 2.22.2 | 25611 80 HTTP
NetScreen ¥ - K5 IP sk 10.1.1.5 4%
B 1.1.1.30, R 145 25611 4k
41834, & &% 1P kA O kA5 BAE
Bl L£ T,
SRCIP | DSTIP | SRC PT| DSTPT | PROTO
1.1.1.30| 2.22.2 | 41834 80 HTTP [
SRCIP| DSTIP | SRC PT| DSTPT | PROTO
< 2222 |11.1.30| 80 41834 | HTTP
NetScreen B2 H &1 R H B G &
DCACA A (0 e P M BERIS 5 B b
i, WAk HBR P ik 1.1.1.30 B H
10.1.1.5, ¥ Hbsv 5 41834 #4%
25611.
SRCIP | DSTIP | SRC PT| DST PT | PROTO
=1 222210115 80 25611 | HTTP
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% 2 T RMEH 5 kB DIP it (/B PAT) B9 NAT-Src

Sef5l - B2 PAT BJ NAT-Src
TEAGIH, 7E485E 2] Untrust X Bt (1) ethernet3 41 FE L DIP ith 5. DIP i 0 & 54 1P Hudik 1.1.1.30, HEH T
PAT (7EGA 500 R PAT )%, BlJE, "TLABCE —ANSKm, f57~ NetScreen BT LU N T4S

o A Trust X BT R HbE A& Hi i) HTTP {5 B ) Untrust X B (4T 2= ik

o B IP B A Sk R YR 1P Bk p 1.1.1.30, ixHihlE DIP jth 5 HE—4% H

o ¥ TCP FrBitukik UDP ik 4] aa il v [ - e 48fe Fsd P — 110 38 i 15

o A RS IP HhHEFNE S 1 HTTP {5 8T ethernet3 & %% Untrust X Bt

i o4 2% ik e (NAT-sre)

DIP it ID 5
(R 1P il 45 i DIP it e (R ME— il 1.1.1.30 - 1.1.1.30
1.1.1.30. FINEH T PAT. ) — \
1.1.1.30
Trust X B ethernet1 ethernet3 } Untrust [X Bt
10.1.1.1/24 1.1.1.1/24
10.1.1.5:25611 1.1.1.30:41834 2.2.2.2:80

o (Rl £ ) 4/

WIUE s LG4 H#%
SRCIP | DSTIP | SRCPT | DST PT | PROTO SRCIP | DSTIP | SRC PT | DST PT | PROTO

10.1.1.5| 2222 | 25611 80 HTTP 1.1.1.30

2222 | 41834 80 HTTP

3. EXDIP i, 7EEATEILT NetScreen ¥4 )it PAT. 2481 PAT, A5 CLI fir 4 45 RS IO HE 7 [ 52 i 1, 5 B WebUI rh DIP BLE 71 Port
Translation &Y. {511, set interface ethernet3 dip 5 1.1.1.30 1.1.1.30 fix-port 5% Network > Interfaces > Edit ( X} - ethernet3 ) > DIP: ID: 5; Start:
1.1.1.30; End: 1.1.1.30; Port Translation: ( 755 ).
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% 2 T RMEH 5 kB DIP it (/B PAT) B9 NAT-Src

WebUI

1. #&0O

Network > Interfaces > Edit ( %} T- ethernet1 ): IALL F A%, K5 i Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24
WL TN, AR5 5l OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T* ethernet3 ): #i AL F N %, SR )5 Hd OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24

2. DIP
Network > Interfaces > Edit ( %f - ethernet3 ) > DIP > New: i AL NN %, AR5 Hd OK:
ID: 5
IP Address Range: (i%£$¢), 1.1.1.30 ~ 1.1.1.30
Port Translation: ( £+ )
In the same subnet as the interface IP or its secondary IPs: ( £+ )
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% 2 B RN iR

Sk B DIP jith (/2 PAT) H9 NAT-Src

3. TREX

Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:

CLI
1. #0O

set interface

set interface
set interface

set interface
set interface

2. DIP

set interface

3. KA

Source Address:

Address Book Entry: (i£#%), Any
Destination Address:

Address Book Entry: (i£#%), Any
Service: HTTP
Action: Permit
> ,ﬁg\?/?nced: BIANCLNNZ, K5 ¥ Return, 8 S Ok I FIR R LA

N=RL

NAT:
Source Translation: ( #£Ff)
(DIP on): 5 (1.1.1.30 - 1.1.1.30)/X-late

ethernetl zone trust
ethernetl ip 10.1.1.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip 1.1.1.1/24

ethernet3 dip 5 1.1.1.30 1.1.1.30

set policy from trust to untrust any any http nat src dip-id 5 permit

save
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% 2 T RMEH 5 kB DIP it (ZF PAT) B9 NAT-Src

Sk B DIP itb (2%F PAT) B9 NAT-SRC

W HEPAT 1P HuhE [R5 9 28 Hu bk e 45 (NAT-sre), i ANPAT IR S 115 1 k3 3 (PAT), W< H B A I 400
5 461 5 PR T2 P T A S o P 0 M, b s 1) M ik T B M . AR SE AL AT RS SR P b
Hohl s e 5, DIME—FniR ENL. F LIRTEHT, wTllhg —N %, 878 NetScreen ¥ £ HHATIC PAT 1
NAT-src.

JE5 : 22 PAT B9 NAT-Src
EARWI, E485E 2 Untrust X B ethernet3 4% 10 5E X DIP it 6. 1% DIP # & M 1.1.1.50 #] 1.1.1.150 [¥] IP b
HEYEH . HEEAEH PAT. MG, B E—/NRENE, #8785 NetScreen & &HUT LA F T4 :
o AV Trust X BT LR H 4 K “e-stock” (K7 5E SUIRSS 4 B ) Untrust X B (4T i
o B IP B S UE 1P Huhk# sk DIP b 6 o 4T nl bk
e il TCP HBttu:kuk UDP £ IR Sk 4 df i v 5 (R 75 A AR
o K O IP Mk I LG 115 1 e-stock {5 BT ethernet3 %% 3 Untrust X B
WebUI
1. #%0O
Network > Interfaces > Edit ( Xf - ethernet1 ): B ALL NN, ARG Hdi Apply:
Zone Name: Trust

Static IP: ( I IEPE LI TN )
IP Address/Netmask: 10.1.1.1/24

EELUNNZ, AR5 OK:
Interface Mode: NAT

4, RBSEHTE XTI E XRSs “e-stock” o MLEMIIRSSE K ITH e-stock 4546k B E IR 1Yo BT LR, Wii%E DIP b 6 () PAT.
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£ 2 F REMER ek kB DIP it (ZF PAT) B9 NAT-Src

Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( MR INF% £EIH% I5 )
IP Address/Netmask: 1.1.1.1/24

2. DIP
Network > Interfaces > Edit ( %} T- ethernet3 ) > DIP > New: 5 AL F N %, AR5 Hd OK:
ID: 6
IP Address Range: (1£#), 1.1.1.50 ~ 1.1.1.150
Port Translation: (54 )
In the same subnet as the interface IP or its secondary IPs: (L4 )
3. KEE

Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 Hd: OK:

Source Address:

Address Book Entry: (#£#), Any
Destination Address:

Address Book Entry: (i£#¢), Any
Service: e-stock
Action: Permit
> %:I\T/?nced: BINCLUT N2, ARG il Return, 38 & 20k IR A1 LA

i
NAT:
Source Translation: ( £$f)

DIP on: (%% ), 6 (1.1.1.50 - 1.1.1.150)
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% 2 B RM %R

kB DIP ;b (Z=F PAT) B9 NAT-Src

CLI

1. &0

set
set
set

set
set

2. DIP

set

3. IRHEE

set policy from trust to untrust any any e-stock nat src dip-id 6 permit

save

interface
interface
interface

interface
interface

interface

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3

ethernet3

zone trust
ip 10.1.1.1/24
nat

zone untrust
ip 1.1.1.1/24

dip 6 1.1.1.50 1.1.1.150 fix-port
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% 2 B RN iR kB DIP ith (H A it Tk ) B9 NAT-Src

€8 DIP it ( 5548 Hik T4k ) B9 NAT-SRC

AT LLE S5 — WA, K 1P btk v [ IR 465 IP M ki s il CLFE 480 1P Mok B3R mTLARf £/ NetScreen i
ARO[ A BT 2 U TP Mk DIP A (Y [A) — e st ik . i ya [ gt v DOVE By . L 2ien]
LICRE A7 WU 210 55— M, (E R EEA 800 XS (GRS 7 W P R T as st ik WS 18 55— 7 R R AT B
IISREZIS LR

PAT A HBE AR e NAT-sre I e — NI « 8Ok B 26—~ NetScreen %44 (145 B I 53—~ NetScreen &
BB K S AE B . T, 35 24 A ) NetScreen-A & 3 D ISR 5 ANF ¢ 38 3 3 sSU6k ik A VPN 3838 5 i
B [¥) NetScreen #H4TiH 5 1), #4H EHLPEHAE . 418 NetScreen-A fifi H ol A5 4 (1) DIP b iy kil >k Y H
NAT-src, IlJ NetScreen-B (14 2 i1 e A uh m A A& H 045 B Be Bl FH SR o BRARFNIER: e it L ¥ IP bk, &
M NetScreen-B 18 ¥ 51 H g 4 M NetScreen-A DIP ylifE B 5 My [ 5 BNk 5. S — 71, Wi
NetScreen-B [ FE 51 (H Mol AR He ) 950 AL By o, TS EE Rk Euh i A NS B W B I S, fhibik
ek R BRI ) A 2

VERL, AT DAE SRS H N B )i F b AR 4 (7] DIP b (12550 N FH 1 it R g e Ve L2 A s ik ). 76 B IRIE il
', NetScreen ¥ £ A& i3 Hms SCVFI AT A IR Mtk &t (45 B, WA il A8 1) NAT-src W T DIP i [l 4 (1)
Hohl, (HABJEHBHEEEH T DIP a2 AMF R A . 1R A5 22 NetScreen % & X B Yt . | NAT-src,
TR AR E YO LN T 855 T DIP b gy [

JEB 1 NetScreen #5135 1 il B il 25 #e g0 LTl #4644 (PAT).
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% 2 B RN iR kB DIP ith (H A it Tk ) B9 NAT-Src

el TAE MU TR EY NAT-Src

TEARBI, 2405 3 Untrust X Bt ethernet3 #1152 X DIP i 10, RBeas 296 10.1.1.11 - 10.1.1.15 Z [a] i 14>
Hohb3EHe % 1.1.1.101 - 1.1.1.105 Z (A oA hl, HA5 B aG a5 O et 2 (7] i) o0 RORFF—3L

HIZHUR IP Hiht EFEHRIE IP Hiht
10.1.1.11 » 1.1.1.101
10.1.1.12 » 1.1.1.102
10.1.1.13 » 1.1.1.103
10.1.1.14 = 1.1.1.104
10.1.1.15 » 1.1.1.105

4 Trust X BeHh i T BEALE SCHtE, IR e nE 4 “groupt” bR . X8 =ML HbE 5500 A
10.1.1.11. 10.1.1.12. 10.1.1.13. 10.1.1.14 1 10.1.1.15. 7] VAR & M Trust 2] Untrust X B 5RE0&, 75 %5 0S
SIH T EikHkA (46 DIP it 10 K NAT-src N 21745608 ). 1%k TR/~ NetScreen %45 5F4 group1 IR K
A Untrust X Beib k) HTTP 5 2R B #534T NAT-src. b4k, NetScreen ¥ & 6244147 NAT-sre, F4rE IP Hu
HE (#1an 10.1.1.13) Feffepli[q— S ¥ vy 1P Hubik 1.1.1.103.
o5, PIDLWEE A%, F57~ NetScreen 450 AT UL M5 -

o i Trust X B groupt & A HTTP {5 LA I Untrust X B AT = ik

o B IP B Sk YR 1P Huhk# 4 DIP B 10 FR R AH Y bk

o AT CUEEHRYE 1P ML R S0 HTTP {35 BiiE il ethernet3 & i% 2 Untrust [X B
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% 2 B RN iR kB DIP ith (H A it Tk ) B9 NAT-Src

WebUI

1. #&0O

Network > Interfaces > Edit ( %} T- ethernet1 ): IALL F A%, K5 i Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24
WL TN, AR5 5l OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T* ethernet3 ): #i AL F N %, SR )5 Hd OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24

2. DIP

Network > Interfaces > Edit ( %} T- ethernet3 ) > DIP > New: ¥ AL NN %, RJ5 5 OK:
ID: 10
IP Shift: (5% )
From: 10.1.1.11
To:1.1.1.101 ~ 1.1.1.105

In the same subnet as the interface IP or its secondary IPs: ( Z£$¥ )
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% 2 B RN iR

kB DIP it (A LT ) B NAT-Src

3.

bk
Objects > Addresses > List > New: #i A LL F{5 &, K550 OK:
Address Name: host1

IP Address/Domain Name:

IP/Netmask: (£#¢), 10.1.1.11/32
Zone: Trust

Objects > Addresses > List > New: i A LU 5 &, X5 i OK:
Address Name: host2
IP Address/Domain Name:

IP/Netmask: (i£+ ), 10.1.1.12/32
Zone: Trust

Objects > Addresses > List > New: S A LU {5 E, X5 Hd; OK:
Address Name: host3
IP Address/Domain Name:

IP/Netmask: (£ ), 10.1.1.13/32
Zone: Trust

Objects > Addresses > List > New: #i A LL N5 8, X550 OK:
Address Name: host4
IP Address/Domain Name:

IP/Netmask: (£#¢ ), 10.1.1.14/32
Zone: Trust
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% 2 B RN iR kB DIP ith (H A it Tk ) B9 NAT-Src

Objects > Addresses > List > New: #i A LU & &, X5 i OK:
Address Name: host5
IP Address/Domain Name:

IP/Netmask: (#£F¢ ), 10.1.1.15/32
Zone: Trust

Objects > Addresses > Groups > ( X} T Zone: Trust ) New: #i A\ LL FHZFR, 3L FHihk, 2R)5Hd: OK:

Group Name: group1

P host1, JHEH << 15K ihk A Available Members £2#% %)% Group
Members £,

EFf host2, JHHH << $&41 Kk A\ Available Members #4353 Group
Members £~

P host3, JHAHH << 14 ¥l A Available Members #2153 Group
Members #:H1,

%P hostd, JHEH] << 15Kl A Available Members £2# %)% Group
Members #:,

EF hosts, JHEH << 4K ik A Available Members £ 5/ %1 Group
Members £,
4. RES
Policies > (From: Trust, To: Untrust) New: i AL F N %, #RJ5 Hidi OK:
Source Address:

Address Book Entry: (%% ), group1
Destination Address:

Address Book Entry: (#£+#%), Any
Service: HTTP

Action: Permit
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% 2 B RM %R

kB DIP ith (H A it Tk ) B9 NAT-Src

CLI
1. &0

set
set
set

set
set

2. DIP

set

3. bk

set
set
set
set
set

set
set
set
set
set

4. RREE

interface
interface
interface

interface
interface

interface

address
address
address
address
address

group
group
group
group
group

trust
trust
trust
trust
trust

address
address
address
address
address

> Advanced: HIALL NN ZE, XG50 Return, WA B 20% IR [P AT

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3

ethernet3

hostl
host?2
host3
host4
hostb

trust
trust
trust
trust
trust

B
NAT:

Source Translation: ( %+ )
(DIP on): 10 (1.1.1.101 - 1.1.1.105)

zone trust
ip 10.1.1.1/24
nat

zone untrust
ip 1.1.1.1/24

dip 10 shift-from 10.1.1.11 to 1.1.1.101 1.1.1.105

10.
10.
10.
10.
10.

.11/32
.12/32
.13/32
.14/32
.15/32

=
P e e

add hostl
add host2
add host3
add host4
add hostb

groupl
groupl
groupl
groupl
groupl

set policy from trust to untrust groupl any http nat src dip-id 10 permit

save
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% 2 T RMEH 5 kB H OO IP #uhik B9 NAT-Src

EHEOED IP #itkiy NAT-SRC

T AR g W NAT-sre AN %2 DIP #h, NetScreen i%4¢2x U5 1P Hubb & pe 4 92 O skl . 78 FiR 500
T, NetScreen & & iHZ N H PAT.,

5451 : Ft DIP B9 NAT-Src

FEARGIF, R N5, 4578 NetScreen B AT L MMES -
o AVF Trust X B E L& H (1) HTTP {5 B LA Untrust X B 14T & ki

o 4 IP EuR sk s 1P Mk g8 5E 3] Untrust X B[ ethernet3 32 111 IP #udik 1.1.1.1, Mg a ik
Y B B A2 3 Untrust X BRI = i ik

o ¥ TCP F Bkl UDP Ui 41 Sk i it 11 5 el M — 1) 3 vt 11
o A O HRYE IP bk RN 5 5 B il ethernet3 ik 2] Untrust [X Bt

Ui WY 25 H kS 4 (NAT-src)
CEI5 1P Huhk %5 e H AR X B TR T 1P skl 11,11, [T

JBH T PAT. )
Trust X B ethernet1 ethernet3 Untrust X B
10.1.1.1/24 1.1.1.1/24
10.1.1.5:25611 1.1.1.1:41834 2.2.2.2:80
= —— N@itily

WG YA s 5
REEZ/ S
SRCIP | DST IP | SRC PT| DST PT | PROTO SRCIP | DST IP | SRC PT| DST PT | PROTO
10.1.1.5] 2222 | 25611 80 HTTP 1144 | 2222 | 41834 | 80 | HTTP
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SkEH OO IP kB9 NAT-Src

WebUI

1. &0

Network > Interfaces > Edit ( %f T- ethernet1 ): AL NN, K5 Hdi Apply:

Zone Name: Trust

Static IP: ( H B I IE £ eI )
IP Address/Netmask: 10.1.1.1/24

EHLUNNE, AR5 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( Xf - ethernet3 ): #iALL F A%, )5 ¥t OK:
Zone Name: Untrust
Static IP: ( IR £ % 5 )
IP Address/Netmask: 1.1.1.1/24
2. KB
Policies > (From: Trust, To: Untrust) New: i ALL F N %S, X5 i OK:
Source Address:

Address Book Entry: (i£#f ), Any
Destination Address:

Address Book Entry: (#£#), Any
Service: HTTP

Action: Permit
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$F 2 F FEMEH TR kB H OO IP #uhik B9 NAT-Src

> Advanced: it AL NN, AR5 Hil Return, 1 = 20 DR [RIEE AL
B
NAT:
Source Translation: ( #£$%)
(DIP on): None (Use Egress Interface IP)

CLI

1. #0O
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. KB

set policy from trust to untrust any any http nat src permit
save
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RN TIEESs ekl

NetScreen #24it T VL2 #4047 H Ar M 28 il (NAT-dst) 4581 H i bk W 1 5. A
7%, 3 B JLANERSY
o 34 W LY “NAT-Dst fij/r”
— 536 W L) “NAT-Dst %k 0”7
— %540 7 L) “NAT-Dst {5 Hik £
o 44 5L B “NAT-Dst: —%F—Wesgt”
— A9 T N ANHuHE R 2 A HhhE
o 53 L) “NAT-Dst: Z5%F—Wesgt”
e 58 jl Eff) “NAT-Dst: Z5F £ West”
o 63 UL B Ay LWL ) NAT-Dst”
e 68 L L “IE—KmE ) NAT-Src #il NAT-Dst”

LR 1 FRAETIBSS IP (MIP) 20427 IP (VIP) ik 7T H br il #5117 12, 521 75 89 W Lifg “IBey Fligz i IP
/51

JURH T PRt ik e

R
e
N

I

Juniper Networks NetScreen #t:2 535641 - 5 7 % : #hlitidik 33



% 3 E BirMEHi itk NAT-Dst &9}

NAT-DsT & 7t

A BUE SRR — A HAx 1P ik et ple 7y — Mk . nJER: 22 NetScreen B4 LMICRE — A2 3% IP Huhik e ik
B HIE . B1G H AR UAE S SR H Ar bk 2 T RO R W RERE X X XL RAR. FPEUM T
—Xf—HMIZ X% — NAT-dst ¢ RIS

NetScreen ¥ £ W 1)

(IR 2 1S [ . ALK
. l | e s
y o B IP A%
% 44 5L “NAT-Dst: o s F e
SRt Jer g
(BRI )
%53 71 B “NAT-Dst: Sl -
- Jz%ﬂ@%% A (mite) P
v
>
W44 H bR A H AR

IR PTRC B SCRE H AR R o i RS R T4 H b 5 IR A gy R S T A S IR
R S L O S Z ALK OGRS ] - b s (PAT) o A H S RGN, NetScreen ¥ #k—>Til
5T UGt v 15 e 4 il o — AN TE st 115 . A PAT B, NetScreen 5 - K—MBEHL 2 A 4R I o 115 %
s — A REH L BC K i 5
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% 3 HirM%i ik

NAT-Dst &9}

A A AR AR ORE A H AR VG F F e 5y N hEva ] (s RS R S M), XA NetScreen

B AT LUK RS0 H bn ik dn 2 B 30 sk 52 (1) LR H ARtk . VERE,  NetScreen ANz A7 1 hk AR 46 (¥ 5 [ 1R
e FEUH 72X 2 NAT-dst KR WS .

e 85

> "
o ﬁ % “ _ . ! ‘ M
%5 58 ngﬁ B%JHM%T Dst: Wt
> i
w
Blhe H b DA H AR

e 3R B R AR AR AR H AR IP HEFD 46 H bR IP Hbliki)4& H . NetScreen B FHHILA H A% IP Mk AT %
M Ak, e Jo 2SS A R K H AR B AR5 H] R bl AT 28 ik ik, e AOR Bl b & . iR
H % B (1 45 R 5 ST, 9146 H b 1P MUk AT LR H Ax 1P Ml A 20E [A]— 22 X Berbe (AR H AR IP bk
H AR SORIS B AR, TS 36 UL L “NAT-Dst (AW . )
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e

% 3 HirM%i ik

NAT-Dst &9}

NAT-Dst B9 Z43E €17
DL R 5 A A5 L4 NetScreen 15 1114548 LA K ¥ 45 1 FH H R 93 28 3t bk % 5 s HAUA T 1) 4% R4
1. U5 IP Mk : 3w 10504 1.1.1.5:32455 F1 H Fx [P Hhl : 3 H 5 4 5.5.5.5:80 1) HTTP i 0, 311k 4 52 3]
Untrust X &[] ethernett.

—

DST | SRC | DST ethernet2 DMZ X B
1. 1 1 5|5.5.5.5(32455 | 80 G fiy o 2.2.2.2/24
Untrust [X B / Trust [X B
ethernet1 ethernet3 T
f-: 1.1.1.1/24 \ ? 3.3.3.3/24 .
1.1.1.5 2
ﬂ/ﬁ - ethernet4 . Custom1 'Z-Eﬁ
4.4.4.4/24 m! M
55.5.5 /_\ W 4445
WG H br L4 H Ax
NetScreen B M ARBATHI E R BHR AL AER R OGRS B,. mEEYH=ZANSHRET
REfE MO,
2.

WHJEH T Untrust [X B SCREEN 3£, NetScreen ¥ %2 7E I #i% SCREEN #4kt, SCREEN £
ALUER R A =R iy —
— R SCREEN ML 2 55470 (X447 4 E i & NetScreen ¥ & H1811Z %5 ), M) NetScreen
WA BRI R HE P A 4%H .
U1 SCREEN ALK 2 72 5470, &%*&Eﬂﬁﬁxﬁ?ﬁﬁRiﬂ%%#i‘:ﬂ?ﬂ@ﬁ%ﬁﬁ}%@, U“J

NetScreen W4 K7E A\ 4 1 #) SCREEN Lfi&%%ﬁUi%EPW»B%l?%{ﬁF SN JE R AT TR —
% SCREEN MLl %A Fr il 2 =4 474, W NetScreen ¥4k 42 F—P 1K,

R A& 5 H Untrust X B i) SCREEN i£75, NetScreen *&%%jﬁﬂiﬁﬁﬂi 7
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% 3 Z BirMgithitin NAT-Dst &9}

DU AT ST AR, R & 18 S5 AT VLR

W R ZE P SIE S5 ARUCHS, W) NetScreen 44T “H AR, ZIFRAFEHANKPE,
WHAZE A S 2 1EUERS, W NetScreen B AT “PRidiab#E” , HIBLA 2164 H Hal H G Bk 4b
FRAZEE L. “PRIACFE” B HRek B e —20, K Z i s 0 A4 s B O e &5 1 e AL FE I TR 34
i Pl SRR RS A 5 A WL TP (MIP) B ke IP (VIP)! FiC & 48 H] T H#x IP #ulik 5.5.5.5.

WA EIXREI TS, NetScreen % #2004 MIP 8% VIP #:A8% CUE 3 H bR IP Huhl, J9% 53 4E % il 2 %
M« B, BEARAE Untrust F1 Global [X Bt [B] 30T SRS A $ . W46 3] 7 fo v B ) S e DT i 21,
NetScreen B #52xB Hhs L% K 2I/E M th A gk b e o D .

R AL MIP 58 VIP Bl & ] IP #ihl 5.5.5.5, NetScreen ¥4 4k 43t 5.

JotfiE BhRIX B, s AT A R 0G H bR 1P bk, gt U, RO Bk ethernett %
ALK B H AR 1P Huhib o (3 et AN 182 1k o 3% b A R A0 P IR B /i . ) e & BB B,
Al iE 4552 1) Custom1 [X B [1 ethernet 4 Vil 5.5.5.5/32,

trust-vr @& R

Ell Py ERED : FREX B : ERIMK
0.0.0.0/0 ethernet1 Untrust 1.1.1.250
1.1.1.0/24 ethernet1 Untrust 0.0.0.0
2.2.2.0/24 ethernet2 DMZ 0.0.0.0
3.3.3.0/24 ethernet3 Trust 0.0.0.0
4.4.4.0/24 ethernet4 Custom1 0.0.0.0
5.5.5.5/32 ethernet4 Custom1 0.0.0.0

1.

AN 4 H U A0, B3R 46 2 3] Untrust X BR3E DI,  NetScreen B4 Ak dr & 7578 VIP &l 7 Hbr 1P Hudik.
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6. TRM&H|ZEAE Untrust A1 Custom1 [X B2 [RIAT SME A $k ( FEAHN N RN S 82 e ). 350 IP Mkt Hbw
IP ik FHR 5577 5K HTTP {5 B 5.5.5.5 FB € [ 2] 4.4.4.5 [P 50K

set policy from untrust to custom1 any v-server1 http nat dst ip 4.4.4.5 permit
(Jerr ks IP il 5.5.5.5/32 52 Ll “v-server1l”, ZMuhl#E Custom1 X B, )
NetScreen %K Hix IP Ml 5.5.5.5 # 4l 4.4.4.5. SRUGHRH, N5 ZL5 0 25 My bk S 49 R0 H b 10 il

L2 E N
7. %, NetScreen W24 S IP Mhb AT EE kg Ak, AP rT il ethernetd 1) Hihk:
4.4.45/32,
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% 3 B HirW &tk

NAT-Dst &9}

8. HuhlmestBiH s SRt SR (K H br IP Hhhl ¥k 4.4.4.5, )5, NetScreen % £ F 1% {0 M ethernet4

R, FEESTERP AR A% H (BRI E 6 BB 28— 35 Fie R & H OAPE ).

:m

Untrust [X & SRC | DST | SRC | DST

1.1.1.5|4.4.4.5/32455| 80 1 faf
- — » ethernett .
' 1.1.1.1/24
1.1.1.5
M Custom1 X B
L p» ethernet4 . -
4.4.4.4/24 o
4445
AR E R RS N AR S5 1D H b5
s SRR S ST 30 AN
251D (LPE Py ) (30 x 10 = 300 F )

N\ \ /

id 482/s**, vsys 0, flag 04000000/00/00, policy 21, time 30
6 (21):1.1.1.5/32455 -> 4.4.4.5/80, 6, 00b0d0a8aa2b, vian 0, tun 0, vsd 0

/ \ \ \

#¥11 ID JE 1P ik /5 ——s Hon 1P Mk / % 1 B — i YR MAC Huhik Tulr;)nel
VLAN VSD
NSP Frid AL ID ID
(AP PIAEA ) 6=TCP

B 1 TN S IERZ 4. VLAN, VPN s E M 2+ %4 (VSD),
PG ID 505714 4 %
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NAT-Dst Y% B &

o e NAT-dst Hudikir, NetScreen ¥ £ )8 i 2 A 0 20 [a] I A7 45 ) Bk 000 3k b R BRI AT 4 A il A 4% i
Hpsithl ( BI NetScreen 15 45K B 4o, 555 5 [m) B G Mokl ) 10 . f 36 v L “NAT-Dst (8 (i ” T
&, NetScreen W& FHAILE HAsHbE AT % ek, DLSkEfE B 0. ok, OO X E (#:0
AR 5E BB ), LUE NetScreen ¥ & AT HHIE T+ . NetScreen £+ B4 BR IR SRR IS, % 5m% 23 & XML
H ARk 3 O H brbhl i . BJS, NetScreen W& AT —IKEE Ak, A e kB ds e, st
OB L ZAE A ReRIA B 0 HAs . B2, 48 mWIaG H brHuhk i th P24 7 HAT SRS A R vk, FR I EE I H bR
Huhik % R 2 T NetScreen 1345 #4 Ak Bl AL I H 12 1 .

FELAT = A oerh, AR g b | FH ) H AR il i L R 2 4, S NSRS 8 B o SRR AT AN TR
set policy from untrust to trust any oda1 http nat dst ip 10.1.1.5 permit

Hrp “odal” WIS HFr#HE 10.2.1.5, T HFrhl %A 10.1.1.5,
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EERE| — ORIt

RS, JEBA)GE B bR S 5 btk i 2% i 51 45 Biis o [F]—F#2 1 ethernet3. # ethernet3 #2111
IP HihEFC & 4 10.1.1.1/24 I, NetScreen ¥ %2 HahUs il L ethernet3 $817) 10.1.1.0/24 (A1 o B 58 5% 4% H ik
PER, WARIN-—ANE ethernet3 3511 10.2.1.5/32 [FIFH N2 H -

GILEIE RN A
TR Untrust [X B 42 ethernet3 “odal” /\ 4 H AR Trust X B
10.1.1.1/24 10.2.1.5 10.1.1.5

.
o

10.1.1.0/24

YER : H1 77504 10.2.1.5 [958 i K FFE M, Bl 10.2.1.56 74 10.1.1.0/24 7. HFERFEHR, 102.1.5 5
10.1.1.0/24 H 1117/ - Je] — 1~ EZE 20T TP 7 o

WebUI

Network > Routing > Routing Entries > (trust-vr) New: #ii A LL F N2, &5 i OK:
Network Address / Netmask: 10.2.1.5/32
Gateway: (£$¢)
Interface: ethernet3
Gateway IP Address: 0.0.0.0

CLI

set vrouter trust-vr route 10.2.1.5/32 interface ethernet3
save
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ERE—NMEOER RIS R i
FEMETE U, BRI B bn b A O e B bRtk % i 5 1 545 Sl L ethernet3. ¥ ethernet3 £ 11 IP HuhlAd

N 10.1.1.1/24 15}, NetScreen ¥4 A7l ethernet3 $517 10.1.1.0/24 [ H . 2258 BGi% % th 1B Pk,
NN IN—AN BT ethernet3 F51) 10.2.1.0/24 11 1 DA M iEH: 10.1.1.0/24 F1 10.2.1.0/24 1M 11 5 o

YER D 1T B IS 1 A BERIA 10.2.1.0/24 FI I TR —TNbE, I A REC 250 & T iZE5 . W18 A & iR
Hi, JAL Sy T 5 NAT-dst iz /2] 10.2.1.5 J777 /] G55 1 25 Hi

B 114t H i
JER : Untrust [X BRI ethernet3 E:]%jf%/lﬁgﬂi /_\ ;‘00%311; Trust X B

10.1.1.1/24
= 10.1.1.250/24 =
. S
. B B49232Z0909 - 1.1
oy,

10.2.1.0/24

10.2.1.250/24

WebUI

Network > Routing > Routing Entries > (trust-vr) New: #i A\ LL F A%, SR )5 #idi OK:
Network Address / Netmask: 10.2.1.0/24

Gateway: ( %% )
Interface: ethernet3
Gateway IP Address: 10.1.1.250

CLI

set vrouter trust-vr route 10.2.1.0/24 interface ethernet3 gateway 10.1.1.250
save
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H1ZE O 5 kR ey it

RIS, ALY E S Trust X B ;1P Hulik A 10.1.1.1/24 [ ethernet3 1 IP #idik % 10.2.1.1/24 )
ethernet4. Pt & XLz 1) IP Hiikif, NetScreen ¥4y HasINiE L ethernet3 $51n) 10.1.1.0/24 1) th Fiid iof
ethernet4 511 10.2.1.0/24 [#18% tH. w145 B bbb N 10.2.1.0/24 W, 38 O B bbb 10.1.1.0/24 +
W, A6 k¥ NAT-dst W T M 10.1.1.5 F 10.2.1.5 1fij[1] NetScreen ¥ £ N H: e % /1

L4 H Aw
ethernet3 10.1.1.5
10.1.1.1/24

iF

10.1.1.0/24

PEE  Untrust X2

Trust X B

10.2.1.0/24

= |
ethernet4 (Rl
10.2.1.1/24 WG H b

“oda1l”

10.2.1.5
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% 3 B HirW &tk

NAT-Dst: — %f — R 5¢

NAT-DsT; — X —

BR 5

TEN F H b R 28 ik 4 4 (NAT-dst) AN H o I bk 57,  NetScreen #4854 Hbx IP Muhil, a0 R KBl
IPIRESEE (R, RER IP HEAM LA TCP H Bt ki 5 NAT-dst 510K ):

r} ==
“”!
| 1 - L
NetScreen (R At ) N ,
S ethernet3 1.1.1.1/24, Untrust YIUE B b5 CUE H bR
2.2.2.5:36104 ethernet2 10.1.1.1/24, DMZ 1.2.1.5:80 10.1.1.5:80
Untrust [X B DMZ [X Bx
SRCIP| DSTIP | SRCPT| DSTPT | PROTO
2225 | 1.21.5 | 36104 80 HTTP
NetScreen % %1% H#r IP Hili: 1.2.1.5 %
?%hl‘610.1.1.504b4§r«l§ P 3l il 13t
(i S REEAAR ) (5 BRI SRR
SRCIP | DSTIP | SRCPT| DST PT | PROTO
2225 (10.1.1.5| 36104 80 HTTP |
SRCIP | DSTIP | SRCPT| DSTPT [ PROTO
110115/ 2225 80 36104 | HTTP
NetScreen ¥ #%-1di [1]<> lﬁﬂéqﬂ?%ﬁ’JFE‘
VG HCHR A0 e i 1P bl Fss O bk £ 5.
bt J5 KU 1P HbdE 10.1.1. 5%?5%521 2.1.5,
SRCIP [ DSTIP | SRCPT| DST PT | PROTO
11215 | 2225 80 36104 | HTTP
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seffl . —3F— B rit ik 3k
EARGI, i E — DA 11 H br 25 bk 4% #e (NAT-dst) {EA S 25 H Friig L HBHE) SENG . SRIGFE 7R~
NetScreen 44T LA LSS -

o ARFM Untrust X BEHTEHIER H G FTP AT HTTP {5 5 (& O RSS4L “http-ftp” ) ¥l DMZ [X Bt
%0 “oda2” WHILG HArthhl 1.2.1.8

o ¥ IP ALk HAR 1P Hhhk 1.2.1.8 #Hpk 10.2.1.8

o il TCP FBt ki#I4n Hbrim H 5 P47 A% (HTTP O 80, FTP 2y 21)

o f HTTP I FTP {5 R if: & 2] DMZ X Bl 10.2.1.8

564 ethernet3 4552 2] Untrust X By, MHAMAC IP Hubik 1.1.1.1/24. 75 ethernet2 4552 %] DMZ X B¢, R HAE IP
itk 10.2.1.1/24,, &% L—ANlid ethernet2 $5 W) 4h H bribhl 1.2.1.8 (#$ .  Untrust il DMZ X Bt#R7E

trust-vr % fHIEPHLH
WG H bx
“oda2”
1.2.1.8
ethernet3 ethernet2 - T
1.1.1.1/24 10.2.1.1/2 (B4 )
Untrust [X Bt —
N . 09 = . = —
féﬁ DMZ [X & u
SRCIP | DSTIP | SRC PT DSTPT PROTO SRCIP | DSTIP | SRCPT DSTPT PROTO
2225 | 1.21.8 | 25611 80 HTTP 2225 |10.2.1.8| 25611 80 HTTP
SRCIP | DSTIP | SRCPT DSTPT | PROTO SRCIP | DSTIP | SRCPT DSTPT  PROTO
2225 1.21.8 40365 21 FTP 2225 10.2.1.8 40365 21 FTP
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WebUI

1.

#EO

Network > Interfaces > Edit ( X T* ethernet3 ): #iALL NN, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24

Network > Interfaces > Edit ( %} T* ethernet2 ): #i AL F N %, SR )5 Hd OK:
Zone Name: DMZ
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 10.2.1.1/24

ok

Objects > Addresses > List > New: i AL F{5 &, K550 OK:
Address Name: oda?2
IP Address/Domain Name:

IP/Netmask: (£F¢ ), 1.2.1.8/32
Zone: DMZ

AR 5548

Objects > Services > Groups: it NLL FA A FR, Bl RS, X5 Hd OK:
Group Name: HTTP-FTP

P HTTP, JHiTH << #241% k%5 M\ Available Members #5331 Group

Members £,

P FTP, J ] << #H1E RS M Available Members £ 5% Group

Members £H1,
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4. ¥H
Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:
Network Address / Netmask: 1.2.1.8/32
Gateway: (£$¢)
Interface: ethernet2
Gateway IP Address: 0.0.0.0
5. KR
Policies > (From: Untrust, To: DMZ) New: #ii AL F A%, X5 Huidi OK:
Source Address:

Address Book Entry: (i£#¢), Any
Destination Address:

Address Book Entry: ( i%£#% ), oda2
Service: HTTP-FTP
Action: Permit

> Advanced: i ANCL RN, ARJE i Return, 3 H Sk IR [RIFEAHD
B
NAT:
Destination Translation: ( i%£+% )
Translate to IP: (#£$¢ ), 10.2.1.8

Map to Port: (355 )
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CLl
1. #0
set
set
set
set
2. Mok

interface
interface

interface
interface

ethernet3
ethernet3

ethernet?2
ethernet?2

zone untrust
ip 1.1.1.1/24

zone dmz
ip 10.2.1.1/24

set address dmz oda2 1.2.1.8/32

3. BR%4H
set group service http-ftp
set group service http-ftp add http
set group service http-ftp add ftp

4. FRH

set vrouter trust-vr route 1.2.1.8/32 interface ethernet?

5. RER

set policy from untrust to dmz any oda2 http-ftp nat dst ip 10.2.1.8 permit

save
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%3 B R W 4% th 1t 55 35 NAT-Dst: — %f — R 5¢

M— ik 2 %2 b ik RO 3R
FR A BEA S v F8 58 P IR S5 sl it 11287, NetScreen 145 7] LLKE [Rl—H) 4f Eﬁi&iﬂ%?ﬁw}%ﬁ%ﬁ%w‘éﬁﬁﬁzﬁ\
OV H AR L . 87T 584522 NetScreen 4% HTTP (5 BEUfi M 1.2.1.8 T M%) 10.2.1.8, ¥4 FTP 1) MA
1.2.1.8 T EMH 10.2.1.9 (S W L4 ). LA HEAR 2 NetScreen B4+ host1 Ki%F] 1.2.1.8 HTTPf S
FrEmE 10.2.1.8, M host2 Ki%F| 1.2.1.8 [f) HTTP {5 Ay E & 3] 10.2.1.37., £ RS,
NetScreen 145 Y484 & 32 2 [F]— w146 H brhil (K45 S B0 1) 3 24 O il

seffl . —Xt % Birttbib it
FEAGI, BRI P g, e A R 06 B Asdil (1.2.1.8), FHHRIEIRSSHI2EH, 20051 545 B KL 20
AR CLe ¥ H bRtk . XA $8 78 NetScreen ¥ % #0U4T LA MT%
e ¥ Untrust X Bt TR b tH (%) FTP F HTTP {5 B k1% 3 DMZ X B 44 “oda3” HIH J e il
o ONTHTTP 5 U, K IP Hdla kb 9 HAR IP Ml 1.2.1.8 Heffik 10.2.1.8
o XIF FTP A5 R, K HAFs IP Hihk 1.2.1.8 H#euk 10.2.1.9
o ik TCP F Bt kIfwlas H kw15 (R FA (HTTP 24 80, FTP 4 21)
o 4 HTTP 3 E ik k2] DMZ X Brb il 10.2.1.8, ¥ FTP {5 B & 3 DMZ X Bt (il 10.2.1.9
maﬁ ;fq B‘jggas"

ethernet3 ethernet2 = 1.2.1.8:21
1.1.1.1/24 10.2.1.1/24 =0«
Untrust X B DMZ X Bt
2.2.2.5:25611 —— e -
222540065 E (HE L }
- #;- ===
S h L i
‘ e F AR P
i 10.2.1.9:21 S 10.2.1.8:80
SRCIP | DSTIP | SRCPT | DSTPT | PROTO SRCIP [ DSTIP [ SRC PT| DST PT | PROTO
2225 | 1.21.8 | 25611 80 HTTP 2225 (10.21.8| 25611 80 HTTP

SRCIP | DSTIP | SRCPT| DSTPT | PROTO SRCIP | DSTIP | SRCPT| DSTPT | PROTO
2225 | 1.21.8 | 40365 21 FTP 2225 |10.21.9 40365 21 FTP
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Sk ethernet3 455 %) Untrust X B, HHMAC IP Hulk 1.1.1.1/24. F9Ff ethernet2 41 % DMZ X B, A H A IP
Hilk 10.2.1.1/24, & 25E X—Milid ethernet2 45 1n19)46 H brtudil: 1.2.1.8 () tH.  Untrust A1 DMZ [X B #fi7E
trust-vr i HiE P

WebUI

1. #&0O

Network > Interfaces > Edit ( %f T ethernet3 ): I ANLL FHNZE, AR5 il OK:
Zone Name: Untrust
Static IP: ( IR £ 1% 50 )
IP Address/Netmask: 1.1.1.1/24

Network > Interfaces > Edit ( %} T- ethernet2 ): I ALL F N %, K5 i OK:
Zone Name: DMZ
Static IP: ( IR IE T )
IP Address/Netmask: 10.2.1.1/24

2. ok
Objects > Addresses > List > New: i A LL {5 &, K550 OK:
Address Name: oda3
IP Address/Domain Name:

IP/Netmask: (i£#f), 1.2.1.8/32
Zone: DMZ
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3. HH
Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:
Network Address / Netmask: 1.2.1.8/32
Gateway: (£$¢)
Interface: ethernet2
Gateway IP Address: 0.0.0.0
4. KR
Policies > (From: Untrust, To: DMZ) New: #ii AL F A%, X5 Huidi OK:
Source Address:

Address Book Entry: (i£#¢), Any
Destination Address:

Address Book Entry: ( #%£#% ), oda3
Service: HTTP
Action: Permit

> Advanced: i ANCL RN, ARJE i Return, 3 H Sk IR [RIFEAHD
B
NAT:
Destination Translation: ( i%£+% )
Translate to IP: (#£$¢ ), 10.2.1.8

Map to Port: (355 )
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Policies > (From: Untrust, To: DMZ) New: #i AL FNZE, 4RJ5 Hudi OK:
Source Address:

interface
interface

interface
interface

Address Book Entry: (#£#%), Any

Destination Address:

Address Book Entry: ( #£#¥ ), oda3

Service: FTP
Action: Permit

> Advanced: HIALL NN Z, SR)5Hd Return, B8 5 2k T TR o] AT

ethernet3
ethernet3

ethernet?
ethernet?

HOL
NAT:
Destination Translation: ( i£$f)

Translate to IP: (i£$% ), 10.2.1.9

Map to Port: (55 )

zone untrust
ip 1.1.1.1/24

zone dmz
ip 10.2.1.1/24

set address dmz oda3 1.2.1.8/32

set vrouter trust-vr route 1.2.1.8/32 interface ethernet?

CLl

1. #0O
set
set
set
set

2. Mt

3. B&H

4. KEE

set policy from untrust to dmz any oda3 http nat dst ip 10.2.1.8 permit
set policy from untrust to dmz any oda3 ftp nat dst ip 10.2.1.9 permit

save
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NAT-DsT: % X —BR &

146 H AR ik A0 e H bRiuhl 2 B AT e 20— 0 R 75 LR fEHL R, NetScreen W& ik 2 2 414G H Aris
HERAE B AL R B B U H ARtk Ak, 3B v DA H bRt IR o

seffl : 23— Biritn ik
TEAGI T, A — A, B R IE BRI YILE HFrHihl (1.2.1.10 F11.2.1.20) A5 8 338 1) 8[|/ — A O # H br
Mok, A% 357~ NetScreen % £ #0147 UL FAESS -

e AVPH Untrust X Bt TRl At 1 HTTP 5 B ER € 244 “odads” (WA w ihhkdl, Hg
15 DMZ X Bt Pt bl “odad” (1.2.1.10) #1 “oda5” (1.2.1.20)

o K IP EE sk i His IP Hulik 1.2.1.10 F1 1.2.1.20 #4p% 10.2.1.15
o il TCP K BLAu:ki#Ius H bruts 15 AR FFAAR (HTTP 4 80)
o B HTTP {5 Biifs k3 DMZ X B ) 10.2.1.15

WtE HAr “odad”

ethernet3 ethernet2 = 1.2.1.10:80
1.1.1.1/24 10.21.1/24 .
i Untrust [X Bt N = T4 H A5
- 10.2.1.15:80
e - — e -

— = ; —

VA e 7 Ly ;\ “ ”
1.1.1.5:25611 L WZ'} %ﬁ.zo%doﬁ
1.1.1.6:40365 ()

SRCIP | DSTIP | SRC PT | DST PT | PROTO SRCIP | DSTIP | SRC PT| DST PT | PROTO
1.1.15 | 1.21.10| 25611 80 HTTP 1.1.1.5 |{10.2.1.15| 25611 80 HTTP

SRCIP | DSTIP | SRCPT| DSTPT | PROTO SRCIP | DSTIP | SRCPT| DSTPT | PROTO
1.1.1.6 | 1.2.1.20 | 40365 80 HTTP 1.1.1.6 /10.2.1.15 40365 80 HTTP
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559 ethernet3 4652 £l Untrust X B, A IP #uhl 1.1.1.1/24., 5% ethernet2 4552 2 DMZ X B, R H AR IP
otk 10.2.1.1/24, &% L—ANlid ethernet2 15 W #) 45 H bnibhl 1.2.1.10 A1 1.2.1.20 1 H . Untrust 1 DMZ [X
BY#RAE trust-vr 2% ik P,

WebUI

1.

#0O

Network > Interfaces > Edit ( %} T* ethernet3 ): #i AL F N %, SR )5 Hd OK:

Zone Name: Untrust

Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24

Network > Interfaces > Edit ( %f T* ethernet2 ): A LL F %, AR5 %l OK:

Zone Name: DMZ

Static IP: (i HUE LRI )
IP Address/Netmask: 10.2.1.1/24

bk
Objects > Addresses > List > New: #i A LL 5 &, &5 % OK:
Address Name: oda4

IP Address/Domain Name:
IP/Netmask: (%), 1.2.1.10/32
Zone: DMZ
Objects > Addresses > List > New: #i A LL F{5 &, K550 OK:
Address Name: oda5
IP Address/Domain Name:

IP/Netmask: ( £+ ), 1.2.1.20/32
Zone: DMZ
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Objects > Addresses > Groups > ( %} T Zone: DMZ ) New: i N UL F4L4FK, #zhLL FHhk, %5 i OK:
Group Name: oda45

7 odad, A << FZ ALK bk I\ Available Members #:# 3/ %] Group
Members £~

P oda5, JEH << Kbk A Available Members #:# 2/ %1 Group
Members =,
3. B%H
Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 Hdi OK:
Network Address / Netmask: 1.2.1.10/32
Gateway: (i%£#¢)
Interface: ethernet2
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address / Netmask: 1.2.1.20/32
Gateway: ( £F%)
Interface: ethernet2
Gateway IP Address: 0.0.0.0
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4. REE
Policies > (From: Untrust, To: DMZ) New: % AL F N2, X5 8 OK:
Source Address:

Address Book Entry: (#£#), Any
Destination Address:

Address Book Entry: (#%+% ), oda45
Service: HTTP
Action: Permit

> Advanced: HIALL N A2, SRJ5 T Return, 8 5 20k T R [F] LA
B

NAT:
Destination Translation: ( i%£+% )
Translate to IP: (#£#% ), 10.2.1.15
Map to Port: (7% )
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CLI

1. &0

set
set

set
set

2. bt

set
set
set
set

3. H

interface
interface

interface
interface

ethernet3
ethernet3

ethernet?2
ethernet?2

zone untrust
ip 1.1.1.1/24

zone dmz
ip 10.2.1.1/24

address dmz oda4 1.2.1.10/32
address dmz odab5 1.2.1.20/32
group address dmz oda4d45 add oda4
group address dmz odad45 add odab

set vrouter trust-vr route 1.2.1.10/32 interface ethernet?2
set vrouter trust-vr route 1.2.1.20/32 interface ethernet?2

4. IRHEE

set policy from untrust to dmz any oda45 http nat dst ip 10.2.1.15 permit

save
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NAT-DsT: % ¥ %5 BR &

AT DUAE ) H bR 28 ik 3 (NAT-dst) F—AN 1P bk e Bl 3 sl s — ANk Ja B . 1zt bk 3 B a] DU 7 9 88 58 /N )

TN HuhEEE S . NetScreen i F kAR B M L 4E 5 4106 H br b ve Bl 5 #4 5 Br b i Ve Bl 2 R0 & . B, s
WU HHEVEE Y 10.1.1.1 = 10.1.1.50, 1 O & febhlyo B bl % 10.100.3.101, NetScreen & & 34T R

Hiudk e

e 10.1.1.1-10.100.3.101
e 10.1.1.2-10.100.3.102
e 10.1.1.3-10.100.3.103

e 10.1.1.48-10.100.3.148

e 10.1.1.49-10.100.3.149

e 10.1.1.50-10.100.3.150
Blan, R AEBEGE DX HTTP {5 BN L #5145 B zoneA F R LR bk ) 44 4
“addr1-507 [pjthhik4, Hbhk4 a5 zoneB H1 A\ 10.1.1.1 %1 10.1.1.50 (K14 bk, WA % A LL R CLI #i74

set policy id 1 from zoneA to zoneB any addrl-50 http nat dst ip 10.100.3.101
10.100.3.150 permit

U2k zoneA ¥ LR AL E] zoneB j& MG A AR RIHIE (41 10.1.1.37 ) 1) HTTP {5 i, NetScreen ¥ 23 M H It
R H btk i #5% 10.100.3.137.

I RS Hh R g BV H AR B JEORT H bRt Sl 55 B Bt A0 b B0 o) e 4 ULRE, U NetScreen B4 it
NAT-dst. %, #Enlfetld ) —45kns, v zoneA LR BHUA I HIAE B zoneB F R 1ML, RJS1E
TR R ORI SRS BT SR 1 2 )
set policy id 1 from zoneA to zoneB any addrl-50 http nat dst ip 10.100.3.101
10.100.3.150 permit
set policy id 2 from zoneA to zoneB any any any permit
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R O B IX ARG, BB BT NAT-dst HLEPE DL R 2R3 145 B zoneA ¥ LK% 5 zoneB ) 4L
e ZoneA T ENKAF] zoneB 1 10.1.1.37 (WIE HTTP (5 8. B TE MRS BAAE HTTP, Hitk
NetScreen ¥ 45<xW H SlE 2, HAL (S B AN E e H bril .

e ZoneA XN KT zoneB H 10.1.1.51 [ HTTP {5 Bii. BT BrblAZE addr1-50 Huhlk4l4, it
NetScreen W #-4/54x M 5l 2, FAG IR S B A e H brl

SEfl %% Birithibie i

TEARGF, HGRCE AR, TG B AL R 7 W AT LR N A NAT-dst, Jf57~ NetScreen
HHATCL TS

o AVF Untrust X Bt AT &kl & tH (9 B 282 A5 S ) DMZ X B o (14T =

o ¥ 1.21.0/24 74K “oda6” [MILH H Ar bk F R 10.2.1.0/24 - 99 A R AH R ik

o il TCP FBetu sk Ias H bruii 5 AR FFA L

o HTTP {5 B k3] DMZ X Bt ¥ LU # Hb ik

Untrust X & ethernet3 ethernet2 DMZ [ Bt

1.1.1.1/24 10.2.1.1/24 T 1.21.1-10.2.11 fFu

i i T 1212-10212 T
T 1213-10213 [
71.2.1.253 - 10.2.1.253 7,

T 1.2.1.254 —10.2.1.254 7]

WItG H br O H b
“0da6” 10.2.1.0/24
1.2.1.0/24

5294 ethernet3 4652 £l Untrust X B, A IP #ubl 1.1.1.1/24. 5% ethernet2 452 2 DMZ X Bk, RH A IP

Mtk 10.2.1.1/24, & Ze LA ethernet2 5 7 414h B Axtbhik 79 (1.2.1.0/24) [F#% . Untrust f1 DMZ [X Bt #0
7E trust-vr B HHE PRI
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WebUI

1.

#EO

Network > Interfaces > Edit ( X T* ethernet3 ): #iALL NN, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24

Network > Interfaces > Edit ( %} T* ethernet2 ): #i AL F N %, SR )5 Hd OK:
Zone Name: DMZ
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 10.2.1.1/24

ik
Objects > Addresses > List > New: i AL F{5 &, K550 OK:
Address Name: oda6
IP Address/Domain Name:
IP/Netmask: (i£+ ), 1.2.1.0/24
Zone: DMZ

2

Network > Routing > Routing Entries > trust-vr New: #ii AL F N %%, #RJ5 i OK:

Network Address / Netmask: 1.2.1.0/24
Gateway: ( ¥£F%)

Interface: ethernet2

Gateway IP Address: 0.0.0.0
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4. REE
Policies > (From: Untrust, To: DMZ) New: % AL F N2, X5 8 OK:
Source Address:

Address Book Entry: (#£#% ), Any
Destination Address:

Address Book Entry: (i%#f ), oda6
Service: Any
Action: Permit

> Advanced: HIALL FNZE, R)5 8 Return, & & o 200% 00T 3R [0 LA
H
NAT:
Destination Translation: ( i%£+% )

Translate to IP Range: (4% ), 10.2.1.0 — 10.2.1.254
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interface
interface

interface
interface

ethernet3
ethernet3

ethernet?2
ethernet?2

zone untrust
ip 1.1.1.1/24

zone dmz
ip 10.2.1.1/24

set address dmz oda6 1.2.1.0/24

set vrouter trust-vr route 1.2.1.0/24 interface ethernet?

set policy from untrust to dmz any oda6 any nat dst ip 10.2.1.1 10.2.1.254

CLl

1. #%0O
set
set
set
set

2. Mok

3. %H

4. KBS
save

permit
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8 i D BRETRY NAT-Dsr

fid & NetScreen B & AT Hbx &5 bl 4 (NAT-dst) i, 0] 3 S VRS o 3 1 B P i DR 22— Ay T%E
— & TN FFRAN RS A RS 2R B, —& EHLATLLEIT A Web %5 #% (—/ME6m 1 80 1, Fi—4
7E%i 1 8081 ). XF HTTP JilR% 1, NetScreen W £&HHAT NAT-dst i AP AT 3 LG (dst i 11 80 -> 80). ﬁ%
HTTP ilt% 2, NetScreen & #EAHF HAx IP Motk EH AT NAT-dst, FE4AT o B (dst i 11 80 -> 8081). il
ANAREI H bR S, EVLAER HTTP {5 Bk 045 %4> Web iii4s 28 .

JEE  NetScreen #4151 1 Hiti 2 11) NAT-dst /55 1. 172007 58 11 1) “NAT-Dst: ZX]Z Wt

SEf5 : B um O BR ST AY NAT-Dst
TEAMG T, KA AN ERE, 7EM Trust.  Untrust X Bt 2] DMZ [X Bt Telnet [li45#5 11 Telnet /5 S EHUAT
NAT-dst i . XA 5% 457~ NetScreen B&HUT LU A5
e fuiF Untrust. Trust X B HERHLEE R H ) Telnet /7 S it 1 DMZ X By ik 1.2.1.15
o K4N “oda7?” AU H AR IP Huhik 1.2.1.15 #4548 10.2.1.15
o fF TCP J Bk iIwIah Hbwin 15 23 k1 2200
o Telnet {5 Hiit4% & 3| DMZ X By i) e etttk
BUE LS “FEDRB|XE” s Bk /i :
e ethernet1: Trust X B, 10.1.1.1/24
. ethernet2: DMZ X B, 10.2.1.1/24
e ethernet3: Untrust X B, 1.1.1.1/24

1E DMZ X Bt sE X—A IP Hulik K 1.2.1.15/32 (bl H “oda7” . X — il ethernet2 f&1n W] %A H britik
1.2.1.15 % Trust Untrust f1 DMZ [X BHERAE trust-vr B i £
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WebUI
1. #0O

Network > Interfaces > Edit ( %} J- ethernet1 ): B AL NN %, SRJ5Hi1 Apply:

Zone Name: Trust

Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

EHELUTNE, AR5 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T- ethernet2 ): I ALL F N, K5 Hdi OK:
Zone Name: DMZ
Static IP: ( IR £ % 5 )
IP Address/Netmask: 10.2.1.1/24

Network > Interfaces > Edit ( X T* ethernet3 ): #iALL NN, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR R IE T )
IP Address/Netmask: 1.1.1.1/24

2. ok
Objects > Addresses > List > New: i A LL {5 &, K550 OK:
Address Name: oda7
IP Address/Domain Name:

IP/Netmask: (£#f), 1.2.1.15/32
Zone: DMz
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3. %H
Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:

Network Address / Netmask: 1.2.1.15/32
Gateway: (£$¢)
Interface: ethernet2
Gateway IP Address: 0.0.0.0
4. KR
Policies > (From: Trust, To: DMZ) New: #ii AL F %%, X5 #.idi OK:
Source Address:
Address Book Entry: (i£#¢), Any
Destination Address:
Address Book Entry: ( i%£#% ), oda7
Service: Telnet
Action: Permit
> Advanced: fit NLL R N2, AR5 il Return, 158 s 243% T0 IR (Rl FE AT
L
NAT:
Destination Translation: ( i%£+% )
Translate to IP: (#£$¢ ), 10.2.1.15
Map to Port: (i£F¢ ), 2200
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Policies > (From: Untrust, To: DMZ) New: #i AL FNZE, 4RJ5 Hudi OK:
Source Address:

Address Book Entry: (i£#%), Any
Destination Address:

Address Book Entry: ( i%£#% ), oda7
Service: Telnet
Action: Permit

> Advanced: #IALL RN ZE, SR)5 8 Return, % 5 w2000 00 3R [P AL
B

NAT:
Destination Translation: (i%£+%)
Translate to IP: (#£$¢ ), 10.2.1.15
Map to Port: ( £FF ), 2200
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CLI

1. &0

set
set
set

set
set

set
set

2. bt

interface
interface
interface

interface
interface

interface
interface

ethernetl
ethernetl
ethernetl

ethernet?
ethernet?

ethernet3
ethernet3

zone trust
ip 10.1.1.1/24

nat
zone dmz
ip 10.2.1.1/24

zone untrust
ip 1.1.1.1/24

set address dmz oda7 1.2.1.15/32

3. H

set vrouter trust-vr route 1.2.1.15/32 interface ethernet?2

4. REg

set policy from trust to dmz any oda7 telnet nat dst ip 10.2.1.15 port 2200

permit

set policy from untrust to dmz any oda7 telnet nat dst ip 10.2.1.15 port 2200

permit
save
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[5] — % % &1 B NAT-SRC #1 NAT-Dst

A LAAE ] — SR rh 25 5 A0 T 0 4 M Bk 4 (NAT-sre) £ H bR k9 2 il e i (NAT-dst). —F 45 & o ik 17— Fh
Jiik, BIPEEHE BR AR ) SR — R[]I B A 1P AT H Bk 1P ik

SEf : 454 NAT-Src #1 NAT-Dst
ARG, LEARSSHEHET 5 5 RSS2 BE4H 2 TR C'E NetScreen ¥4 (NetScreen-1). % /ifiid ethernet1 (IP it
HEh 10.1.1.1/24, H48E S Trust X B ) %42 NetScreen-1. Bfifi, NetScreen-1 il 3% d1 ¥ %4> VPN i iE
25 B R B HFRIRS 882, 458 B N ANTEE (1942 1140 T Untrust X B, Trust F1 Untrust X BE#BLE trust-vr
B kR
T2 7 30 0k v e 5 B RSS2 I bk A Rl Kl NetScreen-1 24720 [A] i s A T ik 54 4 (NAT-sre) #1 H x
Hohk#e 4 (NAT-src). MR aE# e a5 R 3G TE,  NetScreen W44 1H L $AT NAT-dst £ ik 45 28 4
NetScreen-A il NetScreen-B. T FIRH T, MRSIRUERT ST RIS A3 EAL 057 BE 52 AR B DL bl
10.173.10.1-10.173.10.7. 10.173.20.0/24. 10.173.30.0/24. 10.173.40.0/24 1 10.173.50.0/24 . iXxLEHhhl- it H ik
R
o PHANIEIERE A ECE] R A HhHE
— tunnel.1, 10.173.10.1/30
— tunnel.2, 10.173.10.5/30
o BR/NMEEHESSC LU DIP it (8 H PAT):
— tunnel.1, DIP ID 5: 10.173.10.2-10.173.10.2
— tunnel.2, DIP ID 6: 10.173.10.6—-10.173.10.6
e NetScreen-1 4T NAT-dst Itf, i FHHbhiEAS B L4146 H Antdl, 0 R RS :
— 10.173.20.0/24 %] 10.173.30.0/24
— 10.173.40.0/24 %] 10.173.50.0/24

2. TS VPN ARSZHE NAT-dst. A40K5E Tt VPN it % 5 NAT-dst —iiefdif .
3. A RIAT NAT-dst Il FH I R bR (5 B, 1S5 58 1 L1 “NAT-Dst: X 2 Wi ” o
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it & vpn1 Al vpn2 X AN E K T 3 LL R 248 - AutoKey IKE. TiIL=%54] (vpn1 i “netscreen1”, vpn2
“netscreen2” ) LI “BHrEc 1”7 Hl “PrEe 27 $ERHE L2240 “Compatible” o (A X LB PE40(H
B, ESHE 5-11 UL “HEPR” . ) venl F1 vpn2 {482 1D ¥4 0.0.0.0/0 - 0.0.0.0/0 - any.

JEB 1 sE45 1 NetScreen-1 &, #:2 4 NetScreen-A #1 NetScreen-B [/ VPN J &, & ElI75-2) 55 31l &

A FHANTAE P il 2 ) VPN G T8 4%
JR 55 B T PO I 55 % o

P
Huhk:
10.100.1.0/24
10.100.2.0/24
10.100.3.0/24

1]

—E)}-z}

NetScreen-1
tunnel.1, 10.173.10.1/30
NAT-src
« DIP jth 10.173.10.2 = 10.173.10.2
NAT-dst
o WG H ARHHE 10.173.20.0/24
o UM H bridil 10.173.30.0/24

ethernet1
10.1.1.1/24

ethernet3
1.1.1.1/24

vpn1

NetScreen-A
Untrust 2.2.2.2/24, Trust 10.100.1.1/24
tunnel.1, 10.2.2.1/24
NAT-dst
o WUG H btk 10.173.30.0/24
o OV H ArHilk 10.100.1.0/24

NetScreen-Awy )

A TS

Hi T4 NetScreen-1 I B, A48
H bRk 2 AR, PRI Y NetScreen #4544,
17 NAT-src Fll NAT-dst. JLUEAEAEA] A7
ks n), AP LURE T R hE,  NetScreen-1 i
REAL BRI IR 4518 K

TR IR S5 B BEA (1% & NetScreen ¥ £ BT
NAT-dst, LU bR 3 i A R R S5

NetScreen-1
tunnel.2, 10.173.10.5/30
NAT-src
« DIP jth 10.173.10.6 — 10.173.10.6
NAT-dst
o WG HARHLHE 10.173.40.0/24
o UVHEHR H briidil 10.173.50.0/24

4§ « _10.100.1.0/é\
/NetScreen-B
4 e 0 {0.100.2.0/2%

Untrust [X B ‘)

NetScreen-B
Untrust 3.3.3.3/24, Trust 10.100.2.1/24
tunnel.1, 10.3.3.1/24
NAT-dst
o WUh H btk 10.173.50.0/24
o OV H ArHilk 10.100.2.0/24
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WebUI (NetScreen-1)

1. #&0O
Network > Interfaces > Edit ( %f - ethernet1 ): I ALL NN, K5 Hdi Apply:
Zone Name: Trust

Static IP: ( I IEFE LI TN )
IP Address/Netmask: 10.1.1.1/24

ERLLFNZ, AR5 H S OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T* ethernet3 ): #i AL F N %, SR )5 Hd OK:
Zone Name: Untrust

Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24
Network > Interfaces > New Tunnel IF: 5 AL N %, R)5Hd OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: (#£$%)
IP Address / Netmask: 10.173.10.1/30
Network > Interfaces > New Tunnel IF: B ALLF A%, K5 5d OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: (4% )
IP Address / Netmask: 10.173.10.5/30
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2. DIP
Network > Interfaces > Edit ( %} J- tunnel.1) > DIP > New: #i AL F %S, X5t OK:
ID: 5
IP Address Range: (i£#¢), 10.173.10.2 ~ 10.173.10.2
Port Translation: ( %% )
In the same subnet as the interface IP or its secondary IPs: ( Z£$¥ )
Network > Interfaces > Edit ( %f - tunnel.2 ) > DIP > New: #i AL F %S, X5 M OK:
ID: 6
IP Address Range: (1%£# ), 10.173.10.6 ~ 10.173.10.6
Port Translation: ( i£$% )
In the same subnet as the interface IP or its secondary IPs: ( Z£$f )

3. bt
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: serverfarm-A

IP Address/Domain Name:

IP/Netmask: (£#f ), 10.173.20.0/24
Zone: Untrust

Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: serverfarm-B
IP Address/Domain Name:

IP/Netmask: ( #£#¢ ), 10.173.40.0/24
Zone: Untrust
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4. VPN
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:
VPN Name: vpni
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: (i£Ff)
Gateway Name: gw-A

Type: Static IP: ( £F¢ ), Address/Hostname: 2.2.2.2
Preshared Key: netscreent

Security Level: Compatible

Outgoing Interface: ethernet3*

> Advanced: fii N LU T gt ikE, AR5 it Return, 1R [H[JEA AutoKey IKE
[N

Bind to Tunnel Interface: ( i%£+% ), tunnel.q
Proxy-ID: ( %% )
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY

4. WEEOA - AREAL IR RE B IX B, BRI AT R X B
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VPNs > AutoKey IKE > New: i A LL RN %, 4SR5 Hud; OK:
VPN Name: vpn2

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( 1L+ )
Gateway Name: gw-B

Type: Static IP: ( #£F¢ ), Address/Hostname: 3.3.3.3
Preshared Key: netscreen2
Security Level: Compatible

Outgoing Interface: ethernet3

> Advanced: fii N LU T gt icE, AR5 it Return, 1R [0[BEA AutoKey IKE
PC e L

Bind to Tunnel Interface: (%% ), tunnel.2
Proxy-ID: (#£$%)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY

5. I&H
Network > Routing > Routing Entries > trust-vr New: #ii AL F N %, X5 i OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (£#¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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Network > Routing > Routing Entries > trust-vr New: #i AL F N %, X5 Hdi OK:
Network Address / Netmask: 10.173.20.0/24
Gateway: ( %£#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address / Netmask: 10.173.30.0/24
Gateway: ( %% )
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: #ii AL F N2, #RJ5 i OK:
Network Address / Netmask: 10.173.40.0/24
Gateway: (£#¢)
Interface: tunnel.2
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: #i AL F N %, K5 i OK:
Network Address / Netmask: 10.173.50.0/24
Gateway: (i%£#¢)
Interface: tunnel.2
Gateway IP Address: 0.0.0.0
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6. TREE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book Entry: (#£#), Any
Destination Address:
Address Book Entry: (%% ), serverfarm-A
Service: ANY
Action: Permit
Position at Top: (i%F% )
> Advanced: fii A LU iR e, SR )5 iy Return, IR [0[3EAS Policy Mo 0L :
NAT:
Source Translation: ( #£Ff )
(DIP on): 5 (10.173.10.2-10.173.10.2)/X-late
Destination Translation: (i%£+%)
Translate to IP Range: ( #£#f ), 10.173.30.0 — 10.173.30.255
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Policies > (From: Trust, To: Untrust) New: % A\ LL NN %, K5 i OK:
Source Address:
Address Book Entry: (i£#%), Any
Destination Address:
Address Book Entry: ( #£#¥ ), serverfarm-B
Service: ANY
Action: Permit
Position at Top: ( £+%)
> Advanced: #ii AN LU R RS, ARG i Return, 3R [0]3EA Policy it & 1 :
NAT:
Source Translation: ( #£F%)
(DIP on): 6 (10.173.10.6-10.173.10.6)/X-late
Destination Translation: (i£$f)
Translate to IP Range: (i£#¢ ), 10.173.50.0 — 10.173.50.255
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CLI (NetScreen-1)

1. #0O
set interface

set interface
set interface

set interface
set interface

set interface
set interface

set interface
set interface

2. DIP s

set interface
set interface

3. bt

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3

tunnel.
tunnel.

tunnel.
tunnel.

tunnel.
tunnel.

1
1

zone trust
ip 10.1.1.1/24
nat

zone untrust
ip 1.1.1.1/24

zone untrust
ip 10.173.10.1/30

zone untrust
ip 10.173.10.5/30

dip-id 5 10.173.10.2 10.173.10.2
dip-id 6 10.173.10.6 10.173.10.6

set address untrust serverfarm-A 10.173.20.0/24
set address untrust serverfarm-B 10.173.40.0/24

4. VPN

set ike gateway gw-A ip 2.2.2.2 main outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

set vpn vpnl gateway gw-A sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any
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set

set
set
set

5. &R

set
set
set
set
set

set

save

ike gateway gw-B ip 3.3.3.3 main outgoing-interface ethernet3 preshare

netscreen?2 sec-level compatible
vpn vpn2 gateway gw-B sec-level compatible
vpn vpn2 bind interface tunnel.?2

vpn vpn2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

vrouter
vrouter
vrouter
vrouter
vrouter

trust-vr
trust-vr
trust-vr
trust-vr
trust-vr

route
route
route
route
route

0.
10
10
10
10

policy top from trust to

ip 10.173.30.0 10.173.30

policy top from trust to

ip 10.173.50.0 10.173.50

0.0.0/0 interface ethernet3 gateway 1.1.1.250

.173.20.0/24 interface
.173.30.0/24 interface
.173.40.0/24 interface
.173.50.0/24 interface

tunnel.
tunnel.
tunnel.
tunnel.

1

1
2
2

untrust any serverfarm-A any nat src dip-id 5 dst

.255 permit

untrust any serverfarm-B any nat src dip-id 6 dst

.255 permit
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WebUI (NetScreen-A)

1. #0O

Network > Interfaces > Edit ( %} T- ethernet1 ): IALL F A%, K5 i Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.100.1.1/24
EFELUN A, )5 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %} T* ethernet3 ): #i AL F N %, SR )5 Hd OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 2.2.2.2/24

Network > Interfaces > New Tunnel IF: 5 AL N %, R)5Hd OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: (#£$%)

IP Address / Netmask: 10.2.2.1/24

2. bk

Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: serverfarm-A

IP Address/Domain Name:

IP/Netmask: ( #£#¢ ), 10.173.30.0/24
Zone: Trust

Juniper Networks NetScreen #2536/ - 5 7 % : Hilititik 79



% 3 E BirMEhiiEin B — 55 B& i iy NAT-Src 1 NAT-Dst

Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: customeri
IP Address/Domain Name:

IP/Netmask: (#£F¢ ), 10.173.10.2/32
Zone: Untrust

3. VPN
VPNs > AutoKey IKE > New: i AL F A%, #R)5 i OK:
VPN Name: vpni
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( %)
Gateway Name: gw-1

Type: Static IP: ( £F¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreent

Security Level: Compatible

Outgoing Interface: ethernet3

> Advanced: fii A LU T gt iE, AR5 it Return, 1R [0[JEA AutoKey IKE
PC e L

Bind to Tunnel Interface: ( %+ ), tunnel.q
Proxy-I1D: ( #%£$%)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY
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4. ¥H
Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (£$¢)
Interface: ethernet3
Gateway IP Address: 2.2.2.250
Network > Routing > Routing Entries > trust-vr New: #i AL F %, X5 Hdi OK:
Network Address / Netmask: 10.173.10.2/32
Gateway: ( £F%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address / Netmask: 10.173.30.0/24
Gateway: ( #£#%)
Interface: ethernett
Gateway IP Address: 0.0.0.0
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5. RAEg
Policies > (From: Untrust, To: Trust) New: i AL NN %, K5 %d OK:
Source Address:

Address Book Entry: (i%£#% ), customeri
Destination Address:

Address Book Entry: ( i£#f ), serverfarm-A
Service: ANY

Action: Permit
Position at Top: (i%F% )

> Advanced: fii A LU iR e, SR )5 iy Return, IR [0[3EAS Policy Mo 0L :
NAT:

Destination Translation: ( i%£+% )
Translate to IP Range: ( %£#¢ ), 10.100.1.0 — 10.100.1.255
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CLI (NetScreen-A)

1. #0
set

set
set

set
set

set
set

2. bk

set
set

3. VPN

set

set
set
set

4. BH

interface
interface
interface

interface
interface

interface
interface

ethernetl zone trust
ethernetl ip 10.100.1.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip 2.2.2.2/24

tunnel.l zone untrust
tunnel.l ip 10.2.2.1/24

address trust serverfarm-A 10.173.30.0/24
address untrust customerl 10.173.10.2/32

ike gateway gw-1 ip 1.1.1.1 main outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

vpn vpnl gateway gw-1 sec-level compatible

vpn vpnl bind interface tunnel.l

vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 2.2.2.250
set vrouter trust-vr route 10.173.10.2/32 interface tunnel.l
set vrouter trust-vr route 10.173.30.0/24 interface ethernetl

5. REg

set policy top from untrust to trust customerl serverfarm-A any nat dst ip
10.100.1.0 10.100.1.255 permit

save
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WebUI (NetScreen-B)

1. #0
Network > Interfaces > Edit ( %f T- ethernet1 ): AL NN, K5 Hdi Apply:
Zone Name: Trust

Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.100.2.1/24

WFELL A, AR5l OK:
Interface Mode: NAT
Network > Interfaces > Edit ( X T ethernet3 ): #iALL NN, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IE P IE TN )
IP Address/Netmask: 3.3.3.3/24
Network > Interfaces > New Tunnel IF: B ALLF A%, AR5 5d OK:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: (#£$%)
IP Address / Netmask: 10.3.3.1/24
2. bk
Objects > Addresses > List > New: #i ALL F A%, X5 5 OK:
Address Name: serverfarm-B
IP Address/Domain Name:

IP/Netmask: (#£F¢ ), 10.173.50.0/24
Zone: Trust
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Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: customeri

IP Address/Domain Name:

IP/Netmask: (i£+ ), 10.173.10.6/32
Zone: Untrust

3. VPN
VPNs > AutoKey IKE > New: #it AL F N %, SR )5 #.if OK:

VPN Name: vpn1

Security Level: Compatible

Remote Gateway: Create a Simple Gateway: ( £ )
Gateway Name: gw-1
Type: Static IP: ( i£$¢ ), Address/Hostname: 1.1.1.1
Preshared Key: netscreen2
Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: i A LU T mgti’E, AR50 Return, R [F[BEEA AutoKey IKE
[

Bind to Tunnel Interface: ( i%£#% ), tunnel.q
Proxy-ID: (i%£#¢)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY
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4. ¥H
Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (£$¢)
Interface: ethernet3
Gateway IP Address: 3.3.3.250
Network > Routing > Routing Entries > trust-vr New: #i AL F %, X5 Hdi OK:
Network Address / Netmask: 10.173.10.6/32
Gateway: (i%£#¢)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, X5 i OK:
Network Address / Netmask: 10.173.50.0/24
Gateway: (i£#%)
Interface: ethernett
Gateway IP Address: 0.0.0.0
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5. RAEg
Policies > (From: Untrust, To: Trust) New: i AL NN %, K5 %d OK:
Source Address:

Address Book Entry: (i%£#% ), customeri
Destination Address:

Address Book Entry: ( i£#f ), serverfarm-B
Service: ANY

Action: Permit
Position at Top: (i%F% )

> Advanced: fii A LU iR e, SR )5 iy Return, IR [0[3EAS Policy Mo 0L :
NAT:

Destination Translation: ( i%£+% )
Translate to IP Range: ( %+ ), 10.100.2.0 — 10.100.2.255
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CLI (NetScreen-B)

1. #%0O
set

set
set

set
set

set
set

2. bk

set
set

3. VPN

set

set
set
set

4. I¥H

interface
interface
interface

interface
interface

interface
interface

ethernetl zone trust
ethernetl ip 10.100.2.1/24
ethernetl nat

ethernet3 zone untrust
ethernet3 ip 3.3.3.3/24

tunnel.l zone untrust
tunnel.l ip 10.3.3.1/24

address trust serverfarm-B 10.173.50.0/24
address untrust customerl 10.173.10.6/32

ike gateway gw-1 ip 1.1.1.1 main outgoing-interface ethernet3 preshare
netscreen?2 sec-level compatible

vpn vpn2 gateway gw-1 sec-level compatible

vpn vpn2 bind interface tunnel.l

vpn vpn2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 3.3.3.250
set vrouter trust-vr route 10.173.10.6/32 interface tunnel.l
set vrouter trust-vr route 10.173.50.0/24 interface ethernetl

5. KK

set policy top from untrust to trust customerl serverfarm-B any nat dst ip
10.100.2.0 10.100.2.255 permit

save
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4

NetScreen &}t T VFZ AT H b IP HUIEAT H Axsi H UBEFE S (1770 . AN Gl A S 1P (MIP) RTEESYL 1P

(VIP) Hiuhil:, F53 0 BLU R4
o 90 L LY Wi IP Huhk”
— 91 7 LK “MIP 1 Global X E”
— %101 ® k[ “MIP-Same-as-Untrust”
- 105 W kR “MIP FllalfLdz 07
e 115 UL LAY “REPLIP Hubk”
- 117 7 kR “VIP Al Global X B”
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BRLET IP ot

WL 1P (MIP) J& —A P bk 21 55 —A IP Huhl iy L — % —Wif . NetScreen ¥ &1 H 4 MIP 1) ) {5 B
KRAEHHES MIP $giabhb i =L SEFs B, MIP & —/NiAs H s bbb Fe e, 8 1P Btk i B AR 1P sk messt sk
T — NS P Hihlk . MIP EHLAE (5 T, NetScreen ¥ 44114 EHLIMYE 1P Huhik- i3 5% MIP Hihik (5 1P #h
Hb o 3K HRTA ) S A [F] F-Y50F H bbbl 84 (G056 13 10 B “NAT-Src A1 NAT-Dst 17 [ REPE” ).

MIP FeifF A\ ulifs SO 21IE 3% OO NAT 19X BUh A L. MIP 38 57 g i i VPN JEE 32 1 P ot i 2
(k2 [ A . (A S e AR R T 5, TE SIS B 199 BT LMY« BAT E S HhEY) VPN 3507 )

AIAE LU LR 7 0 @5 MIP: A7 1P ik / (4 28 HER I8 TE 1 11 802 21055 3 J= (L3) =X BLH Al IP
B/ P9 2% HER (4 112 AR MIP 2 S 208 52 10308 X BN 224 X B (14 T 6 11, (HA 2 LI MIP A7 77 Gilobal [X B¢ .

JEE: MIP (1.1.1.5) % Untrust

: 5K H Untrust INSERh A 71 Y=
X B ) A B A KB (1.1.1.1/24) 77— F
S okt s ] Wit 3 TG
Wit $) 10.1.1.5.

‘ = MIP 1.1.1.5 ->10.1.1.5
Untrust X Bx3: 01

ethernet3, 1.1.1.1/24 \ B Global ™~

Trust X Bz g X Bt
ethernet1, 1()54.1.1.1/24 \x:_f_j—)/
NAT #Fi 2 v ‘ Trust
X Bt
Afy st / 10.1 .1.5/
¥ [H] » o

1. ESHIE A AP PIZE 1P ik B 40 B4 AH [ I R 25 1)
. 4 Untrust DB LHE SR MIP 14k, % MIP 0] DUZEAN[R] Untrust DB L IP U 7 b e (EUR, SR ECEIXFE, s ZAE AR s Easin— 2%

i1, F50 Untrust X EGZE D, LUE AN A5 QREERIIE MIP. A, DAZ07E 5 MIP #5€H) NetScreen %4 g X —ME s, %R &k B &RHAT MIP Y

B
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JER 1 7F—4E NetScreen %75 1-, MIP HJ {£/1-5 £ 1AM 41, 1H2 MIP #h-Agé7 DIP 177,

AR “HIBEEIAL T B BT R JEX T MBI B IP LR, BT IP 7ML IP T
I P25 71 o

MIP 0 Global [X &

TCe BEE AN X Bed D) MIP, #84:7E Global [X B8 s th 2R iz MIP 1145 H . Global [X Bl iR # /746 T MIP
Hudilk, AEHEOBE T X B ol LUEIX L MIP Ml FA/E P X BLR) Sl 1 H AR bk, 38 n] DUEE & X4 R g
IFHAVE HbrHbdl . (5 554 R shms 115 B, S 2-297 1L LI “4J55En% 7 . ) L% NetScreen #4414 MIP Hiil:
ﬁ{%fﬂg%lobal X, HAEFmE 5] MIP I, BERTLAE ] Global X B, o a] LU MIP & [q) i) H kR B ((LAS
B EEIR ).
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SEH1 : Unfrust XEE$2 0 _EAG MIP

TEARWIT, ¥ ethernet! 4558 2 Trust X Bt A EE IP Hulik 10.1.1.1/24. ¥4 ethernet2 4§ 5€ | Untrust X B 3f K3
AHC P Hudlk 1.1.1.1/24, SRJEHCE MIP, ¥ Hbribhl & Untrust X B 1.1.1.5 [ 17 HTTP {5 B k%3] Trust X
Bt bk 10.1.1.5 (1) Web IR%5 35, fe)n, ZRIE—NERE, R HTTP fF R Untrust X B (14T 5= kb3 1)
Trust X B MIP #uhik (4525000 MIP $&5 m) stk B EHL ). BT 204 X AREE trust-vr 4% PRI .

ER 1 W IP 2 MIP 75 127 1 = LA i ZEd il #E4 H o

Untrust [X B

MIP 1.1.1.5->10.1.1.5
(1f ethernet2 Lt )

Untrust [X Bt4% 11
ethernet2, 1.1.1.1/24

:—___
Trust X B0 ala e e T T Nl = - .@. ...... Global [X B

ethernet1, 10.1.1.1/24

(1) HARHAES 1.1.1.5 (065 B H)L ethernet2.

NetScreen %4 7F ethernet2 25+ MIP 8% i1,
RIEHE 1.1.1.5 fiE#FT 1) 10.1.1.5,

NetScreen W& & k4511 10.1.1.5 Kk, AR5k
Trust X B 5 AL R ethernet?

10.1.1.5
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WebUI

1. #0
Network > Interfaces > Edit ( %} T- ethernet1 ): IALL F A%, K5 i Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

EHELUTNE, AR5 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( %f T- ethernet2 ): I ALL F N, K5 Hdi OK:
Zone Name: Untrust
Static IP: ( IR £ % 5 )
IP Address/Netmask: 1.1.1.1/24

2. MIP

Network > Interfaces > Edit ( %} T- ethernet2 ) > MIP > New: 5 AL F %, AR5 Hd OK:
Mapped IP: 1.1.1.5
Netmask: 255.255.255.255
Host IP Address: 10.1.1.5
Host Virtual Router Name: trust-vr
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3. RHEE
Policies > (From: Untrust, To: Trust) New: i AL NN %, K5 %d OK:
Source Address:
Address Book Entry: ( £+ ), Any
Destination Address:
Address Book Entry: (i£#¢ ), MIP(1.1.1.5)
Service: HTTP
Action: Permit

CLI
1. %0

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet?2 zone untrust
set interface ethernet2 ip 1.1.1.1/24

2. MIP

set interface ethernet?2 mip 1.1.1.5 host 10.1.1.5 netmask 255.255.255.255°
vrouter trust-vr®

3. RES

set policy from untrust to trust any mip(l1.1.1.5) http permit
save

3. TEERVETEHLR, MIP [ HERL ) 32 fi7 (255.255.255.255), B bk Wb B P P, IR ] Ok HEANE N F stk e S MIP. fildn, R CLI ¥ 1.1.1.5 &
SCh C By Mriihl 10.1.10.129 — 10.1.10.254 1] MIP, 1iF{4 | LL T 17k : set interface interface mip 1.1.1.5 host 10.1.10.128 netmask

255.255.255.128 . /|NCa Y7048 AL FE42 1 B HH 2 ik 1 ik 3
4. BRIt 82 trust-vr. A58 R RUES H 4% trust-vr 55 MIP 5 32 {7 IS HERT . by 2 it 8,  LUEA WebUI Bt B XK.
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SEf - NARE X B Elix MIP

K B ANF X B s S el Hoe e O (AR EERCE MIP (82 0) RIliA MIP. ZE5e il Bk EefE, S e
BB o v s B, h)\mn.@ WAE A& AL 1P #itl, LLFE MIPC,

EARBIH, KEAE Untrust X B (ethernet2, 1.1.1.1/24) [ 10 LACE MIP (1.1.1.5), DAL £ Trust X B (10.1.1.5)
] Web 4545 . 4Fx 2 Trust X B4 0 5& IP Huht>h 10.1.1.1/24 1] ethernet1.

444 X-Net 22X B, ¥ ethernet3 g6 2 IX B, AJG4E: 000 1P Motk 1.3.3.1/24, 5@ SCELAE SRmg A
(el 1.1.1.5, LAY HTTP 5 B3 X-Net X B AT & bk 3 17 Untrust X B MIP. iR RCE — NSRS,  fiF
HTTP 15 EUR A Untrust X Bt i) Trust X B AT 224 X BARAE trust-vr B fiag .

YEBL 1 WA X-Net [XEHTES Hias I —FK 51, 715 H bl 2y 1.1.1.5 (MIP) /915 677 /7 1.3.3.1 ( ethernet3
/1P H41 ).

Fik MIP 1505 NetScreen £ [ . 1H&, @ MIP
”ulifF“F %U ), WALZIURE 2SN 1 42 NetScreen BT, G A
set vrouter name._ strroute in_ addrlnterface lnterface fi (% ebUI EPEI &), e, name_str it e LUITE I MBS th 8%, interface J:AESL

FECE MIP [0,
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Untrust [X B
HEA o

JEB  BEPA1.1.1.5, DAL 5
BU—&9E07 1.8.3.1 19867

MIP 1.1.1.5->10.1.1.5

Untrust X B4z (7F ethernet2 il )

ethernet2, 1.1.1.1/24

X-Net X Bed 1 B 2T 7 T
ethernet3, 1.3.3.1/24 = 8 Ch p A=

Trust X Bz A
ethernet1, 10.1.1.1/24

e
-] 1l

@ HrHeE H 1.1.1.5 H15 BRF% eth2 Fl eth3.

eth2: NetScreen &% £ 1F eth2 &k MIP i, SRJE#
1.1.1.5 f##¥71)% 10.1.1.5,

eth3: 7¢ eth3 -4 MIP #E4T 11 8% A $k VG 45 3 o
NetScreen #i & e300, 7 eth2 FHE] MIP, 4SR5 %k
Wt K S eth2, MIP 7E s 10.1.1.5,

IgljetScreen PR FREAE 10.1.1.5 1% BI85 B &
eth1.

Web Iz 55-%%
10.1.1.5

Trust X Bt

WebUI

1. EOMXEL
Network > Interfaces > Edit ( X} T* ethernet1 ): #I AL F N %, SR )5 Hd OK:
Zone Name: Trust
Static IP: ( M BRI )
IP Address/Netmask: 10.1.1.1/24

LT N, R Hd OK:
Interface Mode: NAT
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Network > Interfaces > Edit ( %} T- ethernet2 ): I ALL F N %, K5 i OK:
Zone Name: Untrust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 1.1.1.1/24
Network > Zones > New: i AL N %, 4R )5 Hiidi OK:
Zone Name: X-Net
Virtual Router Name: untrust-vr
Zone Type: Layer 3
Network > Interfaces > Edit ( %f T* ethernet3 ): A LL F %, AR5 %d OK:
Zone Name: X-Net
IP Address/Netmask: 1.3.3.1/24

2. bt
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: 1.1.1.5

IP Address/Domain Name:

IP/Netmask: (i£#f), 1.1.1.5/32
Zone: Untrust

3. MIP

Network > Interfaces > Edit ( XfT* ethernet2 ) > MIP > New: i AL F N %, K5 Hdi OK:
Mapped IP: 1.1.1.5
Netmask: 255.255.255.255
Host IP Address: 10.1.1.5
Host Virtual Router Name: trust-vr
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4. REE
Policies > (From: X-Net, To: Untrust) New: i AL T N2, K5 i OK:
Source Address:
Address Book Entry: (#£#), Any
Destination Address:

Address Book Entry: (i%£#%), 1.1.1.5
Service: HTTP
Action: Permit

Policies > (From: Untrust, To: Trust) New: i ALL F N %S, X5 i OK:
Source Address:

Address Book Entry: (i£#¢ ), Any
Destination Address:

Address Book Entry: ( 1£#¢ ), MIP(1.1.1.5)
Service: HTTP

Action: Permit
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CLI
1. EOMXE

set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet? zone untrust
set interface ethernet2 ip 1.1.1.1/24

set zone name X-Net
set interface ethernet3 zone X-Net
set interface ethernet3 ip 1.3.3.1/24

2. Hhht
set address untrust “1.1.1.5” 1.1.1.5/32
3. MIP

set interface ethernet?2 mip 1.1.1.5 host 10.1.1.5 netmask 255.255.255.255
vrouter trust-vr’

4. REg

set policy from X-Net to untrust any “1.1.1.5” http permit
set policy from untrust to trust any mip(l.1.1.5) http permit
save

6. %ﬁ%&ﬁ'r%&ﬁ, MIP {28 #5654 32 {7 (255.255.255.255), 64 iUl i 8s 4 trust-vr. ANALERA IR e IAbf 5 ixees4r, LUE R WebUI it &
R o
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SEf ;4% MIP iR inElE@EEn

EAIH,  Trust X B MR IP Huhik 2518 % 10.1.1.0/24, iRz 0 “tunnel.8” (¥ IP Huhl 2y 10.20.3.1. Trust [X.
Brrp g LIRSS AR EE 1P Mkt 10.1.1.25. 4 T SRiF— AN MZEAE Trust X B (e R 0 i 4 8 S bk 23 1r), 3
i VPN T8 Uy [a) AR 95 4%, 7F tunnel.8 42 L BT 7E AR (Rl M R Gl MIP. MIP #idik o 10.20.3.25/32. (A KA
TEIERE O MIP (5233641, 2005 5-199 11 R “ B ESHuE VPN k&7 . )

WebUI

Network > Interfaces > Edit ( %} - tunnel.8 ) > MIP > New: #i AL TN %, 4RJ)5 Hili OK:
Mapped IP: 10.20.3.25
Netmask: 255.255.255.255
Host IP Address: 10.1.1.25
Host Virtual Router Name: trust-vr

CLI

set interface tunnel.8 mip 10.20.3.25 host 10.1.1.25 netmask 255.255.255.255
vrouter trust-vr’

save
TEBL 1 TEFEEPE 03 JF R S5 F5 1275 I 2t 117 Untrust [X BEGE il 5, A5 A MIP (10.20.3.25), i1 HRZ5-25191)
FEIP #di) (10.1.1.25).

WL B 3L iy B L VPN KAE R 91 1) 203 G D 7 7 119 NAT-sre ( 18/ DIP ), - EUEA I 5772 43 i)
N5 A2 Trust X BEHAEAMTERT Untrust XML 2P0, 1 1] 5 1T TS0 2 U Trust X BT

7. %%)gﬁ‘%%? , MIP IR 2815 4 32 47 (255.255.255.255), 44 el 88 0 trust-vr. RNUFEMATIEEEA]. A EIXESH, LUEM WebUI it &
R o
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MIP-Same-as-Untrust

T IPv4 bR >, ISP ORI E R LS % 5 2 T — A s 1P Hbhk. 404652 2] Untrust X BL i 0 2
B 1P Husik [ g2 3 Trust X BRI AT “ Mgk (NAT) B ], AEs Untrust X Begz 1 # IP Hisk A
YEWLE 1P (MIP), DARAESS AR SS 2% ML VPN B¢ L2TP 30 g 25 (1K N3k 5 7] o

MIP #5315k — /N bk 45 B e 21 55— Nk, RO, S8 38 Untrust X EGRE E ) IP #hik4E 5 MIP, NetScreen
WAAEH Untrust X Bedsz E 1 BTE A\ b {5 S s 2145 EWBﬂﬁﬂt 5 Untrust 2 1 G MIP g5 51 VPN 5§
LoTP il i, H 2 Untrust 3 10 E¥EATRCE VPN 85 L2TP i, &< A1 IKE 8% L2TP i fuit Kk 2|
W s,
WA — NS, e sEng T B AR b2 A8 Untrust X B0 IP Huhkff) MIP, 3F H¥552 HTTP 78 241% 5 g
IS, Ak 2eal il 1% 10 % NetScreen 134117 Web & BEFIHE ) (K AR aiZ ik i A Al HTTP {5 &
TR i B 2 P R 25 g AL ) o B 2 Web A BRI 14, {54k a] DA WebUI i@ Untrust X Be 4% 1145 #
. B Web & L5, AT UL R ERAE -

1. Admin > Web: /£ “HTTP Port” B NiE M 145 (M 1024 % 65,535 ). A J5 Hili Apply.

2. WD) Untrust X BLZ IV BZ BRI, 1R b 15 B n 2 1P okl — i,

http://209.157.66.170:5000.
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&5 : Untrust 30 _E &Y MIP

FEARFI, KiEFE Untrust X BE 1 (ethernet3,  1.1.1.1/24) 1) IP #ilib1E 4 Web JIRS: 251 MIP, % Web JiR 45 25 1¢)
SEBR 1P Hubik b Trust XEEH (7 10.1.1.5. T 5 EE0T ethernet3 22 1111 Web & 337 in), RIHE Web &3 1) 3 11
S MY 8080, Bi)E, BGIE—NIENE, FUUF HTTP RS (76 HTTP 455 1 80 [ ) M Untrust X Btiii ) Trust X
B MIP Mtk (2R 2831 MIP $g 1) ikl B ERL ).

WebUI
1. #0
Network > Interfaces > Edit ( %f T- ethernet1 ): BIALL NN, K5 Hdi Apply:
Zone Name: Trust

Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

WANLLTAZE, AR5t OK:
NAT: ® (#$%)
Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL FN %, K5 i OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24

2. HTIP ix O
Configuration > Admin > Management: 7 “HTTP Port” 7Bt \ 8080, #XJ5 H.i; Apply.
(% HTTP &R, )

8. TEBRETENLT, FhEF Trust XBHITA E O#AL T NAT £ Bk, xS TE8ER] Trust KB, Bk &m .
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3. EFEE
HOHTIE R 2] NetScreen 7%, ¥ 8080 Fff hn®| web il ¥a#s URL Mot =B i IP bk, (R4 a0 B
Untrust #2 & %, WA http:/1.1.1.1:8080. )

4. MIP

Network > Interface > Edit ( X} T ethernet3 ) > MIP > New: i AL F %, K5 Hd OK:
Mapped IP: 1.1.1.1
Netmask: 255.255.255.255°
Host IP Address: 10.1.1.5
Host Virtual Router Name: trust-vr

5. KH
Network > Routing > Routing Entries > trust-vr New: i AL F A%, #RJ5 i OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (i%£+¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
6. KEE
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: (#£+#%), Any
Destination Address:

Address Book Entry: (i£#¢ ), MIP(1.1.1.1)
Service: HTTP

Action: Permit

9. i Untrust X Bt 10 1P Hudik 1) MIP (¥ 45 HERL A 20K 32 437 o
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CLI
1. #0O

set interface ethernetl zone trust
set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. HTP ix O
set admin port 8080
3. MIP

set interface ethernet3 mip 1.1.1.1 host 10.1.1.5 netmask 255.255.255.255
vrouter trust-vr'’

4. IRH

set vrouter trust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250
5. R

set policy from untrust to trust any mip(l.1.1.1) http permit

save

10. %ﬁ%{ﬁ%%? , MIP M4 HEfd h 32 fi7 (255.255.255.255), 4 Ml s A trust-vre ANALEMRA TR E e A &ixeesr, LUER WebUI it &
R o
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MIP #0[Elf& 0

ERIfLgH LsE SCMIP 5, aTEAE—21E: 7] MIP. PR 32 22 H A2 O AR IR — 4 MIP #ithii@id 224> VPN
WEZ — Vi L. MIP ML AT DUAGRAE B, S A N A AT Iz R 1o

Untrust X B

VPN X457 = um%§R& = VPN X}25 7
M
VPN i Sk E WA VPN Tl 1945 B
ﬂ WP BERERE O LR
SUFCEANIE VA MIP Hu ik
Bl ARE A
Coee MIP L
S il R
(@l duni HAZELE Global [X
i A )

B0

Trust X &
N ( 7€ Untrust X B )

M MIP itk & H A5 S it 1l

== Trust X B j{:iﬁ-erZUSt EE“T%D&M’] MIP

MIP EH1 |
i

] LORE Ie 4 AR 055 MIP Sl (9 BE 5 2 ds . Al i HI 44 FX loopback.id_num Be & [nl &8 1 ( Horp id_num 5
—ARRBE RO MRGT ), ISR A 1P bl (E 25 2-74 5UER “[EHERD” ). 4 RiF ek
MIEEAZ O ER) MIP,  RERR 2% FUAS IR [BIAR 20 AR B A

[ 4 10 R LR 7 B b 20U 1 i) — X B IAN ) TP 7 o ATART— AN 1P sl (1382 1S mT LARSCA IR 20 () e b 2
REAE R LURT— AN a4 1 ERCE MIP, i PLSEICE MR 1o [l LA B2 e MR AL (K e
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seffl : WA EER O/ MIP

TEA Hr, FGELE LR
e ethernet1, Trust XE, 10.1.1.1/24
e ethernet3, Untrust X, 1.1.1.1/24
e tunnel.1, Untrust X, 10.10.1.1/24, 4553 vpni
e  tunnel.2, Untrust XE, 10.20.1.1/24, 4§53 vpn2
e loopback.3, Untrust X[, 10.100.1.1/24

THE R /2 loopback.3 #: At . loopback.3 £ 14 7 MIP Hitik 10.100.1.5, iZthhikmi i 2] Trust X Bk
7 10.1.1.5 B ML

gw1 Z};El;lﬂx’ﬁf@ﬂ Untrust [X Bt gw2 Z}:E[l%ﬂxﬁﬂﬁﬂ
10.2.1.0/24 l'-' thernet3 10.3.1.0/24
1.1.1.1/24 gw2
vpn2

e
vpn1 l
tunnel.1, 10.10.1.1/24 tunnel.2, 10.20.1.1/24
] f L
M ==
o — . SMERS_ S _

s ethernet1 loopback.3
@ﬁ?ﬁlﬂ . 10.1.1.1/24 10.100.1.1/24
7] 442 1AL e ( 7€ Untrust X Bt )

MIP Hiuh-
10.100.1.5 -> 10.1.1.5

o =] Trust X B

MIP EBL
10.1.1.5 P

U H FR bl 10.100.1.5 (5 AL s VPN JE 4 %)k tunnel.1 5, NetScreen ¥ 4 K{E 1144311 loopback.3 4%
& MIP. 7t loopback.3 F#FIVLALIN)S, NetScreen & #&244414h HAx IP Hilik (10.100.1.5) F e EAL IP Hutil:
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(10.1.1.5), #RJ5iEIL ethernet! K &dn tu it k2 MIP EHL. HAstihlk 2 10.100.1.5 FfF Bt th v LU k45 2
tunnel.2 1] VPN JEiE )ik . [FFf, NetScreen x#557E loopback.3 4K EIULHCI, FRGHILAE H bR 1P Hiik
10.100.1.5 ¥4 i% 10.1.1.5, R HE s 0 &2 MIP EHL.

HSERLE, AR Xk, VPN G#IE . P& ARG . I 22 X BUARAE trust-vr B pH e R .
WebUI
1. #0A
Network > Interfaces > Edit ( %f - ethernet1 ): A LI NN, K5 Hdi Apply:
Zone Name: Trust

Static IP: (B IEREHZE I )
IP Address/Netmask: 10.1.1.1/24

WANLLTAZE, AR5l OK:
NAT: " (2F%)
Network > Interfaces > Edit ( %f T ethernet3 ): I AL FNZE, R )5 i OK:
Zone Name: Untrust
Static IP: ( I IEPE I IE TN )
IP Address/Netmask: 1.1.1.1/24
Network > Interfaces > New Loopback IF: i AL F N2, K5 i OK:
Interface Name: loopback.3
Zone: Untrust (trust-vr)
IP Address / Netmask: 10.100.1.1/24

1. fESRETEIT, J0ER Trust XBINFTAE DA AL T NAT BEaCe B, b T982 3] Trust KB, ke &8 .
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Network > Interfaces > New Tunnel IF: i ALL R A%, K550 Apply:
Tunnel Interface Name: tunnel.1
Zone (VR): Untrust (trust-vr)
Fixed IP: ( 1£4%)
IP Address / Netmask: 10.10.1.1/24

7 Loopback Group ~$743 i+ loopback.3, A )5 Hiidi OK.
Network > Interfaces > New Tunnel IF: S ALL R A%, KRG 50 Apply:
Tunnel Interface Name: tunnel.2
Zone (VR): Untrust (trust-vr)
Fixed IP: (#£$%)
IP Address / Netmask: 10.20.1.1/24

7t Loopback Group F$7%1% %+ loopback.3, X5 ¥ OK.
2. MIP
Network > Interfaces > Edit ( %} T loopback.3 ) > MIP > New: i AL F A%, KRG i OK:
Mapped IP: 10.100.1.5
Netmask: 255.255.255.255
Host IP Address: 10.1.1.5
Host Virtual Router Name: trust-vr
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3. bk
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: local_lan

IP Address/Domain Name:

IP/Netmask: (i%£+% ), 10.1.1.0/24
Zone: Trust

Objects > Addresses > List > New: S AL N A%, X5 i OK:
Address Name: peer-1
IP Address/Domain Name:

IP/Netmask: (i£+f ), 10.2.1.0/24

Zone: Untrust

Objects > Addresses > List > New: #i AL F A%, K55l OK:
Address Name: peer-2
IP Address/Domain Name:

IP/Netmask: (i£+£ ), 10.3.1.0/24
Zone: Untrust
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4. VPN
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 it OK:
VPN Name: vpni
Security Level: Compatible

Remote Gateway: Create a Simple Gateway: (i£Ff)
Gateway Name: gw1

Type: Static IP: ( £F¢ ), Address/Hostname: 2.2.2.2
Preshared Key: netscreent

Security Level: Compatible

Outgoing Interface: ethernet3

> Advanced: fii N LU T gt ikE, AR5 it Return, 1R [H[JEA AutoKey IKE
[N

Bind to Tunnel Interface: ( i%£+% ), tunnel.q
Proxy-ID: ( %% )
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 Hidi OK:
VPN Name: vpn2
Security Level: Compatible
Remote Gateway: Create a Simple Gateway: ( £ )
Gateway Name: gw2

Type: Static IP: (1%£#+F ), Address/Hostname: 3.3.3.3
Preshared Key: netscreen2
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Security Level: Compatible
Outgoing Interface: ethernet3

> Advanced: I AL T migti’E, AR50 Return, R [[5EEA AutoKey IKE
il 5 0T

Bind to Tunnel Interface: ( #%£#¢ ), tunnel.2
Proxy-ID: (i%£#%)
Local IP / Netmask: 0.0.0.0/0
Remote IP / Netmask: 0.0.0.0/0
Service: ANY
5. H
Network > Routing > Routing Entries > trust-vr New: #ii AL F N %%, #RJ5 i OK:
Network Address / Netmask: 10.2.1.0/24
Gateway: (i£#%)
Interface: tunnel.1
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: i AL F N %, X5 i OK:
Network Address / Netmask: 10.3.1.0/24
Gateway: (i%£#)
Interface: tunnel.2
Gateway IP Address: 0.0.0.0
Network > Routing > Routing Entries > trust-vr New: #i AL NN %, 2RJ5 i OK:
Network Address / Netmask: 0.0.0.0/0
Gateway: (%£#¢)
Interface: ethernet3
Gateway IP Address: 1.1.1.250
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6. REE
Policies > (From: Untrust, To: Trust) New: i AL NN %, K5 %d OK:
Source Address:

Address Book Entry: (i£+#f ), peer-1
Destination Address:

Address Book Entry: (%% ), MIP(10.100.1.5)
Service: ANY
Action: Permit
Policies > (From: Untrust, To: Trust) New: % A LL N N%Z, K5 ¥ OK:
Source Address:

Address Book Entry: (i£#¢ ), peer-2
Destination Address:

Address Book Entry: (%% ), MIP(10.100.1.5)
Service: ANY
Action: Permit
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 Hdi OK:
Source Address:

Address Book Entry: (i%£#% ), local_lan
Destination Address:

Address Book Entry: (i£# ), Any
Service: ANY

Action: Permit
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CLI

1. #&0O
set
set
set

set
set

set
set

set
set
set

set
set
set

2. MIP

set

3. bt

interface
interface
interface

interface
interface

interface
interface

interface
interface
interface

interface
interface
interface

interface

1
vrouter trust-vr

ethernetl
ethernetl
ethernetl

ethernet3
ethernet3

loopback.
loopback.

tunnel.l
tunnel.l
tunnel.l

tunnel.?
tunnel.
tunnel.?2

N

zone trust
ip 10.1.1.1/24
nat

zone untrust
ip 1.1.1.1/24

3 zone trust
3 ip 10.100.1.1/24

zone untrust
ip 10.10.1.1/24
loopback-group loopback.3

zone untrust
ip 10.20.1.1/24
loopback-group loopback.3

loopback.3 mip 10.100.1.5 host 10.1.1.5 netmask 255.255.255.255

2

set address trust local lan 10.1.1.0/24
set address untrust peer-1 10.2.1.0/24
set address untrust peer-2 10.3.1.0/24

12, FEHIEOLT, MIP BIMZHEID Y 32 4 (255.255.255.255), k44 BRI thes 0 trust-vr. AUTFEMA i E TN AR XESE, DIEM WebUI fit &

XIFK o

Juniper Networks NetScreen #t:2 53564 — 8 7 & : thutitin

113



£ 4 Z MEFERL IP Hut A&t IP bt

4. VPN

set ike gateway gwl address 2.2.2.2 outgoing-interface ethernet3 preshare
netscreenl sec-level compatible

set vpn vpnl gateway gwl sec-level compatible

set vpn vpnl bind interface tunnel.l

set vpn vpnl proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

set ike gateway gw2 address 3.3.3.3 outgoing-interface ethernet3 preshare
netscreen?2 sec-level compatible

set vpn vpnZ2 gateway gwZ2 sec-level compatible

set vpn vpn2 bind interface tunnel.?2

set vpn vpn2 proxy-id local-ip 0.0.0.0/0 remote-ip 0.0.0.0/0 any

5. HH

set vrouter trust-vr route 10.2.1.0/24 interface tunnel.l
set vrouter trust-vr route 10.3.1.0/24 interface tunnel.?2
set vrouter untrust-vr route 0.0.0.0/0 interface ethernet3 gateway 1.1.1.250

6. KEE
set policy top from untrust to trust peer-1 mip(10.100.1.5) any permit
set policy top from untrust to trust peer-2 mip(10.100.1.5) any permit
set policy from trust to untrust local lan any any permit
save
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EHLIP Hudit

45 TCP 5 UDP J Bt Sk i Hbrif S, Rl IP (VIP) il B 7E —AN [P itk A B2 3] (1045 B i 55 31 55— AN i
hko i,

o Hirtuhlh 1.1.1.3:80 (a2 IP Hudilkh 1.1.1.3, 50524 80) i) HTTP ¥t nf A w55 31 Hs k1l
10.1.1.10 ] Web Il %5 #%.

o Hbsthtb N 1.1.1.3:21 1 FTP Zdatn] Geme s 2kt 4 10.1.1.20 1) FTP k45 2% .

o HbsHhhk N 1.1.1.3:25 1) SMTP it vl WL 2k 4 10.1.1.30 AR 25 4%

Hbr IP itk . H AR 05652 NetScreen ¥ 8- 1545 Bt # & 20K EHL.

Web fil 55 #%
Untrust [X Bt Global [x Bt Trust\lZE,% 10.1.1.10
o= FTP Jik55 #s
{ ETP (21)~10-1:1:20

ViP e
1-1-1 -3 MTP (25) |
. 4222092902

HTTP (80)

= - W
Untrust [X B4 1 Trust < g 101130
eth3, 1.1.1.1/24 eth1,1.2.2.1/24
BHLIP #RER
Untrust X Bt Global R B+ ¥ W BEE Trust X B+ /)
Z0OIP VIP FEHLIP
1.1.1.1/24 1.1.1.3 80 (HTTP) _— 10.1.1.10
1.1.1.1/24 1.1.1.3 21 (FTP) —_— 10.1.1.20
1.1.1.1/24 1.1.1.3 25 (SMTP) —_— 10.1.1.30
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NetScreen ¥ 4Kt lh] VIP BN {5 s & 2 VIP dg it A ENL. (B2, 24 VIP BHUAR HuE Bes,
TR RTAE N R L sl FH 215K 3% UGG B R sEng i) NAT-sre FRCE T NAT, Wi NetScreen %4 (U1 1E U5
IP sihbFe 4o g k. 50, NetScreen & A%k H VIP MG ST IP sk,

T LU MM EoRE X “BHRLIPY -

e VIP ¥ IP Ml 2420 5 Untrust X B 2 0 (80544 NetScreen W& LIH: 1) ZEF—F M, FLgnl Pl
i AT st

o AMENERMIRS AR 1P Mkl
e 75 NetScreen i% £ M VIP &5 2 =ML IP Huhl 1) i 252

JEE : HBEAE Untrust X BHEELT - & VIP.

DL R A —%45 % NetScreen VIP [FIEE: :

o E—HHlEs LIBITZ A RS A HERERS, v AR S AGR I ARSSAE H RE fm . Bilan, W RAER—- S hLgs
IBATPIA FTP R45-2%, mlAfESS 1 21 FIgfT— MRS 2%, 7Eimd 2121 _Lisfr i — MRS 48 . H A2
W55 A FTP HRS5-4%, A28 Y0 510 S0 K 400 115 FFKs LB in 21 5504 e A Sk vy 1P Hiuhik )=

o RIS R SUIIARSS R e TR

o A VIP n IR A EA A [FYR A H b 1S B AL S 7 AN e RS

o EHIMRSS T A FATA H A S BN 1 3 65,535 i S e, A M 1024 F) 65,535,

o EMAEHA VIP FEIEZAMRSEH, A VIP o] R HA 240 1 4 H e HIIRSS (RS T a1 4
HAE VIP by — XRG4 H ). AEBETEOL N, alde VIP ] o LS5 . ZEE VIP i 22 1
%5, I sk CLI 4 set vip multi-port, 2R )5 & E NetScreen . (1EZMH 121 7L L) “IE
i - BA A 22 RS 11 VIP” o)

o ZA] M trust-vr FJiA NetScreen 1374 VIP {5 St Wt 2 N Rz ENUALE trust-vr 113 B LBk
o, TURAZIE SCRIIA e T FH

13. X% NetScreen % # [, Untrust [X B AP (#1452 11 A LLE ik DHCP 5k PPPOE # &Y tt 1P Mkl W75 8 4E R oL A VIP, 13T A R #effE 2 — -
7t WebUI 71 [Network > Interfaces > Edit ( XfT Untrust [X Bt 411 ) > VIP:;i&ﬁiﬁ%, WHLKE VIP il & 9 H 55252 AN VIP f) NetScreen 4% 1
Untrust X B CAHIFIR 1P dihk, g “s” VIP FART R WS T80 VIP, BRARSEMIER SR VIP, 5 WJGVEMEH] Untrust X B A1 VIP.
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VIP #0 Global [X &

2 Untrust X B 32 L& E VIP KAE Global X Bl i A — 44 H . AEHZOETWANXE, Global X Bl
ISR A D4 VIP. n] DURRIX L8 VIP Huhik FAVEAT = AN DX B[R] S s [1) H Andbtik, iam] ALHIAE Global 5
W H ) H bl .

el BB ERL IP BR$5 85
EARRIH, $Hz 10 ethernetl 482 2 Trust X B, F4H A IP Huhk 10.1.1.1/24, 21 ethernet3 45 ¢ #| Untrust
X B, JFoAHE 1P Huhlk 1.1.1.1/24.

RJE, 711110 i & VIP, DUERE A HTTP 5 By fe A 2kt 10.1.1.10 1) Web fk55#%, FFE0dt—~5ng,
FoVF Untrust X B B ENE Trust X B VIP (45243138 VIP 45 bl B30l ).

T VIP 5 Untrust X BB 10 (1.1.1.0/24) ZE[F— 7 M, B EH e X H, DME Untrust X BE{E B EE
VIP™, B4, VIP ¥5 B R B N FHERINGES H . T 22X BETE trust-vr 1% bHE

ﬂm Trust X B
HTTP (80) ' I
| Web iz | |

VIP
1.1.1.10 10.1.1.10

Untrust X B Trust X Bez M
eth3, 1.1.1.1/24 eth1, 10.1.1.1/24

Untrust X Bt

{ e ‘
: Y

HTTP 15 B ik VIP, T 2fr e EE‘E’JE%EE%%J:IXE@JQE1 1.1.10 (I, ATFE M40 2% X B 1
X B b, HACE T %X B s, J?Hﬁimiﬂdj 1.1.1.10 )5 B KX 2 ethernet2, B 215 B kK%
B VIP 27 £F ethernet3, 't/ 5 B 2] 10.1.1.10 9?7;21314 ethernet1, Fik Trust X . lktjj_fr 5

14, IR E 24X E (MdFE Untrust X B
i, Y% ethernet2 %&%’tﬁm%ﬂ)ﬂgg

&
k2l

)
XX
K %9

GUERY <] ORI Bk MIP” R i R AR, AT MG, SoUF HTTP {5 B MR Bt i Trust X B2 i1 VIP.

)4

ethernet2 J5, NetScreen %41
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WebUI

1. #0
Network > Interfaces > Edit ( %} T- ethernet1 ): IALL F A%, K5 i Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

WEFELL NN, AR5 Had OK:
Interface Mode: NAT
Network > Interfaces > Edit ( %} T* ethernet3 ): #i AL F N %, SR)5Hd OK:
Zone Name: Untrust
Static IP: ( HH IR IEFESEIE TN )
IP Address/Netmask: 1.1.1.1/24

2. VIP

Network > Interfaces > Edit ( %f T ethernet3 ) > VIP: #y A\ UL FHltht, 4R )5 #di Add:
Virtual IP Address: 1.1.1.10

Network > Interfaces > Edit ( %} T ethernet3 ) > VIP > New VIP Service: #ii AL F A%, X5 5l OK:
Virtual IP: 1.1.1.10
Virtual Port: 80
Map to Service: HTTP (80)
Map to IP: 10.1.1.10
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3.

CLI

MR

Policies > (From: Untrust, To: Trust) New: i AL NN %, K5 %d OK:
Source Address:

O
set

set
set

set
set

VIP

set

RME

interface
interface
interface

interface
interface

interface

Address Book Entry: ( i+ ), ANY

Destination Address:

Address Book Entry: (i£# ), VIP(1.1.1.10)

Service: HTTP
Action: Permit

ethernetl
ethernetl
ethernetl

ethernet3
ethernet?

ethernet3

set policy from untrust

save

zone trust
ip 10.1.1.1/24
nat

zone untrust
ip 1.1.1.1/24

vip 1.1.1.10 80 http 10.1.1.10

to trust any vip(1.1.1.10) http permit
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Seffl : 4wiE VIP BCE

FEABI, FHESHE E—uBlh G “ Bl IP” IRSEFICE . A T BRGNS Web Aiids s v, K HTTP {5 5t
(YR W0 15 A 80 ((RAEME ) BESCh 2211, BiAE, AT RLEER: Web Hik 55 & N s A v 15 2211 (1A 534 e Vs
1)

WebUI

Network > Interfaces > Edit ( X} J- ethernet3 ) > VIP > Edit ( £ 1.1.1.10 [¥] VIP Services Configure #4 ):
WIANLUT N, SR OK:

Virtual Port: 2211
ClLl

unset interface ethernet3 vip 1.1.1.10 port 80
set interface ethernet3 vip 1.1.1.10 2211 http 10.1.1.10
save

SEfl : Bk VIP BCE

FEAB, R MIER LLAT QI I HE U VIP B . 2008 S B 5 HAT R IR T OATHms, A ERER VIP. £E55 117
R “Yufl : BCE R IP i dsds” R EIENSS 1D 504 5,

WebUI

Policies > (From: Untrust, To: Trust) > Go: 4 %#% ID 5, i Remove.

Network > Interfaces > Edit ( %f T ethernet3 ) > VIP: 7£ 1.1.1.10 [fJ VIP Configure #4>", *.i; Remove.
ClLI

unset policy id 5

unset interface ethernet3 vip 1.1.1.10
save
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65 BEAEEHIFNZ iEORSEH VIP
ELURI, e 1.1.1.3 FRCE VIP, UL FIRS % 2 5] F 4 bkl -

MR5% tE45 Bl 05 St 05 EHL IP Huhk
DNS TCP, UDP 53 53 10.1.1.3
HTTP TCP 80 80 10.1.1.4
PCAnywhere TCP, UDP 5631, 5632 5631, 5632 10.1.1.4
LDAP TCP, UDP 5983 389 10.1.1.5

Web A452% : 10.1.1.3
DNS 53 -> 53

Global E 23 W \ DNS i : 10.1.1.4
k == PCAnywhere
5631, 5632 ->
VIP \HS"" v 5631 y 5632
1.1.1.3 ’/

_ LDAP JIk454% - 10.1.1.5
u: ' | (] [&] [ [m] LDAP 5983 -> 389

Untrust [X B2 Trust X Bz 1
eth3, 1.1.1.1/24 eth1 10.1.1.1/24

Untrust [X B

( | o
min [}
3.3.3.3 =3

EI!AIP""

VIP % DNS & % %% 10.1.1.3 | [#) DNS JiR45%%, ¥ HTTP {5 A i k1% 5] 10.1.1.4 L) Web R42%, FE¥IER
A Ri%H) 10.1.1.5 LX) LDAP JIRZ#% FIEdiEE. X7 T HTTP. DNS #1 PCAnywhere, R4l 15 55 SEm s 11544
Fr—%. X1 LDAP, mEflin 5 (5983) H T R4 22 428 m) s In% LDAP A UE R St

N T IR HTTP MRgsgs, & X— A Eifililss it Hiv4 & PCAnywhere. PCAnywhere &£ ik DRSS, © K
EIFIRIT TCP b 1 5631 L[ %ds LU & UDP i 1 5632 L [FPRESK A

AL Untrust X B [P IRE TN “fe Admin” [k 3.3.3.3, FFAFTEEAEH VIP 11s EECE M Untrust
B Trust X B SEHE . BT 224 X BARAE trust-vr B b BRIk
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WebUI

1. #0
Network > Interfaces > Edit ( %} T- ethernet1 ): IALL F A%, K5 i Apply:
Zone Name: Trust
Static IP: ( IR IEPESEIE TN )
IP Address/Netmask: 10.1.1.1/24

EFELUN A, )5 OK:
Interface Mode: NAT

Network > Interfaces > Edit ( X T* ethernet3 ): #i ALL NN %, X5 Hd OK:
Zone Name: Untrust
Static IP: ( IR IE P IE TN )
IP Address/Netmask: 1.1.1.1/24

2. bk

Objects > Addresses > List > New: #i A LL F A%, X5 5l OK:
Address Name: Remote Admin
IP Address/Domain Name:

IP/Netmask: ( #£#f ), 3.3.3.3/32
Zone: Untrust
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3. TEHIRS
Object > Services > Custom > New: S ALL F N %, X558 OK:
Service Name: PCAnywhere
No 1:
Transport protocol: TCP
Source Port Low: 0
Source Port High: 65535
Destination Port Low: 5631
Destination Port High: 5631
No 2:
Transport protocol: UDP
Source Port Low: 0
Source Port High: 65535
Destination Port Low: 5632
Destination Port High: 5632

4. VIP it FOAR S

Network > Interfaces > Edit ( X} T~ ethernet3 ) > VIP: i b TIHCE : 76 “Virtual IP Address” 7Bt
A 1.1.1.3, AJ5EHd Add.

> New VIP Service: I NLL N N7, #R)5Hd OK:
Virtual IP: 1.1.1.3
Virtual Port: 53
Map to Service: DNS
Map to IP: 10.1.1.3

15. SR H] VIP 3Z¥F £ im H RSy, sl Ziti A CLI fr4 set vip multi-port, fRFACE, R)5 T HZIR &
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> New VIP Service: i AL NN %S, ARG OK:
Virtual IP: 1.1.1.3

Virtual Port: 80
Map to Service: HTTP
Map to IP: 10.1.1.4
> New VIP Service: Fi AL T W%, A5 Hd OK:
Virtual IP: 1.1.1.3
Virtual Port: 5631
Map to Service: PCAnywhere
Map to IP: 10.1.1.4
> New VIP Service: it AL F N A, A5 Hiili OK:
Virtual IP: 1.1.1.3
Virtual Port: 5983"
Map to Service: LDAP
Map to IP: 10.1.1.5

16. W T2 S5, SRS B AR 5 15 A e 5
17. A ARbRAES G VS R TAIN s %4z, DABHLRHE s v 15 (0 5 55 (0 3 Ly o
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5. REE
Policies > (From: Untrust, To: Trust) New: i AL NN %, K5 %d OK:
Source Address:
Address Book Entry: (#£#), Any
Destination Address:

Address Book Entry: (i£#), VIP(1.1.1.3)
Service: DNS
Action: Permit

Policies > (From: Untrust, To: Trust) New: i ALL F N %S, X5 i OK:
Source Address:

Address Book Entry: (i£#¢ ), Any
Destination Address:

Address Book Entry: ( 1£#¢ ), VIP(1.1.1.3)
Service: HTTP
Action: Permit
Policies > (From: Untrust, To: Trust) New: & A\ LL NN %, K5 ¥ OK:
Source Address:

Address Book Entry: ( £+ ), Any
Destination Address:

Address Book Entry: (i£#f), VIP(1.1.1.3)
Service: LDAP

Action: Permit
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Policies > (From: Untrust, To: Trust) New: #i AL F N %, X5 Hdi OK:
Source Address:

Address Book Entry: (i%#f ), Remote Admin
Destination Address:

Address Book Entry: (1£#¢ ), VIP(1.1.1.3)
Service: PCAnywhere
Action: Permit

CLI

1. #QO
set interface ethernetl zone trust

set interface ethernetl ip 10.1.1.1/24
set interface ethernetl nat

set interface ethernet3 zone untrust
set interface ethernet3 ip 1.1.1.1/24

2. bk

set address untrust “Remote Admin” 3.3.3.3/32

3. EFIRS
set service pcanywhere protocol udp src-port 0-65535 dst-port 5631-5631
set service pcanywhere + tcp src-port 0-65535 dst-port 5632-5632

4. VIP bt FnpR &

set vip multi-port

save

reset

System reset, are you sure? y/[n] vy
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.3 53 dns 10.1.1.3

.3 + 80 http 10.1.1.4

.3 + 5631 pcanywhere 10.1.1.4
.3 + 5983 ldap 10.1.1.5

set interface ethernet3 vip 1.
set interface ethernet3 vip 1.
set interface ethernet3 vip 1.
set interface ethernet3 vip 1.

5. KR
set policy from untrust to trust any vip(l1.1.1.3
set policy from untrust to trust any vip(l.1.1.3
set policy from untrust to trust any vip(l1.1.1.3
set policy from untrust to trust “Remote Admin” vi
save

18

Rl el
el el

) dns permit
) http permit
) ldap permit
p(l.1.1.3) pcanywhere permit

18. W T2 IS5, s AR 55 K d iR 1055 1 D Rl 1145
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