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FCC Statement

The following information is for FCC compliance of Class A devices: This
equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. The equipment generates, uses, and
can radiate radio-frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case users will be required to correct the
interference at their own expense.

The following information is for FCC compliance of Class B devices: The
equipment described in this manual generates and may radiate radio-frequency
energy. If it is not installed in accordance with NetScreen'’s installation
instructions, it may cause interference with radio and television reception. This
equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in part 15 of the FCC rules.
These specifications are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the
following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
» Consult the dealer or an experienced radio/TV technician for help.

» Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

Caution: Changes or modifications to this product could void the user's
warranty and authority to operate this device.

Disclaimer

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE
ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION
PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
NETSCREEN REPRESENTATIVE FOR A COPY.
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Sef5l : 2HERiA3 (AND)
TEAMG T, KA — MK “sales AND marketing” A REA “s+m” . BIEHTCAES N “radiust” AN
RADIUS auth i g5 #s LAz T auth Fi/741 “sales” A1 “marketing” , JEZEHARIN T H . (43 %0 d &AM 56
RADIUS auth fIR45 28107661, 635045 32 1l L “J5/) : RADIUS Auth lZ454%7 . ) SRJE, (EXBLAERSEnE" Hhil
Rk, SRME H DIE S 70 2K P 2R 1K P N P AL i, A REVT M 4400 “project” [FJIR45 #%
(10.1.1.70) L[HLEE N7

WebUI

1. bt
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: project1

IP Address/Domain Name:

IP/Netmask: (£#f ), 10.1.1.70/32
Zone: Trust

2. HFTIENX
Objects > Group Expressions > New: #i AL F A%, &5 HdF OK:
Group Expression: s+m

AND: (%% ), sales AND marketing

1 T B AN T TAE, VSN bR A SR, TR R Tk, 3 3 e 95 [ — [ 043 11 42 ) NetScreen B4k [T 76 ik il
R A5 FURHG NetScreen B4 4h, A AEA (LT LS i th Mgt o A7 60X B el i DAL 15 KL, VS 2005 2298 0 L1 “ g
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HFRIERX

3.

CLI

MR

Policies > (From: Trust, To: Trust) New: i ALL FNZ, RJ5Hd OK:

Source Address:

Address Book Entry: (#£#%), Any
Destination Address:

Address Book Entry: ( #%£#f ), projecti
Service: ANY
Action: Permit
Position at Top: (i%F% )

> Advanced: BIALL NN ZE, SRJG T Return, 38 S gk It [m] LA
B

Authentication: ( i£#% )
Auth Server: (i%£+#%)
Use: radius1

Group Expression: (i£#f ), External Group Expression - s+m

kil

set address trust projectl 10.1.1.70/32
AFRIERN

set group-expression s+m sales and marketing
R

set policy top from trust to trust any projectl any permit auth server radiusl
group-expression s+m
save
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seffl : B3731%3K (OR)

ARG, KRR “amy OR basil” 41£iA:L “ab” . BAETTOHEL N “radius1” 14 RADIUS
auth ilRgs#s LAV T auth 7Bk “amy” Fl “basil” » (45 <UL & 4h i RADIUS auth k4525 1ye#l, 1520
o 82 TL L “Jufl - RADIUS Auth fli4545 7 o ) SRJGAEM Trust [X BL2 DMZ (1) 3k sl FZ AL KR 50, SRS AR
TR ER P 02y amy 5% basil, A gV 210.1.1.70 &40 “web1” (1) Web k%575

WebUI

1. it
Objects > Addresses > List > New: i AL F A%, K55l OK:
Address Name: web1

IP Address/Domain Name

IP/Netmask: ( #£F¢ ), 210.1.1.70/32
Zone: DMZ

2. HFTIENX
Objects > Group Expressions > New: #ii AL NN %, RJ5 ¥ OK:
Group Expression: a/b

OR: (1&#% ), amy OR basil
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3. KHES
Policies > (From: Trust, To: DMZ) New: i ALV RN %, SR )5 Hih OK:
Source Address:
Address Book Entry: (#£#), Any
Destination Address:

Address Book Entry: (%% ), web1
Service: ANY
Action: Permit
Position at Top: (i%F% )

> Advanced: BIALL NN ZE, SRJG T Return, 38 S gk It [m] LA
B

Authentication: ( #£F%)
Auth Server: (i%£+#%)
Use: radius1
Group Expression: (i£# ), External Group Expression - a/b
CLI

1. bk
set address trust projectl 210.1.1.70/32

2. AFRER
set group-expression a/b amy or basil
3. REE
set policy top from trust to dmz any webl any permit auth server radiusl

group-expression a/b
save
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%1 5 Ak kR

sefdl : ALK (NOT)

EARFIH, KAl — R “NOT temp” HIZHKZENX “temp” . BILHTOES A “radius1” 14T RADIUS
auth g 554% EAIEEAH auth P41 “temp” . (A %UIfC & 4T RADIUS auth Ik 5548 Iy, 15255 32 it 1
[f) “yufsl - RADIUS Auth IRZ5#87 . ) #RJ5, 7EM Trust XEF] Untrust X B S0 A48 i 20 850, 150 R ir
Bl B A TR) L CAAM ) BT A 5 R e B3 07 ) LD o SR DA IE ¥ 20 B SR IAAIE Trust X B ER “temp” A K 7 LIS
B N, 54 “temp” " H Ui H] Untrust X L.

WebUI

1. #AFiERN
Objects > Group Expressions > New: #i AL F A%, SRJ5 50 OK:
Group Expression: -temp
OR: (1% ), NOT temp
2. IREE
Policies > (From: Trust, To: Untrust) New: i AL F A%, K5 i OK:
Source Address:

Address Book Entry: ( £+ ), Any
Destination Address:
Address Book Entry: ( £+ ), Any
Service: HTTP
Action: Permit
Position at Top: (i%£+%)
>,§9\T/?nced: BINCA T N2, SRJG 5 Return, 38 m 0k IR IS A
N=RUAR
Authentication: ( £+ )

Auth Server: (i%£+%)
Use: Local

Group Expression: ( i£$f ), External Group Expression - -temp
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£ 1 5 I\iE AEikst

CLI
1. BFRiERN

set group-expression -temp not temp
2. REE
set policy top from trust to untrust any any any permit auth server radiusl

group-expression -temp
save
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<

%1 5 Ak

Frel B ZE X
PR FEAE LR R S ()70 b e 1 R AU R IR S
o Admin I/ R LU 53] NetScreen &I, 78 Telnet Bi#5 il & /s 28 1 T HE 52
o Auth FI/ i3 & sk %) WebAuth Hihik 5, 75 Web Pl U5 2% 57 %5 (1) TH8 S 7
e XT Auth )7, 7F Telnet. FTP 8 HTTP & . Bhi BRI NMON B FEoR
Ryl & 8 AR AL, B b B A A R . AT LA A e SO IR AR 9 R, AL E A A NetScreen

o6 (1 W 4 R
B : BEX WebAuth #Ri

TEA K S AR Web S Sa s th v S, DA 7 Auth H P il WebAuth 065k e 2 e D i ik 8
HEN  “Authentication approved” .

WebUI

Configuration > Banners > WebAuth: 7 Success Banner 7B, # A\ Authentication approved, #&/5 .
i Apply.

CLI

set webauth banner success “Authentication approved”
save

2. HIYE Telnet Bz G bR R HIINAILERREAT . BIA Telnet bR al AR T4 HI G bR, (H Telnet 042 &5 6 5 o i s bR 8ATHIR . ZEEIE — b
W, iEHINLLF a4 : set admin auth banner secondary string.
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TNIEAR 55 25

AT FEAN R R AE IR S5 % — B T4 NetScreen B85 H 1AM 41 122 LA A 758 RADIUS.  SecurlD fi1 LDAP

INEMRSs 35 . ATEAFELL N
o 16 UL LM “UEMRS AL
5518 JU B “AHI A
— A8 UL Ry “SCFERIH R TR
e 20T LMY “HME Auth fRSSER7
— 21 5 B “Auth RS BN S R E”
o 23T LMY “Auth R4 2L
- #2317 k) “RADIUS”
- 528 it k) “SecurlD”
- %30 W L “LDAP”
o 3200 B “E X Auth RS R
o 39 BRy “oE W Auth g5
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£ 2 B IMERS INERR & S8 A

TAIERR 55 28 358

H%f NetScreen ¥ iEATHLE, LA AE A UG 2 38— A B2 D AMIATE AR 55 25 Bl LU RSB A] ™ 10 5 4

e Auth [

e IKE /"

e L2TP Hi /™
e XAuth H /
e Admin H /-

YER : IKE JI1 77K A7 A 40 )% |- RADIUS ZME—3#F L2TP FI XAuth 22 F2 % B 1R E 2
PRTEIRHI S MR 5555 o

MR AR 4N, NetScreen 4%k 52 Heah# RADIUS. SecurlD 1 LDAP R4 2% . nJ fdf FH & 2 A8 (K iE i 5%
il auth . L2TP H /. XAuth F AT admin B 8647 000E. 1E4F,  NetScreen i& 32 £F WebAuth, 3% 72 [f] 1]
auth F I —FPal 38 A T 2. [ % WebAuth [yE#1, &S5 70 70 L1 “YEH1 - {L WebAuth + SSL ( 4 H]
F4L)” . 1 A RE auth H K 2R auth Algs 4 #mT DAAE 44 11 WebAuth auth fiR55#% . R XRS5 H
JHI AR fie 2 1) [ %6 W 37 477 9 28 0 AL 46

R S5 #RAY SR P REL A T RE
Auth | IKE L2TP ™ XAuth F 7 Admin f HPpdl | dikiEst
AP aitn [ | Autn || Auh |
Local v v v v v v v v
RADIUS v v v v v v v
SecurlD v v v v
LDAP v v v v
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% 2 B IMERRS INERR & S8 A

7E K Z ¥ NetScreen ¥4 L, TN ARG — WAGHER ARG — UAERA S RZ A 10 D IAERS 2% .
X B OFEAEE E, (BEAESAIERS 5. — 1 RADIUS 5 LDAP AR5 48 SCHF N0 IS 28, — A
SecurlD M55 a3 RN g2 wlan, Rnrfd FHAREHE R 9 AN 3= RADIUS Hk4s4s, &1~ RADIUS i

2R A A B RSS2 o
ZANE RSS2 R IS AT IKE/XAuth IKE Ji
L }ﬂ a IKE/L2TP
‘W i
B

R SR I S A E A A 1 DT HC B E AR 5% RAE)JUHS
IKE/XAuth F] /7 (#80 ) —> A Eed 5 ,HEU] i

IKE JHLP* (£068 ) —> A MR e o -
IKE/L2TP H ' ( &%t ) —> SecurlD %575

Admin ) (%% ) —> RADIUS i 45 2% ,"ﬁ / ' V Sl=
Auth H1 7 (¥t ) —> LDAP Jik%5 4% _

YEB 1 0 — 1 iR S5 #55 1 2 Ff 2878 1 7 7
AiFs P12, RADIUS JR%-#5 0] e/l 17 #% admin |
auth. L2TP #IXAuth /)7,

i Auth HIP

PAR #0120 PEAIIT A S e DA S A5 P AR AR 55 4%
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%2 5 NERS S AR AR

A E IR

FTH NetScreen ¥ £ # SZ Fr FH & P 88 B BT IAE . #F NetScreen % b XH I, NetScreen % £ #4 H
J 44 R R A N B A B s A R

P

ol

| . K
Al £

T
W RIE RSS2 0 P92 NetScreen i & 7EHEE B R 2 i1, 2 P B e, ShAE

H P AT S AE
SRR P REFT) RE
A I P S LA R K P AIAIE T e
o Auth H /= o Admin X
* IKE f )" * WebAuth
o L2TP Hi )™ o P4
e XAuth F{ / o YRIAA

e Admin H
" 1F NetScreen ## L XAl ik, (HH R 4L FAE# LSS RADIUS auth RS #% 1. A X4 £k m0iEgE e,
BSHE 6 1L ER) “HFRIEL .

ST T AT &, AU 22 2 5 I GIE IR S5 28 (auth IRSS 2% ). A3 J<afaimat WebUI F1 CLI ) 4s %L
PEEEAS I P AU P21, 1ES TS 41 T0 B “OUEH 7 FEE 75 T B “IKE. XAuth #1 L2TP H /7
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% 2 EINERS R AR ERE

SEf ;A M EE B R Y

FESE DL E,  admin Al auth H] )™ A8 E PEVGIE R I IS B 10 20 4he 7EARGId, K admin A1) O LIBEE B
SO KANERIN, ks auth A A LI & SE 5O 30 20 EE I

WebUI
Configuration > Admin > Management: i% 4 Enable Web Management Idle Timeout & 1EHE, 4R )5 fds
Apply.
Configuration > Auth > Servers > Edit ( % T* Local ): 7f Timeout F-EtrhHiA 30, RJ5 5t Apply.

CLI

set admin auth timeout O
set auth-server Local timeout 30
save
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% 0 &= IN\EPRE SMER Auth RS 22

HPMER AUTH AR %28

— £ NetScreen & #% nJ 5476 H ik J ) — N Z N AMBUIE RS 2588 “auth fligs#s” #H1i%E. NetScreen ¥ &£
W BB SR AT AE S E s K 5, 2iEkEms. L2TP Mt B ok IKE W EH0 S s 2 i1 auth 2 iR 2% 2Lt
ITIANIER A . #R)5, NetScreen 7841 G K AIE S auth ARSS 2 AENIE Z TR K R 4k 2% o Ih AN auth ARSS 25 IA

AR LR
AR
(5) Auth JJ4 %5 5
EHLA ‘ authserv1
[ Name: ?7?
Password: ?? @ S 5 | TEINIE 45 B
. | 1222
gg;ns(\e/\'/c;ra: [ : -
< mmwmn @ %‘FFIZ;@—> g

—

FHLA K FTP. HTTP = Telnet TCP SYN it ki) 1.2.2.2,

NetScreen B AU (L. sk HAI NSRS . ZORM authservt SRAFIAIE REEFE AN MIX, IFiEr
REDAS PN EDREAVIE S

F P UL P s f s i nl &

NetScreen & #5465 %5 B & 2] authservi.

Authserv ¥4 %2038 51 & 3% 0] NetScreen 445

NetScreen % #5184 auth I J7 & 5% k)

SRJ5, NetScreen ¥ #44 Hfs (U NI 22 pb X e e 213 H ik 1.2.2.2

N

S A
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% 0 &= IN\EPRE HNER Auth PR % 52

Auth FRZ X RETE
NetScreen & #4554 auth RSS20 Al fE SRS . IKE PISCHT L2TP I 5 — 5% . DU @k oFnE—
PRl auth R4 #3504
o XIBRY  AWFFFE, W “authservl” (ME—f{TE X auth ikR%S#: 4 “Local” . )
. lﬂDﬁ? W[ FHE ID Y5, ik NetScreen s H X HHT W E . W EE 1D 5, 200 FEARALE FH 1)
SRR
e X/ :RADIUS. SecurlD. LDAP.
o JRSEAIK RS IP Hikil B 4
o RrRSSAR 10 BRI AR P bl B A
o KRS 2: (RADIUS FlI LDAP) 5l Bh 4513 IR 45 24 1) 1P Hbhikaldek 44
o MRPRAL: DU R M P2 Auth. L2TP. XAuth ; 34X Admin.
o EIME : X TARMAT (auth F7 8 admin A1), ERMERAANFE L.
— Auth 17 N AE G 58 UG T UGB ISR I Qi R 7 (8151 IRk S8 I I AR A e B 1 45
W, WAL EFAE, BRIt h R E . BB 10 208, H& AR 255 44k, ]
KB BE A 0, BEB YOI B K e A 2 I

FH P AN e BT AIE R AT 5 2y R B BAE A g
B JR BB 2 1

LT A E ]
-
ST TT R LT EE H 25
A R TG

YEB 1 B S 2 15 R AN ] 1R A TRE IR S, R 1T AR AT 1777 57
NetScreen & # £ H 345 1% £ 15 M H L1548 F KR
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% 0 &= IN\EPRE SMER Auth RS 22

— Admin F3)7 RS R ) BEIR BRI IS AR, NetScreen BE4- K24 1E admin 2. kL FH
NetScreen ¥ %, admin W20 B HTIEE BINZ K & H BT AL SVAEIMEN 10 208, & K{EN 1000
Oy, WA BINERE Y 0, MK admin 23 if# A A2,

Admin T4k i K B) Admin W/ HETE R
PIRERIE T
in 231 A
- admin <% AR R ‘ -
admin 2% T4 el B4R SRk
EIHR N T UG

B L iE TP A auth eds asxt R IR TSN, ARS8 IE BAT L g AT e bl. XA AR 5 821
RADIUS. SecurlD F1 LDAP auth fliz 553 J& V35 20 b hn L B o
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gr
B3
E

H

%2 F INERSE Auth BR

AUTH AR S5 28 288!

[ N BB ZE AN, NetScreen 14418 S = Fp 2RI 4835 auth Hii254% - RADIUS. SecurlD F1 LDAP,

RADIUS
SR NESR S (K 7 %5 (RADIUS) J&—H FUERR S5 28 (B8, & B vl SR LT AP

I.b/ "f R “l
> ¢

[
VPN ;5 H Ff%j? % ¢ - NetScreen VA AEFLUEIE L R i
FE B2 ORY B 2% 20, i HAMT RADIUS R4
RS VPN P AT AGIE . «

RADIUS

M J 55 4%

RADIUS % F i ( H' NetScreen ¥ 4% ) 181 % F i 5 R 55 2 2 R 1A — ?ﬂLFﬂ%FﬁﬁMﬁ %, RADIUS &%
KB FN NI P AR, ARG, TR el I 2 ek AR Pe s, Pl AR S, & R e AL

U IR0 AH Y. 1 DX 488 1 55
g% RADIUS fid ' NetScreen ¥ 4%, W4700if5 52 RADIUS Hi4s#510 IP Mkt X ILZEH 2% — 5 RADIUS k%548 [
e SCARTAR] . FEENLE R — %0, RADIUS HE%%&ﬁH ek A 5], LUE N NetScreen 1 RADIUS % & 2 [A] [fi{=

ST I -
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F 2 E INERRS =R Auth PR % se 35

RADIUS Auth BREZ X R E 14
G5 21 BT “Auth R4 S0 m AL s BE ] auth R4S 5B EESR,  RADIUS 745 38 F LA F @A -

Shared Secret: NetScreen % %5 RADIUS 5525 2 AL =ML (%50 ). W& FFH e L5 2 )
RADIUS Jii 45 2% & 324 1 HH P 2 08 3E4 7 s

RADIUS Port: RADIUS Jili4 2% F i 115,  NetScreen ¥ £ ] b & L A IFIG K . 48 5 1154 1645,
RADIUS Retry Timeout: SCHT s KA S RN R, 1) RADIUS 4548 A1k 53 AN IE S K 2Z 71
NetScreen 24 S MW A [AI R ( SR A ) o S (EH N —FD.

R P ZERFNTh BE
RADIUS Hlz 55 %5 32 37 PR R P FAUE D BE

Auth H

L2TP H /7 (IERZFE 3 )
XAuth H /7 (AMIERTZFE % &)
Admin F 7 (IAIERARFRIR )
M4

RADIUS 245 2% ] SZ FEA B PEFT SRR T FH P 2RBVRIINRE (5% IKE F 2 240 ) FE=Fh2RAY 4N auth IR 552
W, RADIUS & H aiME— B2 Fri b A2 S B AR S5 2% . 4 T fi RADIUS AiR45 28 BEfS S Ry PEAUBR . 1 4 M ar
L2TP A1 XAuth IP #ili-'. DNS Al WINS JIK 5% 2% il 23 il %5 NetScreen L@ PE, W47 RADIUS JR %% a4 Eing e
X _EiRJE P NetScreen i) S 4

1. NetScreen ffi 5k RADIUS J& 1347 IP Hubik4-A. W ARH RADIUS AT IP Mtk Be, A7k NetScreen i3 F§ % H )& (VSA).
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B
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% 2 T INERS S Auth BR

NetScreen i7)#i 3z 4

WSO T e OnTing E RADIUS JIkR%s#s BRIt g L H g (VSA). & X FiA VSA #{E)5, NetScreen n] LI7E
FH J1 %8 5% NetScreen %44 I 2r#f)ix L8 J@ k. NetScreen VSA fuiE & HAC R . /4l A fe L2TP F1 XAuth [P Hidil:
DNS F1 WINS filz %5 # ik 73fic.  NetScreen il diSC LA W4, —4H T Cisco RADIUS k5545, 3—~HT Funk

Software RADIUS fili %545 . W48 Microsoft RADIUS JIk %54k, WAL AR M, w2tn Bi-Directional
NetScreen Remote VPN using xAuth and Firewall Authentication with Microsoft Internet Authentication Service (IAS)

HRETIA G LTI R, 1SR LT W HE T 2%
http://ns200-support.netscreen.com/knowbase/root/public/ns10382.pdf.
£~ NetScreen ] #i SCAEREL S LR HARME B -

. Vendor ID: NetScreen iV 7 | QWD AR “IETF 455" )7'33224 VID Hﬂ:wﬁ R e P 1) LRI Y,
HAESET ) RADIUS H&%%ﬁﬁjﬁj}t/\}%ﬁ%ﬁiﬁu]\ VID, g 2R sk AN — IRk, %FEI]—I
ﬁfﬁﬁ HRFEAE R, S RADIUS Hlids 25 3k,

e  Attribute Name: }%ﬁ%ﬁﬁ?f” &% NetScreen L& E, #1141 NS-Admin-Privilege. NS-User-Group.
NS-Primary-DNS-Server %5

e  Attribute Number: %ﬁﬁﬁﬂ%? AR T @Y. NetScreen % H 8 V4 5 4 Sk AN TG [ -
— NetScreen ScreenOS: 1 — 199

— NetScreen-Global PRO: 200 L\ I
i, H 419 ScreenOS J& 49454 3. H /7 411¥) NetScreen-Global PRO J&4:4 54 200.
e Attribute Type: &M T B S (50 “H” ) MEREX — A58, P ke,
In] RADIUS Ik %5# N4k NetScreen 1] USRI, M5 os A BRfE R . EMA0Eds, Saibls R s
EMEATF AT FE. B, RS admin AW F4&H -
VID =l RS JBERA B
3224 NS-Admin-Privileges 1 data=int4 ( RI#%7 ) 2(2=29HIR)

BRI, 3RS hitp://www.juniper.net/customers/csc/research/netscreen kb/downloads
[dictionary/funk_radius.zip 8% http://www.juniper.net/customers/csc/research/netscreen kb/downloads/dictionary
[cisco_radius.zip, HATE R, RERE SCAFRAT R AR K D) 4%
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% 2 EINERS R

o sl
<

Auth Al

S
2
B

&

RADIUS ij715] f&Rif]
BLTE, YIER 23l Telnet B,

NetScreen ¥+ 0] LLALFE A58 RADIUS RS- 22(7 “5 1l k)7 B .

AR 2 b s, Ui S sk R R LR I A5 o FEIAUE R S N S SRR . SN IR I P 4 R R
Ji, RADIUS Jli%5#5 1 NetScreen %7k % “Viml i) ”, #8J5 NetScreen a4k HAL ke H e H P RIN G,
NetScreen %4517 RADIUS 458 KI5 S a H P W NP “oi ik ” o W H P ma 1 A, DU IR ok 2 il 1y

o 1% REINIEH 752 telnet 2RSS 2210 R 41 5 %
PAEH A NetScreen

ACK

Name: ?
Password: ?

Name: **
Password: **

(Name: ?)
Challenge: ?

(Name: *x)
Challenge: *x*

J%I

CRCHCICCNCIC
\
|

RADIUS Jili%5#%

SYN AT
SYN/ACK
SYNIACK] TCP I

SecurlD 45 %%

(k)

Name: s
Password: =
(Name: ?)
Challenge: ?
(Name: *x) | (Name: #*) | .
Challenge: *x Challenge: **

] -~ { |-

L ER - =
Telnet Iz %5 %%

v
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% 2 T INERS S Auth BR

R
248
B

¥

1. MER P RIE SYN e, LLUE3h Telnet 2% 5 Telnet IR #e (1) TCP i%E$:.

2. NetScreen ¥ & BUZE M. K HIEIEAIR . i1z &N T EH T IAIE. NetScreen 1 £ 221+ SYN
HAaIHCE 51 ) 1 TCP = #2F.

3. NetScreen ¥ &322 H P i A\ FH 7 44 F13 R AT 36 5%

4. NERH A AR IE % 2s NetScreen 75, 28)5, NetScreen WK & A S5 B 10 “Uiinig
K7 kik%] RADIUS k4s#% .

5. wHfEEEM, W RADIUS k4% 7] NetScreen & & AL HA “IHIEWE” EYER “Urmmim”, i
FUOS B Y . ( “UF i) B0 T DA IR PR R UGIE R PRI P 4. SR AN AT LS
AN, WA PIAIE . ) 8R)5, NetScreen W 4% m)iZ M ) K E S — 405 “IRIEHE” BYENE RN,

6. IANIEF U E BN (BE 4 ) IR RI%Y NetScreen ¥ 4%. #X)5, NetScreen 4 ¥ H M “iilkl
W 7 P8 A “UsmigsRk” &% RADIUS Hk4s4s .

W RADIUS 4528l il ) — 4 auth IRSS28%F “Uillm g7 $E47IAUE (B2, W5 SecurlD R 5545 b
ZI0 A TR AT UGIE ), U RADIUS Jln4s %% I H e auth JIRgs4s &k “Uiigsk” .

7. WH RADIUS ARG 28K “Uimlmn” # K455 —6 auth IR4-2%, IF HAZIRSS 8K “Uimigsz”, siEn
R RADIUS JRE- 25 A G HEHE “Pimgsy”, ) RADIUS k4% 17 NetScreen %Kik “VilE52” WA
#RJ5, NetScreen 15 £ 10 &1 UEFH F & sk )

8. NetScreen & #14h SYN Hdia 4% K 2 HATUG H 71 « Telnet fl%54% .

YEB : AR A AT, NetScreen JfA 515 AH L2TP 19 “ii i i) ” o
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F 2 E INERRS =R Auth PR % se 35

SecurlD

SecurID 455 DRI 2R B SIS AR AL 1 1Y, ﬁ‘ﬁfﬁﬂﬂ [l 2 %, SecurlD HAG— M H-RER/DIE S, FAINE
#e, e Aﬁﬁ?mT&ﬂiﬁEE’]’ﬁﬁ??ﬁ%E’] LCD % 1, JXFRECy 747 R AR AR, BEBh Al —ik . H
AT NP5 85 (PIN). R, HEAA R A4 e PIN DR 2474 A GRS .

SecurlD AIEBE# (AIERS ) -17L4a777 B %E&"E%{EEB% 60 FhHt AL p o —
= 0 B ML B

RSA SecurlD

INE#R AT A RSA TR, 1 LCD & A BLAE . #UGER A P A PIN R RSy, a4
[ 59211 ACE AR 45 ¥ H WS 2 i 5 L3 e Fh (L EAT L s e S EATIVE L, IUAIE B

NetScreen % #5F1 RSA SecurlD ACE Jilk55#3 2 1] f) ok & 5 NetScreen %251 RADIUS i 5528 2 0] fr) ¢ &AL, BT,
NetScreen B&a5 70 4% /i, K IAIETE SR EL K RIS S5 28 UG HbE, JEAER 7 IR SS 48 2 TAAR 36 8 15 5 .
SecurlD 5 RADIUS AR Z ALFETH 7 <2087 AL FEA B AR A0 1) A R
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SecurlD Auth BRE XN R E S

BRes 21 L B “Auth BRES 2805 @ TR A IKTE T auth ARSS 28 @4,  SecurlD R4S #5448 H LA @ 1 -
e Authentication Port: SecurlD ACE JiR%-%% F i 15, NetScreen % 4% i) Ak & 1L AIFIE K o B4y i 112

24 5500,

e Encryption Type: i 7% NetScreen % %15 SecurlD ACE flt45 2% 2 [8] ({138 15 #EAT I % (¥ 595 — SDI 5%,
DES.

*  Client Retries: Ji37 2 2 7, SecurlD & /i ( Bl NetScreen # 7% ) 221k ##: 375 SecurlD ACE Ml 45 %% 138
(Eipvei®

e Client Timeout: WX IAUEFEIAERAE 2 7] NetScreen w2455 RF IR I RIS (F5 ).

e Use Duress: 2% 1Eo UV AR PIN SRS, s a3 H sbak i,  FH 2 3 N S8 araf e i asia PIN 5h
i, NetScreen % %411 SecurlD ACE lli4s#s Kk — M55, FaaaH  IEAEE S A AR T 8% W
T8I F. SecurlD ACE IR%5#s 2 RVFVI M —IK, ZJG, EafBguizi P P e g2k, Hafh/
it 5 SecurlD & FE R ZR . H A5 SecurlD ACE JIRSs o5 32 BRI, A w4 FH siae 4 K

X PRI PRI EE
SecurlD ACE Jlli%5 #5332 F5 LN R P AHAUE D) BE
e Auth "
e L2TP HF* (HJAIE; L2TP A/ M NetScreen a5t 4s L2TP & )
o XAuth I/ (FHFHAIE; ASCRETERE R BEFRIR)
e Admin /7 (T AGE:  admin B RO B B FETR )

Har, /4 SecurlD %2474 L2TP.  XAuth F1 admin H J bk f 347 00F, {2 SecurlD ACE R4 2445 ANRe
JEUR L2TP 5f XAuth i 2% & 5% NetScreen & HIAMR . 14k, 5 SecurlD ELEAE N, NetScreen AN H 4.
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LDAP
i S ) B (LDAP) S35 AR 215 1996 4FHF A K I H 45 #3bivf . LDAP 22— T AL S R Y
SRRSO VT R BB H R ORI 4 -
o HUEWURGLE, WM LIS MRS
o HRBIE P SRR h RS A PR e 2

LDAP [RIBEA Ly ) 30 2 By MRUCH S, . AQUPAL, MR, T aid ] S e 0 sz, W “H7 A
“H27 g, NEDN LDAP 73 SCH G R I — ST

LDAP JZ Ik 44 P N AR RS A *
(c) (0) (ou) (cn)

*PEETLUEN . A
XA,
(cn = BHEF)

YEE T 17K LDAP /915K, 152§ RFC-1777, “Lightweight Directory Access Protocol”.

ATt NetScreen 4 THLE , DUEHEREF] “k H ki his” (LDAP) % . WL 81 LDAP 403tk
ke — AR
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F 2 E INERRS =R Auth PR % se 35

LDAP Auth BRSS22 3 RE
Be 21 7L R “Auth RSS20 @ tha i@ auth kS8 /@4, LDAP RS 25i048 LA R &
e LDAP Server Port: LDAP JIR 448 F 1%, NetScreen 4% [n] Hb AL &£ AFIER . B4y i 1154 389,

JERE W NetScreen 12411 LDAP 5715, [t/ 7~ LDAP Hi4: 4% |77 7%,

e Common Name Identifier: LDAP Jl:55+s F KR 575 LDAP k4% - A AR IFRIRSF . filan,  “uid”
%%ﬁ_\‘ ({JEHF ID”, (:Cn» %%{_\‘ ((i_);ﬁ%%kvo

e Distinguished Name (dn): LDAP Jliz 5% 75 A FH il H 2 PR bR IR AT 48 2R BARSE Har i 4. (Bl
c=us:0=juniper, Hrh “c” [k “EZ”, “o” LE 4L, )

SR P BTN RE
LDAP fil 4528 S FE LU NI (1 H - RHAE L fg
e Auth "
e L2TP A/ (/M IAUE; L2TP /' M NetScreen w454 U 4 L2TP W )
e XAuth HI/* (P IAIE; AZHRREFE R EFRIK )
e Admin JHI/7 (7 AGE:  admin A RO A B BURFE IR )

HET, & ndi ) LDAP 45 2ef7fi% L2TP. XAuth F1 admin F /K S 347 I00E, {H LDAP RS 22 {i ANRETETR L2TP
o, XAuth 15 & 5 NetScreen & BRI . L4, 5 LDAP BCEAE A, NetScreen ASZHEH 14

Juniper Networks NetScreen #t:& 535t — 5 8 & : FAFIAIE 31



% 2 EINERS R EX Auth BR S 8% R

EX AUTH BRE 28X &

BRSNS . IKE W ISR L2TP T8 b 51 AR INIEIRSS 2% (auth 428 ), W26 E X auth iR 2858 % . LU R 7
Vi Han{e A RADIUS fik%5#5+ SecurlD 45 #5F1 LDAP k55 a5 2 X auth RS54 % .

5451 : RADIUS Auth BR%%22

R, Kok RADIUS RS #55€ X auth ARSS28%1 % . K H A ik 28 g 52 4 auth. L2TP 1 XAuth.
RADIUS k4525l “radius1”, 1425 NetScreen W45 HahiRIRI ID 5. F A IP #itk 10.20.1.100 ; K H:
Ui 15 HEE {H (1645) BN 4500, K H AL @ O “AS6htYYO7KI” o KR iE B AR i #k & {E (10 %) &
Mok 30 78, K RADIUS H RN EH 3 B MOl 4 #0. [RIBPRE AN &40 I 25 28 110 1P Mtk 23 il 8 2 4
10.20.1.110 1 10.20.1.120.

Ak, EEE NetScreen ia] i SC2F gk 1) RADIUS k4528 I, A HGESZFF FAIMLN L H @ e (VSA) i)« H
., EHAPE. iR L2TP 1 XAuth & & .

NetScreen %44 5 auth. L2TP #I XAuth JAIEIF sk K% F]

10.20.1.100 Hudil-4b () 3= RADIUS JIR%2% “radius1” . .
‘ N > R - Hr RS 2

15 NetScreen #4555 = RADIUS JiR 4528 14 /0 2% 3% 42 W 7 IP: 10.20.1.110 re= IP: 10.20.1.120

EEEPEN, KIAUEERE R F] 10.20.1.110 Hak4brd &

P ARSSA% 1.

R NetScreen 4 TLIEZER ARS8 1, EBIAIEE

KA F] 10.20.1.120 Huhil b R4 00 IR 55 2% 2.

 EPBSEERREAE T RADIUS JI} 4542
Name: radius1
IP: 10.20.1.100
Port: 4500

E : 420 7 RADIUS Timeout: 30 minutes

T L :
WABHAAER shared secret: A56htYY97K
Account Types: Auth, L2TP, XAuth
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% 2 EINERS R EX Auth BR S 8% R

WebUI

Configuration > Auth > Servers > New: #ii AL N2, K55k OK:
Name: radius1

IP/Domain Name: 10.20.1.100
Backup1: 10.20.1.110

Backup2: 10.20.1.120

Timeout: 30

Account Type: Auth, L2TP. XAuth

RADIUS: ( %3 )
RADIUS Port: 4500

Retry Timeout: 4 (seconds)
Shared Secret: A56htYY97kI

¥ NetScreen ] #L X/ in# 2 RADIUS i 5525 L.

YEE 1 5K NetScreen 1/ i X T IEG K, 151G 45 25 W 117 “NetScreen il X 1" o #H FUI7 45 1]
M AE#F) RADIUS JR#5-#5HT i, 152 bl A KR Z5-#5 1T X FF o
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% 2 EINERS R EX Auth BR S 8% R

CLI

set auth-server radiusl type radius

set auth-server radiusl account-type auth 12tp xauth’
set auth-server radiusl server-name 10.20.1.100

set auth-server radiusl backupl 10.20.1.110

set auth-server radiusl backup2 10.20.1.120

set auth-server radiusl timeout 30

set auth-server radiusl radius port 4500°

set auth-server radiusl radius timeout 4

set auth-server radiusl radius secret A56htYY97kl
save

¥ NetScreen ] #L 3 #-in# 2 RADIUS iz 5525 L.

JEB 1 K NetScreen i X HTi#1E K, 172 d45 25 W L1 “NetScreen im 1" . HFKU17 1% i
M AEN#F) RADIUS R 575171, 152 Dl A KR F5- 75 1T X #F o

2. MR RAIG AP ARE EE . i, WL # set auth-server radius1 account-type 12tp, WK/ HAELER: xauth ; ANREFE 12tp S H#EA auth. IE
WP AE R 5 204, B e 4% 7 REP A

3. S S B TR IR v BE A A XS4 RADIUS b 115 (1645) T B
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%2 5 MNERS R EX Auth BR S 8% R

35451 : SecurlD Auth BR%%53

15 R, #4 SecurlD ACE JIR45 2510 E auth RSS20t % G Fbk S 2888 2 o admin. RS #s 440

“securid1”, JFH:5 NetScreen 7% HahfRIKIY ID 5. AT M40 IP Hulik 10.20.2.100, K& 5451 IP
Hihik : 10.20.2.110. K5 Mo 05 & (5500) Bk 15000, NetScreen ##5F1 SecurlD ACE Il 45251 i DES
ARV S B RFEIR =K, BN 10 #0Y. K28 BRI k2 1 (10 2041 ) ik 60 23440,

%] Use Duress % & .

NetScreen ¥4 admin AiFiE K &% 5] 10.20.2.100 ikt RSS2 1
Kb E SecurlD IR%53 “securid1” om IP: 10.20.2.110

4 NetScreen % £ 53 SecurlD RS 2511 M 248 3% 32 41 FF
%ﬁ%ﬁfﬁ%rﬂ, BUGETE R & F) 10.20.2.110 Houdik b 1 &40
4581,

2B - NetScreen #1-%f SecurlD H 35 1 —1 & (R 544,

—_——

YEB 1 N2 SecurlD
HRE5 757 Z i

[ SecurlD %5 %%
4 Name: securid1
Port: 15000
Encryption: DES
Client Timeout: 10 seconds
Idle Timeout: 60 minutes

IP: 10.20.2.100
A y Client Retries: 3
Account Types: Admin

4. @B I FE O TR AE 2 7] SecurlD % /i ( R NetScreen 4 ) S5 R KIIN A EE (FD ).

5. ZERBINAEIL I NetScreen B4 7E [ 2 2 1A 5 admin 2 A4 (02 IR T KR (406 ). (A7 9T T admin FiL P RILE 02K O RBIN (6 LR £ .
WS 21 L L “Auth RS SRR . )
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% 2 EINERS R EX Auth BR S 8% R

WebUI

Configuration > Auth > Servers > New: 5 AL F A%, A5 i OK:
Name: securid1

IP/Domain Name: 10.20.2.100
Backup1: 10.20.2.110
Timeout: 60

Account Type: Admin

SecurlD: (#£F%)
Client Retries: 3

Client Timeout: 10 seconds
Authentication Port: 15000
Encryption Type: DES
User Duress: No

CLI

set auth-server securidl type securid

set auth-server securidl server-name 10.20.2.100
set auth-server securidl backupl 10.20.2.110

set auth-server securidl timeout 60

set auth-server securidl account-type admin

set auth-server securidl securid retries 3

set auth-server securidl securid timeout 10

set auth-server securidl securid auth-port 15000
set auth-server securidl securid encr 1

set auth-server securidl securid duress 0

save
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%2 5 MNERS R EX Auth BR S 8% R

AR

3545 : LDAP Auth BR %22

B, KA LDAP R4S #5FLE auth Igsaext . ¥ Pk f2iiide el auth, 4 LDAP R4 2% i 44

“Idap1”, JF# NetScreen %% HzIEIRI ID 5. %A IP Hidil 10.20.3.100 ; ¥ Hoig 15 4 (H (389) ik
19830, KR A (10 204 ) Bl 40 43 8h. [RGB S 400 I 52 16 1P Mkl 235l € 4 10.20.3.110
A110.20.3.120. LDAP B4 # 1R 4 cn, Distinguished Name ( iR54#% ) 24 c=us;o=juniper;ou=marketing.

NetScreen ¥ & ¥ A UFiE K M auth i /7 & 2451 10.20.3.100

f@.ﬂlﬁﬁﬁl‘]ﬂé LDAP E&%%‘% “Idap1 7, %"ﬁj\ﬂﬁ%%& 1 - = %"ﬁj\ﬂﬁ%%% 2
W4 NetScreen %455 = LDAP 45 2% 10 M &5 g5 JT, & 1P 10.20.3.110 - IP:10.20.3.120
%%ﬁﬁm FNEG SR & 3 10.20.3.110 Hodik b ) 45 453

41F NetScreen B Lk #1465 2% 1, &K INIERS
SRAEJ$1) 10.20.3.120 Mtk Ab 1 2 43 IR 45 75 2.

LDAP Jii%5 %%
Name: Idap1

IP: 10.20.3.100
Port: 19830
Timeout 40 minutes
Common Name: cn
Distinguished Name :
c=us;o=juniper;ou=marketing
Account Type: Auth

YER: N7 LDAP JR%-#49
HJ5E
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% 2 EINERS R

E X Auth R

%55

X &R

WebUI

Configuration > Auth > Servers > New: 5 AL F A%, A5 i OK:

CLI

set
set
set
set
set
set
set
set
set
save

auth-server
auth-server
auth-server
auth-server
auth-server
auth-server
auth-server
auth-server
auth-server

ldapl
ldapl
ldapl
ldapl
ldapl
ldapl
ldapl
ldapl
ldapl

Name: Idap1
IP/Domain Name: 10.20.3.100
Backup1: 10.20.3.110
Backup2: 10.20.3.120
Timeout: 40
Account Type: Auth
LDAP: (1£#)
LDAP Port: 4500
Common Name ldentifier: cn
Distinguished Name (dn): c=us;o=juniper;ou=marketing

type ldap

account-type auth

server-name 10.20.3.100

backupl 10.20.3.110

backup2 10.20.3.120

timeout 40

ldap port 15000

ldap cn cn

ldap dn c=us;o=juniper;ou=marketing
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% 2 EINERS R EMXIRE Auth BR %28

E N RE AuTH FRE5 28

FEGRAE NG OL T, AR 227 PrAT P ALl auth RS54 . Sl EExE R oI FlekZ M 268, $RE M auth

25284 k4 auth JIk5545 -
e Admin
e Auth
e L2TP
e  XAuth

IXFE, 7ERMSG. L2TP JHiE. o IKE PSR C EAIERS, iR A 32t AR oAU B auth IRSS#%, TN ATE
FEAECE P HACTE € auth IS5 2%. NetScreen W £-2x 5| FJe iy T & B4 Mk 55 28 IRAH Y. auth ARZS 25 .

seffl . SECLERE Auth AR5
AR R, A JERTYeE] EE ) RADIUS. SecurlD 1 LDAP auth 45284 %
e radius1 (55 32 7L i “JEf : RADIUS Auth k45457 )
e securid! (%5 35 UL L[ “Yufdl : SecurlD Auth AiR552%” )
e Idap1 (% 37 Ui Lff “Jufl : LDAP Auth 4543”7 )
WRIG, fReAHEYE)A . radius1. securidl Al Idap1 18 T2 7 2R AL f) e AR 45 25
e Local: XAuth JTI /"848 auth k%5 #e°
e radius1: L2TP H /' 64s auth AiRss s
e securid1: admin /7 {48 auth IR %5 2%
e |dap1: auth H ' ()64 auth k554

6. AEEENUL, AR I T IR B auth 55 4. R, BRAESEHTC 0 XAuth J 552 SR auth IR 55 S E 0 B e ds ds, A AN A T L L 35
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% 2 EINERS R EXRE Auth BR5 2

A

I

WebUI

VPNs > AutoKey Advanced > XAuth Settings: M Default Authentication Server 477131k +¢ Local, %A
J5 ¥t Apply’.

VPNs > L2TP > Default Settings: M Default Authentication Server #7513 #H %% radius1, X5 Hiili
Apply.

Configuration > Admin > Administrators: M. Admin Auth Server #7513 Fi%+% Local/securid1, X5 ¥
Apply.

Configuration > Auth > Firewall: )\ Default Auth Server F$7%1|% ik $% Idap1, K55l Apply.

CLI

set xauth default auth server Local’
set 12tp default auth server radiusl
set admin auth server securidl

set auth default auth server ldapl
save

7. AEBENOLT, AR A T AR B auth IG5 4. TR, BRAESEHTC 0 XAuth J 552 SR auth I 55 S A E D0 B e ds ds, A AN 1A T BEIL 75
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IAIER P

WAEH 7 (80 “auth 77 ) $8)8 shid ik B ko8 i B2 i AR A1 F P A R A A AR M 2% F . K auth F
FUK P AR A AS B R FE B A RADIUS.  SecurlD B LDAP 4548 1.

AP 2 auth H Pk P ARG B4 Bk auth FIP A, P 40T DAL 7 A 5 Ps 12 5 RADIUS JiRgs 4% o A
auth H Pk 7 55 2 o] AEAE T A E s 2 sl RADIUS JiRg5#s EIVUANH A 4. anSide RADIUS ilkssds b Al s
4, a2 NetScreen ¥ 7% BRI —/ANMHE (H2ZF) AP L. B, mRESN “rs1” 1) RADIUS k%5
B —A %k “au_grpl” 1 auth F 4, FEAEAEIN 10 M ebi, WITE NetScreen ¢ EbZih g L—A
%0 “au_grp1” (¥ auth H 4L, B HARR AN 4, (EALEIL ARSI G o W SR SEms v 5] AR auth P
20 “au_grp1” Al auth fR554s “rs1”, W251Z K0S UCRC M5 B 5 R ER &,  NetScreen 145 v LU #ffi £ i)
%€ 1) RADIUS %5 2% .
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% 3ZINEARP EREHS| A Auth R

EREHRS|IFH AuH AR

& X auth H PG, AlEUEE—ANESR P B AR 7 B2 — T UAER SRS o 2 —Fh 5 =46 5 E R R SR & T
lici) FTP. HTTP &% Telnet {5 B/ 23k NetScreen ¥ &, XFH P T IANIE. 65 —Forsd, M P 7E RGN H 2
KA P UGIE B SRS A5 B (AR, ANRIBRT FTP. HTTP & Telnet ) Z AiE4T AL

IBITRIAE
2R Rk (N BRI TUE R Sns ) ) HTTP. FTP X Telnet #4414 3K I8,  NetScreen ¥ £ #klitizig K, I

SR AN FRAI RS (6215 2-306 5L LR “HI AR ). FERLAETERZHT, NetScreen ¥ar2ii ] 44 1
WY A FE AR auth AR5 4% B P A4 s HEA T LA, DA AT Rt .

(®)

— o — == 4h Auth el (e
g 552 1.2.2.2

Name: ??
Password: ??

Name: **
Password: **

- HIER

S
A

auth H /¥ FTP. HTTP 5k Telnet £ #is i k1% %] 1.2.2.2,

NetScreen ¥ & I Hc B, 10 s LR MS B R A HI AU i 51 auth AR 25 28 3R A AAE, FER AU AL N G2 i X
NetScreen & #¢-H#n M it FTP. HTTP B{ Telnet i A\ & 545 5.

P UL P s s i nl 4

NetScreen W & LA HEHE 2 A A auth K P, IR 6 A5 5 A2 21 SRS 48 € IR AT auth ilkSS4s .
B R UCEE IR (S NAMH auth B4s #s I 2)A ISRC @ 25 ) f5,  NetScreen B &2 IB AN ;8 S0 .
NetScreen & #5# £idli A N ILZZ i X % i 21 L H 1 1.2.2.2.

N o o~ =
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% 3ZINEARP EREHS| A Auth R

REEAIHE T INIE (WebAuth)

Bls B AR i /i, auth )7 RGE S 1P #iliki) HTTP 2516 (3% WebAuth 6848 i1 NetScreen 4%
), F6 A TIAIE. NetScreen &6t P 3T IAIE G, P ol dRFEEK E 1k WebAuth HEAT AR 1 SR 0 1)
VEA, R fE RmRIEZR H G,

1 — 5. auth J| /%3 5) WebAuth IP sk 10.1.1.21, F£a3)

| HTTP £ 10.1.1.21 Tik. [ NetScreen fEd5E 5 (A A sl /M auth
1 » [ WebAuth o\ g O
| _INE e 53 ) s g auth J 2 ]
2 ?2?
| = -~ ,I;lg;nsao.rd: ??@ \/

Name: **
Password: **
-—

1.2.2.2
I B -
@ o 7 - g
6. auth Jil /" 12 15 skl 7. S0 T B T % BRI S0 R il WebAuth 34T 1A
1.2.2.2 15, i SR AL CAER A%, 1 A L
WebAuth JEFTIMIE, JE4E Bl 3% 21 H (1

5 5% WebAuth [f]—S6 341500

o T IREAAHOEHE FEAE S WebAuth auth k45#%, 0 r] 2 ik FAMT auth k5545 . WebAuth auth filz 55 2%
SR auth 4 as 20 B A auth H 7k 28758,

e WebAuth Hiuhil 020 5 £ AT iz bk 4 A T AR 7 A . filan, w452 auth A aliid ethernet3
(P}l % 1.1.1.1/24) 55 WebAuth HIi%E, WHI#% WebAuth [y IP Huli4& & 75 1.1.1.0/24 TPy .

o AlF WebAuth Ml % &7 SAEEW RO . FREOBER 224810 (VS MIFER RN . (B RARZERRE
OfE R, WESE 2-51 1 R “BE07. )

o B “FEH” BT EH WebAuth, 7% WebAuth il %5 7F 5 VLANT IP bl A 5] K19 79 o
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£ 3EINEAR

EREHS| A Auth R

A WebAuth il 8CE T2 M50 L

WRAE R — 2 X B e 2480, WK WebAuth Hubl v & T3 O 7 M, kB [H— X B H g
ANTRE A AT ) Bk iz AL .

& : NetScreen Bl @ Uit 1P Ml i I #EATUGIE,  BEJS SR VR B A —Huhk oAb AT ] B4 SR (7
iy 21l WebAuth BEATIAUE SIS H R E ). WERHT A NAT B ( nPR BITAT A0 da s stk 58 o500 B4 e
Ja Rt ) JE A AR B, S BRE O n] RER A IXAE .

RN 2 WebAuth 231 1¥) SSL (HTTPS) &£z,

Juniper Networks
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£ 3EINEAR ERIEHSIH Auth A4

5B 5| AutH FHR4R

TUEM 2 auth ), AIGIEE auth 4, IR PG AE AR NetScreen #4584 #156 RADIUS i 5525 L.

YEBL : WIESGH P 7% 2 RADIUS JR-#5- L1920 17, Wi NetScreen i 451 G 5 FHI5F a8 4, LS
7 RADIUS JR%5-#5 |- 61 I 24 4 72

TErDRE P BRSO IR 2 S R A AT S SO T T B, ANy ) i BRI T . — A auth AT i
2] LUy A U di 72 80 RADIUS g5 B DYAS I P A E 5t . BT 2411 auth P A s fi—0ch] o 4 s
f, BV RIERAE DT 1) DA iz L BT Je A A A SR B

£/~ Auth 0 £/ Auth 24
1 NS 1 o

o VPN Dialup, Us ACCGSS
T v ) | POlICY

D L 1
— Access
veniakpUs | Access Policy
Policy

EHH
it gii
v

vNDiake Usd | Access

]
— N Policy
L | emers
e )
SNt
Carol
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£ 3EINEAR ERIEHSIH Auth A4

e BITEHAME (AHE )
EARGIH, B L—14%N louis AR auth A/, H%Z44°4 iDa84rNk, 7& Trust X Bl iR bt 44

“host1” . SRJGIECE NN SRR - —/NMEZa A s B, 55— K H host1, #i3K louis HE4TIAUE. ( Louis 44
M host1 JABh BT A Huh{E Biit. ) NetScreen & 4hgisk 5L e fra Huhb it ah U5 in) i sk LLACK B “host1” 11

AREWIESE Bt .
WebUI

1. ZRtth Auth BB A F0tthit
Objects > Users > Local > New: #i AL R A%, #R)5 #ili OK:
User Name: louis

Status: Enable

Authentication User: ( i£#f)

User Password: iDa84rNk

Confirm Password: iDa84rNk
Objects > Addresses > List > New: i AL F A%, K55l OK:

Address Name: host1

IP Address/Domain Name:

IP/Netmask: ( &+ ), 10.1.1.4/32
Zone: Trust
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£ 3EINEAR ERIEHSIH Auth A4

2. KB
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book Entry: (#£#), Any
Destination Address:
Address Book Entry: (i£#%), Any
Service: ANY
Action: Deny
Policies > (From: Trust, To: Untrust) New: i AL F N %S, X5 i OK:
Source Address:
Address Book Entry: (%% ), host1
Destination Address:

Address Book Entry: (#£#%), Any
Service: ANY
Action: Permit
Position at Top: ( #£#% )

> Advanced: fii ALL F %, X5 i Return, 35 LR [ AR L
B
Authentication: ( %+ )
Auth Server: (i%E#)
Use: Local

User: (i%£#% ), Local Auth User - louis
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® 3 EINEAR ERIEHSIH Auth A4

CLI
1. 7R P ARt

set user louis password iDa84rNk'
set address trust hostl 10.1.1.4/32

2. KA

set policy from trust to untrust any any any deny

set policy top from trust to untrust hostl any any permit auth user louis
save

1. ESETEOUN, BONZ RS #1200 auth AT .
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£ 3EINEAR ERIEHSIH Auth A4

SEf  BITRHAE (AR F4H)

FEABIF, e A4 4 auth_grpt (A S 4. K oE T @42 (14 auth 1) louis A1 lara N #i%4 b2, ARG L
H—A9H auth_grp1 HI5ENS . BLIERE A auth_grpt $24it FTP-GET 1 FTP-PUT BUFR, AILLL Trust X B+
“auth_grp1” Hilik4 (IP Hulik 10.1.8.0/24) V0] DMZ X Ee 4478 “ftp1” (IP Hbihk 1.2.2.3/32) 1) FTP 5545

WebUI

1. AR PER R
Objects > Users > Local Groups > New: 7 Group Name FE i\ auth_grp1, $47LL FERAE, ARG

OK:
P louis, FHAEFH << #4DK M Available Members #4552 Group
Members £+,
W lara, 1 << 240K N Available Members £ #2553 Group
Members #:H,
2. bt

Objects > Addresses > List > New: i AL F A%, K55l OK:
Address Name: auth_grp1

IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.1.8.0/24
Zone: Trust

2. FEAHEE T Al AR, EmAT I P 2R, P AR RS E . MRS, P AR ST i P AR 2R e
Wi auth, IKE. L2TP Fi XAuth H 2 BRI nf At 2280 4. Afek Admin 12 SHEEEH - B4 5.
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£ 3EINEAR ERIEHSIH Auth A4

Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: ftp1

IP Address/Domain Name:

IP/Netmask: (£$£), 1.2.2.3/32
Zone: DMZ

3. IRHEE
Policies > (From: Trust; To: DMZ) New: i AL F %, #RJ5 #di OK:
Source Address:

Address Book Entry: ( i+ ), auth_grp1
Destination Address:

Address Book Entry: (i£#%), ftp1
Service: FTP
Action: Permit
Position at Top: ( #£#% )

> Advanced: i AL F N2, AR5 Hili Return, 1S i 2k 10 R [ 3L A i
B
Authentication: ( %+ )
Auth Server: (i%E#)
Use: Local

User Group: (#£F¢ ), Local Auth Group - auth_grp1
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® 3 EINEAR ERIEHSIH Auth A4

CLI
1. ZARAPHEMARR

set user-group auth grpl location local
set user-group auth grpl user louis
set user-group auth grpl user lara

2. bt

set address trust auth grpl 10.1.8.0/24
set address dmz ftpl 1.2.2.3/32

3. KE
set policy top from trust to dmz auth grpl ftpl ftp permit auth user-group

auth grpl
save
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SEB : BITRHAE (SN )
FEAMI, A55E X440 “x_snv1” 5N LDAP auth gy #, FURMEMIT -

e Account type: auth ¢ Authentication timeout: 60 minutes

* |P address: 10.1.1.100 e LDAP port number: 14500

e Backup1 IP address: 10.1.1.110 e Common name identifier: cn

e Backup2 IP address: 10.1.1.120 * Distinguished name: c=us;o=netscreen

LL#51E eTeS114u ¥ auth 77 “euclid” In#k 24 auth kS48 o X5, MAMEH T euclid Fid & 22k 7E auth Ak
Z x_srv1l _EREAT AR A1 ) S0

WebUI

1. Auth BR5528
Configuration > Auth > Servers > New: i ALL N2, K5 ¥di OK:
Name: x_srv1

IP/Domain Name: 10.1.1.100
Backup1: 10.1.1.110
Backup2: 10.1.1.120
Timeout: 60
Account Type: Auth
LDAP: (1£#)
LDAP Port: 14500
Common Name ldentifier: cn
Distinguished Name (dn): c=us;o=netscreen
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2. SMERER
LE4bES LDAP auth k4545 x_servl L5 X auth ™ “euclid”, 444 eTcS114u.,
3. bk

Objects > Addresses > List > New: i AL F A%, K55l OK:
Address Name: euc_host

IP Address/Domain Name:

IP/Netmask: ( £F¢ ), 10.1.1.20/32
Zone: Trust

4. KRB
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 Hdi OK:
Source Address:
Address Book Entry: (#£#%), Any
Destination Address:
Address Book Entry: ( £+ ), Any
Service: ANY
Action: Permit
Position at Top: (#%F% )

> Advanced: T AL NN, AR5 Hih Return, 1 E = 20 TR [FISEAHLD
B
Authentication: ( %+ )
Auth Server: (1LF% )
Use: x_srv1

User: ( #£#¢ ), External User
External User: euclid
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CLI

1. Auth fR% &

set auth-server x srvl

set auth-server x srvl type ldap

set auth-server x srvl account-type auth

set auth-server x srvl server—-name 10.1.1.100
set auth-server 1x srvl backupl 10.1.1.110

set auth-server x srvl backup2 10.1.1.120

set auth-server x srvl timeout 60

set auth-server x srvl ldap port 14500

set auth-server x srvl ldap cn cn

set auth-server x srvl ldap dn c=us;o=netscreen

2. SMERRAR
7EA1H LDAP auth le454s x_servl b L auth i/ “euclid”, #i4% eTcS114u.

3. bk
set address trust euc host 10.1.1.20/32

4. TRER
set policy top from trust to untrust euc host any any auth server x srvl user

euclid
save
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S5 BITEHAME (MERAF4R)
FEARG T, K EA N “radius1” 4T RADIUS auth flR454%°, & X 44 “auth_grp2” KI4ME auth 4. 78
AL E B AN auth F P41 auth_grp2:

1. 4piB RADIUS auth Hiz452% “radiust”

2. NetScreen % £

HAE RADIUS 45 8% E¥s auth [ N auth 740 “auth_grp2” 1, 1% NetScreen ¥ 4% ERIZHAREE a5 A .
SHGZH A 1 ol b A SR g R) TP ik 10.1.1.80 ARG B B 1. Az as B —MEIRESC H , PRk
%4 “midas” . ARJEHCE —NX BN ERIRES, H AV UIERE B auth_grp2 i midas, XPHEN T
Trust X B . (A RXBIATFSEISIEAE S, 1205 2-293 7T R “5HE” . )

RADIUS fF% 58

1. % NetScreen i #iL U4 n# 5] RADIUS fiR %525 1.

TR 1 K NetScreen i X HI1G K, 1525 1d 4 25 WL/ “NetScreen iaf I f|” . H FKHFim L1
27 RADIUS /R #1190, 5=/ RADIUS K555 X F7

2. f£ RADIUS %5 %% s X auth i/ k7 5, {6 NetScreen H )41 VSA Gz 4l “auth_grp2”, 34
H N T EAR I ERZ41H 10 auth F bk

3. RADIUS auth R4 25 HUlic & 555 32 W LA “J549] : RADIUS Auth #4558 7 dh KB, HAGIHATEE “auth” 1545 ik 2858,
4. Wi Microsoft IAS RADIUS JIi45-#%,  MIAEAT 1 SO BNk, 1 AR IS b SCIERM ALY & 4 (VSA).
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WebUI

1. Auth BR%528
Configuration > Auth > Servers > New: i ALL N2, K5 #d OK:
Name: radius1
IP/Domain Name: 10.20.1.100
Backup1: 10.20.1.110
Backup2: 10.20.1.120
Timeout: 30
Account Type: Auth
RADIUS: (i£F¢)
RADIUS Port: 4500
Shared Secret: A56htYY97kI

2. SRR

Objects > Users > External Groups> New: i ALL NN %, #RJ5 Hidi OK:

Group Name: auth_grp2
Group Type: Auth

3. tbhk
Objects > Addresses > List > New: i ALL F A%, K59 OK:
Address Name: midas

IP Address/Domain Name:

IP/Netmask: (%), 10.1.1.80/32
Zone: Trust
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4. RHEE
Policies > (From: Trust, To: Trust) New: fi AL RN %, K5 Hil OK:
Source Address:
Address Book Entry: (#£#), Any
Destination Address:
Address Book Entry: ( #£#¢ ), midas
Service: ANY
Action: Permit
Position at Top: (i%F% )
> Advanced: fit AN LA RN ZE, SRt Return,  1E s 0% IR [Pl JE AR L
B
Authentication: ( #£F%)
Auth Server: ( £#%)
Use: radius1

User Group: (#£F¢ ), External Auth Group - auth_grp2
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CLI

1. Auth fR% &

set
set
set
set
set
set
set
set

auth-server
auth-server
auth-server
auth-server
auth-server
auth-server
auth-server
auth-server

2. SMERA 4R
set user-group auth grp2 location external
set user-group auth grp2Z type auth

3. bk

radiusl
radiusl
radiusl
radiusl
radiusl
radiusl
radiusl
radiusl

type radius

account-type auth
server-name 10.20.1.100
backupl 10.20.1.110
backup2 10.20.1.120
timeout 30

radius port 4500

radius secret A56htYY97kl

set address trust midas 10.1.1.80/32

4. R

set policy top from trust to trust any midas any permit auth server radiusl

save

user—group auth grp2
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e ZAEBEY AR Auth B P

ARG, ¥ X—4% K4 Mary (141 auth F 7. Mary & — 28B40, 53D Y & RS2 « A58 A
(sales_reps 21 ) fEH MRS %5 A R (sales_mgrs 41 ) RS %8 Bo ZEHEALNHX I & MRS 25 0 U7 AR, 75
EE Mary IR InEX AN P 4l . AR 5 G 5 S SR — R4 — N S

ZER 1 AP U RN e 3 BB
WebUI

1. A#ARP
Objects > Users > Local > New: #ii NLL F %, K5 i OK:
User Name: mary
Status: Enable
Authentication User: (i%£#¢)
User Password: iFa8rBd
Confirm Password: iFa8rBd

2. 7R PEEFAMK G
Objects > Users > Local Groups > New: 7f Group Name ZE 1 #i A\ sales_mgrs, #4TLLFERAE, K550

it OK:
ZEHE mary, JHTH << I I Available Members £ 3/ %] Group
Members £+,
Objects > Users > Local Groups > New: 7i Group Name 7B\ sales_reps, $14T UL FHfE, R )55
OK:

P mary, JEITH << #4ALEH Available Members #4#% 3/ %1 Group
Members #:+,
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3.

ik
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: sales
IP Address/Domain Name:
IP/Netmask: (i£+% ), 10.1.8.0/24
Zone: Trust
Objects > Addresses > List > New: S AL F A%, K5 OK:
Address Name: server_a
IP Address/Domain Name:
IP/Netmask: ( £+ ), 1.1.1.5/32
Zone: Untrust
Objects > Addresses > List > New: S AL F A%, X5 OK:
Address Name: server_b
IP Address/Domain Name:

IP/Netmask: (i£#%), 1.1.1.6/32
Zone: Untrust

RE
Policies > (From: Trust; To: Untrust)> New: #j AL N N2, SR 5 Hiidi OK:
Source Address:

Address Book Entry: ( i%£#% ), sales
Destination Address:

Address Book Entry: ( £F¥ ), server_a
Service: FTP

Action: Permit
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Position at Top: ( £+%)
>€\nd%/?anced: HINULU T INES, SR Ml Return, 8 & 20k 01 3R [0 BL AT
N=RUAR
Authentication: ( #£F%)
Auth Server: (i%£+%)
Use: Local
User Group: ( #£#f ), Local Auth Group - sales_reps
Policies > (From: Trust; To: Untrust)> New: i ALL F N %, SR)5 i OK:

Source Address:

Address Book Entry: (%% ), sales
Destination Address:
Address Book Entry: (i%£#% ), server_b
Service: FTP
Action: Permit
Position at Top: ( %)
> Advanced: fit N LU RN ZE, AR5 il Return, 1 E s 243% 0 IR (Rl FE AR
B
Authentication: ( %£+% )
Auth Server: (i%£+%)
Use: Local

User Group: (#£F¢ ), Local Auth Group - sales_mgrs
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ClLI
1. AHAP

set user mary password iFa8rBd

2. AHAPLEFINR
set user-group
set user-group
set user-group
set user-group

3. bt

set address trust sales 10.1.8.0
set address untrust server a 1.1
set address untrust server b 1.1

4. R
set policy top
sales reps
set policy top
sales mgrs

save

sales mgrs
sales mgrs
sales reps
sales reps

from trust

from trust

location local
user mary
location local
user mary

/2
1.5/32
1.6/32

to untrust sales server a ftp permit auth user-group

to untrust sales server b ftp permit auth user-group
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St 15 . WebAuth (A<t F§ F4H )

A, FE R B ) TR () A5 B2 /T, R 7 ik WebAuth 77 XBE T HUIAUE. 7 NetScreen # 4% EIFA
M Al 4o “auth_grp3” I 4. #8JE, A Trust X B 984S NG04 auth H ik &, FREARATTS in 21
“auth_grp3” .

Trust X Bt P2 14 ] ethernet1, H IP il 4 10.1.1.1/24. 355 10.1.1.50 /£ 4 WebAuth IP #Huhil:, I 8 A%
FEAE S48 1] WebAuth AR%5%5 . IR,  H P AE 3 Sl ) BRI IR B2 /T, 2 A5 L HTTP 5 g H:3
10.1.1.50, FH-LAHP ZFZM G5, 28)5, NetScreen WK 1% /7 44 F 2 i 5 A A i s gt AT b e, DAt
HEBAE ARG K o e ZIE K, BOAERI 7 5 30 4340 ) i 8] JE ShUi i) BLECM (5 Bii. ZalixEshe
1 )G, 1E NetScreen & ZEk H P B HHAIEZ /Y, FP XA 30 48 B 8] J3 8 75— &1

WebUI
1. WebAuth
Configuration > Auth > WebAuth: )\ WebAuth Server 7% %& %+ Local, X5 ¥ Apply.

Network > Interfaces > Edit ( %§ T~ ethernet1 ): #£#¢ WebAuth, 7 WebAuth IP B4\ 10.1.1.50.
Configuration > Auth > Servers > Edit ( % T* Local ): 7f Timeout ‘FErh#iA 30, RJ5 %t Apply.

2. AR4A
Objects > Users > Local Groups > New: 7 Group Name 7B i A\ auth_grp3, $47LL FERE, ARG Hd:
OK:

YE$¢ user name, F1HH << FA¥% A M Available Members #2523
Group Members #:H,

PR, N auth U7, HRENZA RO IE.
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3. RHEE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:
Address Book Entry: (#£#), Any
Destination Address:
Address Book Entry: (i£#%), Any
Service: ANY
Action: Permit
> ég\?/?nced: BINLLUR 2, S5 i Return, 1508 B 2% IR [RI L AL
B
Authentication: ( £FF )
WebAuth: (%4 )
User Group: ( #£#f ), Local Auth Group - auth_grp3
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CLI

1. WebAuth

set webauth server Local

set interface ethernetl webauth-ip 10.1.1.50
set interface ethernetl webauth

set auth-server Local timeout 30

2. P4

set user-group auth grp3 location local

JERL 1 NetScreen & a5 IRV N T2 7 119 17 T8 TRt i R4 /1 - 1196 7H . Z21E auth_grp3 /& 77 auth /1
S, WA 1 auth /777

LN fir--K auth HI 5 m 20 KNI G g 10 10 7 4
set user-group auth grp3 user name str
3. RE&
set policy top from trust to untrust any any any permit webauth user-group

auth grp3
save
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SEf5l - WebAuth (5MERA 4R )

WebAuth & —Fi H 75 7 3 shadiad By K86 A5 B2 arid AT AR 775 FEARGIh, Rt — AN 2o prf 4b
i) (5 ERE I WebAuth J7 3 3E T IAIE FR) 5%

7t RADIUS J[g%-#% “radius1” F1 NetScreen ix & #4448 “auth_grp4” [ auth HI 41, 7 RADIUS k%4
by O Trust KBRS NGIER Pk, JRRABATR NS “auth_grpd” 1.

TR 1 S/ 119 RADIUS i 55 4% 58 B5 47 32 W LN “7E 1) - RADIUS Auth flii545 7 HXE A, 1AARP)H KT
JE “auth” fE29 /KA,

Trust X Bt 3: 111 ] ethernet1, 3L IP #ihlh 10.1.1.1/24. F55¢ 10.1.1.50 1E4 WebAuth IP bk, FF48 FH &M
RADIUS auth 4528 “radius1” 1484 1 WebAuth k4525, K, H P 7E B 3D In) BB (5 B2/, 2420
LI HTTP a0&E#F] 10.1.1.50, JFLUH LRSI E 5%, 2R)5, NetScreen W 441E “radius1” A& %)
HH P2 a4k i WebAuth FH P AIE 35 SR A2 0 Y .

RADIUS A% 58

1. ¥ NetScreen i #t 3 {4 n#k 3) RADIUS fk%54% 1.

JEB 1 7K NetScreen il L X 1FHIG B, EZd4 25 W 19 “NetScreen is] # X 1F” . 5 IfFia X1
# 7 RADIUS R #7819 1], 15214 RADIUS /%545 X

2. ff auth fRg54s “radius1” AN 4l “auth_grpd”, SRIGEHLFIIA auth F k.
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WebUI

1. Auth BR%53%
Configuration > Auth > Servers > New: #ii AL F N %, )5 Hdi OK:
Name: radius1

IP/Domain Name: 10.20.1.100
Backup1: 10.20.1.110
Backup2: 10.20.1.120
Timeout: 30
Account Type: Auth
RADIUS: (i£F¢)

RADIUS Port: 4500

Shared Secret: A56htYY97k

2. WebAuth
Configuration > Auth > WebAuth: )\ WebAuth Server | %13 Hhik#¢ radius1, &5 Hidi Apply.
Network > Interfaces > Edit ( %} T- ethernet1 ): %+ WebAuth, 7 WebAuth IP B4 A 10.10.1.50, &
Je it OK.
3. AP
Objects > Users > External Groups> New: i ALL F A%, SR )55l OK:
Group Name: auth_grp4

Group Type: Auth

Juniper Networks NetScreen #t:& 535t — 5 8 & : FAFIAIE 67



£ 3EINEAR ERIEHSIH Auth A4

4. REE
Policies > (From: Trust, To: Untrust) New: % AL NN %, K5 5d OK:
Source Address:

Address Book Entry: (#£#), Any
Destination Address:

Address Book Entry: (i£#%), Any
Service: ANY
Action: Permit
>,§9\T/?nced: EINLLURNZE, KRG 5l Return, 38 & ORI EIR R 3E AT
B
Authentication: ( £FF )
WebAuth: ( £ )
User Group: ( #£F¢ ), External Auth Group - auth_grp4
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CLI

1. Auth fR% &

set
set
set
set
set
set
set
set

auth-server
auth-server
auth-server
auth-server
auth-server
auth-server
auth-server
auth-server

2. WebAuth

set webauth server radiusl
set interface ethernetl webauth-ip 10.1.1.50
set interface ethernetl webauth

3. AR4A
set user-group auth grp4 location external
set user-group auth grp4 type auth

4. TREZ

radiusl
radiusl
radiusl
radiusl
radiusl
radiusl
radiusl
radiusl

type radius

account-type auth
server-name 10.20.1.100
backupl 10.20.1.110
backup2 10.20.1.120
timeout 30

radius port 4500

radius secret A56htYY97kl

set policy top from trust to untrust any any any permit webauth user-group

save

auth grp4
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St : {2 WebAuth + SSL (4MERFE FA4H )
TEAGIH, K WebAuth &5 “ 285 2" (SSL) HiR4A A ikf%%FﬁHF”iﬁikziﬁ’JﬁHF%ﬂ i, WebAuth

A ERT 1) NetScreen 4% IR BAE B AIE 5 KB T WebUI SCHUVE B, (A 5¢ SSL WTR4IME B, 1S 3-7
TER “ReRTRT . )

iR A auth Ik %523 1) WebAuth il SSL FIRC & ALFE LU D5

o ENAMB RADIUS auth fili45%s “radius1”, 7& RADIUS il 45 %81 NetScreen ¥ & 844 4
“auth_grp5” #] auth /41, 7& RADIUS k4545 I, A Untrust X BT auth F P Gl ik, 5

BHARINE “auth_grp5” .

TR 1 AT RADIUS JR%5 75 i 755 545 32 L9 “7E 1 : RADIUS Auth [R5z 7 1 KEAAA,  1HA
P RIGE “auth” F29/1 /)K" 2E7H.

*  Untrust X Bt LT ethernet3, IP #ifikh 1.1.1.1/24. ¥ 1.1.1.50 554 WebAuth IP Hulil, Fi57< B4 %
WebAuth I iFiE sk H3:57 SSL %82, I 4h# RADIUS auth fIRZ-2% “radius1” & X k44 WebAuth JI|

44 o
e JRTLIN SSL KHE:
—  JGHTIN#E] NetScreen ¥4 FIIEF I IDX 5 (AHIH K 1)°
— DES_SHA-1 %44
— SSL i 5 2020
. 2@ PC B — N ESR 0T Untrust X B 2] Trust X BT A (5 B WebAuth + SSL 77 A AT IR A [7)

DA, FH P e shimt ) BB 45 BIRZ AT, 20 26 A HTTP iy 2UE R hitps://1.1.1.50:2020, LU 7 42 F1%
5%, 85, NetScreen W47t “radius1” A2 G H T 2 )W 4k T WebAuth F /7 AETE Sk A [,

5. ARWTSRICE T UEA IR FUIN 23] NetScreen B 015 6, 125 5-23 T L[ “ATFEHPIEH A
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RADIUS AR 22

1.

% NetScreen 1n] #t SC 1 N4 2] RADIUS 45 4% L.

YEEL 1 75K NetScreen 17/ X R 1E .6, 1520055 25 W9 “NetScreen im X 1f” . H FKJFim #1517
# 7 RADIUS R #7819 1], 15 =14 RADIUS /IR %545 X 1o

2. {f auth k5% “radius1” L#iAH 4l “auth_grp5”, RJE7EH A auth bk
WebUI
1. Auth fR552%
Configuration > Auth > Servers > New: #ii ALL N2, K55k OK:
Name: radius1
IP/Domain Name: 10.20.1.100
Backup1: 10.20.1.110
Backup2: 10.20.1.120
Timeout: 30
Account Type: Auth
RADIUS: (i£F¢)
RADIUS Port: 4500
Shared Secret: A56htYY97k
2. WebAuth

Configuration > Auth > WebAuth: A WebAuth Server | %1% Fhik#¢ radius1, &5 #idi Apply.

Juniper Networks NetScreen #t:& 535t — 5 8 & : FAFIAIE

71



£ 3EINEAR

EA—

Yax

fi

&

35| Auth A P4H

Network > Interfaces > Edit ( %} T- ethernet3 ): I ALL N %, A5 i OK:

WebAuth: ( ZE4% )
IP:1.1.1.50
SSL Only: (i%$)
3. SSL
Configuration > Admin > Management: i A\ LL F %, K5 #di OK:
HTTPS (SSL) Port: 2020
Certificate: (ZERESCHTINAIUETS )
Cipher: DES_SHA-1
4. HPR4H
Objects > Users > External Groups> New: i AL F %8, X5 #idi OK:
Group Name: auth_grp5
Group Type: Auth

5. TRHER
Policies > (From: Untrust, To: Trust) New: i AL F A%, K5 i OK:
Source Address:
Address Book Entry: (i£# ), Any
Destination Address:

Address Book Entry: (#£#f ), Any
Service: ANY

Action: Permit
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CLI

1. Auth R

set
set
set
set
set
set
set
set

auth-server
auth-server
auth-server
auth-server
auth-server
auth-server
auth-server
auth-server

> Advanced: HIALL NN ZE, XG50 Return, WA B 20% IR [P AT
B

Authentication: ( 1£#% )
WebAuth: (i£$% )
User Group: ( #£$% ), External Auth Group - auth_grp5

radiusl type radius

radiusl account-type auth

radiusl server-name 10.20.1.100
radiusl backupl 10.20.1.110
radiusl backup2 10.20.1.120
radiusl timeout 30

radiusl radius port 4500

radiusl radius secret A56htYY97kl

¥ NetScreen ] i 30 £ n#2 RADIUS AR 55 2% L.

YEB 1 755 NetScreen 17/l X FHI1E B, 5S04 25 79 “NetScreen im ML 1f” . H FKJGim #1117
# 71 RADIUS JR%-#541198 1Y, 1724 RADIUS HRZ5- 75X 1%,

2. WebAuth

set
set
set

3. SSL

set
set
set
set

webauth server radiusl
interface ethernet3 webauth-ip 1.1.1.50
interface ethernet3 webauth ssl-only

ssl port 2020

ssl cert 1

ssl encrypt des sha-1

ssl enable
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4. HPR4A
set user-group auth grp5 location external
set user-group auth grp5 type auth

5. KRR
set policy top from untrust to trust any any any permit webauth user-group

auth grpb
save
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ABENPEHBIEDE R =FERBK R — “HEMNZHAA 7 (IKE) F . XAuth FI R “55 2 2 AL4bhl”
(L2TP) F) -
o 76 L LM “IKE A
— 580 W Ly “AEMISEhEI A IKE R P
o 581 UL LMY “XAuth FH I 41
— 82 i L “IKE B A XAuth Fi
- 55108 T L “XAuth %) i ”
e {105 WL LK “L2TP H /A 4l

YEE I HHKIKE F1 L2TP [ & ZES 115 8 A &t 5S4 5 2=, “VPN”,
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IKE AR FnF P4H

IKE H /7 & A A IP bk (e VPN 7. 7 (SEbr BRI ) 78 “BrBt 17 5 NetScreen 14 451
PN, B R IEUE P EK IKE ID &L= EE, kA A S TIAE.
IKE ID o] DU HL B bE . 1P 3ok 38445k ASN1-DN Z45 e, W5 IKE JI 7 3% LR Pz —, NetScreen
WKL IKE i
e iEH5, Hrb Distinguished name (DN) ( Uil 4475 ) 7 BtEL SubAltName Bt —/MEki £ /M 5 NetScreen
W ERCE A IKE ID AHH
. ﬁgié%gﬁin IKE ID, NetScreen B nf WEHI IKE ID K FA7fif (¥ TG 2 b -0 Ay A2 AR IR £
Tt %
fECHBEY” IKE WOCECE 51 IKE F P 0 4. K i R R 9SSRI B & (1 IKE i 43— AR,
HFE AU HZAM R (F—ANGIHZ M) VPN IS ), A% A IKE F P AN S A E .
YRR EALEIER ARSI H K P SR AT RE I . FEX MBS R, Al R BA— AU IKE P 4L, o4l IKE
ID H /" M1 IKE ID A — 2 BE SR 5 IKE FH 1 IKE ID 8 P e . nfmfEdk 5 IKE #1714 IKE
ID 541 IKE ID Fi /') IKE ID #HULH, NetScreen ¥ UFiZ@EfEfH . ARG E, WESHE 5-270 1 LY “4
IKE ID” .

YER 1 IKE J1/7 R IKE J1 /7 2K R BEFF 15 A AR B A5 L o

1.

1 “Hh BB ERvE” A 1 (l—A IKE ID 741, iR%4F: (ASN1-DN) #% 44 : CN=joe,0U=it,O=netscreen,L=sunnyvale,ST=ca,C=us,E=joe @ns.com.
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SEfl: EX IKE R

ARG, ¥ XIS IKE 7Y, Amy. Basil. Clara Al Desmond, &AM B AN ) IKE 1D 285,
o Amy— HTHELEHLAEE ( F T sE A Ak I3k 44 B U-FQDN ): amy @ns.com
e Basil—IP it : 3.3.1.1

e Clara - 5%24&t& 1184 (FQDN): www.netscreen.com
e Desmond — ASN1-DN “££F 5 : CN=des,OU=art,0O=netscreen,L=sunnyvale,ST=ca,C=us,E=des @ns.com

WebUI

Objects > Users > Local > New: #i AL R A%, #R)5 #ili OK:
User Name: Amy

Status: Enable

IKE User: (i%£#%)
Simple Identity: ( %+ )
IKE ID Type: AUTO
IKE ldentity: amy@ns.com
Objects > Users > Local > New: i A\LLF A%, 485 i OK:
User Name: Basil
Status: Enable
IKE User: (i%£#f)
Simple Identity: ( £F% )
IKE ID Type: AUTO
IKE Identity: 3.3.1.1
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Objects > Users > Local > New: #i AL F A%, #R)5 i OK:
User Name: Clara
Status: Enable

IKE User: (i%£#%)
Simple Identity: (£ )
IKE ID Type: AUTO
IKE Identity: www.netscreen.com

Objects > Users > Local > New: i ALL F %, AR5 8l OK:
User Name: Desmond
Status: Enable

IKE User: (i%£#%)
Use Distinguished Name for ID: (i%£+f)
CN: des
OuU: art
Organization: netscreen
Location: sunnyvale
State: ca
Country: us
E-mail: des@ns.com

CLI

set user Amy ike-id u-fgdn amy@ns.com
set user Basil ike-id ip 3.3.1.1
set user Clara ike-id fgdn www.netscreen.com
set user Desmond ike-id wildcard
CN=des, OU=art, O=netscreen, L=sunnyvale, ST=ca, C=us, E=des@ns.com
save
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Sefil : €132 IKE B P4

FEA, KO0 ike_grpt I 4le [ AERIN IKE HI™ Amy I, ERISCH IKE 74l SRR E I E
P55 77 JUER) “yadl s IKE P FE X E =AY IKE L.

WebUI
Objects > Users > Local Groups > New: 7 Group Name 7B #i A ike_grp1, $ATUL NEAE, ARG Hd
OK:
HEF Amy, JEEH << DI Available Members £ 2/ %1 Group
Members #:H1,
W Basil, ] << 41 I Available Members ¥ 5/%] Group
Members #=:H1,

kPt Clara, FHfifH << # ¥\ Available Members £ 3) £] Group
Members £,

% $ Desmond, J{HH << # 40K Available Members #4552 Group
Members #:H1,

CLI

set user-group ike grpl location local
set user-group ike grpl user amy

set user-group ike grpl user basil

set user-group ike grpl user clara

set user-group ike grpl user desmond
save

Juniper Networks NetScreen #t:& 535t — 5 8 & : FAFIAIE 79



% 4 = IKE. XAuth #1 L2TP FH IKE BPFR A

FEMXH35|F IKE AR
3 XNKE R IKE H 410G, Hicfs IKE OGRS H P 8k 5 - P 4anl, wIfE IKE BOCELE 5 H e
PUR AR M OGRS 5 T IKE J - da )
o 8 5-231 UL by “yufl TSRS IR VPN, B3E Y IKE”
e % 5-276 nT LIy “Jufl : A IKEID (kS )”
e 5 5-285 1 By “Jufl : 4 IKE ID ( itk )”
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% 4 = IKE. XAuth #1 L2TP A XAuth FFRFIA R4

XAuTH HR#IFE R4

XAuth Pr USR5y - ZeFE VPN FHAE (A 20 ) L& TCPAP Hulik 40 id (1P Hahk. M&5HEfS®. DNS
MRk%5 255 WINS Jilkg5 4570 ic ). NetScreen S H A — Iiiaf oy 75 [A] If W H

XAuth Fi e Pl 2 frilid “ Hsh% 4] IKE” VPN illiE %525 NetScreen W44 IR H B #EAT IE K — Ak £ i
FEH D, 852K 1 NetScreen ¥4 1¢) TCP/IP % & .. IKE H /7 AUESEFR 2% VPN W CEE % 7 S (R IAE, 1
XAuth H 7 FIAUE 2R MR H S FAUE.  XAuth B a2 A A 3 CNAZ5E R B — B P SR,

J3% VPN 5 BT, NetScreen-Remote %) ity nf fifi Fl 245 (1) TCP/IP & G — A RUE R %S, Xt T-4E VPN {5
S IEEH] ISP Bl M 2% 45 B G L) TCP/IP M4 IE a8 BEE » Tl i FEH P43 fe 240 1P bk, mrE
NetScreen ¥ #% I e Gl e il £ L 2R e bl i % . 285, NetScreen 5 £ vl LA P& [0 i id i VPN 1l
HEMmARER A M oe, FKEFEA ) 1P Huhik, bk o)A fRVE R R KBS AE G i Smg sy 5 | X s bl . % nl i) 1P b
b5 BA XAuth A 77 38935 & 1 FRAS XAuth P A SCIE R I TR) 4

2.

AL N 4 HERD U5 24 255.255.255.255, F A ASAEE M.

3. ERUEHCES L TCPIP BI'E (IP Hulk, DNS lRg5#siuhl. WINS JIR45- il ), & 1 NetScreen # & 7E VPN JHEE W M S Z e F e RE

NetScreen-Remote 7% i A S Hr e UG L 2L I fE.  NetScreen & A LRI fg
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% 4 = IKE.

XAuth F1 L2TP B A XAuth FRF0FA F4A

ScreenOS 3 #; XAuth [¥JLL R 710

A XAuth FH 2 FIARE XAuth B2 fRAAGE

AHh XAuth F 2 ATAMNE XAuth H P ALAIE (@R A7 %7 RADIUS auth 4545 L)

MNPtk o4 Al XAuth F 7 A1 RADIUS auth JIk45#% EAEGE I SME XAuth B 23 EC 1P DNS Jl 5525 A
WINS filz 55 2 Hudil:

ZINLE NetScreen %, 2 fH4MNH RADIUS e %5#s LA IE4E XAuth &, AT UL T —44E

— WebUI: #£ VPNs > AutoKey Advanced > XAuth Settings it ffii I, #%$¢ Query Client Settings on
Default Server.
— CLI: %A set xauth default auth server name_str query-config 7% .
NetScreen % #i4 n[{fi H4Mi RADIUS k5545 EAAAGIIIMOCE ] XAuth W . BUE BARE) IKE BOCH, &
PATUL M A2 —
— WebUI: £ VPNs > AutoKey Advanced > Gateway > New > Advanced JtJfii -, M External
Authentication 47713 ik £ RADIUS Ik 5545408, X514+ Query Remote Setting.
— CLI: &\ set ike gateway name_str xauth server name_str query-config 7ii % .

SOAEA D HE sl . A He s AN AGIE (set ike gateway name_str xauth bypass-auth) Az 7] B #3E4 7 I IEFI
Huhk e

IKE /& F 89 XAuth BB PR

NetScreen 75 XAuth it 6 (v6). itk “BiBi 17 IKE Bhig o 005 #SC ke XAuth ve, & ITERTAS “BirBL 17
TR P T %y A 26 BAR LR 1D: 0X09002689DFD6B712. JLALR i 1D 57 XAuth FLI b 75 %
draft-beaulieu-ike-xauth-02.txt H1 & .

“BYBt 17 thrgsein, NetScreen ¥ [ o FEuk s (1) XAuth F 7 A& G 7R . Wit XAuth H P 468 IEf 1 H ) 44
MGG 5%, W) NetScreen B iz )7 73 fic IP ikt 32 {7 25405 . DNS k55 #s il A1 WINS il 25 4 1
fik, XUTARBEAT “HrBL2” M.

XAuth )74 60 PPN 8] 58 il ki Ao A0 SRER — RO S 2R, T XAuth HI e v B AT DR 2K, BRHR R
60 FPISFIA] o A AL g 5 kS B R, ) NetScreen &5 Ibfe it & ko, IFUIWr 21 .
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% 4 = IKE. XAuth #1 L2TP A XAuth FFRFIA R4

Z/b, XAuth Z3FC) 1P HuhlAE 48 52 10 XAuth Hobik A= A7 0] 8 T30/ 7 . IP bk 8 T XAuth F )7 B ) o] gE 5 K,
FARE T “BYBE 17 Rl “BrBr 27 224 (SA) TE SN FHUL “MB1” 1 “Ir 2” e
£ 5 XAuth IP #hl2E A7 BA O &

XAuth IP Hiik A= 77 5H

IKE “BEC1” i se ke “EVEE 17 (1) SA BF .
XAuth A 5ElEE—IRE 3. — “BrE2” 1 S&ﬁﬁﬂ#ﬁ@ﬁ
G\ EIL ” P “Izjl\& 1 ” Eﬁﬁfﬂo
IKE “BrBt2” higsem. )
VLR [ 1:00:06 &, HEER R XAuth 58 R —IRE
VPN i, ;
v IKE “Bifg 27 5 s,

1:00:00 1:00:05 1:00:06 9:00:00 9:00:06 9:00:07 9:00:14 9:00:15
\ \ |

“BrBc 17 SA A1E3 : 8 /N “IrBr1” SA ...

v

| I

‘ XAuth IP #4775 : 10 e

“HTELZSA AN Yoo syenl] 6o et 60 st |le0 sei] 60 4t | 60 e | 60 41t | 60 s ‘W2 SA..

PUATE IRk XAuth BERT, P E @ BAFAER P Mk, B4 XAuth IP
kb A=A AL

1. “PrBL1” SAEAFWEE N 8 /N, F— 8 /i a1,

2. “IBr2” SAEAFHAWE N 60 4%, T4 XAuth B S\ 4 RS0, fEWIEG IKE B a4 5 7
PIZEIR, Frbl “BhBt1” Whigsei)a, o 8 4 “MrB2” SA i 8 /Nif 6 #b ( XAuth % 5 F +  “BhEt
27 g 1 #b ).

3. WMTHESI VPN 587, FrLlaE 8 4 “MrB 2”7 SA M35 6 FharRIMIn “BrE 17 SA HEEHH,
Bi&A “BhBE 1”7 IKE Pris (B “EHhe” ).
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4. “BrBE1” IKE EFh i se)n, NetScreen #4c4Ex XAuth F 7 RO 5% .

YR WG EoR g BRI TH B B8R, 17 CLI a2 VPN E T &5% 0 2 SN 7511 E] - set vpn
name gateway name idletime number ( #1729 ;¢ ). 4R “FrEE 17 IKE FR B 5k 7 VPN 7%
5), Jlf NetScreen i #A =4 XAuth [/ Rk &Rk, FIHUEEDTT, ) o] LLZ 0 FBIHG T # A 1%
IR NI =555 5K

5. BT XAuth shbAEFRE (10 /M) ) kT “BrBE 17 SA AEAFH, BrCAH P ARERFATE I IP sl — )8 T —
A BB BEEEHE, MR R A E L.
Wi XAuth sk 2B A AL “BrBe 17 SA A:fr ik, W) NetScreen W& A F 43 7 —A IP kb, &nf
BE S 5E BT BC kLY AR, AT AN
PERC 1 LA A7, ia AT L TR ES —
* (WebUI) VPNs > AutoKey Advanced > XAuth Settings: 7t Reserve Private IP for XAuth User ““BH 4 N EUH (5
By, SRJEHd Apply.

* (CLI) set xauth lifetime number

ARSI LA HLIGE TFIIATC NI D 1.

4. MR HAS ] PR BRI AP Mk, Wl e i Bo s f g ek, 285, NetScreen Bisax/rfisbitihl, AL IP b BEHLHC— k. i
VER, XA HEAGESE IP fhrf, A5, B R P OSSR, AR R BN VA .
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XAuth HRFIA R4

S5« XAuth TAE (AR P )
FEAGI, BAEARHEEE I Ee X4 x1. % aGgb80LOws 1) XAuth /7.

RIG, (EFE IKE WOCHLE AT 1P 2.2.2.2 A 5577 5 FHZH P o BB Cam & “gwl”, b “BrBe1” i
fee “E7 BRI pre-g2-3des-sha, FHAFH L EHE] “netscreen1” . f VPN liE@ 44 “vpnl1”, K

“PrBr2” thigfae “HR” Hrii. %EFH Untrust X B 2 10 ethernet3 154 i3 0.
WebUI

1. XAuth iR
Objects > Users > Local > New: #i AL R A%, #R)5 #ili OK:
User Name: x1

Status: Enable

XAuth User: ( £+ )
User Password: iDa84rNk
Confirm Password: iDa84rNk

2. VPN
VPNs > AutoKey Advanced > Gateway > New: #i A LU F N2, SR 5 Hiidi OK:
Gateway Name: gw1
Security Level: Custom
Remote Gateway Type:

Static IP Address: (1£#f ), Address/Hostname: 2.2.2.2

Preshared Key: netscreent
Outgoing Interface: ethernet3

Juniper Networks NetScreen #t:& 535t — 5 8 & : FAFIAIE



% 4 = IKE. XAuth #1 L2TP A XAuth FFRFIA R4

> Advanced: fiit AL~ midii E, )5 Hd Return, iz [FIFEA Gateway Pt 'E L
Security Level: Custom: (i£#f )
Phase 1 Proposal: pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
XAuth Server: (%)
Local Authentication: ( i%£+% )
User: (1£F%), x1
VPNs > AutoKey IKE > New: i AL F A%, #RJ5 i OK:
VPN Name: vpni
Security Level: Compatible
Remote Gateway Tunnel: gw1

CLI
1. XAuth AP

set user x1 password aGgb80LOws
set user x1 type xauth
unset user x1 type auth’

2. VPN

set ike gate gwl ip 2.2.2.2 main outgoing-interface ethernet3 preshare
netscreenl proposal pre-g2-3des-sha

set ike gateway gwl xauth server Local user x1

set vpn vpnl gateway gwl sec-level compatible

save

5. CLI fiv%4 set user name_str password pswd_str ¥ filg—4~ auth /7. BEIE{CH XAuth B 7, 20k 0 7 5E X XAuth P (set user
name_strtype xauth), ZRJ5 M auth 1 & X (unset user name_str type auth).
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Sef5l - XAuth TAIE (AR P4 )
A, AR LU —AN% % xa-grp1 [ P 41, FFARINAE LI5S 85 BUERI “3iEkil : XAuth IAE (A
JHPT)” shArEE) XAuth P “xa” o FHZF PR IBILLT I, R HEECh XAuth 4L,

SRJG, FEIEFE IKE MCHCE X IP 2.2.2.2 &bt &7 51 HZ 4. KmfE M i 4o “gw2”, 4 “rBL1” Uit
SE TR Y pre-g2-3des-sha, JEAHH T34 “netscreen2” . ¥ VPN BB M4 K “vpn2”, H “Fr
B 2” Mhitee IR A, EFE Untrust X BT ethernet3 1B 4 i1,

WebUI

1. XAuth BPR4R

Objects > Users > Local Groups > New: 7 Group Name B i xa-grp1, HUATLL FEAE, KRG i
OK:

R x1, JHEH << I Available Members %35 Group
Members £,
2. VPN

VPNs > AutoKey Advanced > Gateway > New: i AL F N2, X5 Hd OK:
Gateway Name: gw2

Security Level: Custom
Remote Gateway Type:
Static IP Address: ( #£#¥ ), Address/Hostname: 2.2.2.2
Preshared Key: netscreen2
Outgoing Interface: ethernet3
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> Advanced: I A LT s ik B, A8 i Return, IR[FIJEA Gateway Pt B it :
Phase 1 Proposal: pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
XAuth Server: (%)
Local Authentication: ( 1%£#% )
User Group: (i£$ ), xa-grp1
VPNs > AutoKey IKE > New: i AL F W%, X5 #.d OK:
VPN Name: vpn2

Security Level: Compatible
Remote Gateway Tunnel:

Predefined: ( £+ ), gw2
CLI

1. XAuth P4

set user-group xa-grpl location local
set user—-group xa-grpl user x1

2. VPN

set ike gate gw2 ip 2.2.2.2 main outgoing-interface ethernet3 preshare
netscreen?2 proposal pre-g2-3des-sha

set ike gateway gw2 xauth server Local user-group xa-grpl

set vpn vpnZ2 gateway gwZ2 sec-level compatible

save

Juniper Networks NetScreen #t:& 535t — 5 8 & : FAFIAIE 88
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SEf5l : XAuth JAE (MERFF )

EARBI, K5 G N2 20485 SecurlD auth k4545 L1 XAuth F1 7, 408 “xa-17, #6594
iNWw10bd01. A1 H 1 SecurlD auth IR 2523 S 5 55 35 i LY “yufil : SecurlD Auth JIR452s 7 e HIREL
AHTA], HIEARREmK P 2R 52 SR XAuth,

PR IKE PO E H 1 XAuth H 7 xa-1 51 2] 1P 2.2.2.2 A5 T7 . B fe W e 444 “gw3” S INE'S
17 Whifee “ BB F$EiY pre-g2-3des-sha, FHATH MIL =24 “netscreen3” . ¥ VPN il iE iy 444
“vpn3”, K “BrBL 2”7 thide il g2-esp-3des-sha. ¢ Untrust [X Et4% 11 ethernet3 18 4 %11,

WebUI

1. 4MER SecurlD Auth BR %528
Configuration > Auth > Servers > New: i ALL N2, K55t OK:
Name: securidi

IP/Domain Name: 10.20.2.100
Backup1: 10.20.2.110
Timeout: 60
Account Type: XAuth
SecurlD: ( ##%)
Client Retries: 3
Client Timeout: 10 seconds
Authentication Port: 15000
Encryption Type: DES
User Duress: No
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2. XAuth AP
1EAME SecurlD auth ks 25 securid1 F5E S 05 24 iINWw10bd01 /) auth 1 “xa-17 .
3. VPN

VPNs > AutoKey Advanced > Gateway > New: #j A LU F N2, SR 5 Hiidi OK:
Gateway Name: gw3
Security Level: Custom
Remote Gateway Type:
Static IP Address: (1%£#f ), Address/Hostname: 2.2.2.2
Preshared Key: netscreen3
Outgoing Interface: ethernet3
> Advanced: i A LU T s ik E, 285 iy Return, IR[FIJEA Gateway Pt B it
Phase 1 Proposal: pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
XAuth Server: (%)
External Authentication: ( #£#% ), securid1
User: (i£#%)
Name: xa-1
VPNs > AutoKey IKE > New: i AL F A%, S5 i OK:
VPN Name: vpn3
Security Level: Compatible
Remote Gateway Tunnel:

Predefined: ( 1£# ), gw3

Juniper Networks NetScreen #t:& 535t — 5 8 & : FAFIAIE 90



% 4 = IKE. XAuth #1 L2TP FH XAuth FFRFIA R4

CLI
1. 4PMER SecurlD Auth AR %28

set auth-server securidl type securid

set auth-server securidl server-name 10.20.2.100
set auth-server securidl backupl 10.20.2.110

set auth-server securidl timeout 60

set auth-server securidl account-type xauth

set auth-server securidl securid retries 3

set auth-server securidl securid timeout 10

set auth-server securidl securid auth-port 15000
set auth-server securidl securid encr 1

set auth-server securidl securid duress 0

2. XAuth AP
TEAME SecurlD auth JiR55#% securid1 L 3E X444 iINWw10bdO1 (1) auth HH P “xa-1".
3. VPN

set ike gate gw3 ip 2.2.2.2 main outgoing-interface ethernet3 preshare
netscreen3 proposal pre-g2-3des-sha

set ike gateway gw3 xauth server securidl user xa-1

set vpn vpn3 gateway gw3 sec-level compatible

save
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seffl : XAuth IAE (SMERF P 4E)
FEAGI, GECEA N “radius1”® (94 RADIUS auth il %5%%, & X440 “xa-grp2” (AN auth ISP, 76 F
FIPANL ' 5 AN XAuth FH P41 xa-grp2:

1. 4 RADIUS auth k454 “radius1”

2. NetScreen % &

HAE RADIUS fili4s 2% 1 XAuth B In N XAuth 20 “xa-grp2” w1, 1fi# NetScreen ¥ IR B 2 H

TZZH I R D3 R S Rl A 20 B T, T U7 i) Al LAN FR ) FTP IRZS 8% . 7F Untrust X BOE R A, g fk A
Win—"N4H, 1P il 10.2.2.0/24. &8k “reseller1” . A {E Trust X BGl iR, 24 IP Hihk 10.1.1.5/32 [
FTP ilR%5%s “rsl-srv1” B N —/ bk

PeE 3 2.2.2.2 [f] VPN #IE, DUEXTH 41 xa-grp2 H11) XAuth 17 A7 AE . HmFEM Sy “gwd”, 4
BB thiaee B A pre-g2-3des-sha, JHEH ML %4 “netscreend” . K VPN iy 44 4
“vpnd”, Sk “BYEL 2”7 Bhifee A7 M. EFE Untrust X BLE: L ethernet3 754 HHH:11.

e, AN, FUUF FTP {5 B WA Untrust X B Y resellert 181t vpn4 i) Trust X BH T rsl-svr.
RADIUS AR5 %5

1. NetScreen i 8 3 4k 2] RADIUS 5525 L.

JEBL : 7 5¢ NetScreen il X 1EHI 1.6, 5S4 25 U1 [/ “NetScreen i1 . 1 HKJGia H1E]
# 7 RADIUS J[R55-#5170 1, 1520 RADIUS JR55#5 X FY

2. FEAME auth R452% “radius1” BN auth FI/" 4 “xa-grp2”, ARJE4EH I XAuth 00k 7,

6. RADIUS auth AR45#3 B0 E 555 32 T_LK “Yufdl : RADIUS Auth AR452% 7 HHREHE, HARHRAGEE “xauth” 454 ik 288,
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XAuth HRFIA R4

WebUI

1. Auth BR%53%
Configuration > Auth > Servers > New: #ii AL F N %, )5 Hdi OK:
Name: radius1

IP/Domain Name: 10.20.1.100
Backup1: 10.20.1.110
Backup2: 10.20.1.120
Timeout: 30
Account Type: XAuth
RADIUS: (i£F¢)

RADIUS Port: 4500

Shared Secret: A56htYY97kl

2. SMERAIP4R

Objects > Users > External Groups> New: i AL F A%, SR )55l OK:

Group Name: xa-grp2
Group Type: XAuth

3. itk
Objects > Addresses > List > New: #i ALL F A%, X550 OK:
Address Name: reseller1

IP Address/Domain Name:

IP/Netmask: (£#¢ ), 10.2.2.0/24
Zone: Untrust
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Objects > Addresses > List > New: S AL F A%, X5 i OK:
Address Name: rsl-svri

IP Address/Domain Name:

IP/Netmask: ( &+ ), 10.1.1.5/32
Zone: Trust

4. VPN
VPNs > AutoKey Advanced > Gateway > New: #i AL NN %, SR 5 Hiidi OK:
Gateway Name: gw4
Security Level: Custom
Remote Gateway Type:
Static IP Address: (1%£#f ), Address/Hostname: 2.2.2.2
Preshared Key: netscreen4
Outgoing Interface: ethernet3
> Advanced: it A LL N =gt i &, AR5 Hiid Return, i [RIJEA Gateway Pic & It
Phase 1 Proposal: pre-g2-3des-sha
Mode (Initiator): Main (ID Protection)
XAuth Server: (%)
External Authentication: ( #£#% ), securid1

User Group: ( 1%+ )
Name: xa-grp2
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XAuth HRFIA R4

VPNs > AutoKey IKE > New: i A LL RN %, 4SR5 Hud; OK:
VPN Name: vpn4

Security Level: Compatible
Remote Gateway:
Predefined: ( i£F¢ ), gw4
5. TRER
Policies > (From: Untrust, To: Trust) New: i AL F N %, X5 i OK:
Source Address:
Address Book Entry: (%% ), resellert
Destination Address:
Address Book Entry: (i£#% ), rsl-svr1
Service: FTP-Get
Action: i i
Tunnel VPN: vpn4
Modify matching bidirectional VPN policy: (553 )
Position at Top: (i%£+%)
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% 4 = IKE. XAuth FA

L2TP A F

XAuth HRFIA R4

CLI
1. Auth

set
set
set
set
set
set
set
set

AR5

auth-server
auth-server
auth-server
auth-server
auth-server
auth-server
auth-server
auth-server

2. SMEBA R4
set user-group xa-grp2 location external
set user—-group xa-grp2 type xauth

3. bk

set
set

4. VPN

set

set
set

5. KRR

radiusl
radiusl
radiusl
radiusl
radiusl
radiusl
radiusl
radiusl

type radius

account-type xauth
server-name 10.20.1.100
backupl 10.20.1.110
backup2 10.20.1.120
timeout 30

radius port 4500

radius secret ALB6htYY97kl

address untrust resellerl 10.2.2.0/24
address trust rsl-svrl 10.1.1.5/32

ike gate gw4 ip 2.2.2.2 main outgoing-interface ethernet3 preshare
netscreend4d proposal pre-g2-3des-sha

ike gateway gw4 xauth server radiusl user-group xa-grp2

vpn vpnd gateway gwd4 sec-level compatible

set policy top from untrust to trust resellerl rsl-svrl ftp-get tunnel vpn vpni4

save
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% 4 = IKE. XAuth #1 L2TP A XAuth HRFIA R4

SEf5 : XAuth TAEFOMAL 5> FC (ARt P4H )

FEARG T, hASHBE P EAE A% 0 IKE/XAuth JH 7 21 2 AERT IP. DNS JIR%5 %% 52 WINS JIRZ5 28 1P Ml id
IKE/XAuth H /7 LA#k5 VPN &85 024 0% B2 NetScreen 145, NetScreen & &a7E “BrB 17 s HMEH
IKE ID 1 RSA iEF%f FH /7 (%)M 4% ) #E4TIAIE. #RJ5, NetScreen %444 I H /' 4 A5 i %k XAuth J11 )7 (EJ
fF A AR ) AT IGE, IR “BrBC1” A “BrBc 27 Bhis 2 R0 Bc IP. DNS 452581 WINS %548 1P ik,

BIZEARMH P 4 ixa-grp1. ARG € XA HE A “ixa-ul” (%104 : ccF1m84s ) f “ixa-u2” (%44 : C113g1tw ) ]
P R I B b, 2R 5 SO IKE/XAuth. (AN HOREAS [a) 2 0 55 Ah s in e IKE/XAuth FH . )

B %k xa-pooll ) DIP i, HuhbysHEIM 10.2.2.1 $] 10.2.2.100. NetScreen # %4 XAuth H 7 4 Hd IP HuhkAf,
TNz 185 i 2B UG

2EE 1 DIP Jt0%5 XAuth /i 7 KX 15 BT H AR X BB TR A A T H L 27 LA B 7 2 7 1 T 27
FH,

FCHE LR XAuth B4 B
o R XAUTH HuhibE N3 'E ) 480 704t
o AL EMABUE auth RS54

e JaJl CHAP (42 T-IAUEPMN ), NetScreen B MR e s 1) Fe %5 )™ S A3k — Aot (s 4] ), i
7 g P ASE P I B0 R S 44 M R A TN

e % xa-pooll 1E4H4S DIP it
o HE. %l DNS fegs#% IP Hhhk4r e o4 10.1.1.150 A1 10.1.1.151,
o . Al WINS Jgs#% IP Motk 23 e o 10.1.1.160 1 10.1.1.161.
SIHH P4 ixa- grp1 }Fﬁ;ﬁﬁfﬁ}%‘é XAuth auth JIlRS-# s, MCEHS N “ixa-gwl” 1 IKE WK, AR5, BLESN

“ixa-tun1” [¥) VPN I8 F VS BIRiE T VPN i ixa-tunt M ixa-grp1 1) Trust X Bt (IP Huhl:ky 10.1.1.0/24) (1)
AW

7. WA AT RADIUS auth RSS2 4T XAuth H P AT UGERMIE L. {HA8E SecurlD 5% LDAP auth fii4-48 e T XAuth YUIE ( ANRERHT HubE /I ).
T IKE L E,  HREA A A i i 12
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% 4 I IKE. XAuth 1 L2TP A

XAuth HRFIA R4

WebUI

1. IKE/XAuth Fi R#0F R4E
Objects > Users > Local > New: ¥ AL F N2, AR5 #di OK:
User Name: ixa-u1
Status: Enable

IKE User: (i%£#f)
Simple Identity: ( %+ )
IKE ID Type: AUTO
IKE Identity: u1 @ns.com

XAuth User: (i%£+%)
User Password: ccF1m84s

Confirm Password: ccF1m84s
Objects > Users > Local > New: #ii AL F %S, X5 i OK:
User Name: ixa-u2
Status: Enable
IKE User: (i%£#%)
Simple Identity: (£ )
IKE ID Type: AUTO
IKE Identity: u2@ns.com
XAuth User: (1£$F)
User Password: C113g1tw
Confirm Password: C113g1tw
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% 4 Z IKE. XAuth 1 L2TP A P XAuth HR#f R4

Objects > Users > Local Groups > New: 7£ Group Name 7B #i A ixa-grpl, $ATLL FERME, KRG8

OK:
EF ixa-ul, I << #HDK A Available Members £ 5 2) %] Group
Members £~
R ixa-u2, FHUH << FAHRKE H A Available Members #2321 Group
Members =,
2. Pt

Objects > IP Pools > New: it NLL RN 7¥, R4 OK:
IP Pool Name: xa-pool1

Start IP: 10.2.2.1
End IP: 10.2.2.100

3. ¥ XAuth Auth BR %588
VPNs > AutoKey Advanced > XAuth Settings: 5 ALL RN %, K5 5d: Apply:

Reserve Private IP for XAuth User: 480 Minutes
Default Authentication Server: Local
Query Client Settings on Default Server: ( 55k )

CHAP: (1£#)

IP Pool Name: xa-pool1

DNS Primary Server IP: 10.1.1.150

DNS Secondary Server IP: 10.1.1.151

WINS Primary Server IP: 10.1.1.160

WINS Secondary Server IP: 10.1.1.161
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% 4 I IKE. XAuth 1 L2TP A

XAuth FRF0FA F4A

4. ok
Objects > Addresses > List > New: i AL F A%, K550 OK:
Address Name: Trust_zone
IP Address/Domain Name:

IP/Netmask: ( £+ ), 10.1.1.0/24
Zone: Trust

5. VPN

VPNs > AutoKey Advanced > Gateway > New: #i AL F N2, X5 OK:
Gateway Name: ixa-gw1
Security Level: Custom
Remote Gateway Type:
Dialup User Group: ( i+ )
Group: ixa-grp1

> Advanced: Fii A\ LL N g0 B, AR5 il Return, iR [H2EA Gateway FiL'E it

Phase 1 Proposal: rsa-g2-3des-sha
Mode (Initiator): Aggressive
Outgoing Interface: ethernet3
XAuth Server: (1£# )

Use Default: ( #£F% )

User Group: (i£$£ ), ixa-grp1
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% 4 = IKE. XAuth #1 L2TP A XAuth HRFIA R4

VPNs > AutoKey IKE > New: i A LL RN %, 4SR5 Hud; OK:
VPN Name: ixa-vpn1

Security Level: Compatible
Remote Gateway:
Predefined: ( £+ ), ixa-gw1
6. TRER
Policies > (From: Untrust; To: Trust) New: i ALL F N %, K5 Hdi OK:
Source Address:

Address Book Entry: (%% ), Dial-Up VPN
Destination Address:

Address Book Entry: ( i+ ), Trust_zone
Service: ANY
Action: Tunnel
Tunnel VPN: ixa-vpn1
Modify matching bidirectional VPN policy: ( & F% )
Position at Top: (i%£+%)
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% 4 ZE IKE. XAuth #1 L2TP P

XAuth HRFIA R4

CLI

1. IKE/XAuth R0 P4H

set user-group ixa-grpl location local
set user ixa-ul type ike xauth

set user ixa-ul ike-id u-fgdn ul@ns.
set user ixa-ul password ccFlm84s
unset user ixa-ul type auth

set user ixa-u2 type ike xauth

set user ixa-u2 ike-id u-fgdn u2@ns.
set user ixa-u2 password Cl13gltw
unset user ixa-u2 type auth

2. P

set ippool xa-pooll 10.2.2.1 10.2.2.

3. 5R¥& XAuth Auth PR% 2
lifetime 480

set
set
set
set
set
set
set

4. bt

xauth
xauth
xauth
xauth
xauth
xauth
xauth

default
default
default
default
default
default

set address trust

auth server Local
ippool xa-pooll
dnsl 10.1.1.150
dns2 10.1.1.151
winsl 10.1.1.160
wins2 10.1.1.161

Trust zone 10.1.1.

com

com

100

chap

0/24
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% 4 = IKE. XAuth #1 L2TP A XAuth FFRFIA R4

5. VPN

set ike gateway ixa-gwl dialup ixa-grpl aggressive outgoing-interface ethernet3

proposal rsa-g2-3des-sha
set ike gateway ixa-gwl xauth server Local user-group ixa-grpl
set vpn ixa-vpnl gateway ixa-gwl sec-level compatible

6. REg

set policy top from untrust to trust “Dial-Up VPN” Trust zone any tunnel vpn
ixa-vpnl
save

XAuth & Fis

XAuth % i — AN R ik g, el “ %50 IKE” VPN i 5 XAuth RS #84Hi% . NetScreen ¥ % 1]
PLVE R XAuth 277 55, W Vg FE XAuth RSS2 RAIEG K. “BYEE 17 Wi e i)n, wfE XAuth JIRSs 24 1h)
NetScreen W5 K iE & sk #n. WHAE A XAuth % 77 i ) NetScreen w2448 F IEAf 1 7 44 FUs i il o & =%, )
“UNB 2”7 Wi ITELE .
2014 NetScreen W & it B 4 XAuth & i, WAidEE FAINE

e |KE MX4

e XAuth Hi /" # A1
Al PAFCE DL 2R E XAuth AE

e Any — AV “FUHIE T UMY (CHAP) 5k “# i UFtil” (PAP)

. CHAP — H f2F CHAP
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% 4 = IKE. XAuth #1 L2TP A XAuth FFRFIA R4

SEf5l : NetScreen & &{EH XAuth & Fim

FEARBI R, EoCEE 1P Hihkh 2.2.2.2 [FEFE IKE W% gwl. FREFUEZ S0, I H Pt =% 4] netscreent.

WRIG, MHF %k beluga9. %y 1234567 (1) IKE M OCHELE XAuth 2 . b 75 EXHZ P it 4T CHAP AdIE.
WebUI

VPN > AutoKey Advanced > Gateway > New: i AL NN %, X5 Hiidi OK:
Gateway Name: gw1

Security Level: Standard ( i%F% )
Remote Gateway Type:

Static IP Address: (1%£#f ), Address/Hostname: 2.2.2.2
Preshared Key: netscreent
Outgoing Interface: Untrust
> Advanced: it A LL N gt i &, AR5 Hiid Return, ik [RIJEA Gateway Pic & It
XAuth Client: (£ )
User Name: beluga9
Password: 1234567

Allowed Authentication Type: ( #£#¢ ), CHAP Only

CLI

set ike gateway gwl ip 2.2.2.2 Main outgoing-interface untrust preshare
netscreenl sec-level standard

set ike gateway gwl xauth client chap username belugal password 1234567

save
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% 4 = IKE. XAuth #1 L2TP FH L2TP RN R 4H

L2TP R #nF R4A

“O 2 JFMIETML” (L2TP) 424t —Fh U FZE L A0 BE 1P DNS RS 85 WINS AR5 2tk (1 77 7% . al %
NetScreen B4 A THCE, LAMEAL A H £ 4 FE Bk AR auth IS #5IAE L2TP A7 . ZE4%) IP. DNS Jil4s#% & WINS
A 25 a b BEAT /0B, PIAHRVBCE NetScreen ¥ s, DM A Hu A5 258 RADIUS Al %5-#% ( N4k NetScreen i # 3¢
P — 525 25 T LK) “NetScreen i it ).

L2TP FI/7IMdiE - L2TP H{/* IP. DNS
-r:- 545 A1 WINS Jil 45 #%
Huhk 7y e
_1 \/ SecurlD -“
v - Kl
Moo e ‘\ - v e e
- -
v/ RADIUS
-‘ _I.
v/ LDAP _.y

HAA A auth IRE 2200414, ANFEIRS 285 BI%T R L2TP BRI Z —. i, wlfdi A SecurlD HiZS-42%) L2TP
FH PR TAAE, (AR S T kB . N0 B an ] N FH S auth iR g5 28 2 AL BE L2TP (15 7 TH 75 3K o
HRH VLI L2TP By, 1S4 5-301 1 L1 “L2TP” .
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% 4 = IKE. XAuth #1 L2TP A L2TP R P4

SEf5 : At FNSMER L2TP Auth PR 5528
FEARGF, R EAMT SecurlD auth ilk45 255 L2TP H P AT AUE, FEA ARG 7o L2TP H P 43 id IP. DNS
MR 45 2850 WINS 5 28 bl

4 SecurlD auth filR45#% 4 securid1. Auth fR525IIACE 555 35 11 L) “yufl : SecurlD Auth k45#s 7 H3EAH]
[, BB Abbk PR L2TP.  SecurlD auth R4 22 50n ks

* Name: securidi * Client Retries: 3

* [P Address: 10.20.2.100 * Client Timeout: 10 seconds
* Backup1 IP Address: 10.20.2.110 * |Idle Timeout: 60 minutes

* Port: 15000 * Account Type: L2TP

Encryption: DES

L2TP G4 BEE b

* IP Pool: I2tp1 (172.168.1.1 — 172.168.1.100) * PPP Authentication: CHAP

* DNS Primary Server IP: 10.20.2.50 * WINS Primary Server IP: 10.20.2.60

* DNS Secondary Server IP: 10.20.2.51 * WINS Secondary Server IP: 10.20.2.61
DL EIR P E A NetScreen W44 - THCE i, G4 “12tp-tun1” [ L2TP iiE, ‘& 51/ securidl #E47IAGE, FFf#
FH A B B HEA T H L 23 T

WAk, dbaZiian FRrsBeE SecurlD kg5, JEAEF AN L2TP HI S

B —INHG L2TP W EH AN L E. KT f%z L2TP gy <1t @#XFFH " IPSec #E ( LAL T
Transport #( ) 5 4-1E/, W5 5-320 W _LHT “W5H) : BlE IPSec L9 L2TP 7 H1/5 v,
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% 4 = IKE. XAuth #1 L2TP FH L2TP RN R 4H

SecurlD Auth R$533KE
H P GE TR Name: securid1
A IR 2552 1 IP:10.20.2.100

- Port: 15000

AR - Backup1: 10.20.2.110
Encryption: DES

| Client Retries: 3

securid1 | Client Timeout: 10 seconds

Idle Timeout: 60 minutes
Account Types: L2TP

L2TP &

IP Pool: 12tp1
(172.168.1.1 — 172.168.1.100)
DNS1: 10.20.2.50
DNS2: 10.20.2.51 H M

WINS1: 10.20.2.60
WINS2: 10.20.2.61

L2TP Tunnel: 12tp-tun1

12tp-tun1
L2TP H

WebUI

1. Auth BR%538
Configuration > Auth > Servers > New: #ii AL N2, K55k OK:
Name: securid1i
IP/Domain Name: 10.20.2.100
Backup1: 10.20.2.110
Timeout: 60
Account Type: L2TP
SecurlD: (£ )
Client Retries: 3
Client Timeout: 10 seconds
Authentication Port: 15000
Encryption Type: DES
Use Duress: No
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% 4 I IKE. XAuth 1 L2TP A

L2TP R P4

2. P

Objects > IP Pools > New: #i A LA F %, X5 Hidi OK:

3. L2TP BA&i&E

IP Pool Name: 12tp1
Start IP: 172.168.1.1
End IP: 172.168.1.100

VPNs > L2TP > Default Settings: i AL F A%, #RJ5 i Apply:

4. L2TP @&

Default Authentication Server: Local

IP Pool Name: 12tp1

PPP Authentication: CHAP

DNS Primary Server IP: 10.20.2.50
DNS Secondary Server IP: 10.20.2.51
WINS Primary Server IP: 10.20.2.60
WINS Secondary Server IP: 10.20.2.61

VPNs > L2TP > Tunnel > New: B AL TN, K5 #d OK:

Name: 12tp-tun1

Use Custom Settings: ( 1+ )
Authentication Server: securidi

Query Remote Settings: ( 4 )
Dialup User: (1£#f ), Allow Any
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% 4 = IKE. XAuth #1 L2TP FH L2TP RN R 4H

CLI
1. Auth BR% 8

set auth-server securidl type securid

set auth-server securidl server-name 10.20.2.100
set auth-server securidl backupl 10.20.2.110

set auth-server securidl timeout 60

set auth-server securidl account-type 12tp

set auth-server securidl securid timeout 10

set auth-server securidl securid auth-port 15000

set auth-server securidl securid encr 1

set auth-server securidl securid duress 0
2. Pk

set ippool 12tpl 172.168.1.1 172.168.1.100
3. L2IP RERE

set 12tp default auth server Local

set 12tp default ippool 12tpl

set 12tp default ppp-auth chap

set 12tp dnsl 10.20.2.50

set 12tp dnsl 10.20.2.51

set 12tp winsl 10.20.2.60

set 12tp wins2 10.20.2.61
4. L21P @&

set 12tp 12tp-tunl

set 12tp 1l2tp-tunl auth server securidl

save

set auth-server securidl

securid

retries 3
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% 4 ZE IKE. XAuth #1 L2TP P

L2TP RN R 4H
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